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conne @8 8Y SWHcHiH E}Z{ Sq‘lb QQS”H%”I-MNnﬂ)Ai—OTIfﬁéIS?@né!Qd@tcmanged

responses an Location for VLR the anti-

betwearo differeits nabv@’kﬁmﬂGt SEAR(incligling MARD GAR anss Haﬁnsl,lgg) based

sionls T} ST, B4Rl S, LG Bl Sl

Connemldﬁ CI@ﬁtfbDP@(rtE(Sf}ﬂfe) @@w roatiag isigmalgpdat e. Some

100221756, inbeuRd GRATIAGTA0RIA RESETSIa) SRR Buisisieg wih second
VPMN bl;ﬁ;B"‘Qﬂ{bde Wé&sﬂregagr'\égé: egfi‘éteﬁe??ﬂ/ﬂh/fﬁé IﬂPéﬂ‘VF'MN' 106 due to one

or mat | on or occur concurrently w th
or moriehef fek followdag ireasonsl dfiestiy\iire dénb@asijoamingnmobiie jstatign 102

iy BT b GROUPY PRI PSR T or

loss oi”@&@rag@% ey VPMWQUBE%CURW Mantﬁfmdsmﬂdg\fﬁbbﬂe station
108 there\xgeprow des one or nore ness

102 mayiha aeleaingibe ( seaasd MPMN A8t Using 12 cilteragtive available

vansEfh 98l 02 ERESH 95 AR EUA Sorpsgboune

roami ilewtationl 102 attempieto eegistdnwith FétanudPMNL308) first VPMN
oyed by second VP to, counter t

106 may ﬁ&tﬁmpt ite) |r@¢'5ﬁféc§h%§fa%%e° f'P?%?nQ/W'fGG“OE'%’els%ﬁPP J0Zeback to
itself. @Hhélarfbggg d Vf‘"MN’% ef;“ata_lr & rféﬁﬁregﬁ@fer t?&fﬁb Q)'F aﬁTﬁ‘BOtﬁﬁd)R%mer to

ounterin I n one nmbodi nent of
its ownhaetworkntis olmeremmrotﬁelted’. fos mher@mblywa% Inbound Traffic

. unt ng, unit 134. It wll be apparent to a person
Redlregﬁpm(@{#)l%tqrﬂ%t art that different functions of TR

[0023]FoPPExample, C NGRS | SigcH rﬁlterﬁém@ﬂbusmcysucwmhsr ¥mbodiments
pur poses. Not wi t hst andi ng functi onal

emplowngpaﬁl%s,ofnsée@d csarfnncm!tqrws b@ﬁ@lom rgaRoRgRs and Cancel

Locat 4 BT B 98 B0 o LSRR8 ekponses

and Caﬁafeblfumggbnﬁ%r/ B3N Ihstetad dfq)qrﬁlrﬁmggracfabg \,IﬂuR Iwatld'lﬁzulpdate in
orobe 1 and/ or counteri ' 4 js alternative
an an@é]slabatéerapt e Wiy pﬁgprmr%é%?#%%ﬁwwwm?@ Bme Tetworks
; I
mion: i o bR Terl iy o7 GGV RO when
swapping betwd& netwerkso 60 MWENSME{Send A%enhbatmnekﬁmmaim) might

precedd g, o8s6r SpRPUToRY Wit ing doKs TaebteR B8R Rk of g in an

anti-ITRSttébt - | TR nodul e 130 sends necessary rressages on
s beﬁa"ﬁ:ﬁb

[0024]System 100 includes an Anfi—lTR module 130 which passively monitors (i.e. in
monitoring mode) the traffic between HPMN 104, and second VPMN 108 and
thereby provides one or more messages required to thwart the ITR attempt initiated
by first VPMN 106, and hence, redirécting the fraffic to second VPMN 108. In one
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of second VPWN 108 to thwart the I TR attenpt by first
VPMN 106. Anti-ITR System -In-signaling path node

wpQOPZBKE4E 2 represents a system 200 for counPeriusSgooan3si39
i nbound traffic redirecti on (ITR attenpt for inbound

embodignt phinG AYEN s ATG TEATIdMRIAS0 i5 dabue hk Seand VPN 108
to couﬁf?r‘qgé 'ﬁ':‘Rt tfefmrSihﬁrﬂa‘ie/dE Bgcrr grsgNﬁDMﬁly‘Fd@ “Tfh?é)ﬂntrmkqﬁ%ule 130

errent s as de in systeml1
includesrg Unaffi cdﬁedrmcttlonF('[:R) probidoiB2eand taweotllulhecmgolmrhg%f In one
20. and.. Anti=I T le.130 ff t,
embodiilent 3 e Rtiah R eSS iadaratsa i, &iriRlng Rt 134.
will beP@SgareRd® 4 perdter skillsd trether &t ﬁrarenﬁerehtefmhﬂegeabm p®be and

active nonitoring node. In the in-signaling
counteftigeuniihaig onlyforgyemelarg ourressss Nofwi arrrlrngrtgls any functional

: . t
propeft, 87 8hl 34 1h& o Y PRIk 4t ik Codiithind B} Bif B¢ nergjnatter
intercfsdrmeablwgsmateQesrtieMralﬂ' g thaeded80. Ewother i@@s| @ay function
i 518 B e S BB RO BB 1o
alterniﬂnﬁ)tw :%:_E?Baﬁfét oﬁ'ﬂeu%%éfﬁﬁﬁfe@e% W\ﬁtr-!'ﬂ’%t @oduly 980halone. In this

nodul e 13 hence her SS7 nessages whi ch
embodimentoof ¢omsinventian,f TR iphphee iz anownitorsforobes the SS7 signals

exchah@¥d Behiden st D20 R PeRri R 165 2B de2BRy jedidHal sTP

122 by prebitgsthe Hitk ta%hrebi‘éserﬁeéw bignaP floivo136.SThis ishreferred to as
exchange of_one nmore registration response

passrmea@@rmanﬂwq)ﬁetldmmpeueo sem%paawaamessegmon behalf

o scoff U B EEPRIIRRT: SPRRFOBogEr PPN

LU nessages are used to thwart the I TR attenpt
Anti-ITRiSystent-lnysignalingfpatk moddle [ 0026] I n one enbodi nent

o025 1g: Brephiesits Fonelom 24835 raldeR R aioo B aE rebiection

(ITR) hftémphfctiigbalind odm mﬁbﬂe staticn T@Mltﬁité@%yl first VPMN 106, in
depl oyed on roam ng 7 path by configuring switch 120

in- srgr(acbngr@aathr ﬁ@dest)aQCﬁwaweewﬁatarb@mb enh@f daepnvention. The

sys.’cerﬁr Of 1n8|d)(/i%rsgtﬁgitsﬁcg‘r1e 'éﬁé%ﬂ@ﬁts% Heé%rgﬁ o t%ﬁté’rﬁ%OO lrpc&’ﬁunctron

rou Incom

with Fuglt ér Howe e/ tlﬁ‘é:@ﬁ’ncttromﬁrig ©f sfvrrtum 3200md IAitielT ﬁemm 130 is
. TP 122 de tined to I%64 VP con ure
d'ffere@B IHERRRY 1P A&'&"ﬁ In-gignadng Rat '@‘0 ﬁo r'”'s ﬂg mode is

herein‘eﬁ Fir8@ried %?Q%Qégg%/ﬂg%' g;%%trv:bl?r}?nﬁahﬁ 'rﬁo@é’nﬁw He in-signaling

er to provi outln
path mmdaé fAnti-I ' TR ewedulef1 30f |a|pa$rtmmtl gmthe sigRalingl pbth bel(Ween switch

120 ai| UVBEYLRA 1 25ddnds it B indfife Sl teiSantsupgpives the 557
signalfig meBeadsl eRamaritid BBivietn Siéh QQOﬁD fda‘hﬁih?'@f‘f’ oPfrom the

IS conflguredto othrouhAntr dul e

secongd datenertionpal §JH fhg CN\gdr4120Signal flow 202 represents this.

Howey) ?&E%Lﬁ%a’ea%%aéﬁg agbrollqd. sGBRDAREN R shBofle 130, hence

other 887heEssage Whitthy a0 bl oaidideredt foeiraplentgritation v$ @tls invention,
vvlthout affecting the working of the systemor the

may hafeiggd through anoptional SS7 link between switch 120 and VMSC/VLR

112. Hence, in this case, switch 120 is configured to assist in exchange of one or

more registration response messages and one or more Location Update (LU)



[0027] The E214 is a nunbering plan (NP) used for
delivering nobility managenent related nessages in

wGe3h7veidaer ks. The E. 214 nunber is derived froRCThS2006/038139
IMSI of a roamng nobile station. E. 214 nunbers are

messdaaaebapesn BRNNNI04 Hntiacor MM 98 diteARul B ipodtie 130.
These%gl %es@%§e§ %?é’ Gged li’é”iﬁwé’ift tﬁ‘ﬂ AR Hﬁgﬁfpt ffaREd %‘iﬁlrgf VPN/Fhll 106.

identifies an individ
[0026Hn I@ﬂererbbtbderQDﬂth&J rrblenhora,rail signalscexcbpaged éhrpugh@witch 120

are Sﬁgﬁﬁpwg#éq] s|| Fhaﬁ%rmglgecemﬁrﬁ)m% éeﬂmsﬁé}}aﬁpg rtn greeartl ITR
moduléoﬁm Rl gléyédsélﬁ @oé?nﬂ@SS?' ﬂdtﬁ bly@bnfighahy Switch a20e@r roammg

used in 164 nunbers evef‘\’(“‘e ere except for the fin

STP) thesinterastional reaming SECR Heaflig issiayited mﬂ)uglﬂ bR mﬂule 130.

i SSAPEL RBEREL A ol o BBl Bl M e

from stabend internagional STPI 122destimedrterd1640VRMMNVEBN BKid ¢adigured to
ions, are

go thrpgh AaTRygema Te0 HBRevRe Seppacan RBling k8o RMN VIR
112. THEREMN fh (f)r‘d’éﬂo ﬁP&Hé%@e@ﬂHdéﬁ%H PPN tikESf thffic in case of

exanple, to avoid ooping the traft redirection
failurecaf PantigdiR omeddleei 1$ﬂar Sjmllady,t rpxrmalart |routlmgp9é @y outgoing

internz%tﬁ%brﬁ %@{;ETQPR@TQ%%%Q%NEE;@O%erggs (oé l 1 (Egroamlng mobile
statlonSWOQCdemMmNmOQ iBRSanf g@ tﬁfbddheAﬁﬁ-W\Rrrhoa@IbUmO The
in VPM\(s). In 9 WD 20 /0413 6 PCT/US2006/ 038139

secongapt Kpatingx Aayewer, zﬂ?eéﬁ@r@tfdrmﬁeﬁﬂ%té&@hé; TiR6 1 bavik hg apparent
to a p%%cfrfél(ﬂlé@\?n ! 'tﬁa@@ffgr&?'%uﬁﬁ 'rﬁ&f\&d%ﬁfﬁ any combination

ocati on nmessage from nmessa romse
theredf cbaheatsenhwithGRFafie? ng Hhe wginkiAg tof tHersystenhubrehé3tethiod.

oot S5LE311 8 MRS 8 ST B oy mepgoemer
relateé‘ﬂlé&%?ég% agiv ﬁe’&ﬁor‘ﬂ?ﬁt th-@z@%ﬁhﬁ)é@déﬁ@ed?%ﬁl fhe! BASI of a

h incom ng and outgoi ng international
roamusg gn@lmlengtatiessﬁg%ﬁ} nEpnbess aargl eomposeash ok twe mrts The first, the

e 164,837 G B O BEE Rt ok Il e i neieEoda iThe second

part o@etﬁél M&hben cBmp?Ise@O@lIetHd)lRﬂSlN pafedf @se MISI - WﬁR:HTmBHtmes an
130 and the destination TT as 32. [00291 Simlarl

mdwldé@é SubperilzgrpA.-234 \mimbensrarer pouad separajely fom ﬁslﬁy’«h Rynbers,
since Fly e Roreuli e s Nl RSP it s

possiblactoriregsé&lGbbatsTilge (6T)t analysvst t4bld 0 used dinr &£.164 hambers
e Anti 30 fi se of an outgoing
eVGWWE%@a%ePF g}ﬁthﬁgmgﬁ%tmai@a “*‘«BP’?W Qfﬁgeﬁesso?g%z CdPA
as not own and the NP as E. 214, the DPC is set as

Ant..wR(pagtmgn_g]hgan onal STP 122 and destination TT as O.
rther, in case with TT as 32, CdPA as VPWMN VLR 112

[00281aln @asa@vhqweutbe rogressesofHRMNVIIR enddMSCoargrdrnticat, SSN can

be us%éjs) %gsa@g%@éog@kh% Mllai?eﬁ gggg%glg gé) gtcdé}goh '%Qill‘éatnq 'the art that

alternative routing options are possible, depending upon the type of network
elements present in first VPMN 106 and second VPMN 108. For example, to avoid
looping the traffic, redirection can be performed either using translation types (or
tables) (TT) or by using MTP routing, involving international STP Signal Point Code
(SPC) and Switching/Roaming SPC, depending on the network setup in VPMN(s). In
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remai n unchanged [e.g. on Gobal Title (GI)]. Anti-ITR

Routing Wthout Using TT [0030] Consi dering the second
woeaitpee of using MIP routing, switch 120 i SPCT/US2006/038139

configured to send an i ncom ng nessage with NP as

E. 214 and CdPA as not own .t DPC at Anti-ITR
anothqra@(amp goan PPErater WWAVBMN/MCWH perform MA %nak)/s's and

only outT ng co%ilcé'l?ra |onH%%SégnA§{(/\)n}1n l%ﬁ?%%??é@é} from 8ec°“d

internatiividl B3¥H 1@@3Mramngh duntigd Rngnadedes 436, td rrenimdmslgnif‘bﬂntly the in-
130 ,to t VVI tc

signalgroad COnsIERTR Uia T feCHiue A BeinO S Ta g Swlgh 120 and
the ArﬂiUITR‘h'ﬁid"u?é W90 @re @Hﬁﬁ@&re@%? bBﬁﬂlh@Hﬁ"ﬁ&j taﬁcé '@98%%6@ inteABtional

TR nmodule 130 to the switch 120, 1 PC 1S set
SCCPt sgsammneasmeeaanomam@ inLgase of N Rcomingimesapgesat the

owin a0 R sl CRIBN o PELBR AN BRSNS €214

DestingtioR Pdinh€sde PP a)ds iskyvastAnti-ITR imddudd t80TInd thiet dedtindtion TT
by the first VPMN 106. [0031] I n case none of the above

as 32.condi ti ons are satisfied, then all incom ng SCCP
o020 {EABAG S Tk CUEMREVPYI VK 164 ghe ANy A0 T e
0, thewlPéhig geetomber Aoti-HTHg meduleeti30 tamd tHe degtinationt T'ﬁgaerSZ. This
2007/ 041 CT/ US2006/,038139 Pt .
means thaligrg INraBfidt T pesAas a damiigud i Hrpeliips ant- TR
modul8CGAD fikst. Inetaseeer BAtA mh?&ﬁeé@’éﬁ% fréVeRgeswitdH 120' withéhe TT
appar ent toaperson in_the art, that

as 32si GHPAr a8l Bol e Anso the NBf paecB.21d; theTBRE Uasé@t as second

mternétﬁt%rf’al\{ ésg'g; %g 'aﬁﬁ %ﬁ?ﬁﬁbﬂlﬂﬁ %é 6;@@@&?%?{, m;cg% WitRST as 32, CdPA
as VPN f\/‘l_lRmtIQanelcthéakE is BG4 the DIRCI B slsosset dg ¥PMNA/LR 112 and
destingupaid" o6,0- KB roUNIES RAGANG' (08 SGTIBSaHA oal fese Cases can
remaiff UhBha ed g—:‘h@.glis"é'l&ﬂaltl"'\}gé‘@?)g' on ID Location

egl str ponse s in a HPMN TR nechani sm
[ 0032] Vari ous enbodi nent s of the present invention are
Anti-l'iRrReuting Without Usingdili ng and countering an I TR

te VP, 06, Th | TR by f

[o03ofdRiBerity thé - Secatidhiedilovd & GsmBENTtR SFlhos siddip 120 s

confngUﬁ&pw&shdrﬁﬁ %&ﬁﬁﬁm@%es&é@mﬂh INF2 B 12 12 I@hueC@PA%% not own to
istration attenpt at second VPWN 108. Thes

DPC gtoynted FRmefhle r@@pe’?ﬁ%@'mﬁ%@%ﬂ&cd% i YPMNNL R § 2with NP as

=104 OIS 4 8 ANIITRYEBADE 07 F088R A, lor an ovr

networmetehlssapond eﬂ%\Aan&)?mmnedﬁoutgmngtmessagt , s Ageisl TR module
Fust I hat

130 1§ frenswiteh 126R385n e PR oV WK 482 WibnRireseSSN /

unchaﬂ@@dsgﬁﬂﬁéﬂyﬂ foff 88 RREPRatBREF ?IQPMN)Odéé%meHe&ﬁtgb%oM@z@sage from

roam ng nobile station 102 to first VP Based
Anti-ITdR medule 130 wethenswitchaA20iPtite DB isrsatrig secoRddgternational STP

122, Wlﬁ%&ﬁggaﬁgg%é ?ehﬁg&nﬁf@ﬁ ﬁiﬁ]c%%lggraer% gﬁtlb%tlngopnessages
from switch 120, the Anti-ITR module 130 sends one or more LU messages to thwart
the ITR attempt initiated by the first VPMN 106.

[0031]In case none of the above conditions are satisfied, then all incoming SCCP
messages may be relayed back either to switch 120 (or the roaming STP), or to
VPMN VLR 112, depending on which type of routing is used, the TT type routing or
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roam ng partner, within two days of request for the
sane. In other words, if the HPM is using
woam7anardar d response nessages for registrati 8eqTUSp@®EH38139
inits TR mechanismon a VPMN, it should informthe
VPWN. Hence, if the HPWMN 104 is doing TR on the
the MTRdypel mwng;me$peqtuvgwoundthenrraﬁthwé%d?ﬁmnwtm@ asCCP is

ctayec e AR, B AN GBS AR kg o

that a e‘t,lﬁigbl?ﬂgw é?rpé%otﬁéﬁi@ﬂded/w\h IMIEMBrbasgdtrelayodmtthasma@e a new
atte as

transagtigh wpl\/melmtlg’;gdpgyf/ém?ﬂf@l A qJRP ﬁéﬁ et oégamoq?% ,_i, \d fake

Iocatloriglgpaaflénlg%gg%l%e gﬁ'ﬁ]@ﬁlﬁ’?f I%%\tr:]ﬁ %h%s Wmﬁiﬁn(%{‘wl b& idsbsblished to

W t 33] I n cases
relate thb eewaorigiRbihg Hapeacﬁtmmlﬂw’@ ma@rlgma@algﬁatmg ﬁ@ngpmpn ID.

operator, the HPMN usually uses either a Location

Locatioh KagishanengReseon o MESSAoRs i HEMNETEEMgchiiitm "

[0032]‘%{‘ iQlis efffoeRaents’ @fCtﬁthﬂésemt ihBhtles prsndirechedt tbeaktigrdetecting
and covaieriog;an B BHEmRL By APV e SR IO SaaTats.by frsf VPMN
106 caﬁggg%@gﬂq?& hgt gﬁ 5&?‘%@‘?@@%&1&4 r s8fmkB&sges to inbound

rom inter 11 WO 2007/ 041346
roamin Gﬁbbﬁé’aommwﬁﬁauo(nzﬁtt@ﬁm at sed:dsm:l VEMN 108 diresearegistration

24.008), with ?fr nd| r cO 8\?&3
rosporihy EeRRAGSS B NE Ao yodiRfiSlon Togpofict messages
used byaneHWﬁN %l%%é?%rﬁﬂnﬁéhﬂ’%ﬁéd@mérﬁtagaﬁfst @WPHN}Qhat |s these

epresentative. Error Error, code cods 4,00 29>0
messageacarewmm—ﬂpddardwmelsejages Fuvirer i da edsa_lseawn dhat RPN 04 is

not at{em;ggnrg;’{gaaﬁlﬁ éa/%lsbstaltﬁ%\?\%%ongl_m %ggv‘ﬂntg ﬁﬁ%% heh-dtandard
respon%b' m\égsagéé wesdiﬁbctanbéumwtroah|r@/mm|e#stataomdam tmgfmstiPMN

wed in thisLA - # 15 No suitable cell |nIo
106. Based On 1R 7BLamiinlinesa s REMNpes BBANGcH ts Foaming

el et AR b Btk o
roamirigaipatther, Uwiihqnetxﬁcedia@ratef rejuest $&r the same. In other words, if the
HPMN is using non-standard response messages for registration reject in its TR
mechanism on a VPMN, it should inform ‘the VPMN. Hence, if the HPMN 104 is
doing TR on the second VPMN 108, it should inform second VPMN 108 as to what
registration response messages are being used in its TR mechanism based on the
second VPMN's 108 request. Hence, second VPMN 108,prior to countering the ITR
attempt, has a prior knowledge of whether or not HPMN 104 is performing a TR
against second VPMN 108. Further, details of this embodiment are further explained
in conjunction with Fig. 4.

[0033]In cases, when an HPMN is performing the TR against the VPMN operator,
the HPMN usually uses either a Location Update response error messages or a
Cancel Location to an ongoing Location Update with the VPMN. These error
messages received in LUP response on the MAP interface are mapped onto
equivalent messages on the radio interface according to 3GPP 29010. Table 1

shows a snapshot of the mapping of some of these messages, from MAP interface
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4 17 Network failure MAP U P ABORT 4 17 Network

failure MAP NOTICE # 17 Network failure MAP CLOSE
w(liabﬂ7ﬂ)413450034] For exanpl e, in case, the error PCI/UNEMG6/038139

interface is "System Failure” (with error code 34)

0 S e ent_error he radi o
(29. Ooéﬁ%erfg c@fﬁ%“@ﬁ%‘}?e &@‘%r w'thp'a?rr%%@n g rerSWcQRPé*S for each
mterfaé@) Thése BRE éké(#\%léki ohlfRpidnste’ RATHIRAIBR RId Seiff 2 é’khaustnve list
. Thereafter, inbdund roam ng nobile stalion
or as h@hgsepr@seafra@luﬁd 15 to 20 seconds, before tryi ng
again up to 4 tines, before trying alternative
networks, if present, and if not, it tries the sane
network again. Simlarly, other 24.008 error nessages
Error NAY€ Thelr equrval ent [29. 002 EFT or NesSages. . || PHoraoles
_qude:>,7~3 &el ine on TR. def Jﬁg%ynexpect ed Data VaI e as .

st @‘aﬁ?‘%gﬁrﬁg g gi St r’at | o on c;ﬁj(lesponse :r ror. cod 3
‘ \P) s and

1@@' UE'ﬁ]?M‘l"bH'—'Resnon Snfayinaubserber i< hy t fig1 PN |
“TR}.-but are all non- st ﬁ@dmmﬂp%@QMé’LMQe ﬁ‘ﬁn a i
: «’:,iﬁmnsiama“f._;}f 50, acczeﬂ(mad to the guideline] 12 V\D

/K A E8doed CT/ US20067 5§§1§g The HPVN using jhese
#13 ot PREarfihd A6t MEOWRSIn@fsLAGgi Stration response nesgages in

#15 a T s@labRMRiis RRbfist 4 VPWN nust informto th¢ VPW
ab b%athe sane. I\/breover,_ MAP/ TCAP abort and ncel

-as,_ System Fai | ure,

doi ng ITR on an |nbourd r oaner atterrptl ng to DV e
#3 iy pW‘PQﬁHMSfl rst VPMN to |the second VPMN. Anti-I|TR

CRL CoC ) d .A a] adir am
boJsgstdmdifure - redir ect "|‘5*
‘ msm@dte&@&@ﬂv&ﬁs
A f%ﬁUMBd@M\I 106 ’
' Ethe i'nvent 02

f?l-“gg e&% Cs;u\%., th a

attenpt Inbound roanrétgeﬁvbl |l e station 102, already
registered with first VPWMN 106, attenpts to register
with second VPMN 108 at VMSC 112 due to one or nore
of the followi ng reasons. Firstly, the inbound roam ng

[0034@%&%8'@&?5 |2l llie OB iﬁ%ﬁﬁﬁﬁte‘iﬂc&nar@&tézﬁ\ F"@ﬁﬂ@’d(wnh error

n caseé ere I's wea ren
code 34)5(29(&)‘02(),oblf@nag£eqtuivéiemsterrva tﬁ@@adﬁanmnialcg (24]@98) "Network

roani_ng .mobi |l e statiop-102 may be sel ectipg.
Failurg' dOTGE, FRSOE 208iaoto 3hepoU RAEs: BRI sfon 102.
There&ft& 1nt55?l?w% RIanifg thbﬁe?%f?a%nVﬂ%\\N&ﬁ@ forl BRIURRI 1 %%o 20 seconds
MSC 112 in Second VPMN 108 sends a Location

beforeUpyjag @gais uh e 43tmes obefore trylng alternatlve networks, if present, and if
not, it tries the same network again. Similarly, other 24.008 error rnessages have
their equivalent 29.002 error messages.

[0035]IR 73 Guideline on TR defines Unexpected Data Value as
standard/recommended registration response error code. However, other error
codes such as System Failure, Missing Data, MAP/TCAP abort, MAP-CLOSE etc
and Cancel Location response may also be used by the HPMN TR, but are all non-

standard response messages in a TR mechanism. Also, according to the guideline,
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HPWN 104, as an attenpt to register inbound roam ng
nmobile station 102 with itself. It is also known that
WORNMY/HLF6 114 i s not attenpting TR agai nst secead/UgRubI038139
108 with those registration response nessages that
are caused by the ITR attenpt by the first VPMN 106.
the HPNusing thesefather enpvspdessas WQISE@M\ E¥PPOTIRCdNeRsAdtes ina TR

o) I [PRY(= 6 t
atome ARG o VR pbintol 5, VoM Sabely 5 ga oreover
MAPfI'[Cam'éblih@luﬂ?clagoblem&’ildnraré\rptlossleé{éngsﬂmdaimrl&.Bmimseonessages
the signalin et an e 10
an HPYN rsandisc i @gﬁe’cﬁf%'\é ﬁ%tgéay a ﬁrsgtﬂﬂwXCan PrR on an

| T
ot S R T AP e

recei pt of one or nore registration response nessages
Anti-IER Sigwallow/PIVN 108 from HPMN 104, during the ongoi ng

ouseiEs™ 5pRRALS & TIPSR 07 s, RO O T
redlrechBn ArtbETR)B2olutioAnat seéddhdWiRNIN 138, tiftceuhheratheah'ﬂalattempt
ation nessa&@ss% orr a MAP. abort nes

initiated TnCHISt AAOMN 'é‘gtéc%éa“%wghé‘rbﬁmh?ﬂ@“?@g%ﬂ}ea Invghtion. In

this erﬁﬁé&]ﬁ%ﬁg gﬁrﬁ%ﬁ%@h&ﬁ Hﬁ@@#&%i%gg@%b@eﬁhﬁl\ﬂ@@nd VPMN

108 tPCietesrabe/ rmlamemmt)slnbmederoamngbmbuleT@mtloawrQZ, oglready

oocrRR B 18553l 1 L BEEFA PRy oo at s

112 dudPid\bné Br Atk ithe fahgPedsorls. Flrstly, e Mihaund tdmmgenobne

or nore re?| stration response nessages are LU abo
statiormd82 agey . atfamphto shaoge e riecendt YRMMISS: |"EbrPaSPnthere is weak

st GERIHE RS 5 S 57T SETCLGFSSBbhA ol e

roamlril\%ilAg;nqrﬁgﬁgstbgéﬁltTUZ @rﬁacygb}a ?éIeLttth@Sme”rees@g?s/RMNemS due to new
abort or ncel Laocation) confi

avallablﬁ. technaegler CIgrR %Pﬁé‘frpq B f i o8 ViR P‘Sﬁ/ dégreatter,

142 g s%BB 408 &MY 4Q%bdatiod gpdae! Mé%béﬁle 302 to

these nessag es %a ai nst the second VPWN
HPMN 0083)shan catlamrm tmlaglsdaersnhoumﬂw raggniagl mobite s&tmuTOZ_WIth itself.

s G5 RESHE nSEEORIRPEELRE4 0 P e PR b N 1oc

with ﬂ%éeefg&istrﬁwﬂf‘ﬁ@"ﬁohge Lrﬁéésatg'é% ’dh@t ARé icaud&d F@dtﬂeelm(bttempt by

sends one or nore | ocation pdate (LU nessa

the flrateNaMNdOt‘z;eEbﬂ@aﬂBWl@@é/PMN 106 joi §t98t 8neld attempt towards

o, 524 PVY 58S RABAES TR BRI 1 SRR hoafigib second

VPMNcoO@it eri ng unit 134 sends one or nore fake Location

o sy TS 6 R
HPMN %g cﬁ%e?bﬁd WN"%@‘H}th%{?&éI%‘{EH?\gtSPhggmHHé} orYfassively

ake LU nessages f secon
(in-siguBling Hodde)mdiR proteen 182pdetectsethendiR attetnpt intiatednby . flrst VPMN

106, bEhCIJbsep rl%gdrgglef% %f gHrerb oerrmbrse rse(als?rattlon respogseonmeggages a? second
VPMN 108 from HPMN 104, during the ongoing location update transaction 302,
between second VPMN 108 and HPMN 104. In one embodiment of the invention, TR
probe 132 in Anti-ITR module 130 detects a cancel location message 306, or a MAP
abort message 306, or a TCAP abort message 306, as one or more registration

response messages from HPMN HLR 114 towards VLR/VMSC 112 in second VPMN

13



used: either abort |ocation nmethod or cancel. |ocation
method. In this case, since handset usually tries

woaw7/izzes before searching for an alternate ReTwsedos/038139
the pre- defined nunber is (X-1)*4 tines, where X is

108. Thaged R Retas TCA ABeH SCangehbesaipreatomir-standeiragistration

' ragh k
oot ekl Yookl 8081 TR RIS, 0L o

embodimesnt TEARe dnarttiop] the onki orsmoxgPkegisivationm hesponsekmessages are

LU a8 BRoRs a4t et SHARYIRER bt YRR olPhin. Jp° BESERS Montoring

mode,Vid B8 mdrienegyistidtrorespssedfmessatpizgaref direstageseived at
302 to 310 is r_ePeat ed uP to N nunmber of tines. In

VLRVMSS W84 Thadeaaigt obanvngT hasia messages dhes MARY TS fport or

Canoct ool @R Sr'7R! St by i VPN b Brovioed
that it & knewa teaiethedtiPhihhtie4tis aldermud, usingethaselmasshgesafor 7R against

nobi tion 102 is allowed to register with second
the Se@?’ﬂﬁkl\)%@aml 039] The Calling Party Address (CgPA) of

[0038@%%@ Mdbie SfatibAkBuall ¥BAGSEUAAP méssatBEicorrE8ponding to a
nodul e b f t he

30 can be configured to be either "that of
VPMNyLisefere itl idesran alietnative AMPMN.TRenceelim , ordet HoutitwaviArthe ITR

attemiye S oA IR B A4t bty BE nlofad 5% LB e, 4 i tocation

updaté NeW)onfdssaged,i on Béhdif roft sefdy YAMIR $08Uin aBspbhide to each
. respect to CgPA or VLR.VMSC of a |ocation update
registraial 4 [RSPONSE e NRFSATEH B r'l'@C‘P'H%d cgb@qc‘@ndt YEMBCo. In one

oo SO S T B e e
LocatibhdJpdate (L) messagast 306 torfoil ther ITR) attedmt imitiated BRfirst VPMN
o0 B b TSR UL G, St 14
sendsdRé ¢5ikd LU MbsIdHCE RO O oERalf SCEECHRY VPRINABS, Aitfe R a pre-

transaction are recorded. Further, in case the

definef mysmbeigoihimeagEhisarrerdafinetirirabert is siected brsas erhdR method

used: Eiftelictet BRBAGT Tabhot o6 SRRUBEAOMaRbY T 1Sy, since
handsetiubivélly trfest foer ¢ingss before eearshity foraas atterrite ndtwork, the pre-
xam ned with the foll ow ngq set of |ogic %{rocedures.

. € . Lhe .

defineqrumpeiift eFThg mes. w¥hgrae| testheorumier of MidNoRriwgrks in the
; AL i

counuETR RS 1 100N 1175788800 B 19 HANN T el

five. FaneaghdéakeHU mesimge 308, PVN HUR 6184 sends ag@ardd Liogation 310,

or a WAE BES 518 0ha ARAR Fhotsad8 SoBrst oV MM ol Vioes ke LU
messdgeld 368 §E@&6rﬁﬁ1'|.f§)usi9oé?eﬁt Rkl Q%ub@@ss?@l%c@t‘ic%rghP@éth?ansaction is

transaction ID fromthe sane VLR or cance ocatl on
recordedsaiapeosdd/RMN 10 Henae, thésprosess loé exelmangd &f messagss302 to

310 i, P8kdted B b ) Aofie” of ARG, B 1S “BpclobBunfi [Rgming mobile
statiori’%@?é%é’doﬁél dttept Bhetatioh updarfdol frrdfifst ¥PNINMS [TRN¢Blution,
that the handset is either in manual mode, or is a special handset. Hence, the
inbound roaming mobile station 102 is allowed to register with second VPMN 108.

[0039]The Calling Party Address (CgPA) of the SCCP part of fake LU message 308
by Anti-ITR module 130 can be configured to be either that of the VLR/VMSC 112 or
that of Anti-ITR itself, although MAP level VLR/VMSC will still be the real VLR/VMSC

14



the total nunber of VPWN networks in that country. In
this case, since there are two VPM networks the

woabur4cdscY is five. Thereafter, for each dr oppPCThS2006/038139
anti-I TR nodule 130 initiates another fake LU massage
308, after a configurable interval of

G
112. Thig depensis an #sHgo guramzmoé)‘lrstleMélﬁlTll?@plutt%bwﬁla%espect to

cuPA SETEREAEEON §1R50bhGPei o SHpRAGE 308 g CoPA

the se@_@ﬁﬁx ngﬂﬂﬂlipg\)ntlaﬂ'm?ﬂgbahI'ITm‘I@r(@T) TeARes dhs aloadoto Ithe real
m ght be use as the first recorded LU nessage 302.
VLRNM§g§éa|aently for each fake LU nessage 308 sent to

[0040]IHP%’&1%? Wgﬁ?& IhbntiBRIh @cﬁ\%‘ﬁ%nlio‘?ﬁgt r*n@ﬂe3éﬁt| ITR

The seguence of exchange of
modulemg@agmcksmhetbesaﬁy |osltgmpga&@@Punessage catries gWVIAP Location

o] B TSR R kb N RS, F fpramotrs

and théotfﬂé#héé&i%ﬁ é‘tfeeré&trdécﬁt Farithard in td2ee el incoamng mges¥ade carries
nessages nay -be rel ayed back to switch 120 or to VPWN

MAP abpr mor a@ﬁ&abwg 368 withheaspense e therragppded yﬁt]§%<étl0rb$02 or

i tho MG YO e CARRISLIARLN 200 gD ISR, e ongoo

recordé@WenRaction, wid bxémlrmmowithrthe fbkl)owmgeseimf legicl prededures. The

* countetsaamiLhbastaer e e s A H00R s bSIS T e eB e Saes

306 urkmtﬁecrﬁﬁ gor?délgﬁéﬁﬁ%éggg\s@' tbs&fgddid Ie%%el%ahyan expected

h self-initiated
numberels atier3gsrdsamessage, 3Qﬁa@hdmnwedd3méwlﬂﬁ8mﬁgulﬂ 1130 lfee. not

eplevdFIEVER 15, T 2P ol SARIAERATRL Bt plq stton's
102 IMSY dPcdheosamner biginyfid\ ttahaatide Pt fiodV4Rd F$a]'ne4VLR or cancel
represents a flowchart for_a method for counter

locationnpwrssager 306 for thajisamee | S| ofRheaspmftViRy '% ﬂgss than a
conflgl.{;%p/%u'r\‘al AARBEP f"ﬁrth'ege lsé a{H %%Bfe"d' %ﬁfbé&%eﬁ'ﬁ% Ebhfidurable

I n accor ance VVI I ment
expectedvieurhben BhEXANt4 +l TT)Rwimﬁel)é is t8nfigureddoamada WiMshurodwo to

e e b7 SRSk A0 480 R ERF v i
VPMN! JM@@‘% \?é]h@)bﬁﬂ(' Cfe?rl\/e%eaﬁ% -fol Baki 'd?orST 3f€ anti-ITR module

accordi ng to net at st ep , recei pt of one or
130 lnrhates ansthwydake bhbmmssage 308, wfteNalasfigusable datesea! of time T1

(0. THRTRHP -0 7 73 -BEDRE 50 A0 L R, B E oo stors

IMSI Iawnt%er%ﬁbn ram&eﬂse?ﬁélaﬂingnsd&a , VDR, wemscsed@m@bs SCCP
108 and HPMWMN 104. n order to detect wheth

CgPA BrINCdBA, altheughedifferart T&AI?et@nSﬁpvem |dzrmight de u%ed) as the first
recordgﬁt Lelp%gggaeié] gh}— RSub§8 ?cl)\fl\leg{:h $hieP Lﬁpﬁ]es‘éQHB A sent to

& or m) |stra|onres
HPMNT64 cire HPHMNVHLIR a1tkleemds Iae@nmt lddation Baﬂmrthe first VPMN 106.

The soaaIa G Sxehastaer eR Sééﬁg‘&bggoggﬁf el AT N times. This

ots o TER A YOV Dt sgusisce

[0041]hegu:aer dhe oabaves pondiione sareg aot /aatlefleﬁi ntharo allhincoring SCCP
messa%es may r&aye/d back to switch 120 or to VPMN VLR 112, depending on
whether the TT type is used, or MTP routing is used, respectively. In the above
described method, SCCP is relayed rather than TCAP. However, it will be apparent

to a person skilled in the art, that a similar flow can also be defined based TCAP
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"Unexpected Data Value" (UDV) is a standard
regi stration response nessage, using which, HPMN 104
woeert/oac46i nf orm second VPMN that it is perfor rCmEsIite/038139
against it. This nessage itself is a standard
i ndi cation of HPMN TR. Exempl ary_ non-standar dr?
relay. loothiss cese HaveWRransectiors wilhhe iiitiatagtby Nﬂit'r@% ppdule 130 for

oo oG BRRBRIEHL5yAoE84 8305 2t 5P 5 a0l mapping wi o

relatedtthé%ehh@n%Naﬂld@trdnmma toliR¥)arigirsal origireitingdraatsaction 1D.
second VP 108, it leads to the conparison at step

Detecting HEMNGHR andocpunteana PV TS ebemiat oot o i

[0042]I'=|§‘c A Fpres&maa \ﬂBWhéR&oﬁ% it FN co @St Rhg mbound traffic

e message, used conpari son at step
redirecfion (B')Fé)rmﬂt@npt fordbe mhqwdkr@@mm sapkiler station, 'F‘E@Eﬁﬂw@% the first

. NO
B
130 in¥ecBn@NEPRINAdiBN®AY s aldocapplieehto OOuni!eh@gémgt TR mechanlsm

bound
ntiatediiyhaniP MR 1SRN PeElpt agRSt EUR QOSSTANTSI HbiEhYPMN

10o. P 568 g igh PR 18 Bstapt ape e psages
306 at Bbeowawmumaﬁgumtrackemammnmagmmmemgea $06ravN sent by
HPMNE U8 Shriabban t DealiBG otSthut Al JH RRchSE g Mound roaming

mobllerﬁg’uéﬁ r1@t2| %M@&P%@é&wmlgﬂ 08 ah@AHIPNIN ¢4 ( Bsorder to detect
or me , then the Cancel Location nessag

whethersHPMNtWX del ajtempiing TR Rtarchigst VRMN 10656 aﬁtﬂmptm; an ITR,

R L

messa@@ﬂ%&ﬂt ﬂftﬁaé knbR@i reigistiation reepenses mevsagagthe Hﬁemereglstratlon

case the one or nore registration onse e

responser message fis dFPEmed o srrond é@DMNr O§oRs PEE 6'6%3‘3%6 guidelines,
t -

oy ERETARYR) 08 GNP RGP it o

standaVcﬂ’NNgilsﬂ)&noﬁhmsmhsermeaSagﬂ epcadrding tddhe déh(7i3f guiglelim® only

"Unexipostiata QB (DY RASERGI fedtratshisiibghd Tpted, using

which, Sﬁp 11‘5&'\%ecpﬁ§lelﬂfd?ﬁ1 §eccﬁf€l”‘f/PMN ghdtat RUYEIRSMihg TRMBgainst it.
In a, configurable maxinuminterval for the HPM.

This rrﬁasagegtmlf is| & wtansgasgd mdlgahqrbofgklﬂl\éj}qa'moﬁxqe@plqryg]ongstandard

oror S5 I P ERE, 5t B e LY BB B, M

Data, MAPROLESE candiMARINotiessage 302 sent to HPMN. [0044] I n

one enbodi nent of the inventi on t he ri n uni t
[00431Hpwenesn wdien BRY Message; 9tgeninamihg ﬁ%@l&&f Ssage (UDV), is

recelvéﬁ‘ 'att g@&:&ﬁd SMDI\%RIG’I dd, rltsIEfaéfg MNtHO Bond Ip%n@@n 'é‘?'gi‘é 4@4 SAd %%plamed

rned criteri her wo count er| ng unit
earllerlﬁf4Hﬁ’Wt|s usiregy Anymdn‘l-’ﬂaadamglstfatmn serponge IREBSagEs, then it
ined criteria

informgcaseangnd P Uanat (3R, BgIRLBHOR FeaREnSh BoghopaR, used for
compaHsdn&t IS5 UL For BRapRs, AR £88 thé | kv registration response
message is MAP_Notice, and it is informed by HPMN as a message to be used for
HPMN TR, then in accordance with one embodiment of the invention, the Anti-
Inbound Traffic Redirection (AITRS) can be integrated with Anti-TR solution (ATRS)

of previous filed patent application, which is incorporated in this application in its
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may i nclude an HPMN known of perform ng TR agai nst

second VPMWN 108, by using a Cancel Location, a MAP
weahwo4m46a TCAP abort. |In anot her enbodi nent 8ETISE006/038139

i nvention, the pre-defined criterion includes a

bl acklisted HPWN. Any HPMN known to use sone_fra .
entirety; e ATRS €ANi GRusder GCUBMMrTB\ﬁQ?msTI§9§QP@{{?WNAE'E?V@V3r’ if
e rife ATEH PP AESALEL S EPSHEE Sl B frown
reglstrétﬁﬁm‘ébr)éﬂw m)ssa@eéugdvlwl Nptickeak infermzdabyl HBVEY, then the
ool onk evisednlisc anTEod e, 1 SombP R P 105
FurtheFC{h{a‘tﬂr%tn}/ﬁmN lR&n WQQG@%@WNQB g?erﬁé?ﬁfe' MKF&WC%P abort or

I on prof anong HPM\(s the inbound
Cancel hemaimcg\ rasbthee nenstanaard H@gmwalnpl kespabseonessages. ddegce, in

case 56 R PO ARG BB A LM o, e rour
registratit rfl & ponBe UREssRTB Gan bs recegigsd en‘ddthnmnd:omﬂudédethat first
invention, the Anti-ITR solutlonln%%( g w
VPMNHQP istaliempting andfRiagpingtserprd VRMN: 108, ¢ agatier, at step 406,
the |dq‘h?ﬂg{j Wﬁaé}{égn;{)ﬂ%e(ﬁm%dr&moﬁvmq 08f ThekBwarting includes

ion U e nessages, 007/ 041346
sendingC® uﬁmw/ @38fcke Ldkcmedsaddse fromi semmdwt‘éPMaN based on a
n anti-I| TR at

configapienaiEPer G AMSS WRHI e IR pRrGR R Jalere 15 fre HPMN.
The sngﬁ’éﬂ\ﬁovy Sﬁﬁnafr‘ﬁsléméﬁé%ianlfeg > 3. Qlowbeer iMVbhis 2asa) BRy. 3 will

to stop an anti-IT atterrpt for exarrple
have the«@ﬂéaﬂessﬁgwmntglrmg these astsiitiangli egrer chdes Horaspense &e the LU

dat e the | d
message A ge EHRAR. 5 avor o HPWN datectton. [0046] I one
[0044]13rrr@>qa.@I s@Bbdmherthefl tHe divention, tmsedumermgamt deduaharmioms the

nd subsequent' success or fajl ure %@ nti- Il’
thwartisg of tf@MT%@ﬁtﬁm’fl indiatad by tha fgéw 106y feapH nMﬁesat'Sf'eS
pre-dei}ﬁ&? Werjiepqh;(gﬁépg/o?ﬁ acgzrunfgi{ﬁ ulity 39f°ébdrt§“tﬁeeﬂnﬁ-‘?TR attempt

over ection success,
from seednd V@WINrTIOBam case ancH-IFMNcsamsﬁgsthﬁ preedefnrmnf etiteria based on

T e T
may uﬁ‘lﬁd(?"ﬁﬁ ?—llﬂ\ﬁﬂ%dﬁi‘bf BerfémiRg IRl fBiMst §Q&§rﬂi VPMN tqggh by using

e and software elenents. I n accordance with an
a Cansabbdcmft aMAReahort o8t TOAR @bodn In tansthemeabopipentsof the

v FEAGIERSEpb8 S FotB55 ol IE 3 PHR 0B krour

to us;@t %mbo%&h%bhfﬂ@lr R&EHhiquidte tb Neembtiep NAREMITRakelutibr wouId be
formof a cog)uter programRroduct accessi ble from

blacklistaehby éec@ma RMYrfrem igiber Apt- HRatteraplgi [mAReHe r&m’f@d'ment
of the @@ﬁ%{}@g‘r ﬂgé’@gﬁé&li r\]fﬁ\?N%a)Z Rethf‘c%[h?%ﬁ&bl%abeHEkﬁsted HPMN(s)

uc execu
for anpohangem itd statuss description, a conputer-usable or

100459 i S o T SR 2R AT sS086n may e
aband{ohgﬂisg %érduf:cfhe PCORfGIRbR distfbltiorPprofie CAMBAG! HPMMIS) hof the
inbound roaming mobile statlon For example, no more than 20% of ITR attempts
initiated by Vodafone™ United Kingdom (UK) would be abandoned by second VPMN
for unique inbound roamers. In another embodiment of the invention, the Anti-ITR
solution in the second VPMN may stop its thwarting attempt, if it exceeds a

configurable threshold number of times of fake location update 'messages, or
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execution system apparatus, or device. [0049] The

medi um can be an el ectronic, magnetic, optical,
wehermmarmgneti c, infrared, or sem conductor BYTUSR06/038139

(or apparatus or device) or a propagation nedi um

les of a, co ter-r dabeme m.i ncl u a !
exceods T GRRIICHB IPNELElawes dob an bl SHagIRL: | hege, ganfigurable
| param("e?é%‘é%‘ﬁ' e Béfﬁ’%ﬂ Fér F’IP‘MNtotreacr d ANFAPIIRS! C@?rferfﬁﬁ”ﬂ%&tlorf( logics

, a read nmenory ri gl nmagneti c IS
on thealBPMM captalsmlbeoﬁxmlled fcustopran atx’raiiﬁkeaétemratogm@@mple instead

of usirﬁ%&%@'ﬁn% @gge?{@%ﬁlglgirﬁ@a%gr;&%gg ?%t%&’at%s the logic can

use a Eérﬁ:idrﬂbe?v{éfai@dl humber 3& a(BIMIPMN @8flidn.conput er usabl e
di um provi ded herein includes conputer usable

[004615m ogRanFEbedimeonf o meednmgm,eea%%n%r@eﬁﬁedewctms and

subseh PR bPEIASG)TREANIFR\ R PR, £l oncrtes

one arsmde& aepers byndmhhagvmm&;} orepwiret bot rmotelimitedoioe sngnalmg load

ovon 8 BT B R hof o S o

[00470fhe! 'pi'r%sehﬂh%ﬁﬁbﬁ eafitae WRPdreh of &k eAfir hﬁﬁﬁﬁaﬁe@mbodlment
second VPMN and the HPMN. The 18 WO 2007/ 041346

an entirely ssfitoesy esbgiimenbap ancembedintentreatitainingubeiehardware and

sottwdf S4185s¢ RPN B0 BRI f i phERERR W Bhton, the
inventibhaisf implélaghteriCin Softvianes, evhi¢NindRides BOt RendSRRAiteY té firmware,
VPMN oper at or agai nst t hose conpeti ng VPMN operators

residephsofhiuaie, AEp069da. @l§- | nbound Traffic Redirection
[0048]gﬂagﬁgrr§8lré“th8rin\?&ﬁ {:ar'i @@Sth'e forf o uia%) Pﬁﬁté‘féfbg‘r&m product

roari ng pro uccessf
accessiblsofiiom a oanmputermsabdn awooMpstqueqdabie medmfn provudlng program

di b ti VPMN 0 t
code FESUESHY OhnotRItamiEh, Ph, BoAarBRTIEE, ol gaY st aHon, SxReution

systerRPFGrt He pltpSsdielopsthid Aedchptibfalel @BnfutePRUBE or computer
roaming traffic to conpeting operators doing i nbound

readableanfadiumeean g iany. apparatdgttbat icen eenrfain,bsietgiea@mmunicate,

popa g Pirababond ol 9 B 5 PN, GBEG facton

executiongystent, sp@tara‘tugRﬁMcél bed above include any
conbl nati on of uti ng conmponents_and devi ces

[0049her medivip £8g beral elegienico masnetie sortical, iplectramagnelig, infrared,

or SO RoVRIdT e SURERT (P SprRaRE” o e VAR 8, hRRERton  medium.

Examples ofba cnmgutedremdableamedlunnbmlwe atdamicondugion@ntsolid state
not shown for exa ot her buyses, controllers,
memofi TBRGNGy J4Res & ERAVARLS SOMAie SokalR. @ EUeaR Aqckss gyemory
(RAMP%‘%%denIV%BHn@ﬂL'(R@\A) Iy Agdi gi eyd@vérﬁ}ﬁf = opu%al disk.
combi nati on of ot rocessor ase nmponents ma
Currenfaexgmpiesof oplical udlsﬁs oingludef conmagtm + oesd] Ionly memory

(CORQA {;%mﬁ%t”cﬁg?d 38wk FCHRRIRY Sin§ BIBRAS R afl S55R T59D).

[0050]JA computer usable medium provided herein includes computer usable
program code, which when executed counters the ITR for an inbound roaming
mobile station by detecting a TR attempt initiated by the first VPMN. The ITR attempt
is detected by observing receipt of one or more registration response messages at a
second VPMN from the HPMN during an ongoing location update transaction of the
inbound roaming mobile station between the second VPMN and the HPMN. The
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descri bed using conputer aided design tools and/or
expressed (or represented), as data and/or
wonedtrdci4s ons enbodi ed i n vari ous conput er - r eadadius2006/038139
media, in ternms of their behavioral, reglster
transfer, |ogic conponent, transi st or Yout
computgeousable emedium diusthest ﬁ@}ud@ﬁ‘»aﬁamm&t@‘sw@ge program code for

ia in which such fornatted data
thwartlrﬁg%o &lreﬁ{et ﬁl ons frjlnay be enbodi ed include, but are
[0051]Thé Ahtlﬂhb@ﬂhd TrafiloRedireetion 8ysteno (AlJ RSjetinebeé Hsedby @UYPMN

d
oo o SRSl VSR poond
Traffic F%@ﬁé&ﬁé%ﬁ sBthBﬁtég%%éﬁﬁénaﬁcﬂdN alsé et tﬁs&ééi foag¥che roaming

ess, optical, or wired signaling nedia or
profllesanﬁl suommsﬂaitw ragistetest intfoundonBMmers| $3 40 taveid sHbsequent traffic

croooiE o SoHTARE" AR, b garol SORENb 803548 At vare

redirecAi®d adHindt kR aMF'EI\/INOobéreﬁ@tﬂST figeHelps stop th@lea?klmgp of |nbound
sense as opposed to an exclusive or exhausglve

roamingh#effics too competing gpesaiprse dging i WPURd nijaifigy e jggction. The
detectlgﬁ ?gtde%létﬁs%éqgew Egﬁntléf' 9t W?Rsét{fjkﬁﬂbf"éaﬁrhgfﬂ tH /PN erator

Iur or sin
preparé Bapess idpsct aqcitﬂrdscueedchynsthe words 19 WO

2007/ 041346 P 6/ 038139 h
[o0s2I T ramponeite oal AILRY geadbed e I gD (Biiingtion of
compuﬂﬁ? Scorﬁﬂ@rl\éfrﬁété&f‘ o%?nc%s"‘@ﬁél%tlﬂaﬁtd@@théro THYY c@ﬁ’frfdn@htsﬂbf the

I ons hi's application word "or"
AITRSLmaasdaIsn b@fcerrmoentsOorasubS\tStQmStMﬂWI@ra Iasger GQr@ﬁHtert%/ﬁtem or

networpoé'g\%gﬁﬁig al oq%é Pct%&,rgl qplﬂ-écf %ﬁ%frﬂ{ﬁﬁb@rf of other

compohbﬁf@(ﬂoﬂshé\hﬁ) lfbiséxaan Ieaﬂher?bnngabntmII@fs tﬂmnmwdesnces and
the Iist. [0055] The above descrl ptl on of |(§ Justra
data ingntieinvé dexices, NrRNyAUMBeT of AembinatioRg el 2 '%any Hamber or

comblrgilig%l dtﬁgr ;%)Icfagsér‘ Blded! &m ét‘) é?ﬁstrﬁar%{ ?,Fr?gfg;&tftﬁé Hunctions

Specific
of the AKER®I es for, the AITRS are descri bed herein for

cosa, A0t o B B i e 3t e may
descrleédTgﬁlnﬁgs oé\‘ﬂ%ﬁ afldd d&slgh "!oct)lgearﬁ‘f/ér Bhprbss&s W\*eb@esleThgd) as

e AI'TRS “provided herein can appl
data and/cstihsirugtions earsbodiedyistariousreomputatiradabie ynegig, imtarms of

et o bl RS SOHRER 5o 86 R Mttes

and/ordREF EhadcRhiREEs. @ompaterdeglablietnédiadnavhide stioh tfdm'matted data
enbodi nents. These and ot her changes can be d

and/ort instractives imay bghembpdiece Inghesiee Rid: ara Bat dey E,uf&ﬁﬂ-vo'at"e
storagélﬁgﬁla \/Qﬁb\?@?%r[nf?@%%gp éil i n?%ﬁ iﬁchSF sér‘ﬂ?conductor sdtorage

|ca lon 0 ose '0 n the art
mediayahd crier Wanes alhatonmayrbet beed ¢o meansfert $u£h fwmtted rdata and/or

are detailed i]lustrations qf
instruchphR BEato eSS DPRFR) PR VAL SBNAORS ARS AT SBMmbination

thereof.02M ng mobile station initiat ed by anot her VPM\.
umer ous variations and nodifications wthin the
[0054]Unless the context clearly requires otherwise, throughout the description and

the claims, the words "comprise," "comprising," and the like are to be construed in an
inclusive sense as opposed to an exclusive or exhaustive sense; that is to say, in a
sense of "including, but not limited to." Words using the singular or plural number
also include the plural or singular number respectively. Additionally, the words
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spirit of the present invention will of course occur

to those of ordinary skill in the art in view of the
wentrddmant s t hat have been di scl osed. For exarprastine/038139

present invention is inplenmented primarily fromthe

oi nt of view of GSM npbile networks as . described i
"hereing hEhereHBEE TS neBoveoweolew," e yeEdse Af ﬁl'ﬁ{}%rn!meﬂ'gn@{ﬁr to this

apphca@hﬁ%&k’gw%be Sﬁ{j noEtY ah%’ﬁhﬁ LHr?ﬁ fibh<ot s (:Il(gzgm% »When the

word "or’ris ILBEdtIBHEfEJ'B‘mDHﬂIt@at hsd)mf, twva cml’more &amsuﬂmrtsmrdecovers all of

the oIRBINETPESRRPER O e, VA ARV ) TaE HEBIS IBdhe ok ol ftems in

the hsttalf‘u% é}ﬁpéahbirfa?foﬁfofﬂ%eﬁﬁerﬁ@% @Hé . on other nei ghbor| ng
works, whi ch 1yﬂeven be across international
of i

[0055]]5be @boye o[e(sosaqurh nslrgied enibeiimentrobihesdARS is not intended
i nvent.i on Antl

o b R B Bl PRSAFS FL BB 11 i R speoiic

embodfighi 6 drideegampRisefofiether APRRIS aIEId@chbeﬁﬁmaemﬁ for illustrative

constructs drawn |argely from GSM nopi ﬁ‘l hoaé/
PUrpOSeRS rvaglpugc@qwéalenemw&%at@m e OSSR LTS DI HeRs Of the

b
AITRS eac?l ‘&‘i&épeg sﬂn;éﬁbgﬁ rt]ljéé _rlar avaﬂ h&lée“FHé”Feé&lnéeh%?ethe AITRS

IC Re I rection
providerthbrein tan beoappliEdi tng)thé’R)rozesMngmethmaBdmethOdS They may

PCT/ US2Q06/ 038139 ' und roam ng
not be [jeiodng syatempnd iy d8hartiR BRI, [ o0
[0056]‘1"H8r1=ﬂém*eh?§ ah8 RE 6 the vhfold enfbudirabhist describedtdtsove can be
visited or non-accustomed network can be of use and

combinachia previdenfusthen embpdimpatsol hese apd e ehangsscan be made to

the Ar{FES iy SNVEbRIoRE b batteddBibdt o (1) o1 e ©
Othermtlo?@ blch('\eMt e?/\gDMAngr nSfRS satel li tteephones or
[00571550\(1@@41 ahoveror mﬁpgﬁhﬁs@@me% o qralniery Ay ﬁahé af and not
as a Iu\?/llﬂgﬁfgré ghgﬁe %ﬁgﬁ@%ﬁhé’fﬂﬂeﬁhéﬁ eﬁ‘@'ﬁét&i&oemu&%tld&eopé‘séheme by

hone or non-‘accust omed net wor k
which iomel VBMIig cwpaomtasaahcan dla'dR eztempttqn an inbound roaming mobile

statlonpgft@fetijggm ¢ rﬁ%b@\yﬁﬂ %&Zq%,aij gg '}Fi%ggﬁigﬁtions within the

spirit o?ﬂie?bFéﬁéhFﬁWenﬁ@ﬁWi 8f @é%é QCBUPHCH0RS oPerdinary sk|ll ln the art in
PlayStation, PSP or other apparatus that are cap

view off theeremhediments dbat \havg beeec@ﬁﬁ@ﬁsdatﬁ%ngxamele t%rﬁresent

eversi BB R 1, L G o s
descrilgeg! mymmtemmmtsus%wemn othe \ﬁeémtpmeahm ngayaalso be
ey 55 BB, B S S B2 6Py ot
ne’c\Noxg(o bf/%o?r‘(rﬁbn' Earh E‘@lgb&?&@‘ﬁtﬂﬁgem""ﬁ/h dhens ¥l slednormally

onage or SCri |ng certain
conﬂgenrddo’nbl mmraiae wﬂthtrha "moMBS netwiark tohehiph disesnnotmalbnsulseribe, but

foll h
vave 3B IBh o GBb ek Sk B AR B, i may ever

be ac,@gglqugr,%qpbhy bgl‘éi"eré he avoi dance of doubt, that call
can or a normal voice call, in whi ch t he

[0058H s examplest unéebmmmreeantdnserempn Prréirinbognd Tysffic Redirection
System%%’?h%)%fetalledu in the illustrative examples contained herein are described
using terms and constructs drawn largely from GSM mobile telephony infrastructure.
But use of these examples should not be interpreted as limiting the invention to
those media. Anti-Inbound Traffic Redirection System — a method for countering ITR

20



audi ovi sual or notion-picture display. Alternatively,
those devices or calls can be for text, video,
woieiTmereor ot her comuni cated data. [0060] | nPCHAS2006/038139
foregoi ng specification, specific enbodi ments of the
present invention have been described. However, SBRA .
attempbforotrte irbaunsk roaming madilgr stafipn | intigiacd byathe ?'F?ét N in a

manneaﬂﬁ?{%gﬁggﬂlé mcfl‘Lé & atﬂlﬂ%s mg%%sﬁé@norbﬁoﬁﬂé@@u%HEWﬁehNork

o e of resent invention as
can béSQif Gy tahd Ipr(b\Hde@Ith_rcb'ugrbeingwtypecobrtellengt‘rynumibations medium,

N TR i .
Ilmltatlﬁ‘ébﬂﬁo%éﬂ"ylatﬂ@némﬂ W@@Nﬂ@‘brtGPR% | Sgtbliele phohesidr other

bpe of present |nvention. The benefits,
mobile atele@hoage@setwgdtmpr @ystenes; pliip vy rsp-calied YW @peaius yormally

used |%@2hu9r{1r§¥org§ Yot lbﬁghﬁgﬁ@% ol%m d %ﬁ/ ?:?hﬂ dofvorﬁ.félg%ﬁ APvisRed or

non-hoffSér Ursh-a6custémietli @tworkednciudihg capmamst inek dedicated to
features or elenents of any or all '

ur e f | S 21 '
telecornunjcalions esyiT ASSPEsENak seaputersc rﬁﬁqu‘aﬁygﬁgclf“%h’?é@@’s obile

dovee 1 i e R ME PR S50 b4 S Hgtion, PP o
other a?pe%t}lsghafpar%oemame oESkhaRg aBRREEENNG 6aleGMRBIUNications over
rome URELbIBLEEARERL oESE A S EL RS o receiing
comml@ogétfcﬁls %@lk cdpabletsF Wﬁ#@htﬁ" iAtALRSrotlsSbeafidrishaiite Praserving

Application Part (MAP) Specifi catl on . (3GPP_TS
a persistedn \sebsciiber?. id. (URbI eags etheo ogye2eggM dryic Dlink; or

tal. cel lul.a +
telecomg&wﬁaélgp r%%‘l"Pm?dﬁggme&c@%%?{%@ssage erf@a?fg)g% dich as
those [ﬁrﬁMabd by GSHAES of Pagket8i on 7. 4. 0 Rel ease 1998) GSM 348

Security and OTA, GSM 31048 SeClﬁ'hSy gT |\4
[0059]g3¢g§cr@m@\ggpta[b@mbpgﬁn¢{g§,ojt Be A undert e present invention,
this specification follows the path of a telecommunications call from a calling party to

a called party. For the avoidance of doubt, that call can be for a normal voice call, in
which the subscriber telecommunications equipment is also capable of visual,
audiovisual or motion-picture display. Alternatively, those devices or calls can be for
text, video, pictures or other communicated data.

[0060]In the foregoing specification, specific embodiments of the present invention
have been described. However, one of ordinary skill in the art will appreciate that
various modifications and changes can be made without departing from the scope of
. the present invention as set forth in the claims below. Accordingly, the specification
and figures are to be regarded in an illustrative rather than a restrictive sense, and all
such modifications are intended to be included within the scope of present invention.
The benefits, advantages, solutions to problems, and any element(s) that may cause
any benefit, advantage, or solution to occur or become more pronounced are not to
be construed as a critical, required, or essential features or elements of any or all the
claims.
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GSM 408 Mbbil e Radio Interface Network Layer GSM
23122 Mobile Station Procedure GSM 24008 Mbobil e Radi o
wono@rsesae Net wor k Layer GSM22011 Service PCT/US2006/038139
Accessi bility GSM25304 1dl e Mode Sel ection GSM29010
Error Network Mapping GSM 29002 MAP Protocol GSM
Technigabneferanees on Update 22 WD 2007/ 041346

PCT/ US2006/ 038139 APPENDI X Acronym Description 3G
Third generation of nobile BSC Base Station
Q71X SwooProl ler BCSM Basic Call State Mdel CAMEL

Cust om zed Application for Mbile Enhanced Logic CDVA
Q70X MABe Di vision Ml ti pl exed Access CLI Calling Line

Q77X+@R tification CgPA Calling Party Address CdPA
Called Party Address CAP Canel Application Part CC
GSM 1061 SiMyarebiobids lagrfacBar ri ng CSI Camel Subscri ption

[ nf i qp.., DPC Destination Point Code GVSC Gat eway
GSM1M%@£‘%MI Packet Radi o System GLR Gat eway

IR 732@@@%1%10@@5@@ GSM d obal System for Mbile GSM
SSF GSM Service Switching Function GI dobal Title
HLR -H HLR from HPMN HLR Hone Locati on Regi ster "HPMN

GSM 380r@PRGbI i ¢ Mbbile Network I MSI International Mobile

GSM 980BRRBGEUNrdiagtProtocal N | nt el | i gent Net wor k

GSM 23060 GPRS

GSM 29060 GPRS Tunneling Protocol

GSM 902 on MAP specification

Digital cellular telecommunications system (Phase 2+)
Mobile Application Part (MAP) Specification
(3GPP TS 09.02 version 7.9.0 Release 1998)

GSM 340 on SMS

Digital cellular telecommunications system (Phase 2+);
Technical realization of the Short Message Service (SMS);
(GSM 03.40 version 7.4.0 Release 1998)

GSM 348 Security and OTA,

GSM 31048 Security and OTA,

GSM 23119 Gateway Location Register,

GSM 408 Mobile Radio Interface Network Layer
GSM 23122 Mobile Station Procedure

GSM 24008 Mobile Radio Interface Network Layer
GSM22011 Service Accessibility

GSM25304 Idle Mode Selection

GSM29010 Error Network Mapping

GSM 29002 MAP Protocol

GSM 23012 Location Update
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tial Address Message
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| SD MAP | nsert

I DP I ni

Gateway | NAP Intelligent

Subscri ber
i tial POPUS2006/038139
rection |SUP

| SDN User Part LU Location Update LUP MAP Location
APPENBBat e MAP Mobile Application Part MCC Mobile
Country Code MCC Mobile Country Code WNE Mohile
Acronyyui pnent  VR@skpiption Net wor k Code MO Mobi l e
3G Oiginated MifirMyeneeatidn diodobide Center  MSI SDN Mobi | e
BSC Subscriber glalgel‘g,{gﬁ@,ﬁ CoaighieMobi | e Subscri ber Roam ng
BCSMNurmer \/ Y si&CéES@t@@{/j&@elﬂMl t’nlygsizi_g_e Transter Part
CAME(P ST Ty Sty éd“&bf téé'_fbm’foﬁ Shile-£nt PLOGIE >~
CDMA: cnor ot of CadeDivision Miiidlexed ARREdES, 22t % T =00e
CLlL ocsl ai gi ng-émr@ hﬂﬁaﬁeml W@PPF pt | r.]: Iv:xfmnr rlr::fCL lr-\“nl PRN
CgPA provi de RO&M'”QJR@@Y W@%am ng Not Allaowed RR
CdPA Roani ng Rest Qalled PattieAddrasssupport ed feature R
CAP Routing | ndi| Cnoel AbislicatigndarPoi nt Code SRl Send
cC Routing TnfoigMmint® CodéCP Si gnal Connection Control
CB Part  STP SI@ELB4fRGST €F Poi nt
CSl Camel Subscription Information
DPC Destination Point Code
GMSC Gateway MSC
GPRS General Packet Radio System
GLR Gateway Location Register
GSM Global System for Mobile
GSM SSF GSM Service Switching Function
GT Global Title
HLR -H HLR from HPMN .
HLR Home Location Register
HPMN Home Public Mobile Network
IMSI International Mobile Subscriber ldentity
IN Intelligent Network
ISG International Signal Gateway
INAP Intelligent Network Application Part
ISD MAP Insert Subscriber Data
1AM Initial Address Message
IDP Initial DP IN/CAP message
ITR Inbound Traffic Redirection
ISUP ISDN User Part
LU Location Update
LUP MAP Location Update
MAP Mobile Application Part
MCC Mobile Country Code
MCC Mobile Country Code
ME Mobile Equipment
MNC Mobile Network Code
MO Mobile Originated
MSC Mobile Switching Center
MSISDN Mobile Subscriber ISDN Number
MSRN Mobile Subscriber Roaming Number
MT Mobile Terminated
MTP Message Transfer Part
NP Numbering Plan
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STP-H HPMN
Shor t
wolzndrax 1336 M

Kit Application SMRP-U

Message

STP SRI - SM Send Routing | nformation For

SSP Service Switch Point SSN Sub System
Subscri ber Identify Mdule STK S| RCTask006/038139
Short Message Rel ay Protocol

User Information STP Si nal Transfer Point SS
NPl  Suppl enent ar Nusbetingddan ¥liqatef f i ¢ Redirection T-CSl
NDC Ter ni nati ng| ISalidial Riaking€odlaf or mati on  TCAP
ODB Iransacti on| Oppaitot DetermirhgrpBanirig on Part TP SMS
OTA 17 ansport P ey8Fhe Wit User Dat a Header | ndicator
OCSl o oo’ O %\ﬂng{ PER Bt nidah&iorfdded
PRN >EH V€€ "2 = V\IQQ_ J’{YX%N VLI‘( VI sSTred CoCatll on
RNA Vvisited Pub | Pamwg Ngt
RR_ PCT/ UsS2006/ pBeaming Realrigted @ye to un3ypp teafure 5
RI met hod for Bautirg Indicatar i nbound traffic redirectiaon
SPC (ITR) attenpSignat Pamt Gadeound roani ng nobil e station,
SRl Wherein the| 8&Rd ®dutingtinfosmiationi ated by a first
SCCP VI STTINg PUPE|ghaBehhectién Bentrol AN , the met hod
STP COMprisi Mg 8 FTHArEf&Boihf R at tenpt by observi ng
STP- H' cu:l ELA:LA EMN (S] regln S.[ ration response massages
SRISNb; Lo ot at | SRNORIUTRGIROrmato "For Short M%‘é:.a roam g
SSP__transaction ﬁfva\Aﬁ‘tﬁhA’c  oan o obil paate
SSN _bet ween _t he| Sebstustarpivaber t he  HPMN.  and t hwarting
SIM_the det ect efSubscriherddentify Module net hod of cl aim 1
STK Wherei n det eSiVntpd kit Agpficatioenpt conpri ses
SM-RPIDNT tOoring pamsruabysddecReryPptocol Usbe Informationor e
STP eyl strati ongi g Trasster Point
SS Supplementary Services
TR Traffic Redirection
T-CSI Terminating CAMEL Service Information
TCAP Transaction Capabilities Application Part
TP SMS Transport Protocol
UDHI User Data Header Indicator
UDH User Data Header
ubD User Data
VAS Value Added Service
VLR-V VLR from VPMN
VLR Visited Location Register
VMSC Visited Mobile Switching Center
VPMN Visited Public Mobile Network
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nmessages at the second VPWMN fromthe HPMN. 3. The
nmet hod of claim 1, wherein thwarting the I TR attenpt

woaonqvi4sxs sending one or nore | ocation updat eCfs2006/038139

messages fromthe second VPMWN in response to |east
one registration response nessage. 4. The nethod of

CLAIMS ai m 3, wherein the LU nessages are sent to the HPWN

nore than a pre-defined nunber of times. 5. The
nmet hod of claim 3, wherein the LU nessages are sent to

What isletaild@dNsaft er a configurable interval of tine. 6.

1.

P Eidhed Tae Soupisfingkah DGEL AT ed e URBoL LR atgmpor an

X Thiflated by a first
AU RERANG b Salio WASRIA R TPRARMemdh Is Wiiated by a firs

absiting thﬁ)fllad\fl]d)b@ Netwark ( WPV, theomethed epmrrising:
e By S B 5 SR R, o v

\wbgisBafloRdbbpehse Mudshges it & aeebhd &$PIMN Ifiong athRMH of the
or nore reqg stration response nessages at the secon

Vrnshraamingeamobilen Biation HUBRG &gy oRsag lecgtieprupdate, Bnsaction
nu;ﬁgﬁﬁ%gﬁﬁ.ﬁgﬁﬁ@%g@%g& tisn tfé?\?leéhatﬂe SHPEPOPIMM and the

arm1l turther conprising
gﬂ?d‘ell\mdmlg one or nore reports indicating at Ieast

one of, signaljng, |l oad rhead,, redirection success,
r edi rébY"?gH‘ %W%&eggﬁﬁﬁg%@h age of redirected

. t‘l"h@‘ frgétho%5 ofCcifA 74 0AkSeint %té@ﬁ‘%o%%&ﬁ@gatté&pt Td‘tﬁnprlses

of claim1, further conprising abandoning t
tmmtctrmw pesswly thﬁ recqipt pf théeconePN vare §eglé’§atl0n response

pre-defin el countering an
.rﬂﬁ%ﬁﬁﬁfsﬁﬁh iS¢ %’P&&ﬁ f@ﬁ“ﬁ‘#&%@t tenpt for an
'Wm%é@@ﬂbmnp RiHeremt thivariing e R attehwtIcbRprises sending
attenpt is initiated bY a first Visiting Public

&

st 108 mereweratiorpirplate KeUpenassagashionsithg: seconckiMgVN in

gl esponse

380 RaPIdToatl oA by BPSNSS FRGRRRT PP00%2 g

r'ltrm"rmmymb bf tleirs Bawhencindoe Lhhmessagesjaiengentdodhe tHPMN more
action of the inbound roam ng nobile

date t
gﬁ%’?‘l@g‘?@[ nGEpHmher %ft 4B’ VPMN and t he HPWN:

. IR Hdiddd o i3 Riidre@nik Ly nfé§§ﬂ§éé Rge d8ek@Mhe HPMN after

registration response nessage with the received one
@ comfigurablg IQtefthtfl’ﬁImGesponse messages, wherein the

BRI EPhL GHBRAR G RS B RteblGs i

| siieel fdcatloh ﬁﬁésﬁab@”ﬁﬂ\AAP abort message, or an TCAP abort message.
The method of claim 1, wherein detecting the ITR attempt comprises actively
monitoring from the HPMN the receipt of the one or more registration
response messages at the second VPMN.

The method of claim 7, wherein actively monitoring comprises failing the one
or more registration response messages at the second VPMN until the
number of one or more registration response messages received is less than

an expected number.

. The method of claim 1 further comprising generating one or more reports

indicating at least one of signaling load overhead, redirection success,
redirection failure, and percentage of redirected traffic.
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12. The nmethod of claim 11, wherein identifying

conprises recognizing that the [|ITR attenpt is in
wonogreesaei f the known registrati on response nmeeTAR2006938139

different fromthe received one or nore registration

response nessages. 13. The nethod of claim 11, wherein

10+The matgod 1 qlaise lpfuidismpeerspdsing rabanidoning fhes $hiwating of ITR
RIS PN SUERE S B iR PN 14" he
11 sfetrhettiodf foc | aniumtering wheinbbuncll tenfhic mgditét_&iohea%'ER@Lattempt for an
C I ses nito n actively the cel pt o _t,_e one
SRR iE Rariing, nabiie htat@8 wheesinubs AR idmetis indaisshey a firs
WR8fting FUBlit MobiRMNetwdtk \Wbﬁmﬁiﬁ@ﬁhe@ﬁocf Eé.lln'&iéﬁxtg-
ely arlrng the one

wherein nmonitoring actl conpri ses
or norteacking the eadeint of @nsoosmone segigtratian résporsecmedsages at

i f . i i on. .
A Y A Y R K
rmdregoing fodativnstisiaté daneastivrebf thie iRBoLRR QuaRiIdg AHobilé station

redirection (I TR _attenpt for _an 1nbound roamng

pen dheyeepnd WRMN aRd e HPMNat t erpt is i niti at ed
by a fi Vel i [ j . th
oy st erdeTtyintf e rTRARH S Mo d TN retlslftlion Eponse
message ajthotieereceiged @nel pt mbreo reygisiratior résponse messages,
regi stration response, nessages at a second VPWN from
BN G kRO GNP SRRRSR eSBRYR MAYP® bRed tithe HPMN
2oy PavEeir8dire Afomt bAY update 26 WO 2007/ 041346
PCT/ US2006/ 038139 transacti on of the inbound roaning

nobi | ghwadingdhetidentified ITReattamopind VPMN  and t he HPWN;
[ Nk for t. i.ng the | TR attenpt .b
12,398 FRURAPES AT, ARBrRENDs. SpbAR SAETRAY trt e
fTRnattdrapt ¢ dmprygidssi i the SKrowe régisthtib® agbpote message is
reqi stratiop response nessage received froma swtch.
ﬁ?&%r?ﬂ‘eﬁ%%g@ﬁ? Ve SNEnOf SNOTRIHERISITALIOR de$panse upssages.
R d . . . o
12,108 s o il 11hpRin 1843 By O cpBbhs monorin
pessively, the CBIW ofcthecorie or NWITEI regtstratiok, respdnse Widdwsages at
et work. %ﬁl\@g?e s&\s%tl\ﬁ f claim16, wherein the TR
B?eoﬁ%cqudl M ‘he countering unit. 19. The
¢ ] Co : . : -
14. I8t @etidd ef 21dinl®1, WREFh Qrd&lr@oﬁ%;?%ﬂ;g%}ppﬁégé‘mgormg

mode, the TR probe detects one
aplvaly el recajphefcthel wsaoi moreregistyations respomsermessages at the

' ' r 0 ssages received at the second

, %E%klﬁé Wﬁﬂ@"ﬁ@& EIEWd aim 16, \Mjerei nin active

15. Mheirhethoddfradsien 14hehdBirP fridbftoring RLIVE coRfprivesFalthl the one
abort, a TCAP abort and a cancel | ocation nessage a$s
or more registration response messages at the second VPMN until the
number of one or more registration response messages received is less than
an expected number.

16.A system for countering an inbound traffic redirection (ITR) attempt for an
inbound roaming mobile station, wherein the ITR attempt is initiated by a first
Visiting Public Mobile Network (VPMN), the system comprising:

a TR probe for detecting the ITR attempt by observing receipt of one or
more registration response messages at a second VPMN from an HPMN of

the inbound roaming mobile station during an ongoing location update
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one or nore registration response nessages fromthe

swtch. 21.The systemof claim 16, wherein in active
woumiarisng node the switch is a roam ng STP PCT/US2006/038139

configured to assist in exchange of the one or nore

regi stration response nessages and the one or nore LU
ﬁ&%&ﬁ?&&@n e érbaund rapming ambilersiation: batwesMie SomideVPMN

SMd 818 9bMN:-adgg 16, wherein in active nonitoring node,
the countering unit holds the one or nore

r egceuntaringnunie fpo tinwariegsthge TR dttémph ®ynsemeing éHe or more
QRE U 1086 T istration_response nessages.is | ess

dfcaicn, dadate (EB) messages frops thersecandYBMN in wsaphsa i at least
VB RigistFBNGRYPSREd H%gﬁ?é réSsY ﬁpﬁ]o%r%mﬁ_sages to

the HPMN after configur e Interva ne. 24. The
17 shha system ef elaim 116, whereini thet firet VEOIMIN ethiengeaonidt VBRINIsand the

t S t he HPMN t han re; defined
ONAPRERERNE o8y LRV, HBRE LR £ 5% etk a coma
TiWORK, Ny CIIVIA 1gtAKIA W iPNRetRbrine a VARRIK rfetwork.
Iﬂ% cating at |east one of signaling |oad overhead,

18,10 Yetadnok wWaies <16, whareirciheoTR dipbeejs amegrated with the

%Uﬁ%}ﬁ@g&i.f redirected traffic. 26.The system of
cl ai m 16, erein the countering unit abandons the

19.tTmﬁa$ya'ftm ofoilai_nTRGfawhe;ajm in azp%s?mgzmgzgaﬁmghﬁm, the TR probe

- I ned criterlia.

BefodtE aher cSbAE abdi, A TR aRert g e logation message as
oPRIT rﬁb@refgiétwtr%pyﬁ@%%?%é’é HEB éiﬂkhe%e%ngg) VPMN.

conmput er usabl e program code countering an 1
20+Tihgr systemy gtiiclaimt 16nWheTal intacivet mboitodng imbde;nithe TR probe

j Ie | ' , ' h | TR toi
rS0U100RR D MR PERE ARG A o\ cBLR i ssage ae
oviEMY)mottehegistrtiont resperisEmeBs AGESH6 I HRBMiicH, NO:

nput er us bJ@g'ppr ogram code for detecting the ITR
21-3?‘%?%%?3%0%5 viGgwherinimactive spenitaringomede the switch is a
' ' VPWN__ f .
R TP B R £ a SR8 P oL %5 Ue 5 e ffStration
sespongei mgssagesaandihe piater Mosa$ar ice8agés tbaméé\bg@wPMN

[ l Ng_nobi tation between the second VPWN an
Fﬁgqhﬁ’ ,0%‘?1% uter usabl e program code for

22. Theesyisitérs éﬂ“@laﬁﬁt@,t\ﬁﬁer{eﬁgﬁb&ﬁ\ghorﬁ%&i éhr?loﬁ@%%{;wering

pr_oram?roduct of ‘clarm 27, el n cting
gt s therppeiregvorm registration respsnse|messagesant phe elumber

LE oS MR S RlcP B, PoRBRSS TGS 5, Ay bpected
puodbect of claim27, wherein thwarting the I TR attenpt

23.&85%{%&2% 10? %%ﬂg&o&ﬁer%ﬁn ?r?é goizr%gﬁltné %rllaituspedn%tseth(eLLtlJ.)J messages
to the HPMN after configurable interval of time.

24.The system of claim 16, wherein the countering unit sends the LU messages
to the HPMN more than a pre-defined number.

25.The system of claim 16, wherein the countering unit generates one or more
reports indicating at least one of signaling load overhead, redirection success,
redirection failure, and percentage of redirected traffic.

26.The system of claim 16, wherein the countering unit abandons the thwarting
of ITR attempt if the HPMN satisfies pre-defined criteria.
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second VPMN in response to at | east one registration
response nessages. 30. The conputer program product of
woled7vu3ie wherein detecting the I TR attenpt eompISR®ED38139
nmoni toring actively the receipt of the one or rmre
|stra i on_response nessages.at the sec
27.K3 THrodug i

nd VI
ofPRY %pm\?grg rl%mg,g@aﬁ%\pggqf tUSGP e medium
Qh@umnéoa d&ﬁ%&éf‘ u@ébl'eV&Io)éjrémrEddér ot Coun®eRtd 8RSinbound traffic

faili the one or nore régistration response nessages
aredlrﬁ@lorselah @ttermpl fonanl inbaenduedmsingomobile sfatiomrwherein the

AR A TbLB o7 BY5 MRS I BRI Moy VP, he

CdommtéﬂpifdgrérlﬂmrodgbmdfdrﬁpmngOWDUt er usable progr am
code for generating one or nore reports indicating

| eaSPMPYiFE Usablg Bredramcadeater detagtingdhe 1ER; at&vp’bw observmg
Srlé&élﬁ of dnedbf ﬁﬁréorréggﬁi‘a#lﬁﬁ ﬁ‘pﬁ]:?e %&%g%@gﬁ s Second VPMN

red cted tra program
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IR UPRELE, LaheabRnSal Iy InedlpH i eening dnokie clation between
4Re second VPMN and the HPMN; and

computer usable program code for thwarting the detected ITR attempt.

28.The computer program product of claim 27, wherein detecting the ITR attempt
comprises monitoring passively the receipt of the one or more registration
response messages at the second VPMN from the HPMN.

29. The computer program product of claim 27, wherein thwarting the ITR attempt
comprises sending one or more location update (LU) messages from the
second VPMN in response to at least one registration response messages.

30. The computer program product of claim 27, wherein detecting the ITR attempt
comprises monitoring actively the receipt of the one or more registration
response messages at the second VPMN from the HPMN. |

31.The computer program product of claim 30, wherein actively monitoring
comprises failing the one or more registration response messages at the
second VPMN until the number of one or more registration response
messages received is less than an expected number. |

32.The computer program product of claim 27 further comprising computer
usable program code for generating one or more reports indicating at least
one of signaling load overhead, redirection success, redirection failure, and
percentage of redirected traffic.

33.The computer program product of claim 27 further comprising computer
usable program code for abandoning the thwarting of ITR attempt if the
HPMN satisfies pre-defined criteria.
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