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TRAFFIC REDIRECTION SYSTEM Related Applications
[0001]This application claims priority to Applicant's
co-pending United States  Provisional Patent
Application No. 60/722,268 filed September 30, 2005,
titled "Anti- Inbound Traffic Redirection and Defense
Against Inbound Traffic Redirection." This
application is also related to Applicant's co-pending
United States Patent Application  No. 11/374,437 filed
March 14, 2006, titled "Anti-Traffic Redirection
System," which  claims priority to Applicant's
co-pending United States Provisional Patent
Application  No. 60/662,030 filed March 14, 2005,
titled "Method and Apparatus for Defense  Against
Network Traffic Redirection," United States Patent
Application No.  11/374,431 being a
continuation-in-part of Applicant's co-pending United
States  Patent Application No. 10/635,804 filed August
5, 2003, titled "Method and System  for Cellular
Network Traffic Redirection, now United States Patent
No. 7,072,651  issued July 4, 2006, which claims
priority to Applicant's co-pending United States
Provisional Patent Application No. 60/401,362 filed
August 5, 2002, titled "Traffic  Redirection." This
application is also related, to Applicant's co-pending
United States  Patent Application No. 11/402,128 filed
April 12, 2006, titled "Inbound Traffic  Redirection
System," which claims priority to Applicant's
co-pending United States  Provisional Patent
Application No. 60/670,914 filed April 12, 2005,
titled "Method and  Apparatus for Redirection of
Inbound Roamer Traffic," U.S. Patent Application No.
11/402,128 being a continuation-in-part of Applicant's
co-pending United States  Patent Application No.
10/635,804, now United States Patent No. 7,072,651.
This  application is also related to Applicant's
co-pending United States Patent Application  No.
11/375,577 filed March 15, 2006, titled "Method and
Apparatus for Defense  Against Defense Against Network
Traffic Redirection," which claims priority to
Applicant's co-pending United States Provisional
Patent Application No. 60/662,028  filed March 15,
2005, titled "Method and Apparatus for Defense Against
Defense  Against Network Traffic Redirection" and
Applicant's co-pending United States  Provisional
Patent Application No. 60/670,914 filed April 12,
2005, United States  Patent Application No. 11/375,577
being a continuation-in-part of Applicant's co-
pending United States Patent Application No.
10/635,804, now United States Patent  No. 7,072,651.
This application is also related to Applicant's
co-pending United  States Patent Application No.
11/508,194 filed August 23, 2006, titled "Method and
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System for Cellular Network Traffic Redirection,"
which is a continuation of  Applicant's co-pending
United States Patent Application No. 11/374,427 filed
March  14, 2006, titled "Method, System and Computer
Program Product for Countering  Anti-Traffic
Redirection," claiming priority to Applicant's
co-pending United States  Provisional Patent
Application No. 60/662,031 filed March 14, 2005,
titled "Method  and Apparatus for Defense Against
Defense Against Network Traffic Redirection,"  and
which is a continuation of Applicant's co-pending
United States Patent  Application No. 11/374,437,
United States Patent Application No. 11/508,194
further  claiming priority to Applicant's co-pending
United States Patent Application No.  11/375,577,
United States Patent Application No. 11/508,194
further claiming priority  to Applicant's co-pending
United States Patent Application No. 11/402,128, and
United States Patent Application No. 11/508,194
further claiming priority to  Applicant's co-pending
United States Patent Application No. 10/635,804, now
U.S.  Patent No. 7,072,651. Each of the aforementioned
patent applications is  incorporated herein by
reference herein in its entirety. BACKGROUND OF THE
INVENTION  Field of the Invention [0002]The present
invention generally relates to roaming users in mobile
networks.  More specifically, the invention relates to
steering the traffic of the roaming users.
[0003]Common carrier mobile communication systems are
deployed by different  companies and network operators
within almost every country in the world. Many of
those network operators offer international roaming to
their subscribers traveling  abroad, and to travelers
visiting their territory and using their foreign
mobile  telephones. Such an offering enables public
mobile network subscribers the ability to  use their
mobile phones within public mobile networks other than
their own, such as  those networks present in
territories other than those covered by the network to
which they normally subscribe. [0004]Over the last few
years, revenues to network operators from home
subscribers  have consistently declined due to
increased competition and resulting pricing
pressures. On the other hand, revenues from roamers
have consistently grown in the  same period due to
increased mobile penetration in local markets and an
increase in  2 WO 2007/041346 PCT/US2006/038139
travel. Various network operators have preferred
bilateral roaming agreements  ("partnerships") with
each other that include more favorable roaming charges
than  non-partnership operators. Therefore,
"preferred" visited networks are those that the  



home network prefers its outbound roamers to register
with, when traveling outside  their home coverage
area. Non-partner networks are "non-preferred".
[0005]Network operators can maximize their margins and
roamers can get more  attractive roaming rates, as
well as better services, if roamers roam on their home
mobile operator's preferred (or partner) networks.
When the subscribers roam into  visited networks from
a Home Public Mobile Network (HPMN), they may roam
onto  one, two or more Visiting Public Mobile Networks
(VPMNs), one at a time, based on  various criteria.
These VPMNs may also include the "non-preferred" VPMN
networks. Hence, protecting the existing roaming
revenues and growing them further  has become an
important priority for network operators worldwide.
However, current  methods of controlling, as to which
network a subscriber registers to when he/she is
roaming, have certain disadvantages. [000611n some
cases, when there are more than two competing VPMN
operators in a  country, some competing and
"non-preferred" VPMN networks also deploy a form of
inbound traffic redirection designed to capture or
retain the traffic of roaming mobile  phone users
visiting within their territory of coverage. State of
the art inbound traffic  redirection systems are
designed primarily to stop this lucrative roaming
traffic from  "leaking" out of their network to other
VPMN operators within the same visited  territory.
[0007]A previous Inbound Traffic Redirection (ITR)
United States Patent application  by the present
inventor (U.S. Patent Application Number 11/402,128
("'128  Application")) , teaches a solution to retain
the inbound roamers who had previously  registered
with a competing VPMN operator, and were thereafter
attempting to re- register with other VPMN operators.
In some cases, HPMN operators also assist in  the ITR
attempts of the competitor VPMN networks, by
performing traffic redirection  against the other VPMN
operators. This leads to decrease in revenues for the
other  VPMN operators. [0008]Another previous United
States Patent Application by the present inventor
(U.S. Patent Number 11/375,577 ("'577 Application)),
teaches an Anti-inbound traffic  redirection solution
wherein an HPMN operator, in addition to possibly
performing  3 WO 2007/041346 PCT/US2006/038139  any
traffic redirection against non-preferred VPMN
operators, could also counter  inbound redirection
attempts of non-preferred VPMN operators. However,
virtually no  HPMN operator has currently deployed
such an anti-ITR mechanisms against a non- preferred
VPMN running an ITR apparatus. 



[0009]While known in state-of-the-art steering of
roaming technology are methods by  which HPMN's can
counteract attempts by non-preferred VPMNs to conduct
inbound  traffic redirection, VPMNs themselves still
remain defenseless against competing  VPMNs in their
same coverage area practicing inbound traffic
redirection. Namely,  even VPMNs who have preferred
bilateral roaming agreements with desired HPMNs,  and
even when those HPMNs practice state-of-the-art
outbound traffic redirection  techniques to push
outbound roaming traffic to that preferred VPMN,
competing  VPMNs with no such agreements, and without
the benefit of home-network-side  traffic redirection
still are able to retain and even capture inbound
roaming traffic  which by agreement and home-network
technological measures was intended for the  preferred
VPMN. [0010]So there is a need in the art for systems
and methods by which one VPMN  can counteract inbound
traffic redirection technological measures deployed by
competing VPMN operators. BRIEF DESCRIPTION OF
DRAWINGS [0011]In the drawings, the same or similar
reference numbers identify similar  elements or acts.
[0012]FIG. 1 represents a system for countering an
inbound traffic redirection (ITR)  attempt for an
inbound roaming mobile station initiated by a first
Visiting Public  Mobile Network (VPMN), in a
monitoring mode, in accordance with an embodiment  of
the invention; [0013]FIG. 2 represents a system for
countering an inbound traffic redirection (ITR)
attempt for the inbound roaming mobile station
initiated by the first VPMN, in in- signaling path
mode, in accordance with an embodiment of the
invention; [0014]FIG. 3 represents a flow diagram for
implementing Anti Inbound Traffic  redirection
(Anti-ITR) at a second VPMN, to counter ITR attempt
initiated by the first  VPMN, in accordance with an
embodiment of the invention; and 4 WO 2007/041346
PCT/US2006/038139  [0015]FIG. 4 represents a flowchart
for a method for countering the ITR attempt for  the
inbound roaming mobile station initiated by the first
VPMN, in accordance with an  embodiment of the
invention. SUMMARY  [0016]The present invention
provides a method for countering an inbound traffic
redirection (ITR) attempt for an inbound roaming
mobile station initiated by a first  Visiting Public
Mobile Network (VPMN). The method includes detecting
an ITR  



attempt by observing receipt of one or more
registration response messages, at a  second VPMN from
the HPMN during an ongoing location update transaction
of the  inbound roaming mobile station, between the
second VPMN and the HPMN. The  method further includes
thwarting the detected ITR attempt, by sending one or
more  location update (LU) messages from the second
VPMN, in response to at least one  registration
response message. [0017]Another embodiment provides a
method for countering an inbound traffic  redirection
(ITR) attempt for an inbound roaming mobile station,
initiated by a first  Visiting Public Mobile Network
(VPMN). The method includes observing receipt of  one
or more registration response messages at a second
VPMN from an HPMN of  the inbound roaming mobile
station, during an ongoing location update transaction
of  the inbound roaming mobile station, between the
second VPMN and the HPMN. The  method further includes
recognizing the ITR attempt by comparing a known
registration response message with the one or more
registration response messages  received. Thereafter,
the method includes thwarting the detected ITR
attempt, by  sending one or more location update (LU)
messages from the second VPMN, in  response to at
least one registration response message. [0018]In
another embodiment, the present invention further
provides a system for  countering inbound traffic
redirection (ITR) attempt for an inbound roaming
mobile  station initiated by the first VPMN. The
system includes a TR probe for detecting the  ITR
attempt by observing receipt of one or more
registration response messages, at  a second VPMN from
an HPMN of the inbound roaming mobile station, during
an  ongoing location update transaction of the inbound
roaming mobile station, between  the second VPMN and
the HPMN. The system further includes a countering
unit for  5 WO 2007/041346 PCT/US2006/038139
thwarting the ITR attempt, by sending one or more
location update (LU) messages  from the second VPMN,
in response to at least one registration response
message  received from a switch. DETAILED DESCRIPTION
[0019]The following description provides specific
details for a thorough  understanding and an enabling
description of various embodiments of Anti-Inbound
Traffic Redirection System (AITRS) by a VPMN. However,
one skilled in the art will  understand that the AITRS
may be practiced without these details. In other
instances, well-known structures and functions have
not been shown or described in  detail, to avoid
unnecessarily obscuring the description of the
embodiments of the  



AITRS. The headings provided herein are for
convenience only, and do not affect the  scope or
meaning of the claimed invention. Anti-ITR System
-Monitoring Mode [0020]FIG. 1 represents a system 100
for countering inbound traffic redirection (ITR)  of
an inbound roaming mobile station 102 of a Home Public
Mobile Network (HPMN)  104 in a first Visiting Public
Mobile Network (VPMN) 106, in a monitoring mode, in
accordance with an embodiment of the present
invention. The ITR is detected and  countered by a
second VPMN 108. The inbound roaming mobile station
102 (or a  roamer) is initially registered with the
first VPMN 106 at a first VPMN VLR 110,  (indicated in
Fig. 1 with a dotted line). However, while roaming
outside the HPMN  104 in some cases inbound roaming
mobile station 102 attempts to register with  another
VPMN operator at a second VPMN VLR 112 in second VPMN
108,  (indicated in Fig. 1 with a solid line). In one
embodiment of the invention, first VPMN  VLR 110 is
integrated with a VMSC into first VPMN 106. Further, a
second VPMN  VLR 112 is integrated with a VMSC into
second VPMN 108. Notwithstanding this,  both the VPMN
VLRs and the VMSCs may have different logical
addresses. An  HPMN HLR 114 located in HPMN 104 stores
subscriber profile data, corresponding  to the inbound
roaming mobile station 102. [0021]The roaming
signaling corresponding to inbound roaming mobile
station 102  at the first VPMN 106 is routed between a
switch/roaming STP 116 and a first  international STP
118. The roaming signaling corresponding to inbound
roaming  6 WO 2007/041346 PCT/US2006/038139  mobile
station 102 at the second VPMN 108 is routed between a
switch/roaming  STP 120 and a second international STP
122. The signaling between HPMN 104  and first VPMN
106, and between HPMN 104 and second VPMN 108 is
carried out  using SS7 signaling architecture 124,
involving a third international STP 126  connected to
switching/roaming STP 128 in HPMN 104. The signals
exchanged  between different networks are TCAP
(including MAP, CAP and the like) based  signals. In
one embodiment of the invention, the signals exchanged
are Signaling  Connection Control Part (SCCP) based
routing signals. [0022]The inbound roaming mobile
station 102 attempts to register with second  VPMN 108
although it may already be registered with the first
VPMN 106 due to one  or more of the following reasons.
Firstly, the inbound roaming mobile station 102  may
attempt to change the VPMN network in case there is
weak signal strength or a  loss of coverage in first
VPMN 106. Secondly, the inbound roaming mobile station



102 may be selecting the second VPMN 108 using an
alternative available  transmission technology, e.g.,
GPRS or 3G, in second VPMN 108. When inbound  roaming
mobile station 102 attempts to register with second
VPMN 108, first VPMN  106 may attempt to redirect the
traffic of inbound roaming mobile station 102 back to
itself. The attempt by a VPMN operator to redirect the
traffic of an inbound roamer to  its own network is
hereinafter referred to interchangeably as Inbound
Traffic  Redirection (ITR) attempt. [0023]For example,
in one such alternative-transmission-means embodiments
employing GPRS, instead of monitoring Location Update
responses and Cancel  Location for VLR, the anti-ITR
module is able monitor for Location Update responses
and Cancel Location for SGSN. Instead of performing a
fake VLR location update in  an anti-ITR attempt, it
will perform a fake SGSN location update. Some
networks  might require a send-authentication for a
new location update (VLR or SGSN) when  swapping
between networks. So MAP SAI (Send Authentication
Information) might  precede or occur concurrently with
the fake location update (VLR or SGSN) in an  anti-ITR
attempt. [0024]System 100 includes an Anti-ITR module
130 which passively monitors (i.e. in  monitoring
mode) the traffic between HPMN 104, and second VPMN
108 and  thereby provides one or more messages
required to thwart the ITR attempt initiated  by first
VPMN 106, and hence, redirecting the traffic to second
VPMN 108. In one  7 WO 2007/041346 PCT/US2006/038139
embodiment of the invention, Anti-ITR module 130 is
deployed by second VPMN 108  to counter the ITR
attempt initiated by the first VPMN 106. The Anti-ITR
module 130  includes a Traffic Redirection (TR) probe
132 and a countering unit 134. In one  embodiment of
the invention, TR probe 132 is integrated with
countering unit 134. It  will be apparent to a person
skilled in the art that different functions of TR
probe and  countering unit are only for exemplary
purposes. Notwithstanding this, any functional
property of any of the two (the TR probe and the
countering unit) will be hereinafter  interchangeably
associated with Anti-ITR module 130. In other words,
any function  which is to be performed by either TR
probe 132 and/or countering unit 134 is  alternatively
capable of being performed by Anti-ITR module 130
alone. In this  embodiment of the invention, TR probe
132 monitors/probes the SS7 signals  exchanged between
switch 120 in second VPMN 108 and second international
STP  122 by probing the link as represented by signal
flow 136. This is referred to as  passive monitoring.
The Anti-ITR module 130 sends necessary messages on
behalf  



of second VPMN 108 to thwart the ITR attempt by first
VPMN 106. Anti-ITR System -In-signaling path mode
[0025]FIG. 2 represents a system 200 for countering an
inbound traffic redirection  (ITR) attempt for inbound
roaming mobile station 102 initiated by first VPMN
106, in  in-signaling path mode, in accordance with an
embodiment of the invention. The  system 200 includes
the same elements as described in system 100 in
conjunction  with Fig. 1. However, the functioning of
switch 120 and Anti-ITR module 130 is  different in
case of the in-signaling path mode. The in-signaling
path mode is  hereinafter referred interchangeably as
active monitoring mode. In the in-signaling  path
mode, Anti-ITR module 130 is positioned on the
signaling path between switch  120 and VMSCNLR 112.
Hence, Anti-ITR module 130 intercepts/receives the SS7
signaling messages exchanged between switch 120 [(or
roaming STP) or from the  second international STP
122] and VMSCNLR 112. Signal flow 202 represents this.
However, not all SS7 messages are routed through
Anti-ITR module 130, hence  other SS7 messages which
are not considered for implementation of this
invention,  may be routed through,an optional SS7 link
between switch 120 and VMSCNLR  112. Hence, in
this'case, switch 120 is configured to assist in
exchange of one or  more registration response
messages and one or more Location Update (LU)  8 WO
2007/041346 PCT/US2006/038139  messages between HPMN
104 and second VPMN 108 at Anti-ITR module 130.  These
LU messages are used to thwart the ITR attempt
initiated by first VPMN 106.  [0026]In one embodiment
of the invention, all signals exchanged through switch
120  are SCCP/TCAP based signals. Further, since in
the in-signaling mode, Anti-ITR  module 130 is
deployed on roaming SS7 path by configuring switch 120
(or roaming  STP) the international roaming SCCP
traffic is routed through Anti-ITR module 130.  In an
exemplary routing, primary routing of the incoming
international SCCP traffic  from second international
STP 122 destined to E164 VPMN VLR 112 is configured to
go through Anti-ITR module 130. However, secondary
routing is kept to VPMN VLR  112. This is done in
order to provide a redundant path for routing of
traffic in case of  failure of Anti-ITR module 130.
Similarly, primary routing of any outgoing
international SCCP traffic, destined to E214 address
of inbound roaming mobile  station 102 from HPMN 1,04,
is configured to go through Anti-ITR module 130. The
secondary routing, however, goes to third
international STP 126. It will be apparent  to a
person skilled in the art, that different routing
methods using any combination  thereof can be used
without affecting the working of the system or the
method. 



[0027]The E214 is a numbering plan (NP) used for
delivering mobility management  related messages in
GSM networks. The E.214 number is derived from the
IMSI of a  roaming mobile station. E.214 numbers are
composed of two parts. The first, the  E.164 part, is
made up of a country code, followed by the network
code. The second  part of the number comprises of the
MSIN part of the IMSI, which identifies an  individual
subscriber. E.214 numbers are routed separately from
E.164 numbers,  since they are marked with a different
Numbering Plan Indicator (NPI), however, it is
possible to reuse Global Title (GT) analysis tables,
used in E.164 numbers  everywhere except for the final
destination network of the message. Anti-ITR Routing
Using TT [0028]ln case where the addresses of VPMN VLR
and VMSC are identical, SSN can  be used to separate
the routing. It will be apparent to a person skilled
in the art that  alternative routing options are
possible, depending upon the type of network  elements
present in first VPMN 106 and second VPMN 108. For
example, to avoid  looping the traffic, redirection
can be performed either using translation types (or
tables) (TT) or by using MTP routing, involving
international STP Signal Point Code  (SPC) and
Switching/Roaming SPC, depending on the network setup
in VPMN(s). In  9 WO 2007/041346 PCT/US2006/038139
another example, an operator in second VPMN 108 could
perform MAP analysis and  only redirect Cancel
Location message from E164 messages, from second
international STP 122 through Anti-ITR module 130, to
reduce significantly the in- signaling load.
Considering the former technique of using the TT, the
switch 120 and  the Anti-ITR module 130 are configured
for both incoming and outgoing international  SCCP
signaling messages. For example, in case of an
incoming message at the  switch 120 with TT as 0,
Called party (CdPA) is not own and the NP is E.214,
Destination Point Code (DPC) is set as Anti-ITR module
130 and the destination TT  as 32. [0029]Similarly, in
case the CdPA is VPMN VLR 112 and the NP is E.164 with
TT as  0, the DPC is set to be Anti-ITR module 130 and
the destination TT as 32. This  means that any
incoming E164 message at the switch 120 is directed to
the Anti-ITR  module 130 first. In case of an outgoing
message from the switch 120, with the TT  as 32, CdPA
as not own and the NP as E.214, the DPC is set as
second  international STP 122 and destination TT as 0.
Further, in case with TT as 32, CdPA  as VPMN VLR 112
and the NP is E164, the DPC is also set to VPMN VLR
112 and  destination TT as 0. The routing indicator
(RI) of SCCP CdPA in all these cases can  



remain unchanged [e.g. on Global Title (GT)]. Anti-ITR
Routing Without Using TT [0030]Considering the second
technique of using MTP routing, switch 120 is
configured to send an incoming message with NP as
E.214 and CdPA as not own to  DPC at Anti-ITR module
130. Also in case the CdPA is VPMN VLR 112 with NP as
E164, the DPC is changed to Anti-ITR module 130.
Routing configuration for an own  network (i.e. second
VPMN 108) destined outgoing message, from Anti-ITR
module  130 to the switch 120, sets the DPC to VPMN
VLR 112, with RI as SSN /  unchanged. Similarly, for
an international (HPMN) destined outgoing message from
Anti-ITR module 130 to the switch 120, the DPC is set
to second international STP  122, with RI remaining as
GT. Based on different incoming and outgoing messages
from switch 120, the Anti-ITR module 130 sends one or
more LU messages to thwart  the ITR attempt initiated
by the first VPMN 106. [0031]ln case none of the above
conditions are satisfied, then all incoming SCCP
messages may be relayed back either to switch 120 (or
the roaming STP), or to  VPMN VLR 112, depending on
which type of routing is used, the TT type routing or
10 WO 2007/041346 PCT/US2006/038139  the MTP type
routing, respectively. In the methods described above,
SCCP is  relayed rather than TCAP. However, it will be
apparent to a person skilled in the art,  that a
similar flow can also be defined for a TCAP based
relay. In this case, a new  transaction will be
initiated by Anti-ITR module .130 for each
self-initiated fake  location update message, and
also, each time a new mapping will be established to
relate the new originating transaction ID to the
original originating transaction ID. Location
Registration Response Messages in a HPMN TR mechanism
[0032]Various embodiments of the present invention are
directed towards detecting  and countering an ITR
attempt by first VPMN 106. These ITR attempts by first
VPMN  106 causes HPMN 104 to send certain registration
response messages to inbound  roaming mobile's 102
registration attempt at second VPMN 108. These
registration  response messages are different from
standard registration response messages  used by an
HPMN while performing a TR mechanism against a VPMN,
that is, these  messages are non-standard messages.
Further, it is also known that HPMN 104 is  not
attempting a TR against the second VPMN 108 with these
non-standard  response messages to redirect inbound
roaming mobile station 102 to first VPMN  106. Based
on IR 73 guidelines, an HPMN performing a TR against
its roaming  partner using non-standard registration
response messages, must inform the  



roaming partner, within two days of request for the
same. In other words, if the  HPMN is using
non-standard response messages for registration reject
in its TR  mechanism on a VPMN, it should inform the
VPMN. Hence, if the HPMN 104 is  doing TR on the
second VPMN 108, it should inform second VPMN 108 as
to what  registration response messages are being used
in its TR mechanism based on the  second VPMN's 108
request. Hence, second VPMN 108,prior to countering
the ITR  attempt, has a prior knowledge of whether or
not HPMN 104 is performing a TR  against second VPMN
108. Further, details of this embodiment are further
explained  in conjunction with Fig. 4. [0033]In cases,
when an HPMN is performing the TR against the VPMN
operator,  the HPMN usually uses either a Location
Update response error messages or a  Cancel Location
to an ongoing Location Update with the VPMN. These
error  messages received in LUP response on the MAP
interface are mapped onto  equivalent messages on the
radio interface according to 3GPP 29010. Table 1
shows a snapshot of the mapping of some of these
messages, from MAP interface  11 WO 2007/041346
PCT/US2006/038139  (29.002) to the radio interface
(24.008), with corresponding error codes for each
interface. These are examples only and are not
intended as being an exhaustive list  or as being
representative. Error Error, code  cods 4,00 29>002 MM
{ ac tion Updating Reject; MAP Update Location
response # 2 IMSI unknown in HLR Unknown subscriber #
I  11 Roaming not allowed; PLMN'not # 8  PLMN not
allowed allowed # 12 LA not allowed - # 13 Roaming not
allowed in thisLA - # 15 No suitable cells in location
area  # 11 PLMN not allowed Operator determined
barring #8  # 3 Illegal MS  # 6 Illegal ME  # 17
Network failure System Failure # 34  17 Network
failure Unexpected data value 36  



4 17 Network failure MAP U/P ABORT 4 17 Network
failure MAP NOTICE  # 17 Network failure MAP CLOSE
Table I [0034]For example, in case, the error in MAP
interface is "System Failure" (with error  code 34)
(29.002), then its equivalent error on the radio
interface (24.008), "Network  Failure" (error code
17), is received at inbound roaming mobile station
102.  Thereafter, inbound roaming mobile station 102
waits for around 15 to 20 seconds,  before trying
again up to 4 times, before trying alternative
networks, if present, and if  not, it tries the same
network again. Similarly, other 24.008 error messages
have  their equivalent 29.002 error messages. [0035]IR
73 Guideline on TR defines Unexpected Data Value as
standard/recommended registration response error code.
However, other error  codes such as System Failure,
Missing Data, MAP/TCAP abort, MAP-CLOSE etc  and
Cancel Location response may also be used by the HPMN
TR, but are all non- standard response messages in a
TR mechanism. Also, according to the guideline,  12 WO
2007/041346 PCT/US2006/038139  the HPMN using these
other error codes as registration response messages in
a TR  attempt against a VPMN must inform to the VPMN
about the same. Moreover,  MAP/TCAP abort and Cancel
Location are possible registration response messages
an HPMN sends to a second VPMN, caused by a first VPMN
doing ITR on an  inbound roamer attempting to move
from the first VPMN to the second VPMN. Anti-ITR
Signal Flow [0036]FIG. 3 represents a flow diagram for
implementing Anti Inbound Traffic  redirection
(Anti-ITR) solution at second VPMN 108, to counter the
ITR attempt  initiated by first VPMN 106, in
accordance with an embodiment of the invention. In
this embodiment of the invention, anti-ITR module 130
is deployed in second VPMN  108 to detect the ITR
attempt. Inbound roaming mobile station 102, already
registered with first VPMN 106, attempts to register
with second VPMN 108 at VMSC  112 due to one or more
of the following reasons. Firstly, the inbound roaming
mobile  station 102 may attempt to change to second
VPMN 108, in case there is weak  signal strength or a
loss of coverage in first VPMN 106. Secondly, the
inbound  roaming mobile station 102 may be selecting
the second VPMN 108 due to new  available technology,
e.g., GPRS or 3G, in second VPMN 108. Thereafter,
VLR/VMSC 112 in second VPMN 108 sends a Location
Update message 302 to  



HPMN 104, as an attempt to register inbound roaming
mobile station 102 with itself.  It is also known that
HPMN HLR 114 is not attempting TR against second VPMN
108  with those registration response messages that
are caused by the ITR attempt by  the first VPMN 106.
Thereafter, first VPMN 106 initiates an ITR attempt
towards  itself, i.e., first VPMN 106 initiates an
Inbound TR attempt 304 against the second  VPMN 108.
[0037]The TR probe 132 in Anti-ITR module 130 detects
the signaling between  HPMN 108 and second VPMN 106
either actively (monitoring mode), or passively
(in-signaling mode). TR probe 132 detects the ITR
attempt initiated by first VPMN  106, by observing
receipt of one or more registration response messages
at second  VPMN 108 from HPMN 104, during the ongoing
location update transaction 302,  between second VPMN
108 and HPMN 104. In one embodiment of the invention,
TR  probe 132 in Anti-ITR module 130 detects a cancel
location message 306, or a MAP  abort message 306, or
a TCAP abort message 306, as one or more registration
response messages from HPMN HLR 114 towards VLRNMSC
112 in second VPMN  13 WO 2007/041346
PCT/US2006/038139  108. These MAP abort, TCAP abort or
Cancel Location are non-standard registration
response messages adopted in a TR mechanism by an
HPMN. In another  embodiment of the invention, the one
or more registration response messages are  LU abort
messages. In one embodiment of the invention, in
passive monitoring  mode, one or more registration
response messages are directly received at  VLRNMSC
112. The receipt of any of these messages (i.e.
MAP/TCAP abort or  Cancel Location) confirms the
initiation of ITR attempt by first VPMN 106, provided
that it is known that the HPMN 104 is also not using
these messages for TR against  the second VPMN 108.
[0038]A roaming mobile station usually sends four LU
messages corresponding to a  VPMN, before it tries an
alternative VPMN. Hence, in order to thwart the ITR
attempt, countering unit 134 in Anti-ITR module 130
sends one or more location  update (LU) messages, on
behalf of second VPMN 108, in response to each
registration response message 306 received at second
VPMN 108. In one  embodiment of the invention, the
countering unit 134 sends one or more fake  Location
Update (LU) messages 308 to foil the ITR attempt
initiated by first VPMN  106. In one embodiment of the
invention, in passive monitoring, countering unit 134
sends the fake LU messages 308, on behalf of second
VPMN 108, more than a pre- defined number of times.
This pre-defined number is selected based on TR method



used: either abort location method or cancel. location
method. In this case, since  handset usually tries
four times before searching for an alternate network,
the pre- defined number is (X-1)*4 times, where X is
the number of VPMN networks in the  country. This
makes the total number of LU messages sent to HPMN 104
equal to  five. For each fake LU message 308, HPMN HLR
114 sends a Cancel Location 310,  or a MAP abort 310
or a TCAP abort 310 to first VPMN 106. These fake LU
messages 308 are continuously sent until a successful
location update transaction is  recorded at second
VPMN 108. Hence, the process of exchange of messages
302 to  310 is repeated up to N number of times. In
this way, inbound roaming mobile  station's 102 second
attempt of location update fools the first VPMN's ITR
solution,  that the handset is either in manual mode,
or is a special handset. Hence, the  inbound roaming
mobile station 102 is allowed to register with second
VPMN 108.  [0039]The Calling Party Address (CgPA) of
the SCCP part of fake LU message 308  by Anti-ITR
module 130 can be configured to be either that of the
VLRNMSC 112 or  that of Anti-ITR itself, although MAP
level VLRNMSC will still be the real VLRNMSC  14 WO
2007/041346 PCT/US2006/038139  112. This depends on
the configuration of first VPMN's ITR solution with
respect to  CgPA or VLR/VMSC of a location update
message. Moreover, changing the CgPA to  the second
VPMN's Anti-ITR Global Title (GT) reduces the load to
the real  VLRNMSC 112. [0040]ln another embodiment of
the invention, in active monitoring mode, anti-ITR
module 130 checks whether any outgoing SCCP message
carries a MAP Location  Update (LU) message 302, upon
detection of which the SCCP, TCAP parameters  and the
transaction are recorded. Further, in case the
incoming message carries  MAP abort 306 or TCAP abort
306 with response to the recorded transaction 302, or
if the incoming message carries Cancel Location 306 on
an IMSI of the ongoing  recorded transaction, it is
examined with the following set of logic procedures.
The  countering unit 134 holds (or fails) the one or
more registration response messages  306 until the
number of registration response messages is less than
an expected  number. In other words, message 306 is
dropped by anti-ITR module 130 (i.e. not  replayed to
VLR 112), if the abort message 306 for inbound roaming
mobile station's  102 IMSI of the same originating
transaction ID from the same VLR or cancel  location
message 306 for the same IMSI of the same VLR, is less
than a  configurable Y number of times (i.e. the
expected number). The configurable  expected number Y
is ((X-1)*4 + 1), where X is configured from a minimum
two to  



the total number of VPMN networks in that country. In
this case, since there are two  VPMN networks the
value of Y is five. Thereafter, for each drop, the
anti-ITR module  130 initiates another fake LU message
308, after a configurable interval of time T1  (e.g.
T1 =Os or T1=50s or T1=300s), on behalf of inbound
roaming mobile station's  IMSI , using the same
parameters (including same VLR., VMSC address, SCCP
CgPA and CdPA, although different TCAP transaction Ids
might be used) as the first  recorded LU message 302.
Subsequently, for each fake LU message 308 sent to
HPMN 104, the HPMN HLR 114 sends a cancel location 310
to the first VPMN 106.  The sequence of exchange of
messages 302 to 310 is repeated unit N times. This
foils any ITR attempt by first VPMN 106 on inbound
roaming mobile station 102. [0041]ln case the above
conditions are not satisfied, then all incoming SCCP
messages may be relayed back to switch 120 or to VPMN
VLR 112, depending on  whether the TT type is used, or
MTP routing is used, respectively. In the above
described method, SCCP is relayed rather than TCAP.
However, it will be apparent  to a person skilled in
the art, that a similar flow can also be defined based
TCAP  15 WO 2007/041346 PCT/US2006/038139  relay. In
this case, a new transaction will be initiated by
Anti-ITR module 130 for  each self-initiated fake LU
message 308, and also, each time a new mapping will be
related the new originating transaction ID to the
original originating transaction ID.  Detecting HPMN
TR and countering VPMN ITR attempt [0042]Fig. 4
represents a flowchart for a method for countering an
inbound traffic  redirection (ITR) attempt for the
inbound roaming mobile station, initiated by the first
VPMN, in accordance with an embodiment of the
invention. The Anti-ITR module  130 in second VPMN 108
may be also applied to counter against TR mechanism
initiated by the HPMN, in addition to counter against
ITR mechanism by first VPMN  106. In this case,
according to method at step 402, receipt of one or
more messages  306 at second VPMN 108, is tracked.
These one or more messages 306 are sent by  HPMN 104,
during an ongoing location update transaction of
inbound roaming  mobile station 102, between second
VPMN 108 and HPMN 104. In order to detect  whether
HPMN 104 is attempting a TR or first VPMN 106 is
attempting an ITR,  second VPMN at step 404, compares
the received one or more registration response
message 306 with a known registration response
message. The known registration  response message is
informed to second VPMN 108, as per the IR 73
guidelines,  only in case HPMN 104 is attempting the
TR against second VPMN 108 using a non- standard
registration response message. According to the IR 73
guideline, only  



"Unexpected Data Value" (UDV) is a standard
registration response message, using  which, HPMN 104
need not inform second VPMN that it is performing TR
against it.  This message itself is a standard
indication of HPMN TR. Exemplary non-standard  error
codes of HPMN TR include, but are not limited to,
System Failure, Missing  Data, MAP-CLOSE, and
MAP-Notice. [0043]However, when any message, other
than the standard message (UDV), is  received at
second VPMN 108, it leads to the comparison at step
404. As explained  earlier, if HPMN is using any
non-standard registration response message, then it
informs second VPMN 108 as the known registration
response message, used for  comparison at step 404.
For example, in case the known registration response
message is MAP_Notice, and it is informed by HPMN as a
message to be used for  HPMN TR, then in accordance
with one embodiment of the invention, the Anti-
Inbound Traffic Redirection (AITRS) can be integrated
with Anti-TR solution (ATRS)  of previous filed patent
application, which is incorporated in this application
in its  16 WO 2007/041346 PCT/US2006/038139  entirety.
The ATRS can counter the HPMN TR against second VPMN.
However, if  the received registration response
message 306 is Cancel Location and the known
registration response message is MAP_Notice (as
informed by HPMN), then the  Cancel Location message
is identified as the ITR attempt from first VPMN 106.
Further, the first VPMN can only cause the HPMN to
generate MAP/TCAP abort or  Cancel Location as the
non-standard registration response messages. Hence, in
case the one or more registration response message is
different from the known  registration response
message, it can be recognized and hence concluded that
first  VPMN 106 is attempting an ITR against second
VPMN 108. Thereafter, at step 406,  the identified ITR
attempt is thwarted by second VPMN 108. The thwarting
includes  sending a number of fake LU messages from
second VPMN, based on a  configurable number of times
within a, configurable maximum interval for the HPMN.
The signal flow is similar to explanation for Fig. 3.
However, in this case, Fig. 3 will  have the 306
message containing these additional error codes in
response to the LU  message 302 sent to HPMN. [0044]ln
one embodiment of the invention, the countering unit
134 abandons the  thwarting of the ITR attempt
initiated by the first VPMN 106, if an HPMN satisfies
pre-defined criteria. In other words, countering unit
134 aborts the Anti-ITR attempt  from second VPMN 108,
in case an HPMN satisfies the pre-defined criteria
based on  some application logics. In one embodiment
of the invention, the pre-defined criteria  



may include an HPMN known of performing TR against
second VPMN 108, by using  a Cancel Location, a MAP
abort or a TCAP abort. In another embodiment of the
invention, the pre-defined criterion includes a
blacklisted HPMN. Any HPMN known  to use some fraud
control techniques to counter Anti-ITR solution would
be  blacklisted by second VPMN from further Anti-ITR
attempts. In another embodiment  of the invention, the
second VPMN may periodically check the blacklisted
HPMN(s)  for any change in its status. [0045]ln yet
another embodiment of the invention, the Anti-ITR
solution may be  abandoned based on a configurable
distribution profile among HPMN(s) of the  inbound
roaming mobile station. For example, no more than 20%
of ITR attempts  initiated by VodafoneTM United
Kingdom (UK) would be abandoned by second VPMN  for
unique inbound roamers. In another embodiment of the
invention, the Anti-ITR  solution in the second VPMN
may stop its thwarting attempt, if it exceeds a
configurable threshold number of times of fake
location update messages, or  17 WO 2007/041346
PCT/US2006/038139  exceeds the maximum interval
allowed for an anti-ITR attempt. These configurable
parameters can be defined per HPMN or across all
HPMNs. Other application logics  on the HPMN can also
be applied to stop an anti-ITR attempt, for example,
instead  of using a fixed configured threshold number
of fake location updates, the logic can  use a random
generated number to avoid HPMN detection. [0046]ln one
embodiment of the invention, based on these deductions
and  subsequent' success or failure of the Anti-ITR
solution, countering unit 134 generates  one or more
reports indicating one or more, but not limited to,
signaling load  overhead, redirection success,
redirection failure and percentage of redirected
traffic.  [0047]The present invention can take the
form of an entirely hardware embodiment,  an entirely
software embodiment or an embodiment containing both
hardware and  software elements. In accordance with an
embodiment of the present invention, the  invention is
implemented in software, which includes but is not
limited to firmware,  resident software, microcode,
etc. [0048]Furthermore, the invention can take the
form of a computer program product  accessible from a
computer-usable or computer-readable medium providing
program  code for use by or in connection with a
computer or any instruction execution  system. For the
purposes of this description, a computer-usable or
computer  readable medium can be any apparatus that
can contain, store, communicate,  propagate, or
transport the program for use by or in connection with
the instruction  



execution system, apparatus, or device. [0049]The
medium can be an electronic, magnetic, optical,
electromagnetic, infrared,  or semiconductor system
(or apparatus or device) or a propagation medium.
Examples of a computer-readable medium include a
semiconductor or solid state  memory, magnetic tape, a
removable computer diskette, a random access memory
(RAM), a read-only memory (ROM), a rigid magnetic disk
and an optical disk.  Current examples of optical
disks include compact disk - read only memory
(CDROM), compact disk - read/write (CD-R/W) and
Digital Versatile Disk (DVD).  [0050]A computer usable
medium provided herein includes computer usable
program code, which when executed counters the ITR for
an inbound roaming  mobile station by detecting a TR
attempt initiated by the first VPMN. The ITR attempt
is detected by observing receipt of one or more
registration response messages at a  second VPMN from
the HPMN during an ongoing location update transaction
of the  inbound roaming mobile station between the
second VPMN and the HPMN. The 18 WO 2007/041346
PCT/US2006/038139  computer usable medium further
includes computer usable program code for  thwarting
the detected ITR attempt. [0051]The Anti-Inbound
Traffic Redirection System (AITRS) can be used by a
VPMN  operator against those competing VPMN operators
who have deployed an Inbound  Traffic Redirection
(ITR) solution against them. It can also be used to
cache roaming  profiles of successfully registered
inbound roamers so to avoid subsequent traffic
redirections by competing VPMN operators who have
deployed inbound traffic  redirection against the VPMN
operator. This helps stop the leaking of inbound
roaming traffic to competing operators doing inbound
traffic redirection. The  detection and subsequent
counter of the ITR attempt can help the VPMN operator
prepare business impact and rescue actions. [0052]The
components of AITRS described above include any
combination of  computing components and devices
operating together. The components of the  AITRS can
also be components or subsystems within a larger
computer system or  network. The AITRS components can
also be coupled with any number of other  components
(not shown), for example other buses, controllers,
memory devices, and  data input/output devices, in any
number of combinations. In addition any number or
combination of other processor based components may be
carrying out the functions  of the AITRS. [0053]lt
should be noted that the various components disclosed
herein may be  



described using computer aided design tools and/or
expressed (or represented), as  data and/or
instructions embodied in various computer-readable
media, in terms of  their behavioral, register
transfer, logic component, transistor, layout
geometries,  and/or other characteristics.
Computer-readable media in which such formatted data
and/or instructions may be embodied include, but are
not limited to, non-volatile  storage media in various
forms (e.g., optical, magnetic or semiconductor
storage  media) and carrier waves that may be used to
transfer such formatted data and/or  instructions
through wireless, optical, or wired signaling media or
any combination  thereof. [0054]Unless the context
clearly requires otherwise, throughout the description
and  the claims, the words "comprise," "comprising,"
and the like are to be construed in an  inclusive
sense as opposed to an exclusive or exhaustive sense;
that is to say, in a  sense of "including, but not
limited to." Words using the singular or plural number
also include the plural or singular number
respectively. Additionally, the words  19 WO
2007/041346 PCT/US2006/038139  "herein," "hereunder,"
"above," "below," and words of similar import refer to
this  application as a whole and not to any particular
portions of this application. When the  word "or" is
used in reference to a list of two or more items, that
word covers all of  the following interpretations of
the word: any of the items in the list, all of the
items in  the list and any combination of the items in
the list. [0055]The above description of illustrated
embodiments of the AITRS is not intended  to be
exhaustive or to limit the AITRS to the precise form
disclosed. While specific  embodiments of, and
examples for, the AITRS are described herein for
illustrative  purposes, various equivalent
modifications are possible within the scope of the
AITRS, as those skilled in the art will recognize. The
teachings of the AITRS  provided herein can be applied
to other processing systems and methods. They may  not
be limited to the systems and methods described above.
[0056]The elements and acts of the various embodiments
described above can be  combined to provide further
embodiments. These and other changes can be made to
the AITRS in light of the above detailed description.
Other Variations [0057]Provided above for the
edification of those of ordinary skill in the art, and
not  as a limitation on the scope of the invention,
are detailed illustrations of a scheme by  which one
VPMN can counteract an ITR attempt on an inbound
roaming mobile  station initiated by another VPMN.
Numerous variations and modifications within the  



spirit of the present invention will of course occur
to those of ordinary skill in the art in  view of the
embodiments that have been disclosed. For example the
present  invention is implemented primarily from the
point of view of GSM mobile networks as  described in
the embodiments. However, the present invention may
also be  effectively implemented on GPRS, 3G, CDMA,
WCDMA, WiMax etc., or any other  network of common
carrier telecommunications in which end users are
normally  configured to operate within a "home"
network to which they normally subscribe, but  have
the capability of also operating on other neighboring
networks, which may even  be across international
borders. [0058]The examples under the present
invention Anti-Inbound Traffic Redirection  System
(AITRS) detailed in the illustrative examples
contained herein are described  using terms and
constructs drawn largely from GSM mobile telephony
infrastructure.  But use of these examples should not
be interpreted as limiting the invention to  those
media. Anti-Inbound Traffic Redirection System - a
method for countering ITR  20 WO 2007/041346
PCT/US2006/038139  attempt for the inbound roaming
mobile station initiated by the first VPMN in a
manner that is agnostic to the capabilities of the
visited or non-accustomed network  can be of use and
provided through any type of telecommunications
medium,  including without limitation: (i) any mobile
telephony network including without  limitation GSM,
3GSM, 3G, CDMA, WCDMA or GPRS, satellite phones or
other  mobile telephone networks or systems; (ii) any
so-called WiFi apparatus normally  used in a home or
subscribed network, but also configured for use on a
visited or  non-home or non-accustomed network,
including apparatus not dedicated to
telecommunications such as personal computers,
Palm-type or Windows Mobile  devices,; (iii) an
entertainment console platform such as Sony
Playstation, PSP or  other apparatus that are capable
of sending and receiving telecommunications over  home
or non-home networks, or even (iv) fixed-line devices
made for receiving  communications, but capable of
deployment in numerous locations while preserving  a
persistent subscriber id such as the eye2eye devices
from Dlink; or  telecommunications equipment meant for
voice over IP communications such as  those provided
by Vonage or Packet8. [0059]ln describing certain
embodiments of the AITRS under the present invention,
this specification follows the path of a
telecommunications call from a calling party to  a
called party. For the avoidance of doubt, that call
can be for a normal voice call, in  which the
subscriber telecommunications equipment is also
capable of visual,  



audiovisual or motion-picture display. Alternatively,
those devices or calls can be for  text, video,
pictures or other communicated data. [0060]ln the
foregoing specification, specific embodiments of the
present invention  have been described. However, one
of ordinary skill in the art will appreciate that
various modifications and changes can be made without
departing from the scope of  the present invention as
set forth in the claims below. Accordingly, the
specification  and figures are to be regarded in an
illustrative rather than a restrictive sense, and all
such modifications are intended to be included within
the scope of present invention.  The benefits,
advantages, solutions to problems, and any element(s)
that may cause  any benefit, advantage, or solution to
occur or become more pronounced are not to  be
construed as a critical, required, or essential
features or elements of any or all the  claims. 21 WO
2007/041346 PCT/US2006/038139  Technical references
Q71 X SCCP  Q70X MTP  Q77X TCAP GSM 1111 SIM and
Mobile Interface  GSM 1114 SIM Toolkit IR 7320
Steering of Roaming  GSM 360 GPRS GSM 960 GPRS
Tunneling Protocol  GSM 23060 GPRS GSM 29060 GPRS
Tunneling Protocol  GSM 902 on MAP specification
Digital cellular telecommunications system (Phase 2+)
Mobile Application Part (MAP) Specification . (3GPP TS
09.02 version 7.9.0 Release 1998)  GSM 340 on SMS
Digital cellular telecommunications system (Phase 2+);
Technical realization of the Short Message Service
(SMS);  (GSM 03.40 version 7.4.0 Release 1998) GSM 348
Security and OTA,  GSM 31048 Security and OTA, GSM
23119 Gateway Location Register, 



GSM 408 Mobile Radio Interface Network Layer  GSM
23122 Mobile Station Procedure GSM 24008 Mobile Radio
Interface Network Layer  GSM22011 Service
Accessibility GSM25304 Idle Mode Selection  GSM29010
Error Network Mapping  GSM 29002 MAP Protocol GSM
23012 Location Update 22 WO 2007/041346
PCT/US2006/038139  APPENDIX Acronym Description  3G
Third generation of mobile  BSC Base Station
Controller  BCSM Basic Call State Model CAMEL
Customized Application for Mobile Enhanced Logic  CDMA
Code Division Multiplexed Access CLI Calling Line
Identification  CgPA Calling Party Address  CdPA
Called Party Address  CAP Camel Application Part  CC
Country Code CB Call Barring CSI Camel Subscription
Information  DPC Destination Point Code GMSC Gateway
MSC GPRS General Packet Radio System  GLR Gateway
Location Register  GSM Global System for Mobile GSM
SSF GSM Service Switching Function  GT Global Title
HLR -H HLR from HPMN HLR Home Location Register  HPMN
Home Public Mobile Network IMSI International Mobile
Subscriber Identity  IN Intelligent Network 



ISG International Signal Gateway INAP Intelligent
Network Application Part  ISD MAP Insert Subscriber
Data IAM Initial Address Message  IDP Initial DP
IN/CAP message  ITR Inbound Traffic Redirection  ISUP
ISDN User Part LU Location Update LUP MAP Location
Update  MAP Mobile Application Part  MCC Mobile
Country Code  MCC Mobile Country Code  ME Mobile
Equipment  MNC Mobile Network Code  MO Mobile
Originated MSC Mobile Switching Center  MSISDN Mobile
Subscriber ISDN Number  MSRN Mobile Subscriber Roaming
Number  MT Mobile Terminated MTP Message Transfer Part
NP Numbering Plan 23 WO 2007/041346 PCT/US2006/038139
NPI Numbering Plan Indicator NDC National Dialing Code
ODB Operator Determined Barring  OTA Over The Air
O-CSI Originating CAMEL Subscription Information  PRN
Provide Roaming Number RNA Roaming Not Allowed RR
Roaming Restricted due to unsupported feature  RI
Routing Indicator SPC Signal Point Code SRI Send
Routing Information  SCCP Signal Connection Control
part  STP Signal Transfer Point 



STP-H HPMN STP SRI-SM Send Routing Information For
Short Message  SSP Service Switch Point SSN Sub System
Number SIM Subscriber Identify Module  STK SIM Tool
Kit Application SM-RP-Ul Short Message Relay Protocol
User Information  STP Si nal Transfer Point SS
Supplementary Services  TR Traffic Redirection T-CSI
Terminating CAMEL Service Information  TCAP
Transaction Capabilities Application Part  TP SMS
Transport Protocol UDHI User Data Header Indicator
UDH User Data Header UD User Data VAS Value Added
Service  VLR - V VLR from VPMN VLR Visited Location
Register  VMSC Visited Mobile Switching Center  VPMN
Visited Public Mobile Network 24 WO 2007/041346
PCT/US2006/038139  CLAIMS What is claimed is: 1. A
method for countering an inbound traffic redirection
(ITR) attempt for an  inbound roaming mobile station,
wherein the ITR attempt is initiated by a first
Visiting Public Mobile Network (VPMN), the method
comprising: detecting the ITR attempt by observing
receipt of one or more  registration response messages
at a second VPMN from an HPMN of the  inbound roaming
mobile station during an ongoing location update
transaction  of the inbound roaming mobile station
between the second VPMN and the  HPMN; and thwarting
the detected ITR attempt. 2. The method of claim 1,
wherein detecting the ITR attempt comprises
monitoring passively the receipt of the one or more
registration response  



messages at the second VPMN from the HPMN. 3. The
method of claim 1, wherein thwarting the ITR attempt
comprises sending  one or more location update (LU)
messages from the second VPMN in  response to least
one registration response message. 4. The method of
claim 3, wherein the LU messages are sent to the HPMN
more  than a pre-defined number of times. 5. The
method of claim 3, wherein the LU messages are sent to
the HPMN after  a configurable interval of time. 6.
The method of claim 1, wherein the registration
response messages is a  cancel location message, a MAP
abort message, or an TCAP abort message.  7. The
method of claim 1, wherein detecting the ITR attempt
comprises actively monitoring from the HPMN the
receipt of the one or more registration  response
messages at the second VPMN. 8. The method of claim 7,
wherein actively monitoring comprises failing the one
or more registration response messages at the second
VPMN until the  number of one or more registration
response messages received is less than  an expected
number. 9. The method of claim 1 further comprising
generating one or more reports  indicating at least
one of signaling load overhead, redirection success,
redirection failure, and percentage of redirected
traffic. 25 WO 2007/041346 PCT/US2006/038139  10. The
method of claim 1, further comprising abandoning the
thwarting of ITR  attempt if the HPMN satisfies
pre-defined criteria. 11.A method for countering an
inbound traffic redirection (ITR) attempt for an
inbound roaming mobile station, wherein the ITR
attempt is initiated by a first  Visiting Public
Mobile Network (VPMN), the method comprising: tracking
the receipt of one or more registration response
messages at  a second VPMN from an HPMN of the inbound
roaming mobile station, during  an ongoing location
update transaction of the inbound roaming mobile
station  between the second VPMN and the HPMN;
identifying the ITR attempt by comparing a known
registration response  message with the received one
or more registration response messages,  wherein the
known registration response message may be used by the
HPMN  for traffic redirection; and thwarting the
identified ITR attempt. 



12. The method of claim 11, wherein identifying
comprises recognizing that the  ITR attempt is in
progress if the known registration response message is
different from the received one or more registration
response messages. 13. The method of claim 11, wherein
tracking the receipt comprises monitoring  passively
the receipt of the one or more registration response
messages at  the second VPMN from the HPMN. 14. The
method of claim 11, wherein tracking the receipt
comprises monitoring  actively the receipt of the one
or more registration response messages at the  second
VPMN from the HPMN. 15. The method of claim 14,
wherein monitoring actively comprises failing the one
or more registration response messages at the second
VPMN until the  number of one or more registration
response messages received is less than  an expected
number. 16.A system for countering an inbound traffic
redirection (ITR) attempt for an  inbound roaming
mobile station, wherein the ITR attempt is initiated
by a first  Visiting Public Mobile Network (VPMN), the
system comprising: a TR probe for detecting the ITR
attempt by observing receipt of one or  more
registration response messages at a second VPMN from
an HPMN of  the inbound roaming mobile station during
an ongoing location update  26 WO 2007/041346
PCT/US2006/038139 transaction of the inbound roaming
mobile station between the second VPMN  and the HPMN;
and countering unit for thwarting the ITR attempt by
sending one or more  location update (LU) messages
from the second VPMN in response to at least  one
registration response message received from a switch.
17. The system of claim 16, wherein the first VPMN,
the second VPMN, and the  HPMN are, one of a GSM
network, a GPRS network, a 3G network, a CDMA
network, a WCDMA network, a WiFi network, and a WiMax
network. 18. The system of claim 16, wherein the TR
probe is integrated with the  countering unit. 19. The
system of claim 16, wherein in a passive monitoring
mode, the TR probe  detects one of a MAP abort, a TCAP
abort and a cancel location message as  one or more
registration response messages received at the second
VPMN. 20. The system of claim 16, wherein in active
monitoring mode, the TR probe  receives one of a MAP
abort, a TCAP abort and a cancel location message as  



one or more registration response messages from the
switch. 21.The system of claim 16, wherein in active
monitoring mode the switch is a  roaming STP
configured to assist in exchange of the one or more
registration  response messages and the one or more LU
messages between the HPMN  and the second VPMN. 22.The
system of claim 16, wherein in active monitoring mode,
the countering  unit holds the one or more
registration response messages until the number  of
one or more registration response messages is less
than an expected  number. 23. The system of claim 16,
wherein the countering unit sends the LU messages  to
the HPMN after configurable interval of time. 24. The
system of claim 16, wherein the countering unit sends
the LU messages  to the HPMN more than a pre-defined
number. 25. The system of claim 16, wherein the
countering unit generates one or more  reports
indicating at least one of signaling load overhead,
redirection success,  redirection failure, and
percentage of redirected traffic. 26.The system of
claim 16, wherein the countering unit abandons the
thwarting  of ITR attempt if the HPMN satisfies
pre-defined criteria. 27 WO 2007/041346
PCT/US2006/038139  27.A computer program product
comprising a computer useable medium including a
computer usable program code for countering an inbound
traffic  redirection (ITR) attempt for an inbound
roaming mobile station, wherein the  ITR attempt is
initiated by a first Visiting Public Mobile Network
(VPMN), the  computer program product comprising:
computer usable program code for detecting the ITR
attempt by observing  receipt of one or more
registration response messages at a second VPMN  from
an HPMN of the inbound roaming mobile station during
an ongoing  location update transaction of the inbound
roaming mobile station between  the second VPMN and
the HPMN; and computer usable program code for
thwarting the detected ITR attempt. 28. The computer
program product of claim 27, wherein detecting the ITR
attempt  comprises monitoring passively the receipt of
the one or more registration  response messages at the
second VPMN from the HPMN. 29. The computer program
product of claim 27, wherein thwarting the ITR attempt
comprises sending one or more location update (LU)
messages from the  



second VPMN in response to at least one registration
response messages. 30. The computer program product of
claim 27, wherein detecting the ITR attempt  comprises
monitoring actively the receipt of the one or more
registration  response messages at the second VPMN
from the HPMN. 31.The computer program product of
claim 30, wherein actively monitoring  comprises
failing the one or more registration response messages
at the  second VPMN until the number of one or more
registration response  messages received is less than
an expected number. 32.The computer program product of
claim 27 further comprising computer  usable program
code for generating one or more reports indicating at
least  one of signaling load overhead, redirection
success, redirection failure, and  percentage of
redirected traffic. 33. The computer program product
of claim 27 further comprising computer  usable
program code for abandoning the thwarting of ITR
attempt if the  HPMN satisfies pre-defined criteria.
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