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1  Techniques for enbedding and detectlon
watermarks in images Field of the |nve

present invention relates to technlques ammm
and detecting watermarks in digital i

Background of Invention Wth the developnent of the
digital technol ogy, there has peen an expl osion

use of digital multinedia data. Anal og

vi deo equipnent is gradually in the p m’mm@m Immm"ng

replaced by its digital successors.

digital storage and Internet connectlons the

di st r i heghnigues fonembedsing agd deteotid Watee d

becom ng nuch easier and faster, so copyrlght |ssues
Eg “2$ﬂ§gﬁ gﬂhg i mportant to the owners of the

drgt ata, and for this reason techni ques

are being devel oped for nodifying digital data

(“Thvat presenkiingéntidre rélated) to itaclmiqies forenitbeddind earfcheetecting
that the data has been nodified can be detected.

DWgternankg i digitak image detdnol ogy nakes it easier for
copyright to be enforced, because it makes it easier

];gaCkﬁPO!%lh%ﬁudﬁmer to prove that the data

However, digital watermarking is
ndvith the gtewedeptnfeot otthpﬁngn@ﬂttte@rmlegy,itbene s bextrs an fexplosion

e T ——
u'ﬁilfy‘in e prstiers o’t"b@mg( tép)ad@.%tlﬁj lt@ﬂlgltal SUCCESSOrS. W|th the

detectlon/extractlon When it is reqwre to pro ect
t thelp ofwigitalstprage anﬂblntmgépommect@nsew@evsmbuaemf multémedia

¢ Bt b8 BBl S begamin M ch &St A sleT it soRlyiant issues

| airé fiferé&sihgly idpottant to the owners of the digital content data, and for

this reason techniques are being developed for modifying digital data

("watermarking” the data), in such a way that the fact that the data has been
modified can be detected. Digital watermarking technology makes it easier for
copyright to be enforced, because it makes it easier for the copyright owner to
prove that the data originates from him. However, digital watermarking is not
only used for copyright protection, but also for indexing, captioning, data
hiding, etc.

A watermarking system usually has two stages: (i) watermark embedding and
(i) watermark detection/extraction. When it is required to protect the
ownership of the image, the embedded watermark is detected and extracted
from the modified image.

A first key issue in technology for embedding watermarks is the choice of the
domain (“workspace”) in which watermark embedding should be performed.
For example, most existing watermarking techniques operate in the spatial

domain, discrete cosine transform (DCT) domain, Mellin-Fourier transform
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domai n ("wor kspace") in which watermark enbeddi ng

shoul d be perfornmed. For exanple, nbst existing

wat er mar ki ng techni ques operate in the spati al

domai n, discrete cosine transform (DCT) domain,

Mel lin-Fourier transform 2 donain, wavel et domain,

etc. Afurther key issue is the selection of the

pi xel s, blocks or transform coefficients where the

wat er mar ks shoul d be hidden. Desirably, a watermark is

enbedded in a host inmage by nodifying the i mage so

that the nodifications in the inmage are not visible.

s@omaim wavelebdomain, efc. A furthes key issue imtke selestion ahthe pixels,
uibrements in i termar ki ng_systens., Al .

BT, b0 EhEH hedieRiPaREeniig Be hagen

"attack"). We now review sone known wat er mar ki ng

techniques in relation to these two desiderata. ?1
Siasirablyd enwatermateisramikedded i a hestimage by modifying the image

oo ThPanCalfi P thide €L VBT, Sl iRty i

eapiel of the Mdst@Inb@naﬁMeqnﬁ_@menwmmag@s\ﬁa@frmaﬂbﬁgeysatetrns Also,
processi n&i One approach is called t
ef

L&lgstralslyg wef@.ﬁmasi skoyid drerharditp @ﬂrrwer(tm attesk)).
this technique the watermark nay be enbedded anyvvhere
in the host inage, so there is a high channel
C dVamolwrexiew someskriowrmivaterararkingjtechnigungs erelativnetddhdse two
rrud@tl le tinmes. Even if nost of these objects are | ost
ratg; t acks, a single surviving watermark woul d be
consi dered a success. LSB substitution, however,
despite its sinplicity brings a host of drawbacks.
Al(1 hBpatielidonmaiy vealexmardxirtg iartbé onosd tstraightonwhrdwatermarking

ipBRa A0 Yadbte 20w spd R Pr Hin S I BB 1B Th] can be
atéa%ﬁyka Blied f@érz}/ h%q@%@QaM'I&sL&%LMsbéu@ﬁt ;ﬁ@@ésé?h@fed)ne

since this woul renove the watermark wt

n@@lpr@ﬁﬁm ig calipd dhe bﬁasﬂwﬁlgarﬁcgnhans mchflcatmrn@m@lr(éSB)

8 R AL N o

basithetsS8 a highsshannel capacity tandus snrallveatetnarkestsject may be

nunber generator to deter e ,
embeddged multlp?e times. Even rpmost or} these objects are lost due to
attacks, a single surviving watermark would be considered a success. LSB
substitution, however, despite its simplicity brings a host of drawbacks.
Although it may survive transformations such as cropping, any addition of
noise or lossy compression will totally remove the watermark. An even better
attack is simply to reset the LSB bits of each pixel, since this would fully
remove the watermark with negligible impact on the original data.
Furthermore, once the embedding algorithm is known, the embedded
watermark can be easily discovered. An improvement on basic LSB
substitution is to use a pseudo-random number generator to determine the
pixels to be used for embedding based on a given “seed” or key. More
advanced spatial domain methods exist too, such as correlation based

techniques. Another disadvantage of spatial techniques is that the embedding
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pi xel s to be used for enbeddi ng based on a given
"seed" or key. Mdre advanced spatial donai n nethods
exi st too, such as correlation based techniques.

Anot her di sadvantage of spatial techniques is that the
enbeddi ng 3 techni que for producing them cannot be
publ i shed wi t hout neking the €aternark nore easily
renovabl e. In addition, adaptiVve watermarking
techniques are difficult in the spatial domain, as it
is hard to distinguish between snooth and noi sy
regions. (2) Discrete Cosine Transform (DCT) donain
\Am@vmw&fmg:md@cmgémewmmt be publighied witheet makingthe

C b Rfold &R BB able. 1f ghfifiofl. Hrab ik iRl ing .

ofté6Hhidwde ate difficut irthers tM?EanéJﬁM@ﬁ% Rard ®©Aistiyuish
wat er mark can resist JPEG MPEG attacks nore easily.

wietwaen Rmegth antoPisydiegiansef f ers t he possibility of
enbeddi ng watermarks directly in the conpressed

format, so as to mnimse the conputation tine.
H¢ReDiscreterGosine Trarisfoine $DCT) ‘vzibaiab)rh watqrnharle@Thak)hwémmdely
conpr.ession predict the visible |npact

V\éﬁl&'ﬁ%l’fkt qnx@xth&E@rakedWPEﬁ%g@rmeﬂw WE midsfrequency AC

coeﬁl Cl en ?ﬁﬁ@f(ﬂﬂ&%%&é&n@ Ih%\% g@@\g Q%Q éf(%o(r)rfée%robust to

t EIHG gnd MBEQ cornpidssiovseltbe \Matennymkg:aﬂ rgs st JPEG/MPEG

" eligeRs e By Waleniaia nbiah o8 AR tes PRbASRLY of

| erhsetRlihg waAsierhrRS dirsbdly mr tﬁé‘&dﬁﬁﬂ)r@@sé@?&rﬁﬁdtssd A9 minimise

whi ch anq zes an image 1n detail in the frequency
ddhecnmpumommm Howevan previous stusiies en yisikility in DCT domain

TSRk SR B AcT BT FERGle s B o Btermariec
l agel Usaall, the aaterfitirRiid embeaasd lifithdlowafréqtibhcylAe
MRA I s conpatible with perception by human eyes,

t IRoelciands in thg BCHQMAN. i n managi ng a good sel ection
of wat ermark enbedding |ocations in the original imge
in ternms of robustness
(3) Wavelet domain techniques exploit the Wavelet analysis signal processing

method which has been popularly applied in image processing in recent
decades. Wavelet analysis is usually based on multi-resolution analysis
(MRA) which analyzes an image in detail in the frequency domain. The
wavelet transform consists of a multiscale spatial-frequency decomposition of
an image, e.g. into four bands such as an approximate image LL and three
detail images LH, HL and HH. The MRA is compatible with perception by
human eyes, therefore, it is helpful in managing a good selection of
watermark embedding locations in the original image in terms of robustness
versus visibility. Wavelets are also key in the ongoing compression standard
JPEG2000, so wavelet domain watermarking also has the advantage of
robustness to JPEG2000 compression.
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versus visibility. Wavelets are also key in the
ongoi ng conpression standard JPEG000, so wavel et
domai n wat er mar ki ng al so has t he advant age of

robust ness to JPE&000 conpression. 4 (4) Most

wat er mar ki ng techni ques encounter serious problens in
extracting watermarks after £ af fi ned geonetric

di stortion, i.e. inage rotatio scaling and
translation (RST), which is cal | ed

m s-synchroni zation. For this reason Mellin-Fourier
Transform domai n wat er mar ki ng techni ques have been

| (dyMdstwatesmacking techriquesséncounter seticusi problemmsiiar exeeicting

transfor t| ons _a en_t ombi nation a

ﬁfheﬁaam?fj '?frcg%?m lce‘i’ Thd € NP9 £&3R89 scaling
”&)ﬁdea‘iféldt@\ﬁe(RSﬁ AIEHTs a2fle@ imiSBYALRIOMELBA. For this reason
wat er mar ki ng_enbeddi ng process wth nmethods dealing

wMeill%Eburuangfmm demainswetarmankipg dechnigues bavebeen

L BEaYiS fug fhsblth Yo IRREREF RS P Sy irations and

p@&éhltmr cof®itdtion aNd peretutaties hna:w@ﬂierawat@rfmmmg in this
possi bl e. Anot her di sadvantage is that it may not

eé(‘@)’ may &lsa kave theprdvantagep W'Vbl@ﬂng: the \Mﬁf{eémﬁﬂf'RQ e?nbeddlng
86&%%&}?Hétﬁé(dé ded % \H{t)h Egﬁn %éorjn f&rdl ttllonngproblems.

ui renen I nvIsi er nar
sy-kivmnerﬁsnmdrambama’ls Msthrsanmrmaaﬂngrmmmdtw increases the

?ﬁzﬁi%ﬁéﬁ&ﬁ%fe&% 1§ ¥PDdEUgn B el RuATBpan of such
TRETIAUSS iy RR GBRREIIIE AforrbpaRanaAabb s I it may not be

ments to e sel ecte
basey toacbieve limparceptibilityoof tBeavaterriatks) . None of the
above-nenti oned WM ng domains is directly based on
HVS, but instead they are derived fromfrequency-based

T Eereﬂmsmty fslie bﬂﬁé moSttiRReeant RIERIrAMeHs AR W,S,b,e

as wavel et et hods, consider e wor kspace and
uwagmmmkm system; 8docgeiden weamr%rnélt parametesfor

e PRt e JUP sty B0 i, M RGN ot

dennmir pmagmeyes THeeefareva sopkdpdce tofbet droséhtand its WM-
embedding elements to be selected should be ideally based on our Human
Vision System (HVS). None of the above-mentioned WMing domains is
directly based on HVS, but instead they are derived from frequency-based
mathematical functions. Although some WMing methods, such as wavelet
methods, consider the workspace and use WM-embedding locations closely
matched with HVS by selecting certain frequency bands for WM embedding,
they do not fully satisfy the requirements of HVS and do not guarantee the
invisibility of the WMs.

The two components of a transformed image are the basis function used and
the resultant coefficients, but the basis function is the dominant factor to
determine a transform in the above classical transforms. In other words, such

a transform is fixed if and only if its appropriate basis functions are
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The two conponents of a transforned i mage are the
basis function used and the resultant coefficients,
but the basis function is the dom nant factor to
determine a transformin the above cl assica
transforns. In other words, such a transformis fixed
if and only if its appropriat35basis functions are 5
deternm ned. The coefficients depend on the audi ovi sua
data that is supplied to the basis function.
Therefore, when we refer to a transform we nornally
refer to its basis function (or to a coupled pair of

bdgte;rrrﬂrumtﬂhmqefﬂwow dgpendhen thea@ucbowauakdaiﬁéh&trle supplied

| o B Phetet S, o) s 5L '8 ot e mrmaly

baesfes td e bhsefuh&tio{oy téasdoubpted p@lr bﬂbQSIsthmEtlbn@B Usually, the
data, However, the advantage of fixed basis transforns

seéﬁlsa‘ynﬁ@ws arerfixednwhigh isinot figxible 19 yayiqus; types gf images, so

bIHEETRHE BidadtaliBhe i aRR Yot B EIncRifis o Bk BF Bertain
Sitypes ofvdatbdtlbwewr dwmdmrﬂage@lﬁflmdab?sagranslfmrnwsuch as DCT,
e ent. a atio , t of the t
“Erasas B e bndl R Bmpiicite oA aietmndrsina saney RS e, of them can
S SRt THtiv] BA&S rdonsibAth 1 Bmbiekialif Sidetetfioh Sfies
transformis a new Si gna processi ng net o t hat
cmtheut any goginguritatian averbeddly i ndependent conponents

in the conplete statistical sense. The I CA transform
can in theory convert highly correl ated audi ovi sual

da anidariergaéntsdpliehtion [9)dgReoBR presehtlih¢émtdtSpropased a
ICA transformoriginated fromthe desire to produce

stefiqusfasovaatearkinga single ivege whidhmadenisa ofdCA

T SRS RAET AnCPEPEGERG T o Ty B8h¥ rgtESsiEFhEhgh Togtdonvents
C @&f@mailte rﬁﬁ@tuaﬁhﬁ thdependdrt carmpomesrits imthe csapletel statistical

criterion, the basis functions need to be changed for
ePEn§e. 'Ehuﬁb HF/?* éranafmrrbqarslmaﬂ"'eem %‘HtVe"fr*NQQ'V Cd’rﬁrQ@Rd audiovisual

VRIS B0 00 cob B 08 % TcHornate

f dnoo thendésire tal prodoeg eignal components, i.e. the coefficients, having
statistical independence. The only fixed factor in the ICA transform is the
statistical independence of the coefficients, and in order to meet the
independence criterion, the basis functions need to be changed for every
supplied audiovisual object. Thus, an ICA transform can overcome the
limitations of DCT and Wavelet transformations, which have one basis

function for all images.

In an ICA-based image analysis, the amplitudes of the ICA-transformed
components usually have a probability density function (pdf) which is a very
sparse distribution, also known as a super-Gaussian distribution. The
properties of this probability distribution are 1) a very high peak appearing at
the mean value of the distribution, 2) a long tail appearing at the two sides.

Figure 1(a) shows a typical super-Gaussian distribution. From Figure 1(a), we
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In an | CA-based i mage anal ysis, the anplitudes of the
| CA-transforned conponents usually have a probability
density function (pdf) which is a very sparse

di stribution, also known as a super-Gaussi an
distribution. The properties of this probability
distribution are 1) a very hlq? peak appearing at the
nmean val ue of the distribution, 2) a long tai
appearing at the two sides. Figure 1(a) shows a

typi cal super-Gaussian distribution. From Figure 1(a),
we 6 can notice two properties of the anplitudes of

| can notite itwd noperties ofthe ampums QfﬂCAmeﬁfiQtﬁmiﬁt & smalle

ver Iar éand WhIICh re yer ¢
< Fiihoe? cB R Rsifts bAVS vt B FALES T HPIch repggsent very
n%f&hﬁfeaﬁi c@ﬁ@bheﬁtsacsfttﬁe hﬂé?e) andkl |arg@ m@fber &f dduffi@nts have

the | CA transform picks out many kinds of different
| smallalugses from each individual image, they all
have in common that that the features are spatially
ori ented, band-passed, and | ocalized both in the

s pdathobagh ainsl ICA temstorny pidksauhmany]Kidd of differentiGRrfeatures
words, they are some edges and bars with cer

aﬁr@msgacwwﬂgu@dmag@ngt%a" haked Goramofdha tiﬂ@htheasﬁeatures are
er ebﬁ qteal l?ﬂ"ed‘s Egar e'a gg&l’?r%l Z(%H@t ri?ﬂfesﬂjatlarl Pprgr

n&eqaénc;edbnmts Hi[@3{7]. rhn other erdantheiysa:elsocrmf edag:es and bars

t HfR QoD @nies. AR anG)engHRBo T Hess, St Pesrarnial slements or

C QPR ShapdSpe20GmBgasNt s pass by dlfferent tuned
channel s fro%nhe reti %a to the cortex, each channel

being tuned to a different respective conponent

et INaeCa® 88 adhod Rinhe BobRIRARAR 5T aptrs in

C éhe® hdimamt isudltortes. it eswdieied thatlthé HVS spﬁtatvismal stimuli
(correspondi Erﬁto a phase in the Fourier donain)

s e the ratisgudiies eye cuatpégmh diffiegentecompriants. umeaencqrﬂ@onents
F{ﬁ%b% dif 'nP tun cﬂﬁn?lm# frdf tﬁgef@ﬁﬁé t&ﬂ'{é QHek, B&ch channel
stinul-ate st gnha 0se C S

being tuned to a dlfferent respective comap:oi%tn(te[‘ll][3][4]. The characteristics
of a component in the visual field are

¢ lts location (corresponding to its co-ordinates in the image domain)

e |ts orientation (corresponding to a phase in the Fourier domain)

e A spatial frequency (corresponding to a magnitude in the Fourier domain).

A perceptive channel can only be stimulated by a signal whose characteristics
are tuned to its own characteristics. Different channels have different
characteristics. Moreover, according to the perceptive model of human vision
[4], signals that have similar characteristics use the same channels from the
eye to the cortex. It appears that such signals interact and are subject to non-
linear effects. Masking is one of those effects. Masking occurs when a signal
cannot be seen because of another signal with close characteristics but at a
higher energy level [5][6].
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are tuned to its own characteristics. D fferent
channel s have different characteristics. Mreover,
according to the perceptive nodel of human vision

[4], signals that have simlar characteristics use the
same channels fromthe eye to the cortex. It appears
that such signals interact and7are subj ect to non-
linear effects. Masking is one of those effects.
Maski ng occurs when a signal cannot be seen because
of another signal with close characteristics but at a
hi gher energy level [5][6]. 7 As the characteristics
of a conponent in the visual field closely match the
pr, t é tuyre %ﬁ

e FadartFa o SermPaeltih e KsAREIGH TosBhPmatih the

r Wdiwt‘-éé of feat@gdn th& ICA Itrahaforh'i keost &ff M:ASmtagatfeaﬂuees
nmost essent| al elements in inmages: perceptua

spetﬁ'm% aniCASrAnsfieim keprepent the egpgedike Qﬁrdﬂfﬁtd%?'Yst that are
t R &gk gbygrft%:) eférﬁ%ﬂb?ﬁﬁ%&%%t eréﬁ%ﬂugllﬁﬁgﬂfﬁéaf 8mponents.

Fouri er trans rmao sSes a
v &ligiegbpsows prpestot the teemsfomelV forad typical ineage, gl Fig. 1(c) the

1ﬁfbgiari§ih%2n$f"§a'sotfi€ i haveasepiathpiitde S8hims arpirdarptefted as
e)P Scalé vffaﬂléso‘ﬁg 1)) hlbﬁtarﬁﬁlﬂﬁﬁeé ard Whﬂga\%ér‘é@s}in FI% 1(c)

rn [CA features froma sing |g| | mage
| @lgfaampllwleeramldaeld Fromthe digital | mage, a |arge
nunber of 8x8 pixel patches are selected at random
These patches are vectorized and used to forma first

date pratéssdéscribed mgspusaarsoromhsmns of the matrix X
are processed to reduce their neans to zero, and then

the matrix is pre-whitened by rermvi ng row w se

[ et SoBla 1 afb el R YGh ERREITIRA & sl Bickiefimace

nﬁ\ih’d:h( |s\latefcr®vactermm¢<edYE\%m xn@glgitat rmargdezlw Ias%@ hutnbet of 8x8
the rows o a na X Icn | aprouctote
déeist Pﬁ&h@&tqfﬁﬁejﬁﬂeq ALrandeniy eéﬁeQPtﬁ%‘ﬁ are \eciprzqd,and used

LG TS g X ey Eatenl SSnaapglheare
processéd to reduce their means to zero, and then the matrix is pre-whitened
by removing row-wise correlation to form a pre-whitened matrix V. An ICA
learning stage is then performed on the pre-whitened matrix V, to derive a
demixing matrix dW, such that the rows of a matrix Y which is a product of the
demixing matrix dW, the pre-whitened matrix V and the first data matrix X are
as independent as possible. Finally, in an ICA feature forming stage, an ICA
transform matrix W is formed as the product of the demixing matrix dW and
the pre-whitened matrix V. The rows of the ICA transform matrix W represent
64 ICA filters of the image, which can be applied to the image to extract from
it ICA coefficients representing the respective intensities of its statistically
independent components. The corresponding columns of its inverse matrix A

represent the corresponding 64 ICA synthesis filters.
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transformmatrix Wis formed as the product of the
dem xing matrix dWand the pre-whitened matrix V. The
rows of the ICA transformmatrix Wrepresent 64 | CA
filters of the i mage, which can be applied to the
image to extract from it |ICA coefficients
representing the respective infensities of its
statistically independent coﬁ%onents. The
correspondi ng colums of its inverse matrix A
represent the corresponding 64 I CA synthesis filters.
8 A second stage is to enbed a watermark into the

i ﬁawwrgi stag¢ iptoepmbed aswatgrmarieintorthgeimage by (Hrrepedcessing

u5|n thelCAtrans tri obtan

o355 Iaod Iy thelShalB dmain. (g AT GRS rPenBIri dhtaines

t Ralifef t6 eahEidtintRESmageiftom ivageinBh&ities td NCA Iceéfficients, (iii)
coefficients, (iv) using the inverse matrix Ato

t M@t«smrmr\gwtéevlﬁfemﬁweats; () ¢eieg the inverse magix Atpdransform
< e PRl A oty baBRRio 4RE RERS R, BRE v post

dipgbdedlsing inetbe spBBaleddrnain. Thist I’QSUMﬁtreﬁh@&mktehaarKddedlgltal
same first two stages resulting in retrieval of the

wihagemr ked | CA coefficients. Of these, step (ii)
typically uses the ICA transformmatrix Wderived

during the enbeddi ng process, so that in this case

t Detewtion of thé veatetrmalkehasithe sane Ifledtltwotsbagdfaered;ettmgtlh oetrieval

P oLfHe et ked TR coRtigasgs ASLhes  Siepy Wpicaly Hsgs the ICA
Lzl%ggfcﬂh{ RatrdEINeEERY Gtﬁ}lﬂd“f?r%eerﬁﬁsaélhg'p?aééss -EB'tﬁatn'ﬁXhls case

a "blind detection process maki ng use of
t fiiee matgx MWahaséde bermadt@avallahj@)o the detectiom pmqetsa also. The

| efeyan8 WEAERR AP oo it oL &1 R

[ YHetedtitg! the idiyitaR WatehRyarkan md@t coe’ﬂi’Méﬁ@eTﬁI% 1Bay lbeddy a "blind
techni ques, does, however, suffer fromsonme practical

i mlonrpr@@es li(Rot.amekingayseopithe giginal watermarked imgge) or a

FoopRIhY SeleciBR: Brassf (ubbOaE SABLRL Ty ERHA Rk Wage)

wat er mar ked i mages. Furthernore, certain applications

%ﬁ%ﬁgﬁ#&g@ﬁaggﬁﬁ&éﬁ%ﬁegk whslte?rr\ (renany ways a great
advance on earlier techniques, does, however, suffer from some practical
issues in certain applications. Specifically, in some applications there is a
time-consuming computation for the generation of basis functions for each of
the watermarked images. Furthermore, certain applications may have a huge
storage requirement to store the matrix W for each of the watermarked
images (and also, in the case that the watermark detection process is carried

out in a different location from the embedding process, a high transmittal

burden between the locations).
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i mages (and also, in the case that the watermark
detection process is carried out in a different

| ocation fromthe enbeddi ng process, a high
transmttal burden between the | ocations). 9 Sunmary
of the Invention The present invention ains to provide
a new and useful nethod for termarking of digital
data, and apparatus for perforting the method. The

i nvention further provides nethods and apparatus for
extracting watermarks fromthe watermarked digital
data. In general terns, the invention proposes that a
gSummaty afithellaventiofi t al data objects (typically
digital inmages) are used together to obtain a set of

08 PRt ERSRT g e 287k, o HER. R Hskgliofbthod for
Okvat@ringarking! A4 fgetat dalbjfrl appdviaels foreperfdriing ARe ragthod. The
nor e gor all) t he group of images, or other digital

dénvengen eféttbeerMﬂ%ﬁ @%h%'& andt%opatrﬂ% foripxtragting twaggrmarks
tlﬁ%‘n {H@wgfétr aﬂ?é(fﬁéf}a ﬁa simlar" may be expressed

nmeani ng t ey at least one simlarity
crlterlon inrelation to each other, such as having a
mln lgehemirteahs,t theninwkentidn ipsopdissethat tahganlpobﬂ sinailas] digital data

tal dat t be part, of a dat ab .
Piecss (uslealapfouBladey By neSRaane! toioPtBkes SaboblcA basis
prfk‘ﬁ‘id%h@ TRE&d Bﬁsﬁtfﬁﬁcﬁtfnsoé‘r@ ﬂhbh%e@lgntéW\/a‘t’éFrr?arklng process for

0] JeCtS I nto groups accord Ing to the simlarit
c vadémnarkingrone ex ampieedigital data objects whichbcare althar one or more

| Dt e ol B atties PP Binkso Bl B BB e gre simiar to

S¢iggrn. i nside a novie, or alternatively a plurality of
i mges may be clustered into groups by one or nore
nunerical simlarity criteria. there ma

|y
o3R8 sptasis el iid o it 8 SSHSlErymaY he Anpressed as
ni @JtﬁéltaﬁwcﬁWhgggtﬂt%Bﬁt g@é‘:&nﬁ’lgﬁ &ritekiBh! @ h%é(t]xon to each

crl eri whi ¢ not . tionally, only
t lothérosueh ashapeingsa muudleconedatidnowhichtie abavéarthrestold level.

The digital data objects may be part of a database of digital data objects, and
the process may include a pre-watermarking step of partitioning the data
objects into groups according to the similarity condition. For example, if the
data objects are images then the pre-watermarking step may be the
identification of similar image frames in a similar scene inside a movie, or
alternatively a plurality of images may be clustered into groups by one or

more numerical similarity criteria.

Optionally, there may be a process of partitioning a database of digital data
objects into objects which obey a similarity criterion, and those which do not.
Optionally, only the former objects may be used for watermarking. Or
alternatively, the one of more latter objects may be watermarked individually,
e.g. based on a procedure as in [9] in which the ICA basis functions are
derived individually for those digital data objects.
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alternatively, the one of nore latter objects may be
wat er mar ked individually, e.g. based on a procedure
as in [9] in which the I CA basis functions are

derived individually for those digital data objects.
10 Optionally, a clustering algorithmcan be perforned
usi ng the dat abase of digitaH data objects to derive
a plurality of groups of digitgl dat a obj ects, each
obj ect of each group obeying a simlarity criterion in
relation to the other nenbers of the group. Then a
set of | CA basis functions can be derived for each

r pienally,ea (elastering ralgoritem canvee qrertarmedndsiog ther database of

oRfteR §oEpRiefie.in A5 RtfrpTcodrotha Rl fdtel B fetes, cacn

gbBjérR) -of AbdcH Rdup Abeyirg @ Sinfilapity [EPiteticl @V Relatibn to the other
digital data objects in the database nay

be
pendeerisnefdthecwiopnar dhen@ seleoblGA basgis funcliomssan be derived for

' S scl i ped e n ;
- BEh B A engIRT, AR s RE AR ark ey of i€ ata objects of
afe geAlp @r/orfother Eltaéobjebtsorf)béﬁﬁ% Bafficientlyryimilantd the objects
learnt fromthe group of digital objects as a conmon
b&§the g@UP).or these digital objects. The I CA | earning
process is just done once for the whole group of

ohy : t ' o ' f
SPUBTHYeR, thE Sl BERERp 3L o8 SR RS HKEhn e ctaase
t haay béerepdetinecirt nethod. Furthernore, only the

common basis set is shared between enbeddi ng and

det ection sides.. The factors an that th .
oTTRaBAR hE huiof E A ERrnE WAt ek A iiin SRsarines above.
t ¢hd peddntoihvantion (& nibreepratikainand teffidiBhO e rédldaplications. A
practical in real applications. The exact degree of

i Biale sakel IGA basialfupctipasds dearnpbam the aroHp & digital objects as a
B S 81 8R4 e BB PR Bt process s s
walopenehkedformtige swholeh ggoupl ofmobjentqt isbi khdty tierdcamputational
eI S daring FELRasiS SEbE IoNET PAURIIALREIRF! 1heRdhe prior ar
ben&Rsar | Bitherhfire ! Nhiy alfe Yommon basis set is shared between
embedding and detection sides. These two factors mean that the overhead of
the watermarking process is low compared to the prior art ICA watermarking
technique and very practical in real applications. The exact degree of
improvement typically depends upon the number of similar digital objects in
the database. This improvement is achieved while still providing to

watermarked images with good imperceptibility and a robust detection result.

Brief Description of The Figures

Preferred features of the invention will now be described, for the sake of
illustration only, with reference to the following figures in which:
Fig. 1, which is composed of Figs. 1(a) to 1(c), illustrates some

properties of an ICA image;
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illustration only, with reference to the follow ng
figures in which: Fig. 1, which is conposed of Figs.
1(a) to 1(c), illustrates some properties of an |ICA
image; 11 Fig. 2 is the flowhart of a | CA-based
wat er mar ki ng system which is an enbodi nent of the

invention; Fig. 3is a rovvchqr1t of an I CA feature
| earni ng process which is part 'of the systemof Fig.

2; Fig. 4 is conposed of Fig. 4(a) and Fig. 4(c) which
respectively are a flowhart of an | CA-based
wat er mar k enbeddi ng process which is part of the

syst emFig. ZFisghe flowghart|af asiCAebased watermarlkingi syistem ivdrich is an
of I.CA.cqe f}n@i entst erformed in a step of the

fPHWgééH'F,“ AhGedVeM%st rati on of the I CA basis

functi ‘F‘i? 3 5@ fiowERart bhan ICAgehfu@e |ddrlingprogess which is part of
fl omchart of an | CA-based watermark detection process

withe Bystemeoffagt 2o0f the systemof Fig. 2; Fig. 6 is a

fl hatt 411 ' dgli f

Fi gs. 519 4s dubdoRed 4518 0l BB TG TR BBefiely are 2

mg\gglﬁah?f anflCpwbased w?téépﬁrk ghibwdibﬁg/\pﬁdmle_sk ﬁm?ﬁcbrt of the
ection _process of Fig. 5 can be i e e

| SHiesn BhE i Roan livsiTAlop 0f diiassiicaton.of I6A cpefiaterys Rerformed

Wi 6%ep of g% N6t RENEA badid!RidcRbRS

an “encodi ng and deé¢dding process In a furtner

erfiddlotving the ofderimg; i nventi on. Detail ed Description of

the enbhodi ments As descri in detail bel ny of
he pr Gdbetiac BpShAN ohan deporAsseratsrmat,deisclign process
| QMBER isoé‘p?g]%fitﬁb e(dBRopEIgh2enbodi ment s descri bed in

reference and according Figs. 2, 4(a) and (b), and
5 to 8Fig & isea flowskart ilwstraticghowrtherembedding pregessaif Figs. 2,

A b R TR 07
for easgy.of is a flowchart illustrating how the ICA-based WM Detection
process of Fig. 5 can be applied to the images obtained in the process of Fig.
6; and
Fig. 8, which is composed of Figs. 8(a) and 8(b), illustrates an
encoding and decoding process in a further embodiment of the invention.

Detailed Description of the embodiments

As described in detail below, many of the process steps of the embodiment of
the present invention are in common with embodiments described in
reference [9] and according Figs. 2, 4(a) and (b), and 5 to 8 in the present
application are taken from [9]. These figures will however be described below
with reference to an embodiment of the present invention for ease of
understanding. In certain cases the input to the process steps is different from
that in [9], giving the figures a different significance in the context of the

present application.
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understanding. In certain cases the input to the
process steps is different from that in [9], giving
the figures a different significance in the context of
the present application. 12 Referring to Fig. 2, the
met hod which is an enbodi rrent of the invention of is

illustrated schematically, Hgng on an i nmage taken
froma database 1. In a first 'Stage of the enbeddi ng
process, "ICA feature learning”, a plurality of

I mges (a "group of images") froma database 1 is used
bﬁa unit nmarked as 4 to obtain an | CA transform and _
aRefeingrio dig.e2, ithamagtbedwhich isear embeagirpentef thednvention of is

¢ Bltsbl el Pl oo doians St 5T E HaBbte ©

transformis used together with an image fromthe

database 1 to _generate | CA-based coefficients (by
uth @ fssistage of the embeddisgrRipress. o t% f@ﬁi@fﬁw@armag ! gedurality of

Sh@&ge%gé(?fc’pé% aé%‘éé” g-o\%g%er rrar er n, I"ﬁt I’théed as 4

Cc eorbbtzil ahyCA tnamstfoﬂh end aiSIClﬁiLmversdntrahﬁofrﬁ)‘{ab deechbed below
coefficients to formwatermarked coefficients. The

wél deteletreferencede &8-SSlare then transfornmed by a

unit 13 using the inverse |1CA transformto produce

t he wat ermarked i nage. Once this watermarked i mage has
béen sgenad stagk bttheaarmbedcﬂiug proceasst HEA-JNMIansbetiding'h the ICA

wh t { t ed

corpRian s eeldnagthel wi A Gide kS be datobrse 1 fngenerate
n%ﬁﬁoa§eﬂ éJé@fl(Q@ﬁt@%& BUrH SHRHF as 7?%%.%&%@% second
there 1s a first pre-processing age, performed by a
udiatatiase dand arsyrfsemi mwlmmtathfane uaﬁd byi & uit shown as 9

iR RERIER Rtk Ranehy iRl torhihiia Ut nown as 11
anpaihobedCiobakati Esdfficibh&toSorrh watesnakedajoeffidients. The
effects, etc). Subsequently, a unit 15 uses the I CA

t wateroanked cogfficients are theaniransfarmed byia gt 13 msig the inverse
VGERAFRNRSR IRPIgA cEahé waterRirked fmdggs the war ped

Once this watermarked image has been generated it can be put into the
public domain, where it is typically subjected to compression/decompression
operations, attack, and noise.

In the detecting process, "ICA-WM detection”, there is a first pre-processing
stage, performed by a unit 14, of compensating the image for any distortion it
may have received in the public domain (e.g. geometrical distortion, digital-to-
analogue or analogue-to-digital effects, luminance variation effects, etc).
Subsequently, a unit 15 uses the ICA transform to convert the watermarked
image into warped watermarked data. A unit 17 uses the warped
watermarked data and the watermark pattern to produce a result indicative of
the presence of the watermark in the watermarked image.
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wat er mar ked data and the watermark pattern to produce
a result indicative of the presence of the waternmark
in the watermarked i nage. 13 The procedure of
adaptive ICA feature learning is illustrated in Fig.

3, as follows, where the left of the figure gives the
process steps and el enents on, the right of the figure
illustrate typical results of fhose steps: 1) In step
21, a group of images, such as image 10, is used to
generate patches 20. These patches are 8x8 pi xe

arrays randomy selected from different inmges of the
gibeprotedureri@dagtive [CA Jeatuce [pagninglie dlustratad inifrigt heas

d?ql@bas glh%'t_%ﬂﬁ:eg%ﬁéf‘{aetﬂg“g@ glggg -t%%Fciqe%sggéﬁ éﬁg elements on

CEHd BEMCST the ﬂ§uf@illMsﬁer%ttyFlcﬁDfdsﬁlt@bf fHoseaitagsn the
i mages i s above a thresho QOtlonaI 8 a clustering

aly stenrﬂh@]gr@@pmmiagasmc agimags d0sisdiseddeigegeraie

c PrEAE 120, TheGs PEfia e PR Bke RGP B iy eflei from

oaﬁfepénmag&rdjun@gfmy bly omitting one or m)re
i mges which are not sufficiently simlar to other

i mages of any of the groups). Alternatively the group

f
el aB R8T e SBCRUSH e S2BH, abEBARY (o ono
I aba’loreesugllarltymdltera iFog elthples,mnﬂ msmblarsnmttmtgs:rltenon is

Felmply thal cwe%ewa&‘s; i, AhONE Autigegiod. Optionally
t B%Iéﬁeﬂﬁ cﬁutﬁm&n?%@eca?ﬁé& bBae a@raepreamanhgmgqhs@a%ase 1

from eve ma e o roup i'n order to cover al
k iton itkendify omge nmna;geeupm In tee ciustey@g(aigoethnhﬁte lmages are

t t t h dond
o GG otk SFRERS bidlibs BGBRLCITRIAEPOR P fadd irfiges
SNHSH Afn&l SUFfisiently Sikilar &slbaee nhges bOﬁhK of the groupeht
and top to botton). This process yields the nost

comon i mages features in the group of inages.
Alternatively the group may be predefined. For example, each group of

images may be images carrying a respective pre-allocated label, e.g.

indicating they show similar scenes within a move.

Twelve such patches 20 are shown in Fig. 3, but in fact more preferably
hundreds of thousands of 8 x 8 image patches are randomly selected from
every image of the group in order to cover all kinds of image shapes in the
image (note that an alternative to generating the patches randomly is to obtain
the patches regularly block-by-block, e.g. by selecting blocks in turn
adjacently from left to right and top to bottom). This process yields the most

common images features in the group of images.

2) In step 22, the 8x8 patches 20 are each vectorised into respective 64 x 1

column vectors, and the vectors are used as respective columns in a data
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2) In step 22, the 8x8 patches 20 are each vectori sed
into respective 64 x 1 colum vectors, and the
vectors are used as respective colums in a data 14
matrix X. Thus the matrix X is 64 elenents high and
has a nunber of elenents in the lateral direction
equal to the nunber of patcheg,20. 3) In step 23, the
rows and colums of the natrij X are processed by:
subtraction fromeach of the el enents of each row of
the respective nean of that row, to forma nodified
matri x; then subtraction fromeach of the elenents of

e gtrix . Thwos dhe matrixXdistideelements Riobfanchbas sdpwabenaf

Ry e Bleyeietal BPaaled dalefiih %P%ﬁbgaﬁééfgﬁe? 79

rows or col ums have zero neans. In step 24, "PCA
pre-whitening" is carried out, in V\:hIChthe dat a

) In steR 2% th@r@umnd SolmBs o ther BAtXY 258 ProcessgeIby:

Cgppgggtﬁnoﬁm%aeﬁa fftE%eﬁ@nfs%}é?p rb@/sofIr tRY rﬁ%ﬁé‘ctlve mean of

C €yt Iro@ teeformt a modifiead/ ﬁ%‘tn%,(‘fhem/eu bﬂnad:t&)rafr@’ﬂl)efafbhrmftthé X.
We then obtain its 64 _ei genvectors and f

miqreﬂntﬁ@ eachicelumuef e medifladlaatrix géhe&%%%ﬁtweaaean of that
2 gRﬁﬁﬁ IMGs [EMfts in lEmakrid 6@?%@0&&%3%&&9{9%§§atbﬁeé’%|vﬁ%h

or der ‘de-correlation. ata matri
peackh of ¢k tevsgr solumnisdraveazereuneans.i x X' given by X =
V x X. 5) In step 25, "ICAlearning” is carried out,
e g. the algorithmcalled fastl CA by Aapo Hyvarinen

8% in $ttipS24, Cédp@ﬁfélwnﬂeMﬁQS.st&ﬁr@@b@t MWwhich the aétafrﬁémc X is

em xing matri X, hé rows of an output matrix
9'F"7@‘|“"”1’ti5‘"‘5?"‘-’l We«foxmm 8 prmlnahgepsmuent ara%lyggg(g’pé\)éo remove

ml?%n 5‘3’2 ﬁ\ﬂ?g géﬁrg@é@nf ﬁ@(\:‘? ﬁgﬂ& Is/vg@%%@ﬁefﬁedég\)aﬂance matrix

U)ol XE, odhictbls 4 B4g64 matix. We@eh edtaln dtsfear eigagiedtsrs, and
carried out to produce a matrix W{(the "ICA

t feffR Adyening majrix ¥)whish dasitgse eiaepnadeisas wepgctieg rows.
Ofn 'sgfisﬁ@sc‘ h?§ Rfdgé%% i§ 95 daﬂﬁd lopadt! d’eg-goﬁ?!léﬁ%n. f'r\(%ﬁafé matrix X
wel ght

The r epr esent

fiig pmceseéd ubkingi W&g&)rﬂrﬂa nélematriv Xt gigeh bgnS'Ed xi' Xof

Fig. 2 is an
5) In step 25, “ICA learning” is carried out, e.g. the algorithm called fastiCA by
Aapo Hyvarinen [8]. This ICA learning uses the data matrix X’ to form a
demixing matrix, dW. The rows of an output matrix Y given by Y= dW x X’ are
as independent as possible when the system is convergent. The matrix dW is

orthogonal because the input is 2nd-order uncorrelated.

6) In step 26, “ICA feature forming” is carried out to produce a matrix W (the
"ICA transform" of Fig. 2) which may be considered as a set of ICA basis
functions, and is given by W = dW x V. The rows of the matrix W represent 64
ICA weight filters of the image 10. The "inverse transform"” of Fig. 2 is an
inverse matrix A given by A = W' (or equivalently A=V"'xdW"). The columns
of the matrix A represent the corresponding 64 ICA synthesis functions. Each
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inverse matrix A given by A = W (or equivalently

A=V- 1xdWI). The columms of the matrix A represent the
correspondi ng 64 | CA synthesis functions. Each 15 of
the matrices A and Wis a 64x64 matrix. The synthesis
matrix (set of synthesis filters) A and anal ysis
matrix (set of analysis filter ) Ww Il be used Iater
in the | CA watermark enbeddin and wat er mar k detection
processes. Turning to Fig. 4(a), the | CA-based
wat er mar k enbeddi ng procedure is shown. It includes
five stages: (31) pre-processing the host image in the
s phtheamatrinesi A and :W)|s @xBdamatrix Thagynthesis matrix (set of

pre gggf %ﬁ%%td e i nt Lseipfgs@gﬁ'@%) Vﬂ&{":l ¥§ used

\(Natt)éﬁﬁn)théﬁcwwaféfméﬂbéﬁﬂeﬂllr@%m waeerhfafk deaidtionigtotssses.

an inverse ICA transformfrom | CA coefficients
back to inage intensities by nmaki ng use of the

YOS BRI o SRR BA A B g ifcecure i
dehawh: |tﬁiﬁ<ﬂu@é@ﬁ@§§targesi 1s)rpaé4p@d>ceksmy me(rsdswﬁagé)n the
performed by obtaining | obal nmean value of th

e
hé@@tlalr%zj@ams@%) rlﬁettrargsfmmmg 3he BER-RTQsessed gst Enage into the

iy 00 ARG, b iding RO USRI G

c Wit (33 wateﬁvdmarklesnhnédcﬂn@ lontﬂ theblﬁ)ﬁecmfﬁeibets( $34a)mr871)verse ICA

illusgrat of such, bl

et Eomater cosfioenBuiack todimaghdtensies by TrRRGAIS® of the
X RE (BBVSEYtL fn thierSda@iel] u&nbm W

regﬁtg?téss. m‘%’ﬁg hoégsb %ggrgagééﬁ'%se bl gggs are e now

olexplairethesedlages inedetaiiom each pi xel of the bl ocks,

and recorded for inmage restoration later (step 38).

The 8x8 pi xel blocks are vectorized into N respective

C@rélmoa’@ﬁiﬁq fh stz dBmein Gstade BaRETErmedshEBbBMing the

and the N urms vectors are put together to a 64 N

mglqhat mean vajue ofthe hastdmage ggbt«a@@"@zy from eagh pixgkyalue of

nért\e?lﬂﬁl@é%o ?Ig?‘&@%&ﬂna I?f@é%%ba/res%ﬁq%lawrégtéﬁ%@ The host

pdmageris then divided into continuous blocks of 8 pixels by 8 pixels (step 37),
illustrated as 30. The number of such blocks N depends upon the size of the
host image (as shown in Fig. 4, N is 64, but the invention is not limited in this
respect).

The local means of these blocks are obtained, subtracted from each pixel of
the blocks, and recorded for image restoration later (step 38). The 8x8 pixel
blocks are vectorized into N respective column vectors, each having 64
components (step 39), and the N columns vectors are put together to a 64 N

matrix, Z.

The ICA transform (stage 32) is performed by applying the weight (analysis)
matrix W to data matrix Z, to form a matrix C = W x Z (step 40). The portion

of the matrix C corresponding to each block represents 64 ICA coefficients c.
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of the matrix C corresponding to each block represents
64 |1 CA coefficients ¢c. 16 The 64 coefficients ¢ of
each bl ock are nornalized to zero nean and unit
variance with the original nmean and vari ance recorded
for later restoration (step 41). W turn now to the
wat er mar k enbeddi ng st age (stqge 33). Sone inportant

i ssues here are the selection | CA coefficients for
WM enbeddi ng, the fornulation of WM patterns and
their nodulations with I CA coefficients. In a first
step (step 42) of the watermark enbeddi ng stage (stage
3§he BAecoeffitients awof eactolblock are Garmalifed o zaro snean and unit

BBy IES e Pl o R B 4P i acon

n@g@bag)effects for |rrpercept|b|I|ty in this system
two schenes for selection of |ICA coefficients for

enbeddi ng are described here as foll ows (although t he

 NERU S PR e B AR S50 78830 35, S8 pporan

C aRlubk Herd bife tHe y&lbetioTROKICATbesiitienls fo@WNK’élﬂbé@di iag, the
strategy for the selection is based on the ener

;
{ frmudafion-6eYM paEiams anst thedppadiiagons WithdCA ¢ cients.

feature. The | CA analysis and synthesis functions are
sorted in the order of their coefficients' energy
( wanifiastestep (Step 42) f theowaterorark eptetiding stagedstpge 33), we

caleat whidh of e 6A candligensiy e iage obfingd fstedf 2
c %ﬁftéﬂgé'ts rbb%se\éefo? @thféogﬁr? Wétérh‘%rk@‘h PG tb%ﬂV‘hﬁllz‘éf the

hi's distribution accor to thelr magnitudes into
t Inmasking effscts foranmeaceptnhmmm this systefrt, itwd sehemsistfar selgction

O ASSRAHRIR, #5065 b oS GRS NS inoush e

I gientiBnlis ﬁbgnhfte& ' thdseaichiepted sMPWanyotheesshetes iz be
coefficients with small nmagni tudes, close to zero

( Seveloped fer selecty)g thei IgA q@%fflmegtﬁ;tnswmérnaésewgﬁﬂmg)

basis functions ordered by magnitude, show ng that
they are-'also ordered fromlow to high frequency. 17
One possible strategy for the selection is based on the energy of the ICA

coefficients corresponding to every ICA feature. The ICA analysis and
synthesis functions are sorted in the order of their coefficients’ energy
(variance). The functions corresponding to large energies are put at the
beginning of the list. To explain, Fig. 4(b) shows a typical distribution of ICA
coefficients. We can classify the ICA coefficients of this distribution according
to their magnitudes into three classes: a small number of coefficients with big
magnitudes (shown as class 1); coefficients having middle-range magnitudes
with enough numbers to represent significant features (shown as class 2); the
coefficients with small magnitudes, close to zero (shown as class 3). Fig. 4(c)
shows the resultant basis functions ordered by magnitude, showing that they

are also ordered from low to high frequency.
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The coefficients |abelled as class 1 have big

magni tudes and are usually associated with particul ar
pri mary-cortex channels, so they can performa

mar ki ng effect to tolerate a high watermark strength
while still giving invisible and robust watermarks.
There are enough m ddl e- nagn|H de coefficients, class
2, to hide a large anount of termark dat a, and
their relatively small magnitudes mnimzes any bias
effect in the detection stage (which nmeans that it may
be preferably to use class 2 coefficients instead of
cl Esscaefficients labelted:as slassd bava b@tmagnlmdemand are usually
det ect.i on) sim,|

C RSCHi @R ] HarigfiaT pFtary o cahlifls” héY.pap perform a

dhfefrﬁlhgfé%c@fo f&%ﬂ'&fé thﬁgéﬁ wﬁwmdrkl deengtl whikn stll givinglinvisible
and 2 and anong cl ass 2, nodi frcations to cl ass

2apdépbustiveaieemadsed by vvatermarkl ng are masked by
strong HVS-perceptual features to result in the
excel l ent inperceptibility. The snmall-magnitude

cThefe arecdhcugcmiddie-tnagnituder afefficidntg, class @s tmlhlﬂera I’eingae
wat er mar Ki n?q’as the are insignificant eatu

oAMSuINt 6} patermiAr data. Andth TRtV Rl SaoniERes Fgimizes

g gﬁy @gi@ﬁe&nﬁg@ &eteEﬁgﬁ %té;gee@rﬁcr?ﬁbéoa&t?ﬁtﬁﬁt"ft hﬁyé ﬂgeg gfeferabny

gtmuseclask 2 d:rmfﬁuarptsnasnea):i ofaﬂaﬁsd‘et:oefécnehts inl thecobtext of blind

Coggédtn%bﬁ?@g@ﬁo&e é}lﬁfgg té tqh ﬁlfgﬂ Cté:bonsq;érég}c&pf mpgg)features

Tgﬁa tﬁ@?‘argbﬂﬁﬁeréné@@f ebafisicAt ﬁ%nﬁth@é@ﬁb&eéﬁ class 1 and 2 and
(particul In the blind detection case) the class

2 apuHTd ¢lass at smalmoditications do iclassvé ceeffigientsceasssi by .

e SR Mo SRIRGERIEE) slrnd FIVS BRI PR R repult n the

e%@alféhthﬂ]é@rd‘e@hbmw desired properties.
Speci fi cal In this enhanced strategy the |ICA

anal ysi s and synthesis functions derived in step 41

2R UHSH-FhgHREAE LoBficiéhts 1Ghds 84 R%ERirbly not used for the

watermarking as they are insignificant features.

Based on our experiments, it is found that is suitable to define the class 1
coefficients as those with the 1% — 16" highest amplitudes (i.e. about the
highest quarter of the components), and define the class 2 coefficients as the
17"-48" functions (i.e. the next 50% of the coefficients) in the energy-ordered
list. Then the class 1 and class 2 coefficients, or (particularly in the blind
detection case) the class 2 coefficients, are selected for watermark

embedding.

An optional enhancement to this strategy for the selection is to select
coefficients within the class 2 which have further desired properties.

Specifically, in this enhanced strategy the ICA analysis and synthesis
functions derived in step 41 are ordered according to their three main
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18 properties: the edge's spatial |ocation,
orientation and its frequency nagnitude. They are
arranged so that the paraneters of these properties
change continuously and snoothly. For exanple, the
functions may be mainly ordered fromlowfrequency to
hi gh-frequency, but those fungﬁions Wth simlar
frequencies are ordered accordring to direction of
their phase in the range of angles 0 to 27r and with
those functions with simlar spatial |ocations also
bei ng pl aced adj acently. The purpose of this
aprepeyties:the iedges spatiahlosatiomeoriendatiomanaits fiequeseyeen

WHEIERR pie Brsafandtd A MihEaatiinites b figse groperties
C eRAhd e centirfuolishynand sARRINIY YF & dxaimgisie, thenfinchorss maaggae mainly

this Set of coefficients is chosen such that al] the =
c oedaredifigm iowfrequaney taskigh-fremuensyi bigt thase Sunstions avith similar

a , ' , i . .
138800 Bre BRUPIBRRhplamP UPARIIRE el phase fn e renge of
r aRgRsitd Dirsand®iitArtresd funetibas withdimilausshati sagatiohdalso
robust ness under attacks. For exanple, functions

woeiniaplaaed pdiasently- Thaigyuwose & tif @rangemen is ta aximise the

Tt SRR RSB o e

" peiteimharkpatieshs g@ll' b@éf‘rttxe]?ded hetosaradt ofsefficiewts avitteadjacently
cannot e seen because of ot r. 1CA c onent s

o@(rainsgg f'emﬁtm@haﬁi B pet e%cqegﬁ?'sp@szs chieban stifh that all the

c i Std [ : I t i
CUREAEIANS 34 [y 2 MBS Il S Belpfg hre o
i guahantegiagaempercaptibility 6] 7lvaPrepetly ichpasingraneertdinrange in this

o ordemhandin el SpioRETe e botusinas VHRET difeeRR i & example,
biflsctiofs vidthid the RMcRitbaRidbIOmRdlighdjarbpge sandve telhtigsly well

2, to produce watermark patterns wth certain
pupder tmage campressiens: (ThisiteshniasietPreviges \good mapriag dased on

' n i i t
SB58 AT BB bR SEECE DTS B camot e
Sis@énlbe@Edw ?I atiﬁr}beAGUdlque‘Igs oBtdirad thwough taf—:arby ICA features
wat.er mar. attern fornul ation in spread spectrum
t & q&uagghéraptﬁrﬁt'aﬁgta%h%‘m%gf [%.vﬁﬂ ori gi nal

watermark bits into wi de-spectrum patterns. A private

Another important part of the watermark embedding stage (35) is the
generation of the watermark patterns. For effective watermark embedding, it
is beneficial to perform some pre-processing to format the watermark bits (0
or 1), obtained from the database 3 of Fig. 2, to produce watermark patterns
with certain properties. The present embodiment employs a "spread
spectrum" technique for generating the watermark patterns, which is
commonly used in the fields of signal coding and watermarking. A key point of
watermark pattern formulation in spread spectrum techniques is to transform
narrow-band original watermark bits into wide-spectrum patterns. A private
key is provided to keep the watermark pattern secure.
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key is provided to keep the watermark pattern secure.
19 To neke possi bl e spread spectrum processing, in
step 43 (which corresponds to unit 9 of Fig. 2) we
generate several series of w de-band Gaussi an

di stri buted pseudo-random nunbers, using a private key
obt ai ned from database 5 of EFLg. 2, these series of
nunbers are nodul ated with respective ones of
watermark bits, to transformthe narrow band origina
watermark bits to respective w de-spectrum patterns.
Therefore, these watermark patterns are uncorrel ated

t Joinzake: pessiblei spiead spectipmdnosessingtia ste 43 fwhichrapsresponds

i uhip o 28 FIE A and s sBUERTRBres ofWhiE SAN BaiRgian
Tblsﬁnbmédi\ peeudd-sanderm riunsbdrenading agbrivaite key obtdined frohe
| CA- based waternarking is a_ secure %st em Si nce

t ﬁetq@aﬁeﬁ Afgndsthese sgflsm‘ BURbErs greyAlodulated &I%@Sé?cﬂva
" BHBY % rﬁ‘ﬁérﬁ %ﬂ?rt‘bstraﬂ\é?éﬁn Wﬁ@ha?raﬁaﬁgﬁm\%ﬁgﬁgaﬁrmark bits

genera mar K atterns c

otd i‘empebtlve wr@spemtwmquaﬂems or-correcting codes (ECC)
into the watermark bits to i nprove the robustness and
extraction accuracy. Because of the CDMA, it is also

pfrﬁéréfb.@e &ﬁesféms%rmérv& Eltt%&lsvﬁrb oRfreIf8d t& kF'A c%am.ents on

same portion of coef I clents as
t M|cbaﬂ'\erwahelnnpdt pahtemsfaje tal bfef&nhedd&&htTémmardceBsu&also

- kiaWpiasite st Nefitenss ol niuisei MRl pabois TC TR "Ihi

bissRéire dISEhuEHRS H@rﬁéﬂtﬁﬂ@n@[xﬂﬁ%ﬂiaﬂ thé §EA-D4atledasaterharking is a
rather, are one of a |arge nunber of intensity

vaeqerg)sysm sinagt enly ithe aaavwrbha& e Rrivate Jfav ks phlettedetect or

?rq§v$ gﬁg Rl%germ/arﬁs VNGt H?”ﬂesécrhgﬁ% {&r g%ﬂ%%fﬁtg%e%atermark

used as a con varil a 07 se

t patterref darbieé vaeed Wtoﬁpitlﬁaaky ingpRNEEgBI® ieiorcotredting codes
robustness. The waternmark patterns generated as shown
aflBeGE) inte the watammark| hitp to improve the robustness and extraction

accuracy. Because of the CDMA, it is also possible to embed multiple
watermark patterns onto the same portion of the ICA coefficients as long as
the watermark patterns for different watermark bits are all orthogonal so that

they do not interfere with each other.

Note that although the watermark bits are binary, the watermark patterns are
real valued (or, rather, are one of a large number of intensity values). The
total intensity of the watermark pattern is determined by a watermark strength
parameter « , which is used as a control variable to select a trade-off between

watermark imperceptibility and robustness.

The watermark patterns generated as shown above are statistically
orthogonal to each other. This is beneficial, for example, if multiple
watermarks are to be embedded in the same piece of data. To improve the
orthogonality of different series of random numbers orthogonal, we can
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orthogonal to each other. This is beneficial, for
exanple, if multiple watermarks are to be enbedded in
the sane piece of data. To inprove the orthogonality
of different series of random nunbers orthogonal, we
can 20 optionally pre-process the patterns by standard
2"d-order decorrelation net hggs, e.g. PCA, to neke

t hem uncorrel ated. Although, di scussed above, the
wat er mark patterns used are real -valued nunbers, the
enmbodinent is not limted in this respect. For

exanpl e, orthogonal binary patterns (e.g. haV| ng the
vaphmsaliyl/pr&-pmcésswthg patiemns| tys staﬂid)ardcé?ﬁ -afday ldecorrelation

use n erles sui tahl e for use in the
Tend o BE8, FuRske dhemiieon ey ences”
"hadamard sequences", or "gold sequences" Although

t hese techni ques produce a limted number of purely
oAtthogginaas dim:useemabovegthesvva)ermarhslatMIes used are real-valued

h f . this
 Befictrie Bt s BO ABHEY, r i, redestu gy xampe
abRRoGEAl i DisSrypAtRINAS (. SﬁﬁUﬁ@Cmlealdéé +1/-b|dr8ha(wig ¢fe values
i})é){)for exanpl e be produced by applying a sig
0

a@ﬁ%r@'&%b@ §§%eﬁ@@1%ﬁuf>€dmw lﬁ@d‘fﬁaﬁﬁﬁﬁblﬁufﬂie\d%e in the
The. ..
"SHEOR e, BERR go  idq EReB, RSB spspspes”, o

atyokheedeendesiary sequence which can be used as a

watermark pattern. In step 44 the vvaterrrark patterns
obtained in step 43 are enbedded in the

4

At s LGk 70518 B Y Wogor

qutherm\seng Nar)dllﬂﬂra&es\\a techhiyue fori maklag it mnm@esea:ure In this
h |

RGN 2 s eRte I PRULER 5 it 50 Wi Alsfiiskees € random

aBehiBREEL! HYNAI ity [WRieh Inkp BF ekuhpie b pr*o‘éiub@& B)Pbﬁblymg a

nunber of | CA coefficients). The watermark pattern
t signbeperatiended saqmtm:oécealaalua@bfandanemumlwsmawm a zero

nn{e%'ﬂg).f'h%rhhff]aot Be#c;rljr\\"ls an individual component-wise multiplication, to

generate an encoded binary sequence which can be used as a watermark

pattern.

In step 44 the watermark patterns obtained in step 43 are embedded in the
ICA coefficients selected in step 42 to obtain watermarked coefficients.

Assume the watermark pattern is a sequence of N numbers aw,, where i is
an integer in the range 1 ... N and each value o, is a binary value. The ICA

coefficients are denoted as f(n), where n is an integer running from 1 to N'
(where N' is the total number of ICA coefficients). The watermark pattern is to
be embedded in selected ICA coefficients such that n runs from j+1 to j+N.

One possible embedding formula which may be used is:

fU+D=f(N+ea ) M
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One possi bl e enbeddi ng fornmul a which may be used is:

Pl +0=.f (.i)(1+a w) (1) 21 Another enbeddi ng
formul a which may be used is: .f'(J+i)=f(J)+a.w, (2)
In either case, conbining the watermarked coefficients
f(n) and those ICA coefficients f(n) which were
unchanged produce final | CA coeff|C|ents c' (in the
formof a matrix C) for each 2hl ock of the water marked
i mage (step 45). Note that it is inportant that the
wat ermark pattern is I ong enough to have a good
enough correlation | evel for robust detection.
Optionally, to enbed a maternark into a particular

i ma a f tc ock (e. 8x8 bl ocks) may
bénggﬁrﬁ&gbégj T?P'Fﬁ’ia ev\l'r‘?‘?% Ihe 1 CA anal ysis
bei ng perfornmed bl ock- by block, and in step (44) any
given watermark bit (0/1) is encoded in nultiple

bl ocks. The myg= pf)blwcks used is sel ected based on (2)
the size of the host inmage. Experinment shows that in

the enbodi nent a suitable nunber of blocks for one

k bit f 100. t h nb
H SliRt s, hombiring B Yaletmptked SSRBETFS (@) R BERE Tca
Of:oé’l’f@i@hﬁs qﬁy whith W@bﬂiﬁ@fa‘ﬁgeb'drod@cegfnalflctt\h&h#ﬁ@éﬁts c (in the

| ess than 10 bl ocks per watermark bit. Another way t

i fagreelse matix Bo)of@steﬁcb black afghe watewnarkeddmage (step 45)
watermark bits together to share watermark patterns.
For exanple, one watermark bit may be enbedded in two

Whloee fHeat kt nﬁa’np@ﬂaﬁt mbt thle wmmtk pattefrnr |smsn?gs eﬁbugh?tcohave a
er mar k

enmbedde
{ 6hod RapUGREPEIFIORIPY ToFMRURT Hesben: OBlignalbpiosaked
O rart 18 %o 14385 Shynk o pURSESEEKA(0 B/ ook
r eregyychos dequ)wﬂhhl thethos$ dataowith liiee i@ﬁlarm@tsnsabelngfpaﬂmed

B TSRt g N Seh TR P G RSB 0 e

t RRiItiiAE bRcks! PRe ntimber of blocks used is selected based on the size of
the host image. Experiment shows that in the embodiment a suitable number
of blocks for one watermark bit is from 50 to 100. Sometimes, the humber of
watermark bits is too large to keep large number of blocks for one watermark
bit, e.g. if there are less than 10 blocks per watermark bit.

Another way to increase the robustness is to cluster several watermark bits
together to share watermark patterns. For example, one watermark bit may be
embedded in two watermark patterns which respectively represent zero (0) or
one (1).Two watermark bits may be embedded in four watermark patterns ,
which respectively represent 00, 01, 10 and 11. In general, for n watermark
bits, 2" watermark patterns are needed to represent respective possibilities
for the realisations of the watermark bits. The length of the watermark
patterns increases with n (e.g. in proportion to 2"), and so the correlation is
more robust. In such a way, the detection rate for each watermark bit is

increased.
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nore robust. In such a way, the detection rate for
each watermark bit is increased. 22 As noted above,
the | CA conponents are not enbedded in the |ICA
conmponents of very small energy (e.g. those conponents
having an intensity which is less than 1 % of the
intensity of the conponents of maximumintensity), or
of very high energy (e.g. t he<é conmponent s havi ng an
intensity nore than 30% of the intensity of the
conponents of maxinmumintensity). Stage 34, the
inverse |CA transform includes a step 46 of restoring
t he original nmean and vari ance of each bl ock of t he

" ASTHalRl B0V bR I0A Calnagents WA Bk SRnedepdia g fleh
tEO ohBhW\{élfxgﬁ{aﬁl V&;ﬂﬁrgyl > tH@ée%%ﬁ%t% h@vmlg an intensity

synt hesi s mat i nverse of analysis
mathighcis\Wess thain 1 %anf the intensity of theStamgporgts of maximum

erShac vy ik SRerBSe o tnesteirbphts Heedarh riBnsity
X n?or@'tﬁéﬂf%O"/@Bﬂthbhﬁféréﬂ?b?ﬂ1e480mb6néﬁt'stT eGP irftERsity).

pi xel s of each are increased by the respective
Iocal mean of that block obtained in step 38. In step

2StgT 3 ey alseC N PR np il BB AR & BsloTRBhe
36rlgﬁlaﬁﬁ‘ﬂ!§é¢1 Arid eatdndd efdachabloek bpthHebivatdimarkédiabefficients ¢’
wat er mar ked i mage. Ve now turn to the I CA watermark

desiagithevalugs ebtaingd;in|step A4+ Eaen.rinstep 48, thega are transformed

o5% Eh RSP aELnaty 2 bS50 Rohlnedl WA wpion s e
wiriverseokanalgsistrhatrivdlVesuoeh that Z' Felye bt ai ned in Fi g.

4 (or a version of it which has been processed in the
public domain by unknown techniques). The procedure of

t lRRagteBECof ﬁﬁbt*ﬁr@&é‘sﬁn sthe al foiafh, irclidéd H@?ép L89f

gener al st ages pr e- proce Si ng to conpensat e for
amstwpsmgnthe mtozs intthe mateiy & taiforre 8 x 8vklecksy anddhen a step 49

IOL|an\|/v|t'|f:ch0|eo mﬂ of t&e p(?xelg Br &3 %Focitaereflr%reg g%y the respective local
mean of that block obtained in step 38. In step 50 the blocks are arranged to
form a complete image. Finally, in step 51, the global mean obtained in step

36 is added to each pixel value to obtain a final watermarked image.

We now turn to the ICA watermark detection, which is illustrated in Fig. 5. ICA
watermark detection is the counterpart of the embedding process, and aims to
detect the embedded watermark from the watermarked image obtained in Fig.
4 (or a version of it which has been processed in the public domain by
unknown techniques).

The procedure of the detection process, as shown in Fig. 5 includes the
general stages of: pre-processing to compensate for any distortion to the
image while it was in the public domain (e.g. to compensate for geometric
distortion, digital-to-analogue or analogue-to-digital distortion, luminance
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di stortion, digital-to-anal ogue or anal ogue-to-digital
distortion, lum nance 23 nodification) which is
performed by the unit 14 in Fig. 2 (step 60); pre-
processing in spatial domain (stage 61), an |ICA
transform (stage 62) and watermark detection (stage
63). Note that this nethod does not enpl oy any

know edge of the original inaéé 10, although it

-assuned that there is access to the databases 3 and

5. The pre-processing (stage 61) is exactly sanme as

the pre-processing procedure 31 of Fig. 4, and

r aradification) which id gtesfommiedi by tBe, unihi4 n Rigy 2dstepe§0); pre-
be the sane as. the waternark data matrix V. In the

| BYOGESaINgFIB ShALiak a@zéstqgﬁ'eg RE @ﬁ\ahrwfermﬁt@ss%% and

( Wt%'tér}%érﬁ def @ondRldyed @%)t. Rﬁ)t@ggagrtﬁits Lfﬁe%b%e@‘}t?ca ée:ntl‘ﬁoy any

wat er mar ection;” el t’her ause 1t 1I's ano

f knowledgeast thé erigmatirapgean 8 akhough ibassursedithat there is access
apa Si S Eratrié Wis transferred between the two sets
oog%pqaﬁta 8385 3@nd2d to transform pre-processed i mage
data, Z', to I CA coefficients ¢c" = Wx Z" with zero

mean and unit variance. In watermark detection (stage
63he prerocessing (dags 64) is exdoiyisame as thepresprapgssinge

t h in, step 42 of Fig. A WAl essark
Eﬁ?cfcgﬁig; ﬁ'@?3&2‘&-%nS*EfeﬁH'té’f%B;%;%atgcrg%\?aﬁgwgmg:@gwtor may
gai“é ﬁélmé wa HeRid ikl Z . , u no
ugfmngét he par amet er at.ehlﬁﬁ step 66'ﬁmfé' ngii cul ate the

correlation 8 of the watermark pattern co, directly

it thel 1o REhSRHEL-EATEATRL Sale BhaifsisFrsmEWtanidiPi
available to the apparatus which does the watermark detection; either
because it is another function of the same apparatus, or because the analysis
matrix W is transferred between the two sets of apparatus) is used to
transform pre-processed image data, Z”, to ICA coefficients ¢” = W x Z" with

zero mean and unit variance.

In watermark detection (stage 63), ICA coefficients are selected in step 64 by
the same method as in step 42 of Fig. 4. Watermark patterns are generated in
step 65 according to same key and ECC method as in step 43 of Fig. 4, but
not using the parameter « . In step 66 we calculate the correlation & of the

watermark pattern o, directly with the selected components f' of ¢" according

to the formula:

> G+,

5= (3)

which should converge to a certain non-zero value according to the central

limit theorem. We compare the correlation value § with a detection threshold
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whi ch shoul d converge to a certain non-zero val ue
according to the central |imt theorem W conpare
the correlation value 8 with a detection threshold 24
T. The detection threshold nmay be sel ected, for
exanpl e, such that if we consider two different

wat ermark patterns co,' and cq,' then the threshold

val ue for watermark pattern céd may be the average

val ue of the autocorrelation of a, and the correlation
of w, and co;'. Conversely, the then the threshold
value for watermark pattern w,' nay be the average

val The detedtion threshola mﬁyahé seleofed; for exanaple hsuch that if we
correlation of w, and co,'. This technlque relies on
anopsideniyo drﬁferenttwatbemarmpataernsw,ofarmlne \ther tmathreshold
pattern to itself in terns of correlation is always
guslaedor Watstnidikipatterr be’ hestbé thpavernge valuanof theher

wat ermark patterns. An advantage of such a

Cﬁﬁfo@oﬁbléﬂbntlﬁsﬁﬂ’ HWH%@@Q%%OH%%Q i aI’e‘UUHM%WSthe

that it can be pérf ormsd very qui ckl'y by krown

pﬂ%@\eﬁ%‘ip eshgﬁij%lhla% Stérpiﬁglégé%ﬁﬁftf%%g%%ﬁﬂevﬁv%%g value

know n I nal

wdl ﬁ}eﬁ%ﬁ@@@"?ﬁ'ﬁﬂ%% bt AngnB o iatieh foerid S otois
Unckehigtil fehs oﬁtér?ég&mngt{icﬁ?gthdt RS Sintifdiriy ?féhé’ Watémﬁ pattern

distortion, we can nor use nore coefficients
etrbibselfindethas of tomelations Rivast gneaterttban thatda dlae hbst lmage

extractipn, accurac tically. It is true that the
cBp i?@ﬁ)Bﬁhe{M@tg\ﬁ%{%{#r@%@rWts will be decreased at
the sane tinme, but this is a mnor issue in copyright

protection since only a small amount of coE~l yright data
udnadvantags obsugh a gotreadionihaseddMvh embedding-detestion

iteeq Ptk 880 REPE MR i ik BY KEBkb Hipregkors.

maldaitionatly af cam be performal mtﬁtﬁﬁiknGM? thel driging! st émage 10. It

that the watermark patterns were uced using the

t 68RMeRSY accurate when detection is performed on the raw watermarked
image, because we adopt the CDMA scheme. Under various attacks, like
image compression, image distortion, we can normally use more coefficients
to embed and detect watermark patterns to increase the extraction accuracy
dramatically. It is true that the capacity of the watermark bits will be decreased
at the same time, but this is a minor issue in copyright protection since only a
small amount of copyright data usually has to be included in the watermark

data.

Note that in other embodiments of the invention, the detection process may
be a non-blind process which makes use of the original images also.

In the case that the watermark patterns were produced using the technique
shown in Fig. 8(a), the detection steps 65 and 66 are replaced by the process
shown in Fig. 8(b). In this case, the encoded binary sequence is obtained fom
the coefficients selected in step 64. This sequence is input to a unit 80
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shown in Fig. 8(a), the detection steps 65 and 66 are
replaced by the process shown in Fig. 8(b). In this
case, the encoded binary sequence is obtained fom the
coefficients selected in step 64. This sequence is
input to a unit 80 25 perforning the sane function as
the unit 80 of Fig. 8(a). g input to the unit 80
is the sane randon1sequence usdd in Fig. 8(a). The
unit 80 thus outputs the m sequence used to produce
the watermark data by cross-correlating the extracted
bi nary sequence with the random sequence. Note al so

t perfotrhlagpthesame function qsethfe $1n|tc&0 ofi Figt Sﬁa)tAlso input to the unit

oB03E TR Sarpd rhidom raatening (R0 Fick B Tyt BRHES outputs
' EHéJﬁf-éédLﬁﬁcbrhs@on drodlife i wakihRirkBata W’@Rﬁ@'—é&reiatmg the

process, two additional steps are necessary: first
tbntracisgmdsequagee mithdbe cangomssasiepseep 71), then
the wat ermark enbeddi ng process is carried out (step
72), and the resultant watermarked i nage reconpressed

( Not® aied)thePtha ;yresént teeArigeess ﬁomhﬁém wemﬁmﬁmgmw
proper settlngs of image size and ual it

c tmpges Ratherkgmprassed inagssalsp apoe thea as)tmghqst images.

2 8 VEEEEREI P Lk R BEGsEwe
l adu tional steps are ﬁéc@ésarwefget he-compressed mageﬁs dée-compressed

romar k det ect proces ‘ste 76) whic
[ (ﬁiﬁp i’da thep th%&’%@’@%@’§§@ ng HW‘FQ}S ig, Caﬁ(ﬁ%’r put(stap 72), and

o TR sERER! aRranat iiod REGRpraRted RIGTS) BB
i campresseapwatermarketi ighdage with paoperagpitingy efimagedsize and
I t o-di AD [ te, . I
" Aiafl Giesqmiiesee inaties BN fob exaimele e e fisfetIPEC,
| Jpges2000ese, operations usual Iy can be corrected by
usi ng sonme standard i mage restorati on nethods as a pre

processing step before the watermark detection
p%?r%?grw She cgrregpgm) n& watermark detection process, illustrated in Fig. 7,
includes a step 75 of image de-compression, prior to a watermark detection

process (step 76) which is identical to the process shown in Fig. 5.

Apart from image compression, other operations conventionaily performed on
images, such as geometric distortion, image recapturing, digital-to-analogue
(DA) and analogue-to-digital (AD) conversion, etc, may also intentionally or
accidentally alter the watermarked image. These operations usually can be
corrected by using some standard image restoration methods as a pre-
processing step before the watermark detection procedure. For example,
image normalization based on spatial moments can be used for removing
geometric distortion; digital filtering on different colour channels and pixel
luminance has been used to remove noise introduced in an DA/AD process.

These operations can be carried out according to conventional techniques.
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I mage normalization based on spatial nonents can be

used for renoving geonetric distortion; digital

filtering on different col our channels and pi xel

| um nance has been used to renove noise introduced in

an DA/ AD process. These operations can be carried out
according to conventional techniques. 26 W now turn

to a description of two ways 28 which the embodi nents
descri bed above may be varied within the scope of the

i nvention. These variants may be freely conbined as
desired. 1. Watermarking the | CA coefficients by

Qientnovat fuom tds adidesodptich adfotwo waystiap whictofth&i gmbédiments
t he te rk patterns are added to the selected |LCA
899 ADOVE A e varad: WD 1 SCOPEsEnine invention. These

e ' g(ﬁ;’]]é i n other respects

iggﬁ%tca mb?ﬁrﬁeﬁg%mgﬁpniﬂgé%%dﬁ gs. 2 to 5, uses a
quanti zation nethod to enbed the watermark patterns.

The di e ses AN e-sel ed  indi @AICA
coeff+Crefts, o Sets t CA - Lot crefits, - and sets

these pre-selected | CA coefficients ("reconstruction

poi nts") according to the watermark data. In the case

t Aatdisgusser Abave trstepdt4 of Eidedtibesvaterark paiernsiarg added to
| : p i ion' :

. SEBEEIC BBt bUAPAF AAERY, 19 el SriBiment, by
| sontedst; thedighonhather pespetiseidieaticajuaiti dte 2aiboalithent of Figs. 2 to
Simlarly, the . detection process. i hi s enbodi ment

dsté{ﬁe§ ehauRatiztan reethpd i?’i‘ﬂpﬁg pvalsmarkippttegns. The
b i C (of MAT2] 5 i I rgyNi
WBofBeRRnE Lofs PSSR TRURRY (U GRETGENS] BrOse8 of ICA
r obefficients, cahd rsetasthese gpemselectedn iCAepdeffielents (aeegystruction

ShPTL Socoraing dB it et hataRAla,n e cRre that individual ICA
t pesfficitnss aRAMcdiféd LR IsCRfened ftb HerBtas edcalahgsadmtization. In

and their initial magnitudes are indicated here as f
( the easp thaj)setsrpE |GA wefficients are modified, this is referred to here as

"vector quantatization". Similarly, the detection process in this embodiment
detects the watermarks by modifying step 66 of Fig. 5 by mapping the
reconstruction points and determining what watermark bits are stored there.
This process is referred to here as a "quantize-and-replace” strategy.

First, we consider a scalar quantization scheme suitable for use in the
embodiment. In this technique, pairs of the ICA coefficients are chosen, and
their initial magnitudes are indicated here as f (i) and f (j). The absolute

difference between them is given by
A= f @11 NI
In order to embed one WM bit, denoted as w,, which may be 0 or 1, the

coefficient pair f (i) and f (j) is modified such that the absolute distance
becomes

, _|£-0Q, whenw, =0
>0, whenw, =1
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di fference between themis given by o=If(i)lI-1f(j)I.
In order to enbed one WM bit, denoted as w' which may
be 0 or 1, the coefficient pair f (i) and f 0) is
nodi fi ed such that the absolute distance becones Q <
-Q whenw, =0 > Q when w, =1 27 where Qis a
paraneter controlling the detection robustness or

tol erance. The changes are s#¢h t hat (i) the changes
are as small as possible, and (2) they use
self-inperceptibility feature as nuch as possi bl e.
Specifically the changes are as foll ows:

M’ie)‘eIQJls@ pafa(maatmrwn&bllmgztﬂe@eotldw(qobusfrb@Jdr(tpl)arance The

QERARFSS e AR IS TAPBERT Aol RS ERISRFofihd (2) they
j (e C aBfffihpkRdipiblity freauﬁee a8l ‘h%rpras{“’ﬂ)&s%lé bbg&difically, the

2xm coefficients are chosen as (1) and
f ehanges aref ag followse absol ut e d| ffer ence between two
groups' is given by 0 = ftotal (i)-ftotal (J) where J

| oyal (i)—lfl()|+|f2(i)|+ -+|f(i)|and
Jroial (j) () 1+ 1 £2(j) f. ()
1.5 (=g Q| 1g mw)mm Q| W' whi ch
may be 0 or ¥Orm&(Qoefficients f 1(AP+/UXmQ and
fiv) ... fnV) are nodified such that the absol ute

di stance becones -Q when w,, =0 Q when w,, =1

witlaise sGheme @gai be simpy aemeladeototot vettor nguartization method as
dﬁog{ﬁ“' olg robu tengglsécged IE:R coe |C|ents eveit%lr]; ocnaeI ‘:)Yock or multiple

blocks, 2xm coefficients are chosen as fi(i) ... fn() and f() ... fn(). The
absolute difference between two groups is given by

A= foa (D= Froa ()
where Joa @ =l LD+ LD [+ £,(D] and
S D=l LD+ LD ++] £,,()D]. In order to embed one WM bit,
denoted as w, which may be 0 or 1, the coefficients f 1(i) ... fn(/) and () ...

fm(f) are modified such that the absolute distance becomes
Ao {s -0, whenw, =0

=20 when w, =1
where Q is, again, a parameter controlling the detection robustness or
tolerance. Specifically, the changes are:

f;olal (1 )
f;olul (l) + .ftolal (.] ) ,

5f;oml (l) = |A - Q| X

éf;olul(j)='A_lef I{'i’)m:"f;)l(j),and

D] g () =5fm’m(j)x|——f-’£j—)_-|-for F1,...m

total ) total

éf; (I) 5f;aml ( ) X
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8f lal (i) =0 - Qx foal (1) Lull (1) + f.a!' (j)

Sfaal (j)=le-Q@x LOU)- flo,al () / laial W . , WI fl
(j)y 1 8f,(i)=8fa,al(i)x | and 8f,(j)=Sfalal(j)x I for
m f010, (i) flolal U) 28 Note that the coefficients’

nodi fication in vector quantization can be snaller
than those in scalar quanti zat2'bon for the sane
robust ness paraneter value Q “°Thus, vector
quanti zation provides better inperceptibility and
better robustness In the detection stage, the WM bit
wn is sinply detected by conparing the coefficient
pair or two coeffici ent groups Specifically, if | f
<
(t\t)oﬁl, tlét t}\g)(éclefémé}\té nncyf c(q ??%t ﬁ];v y gléaé@n uan'tpbfggr{ gg)smaller
qﬂ?dﬁﬂhé%é‘?ﬂ)schi&? IE‘;fu*aHtlfatldi‘Pfdr e %Bﬁ{é"#obustr%ss parameter value Q.
Conversely, if (J) (in the case of
sEHaUs,r VReior i quamu@hoor providep >better .impergeptibility tand better
e of vector quantization) then this inplies that
V\fo USNeSPe techni gue expl ai ned here can be easily
extended to enbedding multiple watermark bits in one
quanti ze-and-repl ace step. For exanple, consider three

ofn the: dstactioncstageAthao ¥V bit ant is simply sletecipdhy gemparing the

| Roshent §'rT‘P&J3VBqu$(§')6‘?'?&le°§8 ; Seecfedly. KIS datst /o) | (n the
east

d d f t
|ﬁ?%%s?t|38§%éngﬁan B8 8 heel D o O thaﬁ.ag.% of vector

| BHpRE R e i el tfi???vi 201 onfersely 1T ks (OF an the
th di fjed t t
bSO SGR1aE PN RIORL & i dold) 1 dREogeES of vector

qugntlz%onﬁh thgs mrﬂnesr}hafabl e 1 an(' )11 (k)

The technique explained here can be easily extended to embedding multiple
watermark bits in one quantize-and-replace step. For example, consider three
of the selected ICA coefficients having respective intensities f(i), f(j) and f(k).
These three intensities may be modified so that they are each at least Q
apart, and such that the order of the intensities encodes the watermark bit.
For example, if the highest modified intensity is written as H, the lowest
modified intensity is written as L, and the other modified intensity is written as
M, then the correspondence of the watermark bits to be encoded (w,) may be
as given in Table 1.

wo | T | TO) | TR
00 | H M L
01T | M A L
0 | H L M
T L H M
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OOHML O1MHL 10HLM 11LHM 29 XXMLH XXLMH Table 1 In
Table 1, XX neans a pattern reserved for future use.
In other words, there never are occasion on which the
val ue of the I CA coefficients are quantized such that
f(k) becones the highest. Contrary to linear additive
nmet hods, these various quantiéﬁtion nmet hods are
non-linear. They can utilize e hi gh-energy
coefficients even though the original inmage is not
avai | abl e. This schene treats both high and | ow
magni tude coefficients with equal weight. The
strategy of energy| 9Xt) ndMin|stép 42 i suitable in
this enbodi nent, spngetthe guiantization sichene
suppresses the inagécge f-hoise nter rence), so
that it is desirabreto use tt —energy | CA
coefficients. Significant featﬁ@@§1 i nply good
sel f-masking effect for quantization changes. Because

I at
t](i) E?g’ﬁ)& ? )Ié’)g %%%B%Hgﬁoregﬁl'@og@rﬂﬁﬁfg gés tlQQﬂher words, there
batavemermgxa:smm?whmr? thei vilge bﬂthkeGIOA bcAécafgenlentsharlel quantized
i mperceptjbilit t he wat er mar ki ng itionally,
th§'ét tdtk) pesamesithahighesthave | ess distortion under
i magi ng operations, e.g. conpression. The enbodi nent
therefore perforns its equivalent of step 42 by
S [ r
oy 10 neataidfilo fivfRes, sy (o alolilzayBH HhdhBds are
thenllﬁéar ciﬁhéf/laaremltmzeafthel higi- énetgyl ¢duff|dﬂegﬂseet/en though the

ener onents .in class |nF|
oﬁgl %I image ?s not avallabﬁe 2I'hls sch me treats both high and low

magnitude coefficients with equal weight.

The strategy of energy sorting in step 42 is suitable in this embodiment, since
the quantization scheme suppresses the image self-noise (interference), so
that it is desirable to use the high-energy ICA coefficients. Significant features
imply good self-masking effect for quantization changes. Because of their
large magnitude, a large quantization tolerance is available to enlarge the
distance between reconstruction points but still keep the imperceptibility of the
watermarking. Additionally, these significant features have less distortion
under imaging operations, e.g. compression. The embodiment therefore
performs its equivalent of step 42 by sorting the ICA coefficients in order of
their average energy, and the watermark patters may be embedded in the ICA
coefficients of class 1 and the highest energy components in class 2 in Figure
7, e.g. 110" ICA coefficients.

2. Use of a private key to select ICA components for embedding

It is advantageous is to preserve the security of embedded watermark,

although the scheme of watermark embedding is usually required to be
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7, e.g. 1St-10th I CA coefficients. 2. Use of a private
key to select | CA conponents for enbedding It is
advant ageous is to preserve the security of enbedded
wat er mark, al though the schene of watermark enbeddi ng
is usually required to be 30 disclosed to public. In
order to do this, the above 35Bene needs to use a
private key to protect its secdrity. In the present
enbodi nent a private key is used to generate a
sequence of pseudo-random nunbers, in a way simlar to
the spread spectrumtechni que for generating the
wdiselosedkt® pelslio. i lheordabdoedo thist thes abobedicirenie needs to use a

RS B S SRR (56 PrasersrabpyBrat s private key is

aggéd 't@ﬁéhébété‘raes%{fi.gﬁ\cboof p%@u%%tranﬁbﬁﬂhﬁr%ﬁef% a way similar to

coefficients sele in step 4 he 1'CA coefficients
wiher spréad \apestruny keemjadeli fiog gﬁmratuzge thed watgmmarks described

b Béﬁ%ﬁp\gﬁils!erﬁlg&? ﬁ\qar‘\? gqsqydo&%pﬁéﬁiﬁ%ﬁggr%g%%é@qeq%gar|Iy used
td fiakEOtheGhatediark Pattefns i @itepistRiely bﬁbdéfti@mally are used to
selected for this quantization watermark enbeddi

Baeleat, offiom the Vafeceefficientso semtﬁﬂnlmmrﬂ.s@sru%e@efr icients

By e S TR 4 0130 B 24 BHEEG or B pec and
7whlch class aing! caetiiciants Belghgcto, i.esi,§. or2k For éxamble 4suppose the
Corresponding itens fromthese two seri

afl@t ptq II@A featiyes 1inyerergy, onler; lish are sqlected feadhlspauantlzatlon

for quant| zwdmgﬁl H; weaea&ﬁ)%ﬁgt ﬁgy’c g gﬁh& > number

neeteendes witls ore gmdnhpnmmhed andanamsthgr oenen . ndt‘mbea may be
di ff t k th ff

* BEPSIR: dhh oW TG 125 e oM at SRS RLIOUP 2 which
AH BOEQB Bhe abage qvari edhfes Bﬁngiﬁgaﬁqudeﬁrtﬁe% Wb Series are

have beén descrlbe many ot her
vaalracm(s gofl witte8ebivatthi 2reatc3. Baeh pais <if iodd arvd eveémnummbers is the

SSSBBS] chBAPLE T R BT SE Ht. brere c
t Aabel beforiiRsterdroag j abave ety gréup j. For a different private key, the

sequence is different, and therefore the watermarking is secure from attacks.

Although the above variants of the embodiment of Figs. 2 to 5 have been
described in detail, many other variants of the embodiments are possible
within the scope of the invention and their implementation will be clear to a
skilled reader. As an example, the techniques described above may be
extended to watermarking data which is audio data or video data, making use

of known ICA techniques for these forms of data.

The present invention be applied to many areas. For example, it can be used
for copyright protection: embedding copyright information as a watermark into
the host image to be protected, so that the copyright information can be

extracted later to claim the ownership of the host image. Also it can be used
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extended to watermarking data which is audio data or
vi deo data, making use of known | CA techni ques for
these forms of data. The present invention be applied
to many areas. For exanple, it can be used for
copyright protection: enbedding copyright information
as a watermark into the host |nage to be protected,
so that the copyright i nformafilon can be extracted

| ater to claimthe ownership of the host inmage. Also
it can be used 31 for image authentication: the
enbedded watermark information can also be wused to

i fherimiage amhlyeralomioat iherembeddied waterenark snfofmatioh can also be

al teriﬂdgn&&“ on?'@?fég det&?t the ﬁé(rieé@ﬁgrﬁgirlgfca%ﬁ% by

hdé!e%ﬂng fthé BRGRnce fQCW\BB WM'baﬂ%rrﬂs %ft'cﬁg'ﬂé"used for

rel at ed” knowl edge about t e 1 mage or | ndexing data can
bda@nhudmgeu image: inforenationksunh ahatdeseription, mélatechknowledge

PRt R Ml Bl o9 B8 oL A TG EREo that

| seeeinteimdtion isarected asdaadohed Asvait camrbémsealtumatgée
i mage whenever it is transmtted, and extracting this

aensaciiosytracking the fensagtion patafithe imageicanthetiaced by
! BERGARES WP IRgAhE gt e} € bk itred, and,

on nultt - as a novi

vwakteactingthizadate Iatepyri ght protecti on scheme on
commercial novies to trace the unauthorized canera
recordi ng), and - to enbed netadata into nulti-nedia

6é?{|019§fr¥%gfﬁg Ilééifoﬂgr@tthé’8¥esltern@ﬂﬁfe‘?\'il n are:

rences |sc sure of the ' ow ng docunents

i s | ncotqaproandaja Mystrvmtermadeon iulti-Biedda detassuehs as aandvie (i.e.
W th.,an Overco

. d'
Daafetelnfichase RTRE et Soin bR GRiRsTilmovies to
3itaésthe &ﬁ%thohie&caﬂ‘ner@?ééoréﬁ@)Tand] Sej nowski, "The

"I ndependent Conponent s’ tur al
- to embed metadata into mu|t| media data for extra/hidden information

transfer.
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the plurality of data objects, and (ii) an I CA inverse
transfornm (ii) using the I CA basis functions to
transformat | east one data object into a transforned
data object, (iii) nmodifying at |east a portion of the
transfornmed data object using a watermark pattern,
and (iv) decoding the data usipg the I CA inverse
transformto obtain the watePharked data. 2. A method
according to claim1 in which the at | east one data
object is one of said plurality of data objects. 3.
A nmet hod according to claim1 in which the at |east
ofdaiohst a obj ect obeys at least one simlarity
condition in relation to each of the plurality of data

" whi Bimethod BRoaReEa e RatBe b s iing the TiBpF ot
pat cheg) périéMsingrAIGIehASKSE 6fta prarslRyof H%ﬂhﬁ@&tﬁ dHjects to

the plurality of data objects. 5. A nethod accordin

t dedys (ip Kt basisfuprtions indicative iof respeglive featpms %harag detween
j . g _ o

WREPRNEa! FSiedS a0 i o RUATRBRE: f b ol °

pr eced{inasiigpihe IOACbasis fignationelte tiansforai apleasbeieddata object
step (i), of selecting said plurality of data objects
f indenadrangfenmaeddata objgeta obj ects according to at | east

or, 5 ] o 4 4 o 10 FEHUIBIREE L0 fin o
alvatemidrinpattefrgrameld on data objects in the database

and based, on  said at, | east on imlarjt riterion.

8. A nb¥heReasing thedatarising thep GA invesse rahormdpabalnithe
P/ak rk8d g4ef er narked data derived froma nethod
according to any preceding claim

2. A method according to claim 1 in which the at least one data object is
one of said plurality of data objects.

3. A method according to claim 1 in which the at least one data object
obeys at least one similarity condition in relation to each of the plurality of data

objects.

4. A method according to any preceding claim in which the ICA analysis is
performed using multiple patches of the data selected at random from each of

the plurality of data objects.

5. A method according to any preceding claim in which the data objects

are respective images, and the watermarked data is a watermarked image.

6. A method according to any preceding claim including a selection step,
before step (i), of selecting said plurality of data objects from a database of
data objects according to at least one similarity criterion.
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the detecting nethod conprising: (a) encoding the

wat er mar ked data using said | CA basis functions, and
(b) detecting said a waternmark pattern within the
encoded watermarked data. 9. An apparatus for
enbedding a watermark in data, including: (a) a

dat abase storing a plurality %f digital data objects,
and (b) a processor arranged (i) performan |ICA
anal ysis of a plurality of data objects within the
dat abase to derive (i) ICA basis functions indicative
of respective features shared between the plurality
of data objects, and (ii) an | CA inverse transform

Li t tr, ) | t
C7e aiomsiiod actarangiie ARG Tomhih SAG SEleRtith Sten 55
d%Fu%té}FH £aGorithin 'pé BRALA bnalath dBfctinPPldatBb&de RS based on

transt orrregonata 0 Ject using a “~watermark pattern,
asdid(atlgastaansdsimiladgtyderniterionsi ng t he | CA i nverse
transformto obtain the watermarked data. 10. An
apparatus according to claim9 in which the processor

i 8, ar r angethod 6F dTBLMY Bieeprekeridé Bf Metwaientrmnobaﬂéﬁnan
objects as said at |east one data object. 11.

awrmarkea@i@&a defived Boa amatbod ﬁcmrdm t%@nsppm@gm claim,

s said at | east one data
glégé%%%gﬁg%thgdgggp {ngaobj ect which 35 obeys at
| east ¢aeersicdingpthiel watepmadrkedddatiarusing 8aiddCA basis functions, and

plurality of data  objects. 12. An ap fﬁ)ar atus accordi ng
to cl allh detecting\paidia Wﬁtermadi'é e3em wi 'ﬂrthﬁr?gﬁ@&de@ avatermarked
ﬁg prm said I CA anal ysis using nmultiple patches of
e data selected at random from each of the plurality
of digital data objects. 13. An apparatus according to
a@/ of A%l gﬁprgsra us fgr embedd\ll\r%I g r\}vattcgr(?nadrﬂtir‘%1 data, including:

(a) a database storing a plurality of digital data objects, and

(b) a processor arranged to:

(i) perform an ICA analysis of a plurality of data objects within the
database to derive (i) ICA basis functions indicative of respective features
shared between the plurality of data objects, and (ii) an ICA inverse transform;

(ii) use the ICA basis functions to transform at least one data object in
the database into a transformed data object,

(iii) modify at least a portion of the transformed data object using a
watermark pattern, and

(iv) decode the data using the ICA inverse transform to obtain the

watermarked data.

10.  An apparatus according to claim 9 in which the processor is arranged
to employ one of said plurality of data objects as said at least one data object.

11.  An apparatus according to claim 9 in which the processor is arranged

to employ, as said at least one data object, at least one data object which
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objects stored in the database are i mages, and the

wat ermarked data is a watermarked i mage. 14. An
apparatus according to any of clains 9 to 12 in which
the processor is arranged to performa selection
step, before step (i), of selecting said plurality of
digital data objects froma dg%abase of digital data
obj ects according to at |l east¥one simlarity
criterion. 15. An apparatus according to claim1l14 in
whi ch said selection step is a clustering algorithm
perfornmed on digital data objects in the database and
belbeys atlesst eheasimilagity cenditiomin rejation toctheqiuralitysof data
aggar tus for detecting the presence of the waternark
p IEG in waternmarked data derived froma nethod
according to any of clains 1 to 7, the apparatus
conprising: (a) a database storing the |ICA basis

f 1dct i Bnappanretus @sroeding teelain 1 1dnvdrigle the proogissor is arranged

() S T —

Wdridom from eacoetthesitRiinpokdigitaladata objects.

13.  An apparatus according to any of claims 9 to 12 in which the data
objects stored in the database are images, and the watermarked data is a

watermarked image.

14.  An apparatus according to any of claims 9 to 12 in which the processor
is arranged to perform a selection step, before step (i), of selecting said
plurality of digital data objects from a database of digital data objects
according to at least one similarity criterion.

15.  An apparatus according to claim 14 in which said selection step is a
clustering algorithm performed on digital data objects in the database and
based on said at least similarity criterion.

16.  An apparatus for detecting the presence of the watermark pattern in
watermarked data derived from a method according to any of claims 1 to 7,
the apparatus comprising:

(a) a database storing the ICA basis functions; and

(b) a processor arranged to:

(i) encode the watermarked data using said ICA basis functions, and

(i) detect said a watermark pattern within the encoded watermarked
data.



