DEVICES, UPDATERS, METHODS FOR CONTROLLING A DEVICE, AND
METHODS FOR CONTROLLING AN UPDATER

Technical Field

{06661} Various embodiments generally relate to devices, updaters, methods for

confrolling a device, and methods for controlling an updater.
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Background

{6002} Devices may require firmware in order to control their operation. This

firmware may be desired to be updated.

Summary of the Invention

{6063} According to various embodiments, g device may be provided. The device
may include a bootloader; a memory coufigured to store firmware data for controlling the
device; a processor configured to operate in a device operation mode ot in & bootloader
mode; and an interface. The device operation mode may be a mode in which the
processor controls the bootloader to load the firmware data stored in the memory. The
bootioader mode may be a mode in which the processor controls the bootloader to send
an identifier of the device using the interface, to receive firmware data using the interface
and to store the firmware data in the memory.

{0004]  According to various embodiments, an updater may be provided. The updater
may inclade: a receiver configured to receive from a device m a bootloader mode an
identificr of the device; and a sender configured to send to the device firmware data based
on the received identitier.

{0005] According to various embodiments, a method for controlling a device may be
provided. The method may include: controlling a bootloader; controlling 2 memory to

store firmware daia for controiling the device; controiling a processor 1o operate in a



device operation mode or in a bootloader mode; and controlling an interface. The device
aperation mode may be a mode in which the processor controls the bootloader to {oad the
firmware data stored in the memery. The bootloader mode may be a mode in which the
processor controls the bootloader to send an identifier of the device using the interface, to
receive firmware data using the interface and to store the firmware data in the memory.

{6666] According to various embodiments, 2 method for controlling an vpdater may
be provided. The method may include: controlling a receiver 1o recetve from a device in a
bootloader mode an identifier of the device; and controlling a sender to send to the device

firmware data based on the received identifier.

Brief Description of the Drawings

{6667 In the drawings, like refercnce characters gencrally refer to the same parts
throughout the different views. The drawings are not necessarily to scale, emphasis
instead generally being placed upon illustrating the principles of the invention. The
dimensions of the various features or elements may be arbitrarily expénded or reduced for
clarity. In the following description, various embodiments of the invention are described
with reference to the following drawings, in which:

[6G08] FIG. 1 shows g system of a device and an updater in accordance with an
embodiment;

{6089} FIG. 2 shows a device in accordance with an embodiment;

[0018]  FIG. 3 shows a device in accordance with an embodiment;

[6811} FIG. 4 shows ap updater in accordance with an embodiment;

{6012} FIG. 5 shows a flow diagram illustrating a method for controlling a device in
accordance with an embodiment;

{00131 FIG. 6 shows a flow diagram illustrating a method for controlling an updater
in accordance with an embodiment;

[0 14} FIG. 7 shows s flow diagram illustrating a method for controlling a device in

accordance with an embodiment;
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{8015} FIG. 8 shows a flow diagram illustrating a method for controlling an updater
in accordance with an embodiment;

{0016} FIG. 9 shows a memory map in accordance with an embodiment;

{0017} FIG. 10 shows a data storage in accordance with an embodiment; and

{0018}  FIG. 11 shows a memory map in sccordance with an embediment,

Detailed Description

10019} The following detailed description refers to the accompanying drawings that
show, by way of illustration, specific details and embodiments in which the invention
may be practiced. These embodiments are described in sufficient detail to enable those
skilled in the art to practice the invention. Other embodiments may be utilized and
structural, and logical changes may be mmade without departing from the scope of the
invention. The various embodiments are not necessarily mutually exclusive, as some
embodiments can be combined with one or more other embodiments to form new
embodiments.

{66201 In order that the invention may be readily understood and put into practical
effect, particular embodiments will now be described by way of examples and not
fimitations, and with reference to the figures.

{0621} The device may include a memory which is for example used in the
processing carried out by the device. The updater may include a memory which is for
example used in the processing carried out by the updater. A memory used in the
embodiments may be a volatile memory, for example a BRAM (Dynamic Random
Access Memory) or a non-volatile memory, for example a PROM (Programmable Read
Only Memory), an EPROM (Erasable PROM), EEPROM (Blectrically Erasable PROM),
or a flash memory, e.g., a floating gate memory, a charge trapping memory, an MRAM
(Magnetoresistive Random Access Memory) or a PCRAM (Phase Change Random
Access Memory).

{08221 In an embodiment, a "circuit” may be understood as any kind of a logic

implementing entity, which may be special purpose circuitry or a processor executing



software stored in a memory, fumware, or any combination thereof Thus, in an
embodiment, a "circuit" may be a hard-wired logic circuit or a programmable logie circuit
such as a programmable processer, €.8. a microprocessor (e.g. & Complex Instruction Set
Computer (CISC) processor or a Reduced Tnstruction Set Computer (RISC) processor). A
“circnit” may also be a processor executing software, ¢.g. any kind of computer program,
€.g. a computer program using a virtial machine code such as e.g. Java, Any other kind
of implementation of the respective functions which will be described in more detail
below may also be anderstood as a “circuit" in accordance with an alternative
embodiment. [t will be understood that what is described herein as circuits with different
names (for example “circuit A™ and “circuit B”) may also be provided in one physical
circuit like described above. '

[6623] Various embodiments are provided for devices, and various embodiments are
provided for methods. It will be understood that basic properties of the devices also hold
for the methods and vice versa. Therefore, for sake of brevity, duplicate description of
such properties may be omitied.

{60241 It will be understood that any property described herein for a specific device
may also hold for any device described hierein, It will be understood that any property
described herein for a specific method may also. hold for any method described herein.
Furthermore, it will be understand that for any device or method described herein, not
necessarily all the components or steps described must be enclosed in the device or
method, but only some (but not all) components or steps may be enclosed.

{6025} Devices may require firmware in order to comtrol their operation, This
firmware may be desired to be updated.

[0026]  FIG. | shows a system 100 of a device 102 and an updater 104 in accordance
with an embodiment. The device 102 may include firmware data which may be used for
operating the device. The device 102 may desire to receive updated firmware data, The
device 102 may receive the updated firmware data from an updater 104 via a connection
106.

16027} FIG. 2 shows a device 200 in accordance with an embodiment, The device

200 may include a bootleader 202 (for example a bootloader circuit). The device 200 may
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further include a memory 204 eonfigured to store firmware data for controlling ‘:che device
200. The device 200 may further include a processor 206 configured to operate in a
device operation mode or in a bootleader mode. The device 200 may further include an
interface 208 (for example to an updater like will be described below, for example the
updater 400 of FIG. 4), for cxample an interface cireuit. The device operation mode may
be a mode in which the processor 206 controls the beoiloader 202 to load the firmware
data stored in the memory 204. The bootloader mode may be a mode in which the
processor 206 controls the bootloader 202 1o send an identifier of the device 200 using
the interface 208 (for example to the updater), to receive firmware data using the
iterface 208 (for example from the updater) and fo store the firmware data in the
memory 204. The bootleader 202, the mewmory 204, the processor 206, and the interface
208 may be connected via a connection 210 (or a plurality of separate connections), for
exaniple an electrical or optical connection, for example any kind of cable or bus.

{0028 The device 200 may include or may be an input device and/ or an output
device.

[0029]  The finnware data may include or may be data for controlling the input device
and/ or the output device,

10036} The bootloader mode may be a mode in which the processor 206 does not
control the bootloader 202 to load the firmware data stored in the memery 204.

(0031} The interface 208 may include or may be at least one of a universal serial bus
{(USB) interface, 8 Firewire interface, a PS/2 interface, a Thunderbolt interface, a local
area network (LAN) interface, a Bluetooth interface, an infrared interface, a wireless
local area network (WLAN) interface or a mobile radio communication interface.

{0432} The bootloader may use data stored in a sccured portion of the memory.

{0033} FIG. 3 shows a device 300 in accordance with an embodiment. The device
300 may, similar to the device 200 of FIG. 2, include 2 bootloader 202. The device 300
may, similar to the device 200 of FIG. 2, further include a memory 204, The device 300
may, similar to the device 200 of FIG, 2, further include a processor 206, The device 300
may, similar to the device 200 of FIG, 2, further include an interface 208. The device 300

may further include a receiver 302 (for example a receiver circuit), like will be described



below. The device 300 may further include a validity checker 304 {for example a validity
checking circuit), like will be described below. The device 300 may further include a
mode changer 306 (for example a mode changing circuit), like will be described below.
Th¢ bootloader 202, the memory 204, the processor 206, the interface 208, the receiver
302, the validity checker 304, and the mode changer 306 may be connected via a
conmection 308 (or a plurality of separate connections), for example an clecirical or
optical connection, for example any kind of cable or bus,

{00341  The receiver 302 may be configured to receive an instruction to change from
the device operation.mode to the bootloader mode. The receiver 302 may be configured
to recetve the instruction using the interface 208.

{0033} The receiver 302 may be configured to receive an instruction to change from
the beotloader mode to the device operation mode. The receiver 302 may be configured
to receive the instruction using the interface 208.

{0036} ' The validity checker 304 may be configured to check whether the firmware
data stored in the memory 204 is v-'aﬁd. The mode changer 306 may be configured 1o
change from the device operation mode to the bootloader mode if it is determined that the
firmware data stored in the memory 204 is not valid,

{0037] The device 300 may further be configured to determine in which mode to
operate at the ime of booting the device 300..

[6038] FIG. 4 shows an updater 400 in accordance with an embodiment. The updater
400 may include a receiver 402 (for example a receiver circuit) configured (o receive
from a device (for example from the device 200 of FIG. 2 or the device 300 of FIG. 3) in
a bootloader mode an identifier of the device. The updater 400 may further include a
sender 404 (for example a sender circuit) configured to send to the device firmware data
based on the received identifier. The receiver 402 and the sender 404 may be connected
via a connection 406 (or a plurality of separate connections}, for example an electrical or
optical connection, for example any kind of cable or bus,

{6638}  The sender 404 may further be configured to send to a device not in the

bootloader mode an instruction for changing to the bootloader mode.



[0648]  The sender 404 may further be configured to send to the device in the
bootioader mode an instruction for changing to a device operation mode.

{00411  FIG. 5 shows a flow diagram 500 illustrating a method for controlling a
device in accordance with an embodiment. In 502, a bootloader may be controlled. In
504, a memory way be controlled to store firmware data for controfling the device. In
506, a processor may be controlled to operate m a device operation mode or in &
bootioader mode. In 308, an interface may be controlled. The device operation mode may
be a mode in which the processor controls the bootloader to load the firmware data stored
in the memory, The bootloader mode may be a mode in which the processor controls the
using the intetface and to store the firmware data in the memory.

{6042} The device may incinde or may be an input device and/ or an output device.
[0043]  The firmware data may include or may be data for controlling the input device
and/ or the output device.

{6644} The bootloader mode may be 2 mode in which the processor does not control
the bootloader to load the firmware data stored in the memory.

{6045_} The interface may include at least one of a universal serial bus interface, a
interface, a Bluctooth interface, an infrared interface, a wireless local area network
interface or a mobile radio communication interface.

[6846]  The bootloader may use data stored in a secured portion of the memory.

{66477 The method may further include controlling a receiver to receive an
instruction to change from the device operation mode to the bootloader mode.

[6048] The receiver may receive the instruction using the interface.

[6049] The method may further include controlling a receiver (o receive an
instruction to change from the bootloader mode to the device operation mode.

{09581 The receiver may receive the instruction using the interface.

{0051} The method may further inchide: controlling a validity checker to check

whether the firrnware data stored in the memory is valid; and controlling a mode changer
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to change from the device operation mode 1o the bootloader mode if it is determined that
the firmware data stored in the memory is not valid.

{68521 The device may determine in which mode to operate at the time of booting the
device.

8633} FIG. 6 shows a fow diagram 600 illustrating a method for controlling an
updater in accordance with an embodiment. In 602, a receiver may be coutrolled fo
receive from a device in a bootloader mode an identifier of the device. Ini 604, a sender
‘may be controlled to send to the device firmware data based on the received identifier.
{80543 The sender may send to a device not in the bootloader mode an instruction for
changing to the bootloader mode.

IR The sender may send to the device in the bootloader mode an instruction for
changing 1o a device operation mode.

{0056} According to various embodiments, ¢ firmware bootloader and an updater
may be provided.

[0657]  According to various embodiments, a mechanism to determine the identity of
devices which encounter firmware update failures and revive them automatically may be
‘}}r()'vided.

[0058]  Commonly used updaters may be generic and it may be possible to flash in
devices with the wrong firmware. Furthermore, firmware update failures may render the
device unusable. ‘

{00891  According to various embodiments, a bootloader may be provided so that
firmware {ailures may cause the device to show itself as a bootloader device, According
to various embodiments, the target hardware ID (identifier) may be exposed through the
beotloader. According to various embodiments, a monitor device (which may be referred
to as an updater), which may include software, may be built to detect devices in
beotloader mode and automatically flash them with a matehing firmware,

{0460} Once the bootloader is designed fo expose itself and declare what is the target
PID (product ID), the monitor device {i.e. updater) may be able to detect firmware update
failures and automatically flash in a firmware (in other words: firmware data) that is

suitable for that device. During normal operations, the updater may now detenmine the



identity of the device in bootloader mode and therefore may ensure that only a matching
firmware is flashed info the device.

66613 According to various embodiments, an updater may be provided to
automatically flash in a matching firmware o & device,

{6862} In previously used bootloaders, it may not be possible to determine what the
identity of device in bootloader mode is. It may be determined that there is a device that
needs to be updated, but it may not be determined what device it Is physically. It may
have to be relied on the user to pick the right firmware updater for his device. Once a
firmware update failure occurs, the user may be desired to be requested to manually run
the firmware updater again.

[8663) According to various embodiments, such user intervention may not be
required, and the device may be revived automatically.

[6064]  In the following, communication between a device and an operating system
{OS) will be described.

[8065]  According to various embodiments, various devices may lave several
BootBlock and Bootloader requirements. The term BootBlock' may refer to the protected
firmware, which may include the very first piece of code executed until the BootBlock is
ready fo hand control over to the non-protected firmware, The term Bootloader!, which
may completely be contained in the BootBlock, may refer to the function of updating the
non-protected firmware.

{0066} From a Firmware point of view, the Bootloader design may vary from product
to product, for example based on the device MCU (micro controller unit), but also to
support the special storage requirements that device has. It may be the Bootloader that
protects the Manufactering Data, the Variable Storage, the Macro data, and the
BootBlock itself during a Firmware Update event.

{0067} From g Software perspective, the Bootloader features, comumands, and
functions may be the same from product to product.

{0068} Bootloader implementation details will be described below with reference to

Freescale and NXP designs.



{0069} For example, a finmware update according to various cmbodiments may

provide the following:

100706} - Protected Firmware exceution from Reset vector to device Firmware
handoff;
{0071} - Recover from a fost power at any point in update procedure;

{0072} - Enter Bootloader mode without user intervention;

{0873] - Verification that the device is in Bootloader mode;

{0074} ~ Prevent a device from being programmed with the wrong Firmware;
{0075] - Recover even if the device was programmed with the wrong Firmware;

{6676} - Antomatically switch device out of Bootloader after update;

0077} - Verification that the device 1s in Normal mode;

{6678} - Manufacturing Data protection (serial number, calibration data, etc.);

{6679} - Variable Storage protection (Profiles, Profileldx, Lighting, CloudCtr, etc.);
and

{6080} ~ Macro Information protection {Macro Directory and Macre Data structures).

{6681} In the following, a firmware update event will be described.

{6682} In the foiiowiﬁg, it will be described how the Firmware Updater (which may
be or may include a dedicated device or a PC-based application) and the Bootloader
{which may be or may include protected Firmware) work together to allow the Device
Firmware (“Device Firmware® or “firmware data” may refer to the Firmware that
performs the product's main function; for example, Mouse Firmware may handle all
button and movement events) to be updated in the field.

{0083}  The basic premise of the Bootloader design according to various embodiments
isto ensure that there is no way, no matter what occurs during the Firmware Update, that
the device function is lost permanently. All possible error conditions and power outage
conditions are recoverabie. |
{0684}  FIG. 7 shows s flow diagram 700 illustrating a method for controlling a device
in accordance with an embodiment. In the bootloader to device firmware flowchart 700,
processing of the bootloader firmware (which may also be referred to as bootloader) and

the device firmware {which may also be referred to as firmware data) will be described,
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{0085} FIG. 7 shows the Bootloader and Device Firmware Power-On flow. The
Boeotloader Firmware may be protected and unchanging, and the Device Firmware may
be the object of update when in Bootloader Mode.

{0086} On boot (for example after power, on), a MCU (micro controlier unit} reset
may be performed in 702, and the Bootloader may check for the user forcing Bootloader
Mode in 704 or for a invalid Device Firmware Signature 706, If either of these conditions
exists, then the Power-On flow may go to Bootloader device being enumerated in 720
instead of the Target Device being enumerated in 714. From the System's point of view,
there may be a non-HID device that is & Bootloader attached {no Mouse, Keyboard,
Headset, etc, ).

10087] In more detall, in 704 it may be checked whether the user is forcing a
bootloader mode. If yes, processing may proceed in 718; if no, processing may proceed in
706, In 706, it may be checked whether the firmware is valid, for example whether the
firmware signature is valid. If no, processing may proceed in 728, if yes, processing may
proceed in 708. In 708, processing may jump to the device firmware. In 718, USB
initialization may be performed.

{0088]  Once in Bootloader Mode, the device may wait for flashing commands from
the Firmware Updater (FWU) application (which may also be referred 1o as updater). The
FWU may erase, progran, and \é{'if}f blocks of Flash in 732. In more detail, in a main
loop 722, it may be checked in 724, whether a data block is ready. If yes, processing may
proceed in 742; if no, processing mayv proceed in 726, In 726, it may be checked whether
to exil the bootloader. If yes, processing may proceed in 728; if no, processing may
proceed in 724. The Bootloader may protect required areas transparently to the Firmware
Updater application. In other words, the FWU application may request to erase blocks of
memory starting from address 0 and the Bootlvader may allow or block that activity
depending on which areas are protected.

{0689] Once the FWU is ensured that the Device Firmware has been successfully
programmed, only then does the FWU issue the Exit Bootloader command which the
Bootloader Firmware finalizes the Target Device Firmware updating checksums and

signatures as required in 728, and then it may force a MCU reset in 730, which may



trigger the Power-On startup flowchart. 1f the Firmware update was successful, the
Device may boot up and enumerate as the Target Device with the associated
functionality. The Bootloader configuration then may completely be suppressed.

[0098]  In the device firmware, in 710, MCU initialization may be performed. In 712,
the device may be initialized. The main loop may be performed in 716.

{0091} FIG. 8 shows a flow diagram 800 illustratinig a method for controlling an
updater in accordance with an embodiment. In the firmware updater flowchart 800,
processing of a firmware update event is shown, which may involves both the Firmware
Updater application and the Firmware of the Target Device. To be complete, there may
be also drivers for both the Protocol {which may be used to commaunicate to the devices)
and for the Bootloader (which may be used to communicate to the Bootloadet). The
Firmware Updater may be launched as a standalone application or as part of a "cloud”
engine support.

{00921  When the Firmware Updater is launched, #t may always be with a specified
VID/PID (vendor identifier/ product identifier), because the Firmware it has may be
agsociated with only a particular Device Firmware. After the initialization of the program
in 802, once the VID/PID is verified, the Firmware Version number is retrieved and
checked in 804 to see if the Firmware has already been updated to the same level or wam
the user if the Device Firmware is actually newer than the Finmware to be programmed.
|6093] Over the protocol, the Device may be put into Bootloader Mode in 808, which
may. force the device to reset in 812 and be re-enumerated (for example by the operating
system, for example by Windows) as the Bootloader Device in 814, Furthermore, the
MCU may clear the firmware signature in 810, In 816, it may be determined whether a
correct device PID is present. If ves, processing may proceed in 818; if no, processing
may proceed in 806. The FWU may wait until the Bootloader Device has been detected
before continuing. The FWU then may read the new Firmware File in 818 and may
program the Device to match (for example Erase n 820, Program in 822, and Verify in
824), and once completed, it may issue the "Exit Bootloader” command in 826. The Exit
Bootloader command may complete the Firmware update process and may force another

reset and re-enumeration in 828 allowing the Device to once again be detected by the



operating system {for example Windows) as the Target Device with the associated
functionality, In &30, the taréet device may be verified. If yes, an indication of a
successtul operation may be displayed in 832, If no, processing may proceed in 806. In
806, an indication of a failure may be displayed. After 8006 or 832, the FWU may be exit.
[0094]  In the following, bootloader design details will be described.

{00954 The BootBlock may be a small yet fully functional USB device that may be

enumetated as a "Unknown Device” with a USB Deseriptor like shown in Table 1.

Offser | Field. Value Description

0x60 bLength 18 1 Size of the Descriptor in bytes

0s01 bDeseriptorType Ox61 Device Descriptor ID
| 0x02 | bedUSB Ox0002 USB Spec Release Number in BCD format (2.0_}
o4 DeviceClass 0400 Class Code - USB.ORG (if 0, interface specifies it

own class code)

Dxbs bideviceSubClass 6100 Subelass Code - USB,ORG

{x06 bDeviceProtocol 0100 Protocol Code - USB.ORG

0x07 bMaxPackétSize 16 Maximum packet size for Bndpoint 0

Ox08 idVendor Ox1532 Vendor ID

Ox0A. idProguet Dx110D Product ID {Bootlaader 1D}

0x0C bedDevice DEVICE PI | Device Release Number {repurposed to bc;De.vice

D PID valug)

0x0E iManufactarer 0x01 Index of Manufactarer String Descriptor

Ox0F Product 6x00 Index of Prodact Siving Deseriptor

Ox10 iSeriaiNumber 0x00 index of Serial Number String Descriptor

O:ﬂ 1 bNumConfigurations ax01 Number of Possible Configurations

Table 1: BootBlock USB Device Deseriptor

{0096]  This USB Descriptor may inciude the DEVICE PID of the target device,
which may allow verification of the device even if the device is already in Bootloader
mode.

{0097 The USB String Descriptor may be repurposed to give some information to
the Firmware Updater about the type of Memory Map or other special variations that the

Bootloader wants to communicate on how to proceed with the updating.
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{0658} Table 2 shows that boot block USB string descriptor.

Offset Fleld Value Description

0x00 blength | 4 Size of the Descriptor in bytes

0x01 bDescriptorType 0x03 | String Descriptor ID

0x02 ~ bVersion | OxNN (repurposed) Bootloader firmware version number

""" ' N (repurposed) Flash format identifier (exampie: 0304 =
Ox03 HType (xNN B ! . ]
4K block, 256 bytes at a'tirme, 256 boundardes)

Table 2: BootBlock USB String Pescriptor

{6699} There may be only a handful of standard USB commands that the Bootloader
device responds to, as Firmware space is very limited. There may be another equally
small set of commands to handle the Firmware Update,. verification, and the switching
back to normal device operation mode. |

[60100] In the following, flash data storage according to various embodiments will be
described.

{68101} The device may be desired to manage and protect at a mininum three
different areas of Flash: the Manufacturing Data, the Variable Storage, the BootBlack,
and optionally the Macro Information,

[00102] The Manufacturing Data may be a block that may be only updated in the
factory and may be desired to be maintained for the fife of the device. The Manufacturing
Data may include information such as: Serial Number, Keyboard Layous, Tri-Color LED
Calibration values, etc. In the Freescale design, the Manufacturing Data may be just
another Flash page, therefore it may be placed anywhere.

{00103} FIG. 9 shows a memory map 900 in accordance with an embodiment, for
example a MCOSOBIM60 memory map.

{60104} FIG. 10 shows a data storage 1000 in accordance with an embodiment, for
example a NXP manufactaring data storage.

{00105] FIG. 11 shows & memory map 1100 in accordance with an embodiment, for

example a NXP LPC1343 memory map.

14



1061061 in the example shown in FIG. {, the Manufacturing Data may have been
stuck in the partial page a 0x1960-0x1A00. Since there may be not much Manufacturing
Data to be stored, this may be an efficient method to handle it on the Freescale JM60
design. Also Hlustrated in this figure 15 the Macio Storage located between 0x2A00-
Ox5A00 addresses. Storing Macros and more than one Profile may be a product option.
Various devices and methods according to various embodiments may rely on a cloud
service 10 store the macvos and other profiles in the "cloud" and so this additional
Bootioader Flash protection may not be needed.

{00107} However for the NXP design where all Flash pages may be 4K in size, this
may be a very wastetul way of implementing the Manufacturing Data storage. So instead,
the Manufacturing Data may be stored in the unused postion of the BootBlock, as shown
in FIG. 10. Unlike the Freescale approach, this implementation may orly be updated a
limited set of times. As shown above, Manufacturing Data blocks may be written into the
un-programmed backend of the BootBlock, and then abandoned when a hew version of
the data is written. This may contimue unti} all blocks have been abandoned except the
last one, which may allow for example about 20 updates.

[06108] The Variable Storage may be implemented on both processors as a group of
consecutive Flash pages (to the nearest page). In the Freescale designs, for Flash
efficiency reasons, the Variable Storage may not be stored at the top of the-memory map,
as there are Freescale structures like the Interrupt Vectors that cannol be moved. As
shown above, it may be seen that Flash block between 0x10BO-0x17FF is an ideal space
for the Variable Storage. Likewise in the NXP designs, the Interrupt Vectors may be at
the bottom and therefore the top of memory map may be the most efficient place to store
the Variable Storage, like may be seen from the figure showing the NXP memory map.
[80169] The Macro Information may follow the Variable Storage ideas, except that it
may be a larger block of Flash. Just {o hold the directory information entries for 80
Macros may require 4K of Flash. The Macro Directory entry may include the Macro 1D,
the Macro Data starting and ending address, and the Macro name (20 Unicode characters,
NULL terminated):

| typedef struct _ MACRO_DIR { # Macro Directory Entry siructure
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UJi6id: i Macro ID value

132 addr; # Macro Starting address
32 end; 7 Macro Ending address
U116 name{20}; /{ Macro Name {Unicode + NULL terminated)

} MACRO_DIR;

{00116  This may allow the Macro data to start and end on any byte regardiess of the
Flash page boundary., However, to manage this type of Macro Directory structure may
require all Macro data to be defragmented after every Macro delete. This may leave the
largest unused portion available for Macro Data storage. All unused Macro storage may
be erased but not programuned, allowing for the Macro data to be divectly written to the
Flash as it comes it from the protocol commands.

{00111]  Inthe following, switching to bootloader mode will be described.

[00112] Various devices and methods according to various embodiments for both NXP
and Freescale processors may switch to Bootloader mode and back without involving the
Manufacturing Data or the Variable Storage. This i1solation may be desired as devices in.
the field would get stuck in Bootloader mode, for example because power wag removed
during a Variable Storage update event, These Variable Storage update events may be
performed in stealth so the user may not know it is & bad time to unplug the device or
shutdown the system,

100113}  Itmay be still a basic requirement of the Bootloader to be able fo recover it a
power outage oceurs and any point during the Firmware Updater procedure. To meet this
requirement, there may be a Flash flag that is checked on every boot to determine if the
device should re-entry Bootloader mode or not.

{00114]  According to various embodiments, the very last byte of device code may be
the Bootloader state flag. The implementation between the two processors may vary a bit
because of the different Flash capabilities. The NXP Flash may be able to AND '{" bits to
'0' to create a different variable without erasing the whole page:

#define DFU_SIGNATURE  0x12305670  // Enter DFU Mode signature value
#define STD _SIGNATURE  0x12345678  // Standard device signsture value
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{60115] The iast variable (just below Variable Storage - see the NXP LPC1343
Memory Map as described above) in the NXP device Firmware may be set fo

STD _SIGNATURE, the device code ANDs the STD _SIGNATURE to
DFU_SIGNATURE to switch to Bootloader mode. During the Firmware Update process,
the STD_SIGNATURE may be erased to OxFFFFFFEF, but it 1s not until it is
reprogrammed to STD SIGNATURE that the next boot may go to device Firmware,
{00116} The Freescale Flash design may only allow any Flash location to be
programmed once after an erase Flash page event. This may pose an additional challenge
since of the two values that the variable can take on, one of them must be OxFF, which
may be the exact same value after the erase Flash page event ocours:

#define DFU SIGNATURE  0OxF8 /f Bnter DFU Mode signature value

#define STD _SIGNATURE  OxFF /f Standard device signature value

{00117] So, the STD SIGNATURE may be qualified by another vartable in the same
Flash page of STD SIGNATURE variable that 1s always defined by the Firmware to be
OxAA. Standard mode may be only valid if the qualification variable is OxAA and the
STD SIGNATURE is OxFF. Again, this may guarantee that the Boot Flag is set to
BOOTLOADER MODE until the last byte of Firmware is programmed.

[60118] In the following, storage update will be described,

1061191 As part of this enhancement process, the updates to gach of the different
storage types may be logically isolated. This may help to guarantee that if a state changes
accidentally, it may be corrected because the intent of the update 1s preserved. A one-shot
timer may be used o allow multiple protocol changes to be grouped together in a single
Flash update event, instead of each of the many comménds that are issued one after
another having a corresponding Flash update event. ln addition, the update to the
Variable Storage maynot occur unless the data being written is actually different from
what is currently stored in Flash. The devices may bhe often asked to store the same data
as they were ask 10 store on the last boot.

[00120]  In the following, a freescale flash update note will be described. When
converting the addresses from the .S19 file to Flash pages to erase, normally one may use

the beginning address ANDed with 0xFEOO to determine the Flash page to erase. The
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Freescale IM60 part may have two mteresting partial Flash pages that may desire care
when specifying the page to Erase. The first partial Flash page may be the page from
0x10B0 to 0x11FF, which may allow the page to be erased with the 0x1000 address,
fitting the above scheme for determining the erase address. The second partial Flash page
may be the page from 0x1960 to 0x19FF, which may only allow an address of 0x1960 to
erase it (an address of 0x1960 ANDed with OxFE0Q = 0x 1800, will not work). It is to be
noted that for Freescale firmware, the very last byte of Device Firmware may be left
undefined, forcing a break in the .519 output file immediately before the BootBlock.
Firmware may not support a block program across unprotected and protected dreas of
Flash.

{00121] Inthe following, a NXP flash update note will be described. Because there
may be quite a hit more code space available in the BootBlock to support the Bootloader
on the NXP processors, the code may convert the Freescale type of progranuning into
support that matches needs of the NXP processors. For example the NXP may desire 256
bytes to be written at once at & minimum. It also may desire that the 256 bytes be written
on a 256-byte boundary.

[86122] The Freescale type of programming may believe Flash pages are every 512-
byte address, instead of every 4096-byte address, so the NXP code may check if the page
has been erased and may skip subsequent request. The Freescale type of programming
may try to program 8-bytes at a time, The NXP code may align all writes to 256-byte
boundaries and may buffer the data until the minimum amount of data is available to
wrife.

{00123} [ these emulation enhancements were not made, then the Firmware Updater
would carry different programming algorithms for each processor.

j00124]  Inthe following, 32-Bit bootloader support will be described.

{00123] Various devices may no longer be limited to 64K of address space and
therefore the 16-bit address may be no longer adequate to allow the Firmware to be
propexly updated. According to various embodiments, a 32-bit format may be provided
that is backwards compatible with the 16-bit Bootloader, so only one Firmware Updater

application needs fo be used across all devices.
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{06126] The first change may be that the USB String Descriptor '0Type’ value may be
set to 0x05 indicating a 32-bit address space along with a 4K Erase sector size, a 256 bvte
program alignment requirement, and a programming block size of 256 bytes. Currently, a
BType' value of 0x04 may be a 16-bit address space, 4K Erase sector, 256-byte aligned,
and 256 byte in size programming block, As described in more detail below, the
commands may be changed to work on both 16-bit and 32-bit Bootloaders, and in fact
these commands may work on previous versions-of the Bootloader without any changes.
However, there may be still one reason the FWU application might have to read this USB
String Descriptor 'bType’ value, and that may be to know how far to continue
programming the device {especially if the input is a binary file, which in has to be'in
some cases if the code image is manipulated by some tool outside the compile/link
process},

{00127] The 32-bit enhancement may be able to be backwards compatible, because the
USB Setup Header packet may be in Little-Endian format and the Ending Address value
may be never used. ‘

{00128] Table 3 shows a 16-Bil bootloader USB setup header.

Byte & Byte 1 Byte2 | Byted | Byte4 | ByteS | Byte6 | Byte7

Destination | Command | Stardng Address Ending Address Payload Size

Table 3: 16-Bit Bootloader USB Setup Header

[06129] In the following, the bootloader device according to various embodiments will
be described. When a device is placed in Bootloader mode it may be re-enumerated as a
Bootleader Device. This Bootloader Device may be limited in its function, and may only
support the minimum set of commands to get pass USB enumeration and then to handle
the Firmware Update. This device may be no longer a device which supports an enhanced
protocel. ‘

{08130] Once the protocol command to enter Bootloader Mode has been issued and

the proper amount of time has elapsed allowing to the device to go through Reset and Re-
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enumeration, the Firmware Updater may use the VID and PID to verify that device is in
Bootloader mode {for example 0x 1532, 0x110D). Since multiple devices may be attached
10 a system at any one time (and all may be in Bootloader mode, which may be not likely
but possible), the Firmware Updater may read the original DEVICE PID value in the
Bootloader Device Descriptor and may compare it to the desired target device.

[06131]  Asabootloader device, the following minimum set of USB commands may
be supported:

[66132] - GET_STATUS (0x00);

[066133] ~SET_ADDRESS (0x05};

{66134] - GET_DESCRIPTOR (0x06);

[66138] - GET_CONFIRURATION (0x08); and

[60136f - SET CONFIGURATION (0x09).

[66137]  The Firmware Updater application may use USB control transfers to issue the
Bootloader device commands.

[06138] Table 4 shows a bootloader USB setup header.

Byte § Byte 1 Byte2 | Byte3 | Byted Byte § Byte § Byte 7

Destination { Command Stating Address (Little-Endian) Paytoad Size:

Table 4: Bootloader USH Setup Header

100139]  As shown in Table 4, the USB Setup header usage may have been altered to
issue 32-bit compatible Bootloader Conymands in a very minimalistic way (see Table 3
above). The supported Bootloader commands may be as follows:

{00140] - PROGRAM (0x81) — Starting address, length, and data;

{00141} -ERASE PAGE (0x82) - Page address:

{60142] - EXIT BOOTLOADER (0x84) - Performs a USB & device reset;

(00143} - VERIFY (0x87) ~ Starting address, length, and data; and

{00144} - GET_RESULT (0x8F) ~ 0x01 = Successtul, 0xFF = Eryor.

[00145]  As previously noted, the NXP Bootloader support may be a bit more
sophisticated and may emulate the more constrained Freescale Bootioader support. The

Freescale Bootloader support may desire that ERASE PAGE commands are alwayson a
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Flash page boundary (Flash size 0x0200 byies) with two exceptions. Looking at the
memory map of Freescale MCOSO8IM60 above, it may be seen that there are two partial
Flash pages due to the Freescale placement of Registers/RAM. These Flash pages may be
at 0x10B0-0x11FF and 0x1960-0x19FF and may need to be erased by giving the starting
address of those pages (0x10B0 and 0x1960). AH other erasures may begin on the Flash
boundaries (an example erase sequence may be: 0x1080, 0x1200, 0x1400, 0x1600,
0x1960, 0x1A00, 0x1CO00, ... 0xFE00).

{06146} The Erase sequence may inchude: ERASE PAGE (start_address) followed by
a GET RESULT command, which may return Success (0x01) or Failure (OxFF). The
following ERASE_PAGE example like shown in Table 5 may erase the last 4X block of
a 2MByte part (Ox001FF000). Table 6 shows a GET_RESULT command.

Byte # g 1112131415677

Value
(hex)
Table 5: ERASE _PAGE Command

40 | 82 | 00} FO | IF { 00| 00| G0

Byte# | 011 (213145 ¢61|7

Value
(hex-)g
Table 6: GET_RESULT Command

40 {8F [ 00 1 00 {00 100} 0100

[60147] Program and Verify cycles may be identical taking the same data at the same
address, getting the results after each command. The program data may not span across
unprotected and protected areas {protected by the Bootloader and are preserved during
the erase and program cycles); therefore the 519 or HEX files may be parsed line by line
sending 16 bytes. Because the size of the ling, there may be no benefit to sending larger
chunks. The .819 and HEX files may be constructed so that there is always a line break
between protected and unprotected Flash pages.

{00148} The Program sequence may include: PROGRAM (start_address) packet of 16
bytes of data, GET_RESULT, which returns Success (0x01) or Failure {0xFF), The
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following PROGRAM (Table 7) and VERIFY {Table 8) example may be acting on the
last 16 bytes of a 2MByte-part (0x001FEFFFO),
{00149

Byte# | 0 1112131451817

Value thex) | 40 31 FO FF ik 00 10 00
Table 7: PROGRAM Command
Byte # 8 11213141 8{861i7

Valuefhex) | 40 | 87 { FO | FF § 1F { 00 | 10 | OO
Table 8: VERIFY Command

[00150} The last command to be issued may be the EXIT BOOTLOADER command
{for example like shown in Table 9 below), which may cause the device to be re-

enumerated again showing up as a device in device operation mode again.

Byte # ] 1 2 3 4 5 8 7

Valuethex} | 40 | 84 | 00 | 00 { 00 | 00 | 0O | 0O
Table 9: EXIT_BOOTLOADER Command

[66181] There may be a Flash flag that may indicate that the device is in Bootloader
mode, This flag may only be cleared after successfully being programmed. This flag may
be checked on every device boot and the device may go inte Bootloader mode if the flag
is set. This mechanism may allow the power to be removed at any time {(inclading
immediately after the Erase cycle) and for the Davice to be recovered by recognizing the
device is in bootloader mode and then checking the original DEVICE PID.

[08152] There may also be a user recovery mechanism. If the wrong Firmware has
been successfully programmed in the device and it no longer responds to protocol
commands, the user may unplug the device, may hold down some key/button
combination (for example for a mouse; left, middle, right buttons; for example for a

keyboard = Fn-key or other special key) as the device is plugged back in. The firmware
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updater appiication may use the original DEVICE. PID value as described above to detect
which device is attached and in heed ot a firmwiaré update.

[00153] While the invention bas been particularly shown and described with reference
to specific embodiments, it should be undersiood by those skilled in the art that various
changes in form and detail may be made therein without depatting from the spirit and
scope of the invention as defined by the appended clatms. The scope of the invention is
thus indicated by the appended claims and all changes which come within the raganing

and range of equivalency of the claims are therefore intended to be embraced.



CLAIMS

1. A device comprising:

a bootloader;

a memory configured to store firmware data for controlling the device;

a processor configured to operate in a device operation mode or in a bootloader
mode;

an interface;

a validity checker configured to check whether the firmware data stored in the
memory is valid; and

a mode changer configured to change from the device operation mode to the
bootloader mode if it is determined that the firmware data stored in the memory is not
valid;

wherein the device operation mode is a mode in which the processor controls the
bootloader to load the firmware data stored in the memory; and

wherein the bootloader mode is a mode in which the processor controls the
bootloader to send an identifier of the device using the interface, to receive firmware data

using the interface and to store the firmware data in the memory.

2. The device of claim 1,

wherein the device comprises at least one of an input device or an output device.

3. The device of claim 2,
wherein the firmware data comprises data for controlling the at least one of the

input device or the output device.

4, The device of any one of claims 1 to 3,
wherein the bootloader mode is a mode in which the processor does not control

the bootloader to load the firmware data stored in the memory.
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5.

The device of any one of claims 1 to 4,

wherein the interface comprises at least one of a universal serial bus interface, a

Firewire interface, a PS/2 interface, a Thunderbolt interface, a local area network

interface, a Bluetooth interface, an infrared interface, a wireless local area network

interface or a mobile radio communication interface.

The device of any one of claims 1 to 5,

wherein the bootloader uses data stored in a secured portion of the memory.

The device of any one of claims 1 to 6, further comprising:

a receiver configured to receive an instruction to change from the device

operation mode to the bootloader mode.

The device of claim 7,

wherein the receiver is configured to receive the instruction using the interface.

The device of any one of claims 1 to 8, further comprising:

a receiver configured to receive an instruction to change from the bootloader

mode to the device operation mode.

10.

11.

The device of claim 9,

wherein the receiver is configured to receive the instruction using the interface.

The device of any one of claims 1 to 10,

wherein the device is further configured to determine in which mode to operate at

the time of booting the device.

12.

An updater comprising:
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a receiver configured to receive from a device in a bootloader mode an identifier
of the device; and

a sender configured to send to the device firmware data based on the received
identifier;

a validity checker configured to check whether the firmware data stored in a
memory of the device is valid; and

a mode changer configured to change from a device operation mode to the
bootloader mode if it is determined that the firmware data stored in the memory is not
valid;

wherein the device operation mode is a mode in which the processor controls the
bootloader to load the firmware data stored in the memory; and
wherein the bootloader mode is a mode in which the processor controls the bootloader to
send an identifier of the device using the interface, to receive firmware data using the

interface and to store the firmware data in the memory.

13. The updater of claim 12,
wherein the sender is further configured to send to a device not in the bootloader

mode an instruction for changing to the bootloader mode.

14. The updater of claim 12 or 13,
wherein the sender is further configured to send to the device in the bootloader

mode an instruction for changing to the device operation mode.

15. A method for controlling a device, the method comprising:

controlling a bootloader;

controlling a memory to store firmware data for controlling the device;

controlling a processor to operate in a device operation mode or in a bootloader
mode;

controlling an interface;
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controlling a validity checker to check whether the firmware data stored in the
memory is valid; and

controlling a mode changer to change from the device operation mode to the
bootloader mode if it is determined that the firmware data stored in the memory is not
valid;

wherein the device operation mode is a mode in which the processor controls the
bootloader to load the firmware data stored in the memory; and

wherein the bootloader mode is a mode in which the processor controls the
bootloader to send an identifier of the device using the interface, to receive firmware data

using the interface and to store the firmware data in the memory.

16. The method of claim 15,

wherein the device comprises at least one of an input device or an output device.

17. The method of claim 16,
wherein the firmware data comprises data for controlling the at least one of the

input device or the output device.

18. The method of any one of claims 15 to 17,
wherein the bootloader mode is a mode in which the processor does not control

the bootloader to load the firmware data stored in the memory.

19.  The method of any one of claims 15 to 18,

wherein the interface comprises at least one of a universal serial bus interface, a
Firewire interface, a PS/2 interface, a Thunderbolt interface, a local area network
interface, a Bluetooth interface, an infrared interface, a wireless local area network

interface or a mobile radio communication interface.

20. The method of any one of claims 15 to 19,

wherein the bootloader uses data stored in a secured portion of the memory.
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21.  The method of any one of claims 15 to 20, further comprising:
controlling a receiver to receive an instruction to change from the device

operation mode to the bootloader mode.

22, The method of claim 21,

wherein the receiver receives the instruction using the interface.

23.  The method of any one of claims 15 to 22, further comprising;:
controlling a receiver to receive an instruction to change from the bootloader

mode to the device operation mode.

24. The method of claim 23,

wherein the receiver receives the instruction using the interface.

25.  The method of any one of claims 15 to 24,
wherein the device determines in which mode to operate at the time of booting the

device.

26. A method for controlling an updater, the method comprising:

controlling a receiver to receive from a device in a bootloader mode an identifier
of the device; and

controlling a sender to send to the device firmware data based on the received
identifier;

controlling a validity checker of the device to check whether the firmware data
stored in the memory is valid; and

controlling a mode changer of the device to change from the device operation
mode to the bootloader mode if it is determined that the firmware data stored in the

memory is not valid.
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wherein the device operation mode is a mode in which the processor controls the
bootloader to load the firmware data stored in the memory; and

wherein the bootloader mode is a mode in which the processor controls the
bootloader to send an identifier of the device using the interface, to receive firmware data

using the interface and to store the firmware data in the memory.

217. The method of claim 26,
wherein the sender sends to a device not in the bootloader mode an instruction for

changing to the bootloader mode.
28. The method of claim 26 or 27,

wherein the sender sends to the device in the bootloader mode an instruction for

changing to the device operation mode.
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