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FOR UPDATI NG AN ARCHI VE OF A COVPUTER FI LE TECHNI CAL FI ELD OF THE | NVENTI ON
This invention relates generally to the field of file archivinQ,ﬁQﬂﬂ'dﬁﬁb
particularly to a method and system for updating an archive of a conputer
file. 5 BACKGRGIND OF THE | NVENTI ON Fi |l e archivi ng syst enmedragdoupeszonput er
files to protect against data loss. As files are nodified over tine, a
conparator differentiates between new arid archived file 10 versions for
t he purpose of updating the archived versions. Known conparators include
revision . control engines and excl usive-or (XOR) processes. Conventi onal
nparators and differentiating systens~used in file archiving systens
ffer disadvantages in that 15 they are process or nenory intensive and
inflexible. As a result, they are unsuitable for sone systens, applications
and/ or condi tions. SUMVARYEFGREANRVERFTRN EQR THHRPAFEXeMN i nvent i on
provides an inproved nethod apgcafsiEems’ ar cBpgatkRIFangar chive of a
conputer file to substantially reduce or elimnate problenms and
di sadvant ages associated with previous systens and nmethods. In particular,
one of a plukakt of 1 SIS &ty %Fh%: k%pted 25 based on user and/or
systen1inpéi?ﬂﬁ%%%ffﬁﬁs—ﬁf—eﬁ%Leﬁraéig;eptinize data store, data transfer
or other archi vEhigesanversion WOlAtkEsFcherally to the field of file

archiving, and more particularly to a method and system for

updating an archive of a computer file.

BACKGROUND OF THE INVENTION

File archiving systems backup computer files to protect
against data loss. As files are modified over time, a
comparator differentiates between new and archived file
10 versions for the purpose of updating the archived versions.
Known comparators include revision control engines and
exclusive-or (XOR) processes. ‘
Conventional comparators and differentiating systems
used in file archiving systems suffer disadvantages in that
15 they are process or memory intensive and inflexible. As a
result, they are unsuitable for some systems, applications
and/or conditions.

SUMMARY OF THE INVENTION

20 The present invention provides an improved method and
system for updating an archive of a computer file to
substantially reduce or eliminate problems and disadvantages
associated with previous systems and methods. In
particular, one of a plurality of comparators is selected

25 based on user and/or system input, conditions or criteria to
optimize data store, data transfer or other archive

resources.




2 2 6 MAY 2004 pCTIU SO 1 /()6820 A nethod and system for updating an

archive of a conputer file to reflect changes nade to the fiTe 1 ncludes
selecting one of a plurality of conparison nethods as a preferred

conpari son nmethod. The conpari son nethods include 5 a first chrﬁaMmsoan
met hod whay@ipfysishe file is conpared to an archive of the le nd a second
conpari son nethod wherein a first set of tokens statistica @U 01/06820
representative of the file is conputed and conpared to a second set of
tokens statistically representative of the archive of the file. 10 The

met hod further includes carrying out the preferred conparison nethod to
¢nerate indicia of differences between the file and the archive of the
T1e for updatifg methed clinde sfstee fEbe. vpdatiher @aspesicHifyd hespr gsent

i nvention 5@9: ; met hod..and system for file archiving including

sel ecti ng éa e éé%tseglignﬁgri egfr%eﬁ’g:t hOWRRHS cBRPEr itSorE st ﬁ\bg‘h anflpdesfile
and an assorliattethgeonrd 6fl & bpsada0nedt dLash@a i%%ﬁdi&xégﬂodgh%ssegem ed
conparison is_ sel egt ed froma first conpari son nethod and a secon

conpar i soPTAHOED THIBIF 530D re e i sBhe nechpartsopr nsebodenparingeat

| east ene g espast | ¥&m: i it h: th i file to at l.east one
byte associated with %ﬁfzﬁmﬁ?ﬁ%ﬁ%%e%%dfi%ﬁp%ﬁ g%ﬁpﬁﬁ?ﬂogo an
conpri ses FGHEFS fof ath¢ rEilecandfassacondi compasbsoat mdtWbtihwhbeefhar st
file to agsgean t . pf atisiics.asspciated with the second file. The
net hod al s%l i nc%%tgsoge%%]?% %n%tga%igéég? eF TREFETRCJF 1R 1 Por EReefbdSed on

the first ifd| ecomprets@coaddf i bempagdetihetsel ect egbPpardson Jet hgﬁkggg
updating the first file based on the indicia. The nethod al so include

provi di ng TR IHA B HY orepgegsRsatiye ef fitha prrhivaseef orhehefihedici a
of di ftber angee. metiRDLIREITLS 221MAL2004,RETRHSONlrc/ 08RO Techul cal
e rea

advant ages of the present invention w | y "apparent to O%Jérg‘ﬁi 'l ed
in the artCORARITRN feRthed ne fogperate dindicid i off Abfifeteantss beBRAER

DESCRI PTI G, OF £T| T esent i nyenti i s best understood from
the detaile desclj:él Etgﬁ?:\'\%?chm%cgﬁe%%?ft aﬁgﬁ i‘ﬁl eOnj%r’r"ct PBHaﬁ/ilPﬁ t Hae
acconpanyiarsldreavofysshe rfadldch: FIGURE 1 is a diagramillustrating a

distributed file 10 _archivin stem accordi ng to, one enbodi nent of the
A ‘l'ufflé"&)ﬁE af3%§ a %gr Ergﬁ RERTSH | LRUSPEAPRNgwolyes a

present invention;

i nt er LAce ferthadnanal biyaged FEKUP: DE 0§8ER1 #AGT IndE b ngN & ATRAdiIEENY Of
the present _invention;
selected comparison method for comparison between a first
file and an associated second file based on at least one
condition. The selected comparison is selected from a first
comparison method and a second comparison method. The first
20 comparison method comprises comparing at least one
respective byte associated with the first file to at least
one byte associated with the second filé: The second
comparison method comprises comparing a first set of
statistics associated with the first file to a second set of
25 statistics associated with the second file. The method also
includes generating at least one indicia of difference based
on the first file, the second file and the selected
comparison method and updating the first file based on the
indicia. The method also includes providing the indicia for

30 updating the first file based on the indicia of difference.




15 FIGURE 3 is a block diagramillustrating details of the client conputer
and the server comufer of FIGURE 1 according to one enbodi nent of the
present invention; FIGURE 4 is a block diagramillustrating an archiving

system for the clrent conputer of Fi
of the present invention;, FIGURE ,5 is a flow diagramillustrating an
exenpl ary method for updating an archive of a file according toZogleMAY 2004
embodi ment wef o1ldisyPr esent invention;, FIGURES. 6-9 are a flowhart
illustrating a nmethod for 25 updating an archive, of a conBGU&B0146B29
according to one enbodi nent of the present invention; and FIGURE 10 is a
flowchart illustrating a method f or determning a differencing nethod to
be used according to one enbodi ment -of the present invention. 30 2 6 MAY
904 WO 0l /65371 PCT/ US01/ 06820 4DESCRI PTI ON' OF PREFERRED EXEMPLARY

ODI MENTSFI GURECkni bhilstadbiart ayyed | &AL £ BONMYHRIen}00; ed erver
conputer 300 _via an Internet or 'a?ther nqtmgrkconrlegc%ti%)ﬁ‘?%%fé% ‘ﬁ%ggt Sile
ar chi ves oﬁegé?'@gr CORPUERES3ED. e emkidd¢dsedner thenpater sfdd® andha00
can be anysgiiaWhigqgt ¥pes C ] ers such as a | aptop,
aper sonal conput erg( PC%; rgéaeggtggg%?&g %Ig%rpd#e?ﬁ“%’c, and thelike, or
conputers specially configured for a specificpurpose. In one enbodi nent. for

exanpl g, cll_;f{frﬁﬁ 5@@&&@&1590&9%59&&1 pt op connected to a server

conput er 300 throughphone—++fAes—FFef—a—+rotel room | n anot her

ermbodi nent, cl i efhecoppesent 10Dnv@yt Den spesi Aldat CHdrgedbd NGQLREr @hgd
into nedic %téjif@?os i C e%ge{ment, .andconnected to a central server

conput er 200 Via" theFHTet et digtchfol hgweal uedreni rfror wenjanctAsn
records areitipdehedascempanyisy! @Fawlhisd! &9 &%, 100 throughout a

di agnosticprocess or _a series of processes, archives of the recordscan be
updat ed on the EEAYREI lsekver Ednppurmr ildiusgreftemoesendisoyebtted. filew | |
be under st 9egh t t od _for archiving files according to
vari ous as ect%%fﬁﬁ%hgggrééée%?%?%\ggﬁ it(%% g’ae bee“??‘?'f%i t%’%i bYe apyesent

ot her sui t ableemohdnnat i ons of hardware and software. As described in nore

detail bel ow, tPfG@%‘gt em andmet hod for archiving files according to various
aspects of 25t he” present?i ntent? oPIrREUd L 3gF@n | Ad lyetratdngr chi veseona

server conuterfa30€ forrebhneeblthagoas dakid §srdmslss %@&%ﬁ{&o tgc?ggﬂéer

100. In sucnt&?a s¥stem one or nore updatedfiles are conpare I'ved
versi ons oF"QPETeResClistiey RESIRRE i SoreHeidnd that is sel ected fromtwo or
nmor e3@gvai | abl epcoHRAr 3 seg ge : a using a.firsy ongof the
met hods conpares an updated f%Fggtﬁodgan%g %?i‘?%te f Jeg?ha?{?%f’? e%’rgd'%}ﬁ? on
t he cli entCEerput efompotepr oandi nghe 2 seriaY 2B/ BB7IFIGURE 1

PCT/ USOL/ %cﬁﬁg Oéo G rer%c?dgnltergt of the present invention;

FIGURE 4 is a block diagram illustrating an archiving

system for the client computer of FIGURE 3 according to one
20 embodiment of the present invention;

FIGURE 5 is a flow diagram illustrating an exemplary
method for updating an archive of a file according to one
embodiment of the present invention;

FIGURES 6-9 are a flowchart illustrating a method for

25 updating an archive. of a computer file according to one
embodiment of the present invention; and

FIGURE 10 is a flowchart illustrating a method for
determining a differencing method to be uséd according to

one embodiment of the present invention.
30 ' '




I dt d; r bheawncorer aes, t sy at are odifferent between the
file and the file's archive. Aconparator using a second one of the
conpari son met hodspartitions, or segnents, the updated file intg | ocks,
or 5segnment s, conputes a token per block to generate a set oftokén MA;t208% e
statisti caVPYVP¥pt esentative of the updatedfile and conparrcTtseomeszdokens
to another set of tokenswhich are statistically representative of the
archive of thefile. Wen using the second nethod, a conparator
provi des10i ndicia of one or nore bl ocksycontaining data words that

edi fferent between the file and its archive. O her suitabl econparison

et hods n%ﬁgﬁﬁl@r&l %Eﬁﬁvmﬁ\éh‘ﬁﬁﬂya&&ﬂé{:@h%ﬁg f avail abl e

conpari so ; a5ttt pdri son nethod for a
gi ven set of 15CIEHIRE dnsiXludteratteas en. ¢l iQHRE Drigddest M@ Sconiis®ed NtEr f ace
on clientconputer 100 for gro ti ng,,a user to specify one of theavailable
conpari so mEEASEE by BRYEETi %Oa dfdi ¥R o FAWRY meFat Pehet n neéfework

ar chi vi ng cefnren e Npoe fid espddte20¢ 9aPaL SR JIBt ds%%% he é&hg&féeed by
any suitabl e technique,either manually or automatically. _efeerrl n o Fl GURE
2, for® exafif-e, CLoRRBEt Y 068F¥PrayePmPUtiarisnglPOX artDd 200 tdard BBackup Set

Editor" tQpyimy:d ctrg,ﬂés_.’er 'Qﬂ:ﬁ{v , i.ncl udes two . ,
mai n25sect i olns, a" ackup0£|VEt 05;@8%&%?0%9%__ (%nr as _ era\f’erq?e]\ﬁ%q%s"a
secti on 14®rsuBadk grmybiteod" (BBt isordekkt dpnaajdes thundHeada ssr?j,ecaltrﬁi Sshsuch
as radio Quttons. A fjrst selectorll2 is |labeled "Mnimze |ocal storage"
and a sechlr%{seél eCfor PTRYEELPanEPEF LA/ Ki n’i’?’élw%%‘flerfgﬁrre?" spReific
first3. Oamhrgeeend mel 666 ckebddZnénd 244 BRRApLS, t REi1WSE" daRelseiay of
two conditions for optimzation during archiving of

10 may be a laptop connected to a server computer 300 through

phone 1lines from 'a hotel room. ~ In another embodiment,

client computer 100" may be specially configured,

incorporated into medical diagnostic equipment, and

connected to a central server computer 200 via the Internet

15 for archiving valuable information. As records are updated

on a particular client'computer 100 throughout a diagnostic

process or a series of processes, archives of the records

'can be updated on the central server computer using the

present invention. It will be understood that the system

20 and method for archiving files according to various aspects

of the present invention can be implemented by any other
suitable combinations of hardware and software.

As described in more detail below, the system and

method for archiving files according to various aspects of

25 the present invention includes updating of file archives on

a server computer 300 to reflect changes to files made on a

client computer 100. In such a system, one or more updated

files are compared to archived versions of the files using a

comparison method that is selected from two or more

30. available comparison methods. A comparator using a first one

of the methods compares an updated file to a copy of the

file that is resident on the client computer 100, providing




WO 01/6s371 6 2 s M-, ~ 200 w PCT/US01/ (06820 one or nore files whose active

| ocation is on client conputer 200. ATrrst conditron s effrcrent—useof
data storage on the client conmputer 100. A second condition is T:é)i ient 5
conveying of indicia fromthe client conputer 100 to the server t 2004
300. The usyoigdsrisel ect the first condition for optim zati‘gn by clicking
on selector 112 and the second condition by clicking on sef E@é%/%ﬂ’. User
selection requires the user to decide at a gross 10 | evel what conparison
type or which differencing engine, will be used .for a particular archival
operation. Automatic sel ection dynam cal3y determ nes the best differencing
Cejr)gi ne for a file on a file-by-file basis. Such a systemcan, at the tinme
backup, itdéieim nef t ndestr dnbter edetiang whraengi Be foyréde fils based on

a set of cgndiLi- o] iLteria to he.optim.zed, Such_optim zation inproves
t he overal ?Qggrgkggﬁmngggg?g?he%%?odg&}ebeéﬁﬁset'}é‘ﬁchfflilleésbe'raﬁg‘-hba’@kedAup is

processed bympheadpti nedimnly . &f es€86hA0 Wi BE f PRt F@émﬁdéieso@@%@ﬂses of
criteriatg bgégval uated, either individually or in '"various conbinations

FtAbr 8% Hat et s € bde el Mpdated Bahewiiditle dblaodies neowor k

usi ng any 5

avai | ald e seghbats! | edmpatcelshey ti f e PAkUP, o t relLiability of _the
et wor k conne?}thi on; which nmay be !r:r(ggglgrgggzgiby reta%egt ge?(%\r:erea B%%%doﬁacket
transni ssi bAkSRRe tiREe 33fe t3fatFigtd dadilyy temiesbnimt ive ¢§pehef ubdae clei ng
backed up, n il hard di sk storage space on the client
conput er, f%ggef | Ci tgﬁg‘ ag%égv\h‘%g%se? hgo Fpgntt%om%g‘terg figFd fi stpkens

oper ati ng, weich asehewatiagirealky B6ptbsediskive 8nddne abhews pevoandpkast

t he CPU-di ]5.5 intz{f ace |s ggd costs of ne ~~ work connection, such as if
the user i5-tBnnddE8y VP %n tBRpSRGARS sTRERPL e 3nctqmRaTatom\PEOVES8EL 7 2

6 MAY 12004iRET¢USQ 1/ 88828r TRoobt BLBCRET EERES LPgsS mof the
client co uggégloo may, fgr gxargil e,c be queriuésdﬂgoagg%g%%?%% {Yﬁégbgﬁﬁm dth

of the avaft SHet R6Fke2D0.the &ilmrandulise epattdnieng Gyistiemsdoeabbet
SUppOrt SUebmPLLs6s wetd i CHlay also be employed. By providing a
plurality of available comparison methods, the syster'ﬁ
permits’ a suitable comparison method for a given set of

15 conditions to be chosen.

FIGURE 2 illustrates a user interface on client
computer 100 for prompting a user to specify one of the
available comparison methods by selecting a condition for
optimization in the archiving of one or more files. The

20 comparison method can be selected by any suitable technique,
either manually or automatically.

Referr'ing to FIGURE 2, for example, compufer 100
displays a dialog box 110 entitled “Backup Set Editor” to
prompt for user input. Dialog box 110 includes two main

25 sections, a “Backup Method” section 120 and a “Server:
Revisions” section 140. "Backup Method" section 120 includes
two item selectors, such as radio bui:tons. A first selector
112 is labeled *“Minimize local storage” and a second
selector 114 is labeled “Minimize transfer time.” The first

30 and second selectors 112 and 114 permits the user to select

one of two conditions for optimization during archiving of




5 device driver could be inplenented to capture the information fromthe

nodem or network interface card. If the bandw dth Is determ ned to be below
a threshold, the automatic sel ection system can pick a differencing engine
that mininized indicia to be sent over the network. If the 10 2i GeMpf 2008
file to bewbagkediup is large, relative to the avail abl e disk stora%e on
the client machine 100, the autonmatic sel ection system can%?@l%‘”é“s v
di fferencing engine that requires the | east anmount of |ocal disk storage on
the client machine 100. The automatic sel ection system can pick 15 an
appropriate differencing engine based orffile type. One such exanple woul d
be .pst files generated by M CROSOFT QUTLOOK. These f~.les are | arge and
hange of t¥#€ arRF t eawsf orfilge ndtodwmndicadi waf f ildRMion by Pyt Ol 1BlH6K

di f ferenci, a@;@épefo In variations where a diffe~rencing 20 engine iIs

avail abl e t nor e e‘hi ciently handles this type of file, the system can
assign said endinéitst haadidatibe .Rstefils; c 'S i.on 120 al so
permts tll:e%éjse%.to speci fy the nunber  of %%lgi@siﬁ%%sl% kkg%% eggéﬁg?ﬁ &8 to
be 25 kept-'6h rhaSBFi SR RFUL 2P0 100 Ai Becondr slortlidicFheie afd iademtt ages
and di sadvwastageisndqSseci i@ i t B RCr i ; n r. of revisions kept
on the client corrp%ter 100.pclj¥a ngfg&r et%?ési ggslteg?e ﬁ%%fu%%rt r:l'zj\écl"’r%ntthe
conput er RRFVEheFFMULer of @4t eFhe i ke¢r hoad shiaeca cheeft rsestengikgguest

neod Tor commi Car eh WY nE EBIIER B0 SamFor YA #AY DhO Wecoress7l

need for conmunication wWth

8 PCT/ USO H®@8820iare\hys i cnisclairip dre i e ty8¥ € 1di sk space and nore
processi ngti ne en bafkugs are perforned."Server Revisions" section 140
permts the usertUspRTrfy-ifR REABAresf theviusemstof desdked afp 4i besss

t obe5kept JErdlne whakVetoRBaPLESH %ﬁ&: Sget i @y 40 d; destwoitem .
sel ectors, such as radio %uttons. fei rst se Jé%i?or%ﬁes%ﬁnfﬁageden@ége%rver

revisi on Stk e wpadafencendeattdordarl dir¢lsi vabebpdriti Ght efut 8mat ighe

first and adss] ec ] d ermts the user to sel ect one
oftmolOrrets}gd's for Ii%ﬁ?mn%é%%%pnuéég?%‘%n?gvi &Phs RFShacRedbpreneingo be
kept on t lRnEiareyeforonputidre 300. A fAilsl-byetAiae ivads al | @ydrhe, NBYReLLOf
revi si ons'zf%q‘e kecot on éhe~serv?)r ?{onputer 300 to be determ ned byt heval ue
configured ol the SRFvEFIRORGUCRCKEB0 Kipteraing Ve Seenpudef ferencing
admi nL5t r atreyineA fAc ik efhodd s | eyse ~ lLent._conput er
100 to speci f% t he nunberofrevi si odngbl%aoal g%@‘{'ze%gécfﬁgl%{s}g?gcgﬁ é]é?‘%% *the
first netfGHfBf SREEPFRY serSeeh r optémdzatipnc| ingaogesn thel esterdd2and

e serongmiadues Clf 100,008 61, df LPLoely sobssiz, 1

second net hod, the user can enummber o Cf)é‘?‘iln’gpthe
desi red ndrfhePBEPFRFSSHOMY | hheompinald6diTiferenatag engine for that
advant agesgngddi sadvant ages associ ated wi th increasing the nunberofrevisions
kept on the server conputer 300. Mre revisions25nmean that nore versions of

the b2Rked up Exampdmsber est or editblia revbsi ops al §Pa1€GE4E MU £ i sk
spaceandm?tr?pfr.gt:“]eaﬁf ing tine when backups are performned. Fl GURE 3775 a bl ock
di agram i MUt ayde‘?%i F8 JPEHEMS ¢imimghiiaiis 100inad anlye ssurtadle

conput er dRGheRaiecalNgIaeF GURE1 3g ':aptli%&diﬁ'g%gf er,400 jacl ud
conventi onal hardware, notably a user ient erface 310, ao%:PUt%‘%O, %eﬁtz 2dan
Intel PENRVOMAPLS FPi theens }$€380 abudheastimp SP- 128 b¥EkOd/ 6:tHel 9 2

6 MAY ~~~7eRGRLYSILy/ @F82Qie network connection, which may be measured
25 by requests for repeated packet transmission, the size of

the file being backed up, the type of file being backed up,

the amount of available hard disk storage space on the

client computer, ‘he efficiency at which the «client
computer's hard disL is operating, such as how fragmented

30 the disk is and/or how new and fast the CPU-disk interface
is, and costs of network connection, such as if the user is

connected via an expensive satellite network.




KB of RAM and BIOS ROM a hard di sk 340, such as a 2-10 GB capacity hard

di sk, and a network interface 350, all conventionally interconnected via a
bus 355a Bus 355 can include a conventional high-speed bus, spg ?Umpo
MHz, 5 BZBgag/Pgi coupling CPU 320 and nenory 330 and one or nore buses

t hat may Vo%ther speeds , such as UDMA- 33, UDMA- 66, PQCTAGE1AGR)
coupling CPU to hard disk 340, network interface 350, and other hardware in
client conputer 100 as desired. User interface 310 includes any suitable
hardware 10 and/or software for pronpting a user to provide input. For
-exanple, a flat-panel display 102 of any .suitable type, such as' an LCD

ahd a TFT di spl MSELiAN 31 I .include a conventional .
<jkeyboard 104, eri[% a coﬁ%e%??%%gfafoggﬁ?é %s"?%[?il\?g psaisﬁﬁnhgojge\%%ec%eptﬁ
Hard di sk S#puted utiee maynetficoal éxyammboy ded iqueirdied afo fadesrmensodgd and
retrieved ] trQl g% CPU_320. 1Fi les on a hard disk, or other nass .
storage medium- Of a cli et O AcESEHCRE t 80P he Thvént Partiaelatde one
or nore fidpexatdnge apebemedicanRd A€ @uLppRe asnaci ghediaschiye gge ed
managepent, files. For. _exanpl e, hard disk 340 includés indicia o% FTFst
file 332 (B UESr cAFTEE nanee2kd| | o1 Amglamentedi vetomnagotume fithe 343
named " copyferridd il 4 i t oy il 3424 Ipet
exanple, file 342 is to cgﬁe t{ﬁ{:lﬁ?%/%uén ui?nlgé%y i?%?éxé%%r%gr?%%%’ ngf hggei n 25
whi ch fil @andygiths asgopjetsgriined 342 asbét bebovasa athhésksldHarehdi sk
340 al so i | ndL.¢l f a second file 344 to be archived naned "file
2" and an élrzyr}'Jc |S/:§dna%ggé§%%?nf isﬁfes A5 Hated? k@nsdelfq'aflreéfe?cmln@r FRAEGT ng
the archi wiheg ohiBimizéd 3ddicia the lxasane, oféeterBé4 Hetvorrhe B¢ chiyed
usi ng, fhe second. co arhion method in which file 345 includes a set of
t okens’t hat 25 5t 2T sfieql 1P &’@pr Srht PR eisf legge, redawiver ooy wm

01/ 6371 1&RGTI/BIE/ (B0 fHtlbeade | brwaghkast12kqbi VRG-nIhE Sggend ogl hod
is selected for archiving of 344 because file 344 occupies a noré

si gni fi caUteFAtiieh selefitienomygdampaant pick har didifsiredtAnganehg s

met hod do t i t p he -5 .fil l.ast__archived he kept
on the cl %Zirﬁpc%éﬁ%ﬁlﬁés gg?a%??/%emg?gén%f SFi Ilébscaonﬁaq'lkd sdi°§,?9§4(9‘hr‘§‘%nl y
i |l ustraticidemtd meghime bHeoi nTheatutemat ist eedgetdapaciyigt et agh iph@o

act uaissysatnem To archi vegfﬁ%kes 342 and 344, U 320 executes software 10

from wenory SFPIHRTIITFIDI PECRGHBEI SRILEE ®Y §jdeedrvas0. OmEpU 320
convent i omaldly kragplehewselid Waee f.pam hed e di HYenmdA it ob%arppféh@g&{)y_
carrying (r)q%t,r functi Oﬂ?s of . a_di sk operating systtem such as NDOAS 98. File
342 is partIGPOk i ridtespickbble®t 2Kt dABER), ande fohamgeof offtiesh el 15
archived usig¥drorid | RgS t ct QY Al | t /o
automatical |ly. The setti n%?%??ﬁ%%ﬁde%eﬁ%h or¥ o%nﬁgg té}% abvlacﬁkabl e _
conpar i sorﬁl’-r%@ﬁ%&lf& ckngiingst.r efendriaticngs witerey ar diekidyending t he
nunbes o of aTAY; opi e aj : um ng.that the sel ected 20
conpa%?sor?%{%?%eo?%e%{r’ng?lsg% tF%?EE {ar.ll’gggl ve T-ever lyF%ﬂ‘an&g&ﬁpl%&lsbﬁy?e
di f f er enciafg, £abe di $hes seyistheh owanmeys ey safid| tenpligear€hi naddver Hyns of
afile whil %tbl (ilé di fferencing, also discussed below,-may not. File 344 is
part of a "$&con bdckup set (not shown) , the files of which

"Backup Method" section 120 also permits the user to

specify the number of revisions of backed up files to be
25 kept on the client computer 100 via control 116. There are
advantages and disadvantages associated with increasing the
number of revisions kept on the client computer 100. If
more revisions are kept on the client computer 100, there is
a greater likelihood that a client restore request can be
30 satisfied from the client computer's archives, eliminating

the need for communication with the server 300. More




25 can be archived using settings that are the sane or different fromthose

of the first backup set. CPU 320 carries out the Selected one of the

avai |l abl e conparison nethods to generate indicia of differences_,bgtween a
file to be archived and its archive copy. For 30 exanple, the akchiMAY 8By
may be res@,g%r%;ﬁqn server conputer 300. CPU 320 can then control network
interface 350 to Z 6 MAY 2004 WD 0116s371 11 PCT/ US01/ 06BSTSRAE®y t he
indicia to server conputer 300 via network connection 200. Server conputer
300 includes conventional hardware, notably a user interface 390, a CPU
316, such as an Intel 5 PENTIUM 111, memory 370, such as 128r 256 KB of

""" M and BIOS ROM a hard disk 380 suitably configured for the usage and

‘el i abi | i t yedesnons aflsan AIAfinal mSeE VK skSUEh caS 4hSCRhrBALR 0-40
GB capaci t%/ and a network interface 375 allfgcaonventl onafFeAlpl r?[%\rgcon ect ed

via a bus 398 ‘%?@e?aﬁ}@ulé%n%%ﬁ FEeBEREPRES er abl y al so i ncl udes a tape
backup 392 coupt€sh8r busa3A5 disd ng 8%0%‘1%\‘19”%!4@ ?en{gtt%f such a%oSCSI.

Bus 395 can include a conventional high-spee suc bi t
bus, coupl’r?@c@b 32@ arempenoef mzaambmeoﬁr bawkedbuses ftﬂléts n@d be of a

differ PCl coupl ing CPU 360 to hard disk
380, ngtwor nter ace %?é,e dém% t%l%s?88 gjtﬁl% enfhudesy swo

conput er SDf.)emHae]:ledtsi(s38Qucncésdesdﬂagﬁﬁtt§ﬁ!s| y Aegoidedsindibeba 9f42
files, encodedjra}%]rr trieved under control of CPU 360. Hard 20 di sk 380
i ncl udes ihdi c 1738 AR B9 PN ngstding" e andar @ \ﬁhlcohd

i ncl udes as&Dsyc®F {hhe;g42 Eélé& WE$ ¢hi ve 389 a'
i ncludes indicia of a sécon?j archi ve %nli?éeésgé namaghﬁ ngg gir%g h

i ncl udes aSebPyreFsiied and 344 Pam\gtbaﬂh%nmﬁzvem Sélecni osmet obntws 25
| ost om 42 er t he | ast _archived version
E.'b \'BééﬁO& fgli:' %mgﬁg% O@f['}%l ?1%.%%&' uf%v1%+01as di e‘t?%cr:}fecg oH’But er

of the file can be restore he 'sare cor
from archi¥elés| o 382 kepB8eh tles peatvere|gomplitan: BIiong byte differencing in
an exenpl ary the file being backed up, "file

i.nventio
1", is conpar edi‘v\ﬁgilﬁsﬁt §‘e§§"8ﬁ| Ve %r@ﬁaﬂw the| @upbgreof TRevhgiens to
differencipg raptnen TRl d&rdo 86MSEEEE BB tbOBdbtermined by the

value configured on the server computer 300 by the server

15 computer's administrator. A second method is to allow the

user on the client computer 100 to specify the number of

revisions to be kept. The user can select the first method

for specifying server revisions by clicking on selector 142

and the second method by clicking on selector 144. If the

20 user selects the second method, the user can specify the

number of revisions by entering the desired number of

revisions in control 146. - There are advantages and

disadvantages associated with increasing the number of

revisions kept on the server computer 300. More revisions

25 mean that more versions of the backed up file can be

- restored. More revisions also require more disk space and
more processing time when backups are performed.

FIGURE 3 is a block diagram illustrating details of the

client computer 100 and the server computer 300. Referring

300 to FIGURE 3, laptop computer 100 includes conventional

hardware, notably a user interface 310, a CPU 320, such as

an Intel PENTIUM II or III, memory 330, such as RAM, 32-128




WO 01/63371 12 2 6 MAY 2004 PCT/USO 1 /06820 d It d b k d d "as an war e ac

deltas. A forwar delta is fromfile larc” to "fiTe 1™ and a backward defta
from"file 1" to "filel arc": Both the forward and backward d?%%fs are
transmttedto the server for archiving. The server has copy ofé’ MAY Ziir ¢

as wel |l aswdlobackward deltas that would enable it toreprodl%{&gU
previ ous versions of '!file 1". Wen thebackup package con aln%ﬂ§ﬁgﬁe

forward and backward deltasfor "file 1", the server applies the forward
delta to itscopy of "file 1 arc" to generate an up-to-date copy of
"filelO0l". The server renanes this copy%f "file 1" to "file 1 arc"and

-

Cﬁyplaces the previous copy of "file 1 arc" . The serveral so stores the
ackwar d d@ tef tRad anpd BEPFeROMaceal vieard Aisske3sobsequntadai ii-im &hne,

the client s.fr t heser ver restore of "file 1" that_is M
I hﬁollg\ﬁn s 18Ys ﬁ»{é‘ﬁ of eQuaretlo NREHEfREfve?Senddline

revi sions old, wiere

~clientthe dMmustt iceedilty bankedebhascted 'Fid €al"pudP@Bsr ecghpt 2@fst hgghack
deltas, the client applies these back deltas insuccession, newest to

ol dest, to1HHd%cal COBEFRELonpl| nughrepeqdicbudy sacheaas ng d opyHaf
file 8 Unlhis Medreusiong ebd Wan LR defofy shbeahCUmUST 400,

conveys indicia to server 300, network Interta transmts information
t onet wor k Ruftas fided I8y \bay okt olrkr 20peeds$ ngsiack oay eBDYBAZS NEUDMA KS 6,

B Ol Tont ChbuER { % cor AT S Ut i T o Geh oute bepebe CuaFk no
present i nvierttéxfiadencdame aihdeotheabhardaarectinor1(RaE) ,cddpuisal@eragl Bus
(USB), "sneakernet”, which is the manualtransm ssion of data on storage
medi a, Et HEF5EE vxnﬁ%ﬁﬁlRPEBF%@CPn@épnéﬂc¥¥ﬁfﬁxﬁﬁﬁrﬁﬂi%ﬁhﬂ%ﬁhﬁ¥@¥%¥¢0
faci | nbat e Y WL wRird | £65 PAmBPIng44d. usBY 3EOXRIMIRS Siffpwar epdgom
menory 370 that inplenents functions

example, a flat-panel display 102 of any suitable type, such

as' an LCD and a TFT display user interface 310 may also

include a conventional keyboard 104, and a conventional

.touch-sensitive pointing device 106.

15 Hard disk 340 includes magnetically recorded indicia of
files, encoded and retrieved under control of CPU 320. Files
on a hard disk, or other mass storage medium, of a client
computer according to the invention include one or more
files to be archived and one or more associated archive

20 management files. For example, hard disk 340 includes
indicia of a first file 342 to be archived named “file 1~
and an archive management file 343 named “copy of file 1”
for managing the archiving of file 342. In the example, file
342 is to be archived using the first comparison‘ method in

25 which file 343 is a copy of file 342 as it was last
archived. A

Hard disk 340 also includes indicia of a second file
344 to be archived named “file 2” and an archive management
file 345 named “tokens file 2" for managing the archiving of

30 file 344. In the example, file 344 is to be archived using
the second comparison method in which file 345 includes a

set of tokens that are statistically representative of the
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(not shown) . Any file archiving system can be enployed that syitably
nodi fies files responsive to information about the nodificati $ MAYbéﬂﬂk
made. Preferably, a file archiving systemincludes 5 specialized software
for serverW8ildé3¥t| e archiving such as LI FEGUARD nar ket ed ByT/E8HG829r
Associ ates, Inc. having a division headquarters at |slandia, NY. CPU 320
conventionally | oads the software fromhard di sk 340 into nmenory 330 by
carrying out functions of a disk operati ng 10 system such as W NDOWS NT or
Li nux. CPU 3&0 controls network int erfac]e 3'~5 to convey the indicia from
¢hient conputer 100, to hard disk 380Q. FIGJ 4 illustrates_an archive
Cs%stem 400 fonts 7@ i eRScoRFht dFcidyern Sgg SRFERASRERAA (He FRYBRERSN.
15 Referringd 0 BldRERG @rchbugs bibassof mifd | 84aet ARdpicaNVEYi Rere
indicia of differences between the files and includes various functional
bl ocks t hatsiHH Hecantpl erghied L sshewatoragmi sgrasicli epf devrsut 8isk00
or any ot .he:{zﬁos,u' LAf! &10ld SRl AOAPULEL: zfdﬁ“%é@ﬁ‘g{eblt%‘ﬁs %U'cfo%t}' & ¢ 0En0-
software inplenmentation 1 nclude a conparison subsystem 410, ah”operating
system 830,fidml, asn Jasitat rochivedcobei thept aral yshe sobBspstencdnutetrhi n a

sel ection suhsystem 440. Conpari s subsystem 410 i,ncludes a first
conpar ators&ﬁblzytalnvoea S2EOAd Eomp 4%0 e% ar 8‘9‘8}( 4%%5&’:? he©PaY
first conpayimanrdifingd hadpmRy deot NeéCiadetadatva WH dstdhede akapdihiter ent

between each file in a data store, file set 402, and archives of those
files, whi kg FeAYAHALrFEFEYDO. Conparat or 420 uses a second

conparison meth t L des i pdi €ha | ks a h 0
di fferent bet vvegﬁo eﬁ%%??% ef%%é'ge%&%O%ﬁ%ﬁ%the?gﬁa?%%i ssé@ggq%g%eghfgﬁsgfé

conpar avor i ormeyummar 330 4hktcannpd emenssby fusetioost r of apdeupéary
interface subsyste 44 / as 01/6s371 =~ 004 @) 6820
i ndi cat ed sﬂ%‘%ﬂ?i ggﬁl y s%? cﬁoﬂﬁ?}/p?/ %gfr?fli 3[ P%%M:Ea%ys?%gtgés#ésst grlr\g’Ql

442. Conpar i 5983 sabsly s3 €m fdfo crembig! 38R Isprparay s owadguhtobohs of a
conparators_412 and 420Q0. For exanpl e, abSconparator can_he specifjca

| |
confi gur ed $b¥K aPRRFIEARIoEYSLER Y AT IV NPAIE 0B enfitdfal® % nbf | Péléﬁt act
manager sof tyarg. AR-fXapphreuRf ssHChn3ef tarnm)i s MORESEES GITIEEXN , awhi ch

generates a single large fil'e for storage of personal contact information,
e- mai | $5senarclaided ecwinal, B@stdngRecHhals Wrehi Aekached Y e Us@¥e LPEHE

headi ngs th p I t sqf gengl aty e b idhesg

fi el dheadi n%édgéﬁ %@%@ggg: él%gr't itiﬁeo(r%e:t\k‘:’gh Sl n%ﬂ%%{s?%ﬁéegg%%ar at or
vari ation tbaé neyf be thd t abivaiflable~- neitpaoiget metrdhagels ,sof awghédvinbes
extracts field headingsl5af the fjl,e to _be archjved an ar the field
headi ngst o SXSBLEBFYf | e?‘ﬁcorheafoef néisalfe“llyonfjfhew?‘?}f as %T{‘P\N%g%)a&%i‘?g%i vgg.
The conpar ahpEhgeaeicdipded NEb Cha Ofetdihdd) t 4 98eRindg hehbitl eclidiabelected

corresponds to new field headi ngs, such asbl ocks of data words Pegi nni ng
with fi29 d AeEERE§SOROt POpRedenPerMitRe TRikiRLe| (2FERIVEst Levels: For

ar chi ved. Coggg?gief 2 d Sdff@é/i»@n@irigfder%whrﬂgcﬁagbae HRAGAHS ema IpaemAtes

i ndi ci a of rences between individual bytes, 16-bit wor ds and ot her
vari ati ons. mabhrpaiat oranalzived| ukersdemsa sebre @14 fGileopidd 16t f PLeskas
they were | b ved, I 0 or 6ot COPPigssys 414,
anda data V\giggggrér%g?é or a?l%? %gtgghétgg(?eryz%rf on ga uﬂ abl est orage medi um
such as har gagttslkof340 safcarid erdclugmeter (H@0asitbwat)or eshe heitepi e§ which

Che ar o veo8P aChar FERRXPY | 12 PRonPEbranas sEFeb: R Bocbir ooahe 476
sel ects thegsegreespendirsaicepysef oEhehéi fordt avaclaip sitore 414, and converts
the copy CPU 320 carries out the selected one of the available
comparison methods to generate indicia of differences
between a file to be archived and its archive copy. For
30 example, the archive copy may be resident on server computer

300. CPU 320 can then control network interface 350 to
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vari ations where the benefits ofconpression are not required, - - --
sel ect or/ deconpressor 416 canperformjust a selection functidb. MRt 2004or d
conpar at or,, c ares the file fromset 402 with the unconpressed copy
of 5t he fi |‘36é°?%%’932d by sel ector/deconpressor 416 to generBtVioes2 of
differences between the file and its archive, which resides on server 300.
. The copy of the file in datastore 414 matches what is in the archive on
server 300 toallow this conparison to bg perforned without requiring
C{;elOenti re contents of the archive file to be conveyed acrossnetwork
(L200. Funct i ehsvdf cendaraidicid 2 Y she-vkap! enppLed,bysgpvegtion |.Sion
control software such as RCE APlverssi on 2.0 nairg{%eggd ggaxcgaéof%%%ﬂ
Technol ogyCHEEF P RYDH. Sof tware i npl ementing system 400 can | oad a
dynam clink |i hsary,(DLl) t. pr,avi des an.nterface to th
. APl sof t war e. Corrpaer]ét or “}gl S t3(r§\(§n é%?&?ﬁfisa b?oﬂﬁﬁPﬁbo?ﬁﬁcﬁ?%ﬁé‘é?F@usi ng
t he | oadedhddbly ser wsercoimdrfadey3obe ar gbectxds fronennaspest edrPiai | ure
of a diff i ine by starting up a separateprocess on the server
conput lgr %’5\8@‘#& ﬁ??he W f ALt S‘H_cl?alqs t bzﬁh%gﬁllﬁf oPft HORAL| pod
di fferencipgesigrne, Anhagvadlage @b His B %%'fi'g%r%laatfchhetﬁ@sﬁgéggr ver

process is protected fromunexpected failuré in thée2bdifferencing engine.
| f the di f3%} ehBLAGLéRdLHe demansds t absepararchivateserviat, nudeht ke cal | to

the differghei ngepgi 3 s@qf akl sthe ter server, proces
isunaffect%\é.’: This a ?gvgxg¥t %g ggr\e}'gr ctagﬁ%%%?i, nl%g%sear \ﬂ%vﬁ%?]%qf@%?ggﬂ%%e by
ot her cli &¥it%s. 0 hnpomaentiddl iy tBmoardiddest anci iy Wi 385 besapeert

gener ates jndicia of, differences. between bl ockg of datawords, such as

212 bt st ot aPErErEaBlY | AleeinaLuden (i 64PPL BACKUB NAYR 2004
PCT/ USO1/ G682 etht BoSbase 322 fidpkencsient fof8YMERLBEF426, Aidkels
generator 428, and a conparator_ 424. Tokens in data store 427 are

statisti cal¥St r FfHBstiR aF*rRelrplyde e eAnVRRtonad iy speeddyusesech ast
hi ved: i ngot i ; tigul ar file f t_402,
archi ved: Jheno¢pdaLi ng2 B?ta?§FLV$oﬁ%lgn§|E§ﬁ 599 %%dbh%§ﬁgﬁf2%§f ??9

segnenter 426 partitions the e int ural it
conbi ned, awruler reevasbraes thatfinhy. bfopferadplfdereaynmniesd, 2Guaty as

| ogi cakly h [ during th rse .of .progcessing,  Token generator
428 ggéer ai es 't o%%%s%%a%g%r%@g’ﬂgaﬁﬂéfﬁc 5P ?gﬁfrcgérﬁ]%%% dte

bl ock. Conparextfrcal2476onpatids hekealesida,f r 6Fhdat maidwe-422nt 0:d:0kaRNS
fromtoken generator from 428 and generates indicia of any differences

bet ween t R EamPIts | ast archived based on differences between the
tokens. Becausarfathitokensd Siﬁcﬁlﬁid%‘é?ﬂﬁﬁ_tr%é{:‘%c@cll%rfs 2RhREs Oﬁnﬂgiiaa vgy ds,

conparator_424 generates indicia of one ock having different data words
for each tioldeif nienedded amdprebrbeced| onden aoutholecof eSPHCI6Pe Hard

advanbagessi &y POViHL10Ga8s SEhEELIQNoPCLRESEOURALILET $ 1412 Jdb 4ohedt 20
system according to vari ous aspects Of {hé present i nvention permts
optini zatithile Vaerireds woich t inobudes i ag capyhiof nfibé fid2esas Far ewanpl e,

conpar at or . first_conpatis met hod j t |-oys _hags .an agvant age
of, inter laaf%, g?gptéplg\c}él yg%%cgrpggfgki n%{bci 3589 d’r??i‘?@ﬁe&’%&ﬁ?v@ en®thé 25
file and idexdrabtaroichieefiledgn trhanddy t e idief ermanrges widideamdiRadd I and
archive need to pe_.c nvgxed. Conpar at gr 420 apg the secaond conpari son
met hod it EHH o fitea ad@8ntho¥ast Fapht 8reaived - r dfafmforyatadmPacs
storage ornastc! feth €0IBUBER @f IFA4OTdFRtEDle@bOMbmbiieet a8bof | kBeas dsSt
archived version of the file can be restored onto the same
computer or a different computer from archive file 382 or
384, respectively.
When using byte differencing in an exemplary method of
30 the invention, the file being backed up, "file 1", is
compared with its archived version, "file 1 arc". The byte

differencing engine is called to generate both forward




30 archived. For archiving of any given files in 402, token sets in data
store 422 require considerably | ess storage capacity than copies.of the
files in data store 414. 2 6 MAY 2004 WO 0116i 371 17 PCDH% Owagogﬂﬁ
Conparators and their respective conpari son nethods can besel ec Vi ew
of the abdV@OV¥EAZ der ati ons. A token set includes a pl ural iRGI/gSo1vESRENS,

each tokenbeing representative of a particular block of a file. Abtoken
according to various aspects of the print inventionincludes any data val ue
that is statistically representativeof ;3 block of data. For exanple, tokens

(j:n t oken sets of data store 422 are cyclic redundancy code (CRC) val ues
(_suchas 32- Lues, that, provi de stati st formationlQ
"‘r}éspectl veéjebll baqﬁ{warcf eﬁ\t'rasi ‘es at (ﬁ"f%rcg 492118? A3 EHD‘u ved.

CRCs are LH’BCEI’UGﬂQI ‘diait]&r nimethd sl adashird ddig B28 Mk Vﬁil@Sl" beseds one bot h
t he magni tude of dat gval ues_as well as their relatjve positions.Sinple

t okens such e AP And Rackand HiRIRS 1RFS sEERReRL EBREns

i ncur the gd Sihé)f éBR0F i pedi fEenences. behyeshrvarf hhg lor af£fye; An
excl usi ve- or(XO?)S operation can al slgébe enpl orgdrdurl n%%g}g} o;frl so{lﬂé/ !

For exafpl &Td syt Hﬁﬂﬁaf%cﬁﬁ‘pbﬁ@kﬂﬁr@pd&ﬂédsf ml’aat‘t owauléalena@rlh lig byo
conparing n gRCin %{’@Q;SI 20 updat e flletothe
XOR and Clgéigrro ue'?sgl n a t%%gnta v er con\fgnt %ggal plgl ngqrenm ng

syst ens arhhaie@opackagay dmtamim;gedtlaeiv&mh:a@mdusduydl backwadids deltas
configurationsa aspects of t resent _inventign . FIGURE 5 is a
f1 ow di agrézﬁﬁ ﬁfg q}fn %?Wa??@gﬁﬁgh & of© ‘% %6 5/ &Ehtv® of a
file. Refeaidggyot 0@1@8& Sardhedrejdid- 0o 218 b SIEAE £ Sy NGE UBL{ 1 e

sel ectl onof ‘a conparison nethod or automatic conparison net'hodsel ection.
| nput 18at & 'pr %&ssmm@a&eq HdLifetaemdt afevifitlea o Uske ‘é@ila%tloihr%fe

desi gnat egilyq thed é@esgneghé) 2 cﬁ?g% ect?@ of ! n@ § dqt IQ,r,,oce g

t he net ho evant to auto n are eS| gnated WI as edbox
| abel ed ' EaISCPrmsss 5tire sbadkwanﬂodettaonhab themsexver ~re6céqwés?.00mtV\D
01/ 65371 18 PCT/ L S01/ 06820 user.an rece eI ection in uts‘%%)c)mthe
user . A sUTTD) SRARTAT Rt Rat Liap HBE dFl y TR T o

i 11 ustrat eserdver SUREs Rordhen aﬂimnvcm@te@rsl @ﬂﬁe&u@ﬂdr@/%dﬂﬁ@@ﬁé 502
receives informati on about one or_nore 5 conditions indicative of a

pref etabl &1 oh® &PSEnEPEEMRN i 8@ hetRolls (ThenpeByer PEEBESS ’@'@4 akiewat es

one. CONMPalHsS AR HELHO d e in I
process 502. 6§V\b’1en %et geglé??e?gglél Eg,ﬂeéﬁp §§7ﬂe l% 3Ecgnpa?§§dr 4&%52#&system

400, 10 ischrel backd, dgitovbsstBe0 cddleatt sappkbipy theseofbddk edsl8aandin
decompr esses. ddis 8P n&%e l SEYSEEABROVE, GAIPTESSL N LS, Of analy, 3 are

vari ous other processes W he Tm
t hen conpams’ dathewebys fecreaviyg S5kl woply dafa whilkks fﬂ"omthlak:e 599 mnd
prOVIgﬁs '£g¥fglons old. }

When CPU 320 of client computer 100 conveys indicia to
server 300, network interface 350 transmitétinformation to
network interface 375 via network 200 using a conventional
network protocol, such as TCP/IP. Suitable networks for

25 = conveying indicia of from a client computer to a server
computer according to various aspects of the present
invention include direct cable connection (DCC), Universal
Serial Bus (uss), "sneakernet?", which is the manual
transmission of data on storage media, Ethernet, Appletalk,

30 the Internet, and combinations of these.

To facilitate archiving of files 342 and 344, CPU 360

executes software from memory 370 that implements functions




15 513 of differences between them lIndicia 513 is communicated to process

518, which is typically carried out on server 300. Conmunication of indicia
513 to process 518, when performed on a server conputer, is i@(ﬂhmb(egmw
networ k connection 200. Processes illustrated in FIG 5 other than 2
process S¥bewessmarri ed out on a client conputer. ProcessPEIWUSOpe&Les copy
511 of file 509 so that copy 511 is the sane as file 509 in the significant
information represented therein. Then further updates to file 509 can be
archived by repeating the processes of EIGURE 5. Multiple 25 copies of file
509 in various stages of revision can e kept on the |ocal conputer to nake
~t faster and nore conveni ent to backup to previous_revisi.ons. No_network
onnect i oRE| & rekt®r 8YCROVIBECEYSTER s cgtb?"éré). - VHEY tﬁsl&@k FHFFH&%Li ng,
enpl oyed hyscagparaiodr Bd4 @&g@%y@astemétoo E§i68bEgt edhodaFaeess Hlfes
segnents of partitions file 509 into bl ocks, such as 512-byte portions of
file S09. responsd vel2tohehnformalt bent Gl  $hieh Bed3figptleRes t?oke WO
01/6s371 19 2 6 MAY ~ / USQ1/ 0 e .the b to ' a
first tokg‘r‘-i‘ds?e't g/?gfa%g%%l@eg 51 c%ﬁl%r es%?%lkqgﬁgkgf t%ggﬁérrnst :ﬁ) \éincf%et ' S15
to respecispeeitadiensl ofofrweasontbt okenvertsHde. £The wokbiyiod seednds oken
set 507 are_tokens derived hy .processes 506, and 512 duri 5 | QUS

ar chi vi ng L&IFE&P@ﬁDoug‘a’v’]é?E?anﬁ%f %PF‘PE%§59.A§’?%%]€%'%€%14 fgrg:ﬁpaﬁégy{jﬁe @
respecti vtk t 0 dei@qmhPec#d f f eaencestdieinggien bl owks of cbll e 5 and

its last archived version, as statistically represented a}i%second t oken set

507. Proceenvent immalilyesl oads cithes 190iwaK e f EFefcde skt ek £l B¥P and
10 t hat i i , ; . '
al AnEHNEA ¥Shsiyh E%J:g%agr LEONPUAEERLEE 02 PLOGaTk Sdfefsting

di scussed Foce tes secpnd t oken set 507 with first token
set 516. FRuydtdeer sipclatas WINDOWS: Do alhimex ar @ vaAGP0 byorepehs | RREW

Pk
rocesses of FIGJRE 5 usi-ng updated. tok 50,7 o) : at es
gn archi ve"YBtﬂ.eF%éefi?%%JS%?C "é?}ér%t‘ﬁ yl%(% %%agefl\%%“r‘ cg:lloin%lgtg er ,iﬁa‘fsépnag&(ge

physi cal | v sapar@tebik mep different building, city, or even a different
continent :fromthe client _conputer on which fjle 509 20 r%ﬁi des. Process

518 can mai nt ai FLGURE ndl e IVeHSCEALEE fAle FHPLGICHYAIED i) O | &€

archi ve, a&jl%l& ord d.t 0,58 iR B depbbadmaNEDRIE Ok har Chhvest verisi ons.
Providing a plurality of archived versions can be advantageous because a
user aan gRebecking ZoddRIGHRE feviaxidhives hbilesli 9f & E4ARi fftat #9% t hat

proves to be better than. the t Si Suchehancki pogl i fygcan
be used inc%r(%?)’é}%?i o%nvﬁ%%acggr?/erﬁ%%%gé%\aéﬁuggggﬁ war e such as that
di scl osed ifclhi&esPatetibubunharctf ik, FBBocks CLRES €@ B¢ ustpierenped

T e T AT T
are | oadedgi{ramak! abl fentThednipueesss #0R6tiehal evsEindiackguitable for
20 software implementation include a comparison subsystem 410,
an operating system 430, and, in variations, a condition
analysis subsystem 442 within a selection subsystem 440.
Comparison subsystem 410 ihcludes a first comparator
412 and a second comparator 420. Comparator 412 uses the
25 first comparison method to provide indicia of data words
that are different between each file in a data store, file
set 402, and archives of those files, which can reside on
. gserver 300. Comparator 420 uses a second comparison method
to provide indicia of blocks of data words that are
30 different between each file in set 402 and their archives.
Selection of comparator 412 or comparator 414 can be made by

user control and user interface subsystem 444 and/or, as




WO 01/6,371 20 Z 6 MAY 204 PCT/USO1 /06820 set definition fromlocal file.

Then process 1030 traversesdirectories and evaluates files per backup Set
definition. The process flow procedure noves to decision step 1035. Deci si on
step 1035 determ nes whether the current fileb5is to be backe@ fiMAY fppies
then procgpg of kW Proceeds toprocess 1040. Process 1040 d%ﬁ&% nes
differenci ng nethod tobe used. Process 1040 is explained i 40630 ai |
i nassoci ation with FIGURE 10. The process flow procedure thennoves to
deci sion step 1050. Decision step 1050 deci deslOwhet her to use byte
di fferencing engine. If so, then process¥l ow proceed .to continuation

thod 1500, as indicated bycircle AlL. If not, then process flow proceed to
€0Nnt i nuat iodietited 200Emaas daldicaiedswcdd rdE, Wy | fos@t i dwadh LDy &8s hod
1S00 ill ust&rﬁ)ated, in FI.GURE 7, 15t he process flow continues at process 1510,
whi ch opef8G5YS5&8k %% file and gets the ID of the last revision.
Thenprocess 15Z20nReAEIESSaSshastmr eyi §i T ce t
backward delta by calling sui tggl e sub%%u?ﬁ?esfiﬁ%%gﬁgr ogérgééggggfgr:%%es
forward dé8FEAtHPTcallq nCmprEdter®subtdut inds. 42Ren Floocessxalgi®, a
conpr esse i Then es.s, Il e 0 nt_i._nuyati.on net hod
2000, 2oi o Eared By Crrcle AT e ldn RERRed 268 s e B
i |l ustrat &dliesFl GeREr8tethebypr oxesorfvemvionafli naesaal /&5h0acwhimdnager
creat es25new, dat abasg for _file. en process 1570 ,wites header infoto _
dat abase. sﬂ\g N oproce ?L%‘@E‘pb:Spiogs] %%‘ﬂ%r%%EEWﬂ%MFi I”ttc%ﬂsﬁ% dREHLEK  Then
process 13590 adHschevwgbaskatest a t @ihbadat phage. fhan FoeceseolhQ0 copi es
each back delta fromtheol d database to new database. Then 1610 adds
ver si on hPSESARE6t oCPRE2REW dRfapElkieant iammailen serkodapdocreeeived,

il lusigat I N &R YiAh; , 0l J St g i j | re
et oyt R, iini GRS  B Pindd l

dat abase biropriftery dto ddw stafitvarss ep2G3Gitimgt ik 200E detteygd niise Whet her
the stati gLl for thefile exist. |f the statistics do _noi.exjst then a
basel i nebzlc af?énuggf" lﬁzéalnné’epglr c‘firsr%d PRF& A8 NG Br ;f‘lgﬁ 6?t8e%?‘8F%ﬁal 5step 2030
| eads to step 200. AbmpaeptdP2@artiheibnl aHax | aayeheansu e SoTPr €sged copyof
the file is created. Proceeding to step 2050, nethod2000 conputes_bl ock
statistic® oneaGth iranagee: rettvathgtibeaeersrante figdLdmmdings ne

statisgi cordaliexksis, tohas thecBsedr 2088k Qfégs'gﬂea'fi%tﬁo r?@aiﬁﬂgesads
tostep 2040. , At step 2040, nethod 2000 corrpu?es a del tabetween the Turrent
bl ock st atticst# cse&ndof hé isildckeeadings cEremt they el ¥ omst hist bivesk ldmtabase.

Then, at t]%qxg- the, bl atistj r.this.file ape_added

t hel5bhl oc%1 at g’%%s’e ?ﬁ?e?gﬁ%?? %@%F geg%r%%?& hltrﬁ%lésloaurgﬁe Flg&e%O}tgons

i sunl ocke@dfFItBERE 1= | shat f tomehaponds| tist nawi figeddmikhdd nber, detuehmas ng a
di f f erenci t hod t e used t hod 3000beqi ns at ci,sional step 3010
wher e net #@%’%OOO%H g?ﬁ?ne‘gﬁﬁ%g%ﬁl%ﬂ?t tg‘yt glﬁfgf HFTIThgIY and
the btockgiddssrance eg M1y eduinaydasabhet hichoi84engi nes areunavail abl e,

then the yes branch of decisional step 3010l ead to step 3020. At step 3020
an error is reCHARAFAYIeidtferisr BB3fif Hdifirrensiad pidiag Leaawss tite yes

branch of 2hgRgiatidanal nal 8P 3RE0 depdlsddlechsipiah $haRv3A3T1 AL A si onal
step 3030, net hod 3000 determ nes whet herthe bl ock difference endgine is
unavai | abll&-hift merds cuidli sther ariatjions .| Samparaitioabldd. 2 timeiudes yes
branch of i_Si t 30 I o] ep 40. 3 30net hod
3000 usesq%?easb%%?rﬁsf%gﬁenég e(r%% %gl.é I?Et h%gg?%ck%f%&g%c&ﬂé%ﬁgi %s:&s

avai | a8l e andigivedhe ancsdlrerinir Mlarmrzicssalr dtiep 30 3bnpgatsoro 4d9¢i sindnal
step 3050._ AL WD 01) 65371 22 2 6 MAY Zf ~W4 PCTf USQ1l, 06820_deci.sional step
3050, net ﬁ‘odd366 a’éjtr]éir n?%@%a%%?ﬂe#%heﬁiﬁae %ﬁ'??%rgrl'lée cg?‘lgi.’lnéguilz:a%q'e
unavai | ablstoddgd heeditting dddieranaeaRnaiiagg i3 oy ajliae, cdnfprit he opes
branch of decisional step 3050 | eads to step 3060. At step 3060, nethod
3000 5 us@d FEWSGTKERS fFPR G R TREeIFd FOHRte EUerdh &Y &gt i s

avai | abl e tHhaRnidaa S0 PrAadtidthfleci si onal step 3050 | eads to step 3070.

30 When updating the archive of a particular file from set
402, selector/decompressor 416 selects the corresponding

copy of the file from data store 414, and converts the copy




At step 3070, nethod 3000 determ nes the past delta nethod. Next, at

deci sional step 3080, nethod 3000 10 determ nes whet her nethogd$3?% iﬁ abl e
to determine the past differencing nmethod. If nmethod 3000 is A()ZG"

determ ne the past difference nethod, then the yes branch hS,onal
step 3080 WRAHES}Y'b step 3090. At step 3090, method 3000 uspgfsm%tﬁg’b%s‘égt

differencing nethod. If nethod 15 3000 is unable to determ ne the past

di fferencing nethod, then the no branch of decisional step 3080 |eads to

step 3095. At step 3095, nethod 3000 uses the ~differencing nethod

specified in the backup set. Wile the present invention has been descri bed
(ip terms 2Q of  Auffasdadh erbpdinents eadigenensl Wieass atieathetherfeitsodst

al terations and pernutations of the preferred en? di mrents and gﬁ%pod Wil |
be appar erompragfiss skF¢ | Bati FeANargfy . S&IEGTAT §F§9mpﬁ85585\, est?t pti on

of pref erred exerpl ary gnhodienLa dasscngh. debiae ransigaaidtdie: py esent

25 i nventi*on. changes, substitutions, and alterations are al so

possi bl e widdyeittesleqias t £ iige f £00m téet s402 | wikhd ke JRCTIPESRIGF caxamf of

i nvention, as defined by, e follown |, Q 2Q04 3'71
23 VHAT I§*ELA€NEB|9§°%¥§¥l§6ﬁ15%2%693£/§%§§?%%%g%2¥g?¥8p ati g %%ég?chive
of a file igyiefdecl chappesendsle’ betaekhe the efiflke amd hddscompehsiag: |
sel ecting one o~ a plurality of congarisog met hods_as % 5 pref%ﬁ{egata
conpari sorwmEtihodesiAESpIAT FFEYLHF 38OnpAFFsGPRY et hbAg &S it ngta

first conpgrison,ngt hod wher i@ ikl @nl SHOPAEeDve OofAn serekirves af tbe
file; and %£é%%oﬁggcp%ﬁﬁarls§k nmet hod &%erein a first set of 10,tokeg§

stati sti cakl Yowephésecoapiave soh ttive e |rexEomradhurHehatid EeRp=r ¥ t b
second set of ,tokens statistically represe td VEoOfhel ey €a8tothe
fila; ¥hd %ﬁFF§?n§9559ﬂgﬁrﬁﬁp?%?eﬁéggggaéﬁﬁ%%oﬁonef%od té§§% ggne?ate
i ndi ci a of jdi{;bexenges between the file and the archive of the file or

updating the archive of the file. 2. The t.hod _of ai ; 3N e
file is resi denFuBRrtaonpi efif c%ﬂ%ﬂ?@?FOthE5£cﬁF9% g% tgg N eﬁﬁgal b

conventional revision control software such as RCE API
version 2.0 marketed by XCC Software Technology Transfer
15 GmbH. Software implementing system 400 can load a dynamic
link library (DLL) that provides an interface to the RCE API
software. Comparator 412 is then executed by making function
calls using the loaded DLL.
A server computer may  be protected from unexpected
20 failure of a differencing engine by starting up a separate
process on the server computer to perform the actual
function call to the DLL for the desired differencing
engine. An advantage of this approach is that the master
server process is protected from unexpected failure in the
25 differencing engine. If the differencing engine fails, the
separate process that made the call to the differencing
engine may also fail, but the master server process 18
unaffected. This allows the server to continue servicing
requests made by other clients.
30 Comparator 420 is a block differencing engine because
it generates indicia of differences between blocks of data

words, such as 512-byte segments. Comparator 420 includes a



20 resident on a served conputer and the file is conpared to a copy of the

archive of the file resident on the cliTent computer Tnm UMe 1T t Tonparison
nmet hod, the method further conprising conveying the indicia of differences
fromthe client conputer to the server conputer for updating 2 lieMAP 2004hi ve
of the filwooweds7?§ MAN' 2004 WO 0116371 PCTI LSO01l 06820 24 3. The netho of
CGaim1l, wherein the indicia of differences conpris s: any PERUR0OVRSBAS t hat
are different between the file and the archive of the ile when the
preferred conparison method 5 conprises the first conparison nethod; and
any bl ocks of data words that are diffet@nt between the file and the
archive of the file when the preferred conparison nmethod conprises the
'gécond corfRird sehomet héd2 I 4rckee neéhe; WOEB?;&@Qt@rUSAL.@s,Se%?ngokeP
condition J txi ng Ehe 'ardc'. sel ecting the 15 sel ect eo! condition o
daim 2, f%é;}f%lgr corrp% i 10+ 12 t GOBRPEREOBNE 2 a'_l‘c:‘)kess gmndc?at@nzaades a
sel ected ctaali dronstatispitdlzat re@BrekY i,0e e |&; and referre

conpari son t hod such t hat thg isBop{'si %tgéfix.’QS.O%Tﬁgllr%st hd o?a%fals’ﬁi’ﬁ,e _
wher oi n: tHE 139 SthCH TS ohase arehbyeht Wisen ofipdat #ngt ehagerenitdeoe! i ent

conput er; ansh2A0 ddieyseeond £, iddon 45 efficient copveying, of indicia of
di Werences,r%o.t ﬁg cli'ent corrputééér@t%d’?hées PYRYSEo .ﬁt ?‘.rgBqu’fﬂ% keehod |
of O aim XilgheiBlA el Béuragitite &5 bietlksr atharonpati onpBihpd Gonpsi ses:

ot hod: | and A (RS, cF8TRed Ciftoar FEUMO ML nodeEEepSeTT V@4 o Tap
condi ti onslogically segment the file during the course of processing.

Token generator 428 generates tokens that are

10 statistically representative of each block. Comparator 424
compares token sets from data store 422 to tokens from token
generator from 428 and generates indicia of any differences
between the file and its last archived based on differences
between the tokens. Because each token is representative of

15 a block of data words, comparator 424 generates indicia of
one block having different data words for each token
mismatch. ' |
Comparators 412 and 420 have respective advantages. By
providing a selection between comparators 412 in 420, a

20 system according to various aspects of the present invention
permits optimization of various conditions during archiving

of files. For example, comparator 412 ;nd the first
comparison method it employs has an advantage of, inter
alia, relatively compact indicia of differences between the

25 file and its last archived. Only the byte differences
between the file and archive need to be conveyed. Comparator

420 and the second comparison method .it employs has an
advantage of, inter alia, relatively compact storage on a
client computer of information about the last file as last

30 archived. For archiving of any given files in 402, token
sets in data store 422 require considerably less storage

capacity than copies of the files in data store 414.




30 WO 01163371 7. The ne conditions is a b conputer to the s 2 6 MAY
2Q04 PCT/ US01106820 25 of Claim 6, wherein one of the wdth of a network
connecting the client r conmputer. 5 8. The neth~d of Caim 86, 2 \ehMAYi a0gane
of the conditions is a size of the file. 9. The neth~d of Caim6, wherein
one of th¥&YMd*tlions is a type of the file. 10 10. The m@CRAISBF/e8R®I m 2,
wherein: the copy of th archive of the file is resident on the client
conputer in conpressed form and the first conparison nethod conprises
deconpressing the 15 copy of the archivgyof the file to generate a
deconpressed copy of the archive of the file and conparing each byte of the

@ le to acorrespendi ng,hyLe.0f Jﬁ%ﬁg&?& eéérﬁgaswn ineﬁgp%dgf Céynvebgf the

le. 20 11. The metho of Cdaim1l, he second t okens
resi dent @@L@oahﬁenm.@uﬁputérthmhahmwﬂnoumdidérathbhe is resident on a

server conputer d_. 25 the ond co I.son nethod conpri ses
’partitlonrﬁg t eﬁdk%?|$ﬁ% éﬁﬁfﬁﬁﬁ?|?y ggrﬁﬁééwsoﬁxﬁﬁﬁﬁqﬁm)??ﬁPfF?§?nset

of tokenssfialj stépaksgntepiesendmt avep@ft1be1di! &1Ekc0BRBULd NG18CYCAT C
redundancy ode %CRC val ue for each one of the plurality of block , and
conpar P “@g‘@ﬁl diRd for sYaskRuspagpecsRerRt t bhe mIGgdct 1DEeBRECDF t he

second SeHxQﬁddggﬂghy data value that is statistically representative

of a block of data. For example, tokens in token sets of

data store 422 are cyclic redundancy code (CRC) values, such

as 32-bit CRC wvalues, that provide statistical information

10 about respective blocks of a file from files at file set

402, as last archived. CRCs are uniquely determihed, such as

by uSing 32-bit values, based on both the magnitude of data

values as well as their relative positions.,

Simple tokens such as checksums can also be used,

15 although such simpler tokens incur the risk of ignoring

differences between a file and its archive. An exclusive-or

(XOR) operation can also be employed during comparison. For

example, a system may compare an updated file to an earlier

file by comparing the XOR and CRC products of segments in

20 the updated file to the XOR and CRC products in a token

table. Other conventional differencing systems and methods

may be empioyed advangageously in variousﬂlconfigurations
according to aspects of the present invention.

FIGURE 5 is a flow diagram illustrating an exemplary

25 method for wupdating an archive of a file. Referring to

FIGURE 5, the method can be implemented using user selection

of a comparison method or automatic comparison method

selection. Input data/process elements of the method

relevaht to user selection are designated with a dashed box

30 labeled “A”. Input data/process elements of the method

relevant to automatic selection are designated with a dashed

box labeled “B”. Process 504 sends information to prompt a




WD 01/6a371 26 2 6 MAY 2004 PCT/USO1/1)6820 12. The nmeth d of daim 2,

further conprising providing a network connection between the client
conputer and the server conpu er. 5 13. The netho of Cla|n112,2wﬁemgynﬂmge
net wor k connection conprises the Internet. 14. The netho of Caim13,
wherein t WO &I658Ht conputer is a portab a conputer. 10 15 p2G@&hi/dé&s20 A
system or updating an archive of a file to reflect changes made to the
file, the systemconprising: a conparison s systemincluding: a first
conparator that, in operation, conpare file to a copy of an archive of
the file, the copy of the archive of the file being resident on a client

/C uter; and a_second ¢ arator that, in operation, conputes a first set
<;?nPo ens St at P '(ﬁﬁq%f$%§;%éiﬁ?%f?@elﬁ?uFhérPWIéh&n@%ﬁﬁnxﬂ suipebler st
set of toHea3oyo dBECcAKhtsetmef tggenaigbagygglcg&lypygg%§gnn§g4veigf t he

archi ve of Rhe file on a server conputer, the second'set'o toKens_e!ng
resi dent OHIPRETREEEnt IConpii@YRE and-a Yheact rokosaligst emfeamrtiant i vasi ng a

il ci o of T oreng S ey e T e Bt U el o e
5 ~conditions indicative of a preferable one of the comparison
methods to employ.

Process 504 activates one. comparison method based on
either user input or control output from process 502. When
byte differencing, employed by comparator 412 of system 400,

10 is selected, process 520 selects a copy.Sll of file 509 and
decompresses the copy. As discussed above, compression is
optional, as are various other processes within the methods
of the invention. Process 508 then compares data words from
copy 511 with data words from file 509 and provides indicia

15 513 of differences between them. Indicia 513 is communicated
to process 518, which is typically carried out on server
300. Communication of indicia 513 to piocess 518, when
performed on a server computer, is indicated by network
connection 200. Processes illustrated in FIG. 5 other than

20 process 518 are carried out on a client computer.

Process 510 updates copy 511 of file 509 so that copy
511 is the same as file 509 in the significant information
represented therein. Then further updates to file 509 can be
archived by repeating the processes of FIGURE 5. Multiple

25 copies of file 509 in various stages of revision can be kept
on the local computer to make it faster and more convenient

- to backup to previous revisions. No network connection is
required for access to such copies.

When block differencing, employed by comparator 414 of

30 system 400 is selected, process 506 segments or partitions
file 509 into blocks, such as 512-byte portions of file 509.

Process 512 then computes tokens, such as 32-bit CRCs, for




1 6 MAY 2004 WD 01/6S371 16., The systen resident on the c conprising a
network di fferences and con conputer to convey client conputer, to . tt 27 5
10 15 20 PCT/ USOL/ 06820 of O aim 15, wherein the file is Iie?t mpg@@r
the systemfurther interface responsive to the indicia of :f e
coupl ed t YPAY¥Ever the indicia of differences fromthe Bf 18p820
conputer. 17. The system of C aim 15, wherein: the copy of the archive of
the file is resident on the client conputer in a conpressed form and the
first conp rator, in operation, deconprgsses the copy of the archive of the
file to generate a deconpressed copy and conpares a ch byte of the file to

(@ correspandim @ Hyiies A1ddies des PPEeseeth CoPYar Ibidiessiyst es 0f pRbAb AL 15,

Wherein the second conparator, in ope ation, partitions the file into a
plural ity 50f slomeres drpians ehetlhe rEirsettafen okethsSH thereéspechyve
conput i ng | Ce 1 daney, (g?(g al f h.on h | ur
lity of bltg)c s(‘é'anocdf cagdrr%é;r es e%@ggrgn%e of ??:'e 'J'f*?er s‘?cg}%e O?Pt%%én)énéog%)geg
respecti vesednes 07 tlte sedkammnd sidrifed dkenprodOssdbessgstaeid ZH 2 udsyshgm

conpri ses < select one of,a fi el ected condition referred one of
co%alr St zrp%‘?s]’clf’?‘f%a‘i‘r %bl%lfn%l ‘I?fgr ﬁ?%%‘fl%r‘é‘???]t‘hé% <4 e’g’tlr%n‘:’%%ergpﬁ‘f%?? ace

for promptdng Gomseres Orhendicipeirtaid ackeaend s dubidhRihasdaf hersgtest i on
subsystem sel ecting the ,e first conparator and the second he second
conditionb%iWﬁﬁﬁréi@@ﬁs of file 509 and its last archived version, as
statistically represented by seéond token set 507. Process
514 provides indicia 513 of differences between file 509 and
10 that archived version, which are communicated to process 518
as discussed above.

Process 516 updates second token set 507 with £first
token set 515. Further updates to file 509 can be archived
by repeating the processes of FIGURE 5 using updatéa.token

15 set 507.

Process 518 wupdates an archive 517 of file 509,
preferably on a server computer that may be physically
separated in a different building, city, or even a different
continent from the client computer on which £file 509

20 resides. Process 518 can maintain a single version of file
509, such as a single-file archive, and be oriented to
maintain a desired number of archived versions. Providing a
plurality of archived versions can be advantageous becauée a
user can go back to a document revision or hard disk

25 configuration that proves to be better than the most current
version. Such functionality can be used in cooperation with
conventional backup software such as that disclosed in U.S.
Patent Number 6,016,553.

FIGURES 6-9 illustrate an exemplary method for updating

30 an archive of the computer file. Referring to FIGURE 6,
method 1000 begins at process 1010, where differencing DLLs

are loaded if available. Then process 1020 retrieves backup




~, 6 MAY 2004 WD 01/65371 ~ PCI/USOL/ 06820 28 20. The systemof C aim 16,

wherein the sel ection subsystemincludes a condition analysis subsystem
responsive to one or nore conditions indicative of the preferred one of the
first and second conparators to select as the preferred 5 ong @f ‘PGZUU‘i
conpar at orwo dks37ihe system of C aim 20, wherein one of thﬁc?ii@%%bﬁﬁs s a
bandwi dt h of a network connecting the client conputer to the server
conputer. 22. The system of C aim 20, wherein one of the conditions is a
size of the file. 23. The system of~ C aim 20, wherein one of the I5
conditions is a type of the file. 5349 15 WD 01/6s371 2 6 MAY 2004
(E%T/USO 1/06820 29 24. A nmethod fir file archiving conprising: selecting a
2| ect ed cHtpateSon tiethofirewr leoapafiiden Hiemeqracdss s1080| eravamdean
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conpar i sorfheetthoess flow procedure moves to decision step 1035,
Decision step 1035 determines whether the current file
5 1is to be backed up. If yes then process flow proceeds to
process 1040. Process 1040 determines differencing method to
be used. Process 1040 is explained in more detail in
association with FIGURE 10. The process flow procedure then
moves to decision step 1050. Decision step 1050 decides
10 whether to use byte differencing engine. If so, then process
flow proceed to continuation method 1500, as indicated by
circle Al. If not, then process flow proceed to continuation
method 2000, as indicated by circle Bl.
In continuation method 1500 illustrated in FIGURE 7,
15 the process flow continues at process 1510, which opens
database for file and gets the ID of the last revision. Then
process 1520 decompresses last revision. Then process 1530
creates backward delta by calling suitable subroutines. Then
process 1540 creates forward delta by calling suitable
20 subroutines. Then process 1550 compresses the new file.
Then process flow proceeds to continuation method 2000, as
indicated by circle A2.
In the continuation of method 1500 illustrated in
FIGURE 8, the process flow continues aﬁ 1560, which creates
25 new database for file. Then process 1570 writes header info
to database. Then process 1580 copies compressed new file to
the database. Then process 1590 adds new back delta to the
database. Then process 1600 copies each back delta from the
0ld database to new database. Then 1610 adds version history
30 to the new database. _
Continuation method 2000 is illustrated in FIGURE 9.

At step 2010, block statistics for this file are retrieved




wherein the first conparison nethod conprises conparing at | east one byte
associated with the first file to at |east one respective byte associated
with the second file; wherein the !, second conparison nethod Zgny F Sﬁ@q
corrparing‘gO g %9[ ~et of StatIStICS associated with the first file
seco~d set” of "8¥%listics associated with the second file; BCTHSHO6%0i ng at
| ast one indicia of difference based on the first file, the ,second file
and the sel ected conparison nethod; and ~, i providing the i~ndicia of
di fferences for updating the first file2based on the indicia of
djfferences 20 25. The method conprises an archive 26. The net hod
at i sti CSfeemprheespPoc tdntdiadd reilbi | e THePrhsesuddid £a9d1 Seeapd
ile) 2 7 . The nmeth 30 conprises a cyclic data. of Caim24, wherein'the
first file*®t0¢ MR 99 b ede Be i pa whethpzr ehe shetﬂstgcsSéprofchat

| east one firstekpken aggogiat %Qa%q@ wggr ol &é}g S A0 5€ P%s%'i' Ll €S

one second token associated with t d al ereln Pst f'6ken
- dundancy kadeuy CR@) h@bmg Bebfm:rkecbf and~ tiey ﬁeomvsﬁdmusssakchsmnal
PCT/US 110 The f Caim27, wherein the block of data
conpri %es %’8%82;% € s‘—’lec?j:jsmet ?ﬂ)do 00

At step 2020, the file is locked and a compressed copy
of the file is created. Proceeding to step 2050, method
2000 computes Dblock statistics for the entire file.
Returning to decisional step 2030, if the statistics do

10 exists, then the yes branch of decisional step 2030 leads to
step 2040. At step 2040, method 2000 computes a delta
between the current block statistics and the block
statistics retrieved from the block database. Then, at step
2060, the block statistics for this file are added to the

15 Dblock database file. Next, at step 2070, the source file is
unlocked.

FIGURE 10 is a flowchart illustrating a method for
determining a differencing method to be used. Method 3000
begins at decisional step 3010 where method 3000 determines

20 whether both the byte difference engine and the block
difference engine are unavailable. If both engines are
unavailable, then the yes branch of decisional step 3010
lead to step 3020. At step 3020 an error is returned. 1If
either or both engines are available, then the yes branch of

25 decisional step 3010 leads to decisional step 3030.

At decisional step 3030, method 3000 determines whether
the block difference engine is unavailable. If the block
difference engine is unavailable, then the yes branch of
decisional step 3030 leads to step 3040. At step 3040,

30 method 3000 uses the byte difference engine. If the block
difference engine 1is available, then the no branch of

decisional step 3030 1leads to decisional step 3050. At




10_15 20 29. The nethod of O aim 24, wherein generating the indicia of

filao tANn

' nce conprises: generating a forward defta fromrthe—second—+-e—+o
?Lgff{sst filgpmhen thgl~~selected conpari son nmethod conprises the first
conpari son nmet~od; and generating a b~ckward delta fromthe f2i ﬁsMAi!*@#to
t he secondWQ@PK6sdtien t ~e sel ected conpari son net hod conpri Sﬁiﬂ%ggﬂwlaq -
conpari sonl method. 30. The nethod applying the fo storing ) . C aim
29 and further conprising: rward delta to the first file; and sward gelta.
31. The netho according to Caim29, wherein the forward delta conpr seﬁ
data usable to generate the second file44omthe first ile. 32. The met

: g . : . : : furt her
T rising., storing.,the fi storing the se accord!qg to daim24 and
<§9PFIe onggeféF&QF% oﬁ%ﬁﬂﬂ%OQQHjmﬁiHQdeiQﬂ1d£anmﬂneganuﬁﬁgr 28 bfre

difference engine is unavailable. If the byte difference
engine is unavailable, then the yes branch of decisional
step 3050 leads to step 3060. At sﬁep 3060, method 3000
5 uses the block difference engine. If the byte difference
engine is available, then the no branch of decisional step
3050 leads to step 3070.
At step 3070, method 3000 determines the past delta
method. Next, at decisional step 3080, method 3000
10 determines whether method 3000 is able to determine the past
differencing method. If‘method 3000 is able to determine
the past difference method, then the yes Dbranch of
decisional step 3080 leads to step 3090. At step 3090,
method 3000 uses the past differencing method. If method
15 3000 is unable to determine the past differencing method,
then the no branch of decisional step 3080 leads to step
3095. At 'step 3095, method 3000 uses the /differencing
method specified in the backup set.
While the present invention has been described in terms
20 of preferred embodiments and generally associated methods,
alterations and permutations of the preferred embodiments
and method will be apparent to those skilled in the art.
Accordingly, the above description of preferred exemplary
embodiments does not define or constrain the present
25 invention.
Other changes, substitutions, and alterations are also
possible without departing from the spirit and scope of the

present invention, as defined by the following claims.




10 15 20 2 6 MAY 200 WO 01/65371 PCTI US01/ 06820 31 33. The nethod
according to Claim24, wherein generating the indici~a of difference
conprises: generating indi~ia of at |east one data words t hdt 6aMAY 200k er ent
between tY~e first file and the second file when the sel ected conpari son
met hod conPpPiP¥&¥the first conparison method; arid generatRGIGUSOMES820a of at
| east one bl ock of data words that are different between the first file and
the second file when the sel ect ed conpari son nethod conprises the second.
conparison netjhod. 34. The netho~3 accegding to Cl aim 24, wherein
.sel ecting the select~d conparison nmethod conprises receiving a sel ection of
C? condi ti ofgiP PPLEM ZReENEgsel ecting the sel ected conparison nethod based
n the condittom froma user. 35. The netho~ according to Caim 24, wherein
sel ecting thelsel ect&d madiwed | fon mpdeddngonpni seschdsteer pifni g £ 1pr ewbo~s

conpari so ciated.with the first file. | 36. The .net hod

accor di ngnﬁ%g%]cg? m‘?@%?g%%e‘?ae?ﬁ tQ erflé%t%]r%ge't s SeE Aoy COBmFASIESH et hod
conprises i 25 skelectingngnahether plupallty b ecotsatiSéOragehedst s a
mnimze transfer time. 37. The neths selecting the selects 30 anal yzi ng

t he cc%aut%ﬂ?lf‘?’éﬁ? y SOIRATFIH RENSEndi Ehe é%éb?‘%i’ﬁ@’t@fd aPMP281SqRer ei n

co;rﬁa(rji SOonp&ehbes @@,ﬂ@ﬂggﬁg: i \'[I ons; and ;sting the sel ected conparison
met ho |
a first %omparison method wherein a file is

compared to an archive of the file; and

a second qomparison method wherein a first set of

10 tokens statistically representative of the file is

computed and Eompared to a second set of tokens

statistically representative of the archive of the
file; and j
carrying out ithe preferred comparison method to

15 generate indicia ofL differences between the file and the

archive of the file

or updating the archive of the file.

2. The metho@ of Claim 1, wherein the file is

resident on a cﬂieﬂt computer, the archive of the file is

20 resident on a serveé computer and the file is compared to a

copy of the archive of the file resident on the client
computer in the firét comparison method, the method further

comprising conveying the indicia of differences from the

client computer to| the server computer for updating the

25 archive of the file.




~ 6 M2 Y 2004 WO 01/6i 371 ~ PCT/USO /06820 32 38. The nmet hod according to

Claim 37, wherein the conditio
The net ho~~i according to d ai
associated with the second fil
wher ei n t hgoGeRss-{i on conprise
The nmet hod according to Caim
conpr essed. ~ 6 MAY 2~~4 WO
file archiving conprising: sof
upgn execution operable to: se
(;anarlson 5 between a first f
teal | st one conditi ofhenhBetha
first COI’I’DQ{I

conpari son net
the first file taqryatdd tea proxdse
file;] mher n the .seco e
set of stati set IS ssocrgttét?

stati stbcs cangadisaised ha tHi vighe
indicia of difference based on
sel ect ed conpar i®%n of8

update of thedfigmi fidd €.arcr

comparison method co

10 4. The method

prompting a use

a second condition :

in updating the arch

selecting the p

15 selected condition i

5. The method

the first condi

the client computer;

20 the second cong

of differences fro
computer.

6. The metho

25 preferred comparison

analyzing one
preferred comparison
selecting the p
the conditions.

30

R oy RBr 15

arl SO

iR ¢

n conprises I~ size of the second file. 5 39.
m 37, wherein the condition c r s ~ type
T8 88 o

e. 1 40. The netho~ according
s bandwi dth of a .network co 0 41
24, wherein the first and seco/%gﬁgg %are

01/ 65371 PCT/ti S01/06820 42. A system fqr
tware on a stjorage medium and the software

| ect a sel’kcted conparison nethod for
ile and an associ ated second file based on at

dt hef s@ledmedl comferesion ithes~liadiedafl rem a

ond conpari son nethod; wherein tl~e first
conparing at |est one byte associated with
tlespestévaibybeeasseeiabad WHd £ihg sgeend
met hod conprises conparing a firs—,t
I the BrRienred eonPasteomdnethodf

coagardsbhi lnethbdgeaﬁaate at;, least one
the first fide, the second file and the

Bt wosdsyitdat lery rith fiereit dbétfweancend or

1ive of the file

mprises the second comparison method.

when the

preferred

of Claim 2, further comprising:

r to select one of a first condition and
as a selected condition for optimization
ive of the file; and '

referred comparison method such that the

s optimized.

of Claim 4, wherein:

tion is efficient use of data storage on
and

lition is efficient conveying of indicia

m the client

computer to the sexrver

d of Claim 2, wherein selecting the

method comprises:
or more conditions

method; and

indicative of the

referred comparison method responsive to




43. The system~of Claim 42, wherein the first file conprises an archive ~pf
the second file. 25 44. The system-,of Caim42, wherein the Riﬁa%qu& ?f
statistics conprises] at |east| one first token associated wt [ 9
file aid wherein the second set of statistics conprises at

second
t oken ass¥PAVedWith the 30 second file. | 2 fi M,Y Zfﬁémo%%f%wl
PCT/ USOL/ 06820 45. The system of Caim 44, whereiri the first token

conprises a cyclic redundancy code (CRC) about a block of data. 5 46. The
system ~, of Cl aim 45, wherein the bl ockyof data conprises a 512- byt esegnent
(gi data. 10 15 47. The systemof Caim42, wherein the software is further
operabl e to:' generapg. a forrahd del t arbiam he speandd i lend 0 6he thest
file when theel ected conparison nethod conprises the first conparison
net hod; ancom@ieien® asbackanddidehtaff aoReENerk| F@PnPFFénsotPﬁeCiéeaﬁd
file when the sel ected co | sQn conprises the first
conpari sonfER RO 4 .tqﬁgggég gn??%%§§é§’operable to: apply the forwaz 20
store the backwa 25 of Claim47, wherein the software is delta to the first

file; and delta. 49. The systen) according to. Caim47. wherein_the rwar d
aeﬁb gng o% thd

del ta Gonpri~es8dat aTh8ablMethgdgeRdr at SconPFITE £ SATt h8 i rot
file. :

conditions is a size of the file.

9. The method of Claim 6, wherein one of the
conditions is a type of the file.
10
10. The method of Claim 2, wherein:
the copy of the archive of the file is fesident on the
client computer in compressed form; and
the first comparison method comprises decompressing the
15 copy of the archive of the file to generate a decompressed
copy of the archive of the file and comparing each byte of
the file to a corresponding byte of the decompressed copy of

the archive of the file.

20 11. The method of Claim 1, wherein:
the second set of tokens is resident on a client
computer;
the archive f the file is resident on a server
computer; and
25 the second comparison method comprises partitioning the
file into a plurality of blocks, computing the first set of
tokens statistically representative of the file by computing
a cyclic redundancy code (CRC) value for each one of the
plurality of blocks, and comparing each one of the first set

30 of tokens to a respective one of the second set of tokens.




50. The system according to aim47, wherein the |

o~erable to: store the first M

second!; file on a client conp
PCT/ USQL/ 51. The syste~h
is furtheg&géﬂpaéﬂe to: genera

are different between tlhe fir
sel ected com-l ari son net hod co
generate indicija of at |east

(ELbetmeen the first file and t

sel ected CORPEHALEH Aetisvdds
optim ze fLQ8 @Sl 23
software is furth~r
bi ased on a previous conpariso
54. The syste~ ccardin
operabse to seP%%t t1es s

of a | ocal canmsagor @i fedd
syster~ software is further ~

14. The

computer is a portabl

10
15. A gsystem

reflect changes made

a comparison suk

a first co
15 file to a copy
the archive of

computer; and

a second cd

first set of to}

20 file and compar
of

archive of the

set tokens

set of tokens Y

and
25

the first comparator

indicia of differenc

the file.

thod conprises2t herdd see@Rd
to Claim42, wherein the softw

operéﬁ%@gﬁ
drethe

methos

a selection subs

software is further
Ile on a server conputer; and store the
uter. 30 2 6 MAY 204 WO C&/65§7&'“"‘-“
according to O aim42, whereinéthdMAr0Mr e
te indici~a of at |east one Bat/@swwrg® t hat
st file arid the second file when 5 the
nprises the first conparison nethod; a~d
one bl ockpgf data words that are different -
he second file when the sel ~cted conparison

0 ri net ~pjad. 52.. .The syste~ according
éfenpg fﬁ?tlgf ogérab‘%FEQ?ﬁeléEF@Fﬁélng
edoumeat seh ebbtatenf the 08UishON cbRplRer
syste~ according to Gaim42, wherein the
o el ect the selected i conpari son net hod
n method 20 associated with the ~irst file.
l,aim42, wherein the software is furth-~r
4 cOfpafiadn nk2hodwharednontheni mezivogkone
sl efnddMRcor file archiving. 55. The
| anal yze the cond 30 sel ect the sel

d of Claim 13, wherein the client

le computer.

for updating an archive of a file to

to the file, the system comprising:
system including: |

mparator that, in operation, compares a
of an archive of the file, the copy of

the file being resident on a client

omparator tnat, in operation, computes a
tens statistically representative of the
es the first set of tokens to a second

of the

file on a server computer, the second

statistically representative

being resident on the client computer;

ystem for activating a preferred one of
and the second comparator to generate

es between the file and the archive of




i conditions. according to Clajm42, wherein the >perabl:e to litjons; and
ected conparison nethod based pn the 2 6 MAY 2004 WO 0116s371
PCT/ US01/ 06820 56. The system according to C aimb55, wherein fhg @pcﬁg{]gon
conprises ~ size of the second file. 57. The syste~ according to U ai m55,
wher ei n t ROV i tion conprises ~ type associated with theresameskofil e.
58. The systett~ according to ai m 55, wherein the ~~ condition conprises
bandw dt h of a network connectjion. 10 59. The systerc~ according to Caim
42, wherein the i first and second fibs,are conpressed. 60. A systemfqr

il e archiving conprising: nmeans for se%ecti ng a sel ected conpari son net hod
f0r 15 conparisps b enyvaddt st . §ilg _and associ ated second  file based
on at |e~. st pn?cbﬁ%#%i (r)gn}js% recif;l t eaqglel ggt’edwg‘gﬁﬁéini s&ﬁei sgéi?ecilsed
froma firststdpfari son rekens chiestcoodmpatpaf i Seheeansstdhe Ejtsher

i t hi

conpari so o] ring at |east one 20 byte associated withl, the
first fil gct a S%‘gasg g‘%ﬁ“ﬁ@ 1R5E5EPSEedSRPPRSENE $4eddirl indicia hef
second condif fsosnaeansridr FRaLRA acdi Nsd %Q;uﬁeét%g sthgs %gﬁ%girat ed
with the first file to a second set of statistics associated Wt e
second>f i | Hearf® 1 PRyENer BRengiedi¢astofondiiffdivenzesf dirbher ehee
based on tdeidit domplttar tdhe oTpTe N X e sel ected conparison neans;
andi neans for prov;%i ng the indicia ~O]§':og, %Ttteerge’nce for updating the first
fi~~le. 30

17. The system|of Claim 15, whereih:
the copy of the archive of the file is resident on the

10" client computer in a|compressed form; and

the first comparator, in operation, decompresses the

copy of the archive of the file to generate a decompressed

copy and compares e ch byte of the file to a correspondiné
byte of the decompressed copy.

15

18. The syste of Claim 15, wherein the second

comparator, in operation, partitions the file into a

plurality of blocks, computes the first set of tokens of the

file by computing a |cyclic redundancy code (CRC) value for

20 each one of the plurality of blocks and compares each one of

the first set of tokens to a respective one of the second

set of tokens. i

19. The system of Claim 15, wherein the selection

25 » subsystem comprises user interface for prompting a user to
select one of a first condition and a second condition as a
selected condition, §the selection subsystem selecting the
preferred one of #he first comparator and the second
comparator such thatlthe second condition is optimized.

30




61. The system] of Caim60, wherein the first file conprises an archive

bf the second file. WO 01761 371 37~ © NVAY 200a PCT/USOtt06826—62—Fhe
system of Claim 60, wherein the first set of statistics conprised at | east
one first token associated with the first file ', and where|2 ét@s&ﬁmd set
of stati stw5§m§%%9rrpr| ses at least ',,one second t oken asso t t he
second file The system of Claim 24, wherein gener at PGHUBH@6E20di ci a
of difference conprises: ZO neans for generating a forward delta fromthe
second file to the first f~.1e when the selected conparison nethod i
corrpri ses the first conpari soni nmet hod; asd neans for gene ating a backward
Ita fromthe first file to the second ile when the sel ected compari son

thod 15 conprices The fdysdergograr b3qnmej god. The t |of .Cl aim
63 and further conprjsi ngyrreans for a i - er]@f he l?ef)%ev\%ard%yﬁst%@l RS r st

file; PP Y& 3fiRfFID h%%‘éd%ras?@ﬂﬁﬂtgonhenbamsmr dubeybaem65‘es§bﬁs&)@tem

accordi ng ¢® SAaidr 63 f delta.c es data usable to
generate the second f?rémg{r)g!r#%%gﬁfl ?@EQFlveZg gﬂgTﬁge§§§F@ﬁ1 8€oPdi ng

to. Oai mEE fHikeski Andelsecoindy admpageitentsed o oIS dtS ois MeHAO re@aReges:

means £or gnalygidyg t ns; and nmeans fox automatically selecting
t he selected 30 corrpa%llﬁns%n me(#uod based on the conditions. o

21. The system of Claim 20, wherein one of the
conditions is a bandwidth of a network connecting the client
computer to the server computer.

10
22. The system of Claim 20, wherein one of the

conditions is a sizejof the file.

23. The syste¢ of Claim 20, wherein one of the
15 conditions is a typefof the file.




2 6 MAY 2004 WO O1/65371 PCT/ USOL/ 06820 38 67. The system according ta
Cl aim 66, wherein the condition conprises a size of the second file. 68.
The system according to Cl aim66, wherein the 5 condition conqu§P§ Znﬁ pe
associated with the second file. 69. A systemfor updating a re rchive
of a |ocalWQO¥6Bed file, conprising: a byte differenci ng mrgiswm/oeser abl e
to generate a first 10 indicia of differences between individual bytes of a
current version of a file and a |ocal copy of an archive of the file; a
bl ock differencing engine operable to gggerate a current token set based on
he current version of the file 15 and an archive token set based on the

chive of the fjle e a second. indicia of differences between
the current verisdl on %%%ﬁ%gagﬁﬁlgl%ear%cﬁbw%&?Wlﬁsﬁé‘%’urrent t oken set
and the archi vesdloimniset a salssrtadit eohpsei e abk@oHO PNMBbmBakssbnfor a
20 select&Qq:of one gf ag %t ipi?gg data storage condition and an efficient
transm ssiOn Conti ¥ i oh*For Ldpfi /% R AFIRdatedbrseirndrEhleebasedhenti| e;
and a sel enf oleQpEr able donAt DFRL i G :5€ t i on of
the user of a preferred one off?%e b§%£¥§§ g?%fé%%%%#ﬁ%pé%gﬁﬁéﬁgﬁggtﬁ%
bl ock di f f¥Firiary Hghe 2o §enstat eompariespecnévrodneand the Leeshdand
Secondi'“ﬂdﬁé%fﬁsdﬂfﬁ ﬁgges.§ ~, 6 MAY ~00~ WO 01/6s371 PCT/ US01/ 06820
39 70. A nmetho or updating an archive of a file, conprising: selecting
one of a byte dilidmriancilng Eihgsbecamgaaisbnckethdd ecemnprige8nabnparang

at least one bYte as%ociated with the first file to at least
|
one respective byte #ssociated with the second file;

10 wherein the ﬁsecond comparison method

{
comparing a first #et of statistics associated with the

comprises

first file to a seco#d set of statistics associated with the
second file; |

generating at least one indicia of difference based on
the first file, the
method; and

15 second file and the selected comparison

20

25

30

providing the i
first file based on t
25. The method

comprises an archive

26. The method

statistics comprises

ndicia of differences for updating the
the indicia of differences.

of Claim 24, wherein the first file
of the second file.

of Claim 24, wherein the first set of

at least one first token associated

with the first file and wherein the second set of statistics

comprises at least

second file.

27. The method

comprises a cyclic redundancy code

data.

one second token associated with the

wherein the first token

{CRC) about a block of

of Claim 2s,




5 generating indicia of differences between a file and an archive of the

file using a selected one of t
archive of the file.
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31. The metho

according to Claim 29, wherein the

forward delta comprises data usable to generate the second

file from the first
20 |

ile.

32. The metho% according to Claim 24 and further

comprising:

storing the firit file on a server computer; and

storing the secq
25

ond file on a client computer.
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@ 33. The methob according to Claim 24, wherein
generating the indicjia of difference comprises:

genérating indiqﬁ&ia of at least one data words that are

different between thle first file and the second file when

5 the selected compiarison method comprises the first

comparison method; aﬂd
generating indi&:ia of at least one block of data words
that are different Ijoetween the first file and the second

file when the sele‘cted comparison method comprises the

10 second comparison method.
|

34. The metho@ according to Claim 24, whereln
selecting the select#d comparison method comprises receiving
a selection of a cdndltlon to optimize and selecting the

15 selected comparison jmethod based on the condition from a

user.

35. The methoﬁ according to Claim 24, wherein
selecting the se#ected comparison method comprises

20 determining a prev1oﬁs comparison method assoc1ated with the
first file.

|
| _
36. The metho%i according to Claim 24, wherein
_selecting the se]l‘ected comparison method comprises

25 determining whether tfo minimize local storage or to minimize

transfer time. |

37. The methocﬁ according to Claim 24, wherein
selecting the selecteid comparison method comprises:
30 analyzing the col ditions; and ‘
| automatically sJ?Lecting the selected comparison method
based on the conditioips.
|
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47. The system; of Claim 42, wherein the software is
further operable to::

10 generate a forﬁard delta from the second file to the
first file when the $elected comparlson method comprises the
first comparison metHod and

generate a back@ard delta from the first file to the
second file when thé selected comparison method comprises

15 the first comparison method.

48. The system.of Claim 47, wherein the software is
further operable to:
apply the forward delta to the first file; and

20 store the backward delta. .

49. The system according to Claim 47, wherein the
forward delta comprises data usable to generate the second
file from the first file.

25

50. The system| according to Claim 47, wherein the
software is further operable to:

store the first file on a server computer; and

store the second file on a client computer.
30
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/ 51. The system according to Claim 42, wherein the
software is further #perable to:
generate indicﬂa of at least one data words that are
: !
different between t@e first file and the second file when
5 the selected comgarison method comprises - the first
comparison method; a#d
generate indicﬂa of at least one block of data words
that are different 1between. the first file and the second
file when the sel cted comparison method comprises the

10 second comparison method.

52. The syste# according to Claim 42, wherein the
software is furthér operable to select the selected
comparison method based on a selection of a condition to

15 optimize from a user,

53. The syste& according to Claim 42, wherein the

software is furthér operable to select the selected
1

comparison method dased on a previous comparison method

20 associated with the %irst file.

54. The syste# according to Claim 42, wherein the
software 1is furth%r operable to select the selected
comparison method ba#ed on minimizing one of a local storage

25 and a transfer time %or file archiving.
|

55. The syste& according to Claim 42, wherein the
software is further $perable to:

analyze the con%itions; and

30 select the se#ected comparison method based on the

|
conditions.
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57. The sySteﬁ according to Claim 55, wherein the

condition comprises é type associated with the second file.

58. The systeﬁ according to Claim 55, wherein the

condition comprises Aandwidth of a network connection.

59. The syste@’ according to Claim 42, wherein the

|
first and second fiIQS are compressed.

60. A system f&r file archiving comprising:

means for sele#ting a selected comparison method for
comparison between a first file and an associated second
file based on at least one condition, wherein the selected
comparison is selecqed from a first comparison means and
second comparison me#ns;

the first compa%ison means for comparing at least one
byte associated witq the first file to at least one byte
associated with the %econd file;

the second comp%rison means for compar{ng a first set
of statistics assoc14ted with the first file to a second set
of statistics a55001aFed with the second file;

means for gener@tlng at least one indicia of difference
based on the first #ile, the second file and the selected
comparison means; and} '

means for provkding the indicia -of difference for

updating the first fihe.

61. The system of Claim 60, wherein the first file

comprises an archive of the second file.
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comprises at least ‘one second token associated with the
second file. :

63. The system of Clalm 24, wherein generating the
indicia of dlfferencé comprises: |
10 means for gene#atlng a forward delta from the second
file to the first fﬁle when the selected comparison method
comprises the first éomparlson method; and
means for generating a backward delta from the flrst
file to the second g;le when the selected comparison method

15 comprises the first éomparison method.

64. The systemiof Claim 63 and further comprising:

means for applying the forward delta to the first file;
and ?

20 means for stori#g the backward delta.
. ‘

65. The systeﬂ according to Claim 63, wherein the
forward delta compri%es data usable to generate the second
file from the first ﬂile.

25

66. The systeﬁ according to. Claim 60, whereim
selecting the selectdd comparison method comprises:

means for analy%ing the conditions; and

means for adtomatically selecting the selected

30 comparison method ba#ed on the conditions.
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69. A system for updating a remote archive of a
locally stored file, comprising:
a byte differencing engine operable to generate a first
10 indicia of'differences between individual bytes of a current
version of a file and a local copy of an archive of the
file;
a block differencing engine operable to generate a
current token set based on the current version of the file
15 and an archive token set based on the archive of the file
and to generate a second indicia of differences between the
current version and the archive version based on the current
token set and the archive token set; '
a user interface operable to prompt a user for a
20 selection of one of an efficient data storage condition and
an efficient transmission condition for optimizing an update
of the archive of the file; and '
a‘seleétor operable to automatiéally select based on
the selection of the user of a preferred one of the byte
25 differencing engine and the block differencing engine to
generate the respective one of the first and second indicia

of differences.
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70. A method for updating an archive of a fiie,
comprising:

selecting one of a byte differencing engine and a block
differencing engine; and

generating indicia of differences between a file and an
archive of the file using a selected one of the differencing

engines for updating the archive of the file.




