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S1 Deploy an open-source bastion host

4 82 Establish a fault tolerance mechanism
response rule

S3 Establish a response rule for real-time
synchronization of cloud resource account
information

S4  Obtain a password change policy

S5 Perform automatic password change

(57) Abstract: The present invention relates to the technical field of cloud computing and information security, and in particular, to a
method for implementing automatic password change having a fault tolerance mechanism for a cloud host and a cloud bastion host. In
the present invention, an open-source bastion host are deployed and integrated by means of cloud computing service orchestration, a
cloud computing platform is connected to a cloud bastion host, and automatic synchronization of cloud asset information of the cloud
computing platform is completed; by adding a fault tolerance mechanism and a password issuance by cloud computing platform policy,
timed and automatic password change for cloud asset information of the cloud computing platform is implemented. An open-source
bastion host is deployed and integrated, and a cloud bastion host verification module is developed,; a fault tolerance mechanism response
rule is established; a response rule for real-time synchronization of cloud asset information in a cloud computing platform is established;
a password change policy is obtained; and automatic password change is performed. According to the present invention, automatic
password change for a cloud host and a cloud bastion host is implemented, random password change for all cloud resource accounts is
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completed and synchronization with the cloud bastion host is also implemented, and a cloud tenant directly logs into the cloud bastion
host by means of the cloud platform after automatic password change.
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