DESCRI PTI ON  COMMUNI CATI ON APPARATUS AND AUTHENTI CATI ON APPARATUS Techni cal
Field 5 The present invention relates to a conmuni cati on apparatus and the
like as a client that receives a service froma server after checking the
validity of such server, and particularly to a comunication apparatus and
the like for verifying a server certificate issued by a certificate _

authority. 10 Background Art Recent years have seen the rapid proliferation

as well as the expanding use of and there are a variety of
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Ref.erring to FIGS. 1 and 2, a description is given of an overview of an
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Recent years have seen the rapid proliferation as well as the
expanding use of the Internet, and there are a variety of services
utilizing the Internet such as E-mail and Internet shopping. Behind
15  this trend, however, there are problems of tapping and tampering of
data such as individual informatidn that is carried over the Internet.
In order to prevent attacks from malicious third parties, a variety of
security techniques have been conceived and employed. Such
security techniques include cryptography for preventing data
20 contents from being leaked even when such data is tapped while
_ being transmitted, and authentication for checking whether data has
. not been tampered in the course of transmission.
A technology known as SSL (Secure Sockets Layer) is a
security technique that utilizes cryptography and authentication and
25 that is often employed on the Internet. SSL, which is disclosed in
U.S. Patent 5657390, for example, is a technology for providing a
communication that ensures that (1) a server is authenticated, (2)
data is not leaked in the course of communication, and (3) the
contents of data that the client is to receive has not been tampered
30 in the course of communication.

Referring to FIGS. 1 and 2, a description is given of an

overview of an SSL communication method.



FIG 1 is a diagramillustrating how key information and certificates are
prepared in SSL. This drawing shows a server 103 and a client 102 that
carry out a secret conmunication, and a certificate authority 101 t hat

i ssues a server certificate indicating 5 the validity of the server 103. A
CA public key 104 is a public key corresponding to the private key of the
certificate authority 101. A CA private key 105 is the private key of the
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and i ssuesertificat®el88r e tldtificate indicating the validity of the server
103. And a signature 110 is a sighature created by the certificate
i5 authority 101 on the server certificate 109.
FIG. 2 is a diagram showing an SSL communication protocol.
In FIG. 2, a communication common key 201 is a common key to be
used in a secret communication.
The certificate authority 101 previously generates a key pair
20 consisting of the CA public key 104 and the CA private key 105, and
generates, at the same time, a CA certificate 106 that describes the
CA public key 104 and information concerning the certificate
authority 101.
Before starting the operation, the server 103 first generates a
26 key pair consisting of the server public key 107 and the server
private key 108. Then, the server 103 sends, to the certificate
authority 101, the server public key 107 and information concerning
the server 103, so as to request for the issue of a server certificate
109.
30 Using the CA private key 105, the certificate authority 101
creates a signature 110 from information received from the server
103 and other necessary information, and issues, for the server 103,
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-2 a server certificate 109 that is the result of putting together the

I nformation fromthe server 103, the other necessary information, and the
signature 110. The server 103 stores the received server certificate 109. 5
Meanwhi |l e, the client 102 previously obtains the CA certificate 106 from
the certificate authority 101, and stores it. The follow ng describes how
the client 102 and the server 103 actually carry out a secret
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Then, the client 102 verifies if the server certificate 109 is

15 valid or not using the CA public key 104 which the client 102 stores
initself. When the server certificate 109 is valid, i.e., the signature
110 included in such server certificate 109 is one created by use of
the CA private key 105, it is possible for the client 102 to verify the
validity of the server certificate 109 using the CA public key 104.

20 After verifying that the server certificate 109 is valid, the
client 102 randomly generates information about common key
generation on the client side (hereinafter referred to as “client-side
common key generation information), and sends the generated
information to the server 103.

25 Meanwhile, the server 103 randomly generates information
about common key generation on the server side (hereinafter
referred to as “server-side common key generation information),
and sends the generated information to the client 102.

Then, the server 103 and the client 102 generate a

30 communication common key 201 using the above server-side
common key generation information and client-side common key
generation information.



generation information. 3 Through the above operation, it becones possible
for the client 102 and the server 103 to share the conmuni cati on common
key 201. Fromthen on, by using the comunication comon key 201 5 to
encrypt and decrypt data to be transmitted , it becomes possible for the
client 102 and the server 103 to carry out a secret comunication. Note
that the X. 509 certificate format defied by the ITU-T (International
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According to the X.509 certificate format, a server certificate
109 needs to describe the validity period. This is because the
security of a private key depends on the fact that it takes sufficiently

15 long time to calculate the private key from the public key and
communication data, meaning that there is a higher possibility that
the private key will be exposed if the same key continues to be used
for a longer period of time.

Similarly, a CA certificate 106 is also required to describe the

20  validity period, which is longer than that of a server certificate 109
in general.

Meanwhile, when the validity period of a CA certificate expires,
or when the CA private key is exposed due to some cause, it is
necessary to immediately generate a new key pair and to

25 issue/obtain a new CA certificate.

For example, in the case where (1) there are a sufficient
number of certificate authorities which are available at the same
time, (2) a client has a sufficient computer resource such as a PC
(Personal Computer), and (3) such client can therefore posses all or

30  arequired number of CA certificates of the certificate authorities, it
is possible for a server to use a server certificate that was issued by
another certificate authority other than a revoked certificate
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I's possible for a server to use a server certificate that was issued by
another certificate authority other than a revoked certificate -4
authority. In this case, the client verifies such server certificate by
using, one after another, the CA certificates which it possesses. Wen the
client can verify the validity of the server certificate by wusing any one
of such CA certificates, it is possible for the client to 5 verify that
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the end oferthficabeiidi thoseetod askpivivgri®achhet the server certificate gets
revoked. Such techniques are disclosed, for example, in Japanese
15 Laid-Open Patent publication No. 2001-197054 and Japanese
Laid-Open Patent publication No. 2002-215826.
With the above existing techniques, however, if a client
apparatus is a home appliance, for example, that is not equipped
with a sufficient amount of resources including a memory, there is a
20 problem that it is difficult for such client apparatus to possess many
CA certificates at the same time and to be equipped with a program
L or a circuit for authenticating a server by use of plural CA
certificates.
Furthermore, if a client apparatus does not have a clock
25 (calendar/timer) or any means for setting the clock to the correct
time, it is difficult for such client apparatus to check the validity
period of a CA certificate, which causes the problem that such client
| apparatus cannot renew the CA certificate automatically even when
the end of the validity period is approaching.
30 The present invention has been conceived in view of the
above problems, and it is an object of the present invention to
provide a communication apparatus, an authentication apparatus,
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30 The present invention has been conceived in view of the above problens,
and it is an object of the present invention to provide a comunication
apparatus, an authentication apparatus, -5 and the like which nake it
possible to verify the validity of a server, wth a CA certificate being
renewed in a safe and secure manner, even when the communi cati on appar at us
I's equi pped only wwth a small anmount of resources. 5 Disclosure of
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i ndicating that a server certificate that indicates the validity of the
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the validity of the server is valid, and the next address for update

15 indicating a location, on the communication network, of a download

server on which second CA information is placed, Asaid second CA

information including a second CA certificate to be a next valid CA

certificate in a case where said first CA certificate becomes revoked;

an authentication unit operable to authenticate the server by

20 verifying the server certificate using the first CA certificate; and a

| CA information update unit operable to obtain the second CA

L information from the download server indicated by the next address

for update, wherein when the first CA certificate becomes revoked,

the authentication unit thereafter authenticates the server using the

25 second CA certificate included in the second CA information obtained

by the CA information update unit. Accordingly, since it becomes

possible to obtain the second CA certificate which is the next valid

CA certificate by making an access to the download server indicated

by the next address for update included in the first CA information,

30 it is not necessary for the communication apparatus to pre-store a

plurality of CA certificates. Thus, even if the communication

apparatus is a home appliance and the like with a small amount of
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by the next address for update included in the first CA information, 30 it
IS not necessary for the conmunication apparatus to pre-store a plurality
of CA certificates. Thus, even if the communication apparatus is a hone
appliance and the like with a small amount of -b resources such as nenory,
It becones possible for the conmmunication apparatus to verify the validity
of the server, with the CA certificate being renewed. Here, the CA

i nf or mat i Ity may . tr negt to _5 the downl.pad server
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15 Moreover, the CA information update unit may try to connect

to the download server when the authentication unit has failed to

authenticate the server using the first CA certificate, and obtain the

second CA information from the download server when said

connection succeeds. Accordingly, even in the case where the first

20 CA certificate gets revoked before its validity period, it becomes

» possible for the communication apparatus to obtain, from the

{ download server, the second CA certificate which is the next valid CA
certificate, immediately after such revocation.

Moreover, the authentication unit may try to authenticate the

25 server using the second CA certificate included in the second CA

information obtained by the CA information update unit, and when

said authentication succeeds, thereafter authenticate the server

using the second CA certificate instead of the first CA certificate.

Accordingly, it becomes possible to switch the CA certificate from

30 the first CA certificate to the second CA certificate as soon as such

second CA certificate becomes valid, as a result of which the

communication apparatus is not required to manage the validity

T



using the second CA certificate instead of the first CA certificate.
Accordingly, it becones possible to swtch the CA certificate from 30 the
first CAcertificate to the second CA certificate as soon as such second
CA certificate becones valid, as a result of which the conmmunication
apparatus is not required to manage the validity -7 periods of the first
and second CA certificates. Furthernore, the conmunication apparatus with

t he abovep?lggﬁ%: gp{tﬁ%i ﬂpsgﬁé"%}rﬁt eld @Wéﬁﬁgﬁaot%escond storage unit

oper abl e € secC nror mati o iM said comunication 5

appar at us, the FiAthefronoed) aheupdahenunidatioy sppasatiist ritihethes ednnge
storage unit, the second CFAL*rith ormati on obtained fromthe download server,
tiH
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second CA information sfored in 15 the first storage unit. By repeafihg the
processi fd®aukbeatiiptdan waitt My Bheseatfgnaldmrnticataltha sergeneasigons,

i.e., the.,cur al j rt.ifli finnst CA cerntifJdcate) and the
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ooor o Sersh CREEH A Induded i the¥econa TA Vsformation Stored in
15 the first storage unit. By repeating the processing of holding CA
certificates equivalent to only two generations, i.e., the currently
valid CA certificate (fir-st CA certificate) and the next valid CA
certificate (second CA certificate) according to the above usage of
memories, with the current CA certificate being renewed when
20 necessary, it becomes not necessary for the communication
, apparatus to unnecessarily hold a larger number of CA certificates.
Moreover, the CA information update unit may obtain, from
the download server, a download server certificate indicating
validity of said download server, and obtain the second CA
25 information after authenticating the validity of the download server
based on said obtained download server certificate. Accordingly,
since the communication apparatus obtains the second CA
information after verifying the validity of the download server itself,
it becomes passible to obtain the authentic second CA information in
30 a secure manner.
Note that not only is it possible to embody the present
invention as a communication apparatus (client apparatus) with the
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since the communication apparatus obtains the second CA information after
verifying the validity of the downl oad server itself, it becones possible
to obtain the authentic second CA information in 30 a secure nanner. Note
that not only is it possible to embody the present invention as a _
comuni cation apparatus (client apparatus) with the 8 above configuration,
but also as ( i ) a nethod for verifying the validity of a server that
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qppl |1cat i on, apgnese Lai d- Op %bt ent ?ﬁ;ﬁ i cation No. %0@%5%@56“% ed
on_Apri | includes, a%ltﬁrﬁi@rnc‘jort@teenraeedumeb‘y)r opéaatingethe 8GtReingication
Descri pt|gapgpal&){lgvgHgsdérvr\}%?gaangeip\;élrer obj ects, advantages and features of
t he
As described above, the present invention makes it possible
for an apparatus with a small amount of resources to obtain and
15 renew a CA certificate in a reliable manner, without needing to care
‘about when the validity period of a CA certificate expires.
Therefore, the present invention is extremely useful especially in an
authentication system which includes, as a client apparatus, a home

appliance and the like.

20 As further information about the technical background to this

| application, Japanese Laid-Open Patent application No.

f\ 2003-098596 filed on April 1, 2003, is incorporated herein by
reference.

25 Brief Description of Drawings
These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
Hlustrate a specific embodiment of the invention. In the Drawings:
30 FIG. 1 is a diagram illustrating how key information and

certificates are prepared in SSL that is an existing secret
communication;



i nvention will becone apparent fromthe foll owi ng description thereof
taken in conjunction with the acconpanying drawings that illustrate a
speci fic enbodi ment of the invention. In the Drawings: 30 FIG 1 is a
diagramillustrating how key information and certificates are prepared in
SSL that is an existing secret comunication; 9 FIG 2 is a diagram

showi ng an SSL conmuni cation protocol; FIG 3 is a diagramshow ng a

e 2T S R A LA Rl Byt GhFeBRRE
flowchart showRIg.an3exsgmpl® opeigpiamn showdagt i & C@tﬁ]ﬁ%gh@ﬂbhl e@fanéi
downl oad server according to a second enbodinent; FIG is a flowhart

showi ng WPH]‘%E'Panﬁﬁt@'ﬁba@@Wﬁﬁm tosérf\?’é‘?t esnbedémened: 10 . FIG 7
I's a diagram shaw ng lgomet?ﬁ%ﬁa%oﬂ%%ﬁh nd éifi?mcpge OtfrEACI?IrfI)l‘IIFka;ﬁéﬁhe

authorities, client, servers tion ~'server
nor mals case) FIG. &t aadlftig,lvahastloghogua@ mn&lmmmﬂeatcpmaltnﬁrh ovf of

the certifi e authoriti wnl.oad servers, and application 15
server (iqﬁﬁﬂ‘i 2B stz scand dawhfang SeTgiTs AR Ee R SaeRNd

downl oad s&HeA nﬁseﬁgarts operating); FIG 9 is a diagramshow ng an exanple
operational flow of "the certificate authorities, client, downl oad servers,
and applicati oflGseb Ve f(!omah@rtcslsemuhgrimwﬁerMW@tit)inf oEthe dowalisad
revoked whil e thed go dovvn )ad server Bis in operation); and FIG 10 is a
di agram sﬁ‘ned'\kﬁq{g'sa & ﬁf fion of a communication systemin which a

singlg certifl qq@ au@ﬁ@r Uié{gréﬁll%ﬁov@mgj%'n %@(ra\fﬂ'bléeébbf'h?%tn%ﬂ ﬁaw &
i aAformati on. 25 Best Mbde for Carr t the Invention The follow ng

descri bestheheeshificaiteeat thorities o @@é,ndownload servers, and application
server {at the normal case);

FIG. 8 is a diagram showing an example operational flow of

the certificate authorities, client, download servers, and application
15 server (in the case where a CA certificate A gets revoked before the
download server B starts operating);

FIG. 9 is a diagram showing an example operational flow of
the certificate authorities, client, download servers, and application
server (in the case where the CA certificate A gets revoked while the

20 download server B is in operation); and _
FIG. 10 is a diagram showing a configuration of a
communication system in which a single certificate authority issues
plural server certificates and CA information.

25 Best Mode for Carrying Out the Invention
The following describes the embodiments of the present
invention with reference to the drawings.
(First Embodiment)
Referring to FIGS. 3 and 4, a description is first given of the
30 first embodiment of the present invention.
FIG. 3 is a diagram showing the configuration of a
communication system according to the present embodiment. This
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i nvention with reference to the drawings. (First Enbodinent) Referring to
FIGS. 3 and 4, a description is first given of the 30 first enbodi nent of
the present invention. FIG 3 is a diagram showi ng the configuration of a
comuni cati on system according to the present enbodinment. This -10

comuni cation systemis forned of a certificate authority A 10la, a
certificate authority B 101b, an application server 401, a client 415, and

d I . 406D, i ch ted oV a _ cqommuni cat.i.on net wor k
Such os R PRiE aais Ry et E Bl G e8rQhrosf aihaEy Kindlh 5o
aut hent i cadrefFibytd kaiterrityf Bcabe bamerg picétiokOdarvand4aniiens kyidde4 15,
certificate authority B 101b, due to the approaching of the validity

period atN€ha | dRunlpRd agpivesat BorftGebyewhioh awe ceonpestednmiver a

apparatu i ke [ | G ' LN eqifl | i on

o tem - T TEAyMEatotEn kOl Rk B tho ItLEReL" HGRT I EpRRih

speci bi ¢ sarvermauf shallridrdt bposstiseati itePbyerheceptifiaite ¥ayhori§4a and

an AP se&i;r certificate A 402a. The AP server E{bi vate key A 404a is the
k

private 8f N sthemp) PYathsn ceskiiirataauthriny Bedibkbcdyer toathe A
402a, whi ' tAd Frcati e i el i g,y of the application 15
server 46%6?2633218% (jtmter?%m\?atlltq‘?ggél%h% tﬁlgﬁ F@EAﬁﬁ%ia, I ncl udes an AP
server public Kdye/lagpHaativat sexvieredlll wchikdy i@ resppudienga pearacusAP
server private key A_404a and. an AP si 9nat.ure A 405a thai_ is.a signature
created BPG DG fOEQTQAdITA SETXIA0IE BrsREIAH CAPPPYSAHIAN St cat e
A 402a. he ' ' ' WHYE tapgl | ePé}f’e |
r;eQei%?eSZ%'gjér\Bfgg%.gg%ﬁgomtlté(\)%dgﬁ-{ﬁr nar etjé ?r gﬁﬂtghg appllt ittéﬁatai l§ﬁ)éég§Fver
407 af t ermagrufiagtagerheposaseases asf Afusareppiprivatokeyek vé@rdaand ainsAP

Co e RET e RO R55L RGP scfor BT Ko R aadPLERRE™ O

private key of this application server 401. The AP server certificate
A 402a, which is a certificate indicating the validity of the application

15 server 401 issued by the certificate authority A 101a, includes an AP
server public key A 403a that is the public key corresponding to the
AP server private key A 404a and an AP signature A 405a that is a
signature created by the certificate authority A 101a on such AP
server certificate A 402a.

20 The client 415, which is a home appliance and the like that
receives a service (e.g. downloads firmware) from the application

P

server 401 after verifying the validity of such application server 401,
is comprised of a server authentication unit 416, a memory 418, a
preparatory memory 419, a CA information update unit 417, and a
25 DL publics key 414, The server authentication unit 416 is a
processing unit for authenticating the application server 401 by
verifying the AP server certificate A 402a received from such
application server 401. The memory 418 is a memory for holding,
in the default state, CA information A 301a that is certificate
30 authority A 10la-related information and that is used for verifying
the AP server certificate A 402a. The preparatory memory 419 is a
memory for holding CA information B 301b that is certificate
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25 DL publics key 414. The server authentication unit 416 is a processing
unit for authenticating the application server 401 by verifying the AP
server certificate A 402a received fromsuch application server 401. The
menory 418 is a nenory for holding, in the default state, CA information A
30la that is certificate 30 authority A 10la-related information and that
Is used for verifying the AP server certificate A 402a. The preparatory

corciti atatfoffy "BIY bl atebl ifriapBleh F6kAR:Po A% BcORo Wil shs,

with the veeficatiat iprd desetagsomaher pprcappin sakien4Ter Ystattilahoitaleed
anot her to veri f%/‘ the AP server certificate B_indicati ng_the validity
t

\I\a ) 1 vart - N - .
of the a\ﬁaﬁl/i satynis eheeh P srrrviedseridifigate 8 tudicatinatbeavaigiiv 9f Bheoib) |
in 5 the h nf iIan 3 : ' P LY. 4
gots rovotBncHERTESEReeEAd N SR BH ] e R ALAEC S thdrity BTBIG A
pr?ce$si r@mnaggzwhembttaimﬁmémfcerlmaxrton/ad BO lgAi%chLeﬂ mrgtth@nn(emﬁlory 418 .
i nfornation B romthe do o] server an tores it .into the
o ooy At (9SS ER P O T aE TR Cad 116 AR A e 0 & Gl 4 b7 1o
nenory 41. kechit f e, ubhki; -5t he blic
key cgrrefd%ﬁ{jcﬁ%squ gﬁ‘[l)tL i(se)r@fr @g)?gmlﬁ a;Eg%keR;?)% Qéygbdﬁxpﬁ%@g\%ﬁgﬁa%@gerver
B 406b. TimfoceratibncBt30abt)hooimythe dovenlodd seriveraB et 6bfandtstorast itority

hat | the AP tificate. A 402a ipdicating the . 15 yalidity of
Lhe: appt 801 e SlreldraForVame ol Ve hi Bt ahem: Mok GAIBTaHTERORA TR0 Ty he
val i didy sforsiein OResprabrgeris faatevbidddator BRAMRBARES THEADRpUBIR key

A-105a, a DL private key 413, and the CA information A 30la. The CA
privat e kkgy A 145a the pudlis kexteomeppemndirg §o celi secvee privake key B

server B 106D, OFFoecABH AL SR B BB, e ies (1) the CA cortificate A
106a i ndi catingrihbe cextificdte althopiyves daytafi eaiieh sisued brtifiRate
certificate authority A 10la (here, the AP server certificate A 402a and
the DL sedVEpoeisYtihatclgsaies the AP server certificate A 402a indicating the
15 validity of the application server 401 and the CA information A 301a
used to verify the validity of_suéh AP server certificate A 402a,
possesses a CA private key A 105a, a DL private key 4‘13, and the CA
information A 301a. The CA private key A 105a is the private key of
this certificate authority A 101a, whereas the DL private key 413 is
20 the private key of the download server B 406b. The CA information
: A 301a includes (1) the CA certificate A 106a indicating the validity
of a server certificate issued by the certificate authority A 101a
(here, the AP server certificate A 402a and the DL server certificate
B 408b), (2) @ URL B 302b which is the URL of the download server
25 B 406b where the CA information B 301b, which is the next valid CA
information after this CA information A 301a, will be stored, and (3)
a CA signature A 303a which is a signature created on this CA
information A 301a by use of the DL private key 413,
The certificate authority B 101b, which is a certificate
80 authority that issues the CA information B 301b to be the next valid
CA information after the CA information A 301 a issued by the
certificate authority A 101a, possesses a CA private key B 105b, the
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B 408b), (2) a URL B 302b which is the URL of the downl oad server 25 B 406b
where the CA information B 301b, which is the next valid CA information
after this CAinformation A 30l1a, will be stored, and (3) a CA signhature A
303a which is a signature created on this CA information A 30la by use of
the DL private key 413. The certificate authority B 101b, which is a
certificate 30 authority that issues the CA information B 301b to be the

t | | [ ' J ' 301 [ t he
Corti 1 cas BrveSe KeTPM1EE 4t ¥he B flrd PatidH bodalel) Bl Sh Blindte 1o o
private Kegyy4B3108&hdid iheQArividter ket of tﬂhiﬁod@rétiﬁgag%i%@thg_ﬂt¢£kw 1B.105b
' h ' k f thi t cat ut hor . _The
i nf ormat | RS ECAoTbfaniRR ibif%(e%di%aé neludest (H dhes G wuBificate ¢t Oght ne

lidity iefd; | SSAG0 T I EC r
Torb (her R e o B Ve S CAtE R e PELIfaY 2
302c ihi chuthoriiyg BIRO 17 (hkeedbhal AR eswev are rdi fideiee BGAO 2ind ndntitd tike,

w1 e’ sk iRl 304 WP UL BF s Sliiend A e Embere Chon ed
on this GAfoRhmtTBhi N BhaH bs haisesaf vali@ Ch\eilﬂtoiﬁﬁiafﬁir?m’?%n‘{ﬁ% dc-'lb‘ieent

downl oad server B 406b, whi ch is a server apparatus from . :
415 down!iBABEM3HEORERt 304D, with harissoradi amnd (FoseeSfesighatare iBf303at i on

2100 The BT i8S KEnafiind bhEBHEY B IR A} B aoRRB P aRrbY s B or
the GA i rftor DdL iprivédte 3&ha4(te CA information B 301b is sent fromthe

ertificate authorjty B 101b). The DL server private key B 410b is the
(Swvate key of ' RRidOYBIRA & YeNRAGSDOMNICTHE aDBEEYRY @D RAYAtUS Tare B

RO RIS, BuEEHBIe Y B Rt ARE O L RoRtheY 2
server ceposfessee et informiEsoa BL3SErethpubll eckewrBedA$hcatbiBh is
the publ iéfoggyaﬁ%r{ﬁés Olflqsienr%etroplt'ir\]r%tg'kgﬁrélﬂl&gi. V%Lhee k(?x i%formation B
15 301b is the next valid CA information after the CA information A
301la (the CA information B 301b is sent from the certificate
authority B 101b). The DL server private key B 410b is the private
key of this download server B 406b. The DL server certificate B
408b, which is a server certificate issued by the certificate authority
20 B 101b, indicates the validity of the download server B 406b. Such
DL server certificate B 408b includes a DL server public key B 409b
which is the public key corresponding to the DL server private key B
410b, and a DL signature B 412b which is created by the certificate
authority B 101b on this DL server certificate B 408b.
25 FIG. 4 is a diagram showing a more detailed data structure of
the CA information A 301a and CA information B 301b illustrated in
FIG. 3. The CA information 301 includes: a CA certificate 106
indicating that a server certificate is valid; a CA certificate length
116 which is information indicating the length of such CA certificate
30 106; a URL 302 of a download server on which the next valid CA
information éfter the CA information 301 will be stored; URL fength
information 312 indicating the length of the URL 302; and a CA
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410b, and a DL signature B 412b which is created by the certificate
authority B 101b on this DL server certificate B 408b. 25 FIG 4 is a

di agram showi ng a nore detailed data structure of the CA information A
301a and CA information B 301b illustrated in FIG 3. The CA information
301 includes: a CA certificate 106 indicating that a server certificate is
valid; a CA certificate length 116 which is information indicating the

| engt h of; c X ; . rver on
whi o eSS B e AhaV i BiendR R, MbPRefEn THEE A e
stored; UWRgnangehcreatednhyi tne3D2 priliat ikey t4e3 ) engldteothhhetRERLCA02;
and a CA - Jt3' S| nf@ re 303 for the ove four_pjeces of information
(here, a C&fi bfd‘éf’tge E’eéﬁ Y95 the publig h\é Weyha1egrtificate tadtherisyca
certific 1 el h | fi o I {LGat ord.t (CA
publ i c kZ(ty‘)?At PRDINCKEPP tb \E}’gfﬁgﬁ%gﬁéﬁé’%\%@ﬁ% $ﬁ%f Uagiey B Bp'Vdrer
certi fii catestifsabd isguekebyethe iderhifecatia karthiorityThe use of the CA

i nformation 301_with the ab truct i 1 ible for the client
415 To veri fy tHEEVL? dft ST AR S e loal FRE auftpEfia cab Sy St uigr as.
by using ke igepbisitaat for ke id1rd weegls 5nté hee pipl at e oy GG ¢Yf TRk EON

301 after ver.i fé'i ng the 10 validity of the CA i nforffrat I on %@?! | tsefln?ﬁt hough
the veri faRBlraRIQT setiwer @0 §i gdat QtleeBoBoods s lyhusig ther Gdt centifieathy use

f the DL | j - 4 ' ' t lidpt, th
ger vere cle@??ﬂciﬁgé&%?%%é%eégf?ﬁﬁ‘fﬁ%\iéﬁ? F%&ﬁygﬁli%}\%&eﬁgﬁé”g\ﬁ%@%hﬁaﬁi ng
an acoessvaled itlyeo UBhe I0R ihfstraderbn B L efs FALhb & Yerifdatioifot ehel | ent
415 can obtain CA information which will be valid after the CA information

3.01. Thé-RotigBAtHgEaREeramasich Gér inforaation BOd: byruspef dhieoh L public
be. carr eyt i e (PAehE e HS ' Goh b THEBR YRr R T of LR s ver *°
gener at escantifibasemeseivedifrane they ap piitiandsan AP49dr, vend mplha kKigy A
403a thatarqaakcecé?s to the URL 302 included in such CA information 301, the
15 client 415 can obtain CA information which will be valid after the CA
information 301,
| The following describes a server authentication operation
(processing for verifying the validity of the application server 401)
to be carried out by the client 415.
20 First, the application server 401 generates an AP server
N private key A 404a and an AP server public key A 403a that make up
- a key pair for an SSL communication. Then, the application server
401 sends, to the certificate authority A 101a, the AP server public
key A 403a and other necessary information, so as to request for the
25 issue of a server certificate.
The certificate authority A 10la pre-stores a key pair
consisting of the CA private key A 105a and the CA public key A.
Upon receipt of the request from the application server 401 for the
issue of a server certificate, the certificate authority A 101a issues
30 an AP server certificate A 402a that includes a signature which it has
created with the CA private key A 105b, and sends such server
certificate A 402a to the application server 401.
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a key pair for an SSL communi cation. Then, the application server 401
sends, to the certificate authority A 10la, the AP server public key A
403a and ot her necessary information, so as to request for the 25 issue of
a server certificate. The certificate authority A 10la pre-stores a key
pair consisting of the CA private key A 105a and the CA public key A

Upon recei pt of the request fromthe application server 401 for the issue

of 3 server. cerlitheRhiord NBrCar SEREEAERPYICR U HAIRIA 1 5BUSINTN 30 AF

server certificate udes ure created
with the LAgmvieraterkiéicatel 09biu dimd Setedﬁ:ﬁsmebberkev AcethefcediBcatad02a

to the appljcatjon server 401. -14 Furth rm)re after neratin

ot o heTA ek DR (aenaratas, A ciormation A é@ﬁ?nﬁ"%égéﬁc’%ﬁl .
key A, t%&?rdAfde%If‘?caﬁé’tﬂb;méé( AL Q8 GeRRTAL 63 Sé c{;f% H31la
that includes such CA certificate A 106a. A URL B 302 to e added to such

CA 55 nfmffmmatmm\ﬁsoi&las;st blee UBR Lodf the diowmload server B4, The
rrenor 418 the .CA_ _infor

|
Che dor aurt o | dieh? AlE eI IR et B el Paekiark g Fhe  ta o ' "

419. Vmer!nﬂ”@ﬁrrfdth@ﬁ%%lﬁla $nithe Aefdupubtae Sﬁttrpﬁmhnmgaéemgbst@remﬂﬂ the
application server 401, the server authenti cation unit 416 oJbtains the AP

server celt$|ﬁredibﬁl'@tﬂlr¥olmmﬂfm #1&.application server 401, and perforns

publ i ¢ key A coNTATheS SUERY Aoy 1q ek A58 8p OelorRniictiutor,

418. 115 lWwitbueheAdbgHeueioreedrividrcane , AdOzarver \eiitierticasiomlurdt 416
becones possible for the client 415 and the application server 401 to

carry outORrigs the fiisesyerseralcake hd s érom the aRPHCARPN SBEWAT ques.
Nt o BOET Bid B Sy o/ 6B A1Bn°BRI (Hd BB AR L8 ABG LM diMerificats o
A 402a using the CA public key A contained in the CA certificate A
106a stored in the memory 418.
15 If such AP server certificate A 402a is verified as valid, it
. becomes possible for the client 415 and the appiication server 401 to
carry out an SSL communicatidn, as in the case of the existing
techniques.
Next, a description is given of the operation performed by the
20 client 415 when updating CA information.
When the validity period of the CA certificate A 106a is close
- to expiring, it becomes necessary for the client 415 to be able to
obtain a new CA certificate before the expiration date. In order to
enable the client 415 to do so, the system operator, before the
25 validity period expires, first sets up a new certificate authority B
101b possessing a key pair consisting of the CA private key B 105b
and the CA public key B, and such new certificate authority B 101b
generates a new CA certificate B 106b that includes the CA public
key B. At this point of time, however, the certificate authority B
30 101b does not issue any AP server certificates to the application
server 401. Even if the certificate authority B 101b did issue an AP
server certificate, the application server 401 will not use the AP
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When the validity period of the CA certificate A 106a is close to
expiring, it becones necessary for the client 415 to be able to obtain a
new CA certificate before the expiration date. In order to enable the
client 415 to do so, the systemoperator, before the 25 validity period
expires, first sets up a new certificate authority B 101b possessing a key
pair consisting of the CA private key B 105b and the CA public key B, and

To6b ¢ nat e bEC PR e R Fad LA RS R ARt 6P R A ER Gy
the certiddreatieaathbortidatidéh 3o belpedfieameet in $5uenamuriCasRivarith the
certifi cates to the application server 401. Even if the certificate

aut hori t BN M 2i d i ssue an AP server certificate, the application
server 401 wi | ot Hérgclﬁg% ! a&ﬁwé?’ftger Bcerltdirbcaéén%%@é%ednfe me he
or atron

certificate authorlty server authentric e per orrred in
a corrﬁunlmﬁd}rmmnhBtml b(froemtthéleA doetitieatef B dO&b datthas gend-ateth

e raner e D RE o3 bR %o B esEr e R b T B TeHE AN B YD ShaH 501
shal | b%é*ﬂﬁeUBRLOBfttHe di@wallaae %FW@FCCfrfdrﬁrWM’éﬁhéW\(tﬁanﬁf hon

w Il be downl oaded next tinme, and the CA signature B 303b to be escri bed
in the cavilhfor owonoadadibexhalimee anddhed G sighabuequBvaDait toabaer in

whi ch th
Up & dowd ST badl BhfoSi BEREATRERG oA0EE sl B o EREET e hor R Sand
the ljigke)egura ler@dnidhnéhen Wehidh &@@c;s@,ughétume:\ %wfwragvér*éme% 301b

can be downloaded fromit. Wien this is done, the download server B 15
406b gener at es Mekby thai 5ys$6mmi @pehater seks UR asdoverl oathises viesyBBH0Gbob

54000 artt FE6<BEREn RO RebRlisn oo the MLy BTR, aatd BnUiRE] P ciPiRLEY <o’
as to obtihien R Bera@2hresdi thaat enB 40&bihf@rmatioh cBr t3®1batceamUbborl ty
A 10la, as a server certificate
downloaded from it. When this is done, the download server B
15 406b generates a key pair consisting of the DL server public key B
409b and the DL server prlvate key B 410b, and sends the DL server
public key B 409b and necessary information to the certificate
authority A 101a, so as to obtain a DL server certificate B 408b from
the certificate authority A 101a, as a server certificate.
20 Meanwhile, the CA information update unit 417 of the client
415 tries to connect to the download server specified by the URL B
O 302b that is described in the CA information A 301a stored in the
memory 418 at certain time intervals, e.g., once every month.
When the download server B 406b is not in operation, the CA
25 information update unit 417 fails to connect to the download server
B 406b, in which case it judges that there is no need for updating the
current CA information. From then on, the CA information update
unit 417 tries to connect to the download server B 406b once every
month, for example, as above.
30 When the download server B 406b is in operation, on the
other hand, the CA information update unit 417 succeeds in getting

connected to the download server B 406b, in which case it first
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20 Meanwhile, the CA information update unit 417 of the client 415 tries
to connect to the downl oad server specified by the URL B 302b that is
described in the CA information A 30la stored in the nenory 418 at certain
time intervals, e.g., once every nonth. Wen the downl oad server B 406b is
not in operation, the CA 25 information update unit 417 fails to connect to
t he downl oad server B 406b, in which case it judges that there is no need

Updat e uaPERlTEy (LR skl RefEae cRn Bl 70, Berop drEtTR ery
mont h, foveeiXagiien @as ibhmiag ﬂﬂer:]\&gpuﬂii?c mwoewmghvmir&m@???m thie g

operation, ,on th t her nd, the I pf ormati on update unit succeeds
i ﬁ getti _nSA E%Fltr\g(??g@ g&&%@gﬁﬂf@aﬂq §Bﬁv€'}e'@%’0’6t§,18-n which case it first
L6, obtal ne (hoaRrsEEMBIIRERRGN M By A0RE NGt SerifEtEe B 40gh, o,
certi fi cathe LAdBE) rmadied update urdhekly/ £hen abtainy &hief Citnimfolren atibindi ty

f the DL,servier certificate B A408b/ 5 th |.nf oromt i u te unit 417
?hen obt a?’n?ot\ﬁéfc n?n%%‘?wgpi%%@bﬁﬁrﬂefrr %%égdpmﬁﬁgagﬂgeﬁa@fnﬁa 98b.
The CA i nﬁgaméi @Rjt YRdAlSRe tfelrind Ve BESBIOTE ot fthid @i!sqgn%ﬁu?@eBC%O3b _
signature 303b included in the obtained CA information B 301b y usi ng

the DL plsiHgekkjn sthe ebtaisest A sindhroetdpgnB: Gl 1B, 3p8HIsingotheeDLo

_ ST : e o
been vor | PREIE R “Eaqcdl HokRS: SUbh, Sin oPamRtdi i PO ehes: 108 by
the appl peapapatss neend®ly and thgesl thenty Aidityhep thbeCyalnrivatiei ed of

the CA certificate A 106a %_ets expired. 15 The application server 401
derer at es38 1feakehephi ¥erdtedi sting of the AP server public key a-nd the

i Abe Lo R RS T L R S
new AP  application server 401 and the client 415 when the validity period of
the CA certificate A 106a gets expired.

15 The application server 401 generates a new key pair
consisting of the AP server public key and the AP server private key
before the validity period of the CA certificate A 106a expires or
upon termination of such validity period, and obtains a new AP
server certificate B from the certificate authority B 101b. When the

20 validity period of the CA certificate A 106a expires, the application
server 401 destroys the old AP server certificate A 402a, and sends

K ; the AP server certificate B as a server certificate, when needing to
carry out an SSL communication from then on.
As described above, when the validity period of the CA

25 certificate A 106a expires, the server authentication unit 416 of the
client 415 receives a new AP server certificate B in order to
communicate with the application server 401. However,
verification on the AP server certificate B fails if the CA public key A
included in the CA certificate A 106a stored in the memory 418 is

30 used. In such case, the server authentication unit 416 performs
verification on the AP server certificate B by use of the CA public key
B included in the CA information B 301b stored in the preparatory
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server certificate B fromthe certificate authority B 101b. Wen the 20
validity period of the CA certificate A 106a expires, the application
server 401 destroys the old AP server certificate A 402a, and sends the AP
server certificate B as a server certificate, when needing to carry out an
SSL communi cation fromthen on. As described above, when the validity
period of the CA 25 certificate A 106a expires, the server authentication

uni't 416 b hidey £ bentuALh RECYUARIA WAL LSTABL GELLIERatE B hasor der

to connunlca the a pI|c on server VEriTication on
t he AP sdremn wr‘uﬁlédgatlaeBclmdts 415t heorfAnpesl ito kegrr  ootl tded $BLt he
CA certificate A .106a store y 418 Iﬁ 30 used. In such case,

t he servecrorElﬁ‘E‘Hé‘h‘E‘—f‘@Qf'l Wr‘lthhghﬁ QE@?EE’rEtF%Pn%erWr Pilcation on the AP server
certificate B tWh‘éﬁ“?tﬁfs ok pH%@erKPé’r aﬁth@?\lt enh{\};]ﬁﬂ%ﬁ?'ﬁdh%\?é tion

B 301b stored in the preparatory - menory e va Ity of the
AP sebvertheeCGA finfatmaEBitwasE Ieih sbmred eh, thhepmmemtm%memmrwefbl‘}?o

e done. IhE U ARINEHIE 2 BN Sl s AR VEZ D FAREV e Rt {0 B

301b st orgfiet tHdte pFﬁchr@Fﬁ@ﬁYOﬁErﬂ’fe’séWer'é‘@%éﬁﬁcHﬂm{ Yurfié8418ndseqpt i es
the preparatory memory 419 after that. Fromthen on, the server

aut hent i &4 umforaiatiose 30Hd choratoimethemerBomy 418 tel parforen

menory 4 n t

appl i cat ?%J‘{lgeeﬁﬁgéw :ﬁ%%fﬁ@h SH ﬁ%déﬁﬁhf‘:%g%é%é‘% ?91r'rermry
419, 19n the otwwemanﬂthmbelssstwedam teiet beapaeatory tmékaorpdicat esnt he
CA\ i nformation update unit 417 to obtain new CA i nformati on. Upon receipt

of“such ith@ esheshande the serw@mautheniieationudnit 416 indicates Hee CA
B Lt Al e

descrlbed above. alnlng e server
aut hent i qatdedptuoit saﬂ:ﬁ pedfartion, atihbe @A ciatfoomatiohhelpipte cahitord 52r ver

401 by usebi?gtnss ngw CA information B 301b from the download server B 406b

15 in the same manner as described above. After obtaining the new

CA information B 301b, the server authentication unit 416 performs

authentication on the application server 401 by use of such CA
information B 301b.

From then on, the client 415 can automatically obtain a new

20 CA certificate by carrying out the operation in the similar manner as

above when the validity period of a CA certificate is close to expiring,

and can automatically perform authentication by use of a new CA

certificate when the validity period of a CA certificate gets expired.

As described above, according to the present embodiment,

25 the certificate authority A 101la previously sends, to the client 415,

the URL of the download server B 406b that is a website from which

a CA certificate will be downloaded next time, together with a new

CA certificate. When the validity period of the CA certificate is close

to expiring, the system operator sets up the certificate authority B

30 101b that will issue a new CA certificate, and brings the download

server B 406b into operation at the same time. Meanwhile, the

client 415 periodically tries to make an access to the URL of the
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i nformati on B 301b. Fromthen on, the client 415 can automatically obtain a
new 20 CA certificate by carrying out the operation in the simlar manner
as above when the validity period of a CA certificate is close to
expiring, and can automatically perform authentication by use of a new CA
certificate when the validity period of a CA certificate gets expired. As
descri bed above, according to the present enbodinent, 25 the certificate

aut hori t yd&u%@&égp%%ét&?ﬁ;%(oﬁ%ﬂ%owh%%EIE z?'nie%tcﬁhjc%rgifgﬁcé;ﬁq@f itt

downl oad Sserver I's’a websrte fromwhic I ca edvvill
be downl cstdedsnentht neey CAgetheficatehirkoneive GAeparatbrgatnemdigndtBe
validity riod of the CA certificate is clos tp expiring, the_s em
oper at of WBES HsCeReding inrnakinozah RsGass © Soe AN NIRaE SeTven BAROE: new
CA certifrigahe, wikth tt!«%é@ﬁlih e HYWIord vepiryeEnB ¢8RIt OF AP dlirgBrat
the same tine. Meanwhile, thé client 415 periodically tries to nake an
acces$ t ccaificne of the apdicatinhoseirsar 46l BY 4060 muhavdd dadsby usavo€A

o epar at aiP FEERyt £ Cerfirbimt, e alRY At Rakdor thR SebCbd FEfifgate
downl oad s@yreel irBth86Hrepdheis ryvheanasoaITgt ¢ AsHfe riP aVBhiditi¢dEonabhdi ty

of the server 5 certificate of the application server 401 in a comucation
by use ofthe rapplication cery@n #llat ¥Yhenetbei validins afsébet R isatipn

on ' the' apEvERA0d el HERL BRI HiEEIRAY 45 diflePRE ot A% o
servery 40deftéfichee) seerdd tedusthehel hewt CAScedifttete tite variify nalsebieto

({Srgtificate, .80 as to use the new CA certificate to verify a server
certificat@rtifieate feamdAhest ®6y-di ngly, since it becomes possible for the

L e e, ALY CAeEL I bR ELTBOL IR ezt o oA
certificatesewl IthicheCAl nerdifitatdesagplppey idldiagpribgr anewt aadid cOAt
for authepl L GALEEE, Anere’SE RY RearoP thé' c@nf1b t62hsTa Maty 'Ca
15 certificates all the time or to be equipped with a program or a circuit
- for authenticating a server by use of plural CA certificates. What is
more, since it is possible for the client 415 to start communicating
with another application server after obtaining a new CA certificate
by periodically accessing the download server B 406b, there is no
20 need for such client 415 to check the validity period of the current
. CA certificate by use of a clock. Thus, even if the client 415 is a
home appliance and the like which is not equipped with a sufficient
amount of recourses, it becomes possible for the client 415 to obtain
and renew a CA certificate in a reliable manner, without needing to
25 care about when the validity period of a CA certificate expires.
Note that, in the present embodiment, the CA information
update unit 417 tries to connect to the download server specified by
the URL that is described in the CA information stored in the memory
418 once every month, but the present invention is not iimited to
30 one month interval and therefore that a ionger or shorter interval is
also applicable. Moreover, such interval may be uniform or there
may be variations in intervals to some extent. To put it briefly, any
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nore, since it is possible for the client 415 to start comunicating wth
anot her application server after obtaining a new CA certificate by

periodi cally accessing the downl oad server B 406b, there is no 20 need for
such client 415 to check the validity period of the current CA certificate
by use of a clock. Thus, even if the client 415 is a home appliance and
the like which is not equipped wiwth a sufficient anmount of recourses, it

becones ' e i 15t [ ripficate
oo NEEREVAE Y bECaRb!RBRIAGR, (A PRt IR SHPH As o fig 51967
peri od ofate@Aptectnfibat makpi aesleddt eotibat withouhe farlesenin ewlpedi ngnt ,
the CA i (rHorm?t i on update unit 417 tries to conpect to the downl oad server
speci fi ed®YNIPRE SRIVERstarts apesptid teW ' €A KRUARet P&FIRd Rfelhen the
menory chtﬁ’r%'?ﬁeC%VEéYtim%it%e?l?fretshe present invention is not limted to

30 one nonth interval a erefore that a longer or shorter interval is
al so &ppl i cabl Mokbowevein thacprésert wahboainbentintierapw plicebiere semerbe
vari ati on%%gn intervals to sgma extent. T

] j brjefly, =
o erval ol e ReFRYE 3 hWPREY, S5l EansIStiRdct Har A Sy s TIRUBNC KeY ermt

can be maged i iyl rsharts
operating t oméeﬁﬁfﬁgeggriﬂmi\{/g%g(ﬁ%g pgfﬁ ;éh'%egngﬂpfegf%g%' ggﬁtd?@f ?grééB

expi res. @ AbEocertificatenehpt dbenappitsadiomnservaie 4dbblimeyt genesateea 401

derver pr €S RRHSREIRLBF A8 RP SRiVl ndBIy Hab Aot fad Bp eRPU"®
certithi capdvabetkdnevappbietatd @ResEsN@Ity40dritRY ogeNENaEErtafi cAEN ds)ireai I
gonsi sting of the AP server public key and the AP server 1o private key

évén bef @ ahd v Abt@inyapaemoARfserE cartificata.e &pceesuchsa%faa
ncl udes SR STonMae HILHEY 8y FReDimtuka Bhflag B 4fe RbleicACse

too, it ipripateileye iheudheaskitwy, 45 possibléffivr threchewt AP Sebveerify
certificate using the CA public key which it storef,. 15 Furthernore, the CA
i nfor mat i BEW HoRRTVRT ELEtificaigiusing the CA public key which it stores.

15 Furthermore, the CA information 301 shown in FIG. 4 may
_include other information not illustrated in the-drawing.

Also, the CA information update unit 417 stores downloaded
new CA information into the preparatory memory 419 when the
validity of such new CA information has been verified, but the CA

20 information update unit 417 does not have to store the CA signature

. 303 at this time. This makes it possible to reduce the memory

amount of the preparatory memory 419. Similarly, the CA
information A 301a is stored in the memory 418 in the default state,
but the CA signature A 303a does not have to be stored there.

25 Furthermore, in the present embodiment, the server
authentication unit 416 empties the preparatory memory 419 after
moving the CA information B 301b stored in the preparatory memory
419 into the memory 418. Instead of this, however, the server
authentication unit 416 may switch the roles of the memory 418 and

30 the preparatory memory 419 after emptying the memory 418, and
from then on, switch the roles of the memory 418 and the
preparatory memory 419 every time CA information is updated.
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i nclude other information not illustrated in the drawing. Al so, the CA

I nformati on update unit 417 stores downl oaded new CA information into the
preparatory nenory 419 when the validity of such new CA infornmation has
been verified, but the CA 20 information update unit 417 does not have to
store the CA signature 303 at this tinme. This nakes it possible to reduce
the nmenory anount of the preparatory nenory 419. Simlarly, the CA

information A 3Qkadr5d €iaeeitRehfe menmory 418 in the default state, but
t he CA signat uf(e A gg%a rﬁoes not hgve to be stored there. 25 Furthernore,

in the present NegdirefatrrindetceFI&S. durBena cdesoriplion ISlegevgii e§ the
preparatory nenory 419 after vi_ng the. I nfor,mation B 3Q1b, stored,in

Phe pr apdP i OF enaetions off BRenarofingtes maltnatten srd: HavRItibver
the servejeraift hagbeaingn i teHELS fifay suhisbdirhertol egsof thde sy 418
and 30 the preparatory nenory 419 after enptying the nenory 418, and from

then én, eWmbadimest A diedrasenthbmse)tisrs and the preparatory menory 419

every tinme CA igifor ' ' e =20 (Secan dj : ,
referring to |:|Fg§)- gggog;ﬁ&@gﬁ ptii gnoy\ép'gi ?gn(é&%rﬁggn%gg?é%@?g&&o’ﬁ%e of
the certiddmaéfieatatdimhdrigesaaddddomtaad server. according to the first
enbodi nent, as the second _5 enbodi nent of the present invention. FIG 5 is

a flowchart shdiGrg GaiSerafivechper shewing bry the thenrolatian: wér thees
and do"‘“'(ﬁ’@\%rﬁ%\ﬁeﬁerv':érei Qlét%r%g*é’%ha” showi ng how the term nation of

the download server 1S determ ne FIG 7 is a diagram show ng an
exanploe oper at ikliG 7f iow diagrdm cérawing are exarngdet operationeit {lodowfl oad

Show ng’ N ErBIEaBeR UINGREIST | D, donerad Sorvers, anchepiion
client, dounjQad;sele’flotmaneadep! ication
FIG. 8 is a diagram showing an example operational flow of
the certificate authorities, client, download servers, and application
15 serverin the case where the CA certificate A gets revoked before the
end of the validity period and where the next download server is not
in operation yet when such CA certificate A gets revoked.
FIG. 9 is a diagram showing an example operational flow of
the certificate authorities, client, download servers, and application
20 serverin the case where the CA certificate A gets revoked before the
) end of the validity period and where the next download server is
. already in operation when such CA certificate A gets revoked.
In the present embodiment, the validity period of the CA
certificate A 106a shall be 20 years, and a new certificate authority
25 B 101b and a new download server B 406b shall start operating five
years before the validity period of the CA certificate A 106a expires.
Furthermore, a download server shall stop operating at the
time when the validity period of the previous CA certificate expires.
For example, the download server B 406b will stop operating upon
30 expiration of the validity period specified in the CA certificate A 106a,
i.e., 20 years after the certificate authority A 101a starts operating.
First, referring to the flowcharts shown in FIGS. 5 and 6, the
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15 server in the case where the CA certificate A gets revoked before the
end of the validity period and where the next' download server is not in
operation yet when such CA certificate A gets revoked. FIG 9 is a diagram
showi ng an exanpl e operational flow of the certificate authorities,
client, downl oad servers, and application 20 server in the case where the
CA certificate A gets revoked before the end of the validity period and

where th A=AV, [ ' ' such
corti 11 cerLeini? BhERIBESY RIr the XdRRi¥ate, BRENBT RS MR MGRABag, | o
of the Chsermeit igtecdescAili®ba Jhedde bradQirygsritusanate thewstepsi Eacdtd

aut horit B,101b and a new downl oad server B 406b shall| start aqperating
five yea?/%uﬁgjfyo?:éetsﬁés i‘aP?(}aB%r\rA?laa%cmaﬂWeQ@teng‘Tti' 5@56@‘{%%”8' i res.

Further mnogied @odgyplaepdepgeyer shall stop operating at the time when the
validity period of theS\%evi ous CA certificate expires. For exanple, the
5N

downl dad serverAB hbvﬁ,ﬁwh@@rme rt?Dalmﬂhoaosmsr@Stem Dh1)hdhe
il e . i e A 10 e
Biter (neeasetry PR ZeRErHES: 1) notoShe L a iBkGsE: AbRRp ityA TRl ng

to the flopekatioh s8esp 502K GS. 5 and 6, the -21 exanple operations of
the certificate authorities and downl oad server are descri bed. These

draw ngs i |l usttResysienteperater cbecksutl Bye h eardifteatndr dlHagrts
Shon. " FREU BEFAN i VNIt (Ror Bl sl REEDEDAT arft gt Gn te

brings t heteprjo4ii¢ate QA kertificatel®la 0oy ds mperalokad(Step 502). The

system operator  checks if_the CA certificate A 106a gets revoked before
it< validity pef Gt ey tiigpte aNgl§6as v e revekaddNsw4n Steme ca

oS oo 3030 S SoB AT URS 1 RISV EAALY ke DB et
bef ore t hperiald diftthe @&k icedtiFfcd tee ACAOGer eiXfpiras € Shep068 46 pam e s tSires
504), anOItor %Itlérpn%OB if it is not yet five years before the end of the validity
15 period, whereas it goes on to Step 505 if it is five years before the
end of the validity period.
When it is five years before the end of the validity period (Yes
in Step 504), the system operator brings the certificate authority B
101b into provisional operation (Step 505), and also brings the
20 download server B 406b into operation (Step 506). Note that, at
this point of time, the certificate authority B 101b holds a key pair
- consisting of the CA public key B and the CA private key B 105b
which it has generated, but a server certificate to be sent from the
application server 401 to the client 415 is still the AP server
25 certificate A 402a.
Subsequently, the system operator checks if the CA certificate
A 106a gets revoked before the end of the validity period (Step 507),
and goes on to Step 509 if the CA certificate A 106a is revoked,
whereas it goes on to Step 508 if the CA certificate A 106a is not
30 revoked.
When the CA certificate A 106a is not revoked (No in Step
507), the system operator checks if the validity period of the CA
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to Step 503 if it is not yet five years before the end of the validity 15
period, whereas it goes on to Step 505 if it is five years before the end
of the validity period. Wien it is five years before the end of the
validity period (Yes in Step 504), the system operator brings the.
certificate authority B 101b into provisional operation (Step 505), and
al so brings the 20 downl oad server B 406b into operation (Step 506). Note

that, at ' L Dt 1@fc g i C i r ﬂlEiJr% I key
pair concs%@%iﬁ%ggo?‘ t1 (t?ee' atckg%u)ij[} ?gdk(g';tné;taﬁ%{?%?%?p?l ?aFe ey 158 %@E‘Eﬁ
which it 522 igaher andditypyperaodesveot expirédcavkereabdt spoes farotot Seep
applicati server 401 to the client 415 is still the AP server 25
certifi caéf)@gﬁz%‘fa gtﬁi’éts\écﬂ%rrﬂf’py',s eKRI'SAt em operat or checks if the CA
certificate Aufdh ¢l vaikgIpBpis ast BRpHI Afvddiiny sk EOFer tiod
(Step 507), and goes on to Step 509 if CA certificate A 10

revokéd, swﬁt@maspertat@wet@rcmlm@ta épemna‘tlmn@fdmez;éertlfnaaieeawm@aéy| S

N N X

CertlflCaé;@eﬁatl@ﬁa(&eﬁxgllr@ﬁ ONgtet theteat 508, paidtret wime,t @ Seeper507

If the validity period is not expired, whereas it goes on to Ste 500 if
the vali dm@tlfp@a e¢gnd &gy Hae &WﬂéhC@H@Wéﬁr‘dﬁfﬁigbrﬁ%ﬁhﬁsdé&mr”ekﬁ(IS’es in

certi 1 otd Al oroyBY PTG B Vb biTd TRo=EErENF el Fog 62 101

i nt o foul IpnqaeealtewprB(]_Sj&lp 510) Not e that at this point of tinme, a server

cértificate sent fromthe aﬁ%: ication server 401 to the client ]13@&
AP server certiMeaavehigeodl e 64 carfiigate A Q92 A% Fevakesk or@o

B(ra:‘ \(;?Le mﬁ enrﬁ%? It%\%\?%tkﬁe'llper%d%}gél%%g@tﬁqgg%)%%?ﬁe S s r?r%BIFEd
oper at or terminates the operation of the certificate authority A 101a (Step
509), after bringing the download server B 406b into operation

15 (Step 511).

Note that after starting the fuII.operation of the certificate
authority B 101b (Step 510), the system operator repeatedly
execute the above steps by performing the processing which has
been performed on the certificate authority A and CA certificate A,

20 respectively on the certificate authority B and CA certificate B, and

. by performing the processing which has been performed on the

L certificate authority B, CA certificate B, and download server B,
respectively on the next valid certificate authority C, CA certificate C,
and download server C (Steps 503~510).

25 Meanwhile, the flowchart in FIG. 6 illustrates the processing
for determining whether to terminate the operation of the currently
operating download server.

When the download server starts operating (Step 601), the
system operator checks the permitted operation period of such

30 download server (Step 602). If such permitted operation period is
not expired, the system operator returns to Step 602 to wait for such
permitted operation period to expire, whereas if the permitted
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term nates the operation of the certificate authority A 10la (Step 509),
after bringing the dowl oad server B 406b into operation 15 (Step 511).
Note that after starting the full operation of the certificate authority B
101b (Step 510), the system operator repeatedly execute the above steps by
perform ng the processing which has been perfornmed on the certificate
authority A and CA certificate A 20 respectively on the certificate

aut hority, y £4 : ) rQC ' i ch
nas been o] o orPeeidq is et Eally, eRbirepl B Sy TERY PR To8 SR 0
downl oad Stepeéd0B, Nekpébaitvahexampie pexnittad o penatidn gt dodudhohety C,
CA certificate C, and downl gad server C (,Steps 3-510). 25 Meanwhil e, the
1 owchar (0P THPEY 63 VeloPFalts Ve Proceriire fhe qute:of A WS <o
term nat epé AR PRE Hd @UreEntRe valid el loertiPRelrt ERY dowid 8adrRer ¥§fe ofhen

t he downl oad server starts operating (Step 601), the system operator
check$ t eXpuaton«f spehavaddiepesindf such 30 downl oad server (Step

operator ret ur iy Tt of BEBERL S FRErafobtpRPasE IS b ehEY S Th Bhepi o
to expiresoehethassydtdrheoperatdt sskmada s tati e gtioedof shaldea®oad
expired, the system operator _goes on to Step 603. Note that an exanple

perm t t edSPERa(SE8PpEODd oF OF HRXa auAl date ﬁﬁi@mls@ﬁﬁfétmf Jerpeimadesef gr e
; 4 A ! . pReds
the en Oihé grg?é?%#Bht bf %ﬁé' @Hvxﬂjllo S%Ve?nhlfy?@%gge?iegﬁ?ﬁ%@rﬁ 'tcﬂ’zttﬁean

ends on the 5 "expiratron of such val I"di

per mi it edvaiiditat iperipdr ofdtihe Efpioetifidée imhiilrepwas0palid hentdy sfiem a
operator term nates the operation of the downl oad server (Step 603). For
exanpl e, THBWEsR8Rr operator terminates the operation of the downl oad

oy envon v | CPEREDLBRAPSrn ko SyShim 0peRisH rehouts (ecdbblel oot e
steps, so as to start and terminate the operation of a certificate
authority and a download server.

15 As described above, according to the present embodiment, it

~is possible for the client 415 to renew the current CA certificate
Simply by holding the next valid CA certificate not only when the CA
certificate gets revoked after the end of the validity period but also
when the CA certificate gets revoked before the end of its validity

20 period, as in the case of the first embodiment. Accordingly, there is
no need for the client 415 to hold many CA certificates all the time
or to be equipped with a program or a circuit for authenticating a
server by use of plural CA certificates. What is more, since it is
‘possible for the client 415 to start communicating with another

25 application server after obtaining a new CA certificate by
periodically accessing the next valid download server, there is no
need for such client 415 to check the validity period of the current
CA certificate by use of a clock. Thus, even when the client 415 is
a home appliance and the like which is not equipped with a sufficient

30 amount of recourses, it becomes possible for the client 415 to obtain
and renew a CA certificate in a reliable manner, without needing to
care about when the validity period of a CA certificate expires.
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From t hen onward, the system operator repeats the above steps, so as to
start and term nate the operation of a certificate authority and a

downl oad server. 15 As descri bed above, according to the present
enbodiment, it is possible for the client 415 to renew the current. CA
certificate sinply by holding the next valid CA certificate not only when
the CA certificate gets revoked after the end of the valldlty perlod but
al so when the fic oet e ity
20 period, as i%%ghtglﬁs‘g g?ét h% ?h ?Pgﬁg @Eg% @gorg i'n IOIyGf 1c‘nﬁgr egl S
no need frevdrse,chi hesdldeips hody trmmar%cteutlcfomamlemraﬁw t I®inhilaely,or to

be equi pp with a ogr a a circuit for authenticati server by use
of piur aneaosder ot SEeas Behand & 10 mavebadEvarses O b8esh ey Mg
client 41&%@}@@0&0%%9%;19 with another 25 application server after -

obtaining a new CA certifticate b periodically accessing the next valid
downl 6ad serverlNexhere desaroptioeeds f grvesuctf dhieeriperegionathdew tdfethe
eriod of the current ertlflc te by use .of _a_clock. Thus

validity | CA §

even wherF A cAPYHRIORE Servers, And applicdfioaabrvRE in ke fatn whehs:
equi pped tMd hcargiffddtel e@utﬁ@r@@ynbn@f HovPWIoERS sb‘i‘v@f-‘cc&?%s Qg%a?hbéé for
the client 415 to obtain renew a CA certificate in a reliable manner,

wi t hout rR@EHMD tocdhe é:lbb‘a’tchﬂféﬁ shewml inli F1Gper Fo@ngd @. cAHeset i dicat e

ever so, SFSHBEDAE R Hny ip S kP By S e BheiFERess N PR RACER
or derypof gSémose'éaRe@hduél@b TRy @gpleMesaaf the hdiditgtpesotyanbeof éhei ed
(it concurrentl 5 Next, a descrl ption is given of the operational flow of

the clicfASe JWRargad @v@egtlﬂsaae@lgstscmvgheéeb\%orenthﬂeeaéﬂs@ fwkee
the Ce”'fél? HHbCH HUﬁeg%as’I:gngokc']é‘%Qé‘ﬂ‘eS%&?éogé? E}H’Src%éfjatléﬁ%?rf%\ng to

the fl ovch'n estri p
respect i vﬁejryttmé ctdi@e rwoheaé TR dertficate tgéhma@eok@dgbéﬁorevttbieed:rdil@ft 0
the expi r%tel (\)fre]]llocjlt\t/hpeetylgldl giutey %E)Inglg)reaggogf Ié ri!urther described for two
15 cases: the next download server is already in operation at the point
_of time when a CA certificate gets revoked; and the'next download
server is not in operation yet at the point of time when a CA
certificate gets revoked.
FIG. 7 is an operational flow of the client, download servers,
20 and application server at the normal case.
In the client 415 in the default state, the CA information A

o 301a is stored in the memory 418, whereas nothing is stored in the

e

preparatory memory 419.
Since it is possible to verify the AP server certificate A sent
25 from the application server 401 by use of the CA public key A when
it is within the validity period of the CA certificate A 106a, the client
415 can verify the validity of the application server 401 by use of the
CA information A 301a which it holds.
Moreover, the client 415 periodically tries to get connected to
30 the download server B 406b specified by the URL B 302b, but such
connection inevitably fails, since it is after five years before the end
of the validity period of the CA certificate A 106a that the download
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case where a CA certificate gets revoked before the end of the wvalidity
period due to sone reason. Moreover, the operational flow for the case
where a CA certificate gets revoked before the end of the validity period
due to sonme reason, is further described for two 15 cases: the next

downl oad server is already in operation at the point of tinme when a CA
certificate gets revoked; and the next download server is not in operation

yet at t ertificate gets revoked. FIG 7 is an
operati o%rﬁ)ﬁ ow 096 g&mﬁ P%rggj\/\r/]rg'oad servers, 20 and application
server at the nidr thee @ise. of blrnbewtnlejrenhe4'b€mbmntri‘@v@éfc&th@ttatleofthe CA

i nformati 31a|s sto |nthe whereas nothing is stored
in the p((r)'g fo Ql Vte Vé%ﬁs@@l %Y%?mePPﬁyag% Sits

server c i §i 5 aty 15 b f the
CA publi gii%%e{a/ ﬁ@weﬁeﬁﬂtﬁggway%ﬁgkﬁg vwgﬁtfﬁrﬁégé%téﬁ OB&eWGCﬂ

certi i caﬂ%‘tﬁfif_l@ti%l B tIecbl aadt CA4isfaramatian B 301bbvaIA’fdtin§z sdmeh&ime,

| by f h | ds.
Vor cover TneSatEem  ohgad ¥ tydhas Thrd And atihotRE dndinBat Mgt Ao ©°

downl oad zs@emefrrow@ﬁbcﬁn&re foﬁednbcyrmmaéms @@98% aawﬁ@%@atﬂennect I on

inevitably fails, since it is after five years before the end of the
validity peri odVéren hlaeckowadead senemB dBabtindiraughtiong eperat®eitver B

por rod ofberaris edPsidie. 1T RReslRng FES"E8) dofe qodepldtd K hilch

0pera1toor dewsloapsa serveer B f Umle, avhhkbr thr&fdlb tandolgedier atiee aCcpew CA
eertlflé%te B 106b and CA informati on B 301b. At the same time t he
syst em op ﬁfma%?’ﬂnﬁ i3 bboperAftiasn YaEfOWh sbe sealidity ohiobber reh

whi ch t he Ay m‘é operP?SQHé '&:eq'gce wpliaadahl 8 %Y]Eﬂ e ﬂ?&‘%%acﬁj?ﬁe ver

406b i s broug fon cones possSi ble for the”tl 5 to
get connegdab trttosbluh preparatory memory 419.

In order to connect to the download server B 406b periodically,

15 the client 415 is connected to the download server B 406b so as to
obtain CA information B 301b even after it obtained the CA
information B 301b, as long as it is before the end of"the validity
period of the CA certificate A 106a. In this case, the obtained CA
information B 301b may not have to be stored into the preparatory

20 memory 419 if the CA information stored in the preparatory memory
419 and such obtained CA information B 301b are the same, or the

. obtained CA information B 301b may be always written over the CA
information stored in the preparatory memory 419 if such obtained
CA information B 301b is valid.

25 Meanwhile, when the validity period of the CA certificate A
106a expires, the application server 401 starts using, as a server
certificate, the AP server certificate B which is to be verified by use
of a new CA certificate B 106b. After this, the AP server certificate
B serves as a server certificate to be obtained by the client 415 to

30 start an SSL communication with the application server 401, but the
client 415 cannot verify such AP server certificate B by use of the
current CA certificate A 106a.
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1o downl oads server B 406b, and therefore to obtain the CA information B
301b. After verifying the validity of the CA information B 301b, the
client 415 stores such CA information B 301b into the preparatory nenory
419. In order to connect to the downl oad server B 406b periodically, 15
the client 415 is connected to the downl oad server B 406b so as to obtain
CA information B 301b even after it obtained the CA infornmation B 301b, as

079,35 111 6/ OtBobAReRNdcal e Kaludh Y cuer adoot Gl Checpyppt cate

A 106a. In this case, "theé obtai ne I hf Or mat "on to
be st or edverificaticen pretheafdr yePdemerptifickt® Bf utheg €Ad Tirocertifioatet Br ed

in the pr at.or ry 419 a such obtained_CA infornmation B 301b are
t he sang,f@g[jt h'é"éfﬁgf%gfné'ﬂ Ehe; rff‘gr Hﬁ'&PBW"ﬁ'@ﬁlena%ﬁl)% Fidpd win t €88 over
the CA | ' I n e p ¥/ ik, S t apned
i i or OB ARy, FhBRtlry 14108 ﬁ/ﬁ?ﬁﬂwﬁe%ﬁﬁé % Pf/h%fg‘?.%g of

t he CA cesernvidrcaeetificalodd, theialent 44& pppliieed the SSLvearmddLindcation,

i ng, if h ifi whj ch | b
Veri 1 en B R sERTRm R c BV FS dhies T 16k fTatioh BriQ b RESTes dar ver
certificagife Pheprire@drasmerhelryed 19efrtd tkatdraoky 4bRaI eGPy tdwethi ent

[
415 to 30 start an SSL' comuni cation with the application server 401, but

the cliefite inBuartnan wdeired suthespreparatornemement &4 by use of the

current CA certygfl 6 - P this failure, .the.client
415 perforns v'fa'{dlrf'iagi?ﬁ\o?&rqbihfehéﬁﬁbgs%fseﬁgifg}ﬁ"ﬁ?i%éarts\’eerBaHgf‘ﬁEt{% e
certifg cape Bse UFothé TA utadificatd @ NG ahebstartsBtB3Ahly 8d YRenkat the
preparatory nenory 419. After veri{é/éién the validi té of the AP 5 server
certificate BOWRIEM isafvens sredifad the thel UBdnfudla that isdngludedhe

care L1 1o PRUSEA ARaTRAbR Rs0IR B 3016 stored |1 the preparatory
t he prepar at or yimehis ya4&).the operation of the download server B 406b is
terminated upon expiration of the CA certificate A 106a.

15 By continuing the similar operation as above, the client 415
can authenticate the application server 401 and renew a CA
certificate, even when a certificate authority is replaced with a new
one and a CA certificate is renewed.

Meanwhile, in the case where it becomes impossible to assure

20 the security of the CA private key A 105a such as when the CA

‘ private key A 105a has been decrypted, it is necessary to
- immediately revoke the CA certificate A 106a and to bring a new
certificate authority B 101b into operation at the same time, so as to

issue a new CA certificate B 106b. Also, the application server 401

25 isrequired to ask the new certificate authority B 101b to issue a new

AP server certificate B, so as to use it for server authentication.
FIG. 8 is a diaaram showing the operational flow of the

certificate authorities, client, download servers, and application

server in the case where the current CA certificate gets revoked

30 before the download server from which the next CA information
should be downloaded starts operating.

Each of the processes to be performed before the revocation
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Fromthen on, the client 415 perforns server authentication 10 by use of
the CA certificate B 106b, and starts trying to connect to the downl oad
server C specified by the URL C 302c that is included in the CA
information B 301b. In this case, the operation of the downl oad server B
406b is term nated upon expiration of the CA certificate A 106a. 15 By
continuing the simlar operation as above, the client 415 can authenticate

the appl i P‘Eh@“%ﬁ%%(?{tfi%g’ceaﬂdldigﬁ% ﬂw&%arﬁ@rééft‘h“c?é sh@ﬁﬁ E‘M‘F?G‘?‘ 7. .
certificate authorrfy I's répldaced with a’new one and a certifrcate is
renewed. Meanwhbirge tine idertifasetavbathorityd@ddEs i$ mudsgebie operatton @t 20

th it f. the. CA [ t A 1054a.. h the CA i te k
S 0B hehd S5y B WR BR A LR RAEE RS BTobls il RS
certifi Caé\?st‘érﬁnoéﬁeﬁﬁgoﬁ Frihet9a fe REWri Y thb ﬁéwec@PEi'FRfdﬁeYa@tﬁBéﬁ%%Eo

operation at the sane time, so as to Issue a new CA certificate
Al so, & hel@pp iicte i @pesaiiosr angll goetasquat dhe savie tthmaew oew iCAcat e

0, ot _ quat dhe iCAc:
For servercaifihareiRaioBh Sndika INQTRIRoEEALEN A e sihedinis
10w of tHee CeybLéHFabPeRUEORT birmss Ehd edowsRysH 08droerver S408t into

application server in the case where the current CA certificate gets

revoked @Behatignesphas dowmalsd e (& infagimakiaon B 38 Wexdowaloatabat i on

berformod betordriHie reast oy HREE G IRAEF &1 oL HadhehEc te shseee e
same g5 tboaacshimv te Ehe down$bade sdreegeB i HOGH eb@tﬂbh@ripte\rf@rﬁ:@ﬂugfsgs

noty yet in operation at the point of time when the CA certificate A1
get’s revoREENepRicatigrantbparplcationeseeyar ¢0dr aljerihe fdwceetificateat e

o Y08 I04fS LeLALRRRIAN 0, G S PRGN 6 CATRYDE i
system opBr &®@tbpr tings disnidothbodd sdlorveedB t406bpdate the current CA
information as in the case of the normal case.

15 When the client 415 performs authentication on the
application server 401 before obtaining the CA information B 301b,
it fails to verify the AP se%ver certificate B. In spite of this, however,
the new CA information B 301b is not stored in the preparatory
memory 419 at that point of time. In such case, the client 415

20 immediately tries to get connected to the download server B 406b.

\ Since the download server B 406b is already in operation at that

L point of time, it is possible for the client 415 to obtain new CA
information B 301b from such download server B 406b.

After the new CA information B 301b is obtained, the same

25 processes as those performed in the normal case are repeated.
Note that, as shown in FIG. 8, however, the download server B 406b
continues to be in operation until the date which was supposed to be
the end date of the validity period of the CA certificate A 106a, even
when such CA certificate A 106a gets revoked before the end of the

30 validity period.

FIG. 9 is a diagram showing the operational flow of the
certificate authorities, client, download servers, and application
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operation so as to make the CA information B 301b downl oadable. In the case
where the client 415 happens to succeed in 10 connecting to the downl oad
server B 406b before perform ng authentication on the application server
401, after the CA certificate A 106a gets revoked, and succeeds in
obtaining new CA information B 301b, the client 415 is allowed to update
the current CA information as in the case of the normal case. 15 Wen the

i 4 . . ; - 4
bt i ni ng T RETCRN Eh8 bald WRBIEOTn8NChiFenfRER SRIUACATE! UEts Py IRLE ©
certificaféeB. the dowaladdt hepyehofvarar whidie tiesv @Axt nCaér mafoem&&idAlb is

t st [ h t . 419 at that point of time. In such
ggse,s ?L%%Q%Pa%e@%[qa#éi'é’ﬁgll%‘zéhite'é‘tgo‘)B@?aE’(%r%hect ed to the downl oad
server B 406b. eRRGSF the R §8rry@rp@rf6|99bea%@#d@am%{%\ﬁp%@bgzn at

that point of time, it is possible for the client 415 to o
i nf or Fat i @htiBe30Abceridficatie A ddimb oadtiseramneBastdmsershewnha RéE. CA

i nformation B i bt ai ned. .t he sa pracesses. as _tho per f qQr med

in the nornal ﬁpéiog-naf@grégg& 85.?'%%%%%6%@ ﬁg\y\ﬁ?'i‘:ﬁ%ﬁlg ig,e%&ﬁ&\%r,

the downleaghisediyethB 4}fMlicaabh ni@sy/di0 he1i NueesT hkohat i Apt hesdaire

whi ch was supposed to be the end date of the validity period of the CA
b

certificaterticaba B maed yethe nehw cartdieate aatbonitydsd Gkl for saavar

oper ati ol (1Y BRCA RS Bl PEFATBRIfin s inicadal! AHTHEIANEIR, ore.
and appl i48bion -28 server in the case where the current CA certificate

gqit\s revoked after the downl oa?1 server fromwhich the next CA information
shoul d be downlMedE8VIES, FiBGEhtthentGddEate oA UtRAEHYoD t hB 1l rRdsébet o be

e | nore ugRoBd RerverSeaNbire Mlealy oRETAGER! P08 RAPRLOPHE.I ™
106a get swhen the CA certificate A 106a gets revoked, the client can obtain
the CA information B 301b. Thus, if the client 415 already stores in
15 the preparatory memory 419 the CA information B 301b which it
obtained, the client 415 will be able to update the current CA
information at the point of time when it fails to verify the AP server
certificate B, as in the case shown in FIG. 7.
Furthermore, when failing to verify the AP server certificate B
20 before obtaining new CA information B 301b, the client 415 tries to
‘ get connected to the download server B 406b at that timing, so as to
- obtain the new CA information B 301b, and continues the processing
for verifying the AP server certificate B, as in the case shown in FIG.
8.
25 From then on, the same processes as those to be performed in
the normal case are repeated. Note that, as shown in FIG. 9,

e,

however, the download server B 406b continues to be in operation
until the date which was supposed to be the end date of the validity
period of the CA certificate A 106a, even when such CA certificate A

30 106a gets revoked before the end of the validity period.
By continuing the similar operation as aone, the client 415
can authenticate the application server 401 and renew a CA
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revoked, the application server 401 uses the new AP server certificate B

I ssued by the new certificate authority B 101b for server authentication
to be perfornmed in a communication with the client 10 415. Moreover, since
the certificate authority B 101b and the download server B 406b are
already in operation at the point of tine when the CA certificate A 106a
gets revoked, the client can obtain the CA information B 301b. Thus, if

e ol s et gl capunsheren 4 Bl BREPRER: Sl Il e iy
updat e t hd ikarva&idit@Adaktaf ormati on at the point of tine when it fails to

ify the AP f h hown | 7,
Fur t her mor e, whGTFes SPREG 1B Gart Pt i thB BERSRR Lt aeBtBhasotRy or o

obt ai ni ng,A1eAyt{béFber BRtd @h%éQWcat?@?s old ?@an%l%ﬁﬂ'ﬁ%é\ﬂ c&ﬂ:‘iﬂéé’f@em ed
to the downl oad server B 406b at that timng, so as to obtain the new CA
i nf or Fat iAHI®ELD nChad'l@'ﬂthM\tf@@étd1éepV©lté§§| i u gbt intoiapenagiondive

sane. prodedesBalSipua %A ar s PR PRrld Srdnelra 8ei R pepditey. '
Not e t hatprea®rgh@dehttidh G hOwevienenebppl e slemboaf eseiaser vihépPsbthe
conti nues to be in operation unti( the date which was supposed to be the

end dat e \Glidik¥ wma. ol a Gércottitratads ohhesrthan 20 yea r:sowad wheneviben

such CA ger | e 0 g o] f e dity

peri od. §§ ég%tiﬁ‘% Xéatr%ebsé?%??aﬁl‘% éeﬁgtﬁggcr%g \};%Igdftk} P%E 21 % n&%ﬂ?'&can

aut hemnt i ocaarmﬁdcmteambiatca lmemsefemrfnééﬂe mrrcem an@Aa Aewerdowhbed @,

ven when a CA cer |f|c te gets revoked before of its validity

at’e. Not¥MwAtaiq ug}sfcmgftszeanafaﬁw pr 8&8E€ @ﬁBoH Ylid Hat Peried of”

val i dit read | 0 e £ 5

aut hori %lyangn Racﬁgw%cfo%\%nﬁ%ﬁa@ayemf rﬁ\égbtrdéﬁlg t zlcﬁﬁge%p%%\?‘?oﬁ{%\( GQF&
depending on CA certificate.

Furthermore, in the present embodiment, the preparatory
15 memory 419 is emptied by moving the CA information B 301b stored
in the preparatory memory 419 into the memory 418. Instead of
this, the roles of the memory 418 and the preparatory memory 419
may be switched after the memory 418 is emptied, and from then on,
the roles of the memory 418 and the preparatory memory 419 may

20 be switched every time CA information is updated.
\ Moreover, in the present embodiment, there are plural
L certificates authorities, i.e., the certificate authority A 101a and the
" certificate authority B 101b, but it is also possible that a single
certificate authority issues plural server certificates and CA
256 information, as in the case of the system configuration shown in FIG.
10. In FIG. 10, one certificate authority 120 is equipped with two
certificate issue units A 120a and B 120b. The certificate issue unit
A 120a corresponds to the certificate authority A 101ia shown in FIG.
3, whereas the certificate issue unit B 120b corresponds to the
30 certificate authority B 101b shown in FIG. 3. The same is
applicable to the download server. More specifically, the certificate
authorities and download server in the present embodiment may not
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years before the end of the validity period of the CA certificate. The
present invention, however, is applicable to the case where the wvalidity
period of a CA certificate is other than 20 years and where it is not five
years before the end of the validity period of the CA 10 certificate that a
new certificate authority and a new downl oad server are brought into
operation. Therefore, the validity period of all CA certificates may not
have to reif r nor e,
" the. pr Y S s PR EhkrefERETHal May iR 25 fufffonat IlfEs)

novi ng t hehi@h iarrbamm[i@mdeni%@flwheohed thiay arelmmBamanbegl i et gamﬂ.@ into

the nenory 418. | nstead e roles of the nenory 418 and the
e o a SRS SR e aRUS G IR FETaD DB PHEET ARRA A e 5 o BRI,
and fromihen on, the roles of the nenory 418 and the preparatory menory

419 may 20 be svmtched every time CA information is updated. Mreover, in
t he pbesent enbfbld;nmntt,het neeeeaterpb@rchmené,rthms&yattem @tmte*r@rtoﬂw,s ipe. ,

the certificate authorl % certifi ate 1B1t€ but
e, SO AN A e ST 4 W S AL TSR SEEvErL
server ceiHd fpreakeft ﬁnﬂermoa&g Rlb?r neiited. t@sudh tcla%ecaﬂeer@ at Berfysiogm

configuration shown in FIG 10. In FIG 10, one certificate authority 120
i s equi ppREPGRIFNGNIS coarTermae isudumians Rards andTBerefmre Thehe

Tota showtifienEe HlinarfticE s d HOEARY Reve BaibhA g el BBV S
corrggponds be thendbatett ity caheaduhhvistratiBelCdmpheer thakl Gpetatéhe
same is applicable to the downl oad server. Mre specifically, the

dertifi caecordifybiptd @s’e&meam%@wmnmh%um -esent enbodi ment may
not -30 be physical units, and therefore they may exist as functional units
whi ch are independent of V\/net her they are inplenented in the sanme conputer
appar at usimdustrial fApedicabiiptyer apparatuses, and the |like.

The present invention is capable of being used as a client

15 apparatus (communication apparatus) and the like that receives a

‘service from a server after checking the validity of such server, and

particularly as a home appliance and the like, such as an audio-video
equipment, with a small amount of resources including memory.
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5 Also, in the present enbodi nent, the system operator sets up and
termnates the certificate authorities and downl oad server, but the
present invention is not limted to such case where a series of processing
is performed by human hands. Therefore, the «certificate authorities and
downl oad server may be automatically set 1.0 up or term nated by an

adm ni strative conputer that operates according to a predeterm ned
operation schedule. Industrial Appl '(;E‘Hf[lﬂéy The present invention is
capabl e of being used as a client 15 apparatus (communi cation apparat us)
and the llke thatcaraceunésatdonseppacatiisdioraveeifyangabaBdighefkd mervhe

validity of such server,, and articularly as .a hone appliance and the
li ke, sucihds & L&RIREGIRo t qtﬁadarsn@?”’zﬁ"ﬂjﬁ"'ﬁag‘l?d?l EB&BQH@W)‘? M3ouP ces
i ncl udi ng- gAY c&tiONVRethork, COAMPYISRI4 On apparatus for verifying

validity of a server that is connected t0 said communication apparatus via
a corfmuni cat i o fivef \eaoka geonpvit siperaBedd hiodd st &g infotmapmmithatt o

hold firs; i nf i.on that. incl first CA certificat . t
nddr ess TOETUHERE TERS A Lol ald: 7 it THEFE ST DR R HAES at BB UBE
certificata tbptificade Galdeatitty th%'tié“.&.léfv@r &éﬁtiﬁ%@;ﬁ%rthét VAUl catednehéhe

next address for update indicating a |ocation, on e communi cati on

net wor k, ‘6@lidityowdl 688 servervigs \vilidhiaond sdtendegh pdidinass: fon updpkaced,

val i a° ca AR BN O SEE MR R BBt o T oiBln e fudSwdas
revoked; seraut bentiisiii erdond OperrEbrenditoauidaihicedt eshi® safoed OX

\(/irl fying the server certjificate using the first CA certificate;, and 15 a
/i nf or nigfPeMaipant e clHdingpa regtend Lontantificate dex bsd acaext Waliddtfon

I et R R T A T
thereafter authemtbutiieastichtioseuvet opsdraplelt® authenticate the server by
verifying the server certificate using the first CA certificate; and
15 a CA information update unit operable to obtain the second CA
information from the download server indicated by the next address -
for update,
wherein when the first CA certificate becomes revoked, the
authentication unit thereafter authenticates the server using the
20 second CA certificate included in the second CA information obtained
by the CA information update unit.

2. The communication apparatus according to Claim 1,
wherein the CA information update unit tries to connect to the
25 download server periodically, and obtains the second CA information
from the download server when said connection succeeds.

3. The communication apparatus according to Claim 1,
wherein the CA information update unit tries to connect to the
30 download server when the authentication unit has failed to
authenticate the server using the first CA certificate, and obtains the
second CA information from the download server when said
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20 second CA certificate included in the second CA information obtained by
the CA information update unit. 2. The conmuni cati on apparatus according to
Claim 1, wherein the CA information update unit tries to connect to the 25
downl oad server periodically, and obtains the second CA information from

t he downl oad server when said connection succeeds. 3. The conmmuni cation
apparatus according to Caim1l, wherein the CA information update unit
tries to downl oad server when the authentication unit
has faile éegu?ﬁgkgﬁgggg the server using the first CA certificate, and
obt ai ns the second CA information fromthe domnload server when said -32

connecti on succee 4. The cammuni cati on appara c rding to daiml,
wherein t autcﬁ'é%tqwtmkiﬁ'%tf'?nt?PE?rﬁguéug&e%‘f 'E'th 8IMs5lgerver using

the second CA GRhErEISatiRe BEI‘tH@ﬁthafhbhe BREORFeSA Lol %f&h@fith@é‘té’b{%ﬁé”ed
by the CA information update unit, and when said authentication succeeds,

t her edf t @era@mhaiRingatee $GeoBdr Gév cer@lfmgatmengémad iDA ther sietiorat 6CA

I nst ead t communi.cati g t us
acoor di ngeMaNRR: bR HA LY SksrA it el MR e AR 1o
- hol d the sfAdorditbnticdbomisueteathsr ehiréhttefAduthentRidtey Yadakeryait
stores, into the second storage uni't, the second CA information obtained

from t he USIBdbABI SQe0Bdr GAr ceBlificatieninsteat pétheaficst G4 iceatidi atdones
revoked, the authentication unit thereafter authenticates the server using
t he second CA certificate included in the second CA information stored in

the secorfl st orkge cminmuPOcétiohhe ppavatuiscatcicondbppaioatligiractorfdirtbeto
Gaim1, further. corrprl sin qcoigc%n%nsl%oraglg girg ttooﬁglrdabtlhe to holcclj éAhe
second cLomprising a second s g opera e secon
information,
wherein the CA information update unit stores, into the
second storage unit, the second CA information obtained from the
15 download server, and
when the first CA certificate becomes revoked, the
authentication unit thereafter authenticates the server using the
second CA certificate included in the second CA information stored in
the second storage unit.
20

6. The communication apparatus according to Claim 1, further

,

comprising a second storage unit operable to hold the second CA
information,
wherein the CA information update unit stores, into the
25 second storage unit, the second CA information obtained from the
download server, and
when the first CA certificate becomes revoked, the
authentication unit moves the second CA information stored in the
second storage unit into the first storage unit, and thereafter
30 authenticates the server using the second CA certificate included in
the second CA information stored in the first storage unit,
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I nformation, wherein the CA information update unit stores, into the 25
second storage unit, the second CA information obtained fromthe downl oad
server, and when the first CA certificate beconmes revoked, the

aut hentication unit noves the second CA information stored in the second
storage unit into the first storage unit, and thereafter 30 authenticates
the server using the second CA certificate included in the second CA

i nformatien st ni cation
appar at us—})acco?[Ir c[}ntr%ﬁmﬁﬁbn aﬁé%ggﬁtfg ée“&'%‘ﬁ'ﬁo?&@%%dat e unit

obt ai ns, from t\/mlaedevmltﬂe@l GAr veforraadiom| wadaser veiit aehtdihisgafre rmneheat i ng
validity @%Wﬁ\iﬂ@ downl oad serv?(aé@and obtai ns_the second CA information

af ter R TR the niep e yseivamee dolisréad NsBEI BN DY 3bE BN 0fai d
ob ai ned sdémnhga\%l%%;ov%rewrt s Phaifs the Yy d&r.hfrbﬁﬁ%at?ann@%?d_ for

verifying validity of a server via a conmunication ne 10
a stoﬁageaatlwnbta#stmglu’rge valtidity oécdiai dgwirited fSiervierChasedf ermaldn

t hat i ncl ulé rst %éertlflcate gnd a next address for wupdate, the
first CA® Vi a?‘?rﬁ’ge"tﬁﬁft' C8fver certificate that indicates

the validity of the server is valid, and the next address for update
I ndicating a |location, on the comuni cati on network, of a 15 downl oad
server onBwhi ctA yadistitly crerificaitinmn mﬁtﬂledp‘ioa‘c\eelrlfgmgi vadiebibndfGAserver

I nformat i n econd ,CA gertificate to be a next valid CA
certifi ca\?% %’ Eé#&gyilﬁﬂgﬂp@ &ﬁt&’? OB i cate becones revoked; an
aut hent i cati on Fteprefgaustgnt bEastidiingheiriey \@rrébbrcﬁﬂgVQJn’Pc)" figst NeA
server certificate using the first CA certificate, and a CA i nformation

updat e stIéﬁoamaﬂbea.hhatglrtcﬁeid@aﬁersccﬂﬁuqerr@rfmte)anfd amexeadoneissdor
server inghgatgd iy We @R A9RSRe (R8idRYRECthat a server certificate

that indicates the validity of the server is valid, and the next address
for update indicating a location, on the communication network, of a
15 download server on which second CA information is placed, said
second CA information including a second CA certificate to be a next
valid CA certificate in a case where said first CA certificate becomes
revoked;
an authentication step of authenticating the server by
20 verifying the server certificate using the first CA certificate; and
a CA information update step of obtaining the second CA

e

information from the download server indicated by the next address
for update,
wherein in the authentication step, when the first CA
25 certificate becomes revoked, the server is thereafter authenticated
using the second CA certificate inciuded in the second CA
information obtained in the CA information update step.

9. A program for a communication apparatus that verifies
30 validity of a server connected to said communication apparatus via
a communication network, the program causing a computer fo
execute the steps included in the validity verification method
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wherein in the authentication step, when the first CA 25 certificate
becones revoked, the server is thereafter authenticated using the second
CA certificate included in the second CA information obtained in the CA

i nformati on update step. 9. A programfor a conmuni cati on apparatus that
verifies 30 validity of a server connected to said conmuni cati on appar at us
via a conmuni cati on network, the program causing a conputer to execute the

steps i ncé%gfrddihgll wet]\éq]lri %i.ty verification method -34 according to daim

8. 10. An authenti cation apparatus for ensuring validity of a server that
I's connected to said authentication apparatus via a 5 conmuni cation
network, conprising:. a server certificate_ issue unit operable to issue a
server cje(gt i f i‘%‘&tag-'tihf‘ditléﬁgﬁﬂrbé‘pcp@'a%ﬂlsi et ensuning ek dey: offy serear

i nfornmat i i sg&e Athg able toiyssuethighttcShon Nt | th
I ncl udes %ﬂl rst CA ce(ratl (:jcate anol a ne%beggzd(% es?s nforagégéléutg' at é&ét h%
first 5CA amrintindedtioinndietatdanky ¢dvaprisingd;:server certificate is valid, and

t he next address forﬁlg_pdat ggg'.ndi catin cation, .on.the communication
\Y; Rk

a l. , h
network, of a dovriOMl SHVHICRIE sl el QRERADIRT SPIST R Ps SSITAEEG.

sai d seconstiichté AhERtEREuFES Ithd 08 1iRAIBLNthe GRSt Idhgate to be a next
valid CA certificate in a case where said 15 first CA certificate becones

revoked. 11. AR aGfheimtfocaiatomeishoe foniteneperableakodisyuef fader@GRr via

scui ng. dnger OTatTahy A nktlBescs Ptar TAESHELIGRE b Gt xCRuBRESERpDe,

and aoCA updataptherfirstsga stepfiekte Indiogt ?Elﬁa%aﬁﬂfﬁr@éﬁ eartifitate
imgludes a first CA certificate and a next address for update, the first
GA-cer ti fiscealdd; paidcERe Mg tthad dsass fesupsiateindiqading a tocallipn, aanthet he
next addr r.: e i.ndj [ a i h C | cati
e e TR BB R, 00 2R AGRARL seR0e en 3L RY R
information is placed, said second CA information including a second
CA certificate to be a next valid CA certificate in a case where said

15 first CA certificate becomes revoked.

11.  An authentication method for ensuring validity of a server via
a communication network, comprising:
a server certificate issue step of issuing a server certificate
20 that ensures the validity of the server; and
| a CA information issue step of issuing first CA information
N that includes a first CA certificate and a next address for update, the
first CA certificate indicating that said server certificate is valid, and
the next address for update indicating a location, on the
25 communication network, of a download server on which second CA
information is placed, said second CA information including a second
CA certificate to be a next valid CA certificate in a case where said
first CA certificate becomes revoked

30 12. A program for an authentication apparatus that ensures
validity of a server connected to said authentication apparatus via a
communication network, the program causing a computer to
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information is placed, said second CA information including a second CA
certificate to be a next valid CA certificate in a case where said first
CA certificate beconmes revoked 30 12. A program for an authentication
apparatus that ensures validity of a server connected to said

aut henti cation apparatus via a conmunication network, the program causing
a conputer to -35 execute the steps included in the authentication nethod

accordi ng,, 49, h@ %@espéqncﬁpdéﬂqrrﬁ‘:h%‘?]ﬂ?ﬁé 8 @0 RRSIAHIRY akcordin

conmmuni cat'i on system conprising an aut ﬁent i cation apparatus, a
(N+1) t h dwt Bémtrnchfli on apparatus, and an (N+1)th downl oad server which are
connected over a communi cati on network, wherein the Nth authentication
apparatus includes: an Nth server certificate issue unit operable to issue

an Nth 1lp3serves GeéfdtfibRatfetHd rersopesatinld @i E¥ndin@ficaRRdn ﬂét@'ﬂn
server; and an Nth CA information issue unit ‘operable to issue h CA

i nf or frat i GHMPASiNtcl ades Nk Nt tdre aticaitioat ep@aradns N+a)t h (NttdnéBs for

0 Vart 0. G ISR Anp dfuec InGT Suaa T2t FablrloeRE SEFhsEkibhar ©
the . (Ndpd kodovediead overvecarnribaicgdomineeatdris) network, the (N+1)th
aut henti cation agpar atus includes: an (N+1)th server certificate issue unit

operabl e to i ssHBeHRAIN EReINER adEhentication iapparatat IBRBIARS: the validity
oper abl o Fo i st NTPET TR cberdfsaEl, sshs Ky ERRA Tt BrbETHR HER'
certifol cagervandceatificite)ttamddsesesfvalidiiyabtart bpplidetioh sEraartahidcat e
et 59 b B g At Rotn SSEL T el i DR R
of —an (NigyFhAUR| RRALSAHMBIY AT REN(RHR) ddvtibch bl O5RBL AN (N+1)th
address for update, the Nth CA certificate indicating that the Nth
server certificate is valid, and the (N+1)th address for update
15 indicating a location of the (N+1)th download server on the
communication network,
the (N+1)th authentication apparatus includes:
an (N+1)th server certificate issue unit operable to issue an
(N+1)th server certificate that ensures the validity of the application
20 server; and
| an (N+1)th CA information issue unit operable to issue
- (N+1)th CA information that includes an (N+1)th CA certificate and
an (N+2)th address for update, the (N+1)th CA certificate indicating
that the (N+1)th server certificate is valid, and the (N+2)th address
25 for update indicating a location, on the communication network, of
an (N+2)th download server on which (N+2)th CA information is
placed, said (N+2)th CA information including an (N+2)th CA
certificate to be a next valid CA certificate in a case where said
(N+1)th CA certificate becomes revoked,
30 the (N-+1)th download server includes:
a CA information storage unit operable to hold the (N+1)th CA
information that includes the (N+1)th CA certificate to be a next
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pl aced, said (N+2)th CA information including an (N+2)th CA certificate to
be a next valid CA certificate in a case where said (N+t1)th CA certificate
beconmes revoked, 30 the (N+1)th downl oad server includes: a CA information
storage unit operable to hold the (N+1)th CA information that includes the
(N+1)th CA certificate to be a next -36 valid CA certificate in a case
where said Nth CA certificate beconmes revoked; and an output unit operable

Lo out pulya|f @ G CRIFRHESRS 1AM ARRAIMAI: shite NN DA ReCArAHQ BBLL Aot or ed

f

inthe CAl n(’?or mati on storage unit conmuni cati on appar atus beri ng
connect edetvmhksad dand\+1) t h downl oad server via the communi cation network,
and in the operation, ne the fallow.ng Osliﬁys are repeated for nunber

hod,. N
of times, wheré&N PEtEu%r%'FaP@éﬁrraiMFe&Qr: Wrh e afPHATYRISSON

oper at i ”%ﬂé‘@ré\ﬁdb,atﬁé“({ﬁii;c?ﬁﬁ @R ihfo APRATGH Wroraldirethé "@‘T%)ih?oﬂ@n%rt?éritw ﬁ”

step of operating'the h authentication apparatus and the (N+1)

downl 6ad Herage beitarda commdnicatjeni agparathe bxtingosooaadteidctn said

(N en - @Fsdden 6efBed heP VIR e SR el chan R e iR B e '
(N+1) th downl oad t§Rrs veyer@itfon gpethbed, tHa felloadagnbeses e Mpedfed for )
certificate becomes revoked. 20 15, The operation _nethod according to Claim

13, furtMmugdigr ofithgest wheiel & lsespa derger ikasgeRg t he operation of

the N h authenfi o) X i 0 h .

downl oad ser ve?%rjl \/\Clg{élﬁl QF’%S??'&?{ ﬁg@?)é&%&eﬂ%ﬁéﬁ%%ﬁgér?}J%ﬁ'éé%cfe&t&%l res.

25 10 apparatus; and

<, an (N+1)th operation step of operating the (N+1)th
authentication apparatus and the (N+1)th download server before a

validity period of the Nth CA certificate expires.

15 14. The operation method according to Claim 13,
. Wherein in ‘the (N+1)th operation step, the (N+1)th
authentication apparatus and the (N+1)th download server are
operated, in a case where the Nth CA certificate becomes revoked.

20 15. The operation method according to Claim 13, further
) comprising a termination step of terminating the operation of the
- Nth authentication apparatus and the operation of the (N+1)th
download server, when a validity period of the Nth CA certificate
expires.
2b
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