1 MIl1OD AND APPARATUS FOR PROTECTI NG A CORE NETWORK Field of Invention
The present invention relates in general to the field of nobile

comuni cations and, S nore particularly, to a nethod and apparatus for
protecting a core network by checking nobile identities of nobile stations
wi thin unlicensed nobile access networks. Background Art The unlicensed
nobi | e access (UMRA) specifications reconmend that the 10 unlicensed
network controller (UNC) and the unlicensed network controller secure
gateway (UNC-SGWN should check that the same International Mbile

Subscri ber ldentity (IMSI) is used whep a nobile station (MS) establishes
the 1Psec secure connection towards the UNC- SGWN and when the MS registers
at the UNC. In both these instances, the M provides the IMSI to the

UNC- SGWV and UNC, respectively, Yet, the 15 inplenentation of these
recomendat i ons MRTHOD AN/ ABPARS. TUSROR ERAFECTENEM CORE NETRORK This i s

al so the case in the 3d Generation Partnership Project (3GPP) standards for
"Ceneric Access to A and Gb-interface", otherwi se known as a Ceneric Access
Net wor k  ( GARNpld ofetmp Techni cal Specifications 43.318 (Stage-2) and 44.3

18 (Stage 3). Notrge pledtat m&éaamg@wsu&?@&@ﬁs &e%ld’ﬂ%bﬁ@l‘.ﬁnﬁrﬁ:hﬁﬁﬁor{s @C) in
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UNC- SGWNVin the UVA specifications. For exanple, a M5 could use multiple
Tenporary Mobil e Subscriber Identities (TMSI) or Packet Tenporary Mobile
Subscri ber |Brekgriotndsri P-TMSI) to emulate nultiple 25 MSs, such as a
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the MS provides the IMSI to the UNC-SGW and UNC, respectively, Yet, the
15 implementation of these recommendations still leaves the core network open to attacks,
This is also the case in the 3d Generation Partnership Project (3GPP) standards for
“Generic Access to A and Gb-interface”, otherwise known as a Generic Access Network
(GAN). See 3GPP Technical Spéciﬁca.tions 43.318 (Stage-2) and 44.318 (Stage 3). Note
that the generic access network controller (GANC) in the 3GPP specifications is
20 equivalent to the UNC in the UMA specifications. Similarly, the generic access network
controller secure gateway (GANC-SEGW) in the 3GPP specifications is equivalent to the
UNC-SGW in the UMA specifications,
For example, a MS could use multiple Temporary Mobile Subscriber Identities
(TMS]) or Packet Temporary Mobile Subscriber Identities (P-TMSI) to emulate multiple
25  MSs, such as a personsl computer (PC) with a SIM-card reader and a UMA client.
Moreover, a hostile MS could send Location Updates or IMSI Detach messages towards
the core network causing a type of denial-of-service (DoS) attack on the MS-level
(terminating calls would fail, etc.).
United States Published Patent Application 2003/0081607 A1l (1 May 2003)
30 appears to disclose a method to filter GPRS Tunneling Protocol (GTP) packets between
services nodes in a GPRS nenwork, such as between a Serving GPRS Support Node
(SGSNj) and a Gateway GPRS Support Node (GGSN). The GTP filter inspects, analyzes



(SGSN) and a Gateway GPRS Support Node (GGSN). The GIP filter Inspects,
analyzes la and filters the GIP packets/ nessages and drops any packets
that do not satisfy various «criteria. Al though, the GIP filter does check
the I MSI address, all of the filtering is performed at the GPRS service
nodes, which is inside or at the perineter of the core network. 5 The | EEE
article entitled "User plane Firewall for 30 Mbile Network" by Gopal,

Chan and Wang (2003 | EEE, |1SBN: 0-7803-7954-3) appears to disclose a
firewall at the GGSN, which is stated to be the ideal place, to prevent
attacks in a wireless network. The fu |1 uses filters and policies/rules
to identify malicious nessages and discard them Al of the filtering is
performed at the GGSN, which is at the perineter of the core 10 network.
United States Published Patent Application US2002/0032029 Al (14 March
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with the core network
corresponding to & particular mobile station routed through a telecommunications network

15 ofa first country, and detecting ¢ata packets corresponding to the particular mobile station
transferred between the telecommunications network of the first country and at Jeast a
telecommunications network of a second country.

International Patent Application WO 20047112328 Al filed 23 December 2004
discloses a methaod for performicg a route area update of a UE with the MBMS service in

20 communication system. It signals interactions between & new U.GGSN and old
SGSN/new SGSN as well as those between the M~-GGSN and the old SGSN/new SGSN.
The UE can continue to use the MBMS service after entering the new RA, The SGSN ot
supporting the MBMS can also provide the MBMS service to the UE indirectly. The U-
GGSN can provide the MBMS service 1o the UE in point-to-point PS mode. Thus, the

25  MBMS Contexts in the UE, the SGSN and the GGSN are kept consistent.
Accordinply, there is a need for & method and apparatus that protects the core
network by checking the mobile identities (IMS], TMSI aund/or P-TMSI) used by mobile
stations when they communicate with the core network,



2 Summary of the Invention The present invention provides a nmethod and
apparatus that protects the core network by checking the nobile identities
(I'nternational Mobile Subscriber Identity (I1MSlI), Tenporary Mobile

Subscri ber ldentity (TMSI) and/ or Packet Tenporary Mbile S Subscriber
Identity (P-TMVSI)) used by nobile stations (M5) when they communicate with
the core network. Sinply stated, nessages that contain a nobile identifier
whi ch does not correspond to a stored nobile identifier associated with
the M5 (after registration) are dropped. Once such a nessage i s dropped,
various preventive and reporting actions c&n be taken. The M5 is,
therefore, only permtted to use one IMSI, one TMSI and one P 10 TMSI. As a
result, the present invention protects the core network from nalicious and

faulty M5 inpl ensuaddrporene HiebRiohhat the present invention is applicable to
both unlicensed nobi}e access networ quf (UMAN) and GANs. More specifically,
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net wor k associated with the MS. The message is processed whenever the received mobile identity
matches the stored mobile identity associated with the MS. The maobile identity can be an
iMSI, TMSI or a P~TMSI. The message can be an uplink message or a downlink message,
such as a Mobility Management (MM) message, a General Packet Radio Service (GPRS)
20  Mobility Management (GMM) message, or a UMA or Unlicensed Radio Resources
(URR) message (only used between MS and UNC). The present invention can be
implemented as a computer program embodied on a computer readable medium wherein
the various method steps are implemented by one or more code segments,
In addition, the present invention provides an apparatus that includes a data storage
25 device communicably coupled to a processor. The data storage device stores associations
of mobile identities to MSs. The processor receives a message containing a mobile
identity of a MS and drops the message whenever the received mobile identity does not
match a stored mobile identity associated with the MS. The apparatus is typically an
unlicensed network controller (UNC) within an unlicensed mobile access network
30 (UMAN) or a generic access network controller (GANC) within a generic access network
(GAN) that is in communication with the core network.



30 (UMAN) or a generic access network controller (GANG wthin a generic
access network (GAN) that is in communication with the core network. 3
Brief Description of the Drawi ngs Further benefits and advantages of the
present invention will becone nore apparent fromthe foll ow ng description
of various enbodinents that are given by way of exanple with reference to
the acconpanying drawings: 5 FIGURE | is a representative signaling
sequence depicting the use of nobile identities between a UMA network and
a core network; FIGURE 2 is a flow chart depgcting a nethod of protecting a
core network in accordance with the present invention; FIGURE 3 is a
signal i ng sequence depicting the use of one enbodi nent of the 10 present

invention wth respaginels; i ssages; FIGQURE 4 is a signaling sequence
gl b S e

depicting the use of one the present invention with respect
to downlink nessages; PYHOREESSit sind alibanig el fhe GRRbE LihRBeA TRt hed in
accordance W th oreppapenb 6t HRTbIowiHg delf tﬂ)h%ﬁfa@it usierrlr@eé]ti on Wt .re%'Bee&G“’[ 0
upl i nk nmessages; J¢§anﬁjl q‘,@%é is aflowc ar T EPY RESthahesteghven by way of
accordance with one enbodi HERL-e 'y pasempsnyagdrawingsvent i on with respect to
downl i nk messagles; andFIAPREREIsTa repregenfativinsiglamgt chﬁgéecﬁégEﬁnggm”Et hod i

ntion

n
accordance w th amdehitRs beteddh e SV, the present inv Al W%@Bect
M&E?ndtaﬁgrgf'wgrﬁ%i on Wi le the making and
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detail below, it &kedide bithhppeeaiidenshyl hat the present invention provides

many applicabl e i nvenig ] ts that can be enbodied in a wde variety
of specific ntexts. The g%@%ﬁ?%“%ﬁ?ﬂ%%ﬁa%wahwm@ae mbeiinenaseherer el y

illustrative spEeRtinventiop yith epgaectto uptink meg@s;use the i nvention and do not

delimt the scope of FIR/REW QMY &iSline. ilitate the understanding of this
ar égﬁé?gl %g%ﬂ&bégfj 508 theapsgeof @B prdinent ofithe have

invention, a nmg Q rne, )
meani ngs as commonly E“Hd‘gP%F%'aspsgﬂ%doa@h@wmges; ordinary skill in the areas
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of the present invention with respect to uplink messages;
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FIGURE 6 is a flow chart depicting a method in accordance with one embodiment

of the present invention with respect to downlink messages; and
H

‘FIGURE 7 is a flow charnt depicting a method in accordance with another
embodiment of the present invention with respect to downlink messages

20 Description of the Invention

. While the making and using of various embodiments of the preseat invention are
discussed in detail below, it should be appreciated that the present invention provides
many applicable inventive concepts that can be embodied in a wide variety of specific
contexts, The specific embodiments discussed herein are merely illustrative of specific

25 ways to make and use the invention and do not delimit the scope of the invention,

To facilitate the understanding of this invention, & number of terms are defined

below. Terms defined herein have meanings as commonly understood by a person of

ordinary skill in the are i i
ry as relevant to the present invention. Terms such as “a”, “an” and

8@ " H
the” are not intended to refer to only a singular entity, but include the general class of

30 which a specific example may be used for illustration, The terminology herein is used to

describe specific embodiments of the invention, but their usage does not delimit the

invention, except as outlined in the claims,



"the" are not intended to refer to only a singular entity, but include the
general class of 30 which a specific exanple may be used for illustration.
The term nology herein is used to describe specific enbodi nents of the

i nvention, but their usage does not delimt the invention, except as
outlined in the clains. 4 The present invention provides a nethod and
apparatus that protects the core network by checking the nobile identities
(international Mobile Subscriber Identity (I1MsSlI), Tenporary Mobile
Subscri ber ldentities (TMSI) and/ or Packet Tenporary Mbile Subscriber
|dentity (P-TMSI)) used by nobile stations4 MS) when they communicate with
5 the core network. Sinply stated, nessages that contain a nobile

i dentifier which does not correspond to a stored nobile identifier

associated with the Mae(mdstilinveRibh Shdvited Qg%ed?ordeang %h&%%qhat%&eec Siis n g
nessage i s droppe% Kq%;ous, reventive and reportihg actions can 5&®t aken.
The M5 is, theref& nf'&‘;c'ﬂgi tebée tidentities (bytpanationa] Mobite StheBibenidintine P-
TMSL As a resul t (IMSHeT@sreserivotiin Setstitenidaniit QUi s!) ah@orFagie: TRlpwardyiem
mal i ci ous and 108&@&%&%d&ﬁ@hﬁﬁkﬁ@?&& i te tgpt tBF resent invention
i s applicable to both unlicense nngp%§&§§5e§?fﬂg WIER e%%WﬁNTwﬁﬁﬁ"EANB
w referring“to - n hehije eneldcitieps it i Ng
No ferri EFREREvVaTk. Simplysiaid dassigesiieat ednigined mohije slonjifienelidchodops oot i
the use of nobi éamreipdmntol 4 tasd MObILCIAMAE ddfdkiGe WRE he M iAR: ASEEASN AR
net wor k ( UMAN) Oﬁro;%éd ggﬁceer g&] aa)g&gass.snftv\gq' Kk fOGAe’\fQ 100 and a cCore network
102 is shown. The Mo 104 f5"gr' 0V des TIHRE VB BeteRtivesut trpertippiciontyrant t he
unl i censed net wotedakeanTheMSds, tiernioe, @OWermaittedge ver dne IMSE @86 THISE wdrdsie P-
control | er ( GANCFNSSIOVs oL R6uld! e DesdrfRverhidh BloteEd\Bie AKKA W 94
establ i shes g?ef%3®aﬁ6§§%§é§tcgnne i on 18§etomér_s fﬁ%, 1%§@§@%fmd
GANC- SEGW 106. TA& UNC- PeERNC Wi ereeplelfrontion dssappligrblet i koth MBI i n
the HLR 110 usi ruplicessed mobidpvancess ngtvakkis tigManlaglG ANt i cat i on protocol s 20
(aut hentication, aut ey idatii HFﬁﬁﬁ“9 LG (AAAL Tnfrastrycture 114).
The M5B 104 al so _proyi des ‘tnjhgg I tgggﬁgcs%"r'ﬁ% VEUHLLP SO PR TR e §FY er
(UNC) or generi ©f qopilesidentitiesibgigecn angrativenter] erobilaaamey (UMA) setvemk (UMANSork04
regi sters 118 wigkderit RecetdMonairk @ANG 1001hd ol BraR@Idrk 902 i BEWAB THOMLUSES | MBI,
TMSI or P-TMG %% b%g %HL%Ih%EeIf when t he hg ﬁ04 cohnuﬁ?cates%QZgﬁvﬁth
the core networ €1 ?‘e. g MBS sateway Rbthe unficgpsed metwettontpler BNGAS| ar e
not reported toSONG ot@ers ac@sNEiviotiGeontnalar (GANC-SEGW) 106 using EAP-SIM or EAP-
AKA when the MS 104 establishes the 1Psec secure connection 108 towards the UNC-
SGW or GANC-SEGW 106. The UNC-SGW or GANC-SEGW 106 authenticates 110
this IMSI in the HLR 110 using well known signaling and authentication protocols
20 (authentication, authorization and accounting {AAA) infrastructure 114). The MS 104
also provides the IMSI to the unlicensed network controticr (UNC) or generic access
network controller (GANC) 116 when the MS 104 registers 118 with the UNC or GANC
116. In addition, the MS 104 uses IMSI, TMSI or P-TMSI to identify itself when the MS
104 communicates 120 with the core network 102 (e.g., MSC 112).
25 Note that the TMSI and P-TMSI are not reported to the UNC or GANC 116 when
registering 118. The TMSI and P-TMSI have significance only within a location area,
Outside the focation ares, the TMSI and P-TMSI have to be combined with the Location
Area Identifier (LAI} to provide for an unambiguous identity. Usually the TMSI or P-
TMSI reallocations are performed at feast at each change of a location area, Such choices
30  are left 10 the network operator, .
Mobile identity is used in the following Mobility Management (MM) messages
between the MS 104 and the MSC/Visiting Location Register (VLR) 112.



registering 118. The TMSI and P-TMSI have significance only within a
| ocation area. Qutside the |location area, the TMSl and P-TMSlI have to be

conbined with the Location Area ldentifier (LAI) to provide for an

unanbi guous identity. Usually the TMSI or P- TWMSI reall ocations are
perfornmed at | east at each change of a l|location area. Such choices 30 are
|l eft to the network operator. Mobile identity is used in the follow ng
Mobility Managenent (MV) nessages between the M5 104 and the MSCfVisiting
Location Register (VLR) 112. 5 Fromthe M5 104 to the MSCNLR 112 (uplink
messages): LOCATI ON UPDATI NG REQUEST | DENTPTY RESPONSE CM SERVI CE REQUEST
5 I MSI DETACH | NDI CATI ON CM RE- ESTABLI SHVENT REQUEST From the MSCNLR 112 to
the M5 104 (downlink nmessages): TMSI REALLOCATI ON COMVAND LOCATI ON

UPDATI NG ACCEPT 10 NDlfvdrerh MSII0G lond SOUER 1 H@link el i PACE NG RESPONSE
e i GANC 116 can,

message fromthe M5 104 t VIR 112,
therefore, perform checks%%@wygggéégé%@gﬁﬁsBet ween the M 104 and the
MSCNLR 112. Referring now!PENEITESRSPONSE f| ow chart depicting a nmethod 200

of protecting a core net\gMkeRVZEREQUERP’ dance with the present invention

is shown, The UNC or GANC 6.receives a nmessage containing a nobile
identity of a 104 in bli%%goé%“f“ CARONr GANC 116 then det erni nes

whet her the received nobi ICMREESTMMSHMEWMEEQ:S@y conparing it to a
t
4

stored nobile identitpyf v i at | the M5 104 in block 204, |If
the received nobil e i drgnt Mﬁ%@g%g@ﬁiﬁa@ ép'ﬁi'?f'éﬂg‘fs?i deci si on bl ock

206, the received messag REAFQRAHANGOMMANDOr war ded, etc.) in bl ock
208. 1f, however, the recEOCAHIONYPDALIRE A ity is not correct, as

R ot N T e U
message can be aMSYifikidredbadMNOor GANOWNIS o, TRRHAYDTEHCheAS & MR | ity
messages sent between the MS 104 and the MSC/VLR 112,
Referring now to FIGURE 2, a flow chart depicting a method 200 of protecting a
core network 102 in accordance with the present invention is shown, The UNC or GANC
15 116 receives a message containing a mobile identity of a MS 104 in block 202. The UNC
or GANC 116 then determines whether the received mobile identity is correct by
comparing it to a stored mobile identity that is associated with the MS 104 in block 204,
If the received mobije identity is correct, as determined in decision block 206, the received
message is processed (e.g., forwarded, etc.) in block 208. 1f, however, the received mobile
20  identity is not correct, as determined in decision block 206, the received message is
dropped in block 210. The mobile identity can be an IMS), TMSI or a P-TMS]. The
received message can be an uplink message or & downlink message, such as a Mobility
Management (MM) message, a General Packet Radic Service (GPRS) Maobility
Management (GMM) message, or a UMA or Unlicensed Radio Resources (URR) message
25 (only used between the MS 104 and UNC 116).

The UNC or GANC 116 determines whether the mobile identity of the MS 104 is
correct by performing a layer violation, i.e., sneaking into the upper layer messages sent
by the MS 104 towards the core network 102 to see if the MS 104 is using the same IMSI
as it used for registering with the UNC or GANC 11 6. Since the TMSI value is assigned

30 by the MSC/VLR 112 and the P-TMSI is assigned by the SGSN, the UNC or GANC 116
can check that the MS 104 is using the value assigned by the MSC 112. This can again be
performed by checking the upper layer downlink messages sent by the core network 102,



Managenment (MV) nessage, a Ceneral Packet Radio Service (GPRS) Mbility
Managenent (GVvM nessage, or a UMA or Unlicensed Radi o Resources (URR)
nessage 25 (only used between the M5 104 and UNC 116). The UNC or GANC 116
determ nes whether the nobile identity of the M5 104 is correct by
performng a layer violation, i.e., sneaking into the upper |ayer nessages
sent by the M5 104 towards the core network 102 to see if the M5 104 is
using the sane IMSI as it used for registering with the UNC or GANC 116.
Since the TMSI value is assigned 30 by the MSCNLR 112 and the P-TMSI is
assigned by the SGSN, the UNC or GANC 116 %an check that the M5s 104 is
using the val ue assigned by the MSC 112. This can again be perfornmed by
checki ng the upper |ayer downlink nessages sent by the core network 102, 6

by ohecking tho sper. |aver LnLLnk meanosap It US, BRI iPdhedi ' o0
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be inpl enented a$¥ EAMEbpdicat us, such as UNC or GANC 5.116, that includes a

data storage device CONWPRNERHHNoRANB! Biftchend aQEI?gp%ﬁ/rg&E,-fbc}'&?H:ﬁéto?GAﬁ&orage
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devi ce stores Sas§<?é:it agj qn% of, nobile identities processor
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t[le mcaissag_el 21QdSﬁgﬂh_&:@vie?stQWweia@invgﬁgmbidhmitikﬂeMds'fll_gtt.dnﬂfﬁmla&&or%&iﬁég g
stored nobile idgntdde AHSQ ' , rocessor can be a
pre-processor, fil teré/cor ot_ﬁ%@hgrorgeél_éi%é&gg\%/?c%g%“ \?\A“‘fﬁljlg?f ﬁ@eﬁﬁﬁﬁaﬁgt us.
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i n is

enbodi ment of,,t he. present jnvention with respect to uplink nessages
shown. \Wen hesﬂﬁflﬁ%?w@ Jﬁ‘fé’%é‘&’@? §‘°‘"’a‘?‘?ﬁﬁ“i)ﬂ“ﬁll°%é§5§é?§j§’- b divgrficai ni ng
a nobile identity, tNew ref€inpto EIGNBELL G sighalinl Scqdfibe BOE depitting the iuclesttont y. | f
t he uplink nessag@oditentiop 20, Str at 2ot (1. €. ew 104),
the UNC or GANC 1§N 'llulo ??8’%%"{'ﬁg"§éé‘c‘§{“&e§“c %g@ﬁ‘em%%%%ﬁp%%s@’ﬁv&‘ g@%ci ate
it with the M5 10%} §nr?EIG GcldS gecpinges ap wplinkesssagreifd sguaining & mobilegdenfiyr the t he
registrat ihon) . | NC e GANEE K163éhdcks 304 %e-m&ﬂﬂe_ideﬁmg.i qgmﬁrugﬁﬁ;d EI\}CBJ 0?'@'2 t,-sy?]does
not match t i denti spci ar.e € - the
nmessage 302 Pg s’%@%"ggﬁ? ﬂ%t?"%gv{géﬁwlﬁe&c@%ﬁf \élh’tcp'a{§§"é'é storedheeqeedi ved

nmobi | e i dent ity mabile ety #nd associate it with the MS 104, and process the received message (i.e.,

-

perform the registration). If the check 304 fails — the received mobile identity does not
match the stored mobile identity associated with the MS 104 — the message 302 is
dropped. If, however, the check 304 passes ~ the received mobile identity matches the
20 stored mobile identity associated with the MS 104 — or the mobile identity is urdetectable,
the UNC or GANC 116 processes the message 302 (e.g., forwards message 306). The
mobile identity may be undetectable in some of the GMM-messages GPRS Mobility
Management (GMM) messages between the MS 104 and the SGSN because they can be
sent ciphered on LLC-layer and the UNC or GANC 116 cannot casily sneak into these
25  messages. For example, the ROUTING AREA UPDATE REQUEST message is normally
sent unciphered and the UNC or GANC 116 can perform checks on this message.
More specifically, if the uplink message 302 contains an IMS, then the UNC or
GANC 116 checks that this IMSI is the same as the one provided by the MS 104 during
registration. [f it is the same, then the message 306 is forwarded to the core network. If it
30 is different, the message is dropped. The UNC or GANC 116 may also deregister the MS
104 and black list temporarily the IP address used by the MS 104, Other actions may
include notifying the operator with an alarm and logging the event,



20 stored nobile identity associated with the M5 104 - or the nobile
identity is undetectable, the UNC or GANC 116 processes the nessage 302
(e.g., forwards nessage 306). The nobile identity nay be undetectable in
sonme of the G nessages GPRS Mbility Managenent (GW) nessages between
the M5 104 and the SGSN because they can be sent ciphered on LLC-|ayer and
the UNC or GANC 116 cannot easily sneak into these 25 nessages. For
exanpl e, the ROUTI NG AREA UPDATE REQUEST nessage Is normally sent

unci phered and the UNC or GANC 116 can perform checks on this nessage. Mre
specifically, if the uplink nmessage 302 contains an I MBI, then the UNC or
GANC 116 checks that this IMSI is the sane as the one provided by the M5
104 during registration. If it is the same, then the nmessage 306 is

forwarded to the cor elfmied lifkmessdze i302 &Qtaln§ad‘h/fsfl ewﬁlrmstﬂaﬁa Eﬂ?%ﬁ%g:?c

dropped. The UNC al t he ck I i st
tenporarily the I‘grs h?gAr gsst%m u%g@\ébﬁf Ptsﬂ\é %53’58 &nths T%f'@f P EMly storedh i ude
notifying the opehadloigontaxta i, kawsranteerliNG og@AMNG ! ttias siwedit stored a MMSI bhe

upl i nk nessage 30@181@6}&16510@1@4 Ttl\éﬁb‘N@Brc?ArE’c TMQhec@E‘ﬁlﬁ/éﬁh‘Echl ‘%R‘}Eﬁ%g a0 has

not stored a T, is stored

| for this
in the M5 10 ﬁe ‘@W"‘J/Emmﬁ/@%ﬁ’ °f‘ﬁ%”“&9f‘3@6 §riormanded tp 1l creedetprke dtheyst or ed
a TMBI or P- Tl\/BIarCfd)ﬁfertdmtbe WBsabO4s drofped. UNG UNC GAGENT 16 @h?@ié& dérbhidter iaese

formarded 16 t ho oM i @R kgl in e Rty RS 100 QRSB ey ' °
dr opped. The UNCiftsd mﬂ&twfbemvwawwrumgwmngnmmvemﬁ 104 and bl ack |i st
tenporarily the | P adufess nesad Fourb e, Mpnkfid: sc@eh&rm@%baaﬂﬁ uﬂﬁ)ée of ! ude

3R A S SR il "
enbodi nent of th el%l‘c PNWAMNC bié redcivis & doypdink nicssagowsdl éonisiniigasagers 402
o shom  nen e uic SORGIG SRERCION R oo BB T B33P 1955 o

containing a ITDbI(%} identity, the UNC or
identity. 1f the*QSRMRIPHRGHRERYgddentiy frewlyassigned oncharasdhiobt MS D@ dbe UNG

(newl y assi gned erGANGNgad) stf)ﬁﬁho&cdh@edlr%blle1&8&1&%&%@5:3@&%%@49"%|&n§t ore

t he received b | at nd 15
process the r!gge++7§cf e 'Qéé“éex "?&9%:% Sof 8’?"’\?5 b ngﬁé%étggﬁ'\@%%“ Y- o’fﬂ’ﬁéh‘ﬁs 104) .
| f the check 40%4revgdiathat thy mobifenidentitytias arerdiclees styreth fesp. sz dyistictenths t or ed
(e.g., already epb3d4inehrQeivédiRessage is processed (i.c., forward the message 406 to the MS 104).

Alternatively, the mobile identity can be held and not stored until an uplink message is
received that accepts, acknowledges or completes the downlink message 402.

20 For example, if a downlink message 402 is a TMSI REALLOCATION
COMMAND, then the UNC or GANC 116 stores the assigned TMS! value in the MS 104
context. Downlink messages are received on a signaling connection that is associated with
the MS 104 context. The storing of the TMSI to the MS 104 context could also be delayed
until a TMSI REALLOCATION COMPLETE message is received from the MS 104,

25  Likewise, if the downlink message 402 is a LOCATION UPDATING ACCEPT and a new
TMSI is assigned to the MS 104, then the UNC or GANC 116 stores the assigned TMSI
value in the MS 104 context. The storing of the TMS! to the MS 104 context could also
be delayed untit a TMSI REALLOCATION COMPLETE message is received from the
MS 104. The process for a P-TMSI REALLOCATION COMMAND is handled the same

30 way.
Now referring 1o FIGURE 5, a flow chart depicting a method 500 in accordance
with one embodiment of the present invention with respect to uplink messages is shown,



M5 104, the received nessage is processed (i.e., forward the nessage 406 to
the M5 104). Alternatively, the nobile identity can be held and not stored
until an uplink nessage is received that accepts, acknow edges or

conpl etes the downlink nessage 402. 20 For exanple, if a downlink nessage
402 is a TWSl REALLOCATI ON COMVAND, then the UNC or GANC 116 stores the
assigned TMSlI value in the M5 104 context. Downlink nessages are received
on a signaling connection that is associated with the M5 104 context. The
storing of the TMSI to the M5 104 context could al so be delayed wuntil a
TMSI REALLOCATI ON COVPLETE nessage i s receif%ed fromthe M5 104. 25

Li kewi se, if the downlink nmessage 402 is a LOCATI ON UPDATI NG ACCEPT and a
new TMSI is assigned to the M5 104, then the UNC or GANC 116 stores the

assi gned TMBlI  vah uplinknndsage MPecdDd i QREE X | he B, to the
M5 104 context coplfl lesq. :jogc ol aved, #ﬁ?fl ;E‘*—?&%F”%éﬁ%g%%&%ﬁ%% CRBLETE
nessage is received fromthe . BRI Oselctermingd i demisfquelockRidd, ECATI ON
COMMAND i s handl gtlithmessageris pragssedip bloklo 06r (e farivarded; exeiltdd IRE). Sif, idwktepW
chart depicting ahdwlilosle chikiBG ' L ent. .of the
present invent, o%ﬂiﬂ h re%ct t o &%?‘ﬁ‘?@&%gﬁ%_sdgﬂgﬁﬁé tnglecision Ypdknk
message is recei vad T 115 B ddsity fsran INSL as detprminsd e desisina sk S0hand dent ai n
a nobile identi tuplikimdstage VB repiiiration reqnEe bedtenhing) in dodsicHENIRK B N MBI is

deci sion block 5 ' R34Syl rocessed in Qhlock 506 (e.g.,
f or war ded, exec utq g’&" dtﬂg{taaé?djé?!elli P’ Iﬁh ﬁgv\@vegfhe Mﬁ@mﬁfﬁﬁgfcﬁw’ %535%&’&‘8“?"&1* e a
mobi l e identity SPIMKIREsRES is gt aqeaistptinn fesyest, us duserininedin dsbisiorkblo-k308, andike t he
mobi l e identity reseign IMYBinatclas the ebed IINAckiRted O t%i:%,@@ﬁhﬂécgﬁndéﬂg the

uplink nmessagg i ojSt on request s.determ ned in decision Bl ock
510, the | I\/B?l%i smogi %@élc?géryﬁeg&gcsggﬁc%fegywaﬂﬁ i ﬁlé" #9621 hoWeverythe weeived

regi stered in bl B4 dgapnot mptch towored IMSE dseciate wiith ItherS, 8 @@terintned & dedision

regi stration requesd s142mhe G&L&E ' | Shon 5 t he

received | M5l matches the l?%tgégené I %& ﬁdnigg)?%‘éi%éfegp%\n% ?’@”ﬁgw‘%\g‘%élﬁ%rm ned
in decision 10 bPBOR" &Ar 2k pidheiolowdpgnrctiansi) desenisies the Mbinrbick §18; tladk tisttke 506.
If, however, thelPreidessvmsbiatel/Blith dREHIS Tota paios Bf LG % bREESR My 3S5QGi at ed

' bl ook 516 T ORI, e kb DRSS a0 serdsPin ol mebie e Bocsp2bme
fol | owi ng acti on'@8 indamatinsabeyt thendsopysi masstge golk d&re@stratibracteht imdbilet dition in
block 524.
If, however, the mobile identity is a TMSI or P-TMSI, as determined in decision
block 508, and a TMSI or P-TMS! has ot already been stored for the MS, as determined
20 in decision block 526, the TMSI or P-TMSI is stored and associated with the MS in block
528 and the message is processed normally in block 506, If, however, a TMSI or P-TMS!
has already been stored for the MS, as determined in decision bidck 526, and the received
TMSI or P-TMSI matches the stored TMSI or P-TMSI associated with the MS, as
determined in decision block 530, the message is processed normally in block 506. If,
25  however, the received TMS! or P-TMS! does not match the stored TMS! or P-TMSI
associated with the MS, as determined in decision block 530, the message is dropped in
block 516. The UNC or GANC 116 may also perform any or all of the following actions:
dercgister the MS in block 518; black list the IP address associated with the MS for a
period of time in block 520; notify a system operator of the dropped message and

30  deregistration of the mobile station in block 522; or log information about the dropped
message and deregistration of the mobile station in block 5§24,



| P address associated with the M5 for a period of time in block 520; notify
a system 15 operator of the dropped nessage and deregi stration of the
nobil e station in block 522; or |og information about the dropped nessage
and deregistration of the nobile station in block 524. If, however, the
nmobile identity is a TMSI or P-TMSI, as determ ned in decision block 508,
and a TMSlI or P-TMSI has not already been stored for the M5, as determ ned
20 in decision block 526, the TMSI or P-TMSI is stored and associated with
the M5 in block 528 and the nessage is processed nornmally in block 506, If,
however, a TMSI or P-TMSI has already been stored for the M5, as

determ ned i n decision block 526, and the rdceived TMSI or P-TMSI matches

the stored TMSI or P-TMSI associated with the M5, as determned in
deci sion bl ock 530, the nessage is processed normally in block 506. If, 25

h th

novever. Lo 1 ecel VRl i ST 40P o0l B k1ot 88 Ml
message i s dropfdth ¢ emfodisients ofs the TRreseuNBVeRtioTAND fesectrtey da‘hsimkpms{smny
or 1 | of L1 Sh i 000 g ASEHE o021 Dl 1k s Bl

list the [P address associated w't erio | e |n ock
520; notify a s§ett@macPdeberol-TMSIHprthe M fuds m@%@@élﬁrﬂ @@rmprb@ decisian on

of the nobils sbrtk 604,itHe Mvatikk 3Resapdl fi I d
nmessage and dere |str3‘RI| on of °the [?%b sI ‘Lereéslﬁéaeglugﬁ@%lﬁg?(ég E%WM@ %&e?er i ng
now t o FlI GURE 6° & fif JREYsGrthe dasriink mepsage rentae acBYST ar BIAESIdanthe Mpit#s one

embodi ment of taawmemaemm&dkwwmdmsﬁ&tp-wm m@%& (i@%ﬁégﬁ%
i n.block 602. t downl I nk nmessage

shown. A downl | receiyve
does not contal 2‘@% SL'CWW“F‘ PSSPH%‘“NB "(‘B’r‘bFé"s?nﬁFe‘i%@&‘m iy decision
deternmined in dbloclsﬁtlﬁnt}ﬁ dolwaliik fesbagel i prodessir] hathallP &6 BREK 666, PILOKRRI& tHen

bl ock 606 t the' downl | nk
Gsage conthi A ST i i diloh iosh ¥ S o BES B

nmessage cont ai ns a
bl ock 604, and $tbred ailﬂsso&mwﬁtﬂiwshemmmlocneve 4nid. the medshfe {YDkecsed rfafhiiylih6
has al ready stoggd qgd associated it with the M5), as determned in
deci sion block 608, the downlink nmessage is processed normally in block
606. If, however, tNOWIGfemiR todiGHRENGI flosv chaw, depistinied afetiod 900 imaod@:amﬁ:leon

S5k B8, et ko 0 5 A Ml LIS
ownlink message is received in block 702 If the downlink message does not
contain a TMSI or P-TMSI for the MS (or is undetectable), as determined in decision
block 704, the downlink message is processed in block 706 (e.g., forwarded, executed,
etc.). If, however, the downlink message contains a TMSI or P-TMSI for the MS, as
determnined in decision block 704, and the TMSI or P~TMSI is not new (i.e., the UNC or
20 GANC has already stored and associated it with the MS), as determined in decision block
708, the downlink message is processed normally in block 706, If, however, the TMSI or
P-TMSL is new, as determined in decision block 708, the TMSI or P~TMSI is held in block
710 and the message is processed normally in block 712. The TMSI or P-TMSI is held
until an uplink message is received that accepts, acknowledges or completes the received
25  downlink message containing the held TMS! or P-TMSI in block 714. Thereafler, the
held TMSI or P-TMSI is stored and associated with the MS in block 716 and the uplink

message is processed normally in block 718,
Note that any of the above-described methods can be implemented as a computer
program embodied on & computer readable medium wherein the various method steps are

30  implemented by one or more code segments,



bl ock 606. Now referring to FIGURE 7, a flow chart depicting a nethod 700
in accordance w th another enbodi nent of the present invention with
respect to downlink nessages is 15 shown. A downlink nessage is received
in block 702. If the downlink nessage does not contain a TMSI or P-TMSI for
the M5 (or is undetectable), as determined in decision block 704, the
downl i nk nessage is processed in block 706 (e.g., forwarded, executed,
etc.). If, however, the downlink nmessage contains a TMSI or P-TMsI for the
M5, as determned in decision block 704, and the TMSI or P-TMSI is not new
(i.e., the INC or 20 GANC has al ready storgd and associated it with the

M5), as determ ned in decision block 708} the downlink nmessage is
processed normally in block 706. if, however, the TMSI or P-TMSI is new,
as determned in decision block 708, the TMSI or P-TMSI is held in Rhgpk
710 and the nessage is processed nornal ).y i e libhied TovEk paticMarT VS|
is held until an quwwweﬁﬁ§§a§@“W§WE§%é¥b§3m?kﬁ%ﬁgiﬁg%l5, quﬁﬁgﬁ s or
conpl etes the Eﬁg@dlﬁ&ﬂs 2B (RO Wdcknk nielsisa guaBEIRtEnFRPEEn e B TVsT or "
P-TMSI in block 714. Thereafter,.t : bPtheMiimsé.s stored and
associ ated wi t Fethgds %sieﬂs%sﬁgﬁfdﬂgg%?ﬁ%ﬁ%ﬂgqﬁk ?I%IZ §>ms\ssage is processed
normally in block 718. Note that any of the above-described nethods can be
i npl enented as a conputer program enbodi ed on a conputer readabl e nedi um
wherein the various nethod steps are 30 inplenented by one or nore code
segnents. 10 The scope of the present application is not intended to be
limted to the particular enbodi nents of the process, nachine, nmanufacture,
conposition of matter, neans, nmethods and steps described in the
specification, but only by the clainms. 11 CLAIMS 1. A nethod for
protecting a core network (102) conprising the steps oft receiving (202) a
nmessage (302, 402) containing a nobile identity of a nobile station (104)
at a network controller (116) within an unlicensed nobile access network or
a b5 generic access network (100), the nmethod characterized by: determ ning
(206) at the network controller (116) whether the received nobile



identity matches the stored nobile identity stored at the network
controller (116); and dropping (210) the nessage (302, 402) at the network
controller (116) whenever the received nobile identity does not match a
stored nobile identity associated with the 10 nobile station (104). 2. The
method as clained in claim1, further conprising the step of processing
(208) the nessage (302, 402) whenever the received nobile identity natches
the stored nobile identity associated with the nobile station (104). 15 3.
The method as clainmed in claim11l, wherein the nobile identity is an

I nternational Mobile Subscri ber Identité, a Tenporary Mbile Subscriber
ldentity or a Packet Tenporary Mobil e Subscriber Identity. 20 4. The
method as clainmed in claim1, wherein the nessage (302, 402) is an uplink
nmessage (302) or a downlink message (402). 5. The method as clained in
claim4, wherein the uplink nessage dMs s received froma nobile

i t chi t 112 | Packet Radj t 25 node.
o The ot hod as ol ai SIS G ATHHCIRS fPHENATh () SPIGR IR PO 6 st o  ng

(312) the reeedivieg(208)0a esshgbe(302.t 402 odthising @ traahilk xmntyr afl 4 mbbi(elslﬂibn and

processi ng {6y §SCEINGH IRATRIREP W BRSPS b gessage

(302, 402) registrati on re uest as c afmed in
claim1, ¥urgenesic erhﬁoﬂhﬁwmmd@hmtmmm (610) the recei ved nobile

dent ity at the B8LMAk: 0965 EObE Shnicll OB BIACFRALP bl B0Ma' by ecel ved

nmessage (302, 402 enever’ the recelv nmessa ownl i nk
nessage ( 402‘5’“’!&3&6"%@@ the gtased axpbilpidentisy #teremﬁthwcwsorhcwgwlwﬁ 6hand dentity for

the recel ved mobry o ahorne itssad BOERIDPR 7 “&*"a"“%ﬁ“"%’ e T ol ler
(116) unti |l %%‘%ﬁww%ﬂéé‘%ﬁéé dogs Pt é&‘??‘%ﬁ’?b‘%‘ﬁﬁq“‘ﬁé%%"f’%d witheRfiowl edges
or conpl k¥t esndtile seiomiloshk nessage (402). 10

2. The method as claimed in claim 1, further comprising the swp of
processing (208) the message (302, 402) whenever the recelved mobile identity matches
the stored mobile identity associeted with the mobile station (104).
15
3. The method as claimed {n claim 1, wherein the mobile identity is an
International Mobile Subseriber Identity, a Temporary Mobile Subscriber Identity or a
Packet Temporary Mobile Subscriber 1dentity.

20 4, The method as claimed in claim 1, wherein the message (302, 402) is an
uplink message (302) or a downlink message (402),

5. The method as claimed in claim 4, wherein the uplink message (302) is
received from & mobile switching center (112) or a General Packet Radio Service support
25  node,

6. The method as claimed in cleim 1, further comprising the step of storing
(512) the received mobile identity at the network controller (116) and processing the
received message (302, 402) whenever the received message (302, 402) is a registration

30  request.



9. The method as clainmed in claim11, wherein the step of dropping (210,
516) the received nessage (302, 402) further conprises the steps of:
deregistering (518) the nobile station; black listing (520) an Internet
Prot ocol address associated with the nobile station 15 (104) fora period
of time; notifying (522) a system operator of the dropped nessage and
deregistration of the nobile station; or |ogging (524) information about

t he dropped nessage and deregi stration of the nobile station (104). 20 10.
The nethod as clainmed in claim1, wherein the received nessage is Mbility
Managenent nessage, a General Packet Ragh o Service Mbility Managenent
nmessage, or a Unlicensed Mbile Access nessage or Unlicensed Radio
Resources nessage. 25 11. The nethod as clainmed in claim1, wherein the
network controller (116) is an unlicensed network controller $116) W t hin
an unlicensed nolji | e Hecesbodet clairied @i €8 1,dhrtker gemprising e step of sefingor k

control | er (e}@ﬂgé’l’eée@ ? E%B%?ﬂg%&t_%t%&ﬁeﬁ%r?%ﬂ%ﬁ&dﬂﬁﬁ%d bﬁoes&ﬁﬁ‘(@bﬁj'ﬂﬁat' on

with the cor A conputer progfamenbodied on_ a
conput er r eadesived massiige (3020 A02) priisnenst itegrespived rresHige W2k 40202 r R sing: a

code segrrentmésegger(m?'aﬁ{d &Q réefidd n?obﬁsﬁﬁ&ﬁ?mlénev( 3Bile A2ty FaNhAmBbiRg a
nobile identity of nobi | e station (104) at a network controller (116)

within ar urﬁ“’r*’@éﬁ@élzl nobi | e access network or a generic access network
(100), the programcharacterized by: a code segnment for determ ning (206)

A T T WA NN SR R T
and a code sm¢sraned (T16) atdapmitwork Bdttilet (106)RtEaNLOB RRssaddiR yecaived (14)net wor k
that accepts, acknowledges or completes the downlink messege (402)..
10
9 The meethod as claimed in claim 1, wherein the step of dropping (210, 516}
the received message (302, 402) further comprises the steps of:
deregistering (518) the mobile station;
black listing (520) an Internet Protocol address associated with the mobile station
15 (104) for a period of time;
notifying (522) a system operator of the dropped message and deregistration of the
mobile station; or
logging (524) information about the dropped message and deregistration of the
mobile station (104).
20
10.  The method as claimed in claim 1, wherein tbe received message is
Mobility Management message, a General Packet Radic Service Mobility Management
message, or a2 Unlicensed Mobile Access message or Unlicensed Radio Resoutces

message,
25
11, The method as claimed in claim 1, wherein the network controller (116) is
an unlicensed network controller (116) within an unlicensed mobile access network (100)
Or a gOnerc access I;ehvork controller (116) within a generic access network (100) in
communjcation with the core network (102).
30

12, A computer program embodied on a computer readable medium for
protecting a core network (102) comprising: 8 code segment for receiving (202) e message



controller (116) whenever the received nobile identity does not match a
stored nobile identity associated with the nobile station (104). 10 13.
The conputer programas clained in claim12, further conprising a code
segnent for processing (208) the nmessage (302, 402) whenever the received
nmobile identity matches the stored nobile identity associated with the
nobi l e station (104). 15 14. The conputer programas clained in claim12,
further conprising a code segnent for storing (512) the received nobile
identity at the network controller (116) and processing the received
message (302, 402) whenever the receivegd, mnessage (302, 402) is a

regi stration request. 20 15. The conputéer programas clained in claim12,
further conprising a code segnent for storing (610) the received nobile
identity at the network controller (116) and processing (608) the received

nmessage (302¢3040ibh) YHeRAYVES b KRy YLImBBESAG8n (335 at a Addorkicsntdngownl i nk
nmessage (402?1 g)rsld. the received gﬁ)bl | e |de€%| té i S a new nobi LZ |g§nt| ty
for the robi HdCkVIgR gyue Tb‘lf?‘f mahile gecess pelwen on e&Rens RETFLRARREk EY08) MSd i n
cl ai m 15, whpmogiam chifrecierizedbyjed nobile identity is not stored (716) at the
network controll er il.an. uplj is .recejved (714) that
accepts, acknow :adcgoé%gean eﬁég%rr'i:) eéetr?ﬁh(g&ég ?i%%%%%csogg&lg“?%%ﬂ’&%ﬁ%l A
net wor k chnt recéivedr mpliilecjdentity hiamcen the Isiocdnsebiieileidity siared ss trehetwork or  a
generic acCegqybifd (k) a4d 00) . to protect the core network (102) conprising
a data storage devicé and a processor conmunicably coupled to the data
storage device t fagodsseema ot deopping X2 1Q %%@&Ge(é@?&,“ D2 theometeerhi ng a
nobi | e i dent édnitolteh (A6 RALAeRerShRkdcoRed MO, iderdtiBe d6t8 tdP iltch QM¥idr&d thmdite( 116)

characterized by, the dat. t or.age devj stores associ ations of mobile
identities t%c'ﬁ%’t)‘?sf%%‘gﬁ‘&‘dﬁ ,°ba'§ﬁﬁg?>“ Jt‘ﬁ‘g processor deternines (206)
whet her tthe received nobile identity matches the stored nobile identity
and drops (210) the sage (302 402) ,whenever. the.received. nobile
i dentity does notlg'rra?gi“3 céfg?flgf Bﬁ%‘}slcéwf’ﬁ{e]'ﬁt“?w 125 FLOBHRE 9% e nobi | e
station segment for processing (208) the message (302, 402) whenever the received mobile

| identity matches the stored mobile identity associated with the mobile station (104).

15 14, The computer program as claimed in claim 12, further comprising a code
segment for storing (512) the received mobile identity at the network controller (116) and
processing the received message {302, 402) whenever the received message (302, 402) is a
registration request.

20 15.  The computer program as claitned in claim 12, further comprising a code
segment for storing (610) the reseived mobile identity at the network controller (116) and
processing (608) the received message (302, 402) whenever the recejved message (302,
402} is & downlink message (:#02) and the received mobile identity is & new mobile
identity for the mobile station (104).

25
" 16, The computer program as claimed in claim 15, wherein the received mobile
identity is not stored (716) at the network controller (116) until an uplink message is
received (714) that accepts, ackrowiedges or completes the downlink message (402).
30 17. A network controiler (116) within an unlicensed mobile access network or

& generic access petwork (100), to protect the core network (102) comprising a data
storage device and a processor copumunicably coupled to the data storage device that



(104). 10 18. The network controller (116) as clainmed in claim17, wherein
the network controller (116) is an unlicensed network controller (116) or
a generic access network controller. 19. The network controller (116) as
clainmed in claim117, wherein the processor 15 processes (208) the nessage
(302, 402) whenever the received nobile identity matches the stored nobile
I dentity associated with the nobile station (104). 20. The network
controller (116) as clainmed in claim17, wherein the processor stores
(512) the received nobile identity to the data storage and processes the
received 20 nessage (302, 402) whenever,the received nessage (302, 402) is
a registration request 21. The network controller (116) as clained in claim
17, wherein the processor stores (610) the received nobile identity to the
data storage and processes (608) the received nessage (302, 402) whenever

the recei ved réteinea@62) @ 2hesagdQ82, 402) cdnlRig ainidbile MeiiRg sRORHiI¥ @doniel)! he

recei ved nobi Ie%e}"%\fla\%t i Ergl i fﬁ'g} new lm)bi #}e identity for the nobile station
(104). 22. The et Wor R gﬁ ?@'fﬂcf?ﬁg ¥as clained in claim21, wherein the
recei ved nobil e theldus stoypge devinptsiaesasediafart 6f mobild idemitict ol hotile sed®age i s
received (714)4 that accepts, 30 acknow edges or conpletes the downlink

nmessage (402).
5 the processor determines (206) whether the raceived mobile identity matches the

stored mobile identity and drops (210) the message (302, 402} whenever the received
mobile identity does not match & stored mobile identity associated with the mobile station
(104).

10 18.  The network controller (116) as claimed in claim 17, wherein the network
controller (116) is an unlicensed network controller (116) or a generic access network

controller.

19.  The network controller (116) as claimed in claim 17, wherein the processor
15 processes (208) the message (302, 402) whenever the received mobile identity matches the
stored mobile identity associated with the mobile station (104).

20.  The network controller (116) as claimed in claim 17, wherein the processor
stores (512) the received mobile identity to the data storage and processes the received
20  message (302, 402) whenever the received message (302, 402) is a registration request.

21.  The network controller (116) as claimed in claim 17, wherein the processor
stores (610) the received mobile identity to the data storage and processes (608) the
received message (302, 402) whenever the received message (302, 402) is a downlink

25  message (402) and the received mobile identity is a new mobile identity for the mobile
station (104},

22,  The uenvork controller (116) as claimed in claim 21, wherein the received
mobile identity is not stored (716) until an uplink message is received (714) that accepts,
30 acknowledges or completes the downlink message (402).



