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System and Method for Wrelessly Provisioning a Mbile
Communi cati on Device FIELD OF THE | NVENTI ON The

wo e@lnatesyy described in this patent docunment PEl/ane®4/002162
generally to the field of wireless conmunications.
More particularly, the patent docunent describes a
SysterarandrethodHor Wizelessly BrexsipyingraoMiobile € omymanimatioh device
comuni cation devi ce. BACKGROUND AND SUMVARY Syst emns
for sending and receiving el ectronic nessages (enmail)

using a nobile conMEBLEAOF THEIBVYVERTEOR known.
However, before a nobile conmunication device may be

usedhe dechaplogaslgsarihediin dhig patent dedyemenbidletes gestrally to the field of
. ' be..provi si one Lth.an _electronic il
Wl%e\éé%\gu%ce. r(%\[/ll o 'Oﬁegp‘?rgc‘\garg‘é r@? gﬁ%e ete&r%u?]ﬁﬁii g‘%gnbes a system and
metiinnivrelesdd pidvidibing hehsbilefcomhiniGutieA@BVBE Cat i ons i n
reference to the process by which services provided by
a service provider are managed. The technol ogy
described in thi éﬁkﬂﬂﬁﬁ%ﬁﬁﬁ%ﬂﬁ%ﬁl&ﬂ_. systens and
nmet hods for mﬁrei%gg&y-provrsron#ng—frTnga l e
conBystematiboRerlitvg afd réeiVinglatrogic! mb@ﬁfgésete;ﬁpiig%ingaa mobile
t wo- wa agi.ng devi ce, _a personal digital assistant,

pag : > dl .
COTgRUBICARPN deider e kmewn. FoWvey ibsfosm amprbilgsigmuaunication device may
[ [ ' ep at | ctroni.c .
be IBLTHSSER! W08 sORNCBrhl], BRPAMIGE Bl oBR PSR B e with an
elebieorge neilasesdcat Piokisionihg Isex gaperil fireathkol cdeim&ty udkein the field
proyi si oni ng request nmessage may include a wreless
of MeBHE icPIERIHGHORH rqf@'ﬁmerign th§ RrAeestnblyi Wlich services provided by a
serbi Lgationgpuijce in a wirel ess netwrk. The
provi si oni ng request message may be transmitted from
t heThe bicheologyndustribad iiw thisl @wiesteddcaniche peivedds rsgfeths and methods
nmessagi ng system using a pre-established communication
o e B s B e T e ST SR o o
. . , . r 0 . .
e A p e a0 T B OR i S LE T Plovision the
mobide aesEnimcagvmmdayicat iongpevateh withe anobletteordo mmsssagiaigi eystem, a
pro%%ﬂm%?g’eqelgg??g%l&%algg ng%qygnr?ggpfg%%%g%g@ nI0 % e{ clfp%gtﬁggi\égt?o% cEre%){ce. The
pro@ﬁlc@l‘iﬂg 'kei]‘téeﬁerh%!é%ﬁge_: RIRIAE B 13R1e3€ 1k fiTRYorP for identifa/ing the
operabl e to conmunicafe with a wirel ess gateway over
mobidsrpemmunisetiowo devito i adiiredess netvewkr diliecproeisRagesrelnesnmessage

ma}?@ | ecltglg?qﬁgﬁorg@\l}lfi e‘éc_?bl i%ﬁr@%ﬁ@?ﬁ?ﬁnn %icgeht% {flgbélelzc?ronic messaging

system using a pre-established communication link. In response to detecting the

provisioning request message, the electronic messaging system may be provisioned by
storing the wireless identification for use in communicating with the mobile
communication device.

In addition, a mobile communication device may be wirelessly provisioned to
operate with an enterprise server. The enterprise server may be operable to communicate
with a wireless gateway over a computer network to redirect electronic messages from an
electronic mail (email) account to the mobile communication device. A provisioning
request message may be generated at the mobile communication device that includes a
wireless identification for identifying the mobile communication device in a wireless

network and also includes an email address identifying the email account. The
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request nmessage may be generated at the nobile
comruni cation device that includes a wreless
w0 desvedesrat i on for identifying the nobile PCT/CA2004/002162
comuni cation device in a wireless network and al so
i n¢ludes an emni|l address identjfying the email
ProyiSioIAE reaPRY FRGSTISSITBHT PRyransHied oves Sieavizelpssynebeork to the wireless
SHi : ol 1.he. Wi.rel ess
sl B0 At L Ales) By M BOF ML ARIMONE ki Pl offie S hgssaee o
thepanmail sdcomitnginpepmsdil massageotbeolt MheentiprisRGeAA nay monitor the
using an email transfer protocol. The enterprise _
emé’i REEHR detert ithoprovisiondteateucst Bisssige adda responsciie detecting the
. . . . S . . .
PR R e ha RO REAE 1N b BBRSG | Aireqing email o
thetrhebilki comirewmscatebantevicecat i on for redirecting email to
t he nobil e communi cati on device. BRI EF DESCRI PTI ON OF
THE DRAWNGS Fig. 1 is a block diagram of an exanple
system for 1 egRIACHEREREPERIN OH PHAESSAARK (L @ Mobile
conmuni cati on device;, FIlg. 2 1S a bl OCK dragram
i 1] b das hbipcknlizgranpif en pranpld syserhdor midirett@gsdlyctronic messages
rovi si oni ng. a.nobi l.e comruni cati on device within the
to %?8 ?%Owaﬂ%f&?q 1&ystemof Fig. 1; Fig. 3
Ll LR, TR0 % Blod iihin AU ALON LRGBS o BIRAYS wirclessly
Fig. 4 illustrates an exanpl e provisioning response
provssgEge 2 Holyle Sorngunichti@wdeliieg et tHeustanatlé neflimotion system of
Fict anple nethod for wirelessly provisioning a nobile
& ni cation device; and Fig. 6 is a bl ock di agram of
an pxafPhetaRbhh ex ARANE YRR ' TAI LED
DESC?IgIaP'_I'I ON Wth reference n%\i?vgfégﬁgéﬁgﬁ??% ng figures,
Fi gFigl14 illustraish en kxainplg provivéning respemselneessagst em 10 f or
rediyecting el gctronj,c ssages tgo a bjle . S
cortigns 454 figf tmBa SRR 37 ESale i S wirelgsty provisioning
a mdPHé edmtnicatén/d@sceaan@nt erpri se server 12, a il
server 14, a storage nmedium 16 for el ectronic
mesBigg ip pleplailiagragrelbumxagwleamobifricanmimightégsdayatceway
18. Also illustrated are the nobile conmunication
device 20, a wireless network 22, a w de area network

(WAN) 24, a firewalDEPAILED DBRCRIETIAN, and one or
nore ot her el ectroni c_nessagi ng systens 28. The mai l

ser Wath referengg npwdp theedraving: fswess Fited dagblogk disteram o an example
syst%ﬁleféjfdr'}gdi%étiﬂg electronic messages to a mobile communication device 20. The

example redirection system 10 includes an enterprise server 12, a mail server 14, a storage
medium 16 for electronic messaging (email) account data, and a wireless gateway 18.
Also illustrated are the mobile communication device 20, a wireless network 22, a'wide
area network (WAN) 24, a firewall 25, a computer 26, and one or more other electronic
messaging systems 28.

The mail server 14 may include electronic messaging software executing on a
computer within a local area computer network (LAN). The mail server 14 is coupled to
local network devices 12, 16, 26 via the LAN, and is coupled to remote network devices
18, 28 via the WAN 24. The LAN and WAN 24 may be separated by a firewall 25.

The mail server 14 maintains an electronic mail (email) account within the email

account database 16 for each computer 26 in the LAN. The email account database 16
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conputer within a | ocal area conmputer network (LAN)
The mail server 14 is coupled to |local network devices
wa 200506526 via the LAN, and is coupled to renmtECA2004/002162
networ k devices 18, 28 via the WAN 24. The LAN and WAN
24 may be separated by a firewal| 25. The mail server
may/beeRaetamats Herage deYiFemnsaupied to the mal S)er\fam: déumnd mawhmncluded

t onput er
it i e AR QU VIR BUAS el il U 193 n SR g Sepeite devices
withixi ¢heSLANAJEhedRvipues 26ap) Belohi®of Hpluraitl oFRbMBhtedd(e.g., personal
and rm¥ be i ncluded within the sane network devi ce as
§

CoRpgterfp fqrmiralsy d#Pap COMPRIETSo AL OBIEr nmcessgegodﬁvme@) d@xplezde@) the mail
Se[)%lilt ﬁul QIJF{ ﬂ% *ZAN‘ th-g %Xé:c?lfgjgltegﬁ‘orgg n{%ge}galfg %}:F tP Ssend and receive

eletmsmmlseageé m@pvm@mmrseweﬁr ot her processing
devi ces) coupled to the mail server 14 via the LAN

t haeE EHepigtrBesE g SPH TN s s ey Zotrewtared by theamail serarer 14 in
in:gemgs §t81'5 £ 1JTBRGR8RS ol ”j ‘)Vlﬂylh oﬂ,aéld%negr engail account

tronc messages sen omt
16. arIﬁtI&t cmtgmin@yndsb@enmlaﬂdmwedeﬁ aihéhmam MOmw@ﬁhlﬂgshe LAN, then the

ssa storage | ocation (an "outbox"™) within . .,
mal sepee E@ﬁls lYFgS eanessageds #iinawning MmesprRgecATags w@atwn (an “inbox”)

in E‘%@t éir?%et ﬁxﬂgﬂ & sep\e;eraﬁtﬁggh{ ﬂ%cfﬁg%k%% rr%e g(%cgestsg to an email

accanni e caothgr rt‘é&ﬁﬂ)gﬂ‘, sicosaiey |spstami D8 haWevernblﬁBh )thd Mnessage is

t he ro ' te emai |, account (16. If the outgm
del gf‘sdgﬁg 2k o P51y A HICTHAG ClaE Ut mailr{ Bl h@ressed to the

[ t ,
cnBLSELLEH 5 ETSSBAID NS B PR R B it s

databaso ri]6n*g'1thineﬁ116ra:ppmpmw inc@mmg tn)essangel rs(ms@j Idcatldnhe‘ ‘inbox™). The

il account. 16, i S rec ed mai | rve 14 and
incGGie.eRE SUWADGREF FoE GO i AT A0S 1Y g fgmpiter 26, or
ma? BB @%maﬁw ﬂfsﬁea ﬂﬁh@%&%ﬁﬁt‘ér 54 BY ARENAiPSAAAN,

i nbox" e Incomng emmi | may then be retrieved
fr ohe hletemmﬁ Iseryet b2 maylleclbgie te}@etromnpnmb(ermﬂ) r@dlremayn software

be,.aut onat i cal | d onmput er 26 [
exeg i bR T oot Rt BT B, LA it et Sept b 1€ oberational to
redRb&CEle@Rirc il Iﬁ@wgeb)(eﬁeﬂ (RS 1188 SRfif WBERnEXSC Itﬁkg mobile
on a conmputer within the LAN. The enterprise server

conuguigatia ﬁ@\ﬂ@ﬁ 20 gand efgi placst messeges smlit dramithe n@bslagemmumcatlon

t he, nobi |
oA e 167 B BBt 2650 B4t By e WL RRYY B e entrprie
server A stdies ﬁ%bilé de GO TRINCAoh 081 cH Q¥ 1aGRirelBssl 1ﬂé1ﬁlﬁo|§ﬁoﬁ(@g | a PIN),
account 16 for delivery by the mail server 14,

usedrie épmwaéem@rthizn@k@r@mmw@nd@wwo n(sﬁenﬁtgl ,ofigs. 2-5).

r
Y Ay G0, R ot B bl ciation
devZde. 20( 86y a dirget, TEP/UB levet &5nnect10n 27 with the wireless gateway 18, which
provides an interface between the WAN 24 and the wireless network 22.

When an electronic message (email) is received in the inbox of the email account
16, the email is detected by the enterprise server 12, and a copy of the message and any
necessary mobile device information are sent over the WAN 24 to the wireless gateway
18. For example, the enterprise server 12 may encapsulate a copy of the message into one
or more data packets along with a wireless identification (e.g., a PIN) for the mobile

communication device 20, and transmit the data packet(s) to the wireless gateway 18 over
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The enterprise server 12 may, for exanple, conmmunicate

Wi th the nobile communication device 20 using a direct
waameshedesevel connection 27 with the wrel ess PEI/€na004/002162

18, which provides an interface between the WAN 24 and

the wirel ess network 22. Wien an el ectroni c nessage
a qugalal CP/IP deved cennastion A7+ Héeiwitadsss @pterray Idnmpy thenmosarhe wireless
. the emni| i.s detected .by.the enterprise server 12,
iachfifieditf, 5iPb ofee B Jevid BN L sabmiclie el ackets(s
coteMirze thef SesRédiO NmdEes ehfer OMRY viilt@esWANetRArE 023 N® the mobile

W reless gat_evva 18. For exanple, the enterprise
coppmationR dewge @hcapsul ate a copy of the nessage into

oneor.nore _data packets al,on ith a wreless, .

i deh ?CFPEJ& fnéaﬁsaég: 591{13 o, r\lﬁe %Lé)‘ﬁnllg hc_eon%%l?lf:%lon device 20 may be
en@PHITERE Galol Gt BeMiRE ddd, padkéls talon@swith at RweA! Rlentification for the

packet (s) to the wirel ess gateway 18 overa direct

enteppise seiver, &2 apd arediben Hanseptiedrpeerihe afieless gatmeonk @2 18 the wireless

then e t. ' Lbdentificati and/.or her
sy 10 2 ) RS R LECY PRSI fr e
entepelseb&ie) 1 Tnfoawat fige ddiepeikers)rovet the M ABRTLLOAUE Entefise server
wireless network 22 to the nobil e conmuni cati on devi ce

12 yefepabdy viaohiigeatd$ PAR e v e eanngctiom2t h dnepsesaiving the data packet(s)

frogu(r)mr%uo%r%%g% %thg%&gﬁg tﬁ? gﬁ%ﬁ?st%hs%g&eggﬁdérﬁ&&d tﬂen‘taﬁ)cloosrég electronic

mebggai(éthaitiaintothef @itbdxhef #hotagdoetatsicerfsil Yeoudl1@NThameil server 14

then transmtted over the wireless network 22 to the
thegjdeterisdae gueidimipe pytboxpad dekivarets messasrags descrikad abowe.

t he . TIY . .

15 PERIEEL LR gy b aRehith b, REQRR 5753 Glorypring al
eletthaie nfessqpes sent between the entpupeibe sabéryl vamd the dhétdlet communication

TCP/1 P | evel, connection 27., Upon receiving the data )
devieq: 10 (s?orf ABHHNe AR F&‘%@%‘C gEREEREY tPgbet Frdirasied  i9r thee mobile

coBSHEA AR50 AR FORLGRE0R 85400 LTSRS v sevor 12,
andathecametypi®l mebmgemidy them berendapstlated idet et sr tioee dmmiplackets for

in the_outb and del.i vers, t he ssage,. as descri bed )
deliypy, & tHiamaRHp coBrmuicalion deyiShea). bao TRRAT AET P lectronic

meQagd %yfﬂeﬁﬁ%leﬁcr?ﬁe@ﬁévﬁnﬁéBéﬁﬁfe'@mﬂtlnhni%btﬁﬁlt PARIIR, 22, 24, 27 from
nmessagés sent between the enterprise server 12 and the

thenanidrpesec sarmemi 2 40 it nbile cemaOmidation idestcaride, Samilarly, electronic

el ectroni ¢ nessage 1.0 be redi.rected to the nobjle
oG R T0h HevPeR ORI B B TSt dOafRy be encrypted and
corfifeRed SER AhBYmbhie &OhRhRIIEHBn SEENES 2b2beRRY Velty packetized and
encrypted nessage may then be encapsul ated into one or
transonged do athp aeiterpsisé servael 2y ey meyt temaimlenteypted over the entire

corfFHR DAL 8,2 6, BB B8Hp bl 8% 20 o e
ent&pfibd &re@npuni cation path 18, 22, 24, 27 from

Fig. 2 is a block diagram illustrating an example system 30 for wirelessly
provisioning a mobile communication device 20 within the example redirection system 10
of Fig. 1. The illustrated system 30 may, for example, be used to provision a new mobile
communication device 20 to operate with the enterprise server 12. The provisioning
procedure 30 is initiated by the mobile communication device 20 by sending a
provisioning request message 32 in the form of an electronic mail (email) message

addressed to the email account 16 from which email is to be redirected.
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the enterprise server 12 to the nobil e conmunication
device 20. Simlarly, electronic nessages sent from
wao b@soeisst e conmuni cati on device 20 may be encPgpCazho4/002162
and conpressed by the nobil e conmuni cati on device 20
bef ore bei ng packetized and transmtted to the
ent Anpxiamplegeo visionirg, requredt magsag@%lsnlleﬁmﬁq@nefa g eds illustrated,
tire comunicati

the QY 8 ECRTRGIICELE G ErLIocd £9 a2 tors e BR pofifsipisadenteation 42,
sucﬁearsvaepl}j-?and':d ass%roi‘dsﬂl e Gisrelésa A Achiors 45 #hd gngo@&ample be

exanpl e 'system 30 for W rel essl Yy provisioning
automaticably catdrahbyltheinsebi REowinturiicatioh deeixa 2 loe nrag diermeartuiabiy entered
syst.em 10 1.. The

by BYEViER b dhepadiney 4408 prestEl ohteEe By Metfivieg 1EeY to ensure that

thecﬁ%ﬁhﬁ%tf _@Iﬁes@,l eNdsS e lsofr@ﬁezi Fhed Wdbile! dnBRAIBARI &&/we 20.
server he provisioning procedure 30 is initiated

Thépassierdrbbiniay, formsiancsabé o tad@dlbdeccmﬁcnvg Qeiydhengachnlmstrator 35

forglP ge\é]lt%ﬁ?é s%??ﬁeir %3? %ﬁtﬁp%e)s(%z g véieng@% fgg& up}?élﬂg%?\flce 20 is
puraﬁa%e& W rddy B BB G8ng B®hé oihSr §RukRemEARI T8 Gli@HoAo the wireless

exanpl e provisioning request nessage 32 is illustrated
1dentmﬁqailgn 43. andspasswggit f4tthel provisonipg ye@fest message 32 also includes a

pro i PR LTS, 45 980T, P sl 6y,
exahipe, We a§ir& 88tehtlBiell iidré at pasel@. gm?}roxflﬁbmﬁg Bqlest”) Bluded in the
automatically entered by the nobile conmunication

subjpst field of theprowigipning eavasamessasn?2red by a device user.
The e v,
i s i
the Jobiile dofr@rcatidhi dbvive0lte thowirdRbLgiteway U8 victie 2reldss etwork
password 44 may, for instance, be obtained by

22.cdhe az@tqlwg gateézwt hihenprvads thegowisionile jeguest message 32 to the
r [
ele&%ﬁ%ﬁﬁ C car % us% %@ﬁﬁa@%&?i gl% d&o‘f“}%ﬁ%i/a@ %é\}f?p (élﬁlple mail
trar@ber pratecbl)isi ng soms ot her secure neans. |In addition to
the wireless identification 42 anij passwo

pr obhS PURIPRS SEREEd L fﬁ%‘é‘&"é@ thegemalf gpcquity h@é @C@lvgd electronic
meﬁﬁ%éé tﬁét%blgﬁe rtl?éqyx%jfm ﬁ&k 1rftﬁcat{1h@6. gg 81;’ EinE,NMe enterprise

est i cat o or exanpl e,
seryer d2deae nionited theosud)j eot ﬁp]lds af eeceved .emadilsrfow ttei mhmased provisioning
regyest..) in Iu ed_in the subject field of the
reaiiein RS IBHITHEC b e, RS BES PRSPPI Godgal Heowsage 32 in the
inb6t Of af en{alﬂ d@f)fﬁi’t' Pd e Qﬁkefp?igé‘ 88 el TES S8 BesSthel Fassword 44 If the

ransmtted romthe nobil'e communication device 20 t
passmdv\M ab e@mgathﬂwalye F8tevpriset sreven 12| mevisions viksekl BP. creatmg a

redllrgczxg\émsa{c%%ésgggﬁ tgl%sﬁ:ftgglglrfmfcgt{ovﬁaag\%cet BS glrdogtioﬁ{qg %en Fireless

identification 42. In addition, the enterprise server 12 may enable communication with the

—:%

mobile communication device 20 over a direct link 27, such as a direct TCP/IP level
connection, by generating a provisioning response message 34 for delivery to the mobile
communication device 20.

An example provisioning response message 34 is illustrated in Fig. 4. The
provisioning response message 34 is addressed with an email address for the mobile
communication device 20 and includes a network identification 52 in the message body

that may be used by the mobile communication device 20 to communicate with the
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el ectronic mail account 16 using an email transfer
prot ocol, such as SMIP (sinple mail transfer
WEe@s06wE) . The enterprise server 12 nonitors PCECAN@IN02162
accounts 16 for received el ectroni c nessages t hat
i ncl ude the provisioning request indicator 46. For
en@ml S@I'Ve[f hlezp@ﬁﬁreﬂm disectsliky @7. 12‘1 rdgitionn tteo praviidoning  response

recej emai.l.s .f or
mediik g IR0t rRSHRR 3 6 IRET P bt 5T 6 ragsenge and o
prcﬁ)@dlﬁﬁhg ?@pansanﬁ&ib@tbp 56 lﬂﬂnd&tﬂglﬂi‘@ noBRS eafthudatibn WBice 20 that the
i nbox of an email account 1 the enterprise server 12

me@@eﬁﬁﬂé%apmlwwnommwagphe password 44 |s val i d,

t he e ver row sions itse .

cr oneTAE BEBARS ERE 25 B op e uine? FhshieRg 4 iy be placed in
theCOUthai b€ #d @naillavicigt 16 I;agnﬁheSetntHrpﬁ@ deer 12 16t @8IBvery by the mail

identification 42. Ih addition, the enterprise servef

seryer fhy HitaBlat wesyarubt delivesh the pwvm@m@ asespense message 34 to the

er%f)eg?‘%. t%%%lﬁ | ﬁ1 Ie\%lzlen’éaéﬁﬁl‘gllé %I'Ot%%?tl %l,hc kg§2 %fgChTﬁe mobile

corﬁfrﬁmicsh@m dedcd 26 pamnS donesaate, Réelmr as@@dlﬂ‘é@ foird1Esstdiail account
bi | e comruni cati on device 20. An exanp
thabwdnaleta@rﬁdrtg the Syiesiese cAwyand8 iBardestq tqndsamda@@qu gmail using the

emgf(]:] ans¥er %JB?O(BL otﬁhﬁh %Hepq%%gq%gj ? @%%n%ﬁn%%sage 34 addressed

resse enal

to t(he morabile cainnmicheivh devied 2atte ivirelessgstieway €8 Wahidits the message 34
%nt ification 52 in the rressage body that may be used
qusy h‘elrﬁlﬁ?ﬁ petwesRdnioc His BiebHe \sosEnuication cdgvigm20at Ehe mobile

coriﬁ‘fn %ﬁtﬁ‘?ﬁéxﬁé@%b ?I‘falyst%éﬂ e te?:tzthg:_[p%wglgﬁmg' Irega%tga(l:e llrgﬁcar%éfy% in the

It1on oVl s1 oni n

receimed udessagep asaifgr theS padsorovd r54t yaﬂdh Prauidioe nitdetf tvwith)fthe network
response i ndi cat or

.. th sag nda rOV|S|on|n

idepigfi f5? ft%ﬁgh é‘s% 8FTEMni EREIOMC aussragss sy then b@rtensmltted

bet%&?‘ﬁﬂ:ee tise rp&roM §dd3ﬁ’1'e Ho! HifeS@nfmibRit8ice 20, as described
Referring again to Fig. € provisioning resp

aborv‘es&s‘é!gefezehcmg/Figlpl aced | n the out box of the erml I

acc 6 the eT’%‘h‘@B sev 2 for, delivery
t he f‘er‘ﬁf éler %r 12y cinelide sa t‘ﬁ@lmumcatlon
sub@ﬁs@éfhsboﬁbﬂlgrf 2EHRRRE TR 5@%?06%&5113@ shﬂ%st’é‘n{ el egs coransmumcatlon

gateway 18 using an emmil transfer protocol, such
subSydiEn nTyeberofiratde ¢o womnivniaicowithldhe wereROs gaywafl dB via the WAN

24. 1 ReBopa iPuHe 054 flerthnd W o€ GulBigrod® ibmpgion. The

prob&dsing REbsHEnT BEL LY Qp&ﬁﬁﬂe'to ot hd 28198 Bhia ih HRRERbry subsystem
prot ocol © Upon Tecelving the provisioning response

andnexseitg @ragrame doset sdthe gnerheryrsubsyistens amrhiniceudel tha communication

subg;ésg go 12 fgtfm1p and V%ecr;e%lree Forfiih E‘Sr‘f’%%r]tﬁe WM tﬁle en?erpnse server 12

may also include a provisioning program stored in the memory subsystem and executed by
the processing subsystem to perform the provisioning functions described above.

Fig. 5 is a flow diagram illustrating an example method 100 for wirelessly
provisioning a mobile communication device. The method begins at step 102. At step
104, a password is established. For example, a password may be established by contacting
a system administrator, using information provided with the purchase of the mobile
communication device, or by some other secure means. Once a password is established, a

provisioning request message is generated by the mobile communication device at step
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over the wireless network 22 to the nobile

communi cati on device 20. The nobil e conmuni cati on
wa@lewsne9620) nmay then detect the provisioning reREDAOZZ04/002162

indicator 56 in the received nessage, verify the

assword 54, and provision, itself W|th t he network
10§ ghoh dnctidea thoRESYORbANG Hed Bieiudep i wigclgwsridentification identifying the

ransmtted between
Hm?hg8&5%@?%?ﬁ§€a§g§§%?9%5&' gw?ﬁgknoblle conmuni cati on
deviAg estep0 1 0@ sthd gmovisioathgalsguest whedsagee {2 tripiegitte@ ﬂ:chﬁ the mobile
1. The enterprl se server 12 illustrated in Fig.

corpupigaion dedrsion? tagst Sleckopisyaail kgmail) Asprimy ‘@@Bsa}?lsqf@?ﬂ transfer
g cat
B 5P 96 ST TSB! ) LEAREITA L gt i »c
redWBditﬁirﬁgStegﬁﬂﬁW&zyto]l& ass@aciitbé v&XﬁhNh@tinob'ﬂbe:oﬁBlmmyatmn dev1ce for the
subsystem nay be operable to_store data_ and progr

pupp§eophiedireeineTEBaip ras esdiasg abgrey Y etapnhlp, ae B{%’ﬂ%@llég request
h
mel e 11608 i B LR il el Srol B S WO BENEREAE request
metsage anyebd Hetectodnini thec atbow of thb sy sdtemdibadcoamisising angovisioning
rece e [ nfo H’gcﬁ m gler the WAN 24. The enterprise
request {‘7‘ YD {ae mgEsagenr ovi si oni ng progr am

st OA?gte#nﬁlﬁ,r}ﬁ%g%@B}’d ﬁluﬁﬁx&%lﬁme I8 @(ﬂxeg)&ﬁnésggge is verified.
processl ng subsystemto performthe proVistonin

If thespass worlsis desatid) theul thebroethod Bady. at Steps 28. Dth@miseagfrthmpassword is
illustrati an e thod 100 for wrel essly

vallg, BB RS TRg] 2orEET B SEeg Al SIP okl A oo bR e dhossage

is P&RIAS] dhatSIRRLAN a ﬁém%&@ Hdél%caﬁolp%lsw gntbﬁ)nse server. The
establ i shed. For exanple, a password may

progistcailg whipahsb yneseage ag then graasmywd éut@nvbnﬂes@mnﬂnumcatlon device at

[ f t i d chase, of e .
st P Fstrb R et cigopad shih 39 SOBRE” ORR SteP bl e wiretess
netWBAN fdenfiéLion RABAVPIM thes ﬁﬁ/is%ihh% ‘i‘&ﬂwstam%sﬁgé $h@Rh& @nterprise
request nessage i s genera ed b e nobi l

Served mmr&adbm icaton whadedsmetbq tpeowlmnmg m@ﬁpgn@smpw@ge are used to
actl]gatgﬁtreﬁg;?cﬁlgntsga#éfls %rfg{] fﬁs %ma}['llmlélilﬁ]:lce %la Iél\cllfelgt%l Tl“ eC ]glte hola then ends

ats r@pess network. At step 108, the provisioning
%st message is transmtted fromthe nobile
nb st blopk disgrane iliustrafingstrysramplemebidnsemminication device 20.
[ nsf t oc c
The( erﬁglk}:llﬁ)p &%ﬁgﬁ&p&tﬂ)@t Q%Yr%% Sg‘é Aé:hfdteg 2 fr{gcgsrsﬁqg s%?ystsé}'n 438, a

con@fiGivationts BulssySieR 41 Ir adhbming@rboﬁmmﬁmﬁyh@hubs§st§m 420, a memory
assoc:| ated with the nobile comruni cati on devi ce for

subgyséerp 4P hod?d, gpd vadpyeetieh gedempybsysieme ead/pr prigvansgyedules 442.
Th oﬁﬁf Qcaﬁﬂigmltc%tgcﬁ} ﬁ’é\@é’é fd ngé F}Qldcf‘eg YeRbe 1&?6?52’1@9 Q’Vﬁl?’h hlnclude a

etecte arget” enai ccount . exa
displapul 3, @ kieytghar® d8@,s4 speaker 432, a microphone 436, one or more auxiliary

input/output devices 428, a serial port 430, and/or other user interface devices.

The processing subsystem 438 controls the overall operation of the mobile
communication device 20. Operating system software executed by the processing
subsystem 438 may be stored in a persistent store, such as a flash memory 424, but may
also be stored in other types of memory devices in the memory subsystem, such as a read
only memory (ROM) or similar storage element. In addition, system software, specific

device applications, or parts thereof, may be temporarily loaded into a volatile store, such
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nmessage may be detected in the inbox of the target
emai | account using a provisioning request identifier
w0 p@bess2 Wi t hi n t he nessage. At step 112, theP@EE30#/02162
i ncluded in the provisioning request nessage is )
verified. If the password is invalid, then the nmethod ,
as aardom aegeaymemory AN #6e Commymigationsignstsireceivediby the mobile
cotnfifitidaliBn HEVOSH a0 GRE4R sifePlot@atithg At step 114, a
provi si oning response message IS generated that
| deMhief prosesgingesuboydterh a8, iihi alditicantd dts Gpertitioe kystérs Efunctions,
server. The rovisioning,resEonse nmessage i s then

h

enghlemaxeritiaanok sfivmee ARmlicRdons thgtdeise by 4 predetesmigged set of
US] il t | . .

oo B GhuTBusty HEAREREARER] SR s AU gy cations

mayrbetingtalgdooti thi deviog 20 dqting manefasiage rudditha, e peodliis@®rmation
server_network identifigcation jncluded in the o

magagsfi IR Applicatipy nEeluding 25 eclsF OIS dnesRiAg  Frpdicetion, may be

_ | . < or v . - oati .

4 BR15ET e 0, 5: SORIOLE ST 081 st e

dathlitends, slichgs amail] ¢talatdantvents, avice xenily) appoimtinkts, and task items. The

communi cation devjce 20, The npbil.e camuni cation, :
PICRAPLEA0: i) Db S 0 FRBleciScyey Aecat o ipiaghoms, via the wircless
netoRpYRI cati ons subsystem 411, a short-range

comuni cati ons subsystem 440, a nenory subsystem 424,
426 Coamaunicationususttioes, decliding sditsy shénwomadicommunications, are

of t e dul es 442.. The bi | e communj cat i.Qn devi ce
oSG loigE) Ao eAbon REREGe A hnFh PRPY ABIaes e short-
ran@k Y3hAYurftdAiond skBYBRAT 44¢30rheactRBaKiktidAB dubsPstem 411 includes a

m crophone 436, one or nore auxiliary input/output
recdiver 9¢2, 428pnsmitcerdildl andoone d8@orardfeonasodhgr4ifsedn addition, the

i nterface devices,.. .The processi ng subsystem 4 . . .
corp BRI aR e A e B A oGS Tfipeioh as a digital signa
proeBd¥BR (D SRY 420081 eCiSrosinERRY RE(sN 86 ¢ s SiBAIoYR(I0s) 413. The

executed ‘by the processing subsystem 438 may be stored
specHicadgsegrs pryd é@nplementation ofidhe gemaunicatipn seboHsiem 441 iy dependent

may, al so be. st.ored,in,other.types _of ..menory devi ces i.n .
Ry R SRokoh b iy B ol TR R B 20 5
int&@ide8it81 dpafat&t FoaGRaMbRBNnobild casleiuhication S¥$ic8 MO may include a

software, specific device applications, or parts )
commupisation mEpsysten ehidordgsigngd |te agraatentiathin e aMobitex™ mobile

cor@%lﬁn#&%tli%{; fn, 3nd Ba! %@%ﬁﬁﬁiﬁé@%&m F}éé?e‘?n, a GSM network,

Ion-'sighals receilve

a GPRIMENERA, B OMTS netwrRndry aa[BIGH acistopk.ed t o RAM 426.
The_processi ng subsystem 438, in_addition to its o
opeN&tTaY asges aniVitRTRetoNaLY depsniiag wWesctheityhe ¢f communication

sysge?%ggﬁe?{%ﬁlﬁgd ﬁngtz{e il\gcgb?lteﬁ‘t’%’r aﬁ@DﬁﬁTA@Min%ﬁv&Qs, rhbbile communication

devices are registered on the network using a unique personal identification number or

PIN associated with each device. In UMTS and GSM/GPRS networks, however, network

access is associated with a subscriber or user of a device. A GPRS device therefore
requires a subscriber identity module, commonly referred to as a SIM card, in order to
operate on a GSM/GPRS network.

When required network registration or activation procedures have been completed,
the mobile communication device 20 may send and receive communication signals over

the communication network 22. Signals received by the antenna 416 from the
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applications that control basic device operations,
such as data and voi ce communi cati ons, may be
w0 p®babdesd on t he device 20 duri ng manuf act ur ePCT/1A2004/002162
addi tion, a personal information manager (PVf)
application, including an el ectronic nessagin
corapphicetaen awetworkly 2Bearenguidd éol the reprivete ¢ e whidhe pRividles signal

, for .exanpl be oper.abl g,.to or.ganize.and nage
arnfieptofl, 8GR flowd aRfiFT B Dichenr HRDLT FI1A0GR R85 may also
proVRiel #halodnB QigitdIRBh Persisd Arﬁfdg-ﬂotcﬁ%ﬁﬁl c®heersion of the received signal

PDVI a%%l icatron may al so_be operable to send and

allovecthp RS Ptatrerform meorgicamphix opirrieyreestion dengsiors, ach as demodulation

w‘g@%ﬁ% Z:I}il % gfrflﬂgﬁ%telll‘lglgfepo%l%%y S(lﬁ %utg%}sﬁﬂggcp &/ B Setwork 22 are
ProBeTBl (4. & Aok UMD &S LREDEYL by AISIDSPSAIDIN b Bl préVided to the

shqrtraﬁge conmuni cati ons subsystem 440. The ) .
tragsgrittem At fop riligitad sips erdlogl ConyHBiond 88quencE el wenvarsion, iltering,
. mittear 4.and ong 0O e 4 418. I.n
e Ph e i RO B o R eSS R 4P g ot via the
antemial41des a processi ng nodul e, such as a digital signa
processor. (DSP) 420 or other processing device(s), and
| ocH additipn | tgt Brogegsings romapmicpian signals j the Jasp g Capeovides for
y , . . . < , o
B 2P b AL TP 3L URY SO bobguicatin
signaddiih ehe eeoriir: cARI anl denndter2014 sndynbendgsliviety opgifdled. through
For .exanpl e, a_ nobil e conmuni cation device 20 nmay

autpralicgrin sortEthlaariiEns BRPlEmERGS intte S Hki gned to

o . . . |

2poiEh Salh b R LA, SO 681 s or we
pageSidwidbad)r ik , pracdSREdS byetheorokymenitiMbs sudbkyederk, 4 Anandringn to the

DrofBRAICH SN THo Gl GIEREb U CIRTEB eSSty fhrprocessing
deviced B! Br obtpul Fa Mgglaﬁl exhl &y alf%%ti@@lgqg RAGE '&dheg %ﬁ%@éﬁﬁﬂo device

nobi | e co nication devices are reégistere
428 etAnvdlekice sisag neyuslsg wempeses datal itdngs rsuch ias afmah nressdges, using a

kesBig PRSI s o BRI B S Rbik 42BcBiEl Jsch ouchpad, a rocker
swifhs @ AR NBELL Br SnRLBBES tyPE6T MPutiRiceOThR HRPLESR dafh items may
GPRS devi ce therefore requires a subscriber identity
thembel trarsmitiodower the cehmundtiomnetwork &} ¥Madhe dominmnisati@r subsystem
41fo operate on a GSM GPRS networ k. When required
network registration or activation procedures have
beem £9bREoffurdiSRioRDBbEE FeFMLscsRIdn0sY B8 \deGR 48 siBNantially
send and receive comuni cation signals over
similar to the data communication mode, except that received signals are output to a

speaker 434, and signals for transmission are generated by a microphone 436. Alternative
voice or audio I/O subsystems, such as a voice message recording subsystem, may also be
implemented on the device 20. In addition, the display 422 may also be utilized in voice
communication mode, for example to display the identity of a calling party, the duration of
a voice call, or other voice call related information.

The short-range communications subsystem 440 enables communication between
the mobile communication device 20 and other proximate systems or devices, which need
not necessarily be similar devices. For example, the short-range communications

subsystem 440 may include an infrared device and associated circuits and components, or

9
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t he conmuni cati on network 22. Signals received by the
antenna 416 from t hecomuni cati on network 22 are

WO ouee6sD t he receiver 412, which provi des siPEEICA2004/002162
anplification, frequency down conversion, filtering,

channel selectlon etc.,., and may_al so prOV|de anal og
a Rlgetgp§i¥ sonemwnieationomodilsaio Qr%dea i CTPIBiRAeR B gimilarly-

enaBﬂ-ﬁ s&&gﬁk\éﬁ&jd&1%al allows the DSP to perform nore
co communi cati on functions, such as denpdul ation
an dThie eatttenglesdriptionsises dxamphasrio ellsplose Qﬁ:&lhﬁertt@nbmcludmg the best

transm tted to the net k, 22 _are processed (e.
moge i AlsedtoAablerfcRAERR S VQ{M Rehoar lpmaleennchyss R dhvention. The

pata{tgo\{é g(?o%e of tl#eriﬁvérfti%ﬂstﬂj Bludd bthef Qianﬁﬁflgﬁ t{h@% octc‘ar #Nb&skilled in
conversron, conver si on

theanq) i f F@ratdxampmw dombanamnmd;e oembalimbets ¢ arayu mhhads | ®Npre-existing
network 22 (or, networks) .via the aint enna 418.

ComPUEIINR. FRAYBPh L AN CFHVIRICC B o P §P’§1H§r}nécatff {ae pagyisioning

reqfi&? aRd %Yésﬁﬁémhg redroR&d Hfksa gé@b&%eﬁ HRNRISbilE Somdthication device
cont r ol nﬁ e, galns applied to conmunication

ands ilgn ahtsrprise t deever.e c #ov eaxadhple, athd prowsomingt ssquédt4amb\privdsioning
adapti vel controll(g%thro aut matj c gain contr

respANgo MESHESS | TRY D5efik Qlfgterg seg‘vﬁraando I’che mobile

conRERH nlid:RE: Hﬁﬁg a ﬁlﬁe@&ﬁh"mﬁn@' AVelFi $HeNG ftb.§§ IREECK02.11), an
nessage or web e downl oad, 1S processed t he

infracedriink, aaelﬁmorsdb&y st bnsdihg et prﬁpﬂabIISbed hemmunication link. In

toce n Vi C he .recei
o B HBEEEICRe ) oehd b BSE g HEdres #38ihaton o mobil
conﬂHﬁlﬁlHiudnode@ldé'\ﬁﬂll EtdrLother that & eSdMREHNEPStdn® a§ AlBtrate in Fig. 1.
other auxiliary 1/0O device 428. A device user may al so
Forc exquple, datmaobilee semmamisations davidel mays bagéfsrelaaslwngroaflsmned by
excE board 438 and/ or. sone,ot her. auxi

L RSO saraded PGB Holfse gmesbdes Bver 4 pre-
estzﬁﬂlb'ﬁ@él ShealnicRlonSRIE wahheY elbdtRRi® mailngsfentithét @6es ddteinclude an

conposed data itenms may then be transmtted over the
enterprisaserceaor padingetionogapabifitios. a t he communi cati on
subsystem 411. In a voice conmunication node, overal
operation of the device is substantially simlar to
the data communi cati on node, except that received
signals are output to a speaker 434, and signals for
transm ssion are generated by a m crophone 436.
Al ternative voice or audio VO subsystens, such as a
voi ce nessage recordi ng subsystem may al so be
i npl emented on the device 20. In addition, the display
422 may al so be utilized in voice comuni cation node,
for exanple to display the identity of a calling
party, the duration of
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a voice call, or other voice call related information
The short-range comruni cati ons subsystem 440 enabl es
W@ 0set6sat i on bet ween the nobil e comuni cat i oPCHEX2M®e/002162
20 and ot her proxi mate systens or devices, which need
not necessarily be sim|ar devices. For exanple, the
CIs{dM$:- r ange comuni cati ons subsystem 440 may i ncl ude
an infrared device and associated circuits and
conmponents, ora Bluetooth(tn) comrunication nodule to
1. Pr oW dRtidar of PRovEENEAS ia0MmoBild Rominliri @kibY CRaReeR operate with an
systens and devices. This witten description use%
entebpaiﬁp Isetyet, ghel iegwrlm'se sehver i eingnopaable ito coudingcath evilie st wireless

and al s on skilled in the art . .
e P it RRESR o drfrh SRRy mesfheen Rty flettapuic mai
(entdTg abdbu@iiol RO nitBHe toahiidRa06M8vic BEMpASing:hat OCCW to
those skilled in the art. For exanple ot her exanpl e
enbgdichlingsa nma@mmmng Zequesiprgssage it |th@n@bﬂmnnmmm’qlon device
e PEREF o) R HERLBLERY AT bl HoPE HRGRA Bl vice i
wirBRESRGR SIOAIVER int INGes WMDirh Al S1IEH M@lﬁtyl@g]tﬂé%maqpac@%t
the enterprise server. For exanple, E{;ow Sl oni ng
r eqU@@mlﬁm the d%rp@sl@mnggremé@pméag«?e@@ag wma}essenetwork to the
.between the enterprise server and the nobile
ergféml ¢Htion device usi ng a Bluetooth(tm link, a
W - fding thekerfdil 8ddredsEEHEra80it k9 prodisiddihg 2d aésﬂméﬁéageato the email
t el ephone link, or by sone other pre-established
accewms ISR el transfer Pratoenddi t i on, the technol ogy
des 0
b5 4 0 RO RS B B e oo
r edinr mepame t6 Misteetin@shd plovisidrang reqmeﬁl Igessige Ethe email account,
exanp a nobil e comunj cati on, device nmay
cor\ﬁ%ﬁ@%&@l ALGEPIERF %W@ﬁw%vd@ﬂﬁmﬁ@lpwgdw@%%m ng
request and provi sioning response nessages over a
preest abl i shed communi cation link with an electronic
2. mai Thewsthethof blaim dpfstheotompridingde an enterpri se server

or redirection .capabilities. CLAlI N5 A net hod of
pr o8AVETHRE ﬁg”%“ﬁ%ﬁ%%éﬁ?&ﬁ?ﬁ?ﬁ?%%ﬁl\gﬁt igelydesa P@WBH%?%%SS for the
enté’i‘BhEE @& MR [ RinkiBiBs ﬁl%%)’l%\[/rgﬂ&@%f‘ﬁﬁh@ Eérﬁglt&eﬁéf%hl@e' ng
erable to communicate wth a w rel ess gateway over a
co n@ans&nttmgtthm plovisponiegl respanseahességeotoi the mesdaryg eatefwraymsing the
E ﬁctronlﬁ_nail (email) account to the nobile
emALHTHT PEYPEN devi ce, conprising: generating a
Pr O ArSi?finB Othe ggﬁHeﬁfon@S %ﬁ@n@t mef@eimbi ‘Jh@ mobile communication
conmuni cat ron device that 1ncludes a wireless
deviagarver theowtdless neovarkieandi fy t he nobil e conmuni cati on
dev

con%gunng the mobile communication device to include the network address of

the enterprise server.

3. The method of claim 1, wherein the provisioning request message includes a
provisioning request identifier, and wherein the enterprise server monitors the email
account for a received email that include the provisioning request identifier to detect the

provisioning request message.
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wirel ess network and al so i ncludes an enail address
identifying the email account; transmtting the

WEe@3i06466Ni Ng request nessage over the w rel esSBCTIEANDAK02162
to the wirel ess gateway; using the emai|l address to

transm t pr ovi si uest message. to the emai
4. accgbﬁfneﬂ?glf’é iﬁﬁméndﬁtertl sette BYISIOPHETEBYCS! 1fsntitigis mgluded in a
sub'&?ﬁ@ﬁadﬂth Qfémnlﬁgore edsefesdaB€ Provisioning request

ssage; |n response to detecting the provisioning
request nessage in the emai | account, configuring the
e the wire

5. SOLELPLISS SIYST, | ShlIch e e M 1eLeos oot fo communiat

r e S
i R e e e—

netwerkver that identifies the enterprise server in the
conmputer network; transmtting the provisioning
response nessage to the wirel ess gateway using the

6. emaj| mtemaséfeg roRfsRiriP mBBﬂ’J‘%Bi‘nh{uhﬂﬂtl&li‘ QlePIc8 Vb S4B Gvith an

response nessage to e nobi |l e communi cati on device
eleciomic mhssagingeysﬁsm, cmnpmmmg and configuring the nobile
conmmuni ¢cati on device to incl ude thg netmgrk addr ess

t heSBYt rd DEOVIIQUIRG req;lest-rwgsslq%? ﬁ }lglcmnfqumcatlo}cl device

thatVReRAbda SIR:1635 MenfieRidhdfof REUASindBRSAGKIY dHrhHEGSatfon device in
provi si oni ng request identifier, and wherein the

aW@ﬁkESpﬂﬂ@é{server monitors the emai|l account for a

recegi ved £ that. i ncl ude Rrov siopin quest .

| eI RE e qup Sen e i Fey r S Jore e gp b ¢Bhmunication
devidests Ql%eléetroﬁlﬁm@ﬁb@tﬁ@ s§dteri ugin@ aPre-obrabladhBd E@munication link;

provi sioning request identifier is included in a

s ubjedeatingitled prowfsioniig 1eAGsE BiceHILH gt the gleeenipiessaging wystem; and

o pEele e, e A EO G Bald b sk Bl{fjoning he

cledtfonitOmassdEing 6{stdiafd ifdlddevied wirerseidbntdivativer t he
conputer network. 6. A nethod of provisioning a nobile
communi cation device to oper at e Wwth an electronic

7. MeSSA0LGLS VLA 6CRIMRE & nerating a
provi si ofl ng request messa A%t he nobi | e
conganetatiag i 0 prodériey response message at the electronic messaging system
that includes an address for communicating with the electronic messaging system over a

direct communication link;
transmitting the provisioning response message from the electronic messaging
system to the mobile communication device using the pre-established communication link;

and

provisioning the mobile communication device to include the address for

communicating with the electronic messaging system over a direct communication link.

8. The method of claim 6, wherein the pre-established communication link uses a

simple mail transfer protocol (SMPT) link.

9. The method of claim 6, wherein the pre-established communication link is a short-

range wireless communication link.
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that includes a wreless identification for

i dentifying the nobile communication device in a
wWoweehess2 net work; transmtting the provi si oni PQI/CA2004/002162

request nmessage fromthe nobil e comuni cation device

to the electronic nessagi ng systemusing a

pre-established conmuni cation |ink; detecting t he

10P" O\ilhéll’llll 'hgg o 91‘&%2% "HRG8YC A r‘erégtaﬁ &s%t%&r O ule1ﬁ%t1on link is a

messagi nd rnres po erect

Blsteoth B wmmn:@t%teﬁﬁk.rressage, provi si oni ng t he
el ectronic nessaging systemto include the wreless
identification. 7. The method of claim6, further

co [ S €.MeSSAYE  <yr: o
LSRR i SEBE R S BB SRR SR GRR S i
comdmmﬁﬁﬁoﬁﬁﬁk,commm cating with the el ectronic

nessagi ng system over a direct conmunication |ink;

transm tting the provisioning response nmessage from
t he [ g
12. rr%uﬁlﬁ qu%tfl{?% rc])% vﬁig ﬁae?ﬁ’?l{t}eem r%t%)gi p&hﬁamcatlon link is an
mfmmrhmﬂt.catl on link; and provisioning the nobile
communi cation device to include the address for
conmuni cating with the el ectroni c nessagi ng system
ove ' t.¢C Ex 51999
13'c:I a?%gé{,; ét\[/l\ﬁ(groefi ﬁm%j? éﬂ&ggtﬂ{g%%g ﬁ%ﬁblgjgrgndmm ca 192{t10n link is a
teldphoke lisles a sinple mail transfer protocol (SMPT) I i nk.
9. The nethod of claim®6, wherein the pre-established
comruni cati on Iink is a shortrange wireless .
14. Co”ﬁPQ's?&Eﬂn (ﬂ\h%la ahﬁtoﬁﬁé ROSInRhicalG Fevice W'OpEaR with an
the pre- esta nlcatlon Ink I's a
entijuea; cetvh, tthy eummpnﬂal seaver dn:iﬂg’ nlkeralﬂl& to Tosnmatitedel with a wireless
aim9, wher he ﬂbi i shed cormunl catio
ga"F‘fV?ﬁk oy aacqy@p %Wﬂ]l..lfg IF"& ePRRAIC asssaphs frpgy Hpeleeifonic mail
i la8dcRint WHRE RIoBilE BEmRT ﬁm@ﬁ&@@w SNER HOTPHIY CRlek 8m
(e 32 |snan i nf ra}e |#' 13. Tﬁe met hod of claimo pnmng
V\,h et epmmuhisapere s@eyettmu os»hlebledo womniugiatecyvel thﬂ:lcompuaar network;

ot FERRBH IS st oo o B ot aeith OB

a processing subsystem operable to store and retrieve data in the memory

subsystem and execute programs stored in the memory subsystem, and cause to the
communication subsystem to transmit and receive information over the computer network;
and

a provisioning program stored in the memory subsystem and executed by the
processing subsystem, the provisioning program being operable to cause the enterprise
server to detect a provisioning request message in the email account, the provisioning
request message being sent from the mobile communication device to the email account
over a pre-established communication channel and including a wireless identification for
identifying the mobile communication device in a wireless network, and the provisioning
program being further operable to:store the wireless identification in the memory
subsystem for use in redirecting electronic messages from the email account to the mobile

communication device.
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enterprise server, the enterprise server being
operable to communicate with a wirel ess gateway over a
W@ opie®ws2 net work to redirect el ectroni c nmessaperCALOW002162
an electronic mail (email) account to the nobile
comuni cati on devi ce the enterprlse server
15c:om}r sigprise swmerul elaim o SYhsEsjs tthenpepasianing rogram is further
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and retrieve data in the nenory subsystem and execute

PrOyiBYHBSEeSRBR dIPTFagH dO nBROMYDLY weyBREHsationd devios eJVLeo the pre-
estﬁlﬁfshg@ it rl}lfl%é{é?ﬁ] gﬁ%&?%%&h%{glﬁ ﬁle 3 1{? z{dd?%g ésr Sé:e% 195 provision the
mdbile ¢omirmnicagop dedtatn @&mnﬁﬂodt@ﬁth&h@ﬁﬂ%ﬁ% sRGyst em
and executed by the processing subsystem the
provi si oni ng program bei ng operable to cause the
GENt 4P, r C | §i.0 st
16 SRECTRED IR VL, Br EBLE UL, SN Bt e RMeb BN opwppication
chanaslasgea bieipig nmértankfeoprotdvel (BNMITPE communi cati on
device to the email account over a pre-established
comuni cation channel and including a wireless
171 denhl biakisone 16y -
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empil eddrsssed ionthe prmdlrazoovnei ng furt her operable to "store
the wireless identification in the nenory subsystem
for use in redirecting electronic nessages fromthe

18.8MiThe BREPUEL sdrPerd JTIATRDIS @Vh@féﬁmh@'p\?l\ﬁlblgﬁngqﬁgggﬁse]ﬁessage is an

The enterprise server of Claim 14

empit eddredsediongwinelrgs emil sccountt hetheapehiirosmmigeivardyieea
provi si oni ng response nessage that includes a network
address for conmunicating with the enterprise server
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response nessage to the nobile conmmunication devi
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14, wherein the pre-established conmuni cati on channel

oG si nple mail transfer protocol (SMIP). 17. The
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provisioning re sage s
v1ahhﬁre$smanbm&ﬁleount 18. The enterprise server of claim
15, wherein_the provi sj oni ng response nessage is an

a memory subsystem operable to store data and program information;

a processing subsystem operable to store and retrieve data in the memory
subsystem and execute programs stored in the memory subsystem, and to cause the
communication subsystem to transmit and receive information over the wireless network;
and

a provisioning program stored in the memory subsystem and executed by the
processing subsystem, the provisioning program being operable to cause the mobile
communication device to detect a provisioning response message sent from the enterprise
server over a pre-established communication channel and including a network

identification for communicating with the enterprise server over the computer network,
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emai | addressed to a wireless email account for the
nmobi | e communi cati on device. 19. In a systemfor
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with an enterprise server, the enterprise server being
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execute prograns stored in the nenory subsystem and
to cause the conmunication subsystemto transmt and
receive information over the wireless network; and a
provi sioning programstored in the nenory subsystem
and executed by the processing subsystem the
provi si oni ng program bei ng operable to cause the
nobi | e communi cati on device to detect a provisioning
response nessage sent fromthe enterprise server over
a pre-established communi cati on channel and including
a network identification for communicating with the
enterprise server over the conputer network, and

provi sioni ng program being further operable to store
the network identification in the nmenory subsystem for
use in conmunicatingwith the enterprise server. 20.
The nobil e conmuni cati on device of claim 19, wherein
t he pre-established conmuni cation channel uses a
sinple mail transfer protocol (SMIP).
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