S E\eBeJA@(tD6zT17" 1 METHOD FOR STORAGE AND TRANSPORT OF AN ELECTRONI C
“ CERT! FI CATE This invention concerns a storage and transport nethod for a
"X."’509 ‘type certificate. 5 The el ect rodic certificate, like for exanpl e type
X. 509, is a collection of information for everything concerning the
identificagd f I ' ' Wi i iven by an
accr edi temm ?ﬁﬁrﬁf{){mﬁ é@w&ﬁg@ﬁy%éﬁ@%&rmﬂga ng such
a certificate. This is why, accocﬁmﬂﬁlgﬁt'rlﬁ | evel of undertaking of the
authority giving 10 the certificate, they can demand that the hol der

provi des guarantees of his identity, for exanple that a notary confirnms his
i dent i t y Thithinvendian tboeems a storege@nshirapsporpnetiod fornapka09 type
corresponding to the issuing authority and a part corresponding to the

hol der oPefqr'}Ecﬂﬁrti ficate, which is called "explicit". 15 The part
corresponding to the authority can be identical for all the certificates

gi veng by | i Pyyal i Nl gma tia 5T, hese

t wo p%\rtgﬂangleggtéﬁpeéé(rgﬂgétﬁs’ilpﬁ:g?'leéégﬁn%drllégggng 'sel’%grfaltsu?eébvuﬁimof)n t hese
two part snfoymigtions fot eberahintPr edncernind vide identifithtionsiefhaa helder fi cate
is received froma storage server, the signature is 20 verified thanks to

t he publ ietedtegnicallyhd his scentificate Hsr given Dyi ank egceedited: authodty rthate

certificate originating fragmithe issuing authorjty. . 1 ndi cated above, the
si gnat ur aingdertakesoid t'%ﬁ'lq &‘04% RQF qg:?P?*‘(#IC?'ﬁi'C@E?'ti ficate's
contents. These certificates are generally stored in a storage unit of a
conput er, . a : WJdl Gt J i i Gy Of 25
the i ssuiangée{%hy’i ? 9&8&1'{]6%6% }eé\)icéslﬁh@d%ﬁé@ﬁgeéfeﬁ@iﬁﬂgégyogﬁr? of a
certijhi cape Gérdifiedtednthey’ €aR Vdérmanguthzir theahbigrngrovidesguarantess ofn
modul e role to be used i'n this way. For this reason, a sinple diskette is
suf fi ci ertis identitypfqgreexample thatta notary cordirmsopisridentiyd at tines to
transmt such a certificate to a user. Nevertheless this principle does not

1 tfici ity for th f the pri K ichis al
necessaryiErCatficaicals peheRatically Goghavrener et PethRporiind e Tnis™”

invention_lS t0O i1l : i wLieat e and
the. secanpengradRHy il e s TriespbritingilotleMaler o the cHificae?
certifi cayRichSstlledsvkplieit”.pur poses uncontrol | ed by the holder, such as
identity usurpation, the authorization of non-desired transactions or the
reproduction of transactions (replay). This aimis reached by a storage and
trangpor tTig parthcorfesponading te dber anthorityr cani bg: ddertical & @k iteat e

having an authority sectign for the Lssuing .authorjty, .a.kmholder section for
the hol deﬁer&ihcaw@ ven; By ﬁH@@%‘H@"Q-ﬁ%Q@&@ %aZ'O@d 6%péf§lterm' ned by the

i ssuing authority, characterized in that all or part of the holder section
is contai i I ' i tgi yggt hority
sect i on 1 Lodehfef e XA e ifpnakabier s Beificate Sonfiricea sigianae

advant ageyfftehesh theke tWe parsby nyears ofitiee aathority'st prieatei key.he security
nodul e. This nodul e can have the formof a mcrochip card, a nodule with

PCMCI A or USB interface, or even a transm ssion nodul e without contact.
When such a certificate is received from a storage server, the signature is

20 verified thanks to the public key of the issuing authority. This key can be
found in the certificate originating from the issuing authority. As indicated
above, the signature allows one to verify the authenticity of the
certificate's contents. These certificates are generally stored in a storage

unit of a computer, as well as the root certificate, which is the certificate of
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25 the issuing authority.




25 The transaction programres on Internet' require an authentication by-a.
X.509 type certificate. It has been established that part of this g
certificate 3 can be common to a | arde nunber of users and represents the
section suitable for the authority (inplicit) emtting such certificates.
only the part

It is th advant ageous, thanks fo this jnvention, 1o stor
sui tabl e reeé%hﬁﬁ‘s%rart nterest: in i"f‘isPﬂ@nQe vamcgr%ffrﬁisrfoOm an @&xanpl e

5this s ' ' L LT, | A, Thi ' dan of
data  hudoh (b eI BBWRGIRE M RBRLCad RoRURL Filedtl BE TR Cor age
havi ng cqhjgwayual type contents is preferred such as the transactions
carried out by the holder. A though this certificate is fractionated, the
signature of the issuing 1o authority on the ensenble of the authority

sect i ons Fordthi®ireason) acsimple diskette iis rsufficient to dransport the wertificatese t wo
entities. Therefore if, one ,of the iwo ﬁarts i.s nodified, the unique inmge
canno? begqpcPé’rﬁi veed atdimeg tQ fransmijt stk a-eedtificate tp aHS&Inti cation with the
public key of the issuing authority on this signature. 15 By signature, one
under sta : ' | .| ' | of the
dat a consr,}iqi‘g\éérﬂggelg)%gﬁ ﬁﬁp@ﬁghg graéls?to; dﬁﬁa%?'ghgts ?gHﬁwofrrHrgﬂgrré}; e)®and
encrypti i tihe sprivateudkeyraahidly ishealss i Nnetesdeary €r tdre 1818 | trangddtidn si gns.
The al gorithm used for the establishnment of this signature is an encryption
of an asyperalipeal type. 20 For verification of such a signature, one uses
the public key of this entity to decipher the received signature and this

val ue i s -gaonpare ,th the ult of the.unique inmage carried out on the
data to adl'Réft ngé(}tl\@e M Rgetﬁbsci"bmt@? @%RB@%M% Lﬂﬂ’iﬂﬁyﬂﬁynﬁ @re
equalp t inf J j LG and have data

I nt eé?i t:#.? eggéqjﬁed#ﬂf}g?\fte?%ﬁa\?\nﬁ?%%%gﬁg;eﬁfe'fe Eﬂggg;{(%gd thanks to the

follow ng detailed description, which refers to attached draw ngs, which
are gi vennafad, ribris impottant vihatxtip! eertificatéiishnot dsed ffagupargogesr esent s
the verification of the certificate of the issuing authority, - figure 2

r epr esentcondrallest by dhatheldeshsueh@s: identity usarpation, the avthaerizatione, 5 -

figure 3 represents,the authenticati on of, the reconstituted certjficate,
g: of r1%n- eSIredttransacttlons or tﬁe reproduction o ransacilonsczrep()alayi.

This aim is reached by a storage and transporting method for an
15 electronic certificate, said certificate having an authority section for the
| issuing authority, a holder section for the holder of the certificate and a

signature section determined by the issuing authority, characterized in

that all or part of the holder section is contained in a removable security

module and that at least the authority section is contained in a host
20 computer.

This method also has the advantage of reducing the quantity of
information stored in the security module. This module can have the form
of a microchip card, a module with PCMCIA or USB interface, or even a
transmission module without contact.

25 The transaction programmes on Internet require an authentication by a
X.509 type certificate. It has been established that part of this certificate



-.figure 4 shows the processing nethod of a transaction, - figure 5
\represents the authentication nethod of the tine, - flgure 6 shows the
‘concl usi on signature on the data set, 3 figure 7 shows the sent nessage. 10
Figure 1 represents the extraction of the public key of the root
certificate the s CU{Ity root certifica t he

RCA i§
certificat@d PRQ“PQQU ch& E%EQﬁo'PH"P??efﬁﬂ 'és%rr?i angdJepregen g‘%é&f’ BRit to
dth tif t
TOL.  Thi S8 Tor B LINGRY URBACR SrPfing suer SRR 5 0t the | ssui ng

authority. This key allows authenticating the hol der S reconstituted

certificatdswhus atdeantagecus, thanksated thiseineeption| tto pstote @nly fthehparter ' s
certificate. The STB host unit sends this root certificate to the security
nmodul e smultabietfpacaaqmuspul(ﬁxwlqvaynctheuem@vaw@ supRords in aur exempleat i on

of the holder S c ate in.the secur the latter gnserves
the | gtV SBRUFY a%emcreph%gamda%waf%ﬁ BRundlanEy s osis

cert|f|caﬁ?ﬁﬁ§ag the extraction of the public key CAPU (see
nmodul e X) nctlon I's carried out with the block B on the explicit

and inplicit data of the root certificate (explicit part of the issuing

aut hor i tyln faugt) incihese @oduwed, ddtat sterage ihraving/cbntranmaidypefooeﬂemsas ssuing
authority) and the result H5' is conpared to the referred value H5

i ni tial | ypraferred.sugh aadhedansaations cagrigdroul by thehaldetent i cati on
operations are stopped and the host unit is infornmed. Wen the two val ues

caf oguar Bl QHaﬁqﬁﬁsbgeﬂﬁfﬁgLiscfwwﬁttsaf 5 5iGHaflien8Y oines Ssingor der- <
recongt i tahefh ﬁzrdd ihé%tn%en‘lﬁletﬁﬁth%@uﬂﬂ?ﬁtg ﬁldﬁ%e ndNoldier BABGsOfe-t NE
I ca e

root certi It can make t reques ernet network near for

exanpl e testablishingthd ralation ddtiveienathesei thecentitied.CDi r) al | owi ng access to
desired certificates (CAl, CA2) CAn). 10 In figure 2, a first smart card

SML is re%resented in which the explicit part TCEl of the hol der as well as
i ts secref hregforsif anpe @‘ttbeeiuvo partsiis mpdifierk thesunighetimage gappet beof t war e

aut hent 1 cariieel i 4 watie B sRGlietBHEAtnenbgalisT Wit ke biBlisevel « ha
carries O#Hecfstéﬁlri Em&ﬁtﬁoqﬂe{ms§m SRS t card. It is al SO able to transm t

the certi ate| I'ts cause of this, contains the data of the
authority section TCl1. The STB host unit is Ilnked to the rest of the

wor | di%y Bytsignatureponexangerstandsdhedirotess lthat eomsists Rbtetétdzinindia sites
to obtain the data of 20 the issuing authority CauD, |nformation about the
time TSAuuBigue ieageof the slataigansidered-by thisi signaturer(bytaHasbfunctian t he

the dat a. 1 SXERBIE,aBASRGRIASBE Uniddedmateloydhe Bivakekabar B "
accor di ngghfiyA v&’r‘i@ﬁeglﬁrfs.s"l'ﬁét 'a'lﬁbr?thn’i hesé@Cror' the Btdbfshment of this

signature is an encryption of an asymmetrical type.

20 For verification of such a signature, one uses the public key of this entity
to decipher the received signature and this value is compared with the
result of the unique image carried out on the data to authenticate. If the
deciphered value and the unique image are equal, the certificate is
considered to be authentic and have data integrity.

25 The invention will be better understood thanks to the following detailed
description, which refers to attached drawings, which are given as a non-
limitative example, in which:



25 preponderantly. This operation will be described in nore detail further :
on. 6 The verification of the integrity of this certificate is done with
the process illustrated in figure 3. The nultinedia unit or host unit,
represented here with the STB block, transmts the data of the certificate
cont ai ned izn the,destinatjon, host .unit of secyrity no e SM For this
pur pose, i fioure % “%RIPHSP#% Qhepéfﬁf'ﬁ?? Iief Bﬁei Qeam’?@i‘?n@gtﬂ"ﬁ I584ol e in
t he: STB k%lf‘thol'i{vt’ it is possible to store part of the "user" data
(explicit) 1n t'He host unit too, the rest being placed in the security
nodul e SM Those data are organi zed in nodule A supplied on the one hand by
the STB hofigumi 2, reprdsents Itheotbafighweatibrbshdatiag Tel tafo tgartseifothe of the
10 security podule. It is inportant to note here that the data TCEl of the
security Gastificatear e not si nply sent to the STB host unit for treatnent but
that there is the security nodule SM which controls the operation. The data

recongtit I [ edirected: t owar ds t.h TB host, unit and
form ? he 'lc*@-ﬁ be“?/ E@)’%%&&@W‘?a@@ﬂi%ﬂiﬁa?@i\ %fgt e'?ﬁ°°P6";?t8§ %?@g?%ece 15
provider. Mdule A operates as a synchroniser and reconstructs the
certifi catfgyrecPsHOWS the pme@éﬁg;emétﬁsdfd?fanﬁéngaéti&h,sc' osed by the
conposed block of elenents TCE, TC, SCAT. In the certificate reconstituted
in nmodule A, one extracts the signature SCAT fromthe holder's certificate
coni ng f rdigurad sqpesests the authendicztionoetikokpf tiddimemt her ed dat a,
excluding the signature SCAT, are sent to nodule B that has the task of
determ ni a I gue ipage fromthe assenbly of those data. This inmage is
obt ai ned '3&%‘9@&0‘(‘/&45%Qﬂmiuﬂpaﬁlgeaﬁﬁﬁaﬂf}/ﬁ}ﬁjd af8lit 25 collision) which
is carried out on the data set in a precise order H= f (TCEL, TCI1). It is
admtted_t t ' ny different data set, which gives the
sane resulf ag ?ﬁpgﬁﬁﬁgt%'ﬁ%%g?mge I s produced by a unidirectional
function and wi thout Hash type collision. The used

10 Figure 1 represents the extraction of the public key of the root certificate

by the security module SM.

The root certificate RCA is the certificate of the issuing authority. This unit

asks the STB host unit to send the RCA root certificate associated witq

the holder's certificate TCI1. This root certificate contains the public key
15 CAPU of the issuing authority. This key allows authenticating the holder's

reconstituted certificate with the implicit part and the explicit part of the

holder's certificate. The STB host unit sends this root certificate to the

security module SM to extract the public key CAPU. At the time of the
_ /installation of the holder's certificate in the security module, the latter
20 conserves the image H5 that is the result of the Hash function on the root
certificate RCA.

Concurrent with the extraction of the public key CAPU (see module X) the
Hash function is carried out with the block B on the explicit and implicit
data of the root certificate (explicit = part of the issuing authority, implicit =
.25 part of the authority having certified the issuing authority) and the result
| H&' is compared to the referred value H5 initially stored. If the two values



atgoricthmcan be of type SHA-1 or MD5 and this inmage expresses the data set
“singularly. The algorithmtype to use is specified in the certificate. This
i mage ‘i s safeguarded in nmodule Bl for $uture use. 5 To verify if the two
parts of the certificate are integral and authentic, the security nodul e SM
extracts ft.he signature SCAL of the certificate and deciphers the latter in
modul o ¢ SRR oREBrIGAIP8 ebgrafors,cra, eitpddy ebuRebist it %
operatioqnﬁﬂﬂﬁe@pnsiders the paraneters contained in the |0 certificate,

whi ch describe the kind of signature and the |Iength of the keys. In nodule
D, the reference value Bl' is cal culated and conpared to the unique inmage
Bl. If th&/Hemtheltwesvaluesdd4pant HS\arecequdl| the publickeyhefithe issulngan be

used for future operations disclosed by nodule E. In negative, the smart
card SM vauthoridy is safaguardedaard ©anobe disadhfarautheatiaationioperations afhe STB

host it, Fi 4 sh he fa). i tion, which ists i

aut hoth 21 6 BOdPERJ8EONSTtL1PH certficEut ous 1 est on the aut henti cation of

the certificate is positive (see nodules D and E of figure 3) the STB host
dul h i i S

rodul o Caf (RESTEok ARTSAS Rot dg5cd BransSpifodPiies i 2R hake .,

t hat contthiensedestaon eheaimterret! tstwdrk méat for éxamplotei dlsitet Radipigean ne a
maxi mal anount or to enunerate a list of the institutes, which are accepted

by the hoterdificate wdirgcternu{Chjr)nallowingsmccersste desiredi cerificates {OAde a
dat e of W@Iidzéx Linit of the holder's certificate. 25. Once the

transacti ﬁzh R ccessfully passed the filter of nodule F, it is presented
at nodule B, which calculates a Hash function H2 on the assenbly of the
tran tiRnf&ralBeqr L : u ik sqval ue
21 o hel e’ 2R SE S caf SN 98 (hBlosurtEanBhich, e BRpl bar
transact i PCEsi ohdheroldel s Wellude ik2sesistrikdye TS hardatored. Withinh rtagsact i on
Q and the signature of the transaction SQIMto send it towards the STB host
uni t. AccBTB ripsto unit;ais aaccess t seftwarenta ointerneti BR pusentlye calleddd, a
validity linmt, of the transaction, which is schematised by the tine TMto
the trans?@YO8IPTO A way to determine this tinme is to use a time stanp T
whi ch can be the current tinme and to add the validity duration ?T. So this
time TM iwy; ' i i @i N f | M isn,added
to tr ansa\ﬁlgﬁgé%égffgggﬁ%gggpg?ﬁ%ﬁjg?e@oma-%’attﬁl%?rggﬁtrnéﬁ ‘%—lawsﬁ% %un%rtﬂy on in
nmodul1s B softwate )% thateapfies rsutdiieairtetface withuhe ddart\bard.t estalgosacti on
is received by the service supplier, it will verify that this [imt is not
passed. Aabler o transmit thardestiticate imits iwivele: and, bedauses of dhisa containst y
limt TM can K 15 bge nade, obligatqgry if a certain transaction amount is
reached. ¢ daigethe ?H@%GY%@E’%‘P%&*&% operation of the time furnished by
the STB host unit is described. Those tinme data conprise the tine T said, a
random pa i i VA eyt stanp T as
wel | as thrﬁehé?gggmﬁggtr %mﬁf gén?"ﬁ;éé} rstlegfn'létét)urrg%taS(5If,(2\’t+§(er gﬁ%ﬁgnggi Itnit%'g%ttofogo t he

security exampte /actedetiortbevaerietd P31, RS2} thevsiles tmebteinaheiduta dfhe
validity limt TM by adding the validity duration ?T. This limt is used to

defi ® a thexissuingiabthorily GaubPninfanmation aboulthe time T&8AWanddhedatay t hi s
time. The_authenticatiop.is, dane .in same way as operations previously
25 descri%@‘d':' ﬁ‘z?rﬁﬂ‘ﬁ Cteﬁﬁf'% c r%?tPaheﬁf-a Hash function on the time stanp T
and the random R in nodule B after their assenbly in nodule A The
i nter medi At the GRAE bf e ntarEfer BEtwEeAMHE o tfit) FodUBSEMHCAhd YR8 STB

host unit, the data relating to the holder section TCE1 are sent to the host

unit according to a procedure starting at the security module

25 preponderantly.

This operation will be described in more detail further on.



9 For determ nation of the value B3'" (nodule C) one uses the key TSPU whi:ch:
is the public key of the authority giving the time. Wen the key TSPU is: '
not available in security nodule SM & request is transmtted via the STB '
host unit to research the certificate relating to the 5 issuing authority

R e LT P
et o1 N8 32 R e 1 B ot UG SREPE R BILT ©)

as wel | a@EtptherSTBtIsoER! tlandmite thd@lata dff thesaéttifieate Tontaingd puthe/al ues
Bl of the certificate, B2 of the transaction and B3 of the tine are

or gani zedlastinationl kost unid afetite securitiumodiile Skiktleomthis purposesiif thenct i on.
This val ye [,S then signe .the secret key of the ho r TS1. The.result
o E s gHinant” BerdapcRbis Ao IS WhelerindhecS A5aash Yt f imeact | on
and tine. 2 hRi I ' h i | . . n f the
meory | POFRENS 2, Y RE o s 4By Bald Wkl A b o F RTINS ¢ e
encasi ng re&fTheing slelcethithe seturity misdfle Mt he val ues resulting fromthe

Hash functions of each step. This way of proceeding allows linking all the
dat a and_ﬁijar anteei ng that each part of 20 the nmessage has not been

al t er ed. Thosgodata are organizassiminroduecAl supplied an thecaserhand dyathe e by

t aki I t tel d | cul af i h f ti th :

Never t herils PRt S ashon 08! aBer hadchBvglata Sie b1 Srhermiesnont &f fBssage i o
s i QP i d L at | t hod

by = 1Roseurty PR, dhis imbpriaticl Bok, 1ire €28 AR VSR IR E T T an

el ect r onisecifity MddiAe areS@bUsiffily idantabh8BTBhaESt @t fs tréatriést bap (TCI)

of the issuing authority, a holder section (TCE) suitable for the hol der of

t he cer t ithattnese is the secyrity madule SMwhicB@ontralsttke perdtion. t he i ssui ng
authority, characterized in that all or part of the holder section (TCE) is

it hor | £ yTEE 418 eanSBINER Rocmad e & imse retiprtqieyards the STRBOsh -
expl ol tal A REYORA thE HHtAR! ERRE if Yidw o H¥iflg sent towards a service
15 provider. Module A operates as a synchroniser and reconstructs the
certificate according to the predefined format and disclosed by the
composed block of elements TCE, TCI, SCAT.

In the certificate reconstituted in module A, one extracts the signature
| SCAT from the holder's certificate coming from the STB host unit (see
.20 module X).

The gathered data, excluding the signature SCAT, are sent to module B
that has the task of determining a unique image from the assembly of
those data.

| This image is obtained by a Hash function (unidirectional and without
25 collision) which is carried out on the data set in a precise order H= f
(TCE1, TCI). It is admitted that there does not exist any different data
set, which gives the same result as this function. This image is produced

by a unidirectional function and without Hash type collision. The used



.according to claim1, having the follow ng steps: - transmtting the

“authority section (TCl) to the security nodule (SM, - reconstituting the
‘certificate in the security nodule (SM by assenbling the hol der section
(TCE) contained in the security nmodule (SM, - determ ning a unique inmge

S8, o AR B e L SIS % o TR e L

certificajsat setofihdilarg, referred sure value (Bl'), - conparing this
referred val ue (Blg) to the unique inmage (Bl ) of the authority and hol der

sections, - informng the host unit (STB) if the two val ues di verge and

st oppi ng The algprithmatype to&.usé/ta'shsmbcaﬁedrml thee toertificate. ZThishimmage esi zed in
t hat the securi Eﬁ/ nodul e deals with the data of a transaction to

aut hor i zesafegya %lmmﬁcﬂiélef 1 fofutdretie@s: - reception of a transaction
request (Q by the security nodule (SM, 11 - filtering this transaction

et or m nalp el EME BRSO AE T thesYefliricale e IR ahd alihentic. (b8 and

cal cul at Iéébuﬁt adiNet Ve exkfrathd the $i ﬁaﬁIrbVS@A'Feb‘f fﬁ§3eémﬁ>éatbhanaol der,

- transm ssion of the data of the trangactlon and the signature ( QTM
to the hodeciphets (s #atterin Mdule Gothanitsrio Ilhe pUbIlchey chthreauthiorityd i n
that it cgnsists in adding to transaction (Q a validity limt (TM for

det er ni ndeASof the uni gue inmage (B2) and the transaction signature (SQIM
and transmtting this valldlty limt (TM with the data of the transaction

(Q and t t S M,.1.0 L u STB). Met hod
accordi ngll_q$r tb?% ﬁééﬁacf[b %Iﬁ%h;‘goj@ﬁiggz Bgl rpa?ﬁg{aﬁ?e Q@E‘&F 'rrrlognﬁe (SM
recei\yes LR ( R(,‘\gpgp a

cert |1}0§| nge'glﬂlgﬁgérl ty gfa-(% e“ﬁ ﬁ‘eé and 1 ngghg%dﬁ\%ﬁggﬁg#ﬁ@h%ﬁﬂﬁg(%M
authenticates the integrity of this information (T, R) and inforns the host
unit (STHN nfodule BxtheireferencecwalueocBd! isucalctlateet and cmmpanbmgottbecl aim
5, characterized in that the renovable securlrﬁﬁﬁrmdul e (SM. generates the

val i di ty vpigiue image 8hf the twporaluas carraspanghihegertificatesismauthentic

he-pr ovi BLcanbe e B i Gasafiohsidiscibsed iy Hiodfets dn Beg iy, ©
det ef M nefheAsARRP ORI SNGIL LSS Ry Uhatidctch bbBrafor drt Iy ik )

t he uni que 1 nmages o e certi e'transaction (BZ2) and of
t he temothw ST hest @It. 8. Met hod according to one of the previous clains,
characterized in that the renovabl e security nodule (SM is a smart card.

Figure 4 shows the following operation, which consists in authorizing a
transaction. If the previous test on the authentication of the certificate is
positive (see modules D and E of figure 3) the STB host module can send
the transaction signed to a server PS1, PS2.

20 A transaction Q can be filtered by module F of the security module SM,
module that contains the acceptance rules. In fact, it is possible to
determine a maximal amount or to enumerate a list of the institutes, which
are accepted by the holder of the security module SM. These conditions
can include a date of validity limit of the holder's certificate.

25. Once the transaction has successfully passed the filter of module F, it is
presented at module B, which calculates a Hash function H2 on the
assembly of the transaction Q. The result B2 is stored for subsequent
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supplier, it will verify that this limit is not passed.

According to a variant of the invention, the use of a validity limit TM can

15 be made obligatory if a certain transaction amount is reached.

In Figure 5 the authentication operation of the time furnished by the STB
host unit is described. Those time data comprise the time T said, a
random part R and a signature on the two previous data. The time stamp
T as well as the random part R and the signature STA are transmitted to

20 the security module SM. Starting with the time stamp T, one determines

| the validity limit TM by adding the validity duration ?T. This limit is used to
define a maximum duration during which a transaction can be marked by
this time.

| The authentication is done in the same way as operations previously
25 described, namely the calculation of a Hash function on the time stamp T

and the random R in module B after their assembly in module A.

The intermediate result H3 is stored in module B3 for subsequent use.
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transmitted via the STB host unit to research the certificate relating to the
5 issuing authority of the time T that contains this key.

One compares (module D) then this calculated value B3' with the unique
image B3 of the data T and R, to determine if the time is authentic.

In Figure 6 the assembly operation of the certificate and the transaction
as indicated, and optionally the time as well as other data relating to the

10 transaction. The previous values B1 of the certificate, B2 of the
transaction and B3 of the time are organized in module A and sent to
module B to determine the Hash function. This value is then signed by the
secret key of the holder TS1. The result is the signature SETM of the
envelope the certificate assembly, transaction and time.

15 This envelope is shown in figure 7.

As the management of the memory is an important aspect in a security

module, the signature of the encasing SETM is determined on the base of

the values resulting from the Hash functions of each step. This way of

proceeding allows linking all the data and guaranteeing that each part of
20 the message has not been altered.

It would also be possible to calculate an encasing signature by taking
each element separately and calculating the Hash function on these.

Nevertheless this method involves the memorization of the entire
message to carry out this operation.
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characterized in that all or part of the holder section (TCE) is contained in
the removable security module (SM) and in i_hat at least the authority

section is contained in the host unit (STB).

2. Storage and exploitation method of an electronic certificate
according to claim 1, having the following steps:

- transmitting the authority section (TCI) to the security module (SM),

- reconstituting the certificate in the security module (SM) by assembling
the holder section (TCE) contained in the security module (SM),

- determining a unique image (B1) on the authority and holder sections,

- deciphering the signature (SCAT) thanks to the public key (CAPU) of the
issuing authority of the certificate to obtain a referred sure value (B1'),

- comparing this referred value (B1') to the unique image (B1) of the

authority and holder sections, !

- informing the host unit (STB) if the two valués diverge and stopping the

exploitation.

3. Method according to claim 2, characterized in that the security
module (SM) deals with the data of a transaction to authorize according to
the following steps:

- reception of a transaction request (Q) by the security module (SM),
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- transmission of the data of the transaction (Q) and the signature (SQTM)

to the host unit (STB).

4. Method according to claim 3, characterized in that it consists in
adding to transaction (Q) a validity limit (TM) for determination of the
unique image (B2) and the transaction signature (SQTM) and transmitting
this validity limit (TM) with the data of the transaction (Q) and the
transaction signature (SQTM) to the host unit (STB).

5. Method according to claims 1 to 4, characterized in that the security
module (SM) receives a time stamp (T) and a random data (R) which are
signed by a certifying authority of the time and in that the security module
(SM) authenticates the integrity of this information (T, R) and informs the

host unit (STB) if the exploitation can continue.

6. Method according to claim 5, characterized in that the removable
security module (SM) generates the validity limit (TM) starting from the
time stamp (T) according to a duration (AT) of the security module (SM).

7. Method according to one of the previous claims, characterized in
that the security module (SM) determines a general signature (SETM)
thanks to its private key (TS1) on the unique images of the certificate (B1)
of the transaction (B2) and of the temporary data (B3).

8. Method according to one of the previous claims, characterized in
that the removable security module (SM) is a smart card.



