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BACKGROUND

[003}] Networks such as the Internet have become the predominant medium
for the delivery of digital content and media related services. The emergence of
standard web services protocols promises to accelerate this trend, enabling companies
to provide services that can interoperate across multiple software platforms and
support cooperation between business services and consumers via standardized

mechanisms.



worl d of nedia-rel ated services. For exanple,

mul tiple, overlapping de facto and formal standards
can actually inhibit straightforward interoperability
by forcing different inplenentations to choose

bet ween margi nal |l y standard, But otherw se

i nconpati ble, alternative technical approaches to
addressing the same basic interoperability or

i nt er d8He cY‘Tto‘iﬁngﬁ%lt bersiers gxi% dmriheeaaleaf apfiaiggoperable and secure
inconpatibilities are due to problenms that arise from
twrichef media-relatgd agrwices. f Fasrea ampge mattinle, oiverlapiping de facto and
technol ogies, while in other cases the problens are
doenal stamdarkie tarcdvtiatly sSnhibid stréight fatiwfat dinterd pgpabitiiyesy forcing
operating at the sane tinme but in different |ocales
alifferant impikrfidnedtivnt to chegd beweet Margliuils, staidsqd] bet otherwise
standardi zation, it is often difficult to |ocate,
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needed services. And there are frequently
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on dynam c orchestratlon of both sinple and conpl ex

gad iterast widh Agvieeshatipeayideneeded sirvises. nhid tharecarp iegiengly
(e.g., CORBA, Ws-I, Java RM, DCOM C function
ilpgoepetibBity isRieds beb?tetcn)i}ffftrhtutsrdst aid protpctiothmoddsl ity to

i ntegrate many | egacy applications. The advent of

wi del y0egplWhdelcraadingaekipieed copstandards quek hs WRSIH) (Web Services
applications and networks further conpounds the

dratigigdsanghag) eatbedgining t6 napREaint: ftéR-i§satafor tnternet-
services, due in part to the fact that 3 there is no
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used
enterprise, and department gateways; and wide area networks. Nor do they

adequately address the need for interoperability based on dynamié orchestration of
both simple and complex services using a variety of service interface bindings (e.g.,
CORBA, WS8-], Java RMI, DCOM, C function invocation, .Net, etc.), thus limiting
the ability to integrate many legacy applications. The advent of widely deployed and
adopted peer-to-peer (P2P) applications and networks further compounds the

challenges of creating interoperable media-related services, due in part to the fact that



to address sonme or all of the foregoing problens. In

one enbodi nent, a services franmework is provided that
enables multiple types of stakeholders in the consuner

or. enterprise nedia space (e.g., consuners, content

provi ders, device manufacturerd, service providers)

to find each other, establish a trusted rel ationship,

and exchange . value in rich and dynanic_mays_throu%h.

o Th5t5513 80 SRS LI OE o d BePresAm ol aivras wEe HEhts on digtel
framewor k-which will be referred to generally as the
Ne2Wefilk Environment for Media Orchestration

(NEMO) - can provide a platformfor enabling

i nteroperable, secure, nedia-related e-conmmerce in a
wor | d of heterogeneous corliMMARYVi ces, nedia

formats, conmuni cati on protocols, and security

mechan[®)h. Ebbedimdnts efdhe gystansyandanctyedvetescribfed therein can be used
service interfaces can be used to help provide trust
atchddsese somit g1, alt bfthe Byreg@iag brdbdins) dn oaeembodialent, a services
exchange of value. [007] Wile energing web service
strameabfksis preidedghatrendieles Mudtthle 898s off shikeholaersa e doyisumer or
i ssues for Internet-facing services, enbodi nents of

NedvERpgigénmesia syaR Qe o BAHIRSS coffeRl RBEHAR] ddvice rﬁ&ftﬁiﬁﬁurers,

multiple network tiers spanni ng personal” and | oca
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gateways; and w de area hetworks. For exanp
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b- based content services di scovery services, .
o0 FREGH B LY pR e iRTe (i EAUE A) HEBES SR Environment for
di ts of can further be_ used to, provide
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and conpl ex services using a variety of |ocal and )

r EivbtceMctedrlalrde-enmmpersg 4n 4 world of hetppgengos cogaymer dgyices,

DCOM C, Net, etc.), thereby enabling the integration

omediadpmrajs, sprmusitation protp@ts pnd security medianiswsr [Dstribhted

systenms and interfaces required or favored by the

neglisy reetagenéntf Hiesdvoticdeinterfagegcan beanedint hebpipitovitednst and

distributors, retail services, consuner device

pseovri e therebatacilitatiag nenimercidlteg chailigé bEvalwé.del y. Thus,

it is desirable to unite the capabilities provided by

t hese [OV] t WatilcichiePgihf veBlsatvisd sSRiEidS afe Helainifaid address
interoperability issues for Internet-facing services, embodiments of NEMOQ can be
used to address interoperability across .multiple network tiers spanning personal and
local area networks; home, enterprise, and department gateways; and wide area
networks. For example, NEMO can provide interoperability in one interconnected
system using cell phones, game platforms, PDAs, PCs, web-based content services,
discovery services, notification services, and update services. Embodiments of

NEMO can further be used to provide dynamic, peer-to-peer orchestration of both

simple and complex services using a variety of local and remote interface bindings



rapi dly evolve into optimal configurations neeting the
needs of the participating entities. [009] For
exanpl e, diverse service discovery protocols and
registries, such as Bluetooth, UPnP, Rendezvous,

JINI, UDDI, and LDAP (anbng o#hers) can coexi st

within the sanme service, enabling each node to use the

di scovery service(s) nost appropriate for the device
(ht Wiokl13, Jeka R Mio BOMe 6t sk, cto), dhepebsntnghling theppeseration of
| P- based as well as wireless SMs notification, or
vegacpapplivetions. f or mats (MP4, WWF, etc.). [010]

Enbodi nents of NEMO satisfy these goal s using

peer - {00fJedn tiRnR)ia varldy iteaysiemband Inddrfass rédhirtd®or facored by
advant ages of P2P franmewor ks have been seen for such

tth Mgfor 8&s bEghlechdliry/fedte Ccolltedt pulltidhéro NMistHBitob< e1IPsPE¥es,
can be used nuch nore extenS|ver [011] Mbst

¥Bhduhdr ieliBe PRIIRSE, 4hé %&ﬁﬁl%r% QRS AL téxrldel Thus, it is desirable
nachlne to-nachine” interaction wth rel atlvely static
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AN and wants to reconfigure serV|ce access

f* drately, as well as connect to many additional

servi on, a peer, basis. 012] Opportunities al so

exi st 1601 mear axaawaleﬁwréwm% éw%‘fmépm@és A rogisgigs, such

and espeC|aI in the interactions between two or nore
Bt ALPnRAR Peciun BT, SADL. and LR (a91anapthers) can coexist
ani zed hierarchically, and their infornmation

glileth; sefceerviest erabling ehcdt nadke gansezthe diseovere spivizefs) owst

dlfferent enterprises wll often interact nore

abpreptiate dbrythe tlhvioe giat hews thathe@lel dawsher Bawvicexaighl sippart IP-

recei ving person/service in conpany A can solve

agddl a8 WEellals vaiedleds SSNIS Inoti AtRioRPSY Rifioc0PHRIMAI foREdts IMPY, WMF,

talking to the shipping person in conpany B.

Etayver sing hierarchies or unnecessary interfaces

generally is not useful. Shipping conmpanies (such as

FedBEx (@] ‘Wamodifehts ENEMIO &y flesO¥bals using peer-to-peer (P2P)

service orchestration. While the advantages of P2P frameworks have been seen for

such things as music and video distribution, P2P technology can be used much more
extensively.
{011] Most activity in web services has focused on machine-to-machine
interaction with relatively static network confi guratidn and client service interactions.
'NEMO is also capable of handling situations in which a person carries parts of their
personal area network (PAN), moves into the proximity of a LAN or another PAN,
and wants to reconfigure service access immediately, as well as connect to many

additional services on a peer basis.



direct visibility into their processes, allow ng

events to be directly nonitored by custoners.

Conpani es and nunicipalities are organi zing their

services through enterprise portals, allow ng crude
forms of self-service. [013] However, existing
peer-to-peer frameworks do not allow one enterprise

to exﬁ@f its varjous service interfaces tg its

custo OEypIheP alsg exigt méﬁ‘?,dﬁa @4\7&%’1% othst gnipgpjse services,
t hose entltles to interact at natural peering |evels,

@nd ssnestglly im Bwdnigractipnschetweengmerrsgaprgteatorprises. While enterprises
enterprise's services in ways that best suit them

Pre mostodieh @rgamized | hierfirghically rpt ¢heisinfenfationsysfterny ofddn reflect
managenent - of those peer interfaces. Preferred

elrdt odgamnation,gfeopledrom BNt ienegpriscowilt aflebmtatad @hdre effectively
not only permt, but facilitate, this P2P exposure of

skRuSIE Pedr Miiterfh@s SBor ekhple, 4 FeckvtngCpitididerate PafohipaHy Al can
applications such as DRM (Digital Rights Managenent),

QR PrdBREHS o %et NG mddinRfoN aRMe Hi?ecgfggig‘ tdRirfk to the shipping

servi ce-orien archi tecture desi t o address the
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“rel.ativel sophlstlcated nd heavywei ght c¢lient-sjde
ERYYPMES- Commpig an nd PEingRatics A RrBHtiZing thefresepdees through
enbodlnents of the present invention enable
Enfeantse porals prigwiag gﬂuﬁé forms b self-seryidevel y sinpl e,
enf or ci t he governance policies set by richer policy
manag é%?ﬁt Hapaverexispng aesrrig-paer framewenky de @ot adlasy one
Preferred enbodi nents of the present invention can
ahsprpe dv Exdwse its vaassdefieednteifabesytoiits ctibteretsaindeupgliers in
media formats and cryptographic protocols, and can
fadh 4 Whphetd allosr thpsy atvities to/inbedcsaenatiidMpedingtievels, enabling
[016] A sinple, open, and flexible client-side DRM

BBt BAtitkRNo Rechesiede tHe enkurbrisd’ XRWAEDsUD wpYkiRR BBt 86it them. This
applications. In one enbodi nent, the DRM engi ne ys

would entail, for example, some form of trust management of those peer interfaces.
Preferred embodiments of the present invention can be used to not only permit, but
facilitate, this P2P exposure of service interfaces.

[014] In the context of particular applications such as DRM (Digital Rights
Management), embodiments of NEMO can be used to provide a service-oriented
architecture designed to address the deficiencies and limitations of closed,
homogeneous DRM systems. Preferred embodiments can be used to provide

interoperable, secure, media-related commerce and operations for disparate consumer

devices, media formats, and security mechanisms.



designed to integrate easily into a web services
environnent, and into virtually any host environnent
or software architecture. [017] Service orchestration
is used to overcome interoperability barriers. For
exanple, when there is a quer¢ for content, the
various services (e.g., discovery, search, natching,
updat e, ht s exchange and notification) can be

coor dil Hbﬂegnuc:ﬁnn’aﬁ tananspeanyprtiqral DR sysiness which require
Preferred enbodi nents of the orchestration capability
aclatively soplusticated wnd heatywelghbelientdidersngines to Izadlegrotected
content caches fromany device at any point in a
aynizni, prefendd ¢mivadiments péthegrésentlibventivapakbit chsntcile IhRM
extended to pronote sharing of streans and pl aylists,

reaineg td eelitivtly shnpladadsicihgane goxfb%ﬁe{n@é\?aﬁdﬁs REBY ritlker policy
di scover and connect to, using nmany different devices,

\MirlaBem it SY§tkRE ob&ating AR Serdice1ves H%feﬁ‘éd PHEHBINRDS the
enbodi nent s of MO provi de an end- to-end

Ip?és%ﬁeﬁ%rﬁrah%afmgbg (félhbﬁag g%ﬂma{éphcg%%éa% formats

reyonaS|ng sta or mat
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%gﬁﬁleutors retailers, service prOV|ders devi ce
dcturers, and consuners, there are often a

nunber, Iocallzed nee in e ch segnent. This
capecilafdl, 4 SEReI Pehand dswbist il Had DI eagoR M be used to
wher e content orl |nators may express rights of use

trid papprty applipatiopar [oons eabndinens, the DRM engine is
di fferent domnstrean1value chain el enents. A consuner
gavisnd totipteprata ¢apiininto a wehshrviss envisommesnt,swd igh virtually any
concerns, and an end user device nay have a yet
dpstneirogmentalr sehwarerandhitectaree| y j ust pl ayi ng t he

content. Wth a sufficiently automated system of
dynam[QHI]l Beswtd orchestriaton isnged iccd verddsid Drersmiabiigbarriers. For
content originators can produce and package content,
exanpleswheihete is atile/IBf tdifdit] the viiSbus SOFVidER é@ 8., df?sd&dary,

by other service providers to rapidly provide the
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they are or what kind of device they are using. [019]

BrRE 85 Rl ﬂm‘agﬁé@ N2 fepfed Wil bf thE BichedBifon QXpablhty

provi di ng nmean

allow a user to view all home and Internet-based content caches from any device at
any pbint in a dynamic, multi-tiered network. This capability can be extended to
promote sharing of streams and playlists, making impromptu broadcasts and
narrowcasts easy to discover and connect to, using many different devices, while
ensuring that rights are respected. Preferred embediments of NEMO provide an end-
to-end interoperable media distribution system that does not rely on a single set of

standards for media format, rights management, and fulfillment protocols.



for multiple service providers to innovate and

i ntroduce new services that benefit both consuners
and service providers without having to wait for or
depend on a nonolithic set of end-to-end standards.
Pol i cy managenent can |imt t#ie extent to which
pirates can |everage those legitimte services. NEMO
all ows the network effect to encourage the evol ution
of a uBIS! rlnthe wadue dhiin thgi inplwd esecontmmt i gisatprspdistiibugprs,
better value than pirates can provide. [020] Sone
'rifedersremdtd mevidewcdmiigumsnidactoess, tind omsymers, thbe: dNEMPen a
enbodi ments di scussed bel ow i ncl ude the foll ow ng:

Sopiead lotaldbd aosRlie ¥adiedpRento ThNs egeaillly true in the case of rights
service-oriented policies Conposi tion of

sedARehbiet S Bee %Sxﬁt\éﬁtQﬁfglﬁd%M)m%b?éss ABAY bEBR mw@w c

configuration and adverti senent of services
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in a heterogeneous environment i zation o
[

IBhruR ﬁ%"‘*ﬁ#ﬁﬁﬁ%ﬂfll@?ﬁ% éﬁ@hzv%%*sﬁﬁégkf&%ﬁsﬁs‘?éﬁé sipgh user

EMO fra rk Thi em can he .
258 B Babd SyRiSUBl B! S by o9 B g G, Wit
02 Si I|C|t 0 enbodi , DRM enpgi.pe.is
.%’ SB@%%EH’D bl B G ALl SltseoR SRR PYgp services
Machi ne. (VM to execute control pro?rams (e.g
ﬁP’afﬁPfafth%lW%rﬁ camprodaee ukrackagrc@nisohicspesy nghraa rand confidently
exanpl e, the VM m ght consist of only a few pages of
egen vpbeapidebeiptiaen seyvice proyidsrsietrapiiiyamovide e RN to
engine is designed to function as a single nodule
iLnicxegted cerbunmer regatdiesy of whiki thap biead vappkind af device Megyre
of the functions that were once perforned by

meingl i t hi c DRM kernels (such as cryptography
services) can be requested fromthe host environnent,

whi ch (0B Pe¢femediembiitRNEDTWEMES ﬁlﬁilpﬂlﬁegoapﬁﬁﬁrowdmg means
nodul es. This allows designers to incorporate
~ for multiple service providers to innovate and introduce new services that benefit both
consumers and service providers without having to wait for or depend on a monolithic
set of end-to-end standards. Policy management can limit the extent to which pirates
can leverage those legitimate services. NEMO allows the network effect to encourage
the evolution of a very rich set of legitiniate Services providing better value than
pirates can provide. |

[020] Some “best practice” techniques common to many of the NEMO
embodiments discussed below include the following:

e Separation of complex device-oriented and service-oriented policies

¢ Composition of sophisticated services from simpler services

¢ Dynamic configuration and advertisement of services



standard or proprietary technologies with relative
ease. [024] Flexibility. Because of its nodul ar
desi gn, preferred enbodi nents of the DRM engi ne can
be used in a wide variety of software environnents,
from enbedded devices to gene®al - purpose PCs. [025]
Open. Enbodi nents of the DRM engine are suitable for
use as reference software, so that code nodul es and
API| s* c &ynbwid digsoeeryrind dnipgatisreoSvarious sarvitesainlayhetamygeneous
progranmm ng | anguage and in systens that they contro
conpl eemtiyonndent one enbodi nent, the system does not
force users to adopt particular content formats or
restd i ehilieMUn dToaRRGY YbRtkes %Otnl[ﬁ Qﬁ%}:\? Remeptically

e

Agnostic. In one enbodi nent, M engi ne i s based

on a Spﬁi? eA%o@@beﬁ?%g%H@Qrﬁi LRk é‘fs%so@ﬂ%%ﬂ{ehétﬁﬁticgﬂbe

requests rnto queries out the structur

50T O Bk AR AL SR L e o

r e} at.j,0 i ps between these entities. However, the DRM
eeféloﬁgjeg\g@%‘%ﬂgtgoﬂé‘ed to be aware of what these

vertic nd. edges represent_in an articul ar .

appl i c E(f%zmmgg»m. g eorodiment g3 BRI gging 1§ prepded that uses a
Services. The DRM client engine can use web services

i piimaipttackzhpsed Yisfuabiiashing (VYD ite peessteanentrelpreerams (e.g.,
the graph can be dynam cally discovered through
sprogiasessthatGmieren goenehneo pokicics)! Foeerseplentle ¥MVsmighs consist of
di scovered and delivered to the DRM engi ne through
soplviasteivgagexhfwetle.ser vi ces. Al t hough one enbodi nent

of the DRM engi ne can be configured to | everage web

ser vi c 3| nMednkriph. dbesme cnibddih@h the DRM engifie is designed to
i ndependent of web services, and can be wused as a

S fiaR o hONSin Sl meSHutSin b 0EMnk s eker DIOBIaSleiRbplida@n. Many
Key. Managenent. |In one enbodi nent; the graph topol ogy

CafthR ulRidaeMat QerSionpd %}érfforhﬁﬁ b ShoORO DRM k%ﬂflégse@ﬁch as

protection keys without requiring cryptogra

SO S48 SO T Ry
aJ;u%indeQﬁes% lsér%{c%? {ol (\)/tﬁclﬂydodg ?no%%?easlp lTﬁjs%tllows designers to incorporate
standard or proprietary technologies with relative ease.

[024] Flexibility. Because of its modular design, preferred embodiments of
the DRM engine can be used in a wide variety of software environments, ﬂom
embedded devices to general-purpose PCs.

[025] Open. Embodiments of the DRM engine are suitable for use as
reference sdﬁware, so that code modules and APIs can be implemented by users in
virtually any programming language and in systems that they control completely. In
one embodiment, the system does not force users to adopt particular content formats

or restrict content encoding.



integrating with other key managenent systens. [029]
Separati on of Governance, Encryption, and Content. In

one enbodinment, the controls that govern content are
logically distinct fromthe cryptographic information
-used to enforce the governance. Simlarly, the

controls and cryptographic information are logically

di stinct fromcontent and content formats. Each of

t hese [@PeheYersintaslbbégrdatic Meoed cmbpdingnt the DRM engine is based
uni fi ed package, thus allowi ng a high degree of
fdmexsibiiple graph-basbdsnglel tigt arconitienizatel fegacsys Bysqienies dkbut the
[ 030] Enbodi ments of the NEMO framework, its

agtflcive@bf tBe graphn 0 hic tverticesROne BtapRaérsseal &itities & thB @¢ktem, and
herein. It should be understood that the franmework

| difeRtell cdfedteMREent 2QaRSRhiFR B¥twkn lede SRTRAN ﬁg%vé}n fhe DRM
applicatrons. It should also be appreciated thaf the

Regfftoct RSN Y. £@4YodE WHAPHEIRM RS Lld BHIE TG &sent in any
. ways, Including as processes, apparatuses,” systens,
I , s, conputer readable nedia, or a

_ g‘%#gﬁ%%tapgﬁéat%ﬁgir eof . These and ot her features and
advant i1l b resent. in,nore detajl. in the .
ol FodDny demisssimaBor B dhe aeicr 1B L st Rgeine can
dr aw % s which ill stratf by way of example the
Siadhe %F%’éceafn bvEral wAEHt I » Bfrticgigg edgey ipithe graph can be
DESCRI PT1 ON OF THE DRAW NGS [ 031] Enbodi nents of the
i d¥pamiqally dsservered thrpngh sprvisesh £onteatiand contraé Hegnsemayglso be
referring to the follow ng detailed description in
cbstjoveret iandh delivered toghe BEA epging thionghrsephisgsateduvely sirvices.
i ke reference nuneral s designate |ike structural
ehidmmgh one ambodimenb b the JRIE2hghiegan e torfiggtedtbésverage web
sanpl e enbodi nent of the system franmework. [033] Fig.

Zarvitdsus nady phaces, ¢ aehitettate 0 @idspeddentl ofSyed RMiBGIRE can be
[034] Fig. 2b illustrates systemnodes in a P2P

NBARS K stah@afohe Eiight-s2k DRMIB&HR@L es_syst em nodes
operating across the Internet. [036] Fig. 2d
i1 1 ustipagessigipfat RB) BRHE¥ERYenPORone embodiment, the graph topology
can be reused to simplify the derivation of content protection keys without requiring
cryptographic retargeting. The key derivation method is an optional but powerful
feature of the DRM engine—the system can also, or alternatively, be capable of
integrating with other key management systems.

[029] Separation of Governance, Encryption, and Content. In one
embodiment, the controls that govern content are logically distinct from the
cryptographic information used to enforce the govermnance. Similarly, the controls and
cryptographic information are logically distinct from content and content formats.

Each of these elements can be delivered separately or in a unified package, thus

allowing a high degree of flexibility in designing a content delivery system.



[037] Fig. 2e illustrates a system proxy node. [038]
Fig. 2f illustrates a system devi ce adapter node.

[039] Fig. 3 illustrates a conceptual network of DRM
devices. [040] Fig. 4 illustrates a conceptual DRM
node aut horization graph. 11 14 041] Fig. 5a
illustrates a concept ual view of the architecture of a
system node. S5b illustrates multiple

Survi Rl dinbsmetis a6 HisgNEMGH Bmeweioys applicabors, baskis
adapt ation |ayer of a system node. [043] Fig. 6a
icompenerd pexs agsicscribet derein. | bhdsdd heendeaistood that the framework
servi ce-providing system node and a service-consum ng
stgelf mavel @s afeGddly ¢fiity. cofitponentamad hglicetkanp Meshotildailso be
i nteraction between a service- providing system node

appreaiatedrtiitaie frroai ivegtisnsdaBeifgRmdndSh nbin@roud avays,
illustrates a service access point involved in a

Ghdledihg 8¢ Fi®cesdEDlappRhasR&CEysRihs, 1A, fethodd Qomputer readable
illustrates a service access point involved |

Ghdded lor 8 cBGbRRALLY therdd?! $h8&! dn@¥thdr Q@aﬂreg i dad%ntages will be

|IIustrates a serV|ce access p0|nt I nvo

Spg‘%éﬁlt‘éﬁnﬂngﬁe e@@} lR)%xHé détaflg({ ges% ﬁtlonoéarltdttﬁe ?ccompanymg

T1
service access

RS i @%Wﬁ%’&tﬁfﬂﬁfp@? B oA oy o

service access point involved in a service-side

Bﬁ1¥n to-internediary interaction pattern. [050] Fig.
8 illustrates an enbodi nent of the architecture of the
Service adaptation layer. [051] Fig. 9a illustrates

an interaction g&h p of a workf | ovsbcol | ator relying
upon external s m&@’-&’——————

[031] Embodiments of the inventive body of work will be readily understood

by referring to the following detailed description in conjunction with the
accompanying drawings, wherein like reference numerals designate like structural
elements, and in which:

[032] Fig. 1 illustrates a sample embodiment of the system framework.

[033] Fig. 2a illustrates a conceptual network of system nodes.

[034] Fig. 2b illustrates system nodes in a P2P network.

[035] Fig. 2c illustrates system nodes operating across the Internet.

[036] | Fig. 2d illustrates a system gateway node.

f037] Fig. 2e illustrates a system proxy node.

[038] Fig. 2fillustrates a system device adapter node.

[039] Fig. 3 illustrates a conceptuél network of DRM devices.

[040] Fig. 4 illustrates a conceptual DRM node authorization graph.



[052] Fig. 9b illustrates an interaction pattern of a
wor kfl ow collator involved in direct nmulti-phase
communi cations with a client node. 12 [053] Fig. 9c
illustrates a basic intra-node interaction pattern of

a workflow collator. [054] Fl. 9d illustrates a
relatively conplex interaction pattern of a workflow
collator. [055] Fig. 10 illustrates the system

i nt egr @¢1 bntigr QalllDF@mtésrﬁg?%ePt[l@S\G?WPif the arghiteciugsef agystem
an enbodi nent of the architecture of a DRM engi ne.

[B%E] Fig. 12a illustrates a DRM engi ne and rel ated
elenments within a client- side systemnode. [058] Fig.

12b i 1}043} rEigesb AlubiRibemgltiple sanvice Ritatad baldimmsupported by the
within a service-side systemnode. [059] Fig. 13

| delwied scapesionlayebDalbyvesmh noéde. cont ent protecti on and
governance DRM objects. [060] Fig. 14 illustrates an

enbodi [mast Bk, foMRsRAek bdsRknleRMieRbe&icn alsBRick- }Ebﬁdm%%ystem
|Ilustrates an enbodi ment of DRM cryptographic 'k

SlSARBAY § - Servli&%}lmﬁh&.gegfgeljnlﬂoﬁ trates a basic

interaction pattern ween client and

servi i di N

o ustc[?tiﬁ)]yeoP'I éﬂqg aﬁ%\i {Q I n‘iigﬁfl' %{n fﬁgef%célgggﬁetnwee ass ice-
orts a notif,cation

RS i %ogf%ﬁﬁe%?%%ﬁjécf g SPetERedEs ¢ he
65] Fig.
ip{ Fﬁgf@éﬁes“n Jéﬁ ﬁlﬁgﬁa{t% %PSH'C%’ g%?»so‘r[@?%q 1%%%4 ip %@@ﬁ’aﬁlﬂe

in which a requesting node nmakes a service discovery
r%[& intaraetion: ar get ed service provi di ng node. 13

[ 066] 18b i]lustrates a peer registration service

di Sco\,[Qﬂg] siiandr illystrates a service access point involved in a client-side native

—

interaction.

[047} Fig. 7cillustrates a service access point involved in a service-side
point-to-point interaction pattern.

[048] Fig. 7d illustrates a service access point involved in a service-side
point-to-multiple point interaction pattern.

{049] Fig. 7eillustrates a service access point involved in a service-side
point-to-intermediary interaction pattern.

[050] Fig. 8 illustrates an embodiment of the architecture of the service
adaptation layer.

[051] Fig. 9a illustrates an interaction pattern of a workflow collator relying
upon extemal service providers.

{052] Fig. 9b illustrates an interaction pattern of a workflow collator

involved in direct multi-phase communications with a client node.



whi ch a requesting node seeks to register its
description with a service providing node. [067] Fig.
18c illustrates an event-based service di scovery
scenario in which an interested node receives a
notification of a change in d@rvice availability
(e.g., the existence of a service within a
service-providing node). [068] Fig. 19a illustrates
the p r[%%ﬁs §1%f9°é’3‘113§19tqs aibapig intrarsedaisierstian patisrn eba workflow
binding wwth an inplicitly trusted channel. [069] Fig.
tolatpL. [ ustrat es t he process of establishing trust
based on a request/response nodel. [070] Fig. 19c

i 11 usf{eledig.19d instintes @ refatiealy abiphixi inigrdctions patteas efla on
an explicit exchange of security credentials. [071]
Riogkfl@®0 colldtoast r at es pol i cy- managed access to a

. service. [072] Fig: 21 illustrates a sanpl e DRM node
'gr aph [9831h Fige moensstiafes Wk k@Y ind&8@sch dfiaieM &gzl

Fig. 22 illustrates an enbodi nent” of the format of a

'DRM Vi3 deig, me QHl!ls@rate{s Q %}nbgﬂﬂn%ng 3f “13%&@?5&0%?“ engine.

_s?/lstemfunctlon profile hierarc ?/ ( _
bETA B0 DR en b aRfEDS SO B ahl1 3R SERRRRGp a cienr

' Lye body of work is provided below Wile
%ﬁ?ssyﬁé‘ggl%%tl on is provided in conjunction with

sever odi.nents, jt ul d. be ynder stood that the

i nvenf‘#%ﬁ?@&ﬁ%ﬁ%ﬁ?s p DR engingiepd gelsisd siypgisoninin 3
enbodi nent, but jnstead enconpasses nunerous
ﬁ?rf”é‘FT?gfﬁlS‘Y%@fnmi fications, and 14 equival ents. For
exanple, while some enbodi nents are described in the

cont ef@593f Fig dA dllwnentcs Bn smbedinecsh pEerntent @rotection and governance
applications, those skilled in the art will recognize

DY objests. di scl osed systens and nethods are readily
adapt abl e for broader application. For

[060} Fig. 14 illustrates an embodiment of node and link DRM objects.

[061] Fig. 15 illustrates an embodiment of DRM cryptographic key elements.

[062] Fig. 16 illustrates a basic interaction pattern between client and
service-providing system nodes,

[063] Fig. 17aillustrates a set of notification processing nodes discovering a
node that supports a notification handler service.

[064] Fig. 17b illustrates the process of notification delivery.

[065] Fig. 18aillustrates a client-driven service discovery scenario in which

a requesting node makes a service discovery request to a targeted service providing

node.



exanple, without limtation, these enbodinents could

be readily adapted and applied to the context of
enterprise content and applications. In addition,

whil e nunerous specific details are set forth in the
followi ng description in orded3 to provide a thorough
under st andi ng of the inventive body of work, sone

enbodi nents may be practiced wthout sonme or all of

t hese [88tlaifig. I3hilhestates 2 et registration goeiec discavieny scegario in
certain technical material that is known in the art
helsiciha requegingdiede secketh fegisthetitaidesdription seth a serviesmodiding
unnecessarily obscuring the inventive body of work. 1.
@ONEEPTS 1.1. Wb Services [077] The Wb Services
Architecture (W5A) is a specific instance of a

Ser vi (06Tr IR18d ilAisadich @t budr-baSidNervidNdiSifetySschhaiR) ih which
a type of distributed system consisting of l[oosely

GQUeREcd HOBPREVE DN daWeh 8 AORMS in Jé?ﬁcélg%faﬁﬂitﬂ@g the
SOA nmay provide a service, request (consune)

%ﬁfswne@ofé)geroli@e@@mas%rﬁeé lﬁgﬁP@% seen as a

-defined, self-contai n set per ati ons managed

by an (96" 51 20k Dol B 1ne 56 4E B BEAVIHIRE 1) 81 M ervice

oper at e 1 nvo

BEIE G A APBRARY P R o 2 'fE?nZt”se”dESi "

sel f ai ant t hat _t service does not
depeni%p} ﬂ?bbﬁf’sfrﬁ’@ CRIRCSE Ofﬁ%ﬁ% lighing fusthasehen a

servi ce or enconpassing application. [078] Exanples of
é%‘i“&%‘?‘ieg’r?é‘ée@@éﬂnol ogi es that support the concepts of

-an  SOA include CORBA, DCOM and J2EE. WA is

at t r ad?7%le Higdqa dlustrates thempocass efiestablisking prest tased on an explicit
pl atform programm ng | anguage, application protocol
skeluinge of segatity cfafentitls.15  conventi on. WBA uses

standard formats based on XML for describing services

and ¢ akie. 20 ihetaty eslivhinthagudairoése o & e@srecoupl i ng

and interoperability between providers and consuners,

and syeTXr Feg. (U lilisplates Sisam@hy ORMb&IBipHKRh Bfe@lbership and key
(notably HTTP), which facilitates deploynent and

Rédeks Ghlgation in a potentially globally distributed
system

[073] Fig. 22 illustrates an embodiment of the format of a DRM VM code

module.
- [074] Fig. 23 illustrates a system functio-n.proﬁle hierarchy.

[0751 Fig. 24 illustrates DRM music player application scenarios.

DETAILED DESCRIPTION

[076] A detailed description of the inventive body of work is provided
below. While this description is provided in conjunction with several embodiments, it
should be understood that the inventive body of work is not limited to any one

- embodiment, but instead encompasses numerous alternatives, modifications, and



[079] An energing trend is to view an SCQA in the

context of a "plug-and- play" service bus. The service
bus approach provides for orchestration of services by

| ever agi ng description, messagi ng, and transport
standards. The infrastructureldmay also incorporate
standards for discovery, transformation, security, and
perhaps others as well. Through the intrinsic

ofiaivatantss For exaneplapbieils somesensbagindents arei deswihed imthed-ontext of
into the WBA, it is flexible, extensible, and
seakebéreoricated cohenednsk applicasinngabogetskilled i tyeraraw®] recognize that
foundation for constructing an orchestrated service

bhe disoldedd sybtens hird mettadie lare dehdilyf adagabrrbebrobdirtapplication. For
work (the service) is called a web service. [080]

Tdxarmpla withautmitativaibese @hbclizhbits Ehdd Be tQIdiI9 a¥iRed and applied

service. The followi ng definition comes fromthe

M6 thedloofit ke oMéReR BS Qrtdnd Bhd Xi%ﬁ?cam. Io8dMliGE Swhile numerous
Architecture working draft (CAugust 8, 2003 - see

UMAEAG dea ¢ JBsWSrofth Giihe iﬁlly&ﬁfg%géﬂgﬁgg :irgoﬁelsl%fﬂrmﬁg a thorough

system desi gned to support i nterop

' - [.. i i ver a, network. It has.
bl RRoh g TRy 3867 GO, RS e BinkRledipibe piRStced
f.or specifically DL O her, systens inferact .
o TR} R GERLABreck el Markovs for B e RIiRstoh g aatyscertain
escription using. SOAP, ssages, typically._ conveyed
Sﬁ&waﬁﬁﬁr&ﬂf t?‘ﬂt lgﬁnm i He; %aﬁ APt bygn idpscribpdh i drtad] Byprder to
with other Wb-rel ated standards. Wile the WBC
FePIdHnReRISIE Y OPseeEng thedByetive bady pfgotkoi nt, it shoul d
be understood that the term"web services" is used
herein in a broader sense, without Iimtation, for 16
xanpl @ONCERKE use of specific standards, formats,

and protocols (e.g., WBDL, SQAP, XM, HITP, etc.).
[081] Y. Pankih Ykalicddeb service can be described as an

abstr I ntertac or l.ogi cally coherent set of
oper aﬁ%ﬂs n}:}ﬁa glbgchgggr%{u @F%(Wé?‘) } g jpesdicanspance of a
t ansiént@: rel ati onshi p between a _service provider

vige QEFUrd Arshifsalues @OA) odp PO is diself 8 Bypeaf disibuigdsystem
servi ces have concrete inplenentations. The _
seBystingrofdoasslycoupiedi eaopemating saftvome ngergo Bg agests in an SOA
referred to as the service (as
may provide a service, request {consume) a service, or do both. A service can be seen
as a well-defined, self-contained set of operations managed by an agent acting in a
service provider role. The operations are invoked over the network at some network-
addressable location, called an endpoint, using standard protocols and data formats.
By self-contained, it is meant that the service does not depend directly on the state or
context of another service or encompassing application.

[078] Examples of established technologies that support the concepts of an

SOA include CORBA, DCOM, and J2EE. WSA is attractive because it is not tied to

a specific platform, programming language, application protocol stack, or data format



di stingui shed fromweb service). The software that
actually inplenents the functionality for the service
provider is the provider agent and for the service
requester, the requester agent. The person or

organi zation that owns the adént is referred to as
the provider entity or requester entity, as

appropriate. Wien used by itself, requester or

GPRxFHeR. WA pesstandyddpipads based onedyibder descidbing ssrvises and
agent depending on context. [083] A web service
exshepging massages Which pomptss dgosamduplimg anfl iitcioperabhitebevreen
is specified by the mechanics and senmantics of the
parvidersirak comstmeisy atidcmppessagitiplesstatdantiateridt@rotocols (notably
mechani cs refers to the preci se machi ne-processabl e
HHT)] which fsjpiéaick ideplbimbst dnfl Phrtipativh ihe psRESAT S obally
exchange.to occur over a network. Wile the nechanics
diseittecdysehy defined, the semantics might not be. The
semantics refers to the explicit or inplicit

cont Y@l . ‘Arl dinAPREINGE i{ RV b 8 5rhe g@ift@{tr&fﬁﬁgfdg%nd-

under st andi ng and overall expectations ween t

PP RTG530 SR T5 1 s
' ' f th . les: (i) .S ' Pr.ovi X
SRS 000 BB P SE i G e

this nodel, a,service provider "publishes" the

F“E? BT O SHadEes Eqrﬁ’gSCPY%%eé%lst;Oém% Secyiy, pd perhaps others
service regjstry. A service requester "finds" this ]

A BN OB Hh Shehisisivic Paltievefithe uhiguitonsistardardp incomenated into
uses this - information to "bind" to the service

BreoYBaeit it Hexiblel pxtansiblpend sealille, anBitherfoge pionjdley theeans

- that the requester will invoke the operations nade
arpappraade Eovpgatidnefop constmietingisi mghdshratedseyagdus model. In this
formatting, data mapping, and transport protoco

vodelethei fomdansed ivhited woyk (the sqviow) idesllddn whie skl shed
servi ce description. The XM.-based | anguage used to

descr [(30] t Thereiard ©widd Mibor of BefirlifshsibPa IRbCEGRR. The
Description Language (WsDL). [085] A service provider

lfoRiSg ATRESS &din&OHGn 98! WRHAWRIAVEL 0SndRfiud (W3C) Web
particul ar purpose described by a WSDL service

dasfoel RbdRReut N ISHS HiaRTAUESE R P03 see www.w3.org/TR/ws-arch):

A Web service is a software system designed to support interoperable
- machine-to-machine interaction over a network. It has an interface described
in a machine-processable format (specifically WSDL). Other systems interact
with the Web service in a manner prescribed by ifs description using SOAP-
messages, typically conveyed using HTTP with an XML serialization in
conjunctiqn with other Web-related standards. |
While the W3C definition provides a useful starting point, it should be understood

that the term “web services” is used herein in a broader sense, without limitation, for



is published to a registry by any of a nunber of neans

so that the service nmay be discovered. A registry may

be public or private within a specific domain. [086] A
service registry is software that responds to service
search requests by returninglé& previously published
servi ce description. A service requester is software

that invokes various operations offered by a provider
BB ey thedise REspesifisditangardss romats) ad mpecolsi(@g., WEDLSOAP,
WSDL obtained froma registry. [087] The service

r S¥s tFRTHheic.)exi st only conceptually or may in fact

exi st as real software providing a database of

ser vi cl@8tle sAmarttdubimsvebserlideccag berdgscribed at en abudtict iRicBce for a
to a particular service. But whether a requester

alopically Yoo setloT operati6id thet [BAHENa bisp foR aF6MibBEIrMsient)
whet her a service description is statically or

RERATHIRD botwRERYH s8lOfbe phd\Gder B8 /aStAcd 2 fi’efskéﬁgi cal I'y
di stinct aspect of the web services nn%e It is

| nt er 3Ry NIOF QoltH GotuliNBlh debyifed 1BIL cx\ﬁ)c[r%tg implementations. The
ey b6 arpart or

i npl enentation, a service regrstry

H‘Qﬁ??f #&gft%aﬁﬁb*?%%ﬁt?g%tsfgﬁ%rﬁ% isRel %La%'?hiﬁ%’?% [
R BhEEGORE BrvEy ThESE b ronaly Fplomspis te

servi ce.description supports | oose couplin often a
‘Et}oélﬁlﬂtyﬁ‘s@ﬁ{%leﬁ@ﬁ?%c?fawd%ﬁhwpwéewsqnﬁwgfcy the service
service requester will understand the semantics of
tRAVESIEEhe raueder agest. SErs/paseon ar arganization What gwing the dgent is
pur pose of achieving some desired result, the service
deteed e aothe prolidarewtity geegiaster entitgy dseapprdpriate. SWhend fised by
service binding informati on and supports a highly
disaidivieguenedy cs ranidesnaontéir.to EigRlthevespactive entityioe agad
-architecture can be built on top of nmany possible
tdepbmidhoary coragar s. As currently practiced, web
services typically incorporate or involve aspects of

the fqbB3W AgcbRERRR RetER fu{fﬁ%)iéu e and Bow W8 {dHieved is
application protocol for nost web services

GEETHA SRR AaRcE BRH RS §Ft§1% .gﬁlg.ﬁuﬁ%%rfg%elgﬁ%lrﬂ%ggge

over various network protocols

@hEhangb M2 thecHalies FRE b BlePtbdiHfiacihd-MRbdabit 1SRl

specifications that allow the message exchange to occur over a network. While the

s

mechanics are precisely defined, the semantics might not be. The semantics refers to
the explicit or implicit “contract,” in whatever form it exists, governing the
understanding and overall expectations between the requester and provider entities for
- the web service.

[084] Web services are often modeled in terms of the interactions of three
roles: (i) Service Provider; (ii) Service Requester; and (iii) Service Registry. In this

model, a service provider “publishes” the information describing its web service to a



transport in use. For certain applications, especially
wWithin an intranet, other network protocols may make
sense dependi ng on requirenments; nevertheless, HITP is

a part of alnost any web services platformbuilt

today. [091] XML - a standardlfor formatting and

accessing the content (and information about the

content) of structured information. XM is a .

t BRYCHLEISHY- &t SERVISE Erapeierc dndsi nhisdnfosemation viesame discovery

bet ween web_services agents. Note that the use of XM
dyechapism, gadhen mags thisdrfagaatinm todhisl” to thewetyiesarovideto utilize
may not contain any binary data; but it does mean
ttheservige s Bérading stiviply inearfsdhatdhe wduesterovitliimgpltedhedperations made
conventions. Mst web services architectures do not
revedagdaby the moidat wsinghht niespe dasnatdng] dé@atnapping, and transport
serialized to a character stream- they may just as

| prisiekyl doavetions kpeeRbdils the pRIvitRi ¥n SeRBIRHIMRESidefRbcription.
makes sense - but if XM. is being used, these streans

Vi'Hd XM EPs88 BiioudPd us6@ (IR thisAforinitioP R Bed Wob Services

| evel of the transport mechanism we service

NB&e Ak L M duh o Ofl e conducted using XM. docunents.
19 [%%2] Tﬁ% %h{ g?%?et technol ogies that are

VAR L5 T T TSR AT
A L AP B0 s oo, b B g ipon

are .ysed.to define and constrain various information

15 BPRITSEES oA TRt R0y RN OLA MIP ORI TFRR 5O Ut thecggHcy may ke
pessi bl and optional) to acconplish these )
shicaterd-c & miskY may hewahlic of privaie within agvecific domalimb| v

the nost - common techni que used today. The XM

docundf#0lf ok aervicg eegisthpisisofiwatedhatwedpondeinsendce search requests
docunents thensel ves are defined using XM.- Schema, and
rygeturdag a norviahsiweibliskrdsende: dgpetipidnns sanite FRERSges
thensel ves will be further defined incorporating

Xhtwsethatany JiR9 $hriGEAPerationsdferb@ 59 d peéadeaictoriBg to the
~encapsul ating instructions and information into a

- SpsfinginfymiationBpdcehedin tkaWB DIObbthidl Fons § FQYkth0 and
handling by other receivers. SOAP (Sinple oject
- Acces 30870t @bdvideTe@siy ARYKA: RGRBALPMAII or may in fact exist as
real software providing a database of service descriptions used to query, locate, and
bind to a particular service. But whether a requester actually conducts an active search
for a service or whether a service description is statically or dynamically provided, the
registry is a logically distinct aspect of the web services model. It is interesting to note
that in a real world implementation, a service registry may be a part of the service

requester platform, the service provider platform, or may reside at another location

entirely identified by some well-known address or an address supplied by some other

mearns.



packagi ng web services nessages for transm ssion

bet ween agents. Sonewhat of a msnoner, its legacy is

as a neans of invoking distributed objects and in that
respect it is indeed "sinpler” than other

alternatives; but the recent 18end is to consider SOAP

as an XM.-based wire protocol for purposes that have
transcended the original neaning of the acronym

[094] G8RP ‘Hles Wil serviek dedoviption Fippottediogh toupling,exftenancentral
for structuring nessages and providing information

atbewe bebind entSO/EVhilSTtMatidy userviceaontesiensill amderstand the
envel ope that is divided into a header and a body.
AenhntighofSthe intértircalolf yhesserdidesit is conb@nit@deethe brpose of achieving
generally used for nmeta-information or instructions

f ing dsired aR6lt B ireide déRribhién RBRMsINGrdle hiBREORbANecific
contained in the body. 20 [095] SOAP al so specifies a

nRaAse ﬁhdin%@ﬂﬁ:hﬁ%ﬂié’iﬂarfdesﬁf)]%ﬂr%sa E@glgfdgﬁmﬁfco&@os&kﬂ s model.

needed to tulfill the features I"gat1 ons. ssage

- Excha q@g9fa15&ts§1rv§be(d%¥edi ﬁcﬁteoﬁﬁéﬁéglabgeebémgé? g\.ﬁ;f qugé?n(ﬁ)ossible

pattern for how nmessages are exc en nodes.

BN ' st-respaonse, whi ch .establishes a
éf%%%e, C%ﬁ&%cﬁ%ﬁl g’ SR %’cﬁef‘gﬁesgﬁlﬁégﬁnﬁomom e or
r esting a espondi.ng, node (see http://ww w3

or %@%&Pﬁg@?@[}%ﬁ’ﬁgﬁﬂﬁ@%bsoﬁw #soapsupnep. ) .

[ 096] - XM_- based standard for_ describi ng how
to USJ@%T 78 erdstadardepghiraiiopgmptopel fepmest web segvices
service is related to a set of messages exchanged
FoPeEHcaiong Alhpegh meh wergcerminhesiepiued ovarvesousamtwok
described in an abstract manner that can be mapped to
spelorels e.ps SMIJLIFTP, gak HEKGhmibemost ubigsayedirew i friendly
i nvokes sone functionality is called an operation. A
drrasprt in uset Fof capfaar aiplioattonsgeasbedisldy aithinnindhfrare.oth¥ network
interface is tied to a concrete nessage format and

protboals mayhyala seasitpbiditd M@reqilitmbhMVertid&s, HRPPHNY part
of an interface to a concrete protocol) is associated

\thhn@stbﬁlru@@l@é@web?lagoﬁ@bﬁmoggﬁt ocol, resulting in
an endpoint. A collection of orie or nore rel ated

endpoi06s (MRBNI B st R0ARARd Snd QRELHFhe BEALATRAS
pecific URIS) conprises a service.

information about the content) of structured information. XML is a text-based
standard for communicating information between web services agents. Note that the
use of XML does not mean that message payloads for web services may not contain
any binary data; but it does mean that this data will be formatted according to XML
conventions. Most web services architectures do not necessarily dictate that messages
and data be serialized to a character stream — they may just as likely be serialized to a
binary stream where that makes sense — but if XML is being used, these streams will

represent XML documents. That is, above the level of the transport mechanism, web

service messaging will often be conducted using XML documents.



[097] These definitions map to specific WBDL el enents:
Types contai ner elenment for type definitions Message

an abstract definition of the type of data being sent
Operation an abstract description of an action based

on a conbination of input, d@8tput, and fault nmessages
port Type an abstract set of operations - an interface

bi ndi n(% speci fication of a concrete protocol and data

f or mat992% orl werXiVikt subsed éechpplogies haé premarticuldrky important to many
conmbi nation of a binding and an actual network

Hgaseyices agnXdhdionespags and ML Sehema.oKMicNaorespdces are used
rel ated ports (endpoints) [098] WSDL defines a conmmon

ki resdlvg nereiganifictsand asdeeinspdeific mesningp ecéléhentb badhingd with
extensi ons for SOAP, HTTP GET/ POST, and M ME. Thus,

RiMId dogrmehte SXNGE-S¢lrarsaa hiddto Mefifle 2dnbgaih Yadous information
transport protocol directly, but to a specific wre

{tehsBbntaihb® withit anCONITb R REE. et ' i o
SOAP, al t hough actual . SOAP nességghgggﬁgﬁggéeﬁﬁ(bﬁond)m

%%?ﬁﬁ%l%e@&@djéctﬁ%@ﬁy bﬁ'_l-gf mielnd ﬁ{etl.gé Qr &2 ﬁaﬂ;olg%%ﬁg{e{rréost

wever, an interface ¢an be direc

ERon fdhfi: i I bi nﬁjﬁfﬁn .or  SOAP
SR e SN o O g

: kne hts 0o i re for d use a custqgm
ge?‘ﬁlgg ﬁg&&%g{]fgflg%dv?@ﬁ% e using ma, and most real world

intainability and reusability by providjing support
FEh Seress ﬂ%e&?t{‘%sal memagebemgcly sipwilk be tyrtherdefiged unent
.can be diyided _into separate pieces in ways that nmake
uepperatige sAMErsifngat i on. For a cohesive web services
envi ronnment desiring sone degree of separation between
an i nt¥P3 a€@4P demi VL -nsed sandard iforpneamsnlaging onstructions and
definition, the follow ng separation into three
wdumatian intp ¢ spesaallyrfabhstedpaskdgerfor fransadsicihoo wie htndling by
the root node is <schema> and the '
other receivers. SOAP (Simple Object Access Protocol) is a standard mechanism for

packaging web services messages for transmission between agents. Somewhat of a
misnomet, its legacy is as a means of invoking distributed objects and in that respect
it is indeed “simpler” than other alternatives; but the recent trend is to consider SOAP
as an XML-based wire protocol for purposes that have transcended the original
meaning of the acronym.

[094] SOAP defines a relatively lightweight convention for structuring
messages and providing information about content. Each SOAP document contains
an envelope that is divided into a header and a body. Although structurally similar,
the header is generally used for meta-information or instxﬁctions for receivers related

to the handling of the content contained in the body.




namespace is "http://ww. w3. org/ 2001/ XM_Schema" A
service interface description containing what is

consi dered the reusable portion <nessage> <portType>
<bi nding> A service inplenmentation definition
containing the specific servi¢® endpoint <service>
[0100] WEDL interfaces are not exactly i ke Java (or

r anmi interf
For ex@?ﬁ%f ngogtf%fg e Mo s hian fratipadyihe progessing
setd%i(ﬂﬁhﬂfgé t hat t match at | east a subset of
¢ HREARLE fegtgtes; cbigations, 4t Hergee Erehapeeheiarn NEP) is a
i terface, More than one class can inpl enent - an
i ‘@F? thatdefingya pattom forhosmpessagssue exoharged detfesnaodes. A
but the nethod signatures (method name and any input
ovongsnen MER ippeqestaresimmad. whichuestalitishéscermgle abmplkite mesmge
mandat ed by the | anguage and enforced at conpile tine,
r tartsiaetion betwirpntahreqiedting indda WSphnding wodeder i s
different, and nore I|ike an act ual abstract cl ass
a-ﬁﬁh@ﬁﬁ&ba" kS : i
i nterfaces, or portTypes of a single web Service are

| ogi caoby) r plsBY.echn XMINBase8 BG4 %r debGivHes h&tf o use a web

operation nanes should be identical - as it

RRFdY PErofi AWIDL %&S:;fectl\f RO is ?elg‘tﬁ(? ﬁ% it o? { g&f

defi ned sonewher ut no su enen

eé%cﬁ B BEwlaf E&Vicﬁ E&@lﬁ %501361‘5 glgi%gs];agn%ﬁm £ ﬁssr%ge(% jp an

port e sy pe | s
of Di
RSt Pt‘fa& bsmee%ﬁoe%’%ﬂéf pRolBie Thamilitig ofmpssages
t.Type ope ans .f or ted portTypes are naned
tﬁ 1&%‘% %ﬂ %fft‘femtmts Caﬁaﬂf ﬁ‘bt’Pee’a%ﬁ‘fH ,§ aPRctfiGgss @b gegations
present) are mapped to specific nmessages that
étﬁﬁtﬂﬁt H HEgrge- 6ar1t1f§rfatf‘slé ted toa sefiojete Biessagp fumat ped protocol

specific blndln%h This raises the FOInt t hat
by a named binding. The binding (the mapping of an interface to a concrete protocol)

is associated with a URI appropriate to the protocol, resulting int an endpoint. A
collection of one or more related endpoints (mapping an interface to concrete
protocols at specific URIs) comprises a service.

[097] These definitions map to specific WSDL elements:

Types ‘ container element for type definitions
Message an abstract definition of the type of data being sent
Operation . an abstract description of an action based on a

combination of input, output, and fault messages
portType an abstract set of operations — an interface

binding specification of a concrete protocol and data format
for an interface (portType)

port the combination of a binding and an actual network
address — an endpoint




nmessages thensel ves are not conpletely abstract. A web
service may and often does need to define simlar but
di stinct nessages for the various bindings required.
[0102] As will be illustrated bel ow, by |everaging
emergi ng web service and relZkted standards, a system
architecture can be devel oped that facilitates the
creation of networked interoperable nedia-rel ated
servi ces that utdvideze a var i eiofledibn df fefaedesiirts (endpoints)

O S T e
SRR e I G340 e AR T Sinin

3ﬁp/or activ Iy squ t a peer-to-peer enV|ronnent in
F%ﬂotﬂ’gé?% ¥ resg o1 %C[a%t%ﬁwgmgt PEFtoel difectlys patty agpecific
functionality by exposi ng services. One enbodi nent of
e formate idrelnelt sewmondunding &wiwep ssodess ia8OARY althpugh actual
fixed set of capabilities; and instead encourages a
RSHeP meksge exchaages gencratly opairmitvet HTTPow piost 8 (via an hitp:// URI).
participant in one or nore roles. [0104] A role can
towkekr, nedntesface smatbeafirestty bowrristo HIETP; altgmveel pedr example, a
exposes in conbination wth a specific behavior

héxiciseg for SSIAREh 1gie\SNITPRR Atm AltOENIR D) € DA hler@ERiofBYn even
act in nultiple roles based on a variety of factors:

idefin@fté bah witdBhRammHasE QRudORIREdiAS eREQYNMI Ng the
functionality for supporting a givenh set of services,

fhe Q'e?%.]22’¥§?L§€%23%%%*‘%%%?§B§Lf GRS F g Ay

Y P L OO P s

ri oy fere of services. Over t , .
sy “atg o T8 gy R e s o Seen e B E cosive web
as neMIserV|ce§ are introduced,_ a nore formal role
8%‘1"566 PRIEosRt desines it fegreseot sqparatipabetieq & ntariass v
roles . that may be formalized over time could

F| waré anq impipsHiaten definitiey. tey folawingscpatation ingg fhree
S|nple role in which no services are exposed, and
documents is reasonable:

A schema (xsd) document — the root node is <schema> and the
namespace is “http://www.w3.0rg/2001/XMLSchema.”

A service interface description containing what is considered the reusable
portion

- <message>
<portType>
<binding>

A service implementation definition containing the specific service
endpoint

<service>

[0100] WSDL interfaces are not exactly like Java (or IDL, or some other
programming language) interfaces. For example, a Java interface declaration

specifies a set of methods that must match at least a subset of the methods of a class



the peer sinply uses services of other peers. [0107]
Aut horizer - this role denotes a peer acting as a
Pol i cy Decision Point (PDP), determining if a
requesting principal has access to a specified
resource wWith a given set of2%dre-conditions and
post-conditions. [0108] Gateway - in certain

sit.uat i ons eer, ma ot able to direct]y
e 1 ?finﬁfif’g#zféf er]%Cﬁ- S’f‘ﬁ%?haé‘é%‘\?ic S GRILIPRRIEIPENt ap g
reasons incl din?: transport protocol ]
ilﬂi%’ﬁ{f’aﬂl Paqapplemeniationican bg difEent; butdhemethedsignatures
context, or |ack of the processing capability to

NER 396 GaE drput peowpeidypes) genrralbagust heddatical ckhis is
with a 24 given service. A gateway is a peer acting
daarglated ibygle langwagstand enfoeend at nompile tinteprumkiimeyor hdike.
peer to interact with a service provider. Fromthe
per spd0i0NeA VSDHéntbifhae iadifferan] ald heordilikg adrictual abstract class
aut hori zed and trusted context for operation, the

ribgubsiciingotifelty useEyl. Vagioua WIDDehtedale, &% S bEYBYgle web
peer its identity and allow that peer to negodtiate an

rseiicede€ 1opiANg roftell S tHRaBANfthatAhd &% %%e&%diéh ndr¥& should be

- gateway peer nmy act as a sinple relay polnt,

figsnwnidi G He g&g&g@ 0id GRRIES 'ir\rj\lgl%ﬁl%n{f %{%ﬁcec%mgé%.]dt%ﬁk%a

O chestrator - i It uati ong ere | nteraction W

i QW i.nyol.ves. nont.rj vi al :
35meRhaB RISy oS0 ey KBNS ik no mechanism for
transactions, distributed state nmanagenent, etc,), it
ShBNSRE Kb e Soinbh Bl sinTibe i oG A et fidentifithe type
or.chestrator i s a specialization of the gateway role.

R i E51ppowt nsued Hough & ReuTyer png doeserot eapadinding. The
beh%lf, i ntervening to provide one or nore services.

PRE L SpcPResations if?rgre%é‘@rpqﬂwpa%@e asmed e s butchainpNE0gput,
conponents, such as an appropriately configured

v kqultonessegas difpresent) eredaapried te spaciio/messages that contain named
orchestration requirenents. [0110] G ven the goal of
‘pprtHalelnengsang farstipppring & speificinding s Thisshisende point that
request for any nedia, in any format, from any source,

attessagys hiemselyesireaoy cdmptetel yoabstradty Ad@eb s&@viemidyind®ten does
W th any agreeable set of usage rules,"” the foll ow ng

neédwrdetine st Rl bid disgiot ale8SagBORYr thY Varlh0d birdidMys Rquired.
achi eved usi ng enbodi nents of the NEMO

[0102] As will be illustrated below, by leveraging emerging web service and
related standards, a system architecture can be developed that facilitates the creation

of networked interoperable media-related services that utilize a variety of different

protocols and interfaces across a wide range of hardware and software platforms and

operating environments.

1.2. Roles

[0103] Preferred embodiments of the present invention seek to enable,

promote, and/or actively support a peer-to-peer environment in which peers can




framework. It wll becone apparent fromthe highest
| evel of the nodel (w thout enunerating every aspect
of how NEMO enables all of the nmedia services that one
can i magi ne) how NEMO enabl es | ower-| evel services
fromdifferent tiers in the 23odel to be assenbl ed
into richer end-to-end nedia services. [0111 ] In one
enbodi ment of this nodel there are four tiers of .
Seorfneusly oltsn A apaly of funchienaliny byexpesitgrsgrvigss Owplegnbodiment
and Packagi ng services, 2) Wb-based 25 Content
Ahhedipmevrk afrgomiages vipungpserses hinvieg a f3pd bigrof c@bditiey; and
services, and 4) Consuner Electronics devices. [0112]
Estdadshcoiegss afmodel iheresa paepaicalyl poitds tidiefif e pamicipant in one or
requi renents for security, rights managenent, service
dicgeonles.y, service orchestration, user interface
conpl exity, and other service attributes. The first
two tifert]fA toly ednybed dufRbl ¥y b REQotsBRicad e |a%#eﬂ%er‘"§{ oses in
see for "traditional" web services, while the l'ast %MD
cb@bmail Fapl MR, 1 gfit -
oo T eI E bt R, Plen' B n@ita O
: ot

e A T S S L R

' Lo f the.tigrs. []0113] .One
GAFREBER0 fo RNV BinB e Sholobubuler Supmpaiiedt gat s of
franewor.k .f.or .efficiency of inplenentation, whil .
BEVIEE> oY laﬁfafg’ﬁ&aaﬁg%faﬂéa Hlfﬂﬁ’g&’ Clafipe s seByiee(s) the peer is
sol ution. Far exanple, a UDDI directory and di scovery
ﬁiﬂﬁ% Wxﬁai}nwa 165d|and renfpme poligy; apeepVies intqrfacesd
centralized web services, but for a nore dynam c
t r ansil @51 Anegxglipiy sefof pelesenvdd bedefiusdibsseddinseasipys gifferent
model s such as those found in UPnP and Rendezvous nmay
Bwesrof servippy: dPyer dinee, aTeasmon pattaneobparbcpationt e determined and
mul ti ple discovery standards are accomodated wi thin
aheeyw sewpepate ifitdddided, Simvdedoinyal rolbentegirghition setvagaiaid be
is applied to nedia distribution through whol esal e,
defiyieelgat prelinfingy setofirdleditat fmiak b ferhatitbd bvéhitne ddMRT Bctude
can be many different types of conplex rights and
fhel foJewinghs that need to be expressed and tracked,
'suggesting the need for a highly expressive and

conpl ax 06 @ivesr | ARIMARE) simple role in which no services are exposed, and
the peer simply uses services of other peers.

[0107] Authorizer - this role denotes a peer acting as a Policy Decision Point
(PDP), determining if a requesting principal has access to a specified resource with a
gtven set of pre-conditions and post-conditions.

[0108] Gateway - in certain situations a peer may not be able to directly
discover or interact with other service providers, for reasons including: transport
protocol incompatibility, inability to negotiate a trusted context, or lack of the

processing capability to create and process the necessary messages associated with a



~enabling end-to-end distribu

hatepage Wé?dinéb)%‘ﬂfiﬁ# R8sy gid ﬁggmfggs, rights

sophi sticated content governance and cl earing

services, and a gl obal trust nodel. However, rights
managenent and content governance for the hone gateway
and CE device tiers may entail a different trust

nodel that enphasizes fair u2d rights that are

relatively straightforward fromthe consuner's point

of view, Peer devices in a 26 personal | ogical
BECRGEIIGPns SHEATAYIIHA PRITECHRE AT gﬁ@q thanpidenppdey af grder to allow
sinple trust nodel of that network, and with the

it paer {p interach pathacterviga propider. sFmor ths pempedtioe ofiidentity and
network using a global trust nodel, perhaps through
pstabdyshyey avvaghaized moksustédt cdrtext dansperaion, tha tequesting peer may
conplexity arises from autonated managenent of content
avtabllpbélegaty toathe stewaylpadr 68 SderSioynddillowihalpert & @F’@ﬁh@ and
and intermttently intersect nultiple networks. hus,

ankelibagibhy 6n APHERET mteena&ivgﬂltt, e BARRES PREL ma i

_ tla8 a simple
ion, mght also be

managenment Servi ces, ng Servi ces t hat

i nt ' ' i but. ] . ght d .
transtog e EREAEBAIR 33 Blustod EhAM BTG a3 apoendee
[ Qk ' { ' that | trated with
hVBSy e sk AL b b SR PV g o
ubscription. right is exercised. . 1l.3. Logical Model .
FraeEatior b uis e FaRRECTIoRb cl5 ks itdS bR R poer's capability
consists of a logically connected set of nodes that

fhpatigipate; Anprehsstratoplsgepecighzatipniof the gstevayaele- Adesemay

- .conmputing is often defined as the sharing of resources

resyest ag oTehgptnten iowstomiigbehaointsrvening toyprbeidy onsrongore
conputers and other intelligent devices. See

rervises./ Thawichesthtingpder uray/use eertdin additiens NHNO compohents, such
viewed as a communi cation nodel allow ng network

aDaleappropriayeipedufigadd Wotkieu Mollaid irpsrded 1deassdy hec@shatration
all sorts. P2P nessagi ng and workfl ow collation all ow

rdquitemerity] ces to be dynamically created froma

het er ogeneous set of nore primtive services. This

enabl aFl 16K &Rehahé 85l OF “pB0iRAsRlhd &difSteh bF3Risfying a

conmputing when the shared resources are services o
igglﬁgﬁslt %%i An§'R&ia, G RSP for@UE BrotS b Gs otk del & HRYHIRE" ¥1af§ time, on
any device complying with any agreeable set of usage rules,” the following informal
model illustrates how this goal can be achieved using embodiments of the NEMO

framework. It will become apparent from the highest level of the model (without

~ enumerating every aspect of how NEMO enables all of the media services that one

can imagine) how NEMO enables lower-level services from different tiers in the
model to be assembled into richer end-to-end media services.
[0111] In one embodiment of this model there are four tiers of service

components: 1) Content Authoring, Assembly, and Packaging services, 2) Web-based



[0116] Different enbodi nents can provide a nedia

services framework enabling stakeholders (e.g.,
consuners, content providers, device manufacturers,

and 27 service providers) to find one another, to

i nteract, exchange val ue, and2$o cooperate in rich

and dynam c ways. These different types of services

rgpge onn1the baékg .Edlscovery, notification, |

scRPERt Aggrgeatiopand fustriRggon sTHEFSe 3 dompe Satawyagisrviges,ad 4)
servicesgﬁsuch_as | ockers, |icensing, matching,

alronsynes FecRnich do¥igs t r ansaction, and update), and
conmbi nati ons of any or all of these. [0117] Services

can belWil3} Erdhafdbesgdowdierpypicatly hprediffercotwegniraaerits fpr
nodes, each providi ng nessage routing and

oseshigty, rightis arnagémaont,serassdige veryyperaicd orchestidtionaywser interface
collator (described in greater detail bel ow) designed

f complokisy, and oriepsdtvicé ttdBitedNotiRsikttherties fibyeriedighty into the
service invocation requests and receiving responses.

ThRdéle tim tveaBélfd ath@iaenAF web QevRIY SHilcARE 1AEHRPAGE fit more into
nessages are preferably defined in a standard XM

S [ L P :
VD) s R CANE BeSBhal IS AREI LR R, ARYRRE sebedof the

TP 88, AR P SROBRH el
i sy Bh Tl
Ok Y P SR B SsBTRRR B0ERENGE  o

- frame rts the copstruction of. divers
commniigsT HRe Al Hs 11 R GPSHEs t SBerizE @RS of the framework for

interaction with a_sin%ye service provider to a

cB‘{ﬁﬂeészY abigmiementaipny vhile brige spsralmensis oy enspmpass\ancad-to-

fromnultiple service roviders. In one enbodi nent,

t e Jolutipandiok exmpera EDEH dirgetoreandaliseanery mpproach magiwagk well

exi sting service choreography standards (WsCl, BPEL,

efas rglatiphyistai sandadentralized seabiserdcesy lotifoer siotcodynseni¢ tredsient

own conventions. [0119] The syntax of nessages

apsEingofgabrseintineseorks clsdoveganbdadnsueh as those feamdbh YPnP and

described in a relatively flexible and portable

NRaRkRzyoBInSl e thie ppfepridal Thud, PSS Rishdidnbhts Andlfigle

system framework. I n one enbodinent, this is
agiscyViety shR¥drd8re accommodated within the framework
{0114} Similarly, when rights management is applied to media distribution

through wholesale, aggregator, and retail distribution sub-tiers, there can be many
different types of complex rights and obligations that need to be expressed and
fracked, suggesting the need for a highly expressive and complex rights language,
sophisticated content governance and clearing services, and a global trust model.
However, rights management and content governance for the home gateway and CE

device tiers may entail a different trust model that emphasizes fair use rights that are

relatively straightforward from the consumer’s point of view. Peer devices in a



|

-using WSDL to provide relatively sinple ways for

referenci ng semantic descriptions associated with
descri bed services. [0120] A service interface nay
have one or nore service bindings. In such an

enbodi nent, a node may i nvok&ét he interface of another
node as long as that node's interface binding can be

expressed in, e. I(_(; , WBDL, and as |long as the

P@'&%@ i?%al REEK sy Ve growmteradh asiag fheailatizely simple trust model
protocol s associated with the binding. For exanple,

iof that netwerls app wiithgheability te dnteiactewithpears awess aawide area network
requesting node nay be required to support SOAP,

METP 2 ghdabosimade], pettaps fiedidh grofingatewawsetdcesn e teaoasumer

-may be controlled (e.g., rights managed) in a

shd redapitixitg dribasfindrn Rudiniatel hynageRentdbfren@sAallshilfy across
rights managenent. Interactions between nodes can be

dbdv&ls@se GOWRICH @tk MPBIl drdaRfermit@ADE Intdfsdd: HaNidiple % orks.

type of device (physical or virtual) can be viewed as

Tahe b lefebtveMpMSa8R 8PS nBRsbARIE Wifle eﬁ%lﬁ{%ﬁl&tpﬁﬁg

‘aspects of the NEMO framework. Device types In

2Oy ' . i to

DR Bt R0 B MBler Rt Wb ROt AR pfrights management
4 ' a, NE enabl ed. devi. c node

B SIcBL R REHTE byt B s P8 it SR RS nd
| ogi.cal, nodul e di.scussed in greater detail bel.ow): .
FET34F et %y &0 t@ﬁ@d@ V@Pfcoelﬁ dise Hights ip adransastign that is
services that the device inplenents. There is no |
P@@ﬁ%%ﬁle‘w?h p pales HangeRiron, Steerasps gaathgnevesbwherga subscription
directly ~or indirectly in the NEMO franmework. [0124]
Kight iy ex&gised-ce | mpl enentation - the correspondi ng set

of inplenentations for the native services APlI. 29

[0125] Service Adaptation Layer - the |ogical |ayer
t hr oudd- whlLegicahModebsed subset of an entity's native

o1 nai Fe W B GG, Y G Bl RO R Sty

M?ﬂé& sétiok%rn%(rié(s thatiRioraer 1enna% gee%-Qgi)eéf'r(PXIL)dfgs}ﬁgﬁ ppéetl';to-peer

: computing is often defined as the sharing of resources (such as hard drives and

processing cycles) among computers and other intelligent devices. See
http://www.intel.com/cure/peer.htm. Here, P2P may be viewed as a communication
model allowing network nodes to symmetrically consume and provide services of all
sorts. P2P messaging and workflow collation allow rich services to be dynamically
created from a heterogeneous set of more'primitive services. This enables
examination of the possibilities of P2P computing when the shared resources are
services of many different types, even using different service bindings.

[0116] Different embodiments can provide a media services framework

enabling stakeholders (e.g., consumers, content providers, device manufacturers, and



functionality for working with the NEMO Franmewor k

i ncl udi ng support for invoking service interfaces,

nessage processing, service orchestration, etc. 1.4.
Term nol ogy [0127] In one enbodi nent, a basic WsDL

profile defines a m ninum "coR®" set of data types

and nessages for supporting interaction patterns and
infrastructural _functionality. Users may either

dfaraee pipvidess)4e fiad one enathernterintesact texclangh velsaeantlge gpoperate in
of standardi zation process, define other profiles

bri¢h andodynaoyic whys. Aibssecdifferentiygienof seevicesoatge feord the basic
service types and extendi ng exi sting ones. In one
efdisediergniotifidation, cedreh, #pd dflé stearingy toudes cdafpldax Higlosm $evel

for sone or all of the follow ng major basic data

t yepeises (OAPR] lotieas liceinge ﬁ{aﬁﬂﬁ% abihefz{on2pH@idnt Ghikabon, and
in the systemframework. A node nay act in nultiple

r Ghcafe)] Bl dostitishtioRabf Ay & MEStth&g, consuner and/or a
service provider. Nodes may be inplenented in a

vari et 1@2]0 §&er@5 l:élﬂ%éiﬁiwﬂu{%ﬁ %ggb@?né%ﬁrgb-gwﬁéﬁ c%ﬁllﬁungcr:ating nodes,

devi ces, tware agents suc ayers,

Vi Seryj rQvi der u as. content search

cbich WALV Sl BUMASLD xS e SO ERbsREEREPg and

[01 Devi ce -~ en ul at es epresentation of a
TP el e GAP T G Ped ool s ened or s Hanfbwork.
encaps I%éeﬁ_the rgﬁégsen ation _of, a cljent user. .

[ 0131 ﬁ%l iYedes integict By, £SSTVACE Wy peation Fespuests apd (acelying
‘to a set of targeted Nodes. [0132] Request Input -
eliveramsen. dhe formnd apd pastlogdnt the Rayew apd regponsegiesgiges are
Response - encapsul ates a Response associated with a
Rergtesatly dpnelin am¢andest XM sichema-besaslapeuseavies desadption language
Results within a Response associated wth sone
Req@.e¥EDI]) 018 sinbS8dies at extensibleapisafl datetypesumabling the description

representation of a set of well-defined functionality
eatiapatpositionfdtse@ite indithpir avdodedNadefacd BingingeUMhnb &f the

for exanple, |owlevel functionality offered wwthin a
Oebiédt Syl ¢ VESD B afSPdlyROPAR 4d-@n b8 e¥f2h&8& to support new
| | functionality. The system framework supports the construction of diverse
communication patterns, ranging from direct interaction with a single service provider
to a complex aggregation of a choreographed set of services from multiple service
prbviders. In one embodiment, the framework supports the basic mechanisms for
. _using existing service choreography standards (W SCI, BPEL, etc.), and also allows
-éerv_ice providers to use their own conventions.

[0119] The syntax of messages associated with service invocation are

preferably described in a relatively flexible and portable manner, as are the core data

types used within the system framework. In one embodiment, this is accomplished



recognition service), or nulti-faceted functionality

of fered over the world-wi de web (e.g. a shopping
service). Services could cover a wide variety of
applications, including DRMrel ated services such as
client personalization and | i28ense acquisition. [0136]
Service Provider - an entity (e.g., a Node or Device)

that exposes sone set of Services. Potential Service
PEigY iVE‘éBb tp peavidearelasmelisimple vays fonrefesencingwsemestic desetiptions
as cell phones, PDAs, portable nedia players and hone
geoeinteylswitladesciiedd semgeaset wor k operat ors (such as cabl e
head- ends), cellular network providers, web- based

r et ai [[@r29] ansbreioaintdifack nesringe phovt shetsser{iOdBinflings. In such an
Service Interface - a well-defined way of interacting

\einbbdiamt, rnode hery iPeskeéitheiterfdes 38 hnstBértiode aBidi’a%iaB éhat node’s
a

encapsul ates a specific way to communi cate wit

PREMAGDIndIRE LM\ kptdiSeANY BN OHE, ﬁﬂdas%ﬁ%%qﬁé feque&fhe node

to invoke a Servicé Interfacé. These may

RS BT RS B g o

Al Oy LS RO AR5 AN 1EEOM P Pk to
SO BT B S8kl o s targeted set of
Ser vi ﬁ]&l]:’r ovi di ngiglj%d s, and receive a set _ of

Respo Agy se ey b ceprelleddr 5 wekls mangged) ina

Service Orchestration nechani smthat provides a comon

- Piapdardized faghion winsethapioyiing aspaein abughihmapegrseens. Interactions

col l ections of Requests and Responses related to
betwigies aodesces be visved aFigoserned epdratbmspr ovi des t he

basi ¢ building blocks to orchestrate Services through
manageedf Voftudlhyeanybgsanfakvicasplogicat exvivual carhiee viewed as
Services. [0141] In the context of a particular
ppehiid it NENMO-shatiled andl bigle t@implegbhikeymBpagesahé NERRY) |
a typical profile mght include various DRMrel at ed

fameods DédesgbidReinbe! Bydxdniile, ddasdndr «POfics 84uipinent,
content protection and governance objects,
networked services, and software clients. In a preferred embodiment, a NEMO-
enabled device (node) typically includes some or all of the following logical modules
(discussed in greater detail below):

[0123] Native Services API — the set of one or more services that the device
implements. There is no requirement that a NEMO node expose any service directly
or indirectly in the NEMO framework.

[0124] Native Service Implementation — the corresponding set of

implementations for the native services APIL



whi ch represent entities in the system protect
content, associate usage rules with the content, and
deternmine if access can be granted when requested:
[0142] Content Reference - encapsul ates the
representation of a reference%r pointer to a content
item Such a reference will typically |everage other
standardi zed ways of describing content format,

| ocat i[6h25]eteevicd ddaraiaivef etlemiogical leyrr diosugiawhichtanexposed
regresent ation of a reference or pointer to a

dabzat ppan emitys nativk girtiads is aglesedmaimagarenmotodisatverable
[0144] Link - links between entities (e.g., Nodes).
[Wrdibgs désorditedtin-e.g. eSlent s nmedi a or other content.
[0146] Content Key - represents encryption keys used

to enqoyrs] fGameRbtk Supﬁo@ﬂt‘ﬁ];m@nkﬁﬁkonenfﬁﬁﬁtﬁﬁGHHe? shpREE

or other rules that govern interaction wt Cont ent .

[{0dARhaligTbf Rbikale Witk B ok R invoki
Contr olalqgn d Cont egn? Key quﬁpfgz ?@%&ﬁ%?ﬁg@é@p@%@ f or invoking

(pr=Yalg sociatd : . Cont ent Key
S BB P OB ™D ot 1
i ncludes definitions for sone or all of the follow ng

basi Clsgr\/i’lee%ﬁ%ilﬁ£19%§1] Aut hori zation - a request or
response to authorfze some participant to access a

Ser vi ¢8127}0452¢ exGbvdinreat) adasic WISDD 66 deficsexalimsin@ore”
authoritative or dom nating influence over sone item

(set @f.datactypessind nhdskdpes SordQFHITEAL int@actfbnIREt¥InS And infrastructural
operation), such as the ability to downl oad and

ifigdtiabhlits. SREdsWadyCeiHROAiAE Ly, {EOMSIINRRGRadn¥R of lrbeh some form
interacts with Services providing functionality Such

. t i . .
o7 A RSSO RO AR g G AL g e

ReRRAASEV& PR\ Txtthding 3kistify 5449 n one embodiment, this core

profile includes definitions for some or all of the following major basic data types:

[0128] Node — a representation of a participant in the system framework. A
node may act in multiple roles including that of a service consumer and/or a service
provider. Nodes may be implemented in a variety of forms including consumer
electronic devices, software agents such as media players, or virtual service providers
such as content search engines, DRM license providers, or content lockers.

[0129] Device - encapsulates the representation of a virtual or physical
.device.

[0130] User — encapsulates the representation of a client user.

[0131] Request — encapsulates a request for a service to a set of targeted

Nodes.

[0132] Request Input — encapsulates the input for a Request.




functionality, including the ability to have the
Service Providing Node forward the nessage or coll ect
and assenbl e nmessages. [0154] Node Registration - a
Request or Response to performregistration

operations for a Node, therebd0 allowi ng the Node to be
di scovered through an Internedi ate Node. [0155] Node

Di scov, (Suer - a Reguest_or Response related to

t he oﬁ’i%ﬂv’% © "l\‘iﬁ‘&%@s}‘%f??ﬁ%TSPWiaﬁo&?ﬁdon aRequest.
Request or Response to send or deliver targeted ]
Not i f i @é?ﬂo’i?%é%ﬁ&dé—%caas'@lﬁ% heqtasulss wihiesR esponsspsociated
Security Credential Exchange - a Request or Response
rith serae Request | owi ng Nodes to exchange security

related i nformati on, such as key pairs, certificates,
or t hdOl3XeServyiod5shcapeuluics theDegresontatipn pOaaetyf welbdefined
Request or Response related to the discovery of
Sendtiomebtypxpyied ed offyreddye mevidef Node This 661le bAOREexandsle,
[0159] Service Ochestration - The assenbly and

cloarlevdl dinctidnalfty SeferedGpithih AldevidB BamaRkl @11 phone (e.g. a voice
coarser-grai ned Services, reusable conmponénts, or full

aR&lgn@ithn eRSce) ! Fatuladhet & ﬁﬁacﬁéﬂaﬁg SIRGEL Bt&q}l@%oﬂd-wide web

service provi der. Exanples includ€ rules based on

RS SR, SRS BV el
: t Cr Tryst . - i Q. -
SRRARE B B R s ke ARIERETE i RESYA i ppisin.
oot ve R0 AN B bR cposes
Managee may | everage and/or .extend existing .
SOEAFL %ﬁjgﬁﬁeegw PointghSersica PRoASi inshygde cpprpmgyelpgtronics
-Security and W5- Policy in the web services domain.
[d51i5s, puehsrosl @hongse BPdseprrinble Redia phyesranRdopsrasteways, as

related to receiving a functionality upgrade. In one

basi nebwark oppiators Exueh eecdbie headeings)abdtutaatetwarkipoviders, web-
ot her

based retailers and content license providers.

[0137} Service Interface — a well-defined way of interacting with one or more
Services.

[0138] Service Binding — encapsulates a specific way to communicate with a
Service, including the conventions and profocols used to invoke a Service Interface.
These may be represented in a variety of well-defined ways, such as the WS-I
standard XML protocol, RPC based on the WSDL definition, or a function invocation
from a DLL.

[0139] Service Access Point (SAP) — encapsulates the functionality necessary
for allowing a Node to make a Service Invocation Request to a targeted set of Service

Providing Nodes, and receive a set of Responses.



profiles providing concrete representations. 1.5.

Illustrative Interaction Between Nodes [0162] As wil |l

be di scussed in. greater detail below, the basic

| ogi cal interaction between two system nodes, a

service requester and a servi ét provider, typically

i ncl udes the follow ng sequence of events. Fromthe

per spegt.i f. the ervi requesting node: [0163]

Th es ef‘ﬁ)“bﬁ ”%é@%@é FPﬁ@fOﬁ Charesrvce Qraieseation seashagiym that
nggé | ocat e any NEMO- enabl ed nodes that can

aﬁﬂ@ﬂﬁ@éé%faﬁ@algémg a Nogds tnapags ang peedess eadlections of

serV|ce bi ndi ngs. A node may choose to cache

i Regvasistand iReapanses wlateltediesdce inppaitions . THik énterface provides the

i nterface/ mechani smfor service discovery between

nbeesbwkiingelofksdd orchestrdte Beirey threughbhatnageNeMd Mine®lessages

chooses to inplenent. 34 [0164] Once candi date

sessuciaed prithvthel Bayiseedes are found, the requesting node

may choose to dispatch a request to one or nore of the

servi CEO1g1 P it RenteRETS fRasRithr apPlicatisR, %ﬁbﬁ h€di ?ﬁﬁl\ﬁﬁl?s
bi ndi ng. [0165] In one enbodi nent, two nodes that W sh

t-fhaf t(ﬁﬁlﬂ) Sﬁﬁfifcﬁf oMl ?ﬁlﬁ dQRfEHE&uS"I‘)ﬂ{M—relate services

est ab tristéd atlon or the purpose o

neg%??%?gggmget 0 (ﬁﬁﬁﬂﬁgs%P?E rus égglegﬁﬁﬁge&Fgﬁfomeds
d k .

(whRR ‘?}ﬁé%@‘?nﬁ*ﬁ?%ﬂ???é%%ﬁ YOSl st b ks Releppith the

est bl.i s a segure channel %{‘ﬁ}é In sone cases, the

?qt’aa\n] ginm(eﬂ aeeeys @R deErant § 158uested: pl i ci t

proper f the serV|ce interface binding (e.g

W6- Se 0@421)/ Contenigiafergine -prnsappintes the t@é@ﬁenf@rwlaﬁf swiference or
request between two well-known nodes I n other
CRRIBIST tor eoniray demaSush aseferenge wilkypiteHy lexesgmatheb standardized
explicitly separate step. In one enbodinent, it is up
t ways ofidgegribingieontent fermat,ddgagionydié.ch credential s are
sufficient for interacting with another node, and to
“make t[0é43J0BBMsRefbrenhat endapsdatet thestprasegtation ofia@deference or
[0166] The requesting node creates the appropriate

Vikibhter equdsstripthmsefgaligial rights management format.
[.0144] Link - links between entities (e.g., Nodes).
[0145] Content — represents media or other content.
[0146] Content Key — represents encryption keys used to encrypt Content.
[0147] Control — represents usage or other rules that govern interaction with

Content.

[0148] Controller — represent associations between Control and ContentKey

objects

[0149] Projector — represent associations between Content and ContentKey

objects



that correspond to the requested service. [0167] Once

the nmessages are created, they are dispatched to the
targeted service providing node(s). The communi cation
style of the request may, for exanple, be synchronous

or asynchronous RPC style, or3&essage-oriented based

on the service binding. D spatching of service

requests recei ving of responses may be_done

di rect {4 5§£ﬂt Pfe akndiaeny; a eore GIRfHe InpdeERESiEE o foesome or all
P%ny. The service proxy (described below) provides

aff Bp delloyang basiaRervisssier f ace for sendi ng nessages to
other participants, and nay hide certain service

bi ndi n1b¢bdethorigetidn -as raquag at rdspensees suherize someatagticipant to
transport nmechani snms, nessage routing issues, etc. 35

[ &t68)a Fdrviee. di spatching a request, the requesting

node will typically receive one or nbre responses.
Depending2pGovdraamdeeciiiéd soc@k of Beersisingatolititi®s bAGeinating
bi nding and the requesting node's preéferences, the

r BflpenEve) sy ithf (é.?.t, AR il8, AddRhleRE, ¥r S erd@oheration), such
i ncl udi ng, for exanple, an RPC-style résponse or a

notifi . _ ) ,

£ thé bGifik BUITRISRAR idd4l a E(ﬁf\g:%g 1;38 %iaﬁge]. réo?}%,nglp%é;tgbggléy

targeted 'node(s), may pass t

' f I t '
REFRG: AR SRt QIR i RUTRRY st BhesiBierbpiny
and. . r%ggatiogtf nctions, etc. [0169] The requesting
node Mo AP L EORHE PFYUEHse(s) to ensure it adheres to

t he nﬁgﬁ #ﬁ@Fd tr%§t,senantics between it and_the )
servic % EHCEE KRGS — p &EFRESt epReppRicde Prondemssspggrouting
L%%then_applied based _on t he nessage gaquad type and
tlamplity, reluding theability frehqye teepearvico Er@viding dogde furiweed the
provi di ng node, the sequence of events typically
viBeasaeq ofctollget and@syepiblomiessgges 0172] Determine if the
requested service is supported. In one enbodi nent,
t he NHODS4) ModaBegistduion noR cqresictatRespdiae $¢ yerforar registration
granularity of how a service interface nmaps as an
erperafioppforta Naden tieesbyi atlewight o ds itoTbé @toveasithroagh an
service interface nmay nmap unanbi guously to a given
datevinedia@Nbddhe act of binding to and invoking it

[0155] Node Discovery (Query) — a Request or Response related to the
discovery of Nodes,

[0156] Notification — a Request or Response to send or deliver targeted
Notification messages to a given set of Nodes.

[0157] Security Credential Exchange — a Request or Response related to
allowing Nodes to exchange security related information, such as key pairs,
: certiﬁcates, or the like.
[0158] Service Discovery (Query) — a Request or Response related to the

discovery of Services provided by some set of one or more Nodes.



may constitute support for the service. However, in

sone enbodi nents a single service interface may

handl e nultiple types of requests; and a given service
type may contain additional attributes that need to

be exam ned before a deternm r&tion can be nmade that

t he node supports the specifically desired

functionality. [Q173] In sone cases it may be )
neces $81371 1S6iviea@rdheinanos pFlesassanblysind speidinatien of Services
trusts the requesting node and to negotiate a set of
dgapRanapeable, coarsercgraigeh Seraioss, rewsaBl compenenthad ifistbapplications
regardl ess of whether the service provider detern nes

thay edheratoyrulgsepecifichby o sératceprowitlér, tHxanphosindede rules based on
interface will still apply. [0174] The service
pravwdatedentiet, eypu ofeServos nebitsdabt £ wakch B edsi sg@lidcesied, order in
request(s) to those node(s) responsible for

a8 dricegare ee@pesddPetthe i nterface in order to
determine if the requesting node has access. In many

situ a'({j(')fﬂ@? Tridd ﬁl@i&%@rgéﬁtﬂ HEvidBos @Orﬁﬂlgnts%%Sﬁ}V]énQSns and
provi ding node will be the sane entity, and the
PR R | | 23|
P R e ap B ARl MRl Ol By oom Nodes.
' ' . vy iaterface binding.such as C
1 S BBl ABRIO T VB e i ey o Sxtend
aut hori zat.jon r.esponse, ,if the request.in ode j s
EXIotE Sty Pre ghlans g PregRAtEps, S sding frRecipigand -
equest. |f_not, an appropriate response nessage
ﬁ?@ IHGBGB@RéWXF@ﬂamP@@76] The response nessage is
returned based on the service interface binding and
r equeflitdd Unstedes- ispesarenBequestar Rowpoasa nslatddeto receiving a
requesting node, the nessage nmay pass through other
functpredly spgrade deneteatbodiyenty thisi sdevicrais pamehy sbstract, with other
"val ue added" services. For exanple an internediate
padidesprghitdingrcutrite reprekéraiionst r ust negoti ati on, or
delivery to a notification processing node that can
deliver the nmessage in a way acceptable to the
r equedssi ng lixdeativeineeracidicBofwean Nadewe added”

servi LS .a _C on servi.ce that appends coupons taQ
Che. ni082L 45l dischied o exeaier dpiall pelow. iy bibigdogical
interests. 2. SYSTEM ARCH TECTURE
interaction between two system nodes, a service requester and a service provider,
typically includes the following sequence of events. From the perspective of the
service requesting node:

[0163] The service requesting node makes a service discovery request to
locate any NEMO-enabled nodes that can provide the necessary service using the
specified service bindings. A node may choose to cache information about discovered

- services. The interface/mechanism for service discovery between nodes can be just

another service that a NEMO node chooses to implement.



[0177] Consider a sanple enbodi mrent of the NEMO system
framework, as illustrated in FIG 1, inplenenting a

DRM application. [0178] As noted above, NEMO nodes may

i nteract by making service invocation requests and

recei ving responses. The NEM34f ramewor k supports the

37 construction of diverse and rich comruni cation
patterns ranging froma sinple point to point

i nt er d0t$HPRGetcRndidae sevice papvitling ngdendre &rungdothg requesting node
conpl ex aggregati on of a choreographed set of

JBax/shoese fordisnatall aeguest wemeicr engre of idesewiceddviBinglnodes based
the context of FIG 1, the NEMO nodes interact with

ome: speoificeerviee bimhioyi de a variety of services that, in

the aggregate, inplenent a nusic licensing system

Misi c [6165]d onhe efboditizat, tWb sibeslthgieikh blénsainibae securely with
extracted by Web Music Retailer 120 and provided to

@ach oher wilBéstdblich b tSHE felMichshiPabf thEPuRIokEbRRA SD
Gateway 130. Music from ConsSrr%r I\/Us:i)gﬁ{?ocker 11(@2%?, L

SEeRl ¢ oy P0G 7oy ea 6 e e B afyhs e
AOFHARRRED teicd R cIED Bl Bl WYl 5B wepiy

B Ex oS0 BRSO ol B, 1 e
BB S S 55 e e Pl

150).. A user _mght travel, for exanple,

s
i F-20 PeSapHEtydl B3 &Mh Botogn] ds Bisdapian $§larequest between
- wireless Internet connection (e.g., to Digital Rights

tyve avsdleknosmiades). Twother eases, deiagotiatignuefithmt eredentials may be an
addi ti onal songs or replay existing songs additional
ekplicitly separate/giep. aliconeembodabent git istup tBargivdn o dblis determine

Pl ayer 150 via Software Upgrade Service 170. [0180]

NiBigD credimsialsane suffieiestdbr intdrhctimpeiald atidies nod#) dndité hake the

ot her devices, in a variety of different ways. A NEMO
desisipn éisut itl dal sduktad gideri fodel G 2a, is some type of

machi ne or device hosting at | east one NEMO node. A

host  NEN66] T dequdktindindde crdafk IR AHpréirpe Wﬂ!?féﬁugsjt%%&ﬁage(s)

at a renote | ocation 220 accessi ble 'via the | nternet.
fhat correspond to the requested service.

[0167] Once the messages are created, they are dispatched to the targeted
service providing node(s). The communication style of the request may, for example,
be synchronous or asynchronous RPC style, or message-oriented based on the service
binding. Dispatching of service requests and receiving of responses may be done
directly by the device or through the NEMO Service Proxy. The service proxy
(described below) provides an abstraction and interface for sending messages to other
participants, and may hide certain service binding issues, such as compatible message

formats, transport mechanisms, message routing issues, etc.



host coul d, for exanple, be a server 230, a desktop PC
240, a laptop 250, or a personal digital assistant

260. 38 [0181] A NEMO node is a software agent that

can provide services to other nodes (such as host 235
providing a 3°a party web ser3ice) as well as invoke

ot her nodes' services within the NEMO nmanaged

frame nme,.nodes 270 are tethered to another ]
host %L&J ;§§ iAprEnEASRaNe S e Bauesiag Rede willibpically receive
Bl uet oot h. These _hosts 240 and 250 are equi pped with
PR R FIOTE BSPRISES- VP erengding osuthe pracifins of fhesesdémigterfponbinding
to present a virtual node to other participati ng NEMO

rf9d dae refuestng nade’s preferences.dlic raspeitse(s) fay ba rétivied modeariety of
can be a full peer within the Ilocal or personal area
rveayRoinkluding, foNeskasplsvar RPChstyls yespmise iof a napfdition nyesddge. The
exposi ng and invoking services; however, each node

gespens, by-rane ® thotargétb&hoded&Ninag @bss&_ﬁﬁo‘&%ﬂf)theﬁﬁﬂéﬂﬁéﬁfate nodes
Nodes may advertise and/or be specifically queried

ahdwiaytfrevide b iueder 6f18MvaReEhided) inbiddB3] e.bf rdffing, trust
‘Internet connection is present, as shown Tn Fl Gg 2cC,

io@8tiakidn Aollalbr WA QAR Barlof fHnerioi LN Per sonal ar ea
n

efwork 210) can al so access the€ services of renote

nodes [ I rk configuratio

and pof [y, TR REEb A it Rl L IEp8ERTI Byt Alfezes o
. I.nt er net - capah| e MO hosts 280) t

Aol st IR bR Srd i reRE ik 208 | ¢

FI G t all. NEMO nodes be on hosts_  capable

of coRTA nprons el R RCaEHERS Hob bl cheptiban g afisage pasload

renote. A NEMO host 280 can provide a gateway service

FHGIFOWEMEN one node can invoke the services of

anot her, such as tethered node 285 or nodes in

per soh&l71dHeem tha Resynectzeof the s@sice peoviidihg sode thedseiynence of

FIG 2e, a node 295 on a tethered device may access

evatsepisale would iotlnde thedddewiniga a gat eway, as

di scussed above. It may al so be accessed by other

nodes [@ii78] emrmine if dreveqested sanddeie sugposttd. 2B0onelddsbodiment,
proxy service creates a virtual node running on the

NENATE @S fram@weskal oot a%tmARTIesthe 81Y1H6r drithllarlNEMPhBRES service
interface maps as an entry point to a service. In the simplest case, a service interface
may map unaxﬁbiguously to a given service and the act of binding to and invoking it
may constitute sui:port for the service. However, in some embodiments a single
service interface may handle multiple types of requests; and a given service type may
- contain additional attributes that need to be examined before a determination can be
made that the node supports the specifically desired functionality.

[0173] In some cases it may be necessary for the service provider to determine

if it trusts the requesting node and to negotiate a set of compatible trust credentials. In



39 [0186] As illustrated in FIG 2f, a NEMO host may
provi de dedi cated support for tethered devices via
NEMO node adapters. A private comuni cation channel
296 is used between host/NEMO devi ce adapter 297 and
tet hered node 298 using any 3fuitable protocol.

Tet hered node 298 does not see, nor is it visible to,
ot her NEMO peer nodes. [0187] W next consi der

g rpbrimant, segasdless ofiwhethes thiendes propidky determines trust, any
functionality that can be provided by NEMO enabl ed
crolicy. assogipted avithethe semivo dittowfatesyill stitl aphlyt can be used
out si de the NEMO context. As previously described, one
of t hd01'pYiThersyrvipegirevidér detqrmedearané dispatobel awivirizefiord he
NEMO system franmework is to support the devel opnent

obquEsi(y)ite those hedegpatpohsbletoems 4R8BS th BhBRRface in order
nmedi a- rel ated services spanning both comrercial and

GO detefTEine o the€Fdq@estiH@noRE kad 4RE®: 1h hanfd@hdion! th@authorizing
service connectivity, interoperability between

mdi and @k @&ﬁ@e%%mmgﬁoﬁe Wi betﬂe%a[lng gﬂ@%{ frE R ﬁ%@%{lﬁg and

managenment of usage rights as app e conten

B ARSI
NN TR e IR L

consu 1 th the perception of a seanjess rendering.
and ui@{f;] BrPERRE thorigatigneresgnge, af thg requesting node is
he er.oegq?ﬁleous,DRM and nedia format infrastructure.
B488T espeiceanpeiter wil BiidRiicapyrest Jf netnan agpropriate response
illustrated in FIG 3, a network of NEMO enabl ed DRM
ReFPage gk geaegted- cont ent provi der/server 310, which
packages content for other DRM devices, as well as
consun@y76pThp respense38Gsageds retamsd hased BE the service interface
packager/pl ayer 320, which can not only play protected
dowingvnd rbquesti@gmodal sspreferaicay eEic tetthé Riqueding\weaYy, the
portabl e device 340. 40 [0189] Wthin each DRM

deegsape maylpas RN ugh Githe itk did1® nSdeR Ehdt nfay PR/ HIE AEdes QiR or
(e.g., enforcing license terns, delivering keys to the

hodte ajieliT SaViced), Fitlekamhple an intermediate node might provide routing,

trust negotiation, or delivery to a notification processing node that can deliver the
message in a way acceptable to the requesting node. An example of a “value added”

service is a coupon service that appends coupons to the message if it knows of the

requesting node’s interests.

2. SYSTEM ARCHITECTURE
[0177] Consider a sample embodiment of the NEMO system framework, as

illustrated in FIG. 1, implementing a DRM application.
[0178] As noted above, NEMO nodes may interact by making service

invocation requests and receiving responses. The NEMO framework supports the




and relies on the host application for those services
whi ch can be nost effectively provided by the host,
such as encryption, decryption, and file nmanagenent.
[0190] As will be discussed in greater detail bel ow,
in one enbodi ment the DRM endflne includes a virtua
machi ne (VM designed to determ ne whether certain
actions, on _protected content are perm ssible. This
comstrattionof darsrssand sish epmmuairation pattesisiahging fimoka biamdeipoint
machine wth a mnimal set of instructions. In one
elRost Adataction with asigidhsesviod prowideotord complegkgmtgatioo of 2
arithnmetic calculations, as well as querying state

| Ahorrographedhsdt of servives fromtmualtipierserviaergrovidessheck
paranmeters such as systemtine, counter state, and so

fort h.[OLDAIh the tontanef BIGOU tHENEMO hedERMeeR8 w8 one another to
utilizes a graph-based algorithm to verify

rboide @Rafibty Hf BEY KRS thal M tHel a@Brelsfte Al RYhMA YRy E Bl dsi
FIG 4 illustrates a conceS?%% gnbodinenf of suchS%F

Hyatefh. Mbfic S6ARNN CUMBEh SN e ‘EE& Ghb 951% §é ?%gﬁeg byWeb Music

vertices, connected by Iinks. Each enti

TIPS P Syl
7, ATl VAR 40

' . . I '
e e e AL A TR

Lect | s ave associ ated_ attributes that represent
3&%@?22@@8 é\r}?%eagm{slﬁ’ tp peherslgt furthepuseqmd digdbutionn t he
vertex. [0192] For exanple, FIG 4 shows two users
(Betrrtaracntdipme Gatgyay égg e vehitle bydiienghch npoid @b well as
device), and several entities representing groups

dother conthat) carr es/plaapa, ffyr, examplecoss 2 afertsHonmPC(eg., via
l'i brary, subscribers to a particular nusic 41
F4F Hoftware Nidew Blpperoviéiiodaya oes’s pantabld @liybeck device (e.g., Portable
manuf actured by a specific conpany). Each of these

desiaPlager 150).04] et mihs aavell R cxvinigle, with PO MUBR Player 150
semantics of the links may vary in an

app bbbl vk wielehd InferM@RBRYectiot .%Qﬁ%{tﬁ’R' Li Servi
directed edge fromthe Mac vert(:ek;(g’to t he Kn1 X velcr'etngi crviee

T8Y), A8iRbnselkd ﬁﬁrcﬁ.&‘s@%dhﬁiohﬁlesyﬁ%‘r refhy ERSHARSoned NEaiBLEE times,

from Knox to Public Librar
or even add new features to Portable Music Player 150 via Software Upgrade Service

170.

[0180] NEMO nodes can interact with one another, and with other devices, in
a variety of different ways. A NEMO host, as illustrated in FIG. 2a, is some type of
machine or device hosting at least one NEMO node. A host may reside within a
personal area network 210 or at a remote location 220 accessible via the Internet. A
host could, for example, be a server 230, a desktop PC 240, a laptop 250, or a

personal digital assistant 260.




indicate that Knox is a nenber of the Public Library.

I n one enbodi nent the DRM engi ne does not inpose or
interpret these semantics-it sinply ascertains the

exi stence or non-exi stence of paths within the graph.
Thi s graph of vertices can be38 consi dered an

"aut hori zation" graph in that the existence of a path

or rel ationshi (direct or indirect) between two

verti &nglr}a’yl\{ﬁ\dprﬁ@%%m@dvm agent that hor prowide servioes to other
one vertex to access another vertex. [0194] For

awdeplsuch asdinstid prowidinga 8T phegwib servie oy et fssinivolie other
and the Carey famly is |linked to the Misic Service,
ttiodes sérvicas pathin theNEMO-itanaged fenidd@®rk. Mish e n& &S5 \2I70 Gre tethered
The Music Service vertex is considered reachable from

doahdther host viex dedheerd cb@bfinication BRddRcl, 5@ dsBhetySth! These
to the Music Service. This allows a control to b

Wobts 220 ahd 250 el e@ﬂ@pe&m%iv@d}ktcem?é‘cﬁm m&&&ﬁ‘& garocessing

e
content based on the condition that sIc Service

bR weLRGHERNEa L1RR hive te%ﬁéghﬁicg)gﬁ%%ﬁgﬁo‘g&% the

application that requests acce client

cont ent " Bley Mt RS b, SeN it gt £ B i e

[ by the Mthat allows a particular .
ASREEOAT L R peStork By Npdishargsis ommecc s Al 06 cxposing
is,owned by a nenber of the Public _Library and is.
SRVAR ‘ﬁ‘éﬁg’{}’é S; Rigtesyen isachoater ssnerglly daesmat gifsridentical sets of
devj ce evaluates this control program the DRM engine
JEVIFHNRSS fiRetadEertive ppdiorcha speciBealijequeripd nbeusites Devitesdhey
and Public Library, and between Portabl e Device and
RFIKWTApproved. The edges 42 and vertices of the graph
may be static and built into devices, or may be

dynanm @ &hdf andinterostenadedibn Gugbsengray sh@sn FOMGUDcs fich Rl
with the host application. [0196] By not i nposing

SdiOtriodss (@rg. § Withivigietsoa i Siréntbtl bk 0) EALaIEFN 8RGO Gervices of
can enable great flexibility. The system can be

ettt Q0dds@20BD¥peHEAgor e netwdrk @B figrakid dfMlicy, it is also
del egati on- based policy systens to authorized domal ns

PO WAl afd RfnotOBENRIKS . Iﬂt%gtzia&h MRV TFB N o

the DRM client can al so retise the a ori-zation
interoperate as NEMO peers.

[0184] As illustrated in FIG. 2d, not all NEMO nodes may be on hosté
capable of communicating with other hosts, whether local or remote. A NEMO host
280 can provide a gateway service through which one node can invoke the services of
another, such as tethered node 285 or nodes in personal area network 210.

[0185] As illustrated in FIG. 2e, a node 295 on a tethered device may access
the services of other nodes via a gateway, as discussed above. It may also be accessed
by other nodes via a proxy service on another host 290. The proxy service creates a

virtual node running on the NEMO host. These proxy nodes can be full NEMO peers.




graph for content protection key derivation. System
desi gners may chose to allow the existence of a |link
to also indicate the sharing of certain cryptographic
information. In such cases, the authorization graph
can be used to derive content 3Reys without explicit
cryptographic retargeting to consum ng devices. 3.

NCDE | TECTURE 3. 1. _Querview [0198] Any type of

devi ¢ eﬁﬁéﬁbgﬁ &‘gilstfateﬁw FlGabh 2 Nlﬂ‘éh}aﬂshgma pFesidadedicated support
el.ectroni cs equi pnent, networked services, or software

cior &sthered devicesotia MEMP npde adapieEnDAG s tecadmmiviiciiorsharmel 296
that the device's functionality may be extended in

sigaed betwagn hestiNEMQalsivie pdaptec2 Padridaethbred nbde MFARing any
system In one enbodi nent, a NEMO enabl ed device

(swidble pretocanTethered nbyfe 228 Pods 3ot seaf noeik italisibtta e NEMO
nodul es, as illustrated in FIG 5a. [0199] Native

Saer hods. APl 510 represents the | ogical set of one or

nore services that the device inplenents. There is no

requir R}sm} Wikt SorNPeA el aryQl Pied ?igﬁ%ﬁ‘.?ag&in&ﬁ (PRM)

di rect or indirectly. Nativé Service Inplenmentatio

SRR AASBI 130 G0 SEREMOE 81 B ncpincmbimens,
[&%ﬂ%]cm?%E YWs&Fodt$iié ﬁl%l\'?% %o%n??%@%‘g\ﬂrgvﬁglgﬁjg%gﬁl};eg: gée of the

i nvoki ng exposed service in C

t j it f W MO d
a5 308 e P EBRS Rt St MR 5 Srirasemmeatt e
of service-providij NEMO nodes and to receive a set
orPpat s lesBloPRientstonaP datRRsEd leijerpamecRmpditeen media-

di scovery, name resolution, and transport protocols,

& CRAESssgannine beth spmmerciakangd consymestarieatad network tiers. In
ext ensi bl e communi cation API. The Service Access Point
cdidition to serylqe£enngaHvVILY Materapeyabdtity hatveeen anddia-edatbdsavices will
particul ar execution environment and application
fafteneeiite eoydinatedmenagemennofiemage rightsms appliedrio itHescontent
interface will be an interface capable of receiving
Yavailatds tagegh thosessendcdso NEMOGeratasr anid Alie éﬂ\thpleﬁ‘?SBR@Féngine
O her nodels with nore native interfaces can also be

siepgribvet é@rein can be used in combination to achieve interoperability that allows

devices based on the NEMO framework to provide consumers with the perception of
a seamless rendering and usage experience, even in the face of a heterogeneous DRM
and media format infrastructure.

[0188] In the context of a DRM application, as illustrated in FIG. 3, a network
of NEMO-enabled DRM devices may include content provider/server 310, which
packages content for other DRM devices, as well as consumer PC player 330 and
consumer PC packager/player 320, which can not only pIay protected content, but can

also package content for delivery to portable device 340.




[0201] NEMO Servi ce Adaptation Layer 540 represents an
optional layer through which an exposed subset of an
entity's native services are accessed using one or

nore di scoverabl e bindings. It provides a | evel of
abstraction above the native 40services API, enabling a
service provider to nore easily support multiple types

of service interface bindings. In situations where a

ser vi dB1%H AN ithimi esph DRM devige, tler DRM erging perfarmsspecifi¢ DRM
be possible to interact with the service directly

tfhnasiggh (¢ & eenfoming livensicterss deldvaringXegs fofthe hos upplomtien, etc.),
t he necessary comuni cati on protocols. [0202] The

Sed vélims oAdiaphast kgiichtigrefor BtBe peroicesiabich can baatvsh\efectioely
service providers to expose services, process

peciest By tieosteSRBNS eScryptith, AE&VPHSd, ah®FARANNMIaEEHent N

t he NEN%%frangﬁork. It 1's the | ogical point é%'mhich
Servi qesR A WHPhd @fiRdsedaR Greall Q¥iaflSR1AY, 10 BRCGHH QBmERE the
which to inplenent other specific service interface

N e indIREQ3 vidii thdegmc}fg{gﬂ& ) MerthiGOFIRAer certain

way of exposi ng a service S natlve services

e T T

| ayer co nents for.supporti.n addi.ti onal service

R e SREReR quthind SR Pl PeleLinshichane: TEpSe by
sugsgrtinq .addisio al .service interface bindings, a

SBY ’Elée“ﬁr bigicarablg spmnglpgicnl; qud arifupgic g ons, as well as
conpatible binding will be able to be negotiated and
GueiyE state infpgnationdiom the hestcanyironmentip check pargngprssoekbas
other native API. [0204] Referring back to FIG 5a,

VTR [towe, conitensate, 380 spf@tti.des  supporti ng management

of service nessages and service orchestration. It

provi ek 13 In coerermbodimest; fledeR M émpmengilzes o geaphdasainadgerithm
and process collections of request and response
hesaifgedlatidishipsibetveseh @fgtidsin hUDRMOVDY g, IS, iaiflusirates a
bui I ding blocks to orchestrate services through

mgﬁﬁﬁﬁhbéﬁim%ﬂ@ﬂm&ﬁﬂgﬁﬁhﬁ%@?k@h%mﬁm%& 4 &RBtion of nodes
services. This interface typically is inplenmented by a

BOaHiERAE0RI¢RRA bY HnkE TR Entity I 1 stfeﬂlr&hib%_qr@ftgﬂe&e%ﬁteﬂsoy a
well as the intefnediate queling and collating o

YErSA8fect. Only entities that need to be referenced by link objects, or be the

récipient of cryptographically targeted information, need to have corresponding vertex
-objects. In one embodiment, a vertex typically represents a user, a device, or a group.
Vertex objects also have associated attributes that represent certain properties of the
entity associated with the vertex.

[0192] For example, FIG. 4 shows two users (Xan and Knox), two devices
(the Mac and a portable deﬁce), and several entities representing groups (members of

the Carey family, members of the public library, subscribers to a particular music



[0205] In sone enbodi nents, the NEMO franework

i ncludes a collection of optional support services
that facilitate an entity's participation in the
networ k. Such services can be classified according to
various types of functionalityt as well as the types
of entities requiring such services (e.g., services
-supporting client applications, as opposed to those
neesdee R\ Asanproed devovs, dod devicdymamdhctsied by ntspedfic company).
services include the follow ng: [0206] WSDL

Foaahmatt thasg hasavdvieni gbjdcahisocafed weittnies - provi de
functionality for the creation and mani pul ati on of

WEDL - bias o3} "By s¢hmaati 0Rethg Biks hy Odly idak ¥piRaf@EYRcific manner,
provi des a common interface allow ng a node to "nmanage

aF G Qxhiaplel 88 ddkci@RRENYSMIRL QEESmAY
" the sergl ces th((;ety ggupport Nﬁ%%%%%%?}iﬁbktﬁlg)f(:acatl on fhean

RLOCIESHO tlllé"&%?efr 3¢ ﬁ}e MQEe g?fée,g%fgﬁq}o%? @ﬁ%’wﬁ gﬁc}mcc]ﬁb{ary may

prOV|der interface tor

pﬁg{e&ﬁ o3Il & Rk BF B BRR10 B1k B 8F %%gg)q%g%t | BEDrRM

_ ion proceSS|ng eng
S or ctlona it cl ud| rouf i ne .

R e B e et RnsEahflucs "k élmliy %SCGE%F fhe
Nod | nt eracti.on Bef ar e exam ni_ng

??Hca VE:| P%P’é‘ﬁ'ie’c’%‘c‘%zfltﬂalahs withipdha grapt NEﬁ/gaph Ghuerticss can be
greater detail, it is helpful to understand the nanner
HPnFEEer 28 (awhormtion” gieph imat the@xistoneepk wpatk onrelationskip
anot her. Diverse communication styles are supported,
r(dirgeting inditsat) botisien bwo wertisesimay o otterpratedsasRRGuEoyization for
conmuni cation, to one-way interface invocations and
odnesiettex &l d&wleaothﬁ:ﬂ%x] Asynchronous RPC Delivery
Style - this nodel is particularly appropriate if

t her e [0$94Faxpanaplel baauidiatox illinkéd ionBe Chytaailgahd the
will take an extended period of tinme and the client

dogsy R@tilye MnkédPtowBe MusidSerfick 8Rére S$PPhth HeRvdef KRk tand the
wWth the expectation that it Will be processed in an

- aonEie ﬂ@ﬁ/ﬁk%u STHEVHAGE SEi@RNErSL is/donSidered reachable from another vertex
- when there is a path from that vertex to the Music Service. This allows a control to be
written that allows permission to access protected content based on the condition that
the Music Service be reachable from the portable device in which the application that
requests access (e.g., a DRM client host application) is executing.

[0195] For example, a content owner may create a control program to be
interpreted by the Control VM that allows a particular piece of music to be played if
the consuming device is owned By a member of the Public Library and is RIAA-
approved. When the Control VM running on the device evaluates this control

program, the DRM engine determines whether links exist between Portable Device

- and Public Library, and between Portable Device and RIAA Approved. The edges



provi ding nodes. In this case, the service-providing
endpoint may respond indicating that it does not

support this nodel, or, if the service-providing node
does support this nodel, it will return a response

that will carry a ticket that2can be submtted to the

gi ven servi ce-providing node in subsequent requests to
deternmine if it has a response to the client's

aad versices ¢foha gaph mayrbs staticaei bailt intoadeyices, or may be dynamic and
servi ce-provi di ng endpoi nt that does support this
rigeVvered thodbighgatvees tomoamiating spihnbebost apyatiomg

client requests based on an internal policy. If a

cl i enfOEI6] Byntos idhposigrieantcs btthelveaARsPLiElad, tNelDRM engine
such a request and no response is available, or the

lcas &W@'ﬁﬁ&leﬁﬂﬁmﬁﬁ The Wostéwan BY addpedSt8 m¥dr§SisdSe models, from
provi di ng node, then an appropriate error response is

%Hﬂfoﬁﬂq}ele'gﬂﬁ(;ﬂlb%e& ?Q{?\ngl} %%ma stb tauﬂlhﬁ%éga}otr&iﬁéqﬁﬂéde&&ﬂgl area

to determ ne when | e suc OW- On requests

igt(%%genpting to redeemthe ticket for responses.
P'gi Synchronous RPC Delivery Style - the client

subm equest., and _the i ts for one or re. . ..
respo éle ]tr[ ) ee@‘%?‘ﬁ?ﬁ’étdaleﬁ) @@fﬁt}'ﬁe caﬁ'lﬁ&ﬂ r&\lsr?gtg%%manon
enabl ed endpoi nt .may respond indicatjng that it does
BT Biotectiip ey GoRten; SiuEa dst teers Buvisbpiagapow the
Siyle - the client, submts a request _indicating that
existeant of & ik tealyovadisaly thedignng asesrivin @yposglis information.
-notification associated with one or nore of its

ho8yoh cagnsi ba anthadrdtiog searhgandeingediofderizg comtent keys without
servi ce-providi ng NEMO> enabl ed endpoi nt nmay respond
erplictaaryptograplat rétergdies tonmnswoingdevicehii s nodel . [ 0215]
Fromthe client application's perspective, none of the
interaction patterns above necessitates an

&r chi NQPEARCHATEGBIRElI ock and wait for responses,

or nust explicitly poll. ‘It is possible to use
threaghng veo‘tr.her pl atform specific nechanisns to
nodel “bot h |BéEan and non-bl ocki ng semantics with

t he abeid8] Aseltypeasfidesicl(shystaheniiand), indleding domanel

the above styles is intended to directly address
eRStiGEcREmGIh et afbtmbikbd b&Picka e Beiwat cRes @A potentially be
conmuni cati on channel - only potential |atency

NFNIOLHbBIEd WrkiBh FlREnARBUARE dEHEL S RHXBBRa1RY nAy RIS Hed in such
Mechani sms to
a way as to enable participation in the NEMO system. In one embodiment, a NEMO-
enabled device (node) is conceptually comprised of certain standard modules, as
iltustrated in FIG. 5a.
[0199] Native Services API 510 represents the logical set of one or more
services that the device implements. There is no requirement that a NEMO node

expose any service directly or indirectly. Native Service Implementation 520

represents the corresponding set of implementations for the native services APL



deal wth the issues associated with communication
channel | atency should be addressed in the specific

i mpl enentati on of a conponent such as the Service
Access Point, or within the client's inplenentation
directly. 3.3. Service Accessf3Point [0216] As noted
above, a Service Access Point (SAP) can be used as a
conmon, reusable APl for service invocation. It can
encapd 02 Serviec Aecpss Paint 530 prodidesi suppoft far invekisg exposed
channel . For exanple, sonme transport channels may
rsexyierinteBdtesd 1t ermapsilaes the funotionity nédesdaly; foralldbwing@MEEMO
channels may only support relatively unreliable
adutyineld & Sitviow eivoidiinl Bquaan® aSthidetedabh @l servidpravididpe
| P-based at all. [0217] A SAP can encapsul ate t%e

NEWIORIdés Bild BvebdiVd 4 t of BlspSiscNENEMOLRbled AdIRRATILE
routing. For exanple, a cabFe set-top box nay havea

Rehr&AdiSversS :ﬂ{lﬁg}ésﬁﬁtibﬁ, aﬁﬁ?raﬂ%o?&r&o@@lg ﬂ@@@&ﬁ%ﬁlétﬂ@heaﬁon
all message ow t hrough a specific route an

i ' nedi a ereln ahoney..
R, Al ex s LSRN P U SeB AT By mbe
that are direct accessi.bl e. i.ents may not be abl e,
Pt int GG ha GRS o i RN FrgpmeRt o0

NEMD nodes b xchanging XML nessages.. | n_this case
2P5lacUPR FApworle Stk YRR PoBmers Bien n o deLdgp s rtarfige ga e an
what ever nativye interface is supported. [0218] In a
pnterface copablppbescaving XMianesspeesan serna farmpndrrelgming XML
following two comon conmmuni cation nodels (although
duasbageat PDéres medelstvath more masivevsiterfarss oahadsashe suppyrtdse
supported): (i) Message Based (as di scussed above) -

wher e [02{H ] SEMCOoBergice XdaptatoubBsyer 588 squesenand ogtiomd ldyyr
exchanges NEMO nessages with the service provider via
shroegh whizxhfaacapbdeddubgt ofdn drtity’s hadive/Rrvicostis seckdved BAlg one
may interact with the service provider through sone

v krior € 418 Bt b1 € Biln s, PTt Pk PG @ds-a 1ENG oBAR BN on AHMVE et ative
translate to/from XM. nessages defi ned el sewhere

Wervided AP CenbbRAE NS Hice bRAJRE 1 mpa By bﬁﬂggﬁﬁlﬁﬁlh’ﬁ_{é (tg(pes of

bet ween two NEMO peer nodes is illustrat

QarvidlihEhh 084 Opl 4,865 ' 15 el
3erviccih& ucéelr\%ig&ﬁg%/%ln MSEAE hed 4 BerSRE YhGRa RN i bt
present, it may still be possible to interact with the service directly through the

Service Access Point 530 if it supports the necessary communication protocols.
[0202] The Service Adaptation Layer 540 provides a common way for service
providers to expose services, process requests and responses, and orchestrate services
in the NEMO framework. It is the logical point at which services are published, and
provides a foundation on which to implement other specific service interface
bindings.
[0203] In addition to providing a common way of exposing a service

provider’s native services to other NEMO-enabled nodes, Service Adaptation Layer



service access point (SAP) 620. In this exanple, web

servi ce protocols and standards are used both for

exposi ng services and for transport. Service-providing

node 660 wuses its web services |ayer 670 (using,

e.g., WSDL and SOAP-based nesd&ging) to expose its

services to clients such as node 610. Wb services

| ayer 630 of client node 610 creates and interprets
SreRIONIEs a npjutrdl phisk priwlieh iedlpyir sgmpayents fon suppattingh

48 maps SOAP nessages to and from SAP interface 620)

ardditionak servige iiljmﬁma%in@mgsc%@s aniflubteatat indHG. Ghh Bytsupporting

could, for exanple, |everage W5 Security using

cadditental sdreice oneréace hindingdsi o sGORE pheadie isgreaskOB2 Bkelihood that a

Anot her exanpl e interaction between NEMO nodes is

- | donysitiba WAding wilf b&ableRo b&aeMItieedting sl FithePB 8 SBRZce Access

interacts with client node 684 using SAP 686. In this
eXGibrahrobgh ¥bi6 vilePNdtflieNgpnode 682 includes a

different but interoperable trust managenent | ayer

t han cﬂdz@m}d%gf%éi&gnﬁacw Fié%@ﬁyo&%rgéﬂéécg% rgs\éb%&mdégode

682 inclu a trust ‘edgi ne

?ﬁgﬁ%&i&é g%ﬂn%ggﬁ%}g ilg))g g%rglﬁg'rn};lls?%gteg é@%ge@:gg lpj:zsh?séﬁt,a{igfit It provides a

ERUERER RGP el giePane Fud byt aolclons afregest and

performn ot her. basi.c ¢ryptographi c operations
RRIOSSIAGER ol o RLSHGE He BD O o Y lesks o
for maki ng higher-1evel policy decisions. In the.
ershesiratesppisesitirongignanagsmeat phthe mesegcsssosiptel wibghese
trust engine 692, but not an authorization engine.
TeTMECES; hinterage ipically ¢4 ingplemandd bg 8 o thiat supports message
capabl e of perform ng basic cryptographic operations

- anutien fiactomdity & well vetby istenpdiatp qhéudngand eligting of messages.

policies related to the |evel of nessage

aut henfi2o5} In, sonerdnitddithéras, ithe/ NEMO Hfatelioldeincludes a 8d18ation of
rely on service providing node 682 to eval uate and

esptionslesupp e sérvicesitnt RBilitfb 8 cARY B PaktGpatiolén Bl RAYork. Such
use of, and interaction with, the services and/or

GRRli@RIcaR be ¢l dedNccolBhyY {cﬁ@drﬁﬁ@giﬁé:k Hgﬁﬂ%i&laﬁgz, as Wil as the
shoul d be appreciated that FIG 6b 1s provided for

RS S 0 e 90 s,
: a?%k)ﬂgseegﬁl{)] él?o;]@t% Hgédeﬁ %&isgﬁic%%i)%ﬁersfsfyr{)iigaq tsugp%réﬁgese%%ge% include
the following:

[0206} WSDL Formatting and Manipulation Routines — provide functionality
for the creation and manipulaﬁon of WSDL-based service messages.

[0207]} Service Cache — provides a common interface allowing a node to
manage a collection of mappings between discovered nodes and the services they

support.



needed to adhere to a set of obligations related to a
specified policy. Thus, it can be seen that different
NEMO peers can contain different parts of the trust
managenent framewor k depending on their requirenents.
FIG 6b also illustrates tha#3the 49 conmmunication

i nk between nodes can be transport agnostic. Even in
the context of a SOAP processing nodel, any suitable
encodlY2P8bNodheationdirperssr fréatase ngreviflessn equpmon geryise grovider
For exanple, the XML security nodel could be repl aced
witerfacgrion ¢xéendinga NEMQ) nodeithat supports nptpfvatien prcessing to some
di fferent encodi ng schene. [0221 ] A Service Access

Rt lntefimed hetificatibe protsihg engimevar i ety of forns, such

as wWithin the boundaries of a client (in the formof a
shar e{0200bpasag)iandous Sigp e FubdiRnbbiyndaclin@imhg ebuties for
client (in the formof an agent running in a different
R AER)messdADRX@@bsthapsNed the Service Access Point

I mpl ementation can be tailored to the needs of a
specific type of platformor client. Froma client's

perspgat i vVBasid NodRinidtetiote’ Vi Ce Access Point may be
optional, although in general it provides significant

uti | i {4210k Befare eeaminingdhdmdavidud] exbitpetTiab elmentis of NEMO
Access Point may be inplenented as a static conmponent
sogxsan gieatgr dethi), ibisflickdul toemdefstand thd menrer by ediidh such nodes

bi ndings, or it may be able to support new bindings
ithyeractiand lcbsumun@283)ith oheamehdro Diveérsy rvntgicktivd Heley mee
Access Point can be characterized fromat |east two
peipoaed, trinv@se from syhileBhos 248 At BioroBe RPEXIAS thAghunication, to
partici pant uses, and a service-side which interacts

Mé—hra?ﬁ:h&lfad&%cﬁﬁ@@ 6 BERAIPAG&s(nodes) . [0224] In

one client-side enbodinent, illustrated in FIG 7a,
Servi g4 | ' y M
s e af R EAE R Bl RECSEIEL St BN Ratiotar)y

R385 0 9 St OB s WA B8 e
R PR TERERIER 47T B0 SRS o wi
et et o sl i wubogetich eeciol fobseprice
Srfov}xﬂneg 120ed%g.efnt this case, the service-providing endpoint may respond indicating
that it does not support this model, or, if the service-providing node does support this
model, it will return a response that will carry a ticket that can be submitted to the
given service-providing node in subsequent requests to determine if it has a response
to the client’s request.

[0212] In one embodiment, any service-providing endpoint that does support
this model is obligated to cache responses to pending client requests based on an

internal policy. If a client attempts to redeem a ticket associated with such a request

and no response is available, or the response has been thrown away by the service-



These service bindings nay have been obtained in a
variety of ways. For exanple, 50 <client 720 can
perform servi ce-di scovery operations and then sel ect
whi ch service bindings are applicable, or it can use
i nformati on obtained from pre# ous responses. [0225]
In another client-side enbodinment, illustrated in FIG
7b, Service Access Point 760 directly supports a
Haeyidmghode.chel awaprepriate prmonrefi®0se Saetwined. Intdeenbodiment, it
Point 760 will translate nessages internally between
Y/up dmthetchant to defewsineprienitcwill maks such dolbiw-or mediiekts gn
client 780 to participate within the NEMO system To
eftempting uctedsdp dar tickenfol respofept ocol 770 (or a
conmbi nation of native protocol 770 and the execution
envi r qOREIILYnbMShoR RRC A%iméyy Jagedesk dithPSumlitso reliflest and
sonme formto Service Access Point 760, which

GRaLwa ' da defviBe -
e MR

C i . tion

e oo Aot etong taBlon B A6t St Rlopbft ot AL
servi | di ngnNE nabl gd, e L.nts,can be e
suppor 2 i ML RUADARRR, e RP Aicth Syl e indicating
3§H%§rn% ?an bhe tailored and ma v%%¥ based on . a )

FibYIIYO EFFY R PTOATCSPAISPY YR AgneSiRec gt ifiPatigty asperdated with one
reggest ,thefynderlyi g conmmuni cation network, and
195 &nqig pfiiteneliticaen B@ﬁ?ﬁngéﬁwam igiseress. ¢y sprdpeproviding NEMO-
protocols associated wth any targeted service
isnaklpd gadpojng ey regpand |indipatingthaiihgdes nptpwport this model.
service-side interaction pattern is illustrated in
FI G 182131 roumi thé ciBat eppleafion’e psrsPaitive, 1oh of the interaction
communi cates directly with the desired
getteins ebpreoeceksitgtenadarchit@ tira tlaat paistiblotloambivait forans@hses, or
[0228] Turning to FIG 7d, Service Access Point 721
st iexylicitht goll. Clotopu3EibRE to@8e tiréRatd o othdripldtfneh-dpRyific
recei ve responses directly from nultiple potential

I8EHhRISmB EOMbAE Hot Blackind hid hoRBloekink BE@ARESVAR the above
pattern may be inplenmented by relaying nmultiple

-SﬁfiVérS}%B@é AGLRGSnly AN HonE bF BRULER st §$ isWitenéd{oShirectly
Access Point 721; or a b!r oadcast or ul ticast networ
GRS RSl hidob AR With BRINESE S55H5& &ulthniRdtion channel — only
potential latency associated with the actual fulfillment of a request. Mechanisms to
deal with the issues associated with communication channel latency should be

addressed in the specific implementation of a component such as the Service Access

Point, or within the client’s implementation directly.

3.3. Service Access Point

[0216] As noted above, a Service Access Point (SAP) can be used as a
comtmon, reusable API for service invocation. It can encapsulate the negotiation and

use of a transport channel. For example, some transport channels may require SSL



721 to relay nmessages. Based on preferences specified
in the request, Service Access Point 721 may choose

to collect and collate responses, or sinply return the
first acceptable response. [0229] In FIG 7e, Service
Access Point 731 doesn't dird@tly communicate wth

any targeted service-providing endpoints 735. Instead,
requests are routed through an internedi ate node 733
VRRSIoR sefap gyer TRR/IP ayitsiome digeislemay oylyrsppohsdativelyand
rel ays them back to Service Access Point 731. [0230]
Suwshiakdle gammemicatidon pverd/RRAR candstill obersimay neitedPilfased at all.
Service Access Point 731 is unable or unwilling to
suppof@21d] AeSAP yamaycapfuliith ehestisoovers dfiandhifigiset of NEMO nodes
associated wth service-providing endpoints 735, but

@ mesig@bitsdy. aF drekahblens Bitde Wit béinay KRG Ad&liRede
733, which is willing to act as a gateway.

ChAREAR 1o\Bé HetwoREatd m&fdate HBYalQbssASesRIW ﬂfr?’uﬁx‘ ac‘ﬁ%&?ﬁ: route

or otherw se determ ne the service brndings for a

P8 AR, RSP BR80T pone KR By R,

A0 B A PIBATRLhR, By o e
B P L SR e RO i o

%grnits nmore flexible comunication patterns between
PEE TAds sasepp vaiionsf tha AR grayiheaispd Bt ernogessandppses

as endpoint nodes 735. [0231 ] In addition to the
Whatgrerpiptive inderfagedesuppared. nt er act i on patterns,

conbi nati ons of such patterns or new patterns can be

i npl elR2ABRE sprefidrredi embodimeritctbe SAPCmttsIIPRipports thictfblbavghg two
the Service Access Point is intended to provide a

common conpmidatior madels (althplghreambinations/efithe twiiag adell ws others,
be strongly tied to the characteristics of the

oapive sigmiricdy) ([Fpiletsage Basad{andis@isesdl HootPC Fhsre@iPL QY derms
by gi ven NEMO enabl ed endpoints. 52 [0232] In

RIMIC tdq@est nidiSapde hid &iRecfiyEREISanPe NEM®@ thddSges A5th iR service
encapsul ate the logic for handling the marshalling and
PROVITRF $RAabhiRAnteifaéd KhARLAS]H) HaLif ~ SHER tBE SAP may interact with
the service provider through some native communication protocol. The SAP may
mternally translate to/from XML messages defined elsewhere within the framework.
[0219] A sample interaction between two NEMO peer nodes is illustrated in
FIG. 6a. Client node 610 interacts with service-providing node 660 using NEMO
service access point (SAP) 620. In this example, web service protocols and standards
are used both for exposing services and for transport. Service-providing node 660
uses its web services layer 670 (using, e.g., WSDL and SOAP-based messaging) to

expose its services to clients such as node 610. Web services layer 630 of client node

610 creates and interprets SOAP messages, with help from mapping layer 640 (which



serializing objects to appropriate representations,
such as an XM. representation (with a format
expressed in WSDL), or one that envel opes XM.-encoded
objects in the proper format. [0233] In a preferred
enbodi nent, the SAP al so encaqssul ates | ogic for
communi cation via one or nore supported application,
session, and/or transport protocols, such as service
| MoRsoPABmesyages taTapd fram S PS@RPlaen(20)apd tyst th@@8dhent
Finally, in some enbodi nents, the SAP may encapsul ate
| mrgeassihglayep 65 (vehicigconbd fagex ainll € §evietage dME-Security using
confidentiality, such as support for establishing
Sedehtifls sessdyed svithiOSOAPiegddrs)g/ veri fyi ng data via
standards such as XM.-Signature and XM.-Encryption.

Wien  tioe2epasthbcexamfleanterRiioR beffokh NMENIOLBAEAS Alistrated in
unknown or unspecified (for exanple, when invoking a

SR 61 REViPS rdﬂdiﬁé R& ﬂﬁgqﬁérf{aﬁs\?ﬁl ﬂg:nlt ﬁ@%%ﬁ%ﬁ@h/ﬁ’ 686.

criteria), the SAP Tmy encapsul ate t ogl c

e e
Yol o R
A SEB el B e SRR i 708 o

Servi ceAccessPoint- this is a singleton interface that
riEtstFREnS RS Might he penstpllvirgtnonsiblesdor perSpmingrencrgiionaad

be initialized based on an optional set of
éifw{}pgﬁﬁ@ﬁSQAPg"gpsgp@gseﬂog vetifyp@aligital certificates, and for performing
Servi ceAccessPoi nt:: 1 nvokeServi ce(Servi ce Request
Wikerdgeic criBtedraping oger8ems, whilRashaivmtol/essage90 might be
synchronous service invocation APl is supported where
tragpoabibRnfor (makinghighbblevel pulivy detisidhk. Bahy exanple quast in FIG.
nmessage, 53 and receives an XML nessage i n response.

6t chélt natis 68 aREREAEs AtrBARhSiAB 6DD it bl AdidrRatMheidiey.
or not the client should wait for a response.

NOfuRBinl this ek Afiplel @fnt Mdel 6828nibhi6s cHINERE piiforhlifs 5R3E

of nessages W th no associatéed response, - or nessages

;ﬁ{,ﬁr‘s@%‘? @Rg EE%H&%%HW&R’I%Q?E gﬁﬂlléi\yeg ﬁ%;ﬁ%ﬁ&icies (e.g., policies

Vvl a anot ann
related to the level of message authenticity, confidentiality, or the like), but might rely

on service providing node 682 to evaluate and enforce higher order policies governing
the client’s use of, and interaction with, the services and/or content provided by
‘service providing node 682. It should be appreciated that FIG. 6b is prdvided for
purposes of illustration and not limitation, and that in other embodiments client node
684 might also include an authorization engine, as might be the case if the client
needed to adhere to a set of obligations related to a specified policy. Tﬁus, it can be
seen that different NEMO peers can contain different parts of the trust management

framework depending on their requirements. FIG. 6b also illustrates that the



as via notification). The resulting nessage may al so
convey sone resulting error condition. [0238]

Servi ceAccessPoi nt:: Appl yl ntegrityProtection(Bool ean,
Desc[J) 9 Boolean - This APl allows the caller to

speci fy whether integrity prawection should be

applied, and to which elenents in a nessage it should

be applied. [0239]

Semyjuweatice BulPbétmeen Agss w@o hé trampbitaindsyic BEwtebrthe context of
Desc[J) 4 Boolean - This APl allows the caller to

9 2AR proshssinganodsd dnydeitdbla kndodirgufidatch dnd/or pagkssih @mitd can
to which objects in a nessage it should be applied.
be2s& Foeexamsiache SVPDiseduritypaiodeldoald haekBted with another

Si gni ngKeyCal | back, SignatureVerificationKeyCall bac
keculitg ivBEl tRA Y i Rat KerenCRCOYRE SGHHSRY Cal | back) -4

Bool ean As indicated in the previous APls, when a

messaggrdi§ AS§HYicH h&ss%?o‘g@g?%{:@g%@&%%éii a YA Sorms,

which require integrit or confidentrality.

' . i 0 upe . a essar .
e b pbatfs of n Al (B gt B PR PABR R B sice
bt.al n .keys .associ at.e i th articul ar .type..of trust

AR BT S BRREER T thetoim of el ol inafe h R SFent Sros)
interface is.pased.on callbacks supporting jntegrity

he e i Oﬁtﬁ? sﬁfweo"r“gﬁei o1 igipleRiFniniienisan pe fadlargddh the
‘and, confidentiality through encryption-and )
aecds\pheisBeriiiG type REPIBHBBR OREkent. Eigsna glentisecrapstiyechss of the
is of the form KeyCallback(KeyDesc) 3 Key[] where
RepvixesAcdess Rpintopey bheptions], ebhoufhds gedsiralgt prowidee sigaificant
required and a list of appropriate keys is returned.
stijtyasuillestraedbalawi dat ed as part of receiving response

54 services nessages when using the InvokeService(

) [GS22] Thé Sarviessagss Béigmay bé ihplememed bd i statié Gmponent
an XML nessage can be returned from I nvokeService(
Suppoelingadnl g fixBd Set of service protocol bindings, or it may be able to support
new bindings dynamically.

[0223] Interactions involving the Service Access Point can be characterized
from at least two perspectives — a client-side which the requesting participant uses,
and a service-side which interacts with other NEMO-enabled endpoints (nodes).

[0224] In one client-side embodiment, illustrated in FIG. 7a, Service Access
Point 710 directly exchanges XML messages with client 720. Client 720 forms
request messages 740 directly and submits them to Service Access Point 710, which
generates and sends one or more response messages 750 to client 720, where they are
collec;ted, parsed and processed. Client 720 may also submit (when making requests)

explicit set(s) of service bindings 730 to use in targeting the delivery of the request.

These service bindings may have been obtained in a variety of ways. For example,



state and the elenents that failed verification. 3.4.
Servi ce Adaptation Layer [0241] As noted above, the
Servi ce Adaptation Layer provides a conmon way for
service providers to expose their services, process
requests and generate responsgg for services, and
orchestrate services in the NEMO franework. It also
provi des a foundation on which other specific service

| elient 72 eantpenfibrmgsriandiben vierspdsnmivhe dnd then seleet which service
enmbodi nent, WSDL is used to describe a service's

| hihémgaae applidble, ohé cay stemforhdidr bbaiel fions previoe responses.
description mght, in addition to defining howto bind
to a EERY] Beardthed cRatSidddnModitbR! fiRseate®InSPIG. MY, Hel®ice
a list of one or nore authorization service providers

t Rddesy¥phint P60 SSRGS  Bltive :]5}6186 17709 8ifaie 80,1 §?$W’%
service, a pointér to a semantic description of the

D ‘ : ot '
0%15&9§ Poﬁp%mgﬁaﬁkﬁ%’gé Eférs ag%% fﬁl?%nalm%eendfﬁﬁd AIRI th&rhatlve

the necessary orche Or “conmposite services
r ' t he,..chgre hed.executlon.o or
Epbebl 7, HeBdhy! i BE TR HrRAE Wb e G Sem. To
t | ogi, cal i nf. at whi rvices, are xposed, the
skt E%h&BB%CF’gﬁa Ke Efgwfg?@ T oQmRingPy Ogﬂgth‘ﬁéﬁf’t&?&s”o and
the concrete  representatiqns of the NEMO data types
aihe expulien sndpxmnentlpust praedg peserapledinfosmetion s squag form to
platforms that are supported by a given participant.
| persics fceRstPRiH S 68, Wh@g [zandretes h AppreprAtatequest and, if necessary,
service-rel ated nessages to the appropriate native
ségtgrmgaees 4 syphlledarget seonce piodiag] |1 n one enbodi ment, the
NEMO framewor k does not mandate how the Service
Adapt aft02a6] Oayler sekvice-aidg) mehipfd it f ditefaatidd Bdtpae a client’s
is realized. In situations where a service-providing

nBeteicd desess Poirtaed isé®iderRo el NPMU-ehdbiedEidpyiats can be
service protocols - i.e., exposing its services only

t Sippoit@Nt ADRHAR$hd Elidnt-GiAB, O WAL SattéhR car be tdiRked and may
native protocol - then that service- provi di ng node

SRS Rl 1 S S e v
CM AR ARG network, and the nature of the application and/or transport protocols
associated with any targeted service bindings. |

[0227] A relatively simple type of service-side interaction pattern is illustrated
in FIG. 7¢, in which Service Access Point 711 communicates directly with the
desired service-providing node 712 in a point-to-point manner.

[0228] Turning to FIG. 7d, Service Access Poiﬁt 721 may initiate
communication directly with (and may receive responses directly from) multiple
potential service providers 725. This type of interaction pattern may be implemented
by relaying multiple service bindings from the client for use by Service Access Point

721; or a broadcast or multicast network could be utilized by Service Access Point



follow ng elenents, as illustrated in FIG 8: [0246]
Entry Points - a layer encapsul ating the service
interface entry points 810 and associ ated WsDL

bi ndi ngs. Through these access points, other nodes

i nvoke services, pass paranefkr data, and coll ect
results. [0247] Message Processing Logic - a layer 820

t hat corresponds to the logic for message processing,

t 12di te aglpy messeges. iPasgd an peeferanees speapfighm theyeaquenti Savvice Access
t he ocessi ng of nessages, sone type of XM data

i qi 'E?(j mup@wose ®@xllectradd|collate easpbnseXMr spaply eetuamitie first
data representation support 827. [0248] Native

Secentads respandeayer representing the native services
avai l able (onto which the correspondi ng service
messades29yrie ¥reheervics lcuehs Poird 78 Adbyd’t ERENY 6&amAicate
830 and correspondi ng i npl enent ati on 840. 3.5.

WOt bk d REAEc-plde r rhpdl
Wor kf I)gt\%r% | at ore %V\Fgﬂ%ééﬂapglﬁﬁsﬁllhagﬁﬁst n%tgtﬁﬁtr\?}lgfl

ev ¢ n ?2 Gh Yt€8nddRA A5de>7 IV RER FlAiahd RuLd & ebdiOW cf&? responses,

of a request, nmnaging any associated

ei%(me BRI RIALBLISRO3! € eSS, and

orc e ru assoclate h fulfill ment.

Fﬁ‘é‘”?ﬁﬁ%%@ﬁ% Bireltheoarieh R el s o Shceend point

ansac ion nonitors in rel ati onal databases |
@f‘eﬁfe‘m’l Iingdo sepmortitecdy agp ghthegervigedadies associated
[0250] In one_enbodi nent, the Wrkfl ow

dﬂ %ﬁrﬂFe-PgoVédlﬁg SRIROFHREP D bubearestablish o kelatiqpshipvigh

NEMO nodes orchestrate the processing and ful fill nent
dpteggediafe nofle 833, whictuisivalling tThet apmQatevayb eAltanatork the client
toward a specific NEMO node's characteristics and
megpuiatdewhlesp dincdvaram otherdise defrarint thessepyios bindingsforeiny

of functionality ranging fromtraditional nessage

guiahds séroicepreviding modtd, batmay beliwiling builedy imanfdiitd e 733
coordinators. Arelatively sinple WFC m ght provide an
itoeehpioe dirovataay @ﬂﬁab&ﬂ@brﬁ@é gtcﬁr‘i/@lrs HindtRiSeFaEd/Access Point

servi ce-rel ated nessages. ui | di ng
731 may want to take advantage of intem]edlate node 733 because it supports more
| robust collection and collating functionality, which in turn permits more flexible
communication patterns between Service Access Point 731 and service providers such
as endpoint nodes 735.

[0231] In addition to the above basic service-side interaction patterns,
combinations of such patterns or new patterns can be implemented within the Service
Access Point. Although the Service Access Point is intended to provide a common
interface, its implementation will typically be strongly tied to the characteristics of the

communication models and associated protocols employed by given NEMO-enabled

endpoints.



on this, it is possible to support a wi de variety of
functionality including (i) collection of service
requests for nore effective processing; (ii) sinple
aggregation of service responses into a conposite
response; (iii) manual orches®ration of nultiple
service requests and service responses in order to
create a conposite service; and (iv) automated
or chedP#3R1iln prasticonthe Pevise dceeasPoint sau be veeddn anesppulateshe
responses in order to create a conposite service.
[logis forjhandiiethe mpeshailing dnd nermashdingpd iCeretatésedsity such as
with a service request arriving at some NEMO node via
tshiealmpgiotyede tovippeophideptpicbartatioay esuch 2han KvHSsepeesentsation
handed off to the WSDL Message Punp that initially
Wivith adbirvét eapebsied ih WSDDE or diié thaned¥lopbeXWiCeiddded objects in
fulfill the request and return a response. In even
s grop@BhAx. scenarios, the fulfillment of a service
request mght require multiple nmessages and responses
and t hexPATh 'a%%é@%ﬂédi%+ﬁ iy $A1m Q& SndaBsates logic for
coordi nated fashion. The rul és or processing
rg@ﬂﬁ‘fﬁﬁﬁ&ﬁﬂﬁﬁab(ﬁlee&( e ﬁgﬂ)oﬁgd g&g%cﬁﬁgﬁ,%ggs%ons d/ 6rct?ansp0rt
ge or-usrn er

escri ption l[‘angua service

r rat, description st ds. s s BPEL.

PGS R RSBl 8R g ORI TE Sind Fi Eniloniiec

det ernjne he, correct _rules fo rocessing this

requ eibi%‘%;ﬁ,@‘im Wgow&mhﬂﬁgn?%ﬁé%gﬁ? Aaysreansulaticlogiecor
the service description |ogic may be represented in .
PHRYidigE Ficstacs HiEEY 28d spRfidtatisitesuch of Sippoditongsiablishing
services that the node exposes or it may be

PSb{ Bl prssigns andfiersigning(verifyingplata via Wangarde sishian KNE-Sgnature
nore free formexpression of the service processing

lang XML S ncryptias 3 When the sneeifieraddse nbostimiea int¢die Wrdhknown or
architecture is nodul ar and extensible, supporting
phsppeified (fdrexadplie] when inooking arsprvide daghss etultisle nodes based on
conposition and processing rules, the WFC nay need to
deme serrctecibah)) de SAP bag e BRIBEDREC fob estiIRhH@ M8 Nitial

of initiating a service fultillnment processing

lcbArReM6n B a Efa@BidiiR Ykt JENENO nddle@WheRfseARcRRIPHEHiscovered
transaction. In one enbodi nent, NEMO nessages I ncl ude

bPssoRBg netadata that are used to nake these types of
determ nati ons. NEMO nessages also can be extended to

' It pglngg?tﬁi ﬁf'hts 'f@lﬂﬂblnk ey éﬁ}ﬂp?é] nBH-"i‘lIrmHRg elgﬁoéglre}ﬂ 5t high-level
API descripﬁon exported by one SAP embodiment:

[0236] ServiceAccessPoint::Create(Environment[]) 2 ServiceAccessPoint —
this is a singleton interface that returns an initialized instance of a SAP. The SAP can
be initialized based on an optional set of environmental parameters.

[0237] ServiceAccessPoint::InvokeService(Service Request Message,

Boolean) > Service Response Message — a synchronous service invocation API is

supported where the client (using WSDL) forms an XML service request message,



specific, facilitating the processing of nessages.

[ 0254] As discussed in greater detail bel ow,
notification services are directly supported by

vari ous enbodi nents of the NEMO system A notification
represents a nessage targetesB at interested

NEMO- enabl ed nodes received on a designated service
interface for EFOCGSSI ng. Notifications nmay carry a
Rngdapevesan 29¥IL pagsbaggdn respensel dhe Aralssydcaept a Boolean flag
information and the criteria used to determne if a
niodgating whetberas netithie glient shotlidfwaitafor @ nespansex Neomsialhy,ahe flag
including identity-based as well as event-based
cwill ler irge, ekd2pbin|thd case b€ nreiNgEs Withtho abdoclasddrradmesd, Br messages
FIG 9a, a service-providing NEMO node 910 provides a

sterwhicierdspeiised Wb @divared Mach 8Sntioh Qb1 PHia aRStHedhahhd (such
Workflow Collator 914 (e.g., the collection and

PAsOS£ S Ao rﬁé%ml{ !
prsow ders) lto) fulfill ' agrl?gggﬁge%tn %gfr%tc teygg?ls{%sglt%n oerlﬁror

donf@iionnode 940. [0256] When NEMO enabl ed application
9451 on client node 940 initiates a request to invoke

oo | Srloss g d%%ﬁﬁ%é?r?f%%f?ﬁegpﬁ@’??g%séwfg@?’ﬁ% bt >
st SR AP ot el sopiBP P By Thiicphould be

and. .S I‘VI ce EW der "Z" 932 on node 930. Workfl ow
HPHE. G S which slermets iduesines bt bespnlisd results
from58 these two other service-providing nodes in

or der [08391u¥ervirgAdocess Poini-giprly Configleutialitp Bonlean) Pessf]) -
node 940. [02571 Al ternatively, a requested service
rﬁcgmamo'{‘lns éﬂﬂ iatlews the cglentiospeciff whethertcopfidentiality should be
servi ce-provi di ng nodes; but mght instead require
rapiplie hed ﬂoomic!sohjbctphﬁasmssagé itchouid e applicgin  bet ween

t he service-providing node and the requesting client

node. [0240] $drviséAceaPoint:: StleyQhllbavkgn NEQVEhiapE | E4liback,
application 942 on client node 940 initiates a

request to invoke the service provi nggmm[re%ﬁﬁbﬁﬁml(eycanbac
provider 910, Wrkflow Collatgr 914 I'n turn engages

in nultiple phases of comuni cat’i on ngegbmm%

node 940 in order to fulfill the orig
exanpl e, Workflow Col | ator 914 gen raé 5 %aé:nd

nmessages to client node 940 (via cCess Poi nt 944) ,
rﬁé:l‘?xid}’c%ted in the previous APIs, when a message is sent or received it may contain
objects which require integrity protection or confidentiality . This API allows the
client to set up any necessary hooks between itself and the SAP to allow the SAP to
-obtain keys associated with a particular type of trust management operation. In one
embodiment, the interface is based on callbacks supporting integrity protection
through digital signing and verification, and confidentiality through encryption and
decryption. In one embodiment, each of the callbacks is of the form:
KeyCallback(KeyDesc) > Key[]

where KeyDesc is an optional object describing the key(s) required and a list of

appropriate keys is returned. Signatures are validated as part of receiving response



and process the responses, and then generate

addi tional nessages (and receive additiona

responses) during subsequent phases of comuni cati on,

ultimately fulfilling the original request from

client node 940. [0258] In tB4s scenario, Workfl ow

Collator 914 is used by service provider 910 to keep

track (perhaps based on a service-specific session ID

Gervigea messaeesowhdmising the zlun\tokeSerme( serARIc df 2 mgesage pleutent fails
ase L [ h th

AL RIS dRaBP R e Sl B gisgGy Dincfling s

m&uﬂnﬂﬁheﬂemmeMaﬂﬁﬁ&ﬂh&ﬁﬁﬁﬁkﬂt t echni que coul d be

enpl oyed to process these multiple phases of

connugﬁgatbon 958 é % FIG 9c illustrates one
enbodident SEFVice AApRERAGRILAYELSi ¢ interaction, within

ser vi ¢e2411 Airdiddchba o€ ehSétwice A daBRn o0k dr levif&! d dn@hion way
914 and Message Punp 965 (within the node s Service

AsiaRivatd SBvidaNes exl.gtﬂe (RN ces/ATroB&k SueRO¥sd generate responses

Wor kf | ow CoI | ator 914 pr ocesses one or  nore serV| ce

HERRALS, %r&[b@&&@@ﬁ%%e?%thég\%ggﬁnﬁ@&kn?t ‘thﬁ@e?a

st or age and retrieva ani

_ Z&?gg 1019&{,@9.{(%0%& g%tlﬁea §e'r%§elﬁ1rt §§}néﬁr%§tcgl% g %Egl%li%ted. In
e HiBo St Q- e desithe §F?F8%g%§?§ffé@ G e Systern.

0260 | . h
) us]lt%fl?z@ S B ArERPLOE T, Hiien o BUATREbeY bind t

or be driven_in performng service orchestration. Such
RERVISeEmA pariiculadnigiace, plse indbpdecclist ghows ormprei aytherization
service requests, aggregation of responses into a
@@Wp@swmédqre@}@bwﬁbbe eosponsitie for antotizing ecceasitoohraseice, a
orchestration of nultiple service requests and
pespats e senmtwrdissriptioneof @at pirpose amp osige of derseindes, and a
[0261] A variety of scenarios can be supported by the

deshiptie bfthe nstussa@y bebihbgratid fef domposind $eatioes RIvttihg from the
FIG 9d. For exanple, by having a NEMO node conbi ne

ichGred eidQﬂﬁaédtibM offohd of hidfe therdBreeker nal  coor di nat or
970 t understands the semantics of process

orc he%@%@!{ PRIdiGHFRD Rivide %Uﬁié Ygicul E&ﬁ?ﬁ%hﬂeﬁ‘@&%‘ﬁ%are

engine driven by a high | evel description of th

RYSIsBE Hhe BEDRE IR taROR Pal AR phhfefhbRELEE SR Skes the concrete

representations of the NEMO data types and objects specified in NEMO service
profiles for platforms that are supported by a given participant. It also contains a
mechanism for mapping service-related messages to the appropriate native service
implementation.

[0244] In one embodiment, the NEMO framework does not mandate how the
Service Adaptation Layer for a given platform or participant is realized. In simetions
where a service-providing node does.not require translation of its native service

protocols ~ i.e., exposing its services only to client nodes that can communicate via



or resource usage semantics (such as a Resource

Descri ption Franework engine which can be driven by
the semantic neaning of resources in relationship to
each other), it is possible to create nore powerf ul
services on top of sinpler omss. Custom External BPL
972 and/ or RDF 973 processors may | everage externa
message punp 975 to execute process descriptions via
sharantied protoshles theathay serpicoqreddi@gaiode need nop pentain a Service
i nvol vi ng human intervention. [0262] In addition to
rAalapiatign bayer. manual |y driven process that relies on an
external coordinator working in conjunction with a

NEMO o2 Othesday s Beivice Adaptadtiondlager m&gbibhley &dmtain the
create an architecture where nodul es may be integrated
doliBrih ¥lemints ad WiikdrdteninTdoid.a: or 914 to support an

automated form of service coordi nati on and

h ' E: . ; i

servi L) Epy Wiy S X B Ralalfl o RBAHin Bty points

E3PAE R8N N AR B
or. 914 can be driven

i.nterfac Wor kf | Col,l a
89&5@%&?§HV“§H§8§@ﬁkﬁpﬁgﬂﬁ%ﬁ8“% Flection of request

and r nmessages . 967 that_arrjve over tine. | )
thi's LORTAMessoge d%ﬁﬁé@ig&@gfce‘s% IeES bt agaresRongh b logic
to Message Punp 965 only when the state nachine_ .
fadpessageggoGiseing trpically edntalgingiagessage IS brdatdives the
plug-in (e.g., BPEL 982 or EBXML 983) has determ ned
Presessing of mespgasommetype of EME3{latrbindong sugpors 826, and low level
enbodi nent of a relatively high-level APl description
SNIbmparsdr nyd data mpbaditaien suppord SREMO Wor kf | ow Col | at or :
[0264] Workfl owCol |l ator:: Create(Environnent[]) -)

Vor kf [@RABD INaave Servideh o layed répredenhethemaiind ssrfiaeeavialiatile
returns an initialized instance of a WFC. The WFC can

bento whiidh thé caeekpoadiag saiice n@Riged ARl m&Red Rincluding a native
envi ronnent al paraneters. [0265] WorkflowCol | ator::

S6:91ces KeYRI0 arnMborliponisy inthlBACAEEh g4d.hi s APl al | ows

the caller to store a service nessage within the WC
via a set of specified Kkeys.

3.5. Workflow Collator
[0249] In a preferred embodiment, a Workflow Collator (WFC) helps fulfill

most nontrivial NEMO service requests by coordinating the flow of events of a
request, managing any associa_ted data including transient and intermediate results,
and enforcing the rules associated with fulfillment. Examples of this type of
functionality can be scen in the form of transaction codrdinators ranging from simple
transaction monitors in relational databases to more generalized monitors as seen in
Microsoft MTS/COM+.

[0250] In one embodiment, the Workflow Collator is a programmable

mechanism through which NEMO nodes orchestrate the processing and fulfillment of



[0266] Workfl owCol | ator:: Retri eveByKey(Key[], XM
Message) 4 XML Message[] - this APl allows the caller
to retrieve a set of nessages via a set of specified
keys. The returned nessages are no | onger contained
within the WFC. [ 0267] 56

Wor kf | owCol | at or: : PeekByKey( Key[], XM. Message) 4 XM
Message[] - this APl allows the caller to retrieve a
sevicgfinypsgiense SThei WG cgnbe tilorehlowiard @epecdipNENIGEnode’s
returned nessages are still contained within the WC
chaegpristies kfid oag@ikinattsyand ogh badeyigndddolsepport a vdriesy &I
allows the caller to clear any nessages stored within
tinectidkality rA2a8 fréa tedithhhleheabgy/ gudues tdorfeabplibivated
rigid BPEL orchestration standard, another enbodi nment

dixtriisht@btsfshetonBobalifdoR0 A rMiveBSRHpRIWFEShight preRide n

description - e.g., for a nore dynam c applicati on,

%&Wa@?o@st@a?& bh PG a5 §PArbltrary SRVREIALtH %s&% Of#d, BGilding

description that could be interpreted by a NE

B0 P postTble® ok BT Haltitbn BN o A2 e Hbction
P &F Rl FYERAE 15 R RR 5 3P SRR e e
ERpAERilo o goRPatl P i) HECorghGh ey Ghgaliple service
Rol | back, etc <Trust/Authorization> Note that Trust
Frsiuests gk ssayice (espenssh i Qrigo sreste Ecmpositegersiag e

Architecture [0271] In the context of the various
ansBfaderehestationef mpliplefgaace requests and service responses in order to

create a composite service.

[0251] A basic service interaction pattern begins with a service request
arriving at some NEMO node via the node’s Service Adaptation Layer. The message
is handed off to the WSDL Message Pump that initially will drive and in turn be
driven by the WFC to fulfill the request and return a response. In even more complex
scenarios, the fulfillment of a service request might require multiple messages and
responses and the participation of multiple nodes in a coordinated fashion. The rules
for processing requests may be expressed in the system’s service description language
or using other service orchestration description standards such as BPEL.

[0252] When a message is given to the WFC, the WFC determines the correct
rules for processing this request. Depending upon the implementation of the WFC,
the service description logic may be represented in the form of a fixed state machine
for a set of services that the node exposes or it may be represented in ways that

support the processing of a more free form expression of the service processing logic.



architecture descri bed above, FIG 10 illustrates the

‘integration of a nodular enbodi nent of a DRM Engi ne

1000 into a NEMO content consunption device, thereby
facilitating its integration into many different

devi ces and software environsients. [0272] Host
application 1002 typically receives a request to

access a ?arti cul ar piece of content through its user

i nt er flA2&3mouprefaosd embppdineat therWFQG2chiteemresis nusluldnend
request, along wth relevant DRM engi ne objects

(ptafie hpparpagplegtia. tthaedditieh to apgbretiag semjce compbiRibn and
engi ne 1000. DRM engi ne 1000 nmay make requests for

qididsking ables, i OWRE in@y nédicio Aeepihna@r wiRihe t&850NERRD fr@ssages in
host services nodul e 1008 through well-defined

| e e taLT initigfingX fRabE MM AN G O ik RlecyBIE, M iRt in the

services 1008 whether a particular link i§ trusted, or

NEhirPStant dA@bingtfah&lchof. blne&{esenkﬂgodnﬁ%‘&r NBMRS meﬁg@%ﬁhude IDs

the requisite information may be renbte, in which case

héfﬁtmégda@%y %\%%%dlt%%al{%qﬁesre%%eﬁ%tf dgf!ggnf Qtfi(?x{smﬂﬁb messages
rke rou a ser € access

from netwo services t VI C

pQLn 014, [.0273] Oace, DRM engi ne 10 has .deter.m ned .
il Con bR e lF Gy B o g 55 e SR Baction
indi.cates. this and returns any required cryptographic
kggﬁgﬁt:’cﬁﬁ’&ﬁtmg%WPS@%n&G‘ggleﬁ%gﬁﬁ, under the direction

of host application 1002, relies_on content services,

1016 tl92eb At fiseureedin greater detik kekew i Dsetinngerviess aggdirectly
Host services 1008 might then initiate the process of

P teddnoearions embadimeatspf theNEM G gystive. Aawtidigation represents a
t hrough speakers, displaying the content on a screen,
ghesshge torgstadi ah atterdstod NEM@reppblod naddsyrecivedi apessdebiphated service
needed. [0274] The system architecture illustrated in

Rhi@rfadOfar pracesshgt Notfioatisnsmphe carex a dpletse @bt dfpayloaé tipebifor
engi ne can be used in applications, but it is only one

Wonvesany infedsdtidh lahd tRSoritérey used aVPétBrmih® i fof Rk is interested in a
enbodi nents, the DRM engine can be integrated into

RIS GIis dRRhEBR] 1nemair%nd@dﬁ_tmﬁseq% HeleReReibased criteria.
relatively sophisticated policy managenment systens.
Bot h qlb2 881t (he RiBBinkAR STt F18d 92, a service-providing NEMO
node 910 provides a service that requires an orchestration process by its Workflow
Collator 914 (e.g., the collection and processing of results from two other service
providers) to fulfill a request for that service from client node 940.

[0256] When NEMO-enabled application 942 on client node 940 initiates a
request to invoke the service provided by service provider 910, Workflow Collator

914 in turn generates messages to initiate its own requests (on behalf of application

942), respectively, to Service Provider “Y” 922 on node 920 and Service Provider “Z”

932 on node 930. Workflow Collator 914 then collates and processes the results from



server (content packagi ng) applications of the DRM

engi ne, including descriptions of the different types

of DRMrel ated objects relied upon by such

applications, will be discussed below, follow ng a
description of one enbodi nent5®&f the internal

architecture of the DRM engine itself. [0275] DRM

Engi ne 1100, illustrated in FIG 11, relies on a

vihesee oflsg Berivice-previdingstodeainiorde to fidfill it erigingl rggRIvst from
processing (e.g., executing control prograns that

digat mode@¥8ss to content) within a broad range of host
platfornms, utilizing host environnment 1120 (descri bed
above,[025 Altcrgatbelyen relpieaiell shelicewdightnot MRiredlic stribes of
the node's host application 1130 and, ultimately,
ahhitiplesefidse-wotidiny nd@led. but klightNEMAdequifd HEkipRShEdS or phases
63 [0276] In one enbodi ment, control VM 1118 is a

A fTchhhtuni@EBh Betwess ﬂle@ér\ﬁéb-ﬁl@?ﬁﬂﬁ% Ii%h aHet Af 1 y&;g&ﬂhg glit%né node.

1100 to execute control prograns govern-acce

CAMIRSated B m.wdngwhlén ﬁﬁ;igggénmfeg Igp%lpcfaﬁ&b 945f &@)g%{nm@ébm

.of control VM 1110 into arc cture o

i [.l; as f.Lhe basic el. Sy Pf
0 koot Gtk OGS oPlae 35 s orduERTLD Wikcow
i ugti,on. set, nmenory nodel., code nodul es, . .
bt St 3 ¥ breREL T P chasiiot poBp g B8 mith clien
call 106., [ 0277 n qne enbodi nent, control_ VM 1110
- a5 ad oo bibe of BoeremH. boamplemiarkiey Gedator 914
is designed to be easy to _jnplenment using various )
SR FRRTRE ] Soas agass ollicnEnasedd (ga Apoess Point 944), reccive
stack-oriented instruction set that is designed to be
A iPresesssthe responsesirand theint groatatenadditionehmessagdsdand receive
execution speed or code density. However, it will be
aggiticvilaegonsdshdyring subxepeti fnsspdedmangi@tion,adémately
density were issues in a given application,
dolfitleng the peiginhbrehnésg e ¢lizngnodedstipa conpressi on) coul d
be used to i nprove performance. [0278] Control VM 1100

I s sui[bzd8]e IR thiSsdeAdrds Wbl oWoIRor V19 1s LMDy service provider
progranmm ng | anguages, and supports |anguages such ‘as

330 e RER track (p@REbsMIETIdbn a SQUREIBESE QssiBh M8 or trapsaction ID as

| anguages, such as Java or custom | anguages, COlEJ\Pél

' %laﬁ%f BR service request) of which phase of the operation it is in with the client for

correct processing. As noted above, a state machine or similar mechanism or

technique could be eniployed to process these multiple phases of communication 950,
[0259] FIG. 9¢ illustrates one embodiment of a relatively basic interaction,

- within service-providing node 960, between Workflow Collator 914 and Message

Pump 965 (within the node’s Service Adaptation Layer, not shown). As noted above,

Workflow Collator 914 processes one or more service requests 962 and generates

responses 964, employing a storage and retrieval mechanism 966 to maintain the state

of this orchestration process. In this simple example, Workflow Collator 914 is able



i mpl emented with relative ease. [0279] Control VM 1110

is designed to be hosted wi thin DRM Engi ne 1100,

i ncl udi ng host environnent 1120, as opposed to being

run directly on a processor or in silicon. Control VM

- 1110 runs prograns by executi3fg instructions stored in
Code Mbdul es 1102. Sonme of these instructions can

make calls to functions inplenmented outside of the
pedgecsns pukiploasepicqreriests adacsnonsasy whish soeldbeamplemented with
1106, which are either inplenented by Control VM 1110

i @ By simple st ogeabisd t o Host Environnent  1120. 64

[ 0280] Execution Mdel [0281] Control VM 1110 executes

i nst r OR6@Tor sare edmplex postessit) lib@sver IPAG. AR illstBiteSaiidde

of byte code | oaded in nenory 1104. Control VM 1110
nathiteatupsthat sanrbotttdirive @desdriven GRpdrRAminEscpFi08bRMkstration. Such
counter (PC) that is increnmented as instructions are

efBenalty idd18ddM EXARRLSS o £AEHip) JUTA W i :
sequence. until the OF STOP %ﬁgﬁﬁﬁ&%’h&g‘emm“

el@%ﬂ@és%t%%i clo?rﬂ)ogge- Eﬂ—oﬂsg,sat.nﬁ e }zluiu%l %Q(#‘fﬁﬁt@% §%%§Maﬁon of

an enpty ca stack,” or ‘an exceptl on occurs.

e e s TN
Sl N N
EGB SBRT s TEB S SRS A St

seghent is a single, flat, contiguous mermrg space,
§fS%P¥9tW§a1§bf viifihatsof angxternal coendinatas 9 that usderstandsethe y

an array of bytes allocated within the heap nenory of
rementigsmif peaseisoncherBatian (shesas awiinas Baressili@@uageomgine
given VM inplenentation, the size of the nenory space
idsiven by ehidhl lpvdlidesutiption af thexbiusiness paoksses taestoiased with services)
access nenory outside of that space will cause faults

am desperceiusaiesemantitsdsnchex aRisb@de D'Ebt&gfﬂi@h&"r@ﬁ@\ﬂ@ﬂtten' e
potentially shared between several code nodules 1102

arichicdneit driveh g diRcsdantib eneiing D fesDBRBY ¥ reRtbAGISR dch
segnent can be

other), it is possible to create more powerful services on top of simpler ones. Custom

'External BPL 972 and/or RDF 973 processors may leverage external message pump

975 to execute process descriptions via a manual orchestratibn process 966, i.e., one
involving human intervention.

[0262} In addition to relying on a manually driven process that relies on an
external coordinator working in conjunction with a NEMO node’s message pump, it
is also possible to create an architecture where modules may be integrated directly
with Workflow Collator 914 to support an automated fo@ of service coordination
and orchestration 968. For example, for regular types of service orchestration

patterns, such as those represented in BPEL and EBXML and communicated in the



accessed by nenory-access instructions, which can be
either 32-bit or 8-bit accesses. 32-bit nenory

~accesses are acconplished using the big-endian byte

order. No assunptions are made with regard to

al i gnnent between the VMvisible nenory and the

host - managed nennry (host CPU virtual or physica

menpry), 65 [0284] In one enbodi nent, the code

s BEhEFvice dudingsassociaien Wih @@gwmnmpgfa@p Wowkiew fiollateg 914 can
at address 0. The code segnment is typically an array

obe Bijvansdirgeily banalgscriptiohiand colbectiempf reguest yndfespost messages
application 1130 or host environnent 1120. [0285]

Co6it thet arkiMe b taGimayln thedcaryvier atommdae pagohse Suesad@ ieplshed to
of the code nodules may share the sane data segnent

( DiesingePdipedes oy @histhesetemadive seadadd ith the given
di fferent address), but each has its own code segrrent ‘

( Brcllestratibn pocBisef Fluglh Ye OBPEE@%Q oPEBXMIL 983) B¥Rletermined that
|nstruct|on fromoné codé nodule 1102 to cause a Junp

dithiess code in another code nodule 1102). [0286]
Data ack [0287] In a preferred enbodi nent, the VM

15 OO TR i

?%%%?sﬁew@é@#ﬁ' o/ SERIG %rihwg‘éoh@?oa?‘ the dat 23 o

S‘S%L“SS lop B FronRoaiicdfate ackeare havrasmnah o dfeMbColator — his
cre nted). The 32- blt val ues on the stack are

Ao itafacrdhat seurng an itialiped iustanse of s WEQ- Bhe WFC can be
S|gned I ntegers, depending on the instruction
r ftializpd basgd on B optiensk setaf anvif@ess]al galineSrack [ 0289]
I n one enbodi nent, control VM 1110 nanages a call
st ack ﬁBﬁShﬁbhh@wwﬁ@medSsmaﬁhnﬂjﬁ@ﬂb&kﬁﬁgaﬂheBVakmesﬂﬁs
pushed onto this stack cannot be read or witten
dAPEalidws thy cillee tovstnm y/sehvicen@sdaps ivithizit the MEFC Rikfa &% 6f specified
used indirectly by the VM when executing OP_JSR and
QRYRET instructions. For a given VMprofile, the size
of this return address stack is preferably fixed to a

mexi MymR 68 ekl dolBldr Qe RicSE8) K (Key[], XML Message) > XML
- Message/] — this API allows the caller to retrieve a set of messages via a set of
specified keys. The returned messages are no longer contained within the WFC,
[0267] WorkflowCollator::PeekByKey(Key[], XML Message) » XML
| Messagef] — this API allows the caller to retrieve a set of messages via a set of
specified keys. The returned messages are still contained within the WEFC.,
[0268] WorkflowCollator::Clear() » Boolean — this API allows the caller to
clear any messages stored within the WFC.
[0269] As an alternative to the relatively rigid BPEL orchestration standard,

another embodiment could permit a more ad hoc XML-based orchestration



nunber of nested calls that cannot be exceeded. [0290]
I nstruction Set 66 [0291] In one enbodi nent, contro
VM 1110 uses a relatively sinple instruction set. Even
with a limted nunber of instructions; however, it is
still possible to express siéble prograns. The
instruction set is stack-based: except for the
gf PUSH i nstruction, none of the instructions have
PO es-Bnifs 2 apreyRAicapplicatisadstch g disiribisedsearch.
stack, and results are pushed onto the data stack. The
\ipsiden thefollgwingyiescrisitiont thet Gondt besntdrpretedityy & NEMO Workflow
illustrative enbodi ment operate on 32-bit stack
dpdlaterdand cepd pewiltly ngeraieplaes amentive yeraidd pbesesufficiently rich
signed integers. Signed integers are represented
dsiigugge): 2s conpl ement bi nary encodi ng. [0292] An
illustrative instruction set used in one enbodi nent is
shown [ber@wewsOP-PUSH Push N Push a constant on the
stack Constant (direct) OP DROP Drop Renpve top of

stack  OP DYsiMpbiGRk %és&é‘étSrJ oIO of stack OP SWAP
ThaPsomnt o ar B‘%‘%% %P ML NUl‘i %ﬁg‘ﬁ%%

the sum of ‘A and
the product of A and B (A*B) OP_SU Subﬂé
Push the difference betvveen A and B ©oP DI

Di vide A B Push fdé)on of Ab g%%g q\/OD
Mbdul o A, B Push$ c%ﬁz% ate A Push
the 2s con‘pl emen SR of A (-A)GEPS’@R‘?P baskr ec A
Push -1 i f A negat® oqlzfatlp\n:r s 0, Neigdhat Trust got necessarily
&i’é‘?‘f‘?’?/e

3.6. Exemplary DRM Engine Architecture

[0271] In the context of the various embodiments of the NEMO node

architecture described above, FIG. 10 illustrates the integration of a modular
embodiment of a DRM Engine 1000 into a NEMO content consumption device,
thereby facilitating its integration into many different devices and software
environments. |

[0272] Host application 1002 typically receives a request to access a particular
piece of content through its user interface 1004. Host application 1002 then sends the
request, along with relevant DRM engine objects (preferably opaque to the host
application), to DRM engine 1000. DRM engine 1000 may make requests for
additional information and cryptographic services to host services module 1008
through well-defined interfaces. For example, DRM engine 1000 may ask host
services 1008 whether a particular link is trusted, or may ask that certain objects be

decrypted. Some of the requisite information may be remote, in which case host



OP_AND And A, B Push bit-wise AND of A and B (A &B

OP-OR O A B Push the bit-wise OR of Aand B A B)

OP_XOR Exclusive O | A B Push the bit-wi se eXclusive

OR of AandB(A'B OP NOT Logical A Push the |ogical
negation of A (1 if Negate A% 0, and O if Ais not

0) OPSHL Shift Left A, B Push Alogically shifted .

| ef t. by bits (A << B) OP_SHR Shift Ri ght A, B Pus )

&%@98&95? F% Fﬁ%l%% ¢he infrmatign gomppetyorksd ssrvigegthrough a service
OP_JSR JunB to A Junp to subroutine at absolute
SBFSROINdObtidr ess A OP_JSRR Junp to A Junp to

subroutine at PC+A Subroutine (Relative) OP_RET o
Ret ur 027 Hrmest DRM éngimn K109rhas tleteeningd brab a parneu@PeofRiRition is
Branch A Junp to PC + A Alwa s OPBRP Branch |f A B
Jeempitted, P@udhcdtés thisand retRosiahy veyuded BRStdrastidkdys tdhods
Jump to PC+tA if B < 0 Ne ative OP_BRZ Branch if A B
Jengicesd 0BCwhidH, ullddrshdddirection of host application 1002, relies on content
services 1016 to obtain the desired content and manage its use. Host services 1008
might then initiate the process of media rendering 1010 (e.g., playing the content
through speakers, displaying the content on a screen, etc.), coordinated with
cryptography services 1012 as needed.

[0274] The system architecture illustrated in FIG. 10 is a relatively simple
example of how the DRM engine can be used in applications, but it is only one of
many possibilities. For example, in other embodiments, the DRM engine can be
integrated into packaging applications under the governance of relatively
sophisticated policy management systems. Both client (content consumption) and
server (content packaging) applications of the DRM engine, including descriptions of
the different types of DRM-related objects relied upon by such applications, will be
discussed below, following a description of one embodiment of the internal
architecture of the DRM engine itself.

[0275] DRM Engine 1100, illustrated in FIG. 11, relies on a virtual machine,
control VM 1110, for internal DRM processing (e.g., executing control programs that
govern access to content) within a broad range of host platforms, utilizing host
environment 1120 (described above, and in greater detail below) to interact with the

node’s host application 1130 and, ultimately, other nodes within, e.g., the NEMO or

other system.
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Vall uasiudingldetaile abowtfits idddRcadoded igémoryiddeddde ModtRs, and
payl oad of the atom (size-8 octets). 68 3.7. DRM

{terastionSOItN Bost AheiRddnRsmt W1 R vigRMtaR ca@PPFOFIPL i O and
Packagi ng [0295] As noted above, DRM client-side
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minimalist in nature, without much concern for execution speed or code density.
However, it will be appreciated that, if execution speed and/or code density were
issues in a given application, conventional techniques (e.g., data compressioﬂ) could
be used to improve performance.

[0278] Control VM 1100 is suitable as a target for low or high level
programming Ianguagés, and supports languages such as assembler, C, and FORTH.
Compilers for other languages, such as Java or custom languages, could also be
implemented with relative ease.

[0279] Control VM 1110 is designed to be hosted within DRM Engine 1100,
including host environment 1120, as opposed to being run direcﬂy On a Processor or
in silicon. Control VM 1110 runs programs by executing instructions stored in Code
Modules 1102. Some of these instructions can make calls to functions implemented
outside of the program itself by making one or more System Calls 1106, which are
either implemented by Control VM 1110 itself, or delegated to Host Environment

1120.



keys, etc.) targeted to DRMclients. [0296] FIG 12a

il lustrates one enbodi nent of the main architectural

el enents of a DRMclient. Host application 1200
interfaces with a device user (e.g., the owner of a
musi ¢ pl ayer) through user iw#derface 1210. The user

m ght, for exanple, request access to protected

content and receive netadata along with the content
(e. g. [0388% Exemtiph drdaly t he nane of the artist and song
title, along with the audio for the song itself).
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with access to data nmanaged as well” as certain
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1200. Host application 1200 I nteracts wth conten
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access memory outside of that space will cause faults and terminate program

execution. The data segment is potentially shared between several code modules
1102 concurrently loaded by thé VM. The memory in the data segment can be
accessed by memory-access instructions, which can be either 32-bit or 8-bit accesses.
32-bit memory accesses are accomplished using the big-endian byte order. No

~ assumptions are made with regard to alignment between the VM-visible memory and

the host-managed memory (host CPU virtual or physical memory).



servers and stores and manages the content, relying on
the client's persistent storage nechanisns. [0300]

Once the content is cleared for access, host

application 1200 interacts wth media rendering

engi ne 1260 (e.g., by deliverbmg keys) to decrypt and
render the content via the client's AV out put

facilities. Some of the information needed by DRM
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content providing nodes. [0303] Host application 1200,
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{0288] Call Stack

.[0289] In one embodiment, control VM 1110 manages a call stack for making
nested subroutine calls. The values pushed onto this stack cannot be read or written
directly by the memory-access instructions, but are used indirectly by the VM when
executing OP_JSR and OP_RET instructions. For a given VM profile, the size of this
return address stack is preferably fixed to a maximum, which will allow a certain
nurnber of nested calls that cannot be exceeded.

{0290] Instruction Set
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OP DIV Divide A, B Push the division of A by B {A/B)
OP MOD Modulo A, B Push A modulo B (A%B)
OP NEG Negate A Push the 2s complement negation
of A (-A)
OP_CMP Compare A Push -1 if A negative, 0 if A is 0,
and 1 is a positive
OP_AND And A, B Push bit-wise AND of A and B (A
& B)
OP_OR Or A, B Push the bit-wise OR of A and B
(A|B)
OP_XOR Exclusive Or | A, B Push the bit-wise eXclusive OR of
' Aand B(A™B)
OP_NOT Logical A Push the logical negation of A (1 if
' Negate A is 0, and 0 if A is not 0)
OP SHL Shift Left A, B Push A logically shifted left by B
bits (A << B)
OP_SHR Shift Right A, B Push A logically shifted right by B
bits (A >> B)
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[0294] In one embodiment, code modules 1102 are stored in an atom-based

format that is essentially equivalent to the atom structure used in the MPEG-4 file

format. An atom consists of 32 bits, stored as 4-octets in big-endian byte order,

followed by a 4-octet type (usually octets that correspond to ASCII values of letters of

the alphabet_), followed by the payload of the atom (size-8 octets).




only be identified by those authorized to decrypt the
content. ContentKey object 1310 also specifies which
cryptosystem was used to encrypt this key data. This
cryptosystem an enbodi nent of which is discussed in
greater detail below, is refggred to as the "key
distribution system"” [0312] Control object - Contro
obj ect 1320 includes and protects the control program
(e. g. 3-7conDRM (Bicné-Seocke Ab3Ritpctihert Confené Conswmmptien and
rul es that 99%?‘” the use of the keys used to encrypt
and decrpr ™ ntent. It also includes ID 1322 so
that [(295F AR nbrdhbovig DRM iclientcidd empaniighgplieitiofs{d®ymedia
obj ect. As noted above, control object 1320 is signed
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Dements oka PR phientn dlasbammlisptionslidfOjpiesiases withndedes user (e.g.
obj ect 1330 governs the use of protected content by

b rriner of svgpusip playedthronglopser iserfagecl? 100 The bisar neight &t

- i.e., by determ ning which control governs the use
@fanyie, cbquesiracesss Keprotashidamnteh8 i reCeine metddera abiyjgewith the
1330 al so contains a hash 1336 value for each of the
otdre (. Ketexobisplaying HRlhmid i the hrtisehe) g gisle, dlon®wilk the audio
to prevent tanpering with the binding between each

0 teagohKetyelObj ect 1310 and its corresponding encrypted
key data 1314. As noted above, controller objects
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mteractlon with the file system to extract the requested content. Host application also
preferably recognizes the protected content object format and issues a request to the
- DRM engine 1220 to evaluate the DRM objects that make up the license (e.g., by
running the relevant control program) to determine whether permission to access the
protected content should be granted.

[0298] If permission is granted, Host Application 1200 might also need to
| verify required signatures and delegate to crypto services 1230 any other general

purpose cryptographic functions required by DRM engine 1220. DRM Engine 1220



1314. As al so noted above, controller object 1330 al so
optionally contains control hash 1338, which allows
“the validity of control object 1320 to be derived

wi thout having to separately verify its signature.
[0314] Synmmetric Key Signature®- In a preferred

enbodi nent, a symmetric Kkey signature is the nost
common type of signature for controller objects 1330.
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interacts indirectly with DRM engine 1220 via host services 1240, which forwards

requests. Crypto services 1230 can also be used by media rendering engine 1260 to
perform content decryption.

[0302] Turning to the service side, FIG. 12b illustrates an embodiment of the
matn architectural elements of an exemplary DRM service-side packaging node. Host
application 1200 interfaces with a content packager (e.g., an owner or distributor of

music content) through user interface 1210. The packager might, for example,



Content Key reference 1344 may still reference only one
Content Key object 1310, indicating that all of those
content itens were encrypted using the same encryption
al gorithm and the sane key. 3.9. DRM Node and Link

oj ects [0317] Wiile FIG 1370l lustrates the content
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obj ects that inplenent an enbodi ment of this
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and 1400b)p whi ch represent entiti'es and thelrﬂﬁ%%EhS
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f %‘F“?nli’ tﬁ%rtlcul ar indivi dtﬁals Yet t he DRM

8’%?6 erf'eco RPISCIE R SOPREISOT defEenrisithe pontentyand copipms of |

or_ ex cll tly, the semantics attached to these

GHfise f‘é 3 g:e@se (e2o afieT PRM paskppagsnging 225 exegtonihe DRM objects
distributed). [0319] In one enbodinent this semantic
¢hshmake up &@fléien@) tadatapcapiionasgnciated with the likehsatbat explains
within the attributes of the node objects thensel ves.
Ahertle ligense i aboutin 3 ohardeaddde wiap (¢ gn forgotanhielsaient users to
~entities and the various roles and identities they
“vepnesent, typically expressed using node attributes
(1401a and 1401b). As discussed above, a link 1420

bet we E08041vAs MO ttsabd 4€) GastaipdlidA1811 200 ilterate KWidS@B tiser via user
various types of semantl c reI ationshi ps. For exanple,

ifter®@ 1006 eIt W fesponsiti€ for ﬁ ik 0B k@S a Bontent reference
"device," then Iink 1420 m ght represent "ownership.

bihd $hBRcrlt® the packager wants to perform {e.g., who to bind the content to). It

- can also display information about the packaging process such as the text of the
license issued and, if a failure occurs, the reason for this failure. Some information
needed by host application 1200 may require the use of NEMO Services 1270 (e.g., to
leverage services such as authentication or authorization as well as membership).
[0305] In one embodiment, host application 1200 delegates to media format
services 1255 responsibility for managing all media format operations, such as
transcoding and packaging. General crypto services 1235 is responsible for issuing

and verifying signatures, as well as encrypting and decrypting certain data. The



node was a "user group" instead of a "device," then

link 1420 m ght represent "nenbership." Link 1420

m ght be unidirectional in one scenario and

bidirectional in another (e.g., representing two

i nks between the sane two notles). 76 [0320] Node

obj ects 1400a and 1400b al so typically have object
confidentiality protection aiynnﬁtric key pairs (e.g.,
pefvest for gash apenaiona sepld fp isseed sxdsmathoefrgn DRM@agkeehg engine
and private key 1405b and public key 1406b of node

144301y hast pérwices EA% i dential information to authorized
portions of the node. Confidential information

t ar get[030@t Inavne edbodinkdnt, wentencerypib adrvides 123 histlogioaly/ separated
confidentiality protection public key. Optionally, a

Clborh @aherpl @90 tsbiviveR $P3TBichhR it K@yawareof (BstGippliditiol aR60. It
~key 1403a and public key 1403b of node 1400a, and
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can be used in conjunction with i jects when t
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ntentKey di'stribution, I SC in greater

QEk@%%%%§L§¥¥%ﬁgntent items thensel ves may be

pr ot ontent protection symetric keys, such
as symmetric key 1402a of node 1400a and key 1402b of

rode” K900 P}t PRSPy B ORFRRS To

r el at i[0B@Hilpanliktsvative swetato, a hatesepranidecssed b hbftepplication
rel ati onships can be stored in node attributes (e.qg.,

THakelisfontOORM flRaga b gihé €l et aneOSt bfithat protect the content
referenced fromwi thin the link objects (e.g., node

raf %beaﬁetsléa,%nélﬁdiﬁg denk9REanéeornDBER nk&ds&i§ W&ﬁ%ﬂg the

to node 1400b). Link objéct’'s can al so optiona

CRRteR éhcrﬁftibm%?{ il ité‘mﬁ| Iﬁ%%sgq]s Gsed 6 %}i%égﬁﬁdsy ﬁ'gé %’rt]o Pf Bbi8cts.

1426) that enabfes the object to use

Cont ' ' ' I . 103221 41 &

Cont LK SRS dfpdhe RS R 2R Wty
SR o RLERER Sl P 2085l BB e conten
bR S5y O NG, TR 2 G S, X 0 SO o

i ndi % tes _that node Y is "reachabl e from node X The
é{%pga( o2 ligense can apply to more than one item of content, and more than one

license can apply to any single item of content.

[0309] FIG. 13 illustrates an embodiment of such a license, includiﬂg the
| relationships among the set of objects discussed below. Note that control object 1320
and controller object 1330 are both signed objects in this embOdimenf, so that the
DRM client engine can verify that the control information comes from a trusted
source prior to providing the host application with permission to access the protected
content. In this embodiment, all of these objects, with the exception of content object

1300, are created by the DRM client engine.



a path can be used by other DRM objects, e.g., as a
condition of performng a 77 particular function. A
control object mght check to determ ne whether a

target node is reachable before it allows a certain
action to be perfornmed on its7Zassoci ated cont ent

object. [0323] For exanple, if node D represents a
device that wants to performthe "play" action on a

cont enf03b¥j e@tient pbiesht Contenhehiegdd @5 represhnts theomeeipted content
obj ect mght test whether a certain node U

riSffceseng 4 nafque B2 807 1o fagibitats thebautinmbdte edr thacodeke abd its
(e.g., whether that user is the "owner" of that

dissact¢d keyn dCaniént objecolB8 00N arl Mxagthaldobjeon The fohrat and storage
performed if that condition is satisfied. To determ ne

| df enagpted cofiteneEBOABlzE MPhmiovIeRNE eIBB AeusfoAback Udte Ris determined
control programto determ ne whether there exists a

81 thehodtiapfslicatbh esri deldehRH t6 RerORER BaicdNn PaR@bbh (€ the odf

a direct or indirect relationship) betweén node D ""an

Rodgnt): THSRALES tﬁ@@d{vﬁ% iaﬁg g%&&%ﬁﬂ%%?{b& g&d’&@ia@@/ib 1302 with

engli ne 1s unawar e of t mant i cs
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[ hjs path as a condition orization,.
SRR Phlel Rl sy B b et esd Aflerit S Op Gy Filbte
enbodi nent ., the DRM engi ne verifies |ink objects before
'mpgwﬁ 1} (Seim YSPEASTHEREIE GIRISE 6PFA #eAERe exi st ence of
paths in the system node graph. The validity of a

li nk dBf HdtCarentier efredn Comientkay obiepiddd 0 aprssentsdhe encrypted
particular features of the certificate system

(kgy datasiSdd (weluding amniqne epcription kiy(k), opfienally staFet internally
exanple, they may have limted "lifetinmes" or be

vaithin g adyjeatlewad aldahack ¢ormspdriding triqud IDvk3 RaRrdfenibly, this key
various conditions. [0325] Also, in one enbodi nent the
plata, ofi ceataitedtwigon Eontemtl gtobgent it 81 9s il ensiy@ted sonkat it can
obj ects, which link objects can be created, and the

loinfyeth identificd Bynthosddvtitdrzed kedechpt thl Eodednk.y CHRvBAHKRY oBject 1310
the DRM engi ne. Instead, they nmay | everage the node

alsbrspbefieswhith QFypMdystBm was fsagtd et dlib ey stk Phis
enforcing certain policies, the system 78

cryptosystem, an embodiment of which is discussed in greater detail below, is referred
to as the “key distribution system.”

[0312] Control object ~ Control object 1320 includes and protects the control
program (e.g., control byte code 1324) that represents the rules that govern the use of
the keys used to encrypt and decrypt the content.” It also includes ID 1322 so that it
can be bound to the corresponding ContentKey object. As noted above, control object
1320 is signed so that the DRM client engine can verify the validity of the binding

between the ContentKey 1310 and control 1320, as well as the binding between the

ContentKey ID 1312 and the encrypted key data 1314. The validity of control byte



may provide a way to extend standard certificate
formats with additional constraint checking. These
extensions nmake it possible to express validity
constraints on certificates for keys that sign |inks,
such that constraints (e.g., Mhe type of nodes
connected by the link, as well as other attributes),
can be checked before a link is considered valid.

code bi24man gptignallybeglesivedrby wetikying a sasutei hakh (g samtnohlyash
contain cryptographic data that provides the user
B34 if menilabldpeontaived mronpoltradiécvh3keys for key

di stribution. That cryptographic data nay, for
exanpl[e313¢ divnaioller ohjeaddidrtblet objedta3a0 ddpaesehtd €he binding
private and/or symetric content protection keys of

bbiveeh tlgsiteys atl@the rBlRS by RRithgWhdiPcdit®] GRIHEDE 1312 and 1322,
protection public key and/or the content protection
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Mg betwieqn qach Contegtley qbject |13 Wk arhiteeartespendiigsenciymiedskey
keys in addition to their primry purpose of
data dB14-s Ak ngted abard, conivilles objettad 880 aeduefotibbtigned (e.g., by a
[0328] As noted above, a control object may contain a
paskage applicagioarthdt bas a cettifieatriallewinghietonsgn eontretjeestjeds, using
operation should be permtted. That control program
peblicdieyal syanobaickey signandied, Ae diseusspe Belbwd td\@Blel verification of
reachable via a collection of link objects. The key

thesfatitibyibi 0B bidshEbRt Y Behe (ConkdntK eyl P3 102 QARSI 13DBlobjects, as
search through 79 a collection of link objects to
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avai l able to the DRM engi ne IS executl
€9, T Q4 4IRS RSE@Tbove, controller object 1330 also optionally contains control

-

hash 1338, which allows the validity of control object 1320 to be derived without
having to separately verify its signature.

[0314] Symmetric Key Signature — In a preferred embodiment, a symmetric
key signature is the most common type of signature for controller objects 1330. In
one embodiment, this type of signature is implemented by computing a MAC
(Message Authentication Code) of the contrqller object 1330, keyed with the same

key as the key represented by the ContentKey object 1310.



[0329] In one enbodi nent, each node object that uses
the key distribution systemhas one or nore keys.
These keys are used to encrypt content keys and ot her
nodes' key distribution keys. Link objects created for
use in the sane deploynent c@#tain sone cryptographic
data payload that allows key information do be derived
when chains of |inks are processed by the DRM engi ne.

[ 0330] [0A 6 hPweléreratignatimeksIcaprefiineg chibpdiment. shisdype of
given a collection of Ilinks (e.g., froma node Ato a
neigeat@e is used whenghaiddatitg)of tlamgzglmnt)lf the cohablldradjeat t¥HBneeds to
to the private keys of node A also has access to the

pbé asatrtedamyguey. ThisdepeZof sigvitig is BesleBentbd withdeprublis key
private keys gives the entity access to any content

keignatneraygirign, sibdifle Wit Ske KgYdte kéPSShe pﬁh’cﬁ?ﬂl PG bserting the

that participate in a key di stribution system contain
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e st fgﬁe ‘ae?ttha%}ivwlsagea%ﬁhe key ysed[to grptget g cpmtent.
Key Kpr i V'H%’f This is the private part of the
publ | cWﬁi ogectqrespiasai-Protppler ebiesttlp40 pecvidespaetested hecess to
node is responsible for ensuring that this private
keopteuk by sontpiltiag the BisGof kayd uisllSaneryps gebddcngit yhat icontent.
nodes 1500a, 1500b and 1500c) is 80 Kkept secret. For
t Pratectoa abjmt 1340 bamis conteatobiecttl 300ite Contentd®les obfaet 1310 in order
stored and transported separately fromthe rest of

tthessveiite profeatadiiontent with ¥ 4brr&ypahihg key(Ke YT &Kedcddhplish this
This key is used with a symmetric cipher (discussed

lh@ing, it BRRA@SRrérBhdes DB4Y ME1 XY rdsh 8 Fell SR e 1B 25@ and 1312
and 1525c, respectively, in nodes 1500a, 1500b and

151Q06tent %MH'(ﬁﬁ%méy 1318 188k Mbb8idlent, protector object 1340

contains information not only as to which key was used to encrypt one or more
content items, but also as to which encryption algorithm was employed. In one
embodiment, if content reference 1342 references more than one content object 1300,
ContentKey reference 1344 may still reference only one ContentKey object 1310,

indicating that all of those content items were encrypted using the same encryption

algorithm and the same key.

3.9. DRM Node and Link Objects
[0317] While FIG. 13 illustrates the content protection and governance

objects created by DRM engines to control access to protected content, FIG. 14



manages the node is responsible for keeping it secret.
[0335] The key distribution systemillustrated in FIG
15 can be inplenmented wusing different cryptographic
al gorithnms, though the participating entities wll
generally need to agree on a75et of supported
algorithns. In one enbodinent, at |east one public
key ci pher_ (such as RSA) and one synmetric key ci pher
é@ﬁ&ﬁt%@e ehiects dgprsprasent enfitieda therystefrolel mwisekg, devices or
notation refers to cryptographic functions:
BFURPL BS Rl appherelatienshiffsenmrmgdbaope eMitescr ypt ed with the
public key Kpub of node N, using a public key cipher"
Dp( Kpf®34BNWhiM) FiG: sty distedsed atessaidlastdtelecconpemdalwinibodiment of
the private key Kpriv of node N using a public key
ainpleot aufisdqricafidd graph depiatisg thebteriities agethbr e41860HRhDE, FIG. 14
with the symretric key Ks of node N using a symmetric
Kenstraded hes typBfsdjddls thi inffRaent ah RELBBRSRY6E Mis conceptual
decrypted with the symetric key Ks of node N u3|ﬂ§ a
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node. In one e ng i
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O(g38 o this enbodiment, symetric binding is =

%ﬁ $pdpme it sath adirenwibat 16EEEH b distrfmtion tepaticalar wdividuals.

conput ationally intensive algorithmthat is |ess

&5 it RR Mhengingsin this empogdiment dpesynot biastfy simplicitly erxpligitly, the
a content packager) that creates the

. (e.qg.,
Sonandins iéachedjodbesermbjectofe. gl tiashschhiadieidvatsabs sdng sy b§ .

In that case, public binding can be used, as Kpub[N|
disibiutedpe avail able, as it is not confidential
information. Kpub[N] will usually be nmade avail abl e

t o enf031PEh dritadmbidaderitahis 36:@iticCRRLRN H4BHEd to as a DRM

profile, is defined within the attributes of the node objects themselves. A DRM

- profile may include descriptions of these entities and the various roles and identities

they represent, typically expressed using node attributes (1401a and 1401b). As
discussed abové, a link 1420 between two nodes 1400a and 1400b could represent
various types of semantic relationships. For example, if one node was a “user” and
the other was a “device,” then link 1420 might represent “ownership.” If the other
node was a “user group” instead of a “device,” then link 1420 might represent
“membership.” Link 1420 might be unidirectional in one scenario and bidirectional

in another (e.g., representing two links between the same two nodes).



acconpani ed by a certificate that can be inspected by
the entity to decide whether Kpub[N is indeed the

_ key of a node that can be trusted to handle the
ContentKey in accordance with sonme agreed-upon
policy. [0339] To allow entit7@&s to have access to the
distribution keys of aII reachable nodes, in one
enbodi pent _1ink objects contain a "payl oad.” That

pay! oatf3gP] H\ﬂéﬂ QIPJ?CtS 90z 3}1dt1l499b nlag typieadly daveobjhet
private keys of the link's "fromnode" to al so have
as@eislentiality proseqion weyremkisickeyiairh. ¢.j privase Kdyol 406d end public
In this manner, an entity can decrypt any ContentKey
t keyybt0sd of node HiSe, andativate kegd dbsthirel fubdickicy 340806 node
[0340] Thus, returning to FIG 15, |ink 1530a, which

| 1400b) rookiteit toAdential infurtatid:d@0mthd el pbAfns oPiiinoad
that is created by encrypting the private keys 1515b

aenfldatihl ifformaden LR Matddde Wil gs eﬁ&?pt%bl mttaatth@%
1515a of node 1500a or, if wunavailable (e.g., due to

1 i | i
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1
R e R L %@%2%?%‘14%% aab%alfg‘eaw key
i t-h tr 15 .
BB BRART ! 1baR oF e 1ol6) G il ep.s%fw wﬂ% link
1500b.

et v R cR g op@ﬁiéaéégg@@%w F bapiaey

ch. link tq. update an internal chain 1550 of keys to
wfisiution, s disaissed in rpaerfiriail balpd ogient Heres thepselaes way be
a link fromnode A to node B consists of either:

Fefeiscted Feth spatand pratertion summstriclsyrpuch A§ symmetric key 1402a of
{Ks B] Kpriv[B]}) or Symmetric derivation information

Jpapa arfdideyBORD of ngds] 1400her e {Ks[B], Kpriv[B} is a

_ dat a structure containing Ks[B] and Kpri v[ B]. [0342]

The pulfB2L] Aenotedtbove, indreramtiodanerit $ink 98ftctsqe. gQMivik Y 420)

the private keys of
represent relationships between nodes. The semantics of these relationships can be
stored in node attributes (e.g., 14012 of node 1400a and 1401b of node 1400b),
referenced from within the link objects (e.g., node reference 1422 to node 1400a and

- node reference 1424 to node 1400b). Link objects can also optionally contain
cryptographic data (e.g., key derivation info 1426) that enables the link object to be
used for ContentKey derivations, as discussed below.

{0322] In one embodiment the link object itself is a signed object, represented

by a directed edge in a graph, such as in FIG. 4 above. When there exists such a
directed edge from one node (e.g., node X) to another (e.g., node Y), this “path” from

node X to node Y indicates that node Y is “reachable” from node X. The existence of

a path can be used by other DRM objects, e.g., as a condition of performing a



node B, Ks[B] and Kpriv[B], to any entity that has

access to the private key of node A, Kpriv[A]l. The
symetric derivation information is used to convey the
private keys of node B, Ks[B] and Kpriv[B], to any
entity that has access to the/symetric key of node

A, Kpriv[A]. [0343] Thus, with reference to key chain
1550, an entity that has access to the private keys
drartiférs fumdia. @peanizal ebiketymightidheck trodatgrming whethéreyfarget node
1525a) enables the DRMengine to utilize these

pe repghablébsforclib gl vesa eertafr actipn té bk periformed od istassociangt content
point in generating the rest of) key chain 1550.

Siyzd keys 1560 are, used to decrypt 1555a the
Content Key object within |ink 1530a (using private key
1515a [0823 Kb lekemplef if iadd DieprbscAtdd ddvidd tRst htdoderform the
public key 1505a was used, or symetric key 1525a for

YR tlicn G184 coRbdtOBjdef, AW ARBIthatGoltid ' ject mj
s?nimﬁtrilc key 1525a %Nas aused), :‘gggﬁlﬁitg:ﬂggc?ﬂrﬁ&ttl’?gjeﬁte%gmteSt
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§§FM3%§?’ or symmetric key 1525b for symetric .

f{?rFanfwgex RORLEA PEOSBITR & Agjermine whithgiherecexisiya set of link

1525b was used% . resulting in the final |ink 1580 in
ctsrihgtcan ssfablishia path (egea et priisdireetirelatignship belycken node D

1500c (private key 1515c and symmetric key 1525c).

[20d nage é’r Henotedhabene, inwbedinbeditnent the DI ecagijiensueavare of the

process links in any order, it may not be able to

pemfgianod theerglationshitit ompht detdrmindsrtiee exibtemde dfa path, enabling

processed (e.g., because the keys of the "front node

dhe hdsatpplication ddecxanipley &) inkepret G pade el a cdrditidrRBiuthorization,

case, the link is renenbered, and processed agai n when

puahittinyf ucemttb protedd@lmbme.avai | able (e.g., when a |ink

is processed in which that node is the "to" node).

3.11. b biBad; ¥
[wt] @ bhé EmbadifRnl B3 HRMAR R t\f%feigs{zlﬂ‘%{ﬁ%bj &dts Bétbre

enbodi nen i

certificates are used"to c
allowing them to be used to determine the existence of paths in the system node

-graph. The validity of a link object at any given time may depend upon the particular
features of the certificate system (discussed below) used to sign link objects. For
example, they may have limited “lifetimes” or be revoked or revalidated from time to
time based on various conditions.

[0325] Also, in one embodiment the policies that govern which entities can
sign link objects, which link objects can be created, and the lifetime of link objects ﬁe
not directly handled by the DRM engine. Instead, they may leverage the node

attributes information. To facilitate the task of enforcing certain policies, the system



credentials associated with cryptographi c keys before
meki ng deci sions based on the digital signature
created with those keys. In one enbodi nent, multiple
certificate technol ogies can be supported, |everaging
exi sting information typically8available as standard
el ements of certificates, such as validity peri ods,
nanes, etc. In addition to these standard el enents,
AV PTOYHE 2 Wan & exignksiandand asetifigasnioamats avith adiitional constraint
potential usage of a certified key. [0346] In one
eviasekinge Abeserxiensionsmebeds Possikld thyxpreisvglidigyeanstagjets on
extensions as part of the certificate-encoding
presiclecates fohleeyistlias sigatlinks, saole tde doristraimitso(e. g., el wps bHimles
can be used to enable the DRM engine to determ ne
wivahbated binthelingk, ddwatll ad@Bersit@idactsh capBe thdckedBifeeta IWASs
authorized to be used for that purpose. For exanple,
acopsidedvakgy may have a certificate that allows it to
sign only those link objects in which the link is

from gonogEFinhily) ifosP&rbddimeri the h%%)grect?ﬂ%ﬁ&{nf%xg ﬁ%ptographic

node with ‘another specific attri
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i ncl udi ng. a_ "usage category" and a corresponding
DERBISP I 15/ cGE Ao teeBamBYblineyiamdige theqostsot Brotection
speci fies which type of objects a key is authorized
tSymsReyc kanef the ntgr’ mafet Ferrexgmatn, emantety thas bas bisen granded the
condi tions based on context. In one enbodi nent a

\BbHity tepreatedinkiobjdsts they lakldeslice modes dnklynsethmdestnddi b gerddin
'such a certificate is required to understand the

meliey avaly checkatotdnsisre that duglhy tlestee ik indrivedm kle objeets ket have
usage extension expression is delegated to the DRM

attgibnies indientiag ttidyfare itideed fepresomigtedRebey ald bdediat hdve
the execution of that program generates a successful

r@giblies iddeAAL that iepecpehodh Rt , the role of a
constrai nt programiIs to return a

3.10. DRM Cryptographic Keys
[0327] An example embodiment of a DRM key distribution system is

illustrated in FIG. 15. The basic principle behind the key distribution system shown
in FIG. 15 is to use link objects to distribute keys in addition to their primary purpose
of establishing relationships between node objects. |

[0328] As noted above, a control object may contain a control program that
determines whether a requested operation should be permitted. That control program
may check to determine whether a specific node is reachable via a collection of link

objects. The key distribution system shown in FIG. 15 leverages that search through



bool ean value - e.g., "true" indicating that the

constraint conditions are net, and "false" indicating

that they are not nmet. The control program nay al so

have access to sone context information that can be

used to reach a decision. Theygavail abl e cont ext .

i nformati on nmay depend upon the type of decision being

made by the DRM engine when it requests the

veaollectmt afdink @bjectseo daititafel thatistrithotibn X a kpy uchhRitari@ available

using the information in a |ink object, a DRM engi ne

nayheRRM shgideathattib exevatihg tHeCbhgobfrofiag key that

signed the object allows that key to be used for that

pur poge329{Vig Bne¥aBsdiiiRa!, héh nddRbbidcAIHAL udet BEY R didtHution

envi ronnent of the DRM engine is populated wt

[ r : ri

PP Tha® Kol s o dnbiypEBgnu AR KA dnd otter
Ak . nst.rai r enmbedded in th

noﬂgs k[ag §é94bu1§9§ k%%. isigﬁlggﬁ]lgg gf’d%{el%?o5%sg i te's cfﬁjfoyggent

I
key usage extensi

SoARRRoB o FRE A TaERE Sl ot G hin e oo derved

exanple, ~Engi neNane. tificate. <Category>. Check",
\)Uﬁgfléi‘@ﬁf 85]6":3% afgplgcwg%{)yﬂmlg HFNGhi ch cat egory of
certifjcates need to be checked. Paraneters to the
verif i[@ﬁﬂﬂ JHith Bedss aalinks carpangkesisdhis orayogivee a soleskion of
before calling the entry point. The nunber and types
ke snksere noga dstect mnded t hdo stnadk Z) epg ettydhatthae access to
category of certificate extension being evaluated. 4.
egTRORFRATh@lt A also HBasc@sNodhe private Regsi dfmofl® 25 Having
Havi ng exam ned various enbodi nents of the principal
acaehs toawida 734 priwdtekestgvaithé baithNebidssisingPonieitkaiinegpted
enbodi nents in the context of DRM applications, we

At thoderkey@ t he NEMO systemin operation - i.e., the
sequence of events within and anong NEMO nodes t hat

est ablp3sh | Nede bBi¢BRakdt PArtRRRe WY 1 distributi?n system contain keys
application-specific functionality“can be a)yer ed.

g%%lﬁ«?lég ttlhlelg g&gpg@’fi?ﬁ%&ﬁ‘%& in 1904, 95 CinNR B8R ferdt W@ Sode (15004,
1500b, and 1500c) has three keys:

[0332] Public Key Kpub[N] — This is the public part of a pair of public/private
keys for the public key cipher. In one embodiment this key (1505a, 1505b and 1505¢,
respectively, in nodes 1500a, 1500b and 1500c) comes with a certificate (discussed
below) so that its credentials can be verified by entities that want to bind confidential
information to it cryptographically.

[0333] Private Key Kpriv{N] — This is the private part of the public/private
key pair. The entity that manages the node is respons;'ble for ensuring that this private

key (keys 1515a, 1515b and 1515c, respectively, in nodes 1500a, 1500b and 1500c) is



functionality, they go through a process of
initialization and authorization. Nodes initially
seek to discover desired services (via requests,

regi stration, notification, etc.), and then obtain
aut hori zation to use those segyices (e.g., by
establishing that they are trustworthy and that they
satisfy any rel evant service provider policies).

[ keps sgereth Fer thabreasan, isond dnotstdimeng dhis priFatekes 6 stoved ahd
outlines a basic interaction between a Service
Pirangpoited sep@dtely fromithe restrbiditie medd infosidabiofunct i onal ity
shared between a Service Providing Node 1610 and an
Aut hor (03B 4igSyNoderit 628K saNp— Thisdey Vi 6RdRAME Sirih e 3fbher
(e.g., a client consuner of services). Note that this

- i @liseted bepwheBdcdiRl et ERd 19240P89258%nd 1525
I nt ermedi ary Nodes 1625pmay I iye(kﬁy t he pat halkl)etvveef;h

L RencBatth Gf nBRAURIOR!1 SHOB AndDSINE SREULAR FROY S har

0. The 86 basic steps In't process,

Plr?lglgna%t%ﬁfﬂel?l%ge .isr}e%o%"é’l{bfergog g%@#g( 12 géc%f . are discussed

e perspectives o client Service

R 3 ' Pravi der, 1 0354] . F
the. par et SR iRt Foenl Mtz pdfit g hmplemented
BRIt B sB i Reoriiieadbuns he prrtiivetahdmiionanl

Service Reguester 1630 jinitiates a service discovery
rEGFELY PPY PoRSER OB AveaEROnieH akgeriduas sintangtenphodimens, at least
the desired service, and obtain information regarding
vitednblekey eihasi(prpbrig Reand up pontettictkay ciphee ésichgs AES) are

. the relevant service interfaces. Service Requester

1Bportady  choose to cache information about discovered
services. It should be noted that the

i nt er f[83¥7]Behalowing mtatbarvietao Rryatouaphic faicieen NEMO
Nodes is just another service a NEMO Node chooses to

| K iy, i theanpOhe meddge Seeid e@ﬂﬁ&%@{ﬂbﬁ&&?‘lﬁi& of node
I8, whgcd puddid ke ciphegt er detail bel ow, includi ng”other
forms of communication, such as notification by

| 0/, AWHGIS “HH hQgh RN bi NERURY Kepri
e R e BTG o o
servi ce-providi ng des are found, the requesting
Node can choose to target (dispatch a request to) one

Hs(Ks[N], M) means “the message M encrypted with the symmetric key Ks of node N
using a symmetric key cipher”

DS_G{S[N], M)} means “the message M decrypted with the symmetric key Ks of node N
using a symmettic key cipher”

[0337] Targeting a “ContentKey” to a node means making that key'available
to the entities that have access to the private keys of that node. In one embodiment

binding is done by encrypting the key using one or both of the following methods:

Public Binding: Create a ContentKey object that contains Ep{Kpub[N1, CK)
Symmetric Binding: Create a ContentKey object that contains Es(Ks[N], CK)



nore of the service-providi ng Nodes based on a

specific service binding. [0357] Negoti ation

of Accept abl e Trusted Rel ati onship with Service

Provider 1n one enbodinent, before two Nodes can

communi cate in a secure fashi 8p, they nust be able to
establish a trusted relationship for this purpose.

This may include an exchange of conpatible trust

crede nfagé Bk Iy thisembodBoent csymuinétiic bireling is pkefosblyatsed whimever
sonme_ integrity-protected envel ope that nay be used to
dpaseibhd, peitindesd lesyongnddtmmally imensivei abgdrithia that is less onerous on
establishing a secure channel, such as an SSL channel,
btiseebedring entity f Howews, thbeitlty Papt hesntehtysickagder) th&MPeates the
cases, the exchange and negotiati on of these

cCetemkieslobjed¥ mayait ¥ afhdveRbéds to REMNICH haPlask MRiblic binding
service interface binding (e.g. Ws-Security if the

Vi&ml beXtived, Ris tmggh] éh%ul@fedav%%ie,t'ﬁgtgk ﬂBF&Jn?i‘&@ntLaZ information.

-exposed as a web service, or an request

t Kﬁumﬁg lWiﬁ %M%H%gﬁécte av %Tab% R)e t]?fl’%% ﬁ‘lzlt Irlr%aegﬁg gég%@o%?entKeys,

and n goti atl rust creden

e [ p. NEMO provi des a. standard
cakRbplt e b SRR T B BN SHBHRE R Pyt i Whether
trust-ed.chan s, for. co nication. It js up.tqg a .
g\%@’r‘ﬁm,aegtb‘é gt 4 iaedhstca be toster ia harld he GoBisatKey in
and .on the characteristics, of the service involved in
taeeondancs with some agrsedrepy PRYSY- which  credential s are
sufficient for interacting with another NEMO Node, and

t o maki@38hkeTo gdew snigfiesipbaveeaccess to thestistributigniays Nbaléreachable
I'n one enbodi nent the NEMO framework | everages

‘aades, iim gne Aatbedimeyt ik oljensiardain ad'ppoad? | That payildel allows any
area of security-related data types and protocols.

Fatitethanipseiccesa tothe peivbediepeof th ek fsrdaaide” ¢ hlko have access
support using SAML to describe both credentials

(tovhehmrivaeg keyis\f thdink3e 6 ind@e.” rIadhie $iMher, b M@K \ch Becrypt any
provi ders when they want to i nvoke a service,  as vvelr?fp

aGort&itRey t:3AMkd RSa RoddaMatqf rRURILESSbMTsaIoROr | zat i on
queries and authorization responses. [0358] Creation

of Re . X k8, LAl '
RSB S  BE Ton

RIS 39 bS)C i 0 ' . [vi.ce, . Thi
B ol SRR M LR Bl Bine iy i 10

: e. Service Access ,Poi r Vi n_.
SBT3S0 U T FEARRERRE! BB BipAT30B0on i
unavailable (e.g., due to its confidentiality), with the public key 1525a of node 1500a.
Similarly, link 1530b, which links node 1500b to node 1500c, contains a payload that

is created by encrypting the private keys 1515¢ and 1525¢ of node 1500c with either

~ the symmetric key 1515b of node 1500b o, if unavailable, with the public key 1525b
of node 1500b.



service providers in the NEMO framework, and may hide
certain service invocation issues, such as native
interfaces to service nessage mappi ngs, object
serialization/de- serialization, negotiation of
conpati bl e message formats, tgansport nechani sns or
nmessage routing issues, etc. [0359] D spatching of
Request - Once the request nessage is created, it is
di spat[@héld When 4 PRM eggine grasesses bk phjects,di prgcddoekahs payload of
e.g., Node 1610. The 88 conmunication style of the
reaglu sk tacgmlateeandytentst cdn $530yialys anwbish RAGs atokse Birone
nessage-ori ented, based on the service binding and/ or
pmefodimert eise weyldaliofa ¢iak doink AGde & ld B6de B Lo AGH dither:
with a service can be done directly by the
transm ssion and processing of service nessages or
dbbdictdarieugn inforeatiat i ve i nterfaces through the NEMO
Sin(Kpuled Ac e B],RptinfB]}] 0360] Recei vi ng Response
Message(s) - After dispatching the request, -
REquesti ng Node 1610 receives one or nore responses in
%ﬁply., pendi ng on the specifics of the service
WO TECETBIORar HYormidiothe pref erences of Requesti ng
asiAd 6Ues[BiKerivi®b ) (s) can be returned in various
ways, .including an RPC-style response or notification
sa not ed abgve, requests_and replies can be
BieedReubianib! ich s saraaovminias Keb it Kowatbr y
hbde(sb 1625, which may thensel ves provide a nunber
of sed34dslheipybliciderivgtion infeimpayiontis used te eotely #d pivate keys of
-col lation and correlation functions, etc. Al
¢ Be Ks[Blrane fipsivEph taanyemtitythet astaanea talthe EVDe key of node
services described, discovered, authorized, bound to,
amdKpriv A} athesynmhéthic detivitiontihrmation is @e¢tiosbavdy the private
framewor k. The Service Access Point may hide
ikepsafyed: B Ks[BlhaidiagivBNgo ahy ety et Nedcedsas 1RXIMRh&ric
fromthe Node's perspective, invocation of a service

ey oS 8&10 A | KgridgAgt andard function invocation with a
set of sinple fixed paranmeters. [0361] Validation of

Respongsi3 ' I i -
Crapatogi) el arachty SR ILIE Ryt 14 s o e

RESRBISR, JFRREASOA A BIAUIE, LSyl BALAAE Bl St
By eﬂ%ﬁg t(!:\lggl?ze these private keys 1560 as a “first link” in (and starting point in
geperating the rest of) key chain 1550. Scuba keys 1560 are used to decrypt 15552
the ContentKey object within link 1530a (using private key 1515a for public

_ derivation if public binding via public key 1505a was used, or symmetric key 1525a
for symmetric derivation if symmetric binding via symmetric key 1525a was used),
resulting in the next link 1570 in key chain 1550 — i.e., the confidential keys of node
15000 (private key 1515b and symmetric key 1525b). Thf; DRM engine uses these
keys 1570 in turn to decrypt 1555b the ContentKey object within link 1530b (using

private key 1515b for public derivation if public binding via public key 1505b was



1610. This logic typically is conpletely encapsul at ed
within the Service Access Point. [0362] Processing of
Message Payl oad- Finally, any appropriate processing

is then applied based on the (application specific)
nmessage payl oad type and cont8hts. 89 [0363]

Foll owi ng are the (sonewhat simlar) logical flow of
events fromthe erspective of the Service Provider
18%5d; o ﬂ)’%‘lﬂm%%(/{) Yébdopponmetbe derivdtioatif symmetfic binding via
determnation is first made as to whether the

r Saprestric dey épiboead wed)y peuttingdn tHenfirmh tinle bfRdinrkegtchaitE 50 —
NEMO franmework doesn't nmandate the style or

granthk aonfidentifl Kegwobncier 5006 (prive®s Ko 061 SRR taméfic key
entry point to a service. In the sinplest case, a
sE¥dsicre interface maps unanbi guously to a given
service, and the act of binding to and invoking that

i nt er f ABR4LCIIRSE, '115 BAESMBIIRGAL tlfe%a & éﬁi %??ocess links in any

‘However, it may be the case fhat
LEHY %?n rﬁ{) § h@cessed

Ial(wé;ilgl\r/ﬁet;}ﬁs eét\%:gg EG%J%EH%I%#}? 1;1(%% gg? I onal

\lfg (ﬁ,%aegﬁﬁg tﬁvsﬂ(esr r“gp‘lﬁ%ﬁ% d?:g’gmayfj@ﬁﬁ%’?ﬁ%ﬁ tﬁng:er(x: 8erive%) In
ot %?%é%xﬁ@m%?a%blp%?é‘réeb SR B PTE B omaton
gg%uester n s%gg cases, it ng¥ be necessary for

{RiEs Ysilabie (oie: ThSD S 0Bk SRR AN 1 node s Hhfcite” node).
Requesting Node 1630, and establish a trusted

communi cation channel. This process is explained in
deta|I3£boV%R3$§:B%?ﬂﬂﬁ%patch Aut hor i zati on Request to

Nodes 34410k 4 £hiBd ab%ﬁ%:ﬁlioéltle%:n%@ ‘f CertiRESES 46 %s?c}]té)rcheck the

Servi ce Providi ng Node term nes wh

l.ed t
ﬁ@%@%‘% Ao bR P ATl RIS SErOpaltifh 's%eﬁowiqsed on the
I
SR R R R R
%s%moho%%ﬁﬁ %‘%ﬁo&%e%%%aﬁ%@@‘ﬁ’ééﬁ%%gﬁ%%%% Yiicai avaiiable as
est P wn NEMD authorization service
pg?ag\%@eqse%‘ ntgyol centifigatss; Suchdis N tYIRPIOYS, theEIes. bk chirpgdition to

'|th servi ces,
ese standard elements, additional constraints can be encoded to limit potential usage

of a certified key.

[0346] In one embodiment this is accomplished by using key-usage extensions
és part of the certificate-encoding process. The information encoded in such
extensions can be used to enable the DRM engine to determine whether the key that
has signed a specific object was authorized to be used for that purpose. For example,
a certain key may have a certificate that allows it to sign only those link objécts in
which the link is from a node with a specific attribute, and/or to a node with another

specific attribute.



in order to determne if the Requesting Node 1610 is
aut hori zed to have access to the requested services.
In many situations, Authorizing Node 1620 and Service
Providing 90 Node 1610 will be the sane entity, in

whi ch case the di spatching anglf processing of the

aut hori zing request will be | ocal operations invoked
through a I'i ghtwei ght service interface binding such
as a {034iicihednserrhyolpgy wted tOaxwesadhe cortificaetypically is not
since this nmechanismis itself just a NEMO service,
icapatde phspirdskiagtsocthavenserafntll ds yts derdhmtide wizthe unaware of elements
i mpl enent ati on. Authorization requests can reference

isdenéd liriks ahd @8désn IR LAB ENBBdinANEGRA spédifié BaHsBSints are therefore
associ ated with the NEMO Node itselT, or information

2ANGedbERey Wabf ekiRBIiSnLEGh RSt I bt h
the%léﬂlgde. ?yosg ] eI\/lsss‘fglgl;e Prg?:aesgcg?/ng ué%n Reclgég?u%é

L ' geiving the

R R L T L T A
aut hor} [.C Provi d 160 erforns th . .
nec eség%f/ﬁ 3?‘ gg{%%el Cﬁagtf 0{639§pue|c ]f%iref Iw(%?cg‘et%% ygets a Key is authorized

herwde, if . Requesting Node.163Q is pqot authorized,
B EoFstersrn BB roor P denre condiiepdsal on context. In
nessage,.can be‘%gne ateg” [0368] Return Response
0BE mpadimenta ve ds peing aged te verfydae walility of suchrae
service interface binding and the preferences of
ReGifisgicinganserbtongrigrstang theredevaniofemanticss thajugh the evaluation of
communi cati on net hods, including an RPC-style response
dhe kpptuspgaentension expsessiga is Gegataldaiting DR pugieel Hisoneetificate is
requests and replies can be routed to their targeted
Koukederedavalidady ifithe exeediion yf tatie 6 giamlgenbratesti siccasglyil result.
t hensel ves provide a nunber of services, including
rout i @549 Mushe atbodihi, dit roleddfl :donswaiatsto QK B@tdn@f a
functions, etc. An exanple of a necessary service

PoONhE edudy e Uit iRshitiAL YhaNafeondPAR dBh@ionPSre met, and

delivery to a notification processing Node that can

dRlldev YhdiAHa ' \ '
Sl g R 0 A0 S

D0 borfExt 1&&%3&&9@1&%@6‘0&%9@ gonl’6§<91r zIY ?&cﬁlw 'l;lﬁ]lg Vf\).gal(l)afblﬁ gontext

assocl ates coupons to e response

| hﬁ%ﬁﬁa‘%ﬁﬁﬁmﬁ de%%ﬂ&l ﬁﬁ(gﬂ fid t%oedoef d%gf:;’%h b%l%lg made by the DRM engine

when it requests the verification of the certificate. For example, before using the

information in a link object, a DRM engine may verify that the certificate of the key -
that signed the object allows that key to be used for that purpose. When executing the
constraint program, the environment of the DRM engine is populated with
information regarding the link’s attributes, as well as the attributes of the nodes
referenced by that link.

[0350] The constraint program embedded in the key usage extension is

encoded, in one embodiment, as a code module (described above). This code module



4.2. Notification [0369] As noted above, in addition
to both asynchronous and synchronous RPC-1ike

comuni cation patterns, where the client specifically
initiates a request and then either waits for
responses or periodically ch&ks for responses through
redenption of a ticket, some NEMO enbodi nents al so
support a pure nessaging type of communication
pEaferably cxparitatdenst pree ety noantarmed; for exatuplon. The
follow ng elenents constitute data and nessage types
stpgiveNamg CettifcateotiCapgorpt . Glerk T, wdwmtd Gategory dnename indicating
enbodi ment: [0370] Notification - a nessage contai ning
avhighertdgordof gepfiatesmayd otk cheakdgie tFashnadters 16 theazti€dation
endpoi nt Nodes. [03711 Notification Interest -

pragtaam indll bs pdsted odes e iatle byfdrs dlingthdie@ phiafl eThdvdrhber and
accept a gliven noti fication. Notification interests

fsgﬁés bSdratelBrety YaBEc@%dnto PRSALK @E‘}i)en%@ 8f itld GatdbRESE &E‘l{i_jﬁcgte

identity (e.g., Node ID, user 1D, etc.), events

blodgsish B&RY BValuateder Vi ce di scovery, etc.), affinity
groups (e.g., new jazz club content), or general

categories (e.g., advertisenents). [0372] Notification

Ray| oggSTEthﬁq)f,ﬁﬁgﬁlwt ents of a notification.

Payl oa types may range fromsinple text nessages to
nore conpl ex objects. [0373] Notification Handl er
Ser vi #d. | nBasit MNnale-Intdractiope of service provi der

i nter ich notifi.catigns,.my be.received. The
servi L@gg]r g{\%ﬂg{gr&a lsn?da 8T B Osdnpﬁlés ﬂgﬁeﬁ“@gﬁ’?g"ﬁcmpecmal
interes lated with the interface, as well as
PReSRS L BeRR RO Sifi dbeivgipg rbadiusal b eies gt Dk
iwri{[.ertace may be the final destination for the
ARRlCHQng; W oy e oiths NEMQ systgm i sp@atiomyienthsseauence of
[0374] Notification Processor Service - a service that
peentsapien and pmeng M@ nodet thes establish thet foundation epemwhich
Nodes, delivering the notifications based on sone
gatlicetjon-specific0B g ionnlityi cai baddyeredOr i gi nator - a Node
that sends out a notification targeted to a set of
i nt er @S62HInNwrdasntanithent, tafoierNENMCEah des ym@ke application-specific
notification processing
functionality, they go through a process of initialization and authorization. Nodes

initially seek to discover desired services (via requests, registration, notification, etc.),
and then obtain authorization to use those services (e.g., by establishing that they are
trustworthy and that they satisfy any relevant service provider policies).

[0353] This process is illustrated in FIG. 16, which outlines a basic
interaction between a Service Provider 1600 (in this embodiment, with functionality
shared between a Service Providing Node 1610 and an Authorizing Node 1620) and a
Service Requester 1630 {e.g., a client consumer of services). Note that this
interaction need not be direct. Any number of Intermediary Nodes 1625 may lie in

the path between the Service Requester 1630 and the Service Provider 1600. The



Nodes. [0376] The notification, notification interest,
and notification payload are preferably extensible.
Addi tionally, the notification handl er service
interface is preferably subject to the sane
aut hori zation process as any & her NEMO service
interface. Thus, even though a given notification may

tch in ternms of interest and acceptable payload, a

Ie SRRy 1n By piecess. whishpill he detcribpd i greztendatabibdew some
associated interface policy related to the
i Hecusyaddram sheerapeetives obbotithatliany Sevicedtequéstert 1680 and Service
notification. [0377] FIG 17a depicts a set of
nyevidec¥d0on processi ng Nodes 1710 discovering 1715 a
Node 1720 that supports the notification handler
ser vi d@354isFrpar the pabpdctive 8L1H¢I SeeviSkeR queler PEBO, fRAEgical flow of
1720 designates its notification interests, as well as

Vet shewh {d ERG 1®1s papdlead: types are acceptabl e.
[0378] FIG 17b depicts how notifications can be

del i vap - NDEle L Or L gicnat |
s el R g e iRl SRRk R0
I es: [ f [ [ I [ 0. .Nogde .
RSP Tion iy e S, IR R ot i proviae
i€ , .1710a coul d be the.qrigi.naf.
A% SR ol ol F O ik S s e o
m.ght split.between Node 1710c . (orjginating source
SrP iR Bierising i B IRGUEST g0 BTt S dies Geatestcr 1630 may
ngt i ficati o% Still angther Node (not shown) m ght :
[rBo0sedp Srdiephformationpbopt discovsredisrevinst iltrshewldibgmoted that the
Notification processors that choose to handle
ARterfrseimeshanisny fop rreRvestedpigepviert bativeert NBMO doidgs isaust agother
Nodes may integrate with a conmerci al
[IeRvicre) acly MQIN}Q?i@ ceansestg implinmnt asdietpoas THeSeodof Discovery
Notification Services in order to inprove efficiency.
PBoceds 8.deQeibed aegiohiscdatail Yelp@3itR]uding aheeborhooftiGenMEiEition,

servi ces, NEMO !\Iodes will need to first know aboyt
1Si_lth”las rotifi cetidaotely Sariice Mqﬁlﬁvﬂéﬂé@&%é&sérbfc@@{ WERBdFS.C
di scovery nmechanisns, illustrated in FIGS. 18a-c:

[0356] Service Binding Selection — Once candidate service-providing Nodes
are found, the requesting Node can choose to target (dispatch a request to) one or
‘more of the service-providing Nodes based on a specific service binding.

[0357] Negotiation of Acceptable Trusted Relationship with Service Provider
~ In one embodiment, before two Nodes can communicate in a secure fashion, they
must be able to establish a trusted relationship for this purpose. This may include an

: exchange of compatible trust credentials (e.g. X.500 certificates, tokens, etc.) in some
' integrity-protected envelope that may be used to determine identity; and/or it may
include establishing a secure channel, such as an SSL channel, based on certificates

both parties trust. In some cases, the exchange and negotiation of these credentials




[0380] Cient Driven - a NEMO Node 1810a (in FIG 18a)
explicitly sends out a request to sone set of

targeted Nodes (e.g., 1820a) that support a "Service
Query" service interface 1815a, the request asking

whet her the targeted Nodes s8pport a specified set of
services. If requesting Nodel810a is authorized,

Servjce . Providing Node 1820a will send a response

i HEY LJ%\?IF HepltrararsTty, af taegssvice intenfase binsuetetge JWS-Security if the
interfaces and the associ ated service interface

brdh HAH: Prptacs] isgiseshwhert thetieterfacsrie exposedas & wek sérampesor an
that Nodes will support if they expose any services.

[ $81dqueis betvRey et watlikmown redMIMD: dibeecabes] e dxichanzk Gnd
18b) can register its description, including its
suegpiatioacbfsmist/iredentiaWinidy o diesxpNoilie Sepdite BtepS NEM®i f6vides a
Provi di ng Node 1820b. If a Node supports this

| gtdrelafdead (i frambwbik MowihgWokles RESEBEish thRtiehhsnels for
from ot her Nodes and then cache those descriptions

bt fatRA MR iPa) | ive INOIE bRk

t hen availggﬁg@g#rﬁ%g?vgfor ﬁ%@gﬁgg?ﬁ§£?%§gﬁ§%ﬁg&%§ éxband

QUn thE¥hLhAESHNO IR E%?ICﬁQEMl%dniﬁ:(gé 0 Crgct%ﬁgttro: (%gegnh}&swhich

targeted to Nodes t ave caclt escri | I
PR Bt ek iR 2 W drSier REOREN By rinp i the

-Dj_scover Descripti.on and Integratiaqn) standard

B Parnsr TG 6§ Bple B aheny VMG famevork
ﬁbdes ésuch as Node 1810c in FIG 18c) send out

BYF75%E SEns At eing siandandssasnerialbdashe gewef fechty-related
are "notification aware" and previously indicated

15t yPgsfng peetpyols. Feriexamphy imonsremipalimentdheframéwors, will
Node active/available), or a Node advertises that it
Supiprat vsing dAd [stoadsisérite toth viedentialihevidande) iveabiysarvice
1815c can contain a full description of the node and

ireguesiorsiocewjceqroyidets wién thdyewaridtoinvokea B@dRe, as well as using
associated with the event. Interested nodes may then

StddE.as hovayafespiesAngaphedtion Eb&ié&%ﬁ falihofibAIdn rdspnses.
Servi ce Authorization and the Establishnent of Trust

[ 0383][07$8] TOe&rkbrAdREGuest MBRELTPRAIRRED 148} REGueRting Node
NEMO Node all ows access to a requested service;, It

fli6BS to &eAETHE APpfopiBRiB&lest AREaHAS M) SHlidABthd Q084
service. This operation may be hidden by the Service Access Point. As noted above,
the Service Access Point provides an abstraction and interface for interacting with

~ service providers in the NEMO framewofk, and may hide certain service invocation
issues, such as native interfaces to service message mappings, object serialization/de-
serialization, negotiation of compatible message formats, transport mechanisms or
message routing issues, etc. |

[0359] Dispatching of Request — Once the request message is created, it is

dispatched to the targeted service—providir;g Node(s) — e.g., Node 1610. The



the requesting Node is permtted access to that

service. Access permssion is based on a trust

context for interactions between service requestor and
service provider. As w | be discussed bel ow, even if

a Node establishes that it caggbe trusted, a service
provi di ng Node nay also require that it satisfy a
specified policy before permtting access to a

p SermEpicaiornsyyle iof thegequest canfbesanehirommis/ak PR BdinoinREGestyle or
enbodi mnent NEMO does not nmandate the specific

r Bgesageramtsd, basddtar the servicediraling amt/oratefognbagifahe requesting
enpl oyed by an arbitrary set of Nodes in deternining
whigdnitie ntdractingugith £aabicethebe dddetditect P BRMe thmshBion i
radically from Node to Node. Instead, NEMO provides a

sprselsing oFeérvitk Maagidel bi 8nelthakigh 'rrlo?%at{wiiﬁtgrfa&s ioggh the

negotiate a nmutual ly acceptabl e trusted relations .

| NEMIO sepi@r AtRad pipk. and establishment of trust
bet ween Nodes, NEMO supports the exchange of

b OB ER AR B OOl TR RN Pl s
R e PR Db 5Pl RL B S ending n e

i ncl udi t he follow ng: [.0385] Servjce-Bindi

PrRG? PEe SR iprEthqinding o theqreentenenl teapesting Node
e apnged inplicitly as part of the service interface
bf‘ﬁg’p ﬁ%.rerﬁbs@? ganhege ,mfidfigafaﬂwewayﬁgmhld(ngﬁnﬂim-smgyesponse
exposes a service in the formof an HTTP Post over

99| notification messygep Aserated ebaviatequestpAndeeplies W Beoatéd tp their
XML %ég\r;atur_e, then the actual properties 95 of this
staraptedeNaglenids oigenimermediarnNode(s) B2, which segriiemselves provide a

trust-related credentials 1915a wth a Requesting

Nodebet 1 Sarvicky) 3861 dife oroatihg, Raspespdatin, colutioasind carrelation
nodel where trust credentials are exchanged through

ViBRttiome e s Allaseiidet SPORSEmbRESaaSe (SaRlafd" QENMPlervices
between a Requesting Node 1910b and a Service

RieguisbdNgisddded 1 7R zeaPhduRRab | ddiimelatdh R Mg%n e same

credentials as attributes of the nessages 191 or

Lt Y, e R
oSk GRLNGde. B%r lé§§gplfe Hond BleTAM sapetrgp%gttix?e(,j il{v%lcz%oinooqsahsiepﬁce
may seem like a standard function invocation with a set of simple fixed parameters.

[0361] Validation of Response re Negotiated Trust Semantics —In one
embodiment, Requesting Node 1630 validates the response message to ensure that it
adheres to the negotiated trust semantics between it and the Service Providing Node
1610. This logic typically is completely encapsulated within the Service Access
Point. |

[0362] Proce;sing of Message Payload — Finally, any appropriate processing

is then applied based on the (application specific) message payload type and contents.




[0387] Explicit Exchange - a nodel where trust
credentials are exchanged explicitly through a

- service-provider interface (1915c in FIG 19c) that
allows querying of information related to the trust
credentials that a given nod@&9contains. This is
generally the nost involved nodel, typically requiring

a Sepﬁ‘ﬁ%tf ﬁundtrl session in order to exchange

cr edeRt304) Eolievingare thefamnehat Aigpikedegitalibew afieveats from the
Service Providing Node 1920c. The service interface
BrspRaiye pf thelSerpeeRioider 460Gyut ual |y acceptabl e trust ed

channel for explicit exchange of credentials. [0388]

| n adtf3oddServicetSuppert BlegdrmimuidelsA dMEMDnaton BIFEst made as to
support conbi nations of these different approaches.
Fhethex tiepmiestbt sersimetizinippatted Ninaiha RABLIInRHS Ak HESLD

with a sem -trusted service binding may be used to

franies/orlagocsive nexdite 'ﬁﬁﬁstyl@for SEdnBTariBES ol ¥ sdrfic8 irRéhface maps as
credentials nore direct or exchangi ng

S€ 6ty ?Mn(f 18l aeRlce. %QH@!‘;}H pidsB cdsihy ﬁq\“an tP L ?ﬂe om

type i nher ent |ntegr|ty) direct usi ng

D e a&?%ﬂmﬁ@ﬁ@%@ggwd

t he proces
BRI cbidthlted R Bor TIRO S0 Bl RS eaf ol that single
si.tuat i g trus 96 betyween nodes ma
Rapieg Bty i .h?*é@és %Hfta’?‘i e %ﬁfeaeﬁ%ﬁn?r et EY ey EESE type
envi.ron for a flexihle nodel that provides a
%fal\rfﬁm adgigo fﬂf a‘?lalat?% Whigh negthio begpmpld before p determination can be
ities to negoti ate context-sensitive trust

’é’lé fit fochether dhe Medq regllwarages hecpegBcqllyabsired functienality.
-enbodi nent (as noted above), a service providi ng Node,

in alf§oé] N@gftf@tlpéqﬁ44¢¢@£?glbﬁ¢1§?‘uei£¥dd@i’at$hsfepw:MfSewzce Requester
trusted context before it allows a requesting Node to

adagne eases donacles neveysasy o Sendpd Rravitieial600he determine whether
requesting Node satisfy a policy associated with that

it éwsts RequesTihg Nodk il 630, dad iestabiishnaedyesd emmnsfehtioh@hatdel. SThis
pur pose may be | ocal and/or private. In one

pobad in®@mlainddiMAcpilabodes a consistent, flexible
mechani sm for supporting this functionality.

[0366] Dispatch Authorization Request to Nodes Authorizing Access to
Service Interface — Service Providing Node 1610 then determines whether Requesting
Node 1630 is authorized or entitled to have access to the service, and, if so, under
what conditions. This may be a decision based on local information, or on a natively
supported authorization decision mechanism. If not supported locally, Service
Providing Node 1610 may dispatch an authorization request(s) to a known NEMO
authon'zation service provider (e.g., Authorizing Node 1620) that governs its services,

in order to determine if the Requesting Node 1610 is authorized to have access to the

requested services. In many situations, Authorizing Node 1620 and Service Providing




[0391 ] As part of the service description, one can

desi gnate specific NEMO Nodes as "authorization”

service providers. In one enbodi nent an authorization
service providing Node inplements a standard service

for handling and respondi ng t80 authorization query
requests. Before access is allowed to a service
iﬂlgrhgce,_the targeted service provider dispatches
anoesaflforillhe the same grttty, inaduesease theatispatchingwnd rroeegsing of
Nodes for its service, and access wll be allowed only

i fhe gpthorzinggeauestukitl beNodd opémtions ipvekedpmouph edightweight service
conbi nation thereof) respond indicating that access is
paterface biddingGB6iRhs AS fuhétitst anttyedinitn Onk&agalf), however, since this
Requesti ng Node 2010 exchanges nessages 2015 with a
SeechiaosnAs ds¢lfjusya NEIEO20R ke, ithspokdibOtodave BithllPllistributed
request for a particular service. Service Providing

idnh @QutHEY Aitich P flagti i
ioh P&yl @&hl%ﬁ'era%q&é{tiﬂagucgl\{ﬂﬁggnatmn

2010 is authorized to i nvoke that service, an

eANRREAB ih#%atii j - :
aut hori Z|%tg§%g§§%g$gp?ﬁg§§ﬁ rrg%g%dg% %g’e@s&fbg&l ? ﬁ%n associated

rmyg%@&d/&edewcgﬁ%ﬁéaggg%.ﬁlgtgg?qoi nitial authorization

request to these S asegebn the 97

respo i epves, .Sefvice Providi Node 2020

t hen g??@érﬂﬁs{sgg%sgoecg&%%f}p it g?cﬁém of; %@%Bﬁ?ﬁ’%’a&sg"me“[}mn

servi.ce . response, or returns a response indjcating )

TR YHE Ehgsaé] afl%mSgcg}seilggggl}estmgjy’od@ k@30 is authorized, Service
thqrization service allows a NEMO Node to

3&? ﬁ'&“ PefiRrms the neggssaryprossrying todistfilk themeqshtn tOtherwide, if

(PDP).. In_a preferred enmbodi ment, NEMO is policy

FEREERIRgM0ds\ 1688 is Priantherized, in dppropriate “aethdeizaioh aeniad”

aut hori zi ng Node reaches decisions about

dCRPRB%d messpgmeanthesgedembedan aut hori zati on query. Yet,

for interoperability, it is preferable that

aut horl P3H] i Rewrmatpupoise Mdasagee sPlaneesorde hahen turnsPPRed on the
standard, and be sufficiently extensible to carry a

fsbmidelihterfaey/bindid g 2ad tihaprefh@ites SPReRACSRITMSRL 530, using one of
e

different types of authorization query requests int

Goviirabdom@huni€hitioh @A &RSdsP Ric i SR RBE RRAL a%f&ﬁs@ 4B n(t)tjif;i'cva\lgon

one enbodi nent, support is provided for I eas

Wutlsbiple] THch Paih OIS ablob, rBqtsiBh8 r&ffelBhn BE Dbk B
very sinple éenvel ope

targeted Node via other Intermediary Node(s) 1625, which may themselves provide a
number of services, including routing, trust negotiation, collation and correlation
functions, etc. An example of a necessary service provided by an Intermediary Node
1625 might be delivery to a notification processing Node that can deliver the message
in a manner known to Requesting Node 1630. An example of a “value added” service

might be, for example, a coupon service which associates coupons to the response if it

knows of the interests of Requesting Node 1630.




usi ng sonme | east common denomi nator criteria, such as
input, a sinple requestor 1D, resource ID, and/or
action ID, and (2) the standard "Security Assertion
Mar kup Language"” (SAML) format to envel ope an
aut hori zation query. [0394] 191 one enbodi nent, an
aut hori zi ng Node nust recogni ze and support at |east
a predefined "sinple" format and be able to map it to
what eve}- nd¥etifEcationi cy expression format exists on
the a 4 MNodRe. i r

l‘[bﬁ@;] A ed atidve HUdaRbES bf)tﬂ arg?ﬁac?ne‘or{ep?lrg 81r1d synchronous

aut hori zi ng Urns an approp

r Lf s_.not hand| t _understand .t.he

TP 328 EoghlcaliGF Rl RBHE B i Sty it a roguest and
t ensi ons. i nclude the abili foQ Nodes to

Tyt BoU Ry reonts anperadbriinchéels Yarrespimics hughon
u&q%,ag)%fgj Nodes__to query to determ ne which .

RN @ tckplp 8P ERO smbodispents AlsrosupPrit ¢ Pyet wesaging type

provi der Node. 98 4.6. Basic DRM Node Interaction

[ sommuRisatie pritere based endheretianofplificatinn: The llyiwing clements

DRM application, FIG 21 is a DRM Node (or Vertex)

coaphuteata and messagedypes suppariing thisscarioepti aftnetificdtionrin one

anmong DRM Nodes, as well as their rel ationships.

Corbeidohegntt he fol | owi ng scenario in which portable
device 2110 is a content playback device (e.g., an

i Podl 0374 Notifieatibve-- NosiRsage Rahtain@iy @a%tfﬁedtt%esoﬂﬁ#cﬁa-

Kipl is the content encryption key associated with N p

ltargete@/a€interésted HRIPOMDRIIGY, the portable device, and Ng
is the Node that represents the wuser. Kg is the

cont ey A Nogplchfish m%r?gf_;@ﬁ%ﬁgﬁt R84 Y8 i8eMine W31  given Node

PubLib 1s a i c Li represents the ne

: LSy |, | LY, .S the content. engryptiqn
e B YR by e AN (8t fich AR L mEC Hir e based on
ACVE nuf act.ured Misic .Players repr esen t hat
SPHTACERY AOHES Gl NoE IR R AT s el Tt ddipvery,
key.associ at e ith this group. [0397], LI is I'ink
#F%’fﬁerﬁ%ovefé’o&rqg,a Y B b 4163 Jogh @“Emtgsﬁeor@%k
beloqgs to tHe user (and has access to the user's
calpegrIes| (0.8, adveriisementsom Ng to Npl, which means that
the user is a menber of the Public Library (and has
acces $0372] iNogification Payload — the typed contents of a notification. Payload
types may range from simple text messages to more complex objects.

[0373] Notification Handler Service Interface — the type of service provider
interface on which notifications may be received. The service provider also describes
the notification interests associated with the interface, as well as the acceptable
payload types. A Node supporting this interface may be the final destination for the
notification or an intermediary processing endpoint.

[0374] Notification Processor Service — a service that is capable 6f matching

notifications to interested Nodes, delivering the notifications based on some policy.



keys). L3 is a link fromN pl to Nanp, which neans
that the portable device is an ACME device (nere
nmenber shi p, as the conpany has no keys). L4 is a link
from Npl to Napl, which is the Node representing al
public libraries (and has acegss to the groupw de
keys). [0398] O is a novie file that the Public

Li brary nmakes available to its mnmenbers. Kcl is a key
used t03E]dVotificadn OGBIHGIdr ( aNbdsthatwends suttahmtification targeted
governance information for C (e.g., rules and

ds 8 ecti cftisterestefl Ofodes aaorusdtchaedigovet off mgifiRei@sfrocdsting
the content). E(a,b) neans "b' encrypted with key "a'.
Mbdef.0399] For purposes of illustration, assune that

it is desired to set a rule that a device can play the

cont eny3 g} B dofifibath ﬁ&)ﬁrfaﬂt&?] ﬁﬁ?‘ﬂeﬁteam&l §tz(£)r§)patyhoad are

soneone who is a nember of rary an

GEMEGE] .é(t . a&&:ﬁﬁﬁﬁ’a}f% ?}{Fﬁcz{tpo%%dlnger&gmn%&aé:gls

i's enc ypt W'th ul"es programis cre

' tent key R

%f‘?é&i‘a*?i@%%c%éﬁ? RO Blogi Ak ks M e

i.-ncl uded in the governan bl ock for the cont

S aﬁeﬁlﬁ%ﬁ a&‘fe&mOE%a@mnc@aif@e JRLETP obferest and
#@# exanpl. e, gig m ght be packaged in the

ik ql@y 05 # SO nggl T ﬁeaﬁoacém} a npHEcHmnbasrdonRome e

recejved LI when the user first installed his device

arsogiatad pierigos policyelajgd te Hisiintermedipysendas o odginatingwesirce of

the user paid his subscription fee to the Public

thepradifigatiohe  portabl e device received L3 when it was

manufactured (e.g., L3 was built in). [0402] From LI,

L2 and0373] Kike 1padepmbk e seafinodficatiomprecdssing Nadks 1Hat

Ni pl has a graph path to Ng (LI), Npl (L1+L2), and

Nasopydring) 171 TheNgaer1t7ao kiext eeppioete thieditiich®on Rdnd)er GbrvicEN &s part
portabl e device runs the rule found in GB[d]. The

oBlte séite ABRFHHtIbAA0de N R ddsboriaRd $8 FoBRcaNNEERNISCA well as
(path to Nanp and bel ongs to a nenber of the publlc

Wlﬁﬁlﬁ[dﬁffc@ﬁ&ﬁ‘p EMH; es J@&&:epttaﬂﬁ rule returns "yes"
~and the ordere li's Npl') .

[0378] FIG. 17b deplcts how notifications can be delivered. Any Node could
be the originating source as well as processor of the notification, and could be
responsible for delivering the notification to Node 1720, which supports the
notification handler service. Thus, Node 1710a could be the originating notification
processing Node; or such functionality might be split between Node 1710c
(originating source of notification) and Node 1710b (processor of notification). Still
another Node (not shown) might be responsible for delivery of the notification.
Notification processors that choose to handle notifications from foreign notification-

~ originating Nodes may integrate with a commercial notification-processing engine

such as Microsoft Notification Services in order to improve efficiency.



[ 0403] The portabl e device uses LI to conpute Kg, and
then L2 to conpute Kpl from Kg. The portabl e device
al so uses L3 to conpute Kanp. The portable device
applies Kpl and Kanp to RK[C], found in GB[d], and
conputes Kcl. It then uses Kg3 to decrypt and play
Cl. [0404] Wen Node keys are symetric keys, as in
the previous exanples, the content packager needs to
have atﬁessS&mictﬂhsdwyw of the Nodes to which it

é“cﬁ.hiile‘)é"%l}]o Of%tz?? HEe E‘ER@% égﬁkg?ﬁw?)e@%fﬁa;gwgwsed? first know
No
PRI ER  Foerddtien SENIMO supis (se o BMAebec6 V5

achi eved "gut of band"” through a service, for

| megheatsas, '%Hﬁtrﬁt?fi indgiteS-dBawat i ons, it may not be

possi bl e, or practical to use symmetric keys. In that
case, [0B39kChie Driview —taoNENED Bioda 180 (peFIG118a) breoliuitiessnds
to which a binding is needed w thout shared

kevdwl reqigst tolsnmg: heftofcargeted Nudepeck atf0a)ihed stpporn d “8ervice
content key to a Node by encrypting the content key
wndryt barvicairgatfacd8ess tiebuest ksking Wwhethlitthe thrgdiel Nsdds

for decryption, the client would have access to the
Neggors a Rpéciddsek 8Fseridesa If tddliesting Nd¥al 81'3@@§autﬁ&%5] Sérilice

t he nost general case, the des ‘used for the rul es

apydvidig: NOAER20H S8 s&fdf a 1%9158?1!&5 iGcaBRR Rx@{é%heﬁﬁ%ﬁ

keys need not be the sane. 'S nat to us
) 51%4%%%&':%%&@%%9“&?4 A N g
gr;f/lg irﬁﬁ%n 1n{erfa?%s estNrr%@és 13@@%’%2&%&%{)‘&3&”3’ Services.

pr ot ec s,that are

menber@h?{;l& ﬁqgfsgﬁgona@&%féw@ﬁ@g? 261 SRRFT Whgon rogisr
AR s H%' lis[a%éﬁé‘émos%%ﬂ%%f W oiT S, Such s Service
protection., For %) rul e coul d saé that all
erpiding Nedegt&30h Ilf(lfé Qéiﬁﬁupmr@ this dutedageo! 8 Shtikistwilling to accept
but the content key Kcl not be protected by Kpl,
baauastsyrom sthenYoes q@ddh@ma@ﬁ e thpse Aescriptdetis basyd dtegsimarpolicy.
node Napl, which represents all public libraries, not

j These Notle deacrlptlonswlr@ﬂwn avalabbo/ditdetly fyrouse bgalk neoelbmgzN ode or
menber of Nanp, but the content encryption key

by other Nodes that perform service queries targeted to Nodes that have cached

descriptions. As an alternative to P2P registration, a Node could also utilize a public
registry, such as a UDDI (Universal Discovery, Description and Integration) standard
registry for locating services.

[0382] Event-Based — Nodes (such as Node 1810c¢ in FIG. 18¢) send out
notifications 1815c¢ to Interested Nodes 1820c (that are “notification aware™ and
previously indicated their interest), indicating a change in state (e.g., Node
active/available), or a Node advertises that it supports some specific service. The

notification 1815c can contain a full description of the node and its services, or just



coul d be bound only to Npl. 4.7. Operation of DRM
Virtual Machine (VM [0406] The discussion with
respect to FIG 21 above described the operation of a
DRM system at a high (Node and Link) |evel, including
the formation and 101 enforeggnment of content
governance policies. FIG 22 depicts an exenplary code
nodul e 2200 of a DRM engine's VMthat inplenments the
fthe M of tha nadlassodiated enthrthe evdt. Shtdiest@hictiet m@9 RMNADOE: to
policies. [0407] Four main elenments of illustrative
Gockgpt Madiptloces? HtthotFheaeh. i n FIG 22, include: [0408]
pkCVAt om The pkCM Atom 2210 is the top-I|evel Code
Module Atom It contains a sequence of sub-atonmns.

[ 0409)4, 2k DS Ao AnTiRiAAGOR AR RIABLGRAERY FITAsENOT Y

i mage that can be |oaded into the Data Segnent. The

pay| 0d8B%H Asqotes aheve.dn ane embediment beforsa Node allows
val ues. [0410] pkCSAtom The pkCS Atom 2230 contains a
ReeRsH o 4 redurstadirgtviesast firbiedatayadend whether,tand u@detevhich conditions,
Segnent. The payl oad of the Atomis a raw sequence of

dleet mtjuesting Vede iy ahittedpkEddtotint SEmace kadtedt @amPRAM is based
contains a list of export entries. Each export entry
oanshst Sondéxt for i AREact SRR erd%rdfe RylidstorRadBersicerovider. As
followed by the characters of the nanme, including a

till e ARdchR8d BelowObcAe s Noe BstdidisRbd thhtit &8 trusted, a service
representing the byte offset of the naned entry point

R e AN Ok G
Ul
e Yol RSANS i RERR o e SRR, 2 °

: %Qq%?r%trr]lerkl)t%, criteria, or decision-making logic employed by an arbitrary set of

Nodes in determining whether to trust each other. Trust semantics may vary radically
from Node to Node. Instead, NEMO provides a standard set of facilities that allow
Nodes to nlegotiate a mutually acceptable trusted relationship. In the determination -
~and establishment of trust between Nodes, NEMO supports the exchange of
credentials (and/or related information) between Nodes, which can be used for
establishing a trusted context. Such trust-related credentials may be exchanged rusin'g
a variety of different models, including the following:
[0385] Seﬂice-Binding Properties — a model where trust credentials are

exchanged implicitly as part of the service interface binding. For example, if a Node
1920a (in FIG. 19a) exposes a service in the form of an HTTP Post over SSL, oras a

Web Service that requires a WS-Security XML Signature, then the actual properties



the VM Loader, and is stored in the DS

pseudo-regi ster. The nenory i mage encoded 102 in the
pkCS At om 2230 is | oaded at a nmenory address in the
Code Segnent. That address is chosen by the VM
Loader, and is stored in the % pseudo-register.

4.7.2. System Calls [0413] In one enbodi nent, Control
VM Progranms can call functions inplenmented outside of
t bilthis seotiies libding elay cComeurGedpalhhecedtaistrist-relared ctddemtingh1915a
the wuse of the OP CALL instruction, that takes an

i withgdteqatsink Niplerl@ita.speci fying the System Cal |

Nunber to call. Depending on the System Call, the

| pl engsBa} RejuesARespbisedd tiebitds Q! a M%&o&}ﬁr&@@s@ cfe‘éb'ﬁtia‘lb%re

in a different Code Module (for instance, brary

Oéxchhﬂéeﬂttﬂmﬁglﬁ‘ WO §éque§{' anfl ‘féslpMnsQX%ést?ge\bj ee'g 'i*’lﬁ1 $90Mebween a

natlve |np enentation format or egat to an

| nV| ron ﬁ?&é }/ﬁﬁﬁm qlgeg‘ﬁgéglgr)‘glo%g? f%ﬂé)@ égﬁf&@y%indmmg
Cﬁ}e creugﬁ@a% §S ﬁfrﬁ)u‘? %tﬁe %sagf{sqé‘}étlst I'S?reeixa%%e fh&;%l certlsﬁcates

IS a no- opera ion ca

not u rimarily for testin

T‘i@% t%@%% el SR, Teduggt %@gesgogﬁerm?%as&ﬁ, and could
t.ext depug out put This call expects a single
sl?ea‘&qlﬁag‘?r Bﬂfﬁwga@ﬁéﬁ‘é‘ufﬂ?flﬂlgsmme address of the menory
- location containing the null-termnated string to
pri nt . [f8ahFApiitdiphaggesvamadel viherayanat credentisbe e enthaaged
whet her the VM inplenents a named System Call. If it
duedicitlyroggls b senvSetiroidetioterfage (164 5 el Gri9c) thet allows
stack; otherwise the value -1 is returned. This call
empeying ofindommitien s¢laiel to tregruserrtdensip chdt i gigent ivde contains.
address of the nenory | ocation containing the null-

tBrigisgpheai Pyl wostGavdlvabimedd gbichlsy Reuitthe 2P aG caGundtrip
103 4.7.3. System Call Nunbers Allocation [0418] In

Cl\lﬁéﬁs%@ﬂﬁﬂgd&ﬁﬁtexcﬁdﬁ@e crRakAtRls DEMVERSERYGRRYSNEER (R0 and a
unber s

Service Providing Node 1920c. The service interface binding itself provides a

mutually acceptable trusted channel for explicit exchange of credentials.

[0388] In addition to these basic models, NEMO can also support
combinations of these different approaches. For example, the communication channel
associated with a semi-trusted service binding may be used to bootstrap the exchange
of other security-related credentials more directly, or excﬁanging security-related
credentials (which may have some type of inherent integrity) directly and using them
to éstablish a secure communication channel associated with some service interface
binding.

[0389] As noted above, trust model semantics and the processes of

establishing trust may vary from entity to entity. In some situations, mutual trust



to 1023 for mandatory System Calls (System Calls that
have to be inplenented by all profiles of the VM.
[0419] System Call Nunbers 16384 to 32767 are

avai l able for the VMto assign dynamcally (for

exanpl e, the System Call Nunbegs returned by SYS

FI ND_SYSCALL BY NAME can be all ocated dynam cally by
the VM and do not have to be the sane numbers on all
Vibkiwreh endestrady ot b reqhiréd 4 ThiSttepeall dinSwnid lemerGadnesus
[0420] In one enbodi nent, several standard System
CahVisormient palbvibele dekible chedul Hiat BEovidik latcoféhdndBt ¢fhcitities that
Prograns. Such standard systemcalls nmay include a

c allbwlidetferei ehtiletoleBtiatd SHexltisefBifi AP $dmanBicgal | 1O
determne if a node s Reachable, and/or the |iKke.
Systemcalls preferably have dynam cal |y determ ned
nunber g 4 €. Polic Jﬂfzhfa ge P Cal I Number can be
retrieved by ca the SY FI ND_SYSCALL BY NAME

Syst em{ @G0} nmemb@lmema(n%nqta@ geayehs sehidce rrogidingd¥gde, in
4.8. Interfaces Between DRM Engi ne Interface and Host
Appditiomtd wauinng4id establigithentiofig tasted somextehedorp itallpwiaiagh

| evel descriptions of the types of interfaces
prapiestirgs Nydeato acdsss tasaiincy,eanddRikd fdquizathac ﬂi&&bt[ﬁéﬁﬂirﬁg‘lblode
engine to a Host Application: [0422] SystenNane::

CegRife SpskdyORs Mgt Caith B Rbekk) Th§9§ﬁ¢}0dbc1sgrﬁﬂé&ﬁn@m used
session given a Host Application Context. The context

0 I
| ﬁrgﬁ% ﬁ)’élﬁ)aosg %lﬁg;)??f%%hﬁll(%z?\ﬂr[ﬁ%%z %foﬁ@erﬂ%n&?{ NEREH Provides a

ﬁ?ﬁ%ﬁ?ﬁ‘tdﬁ%ﬁ%?&%ﬁﬁ%@s fﬁﬁ%h“mﬁ‘“ G, ounter s

t dia f t hat
e i deftd %‘?9% Ak SR e e i Sl SO
ts.. d t ent nb
¢ SedFe s ‘e roris i it PSS R G 6B A0ppBettion
| ger(\)z ce %rowdlng Node implements a standard service for handling and responding to

authorization query requests. Before access is allowed to a service interface, the
targeted service provider dispatches an “Authorization” query request to any
authorizing Nodes for its service, and access will be allowed only if one or more such
Nodes (or a pre-specified combination_ thereof) respond indicating that access is
permitted.

[0392] As illustrated in FIG. 20, a Requesting Node 2010 exchanges
messages 2015 with a Service Providing Node 2020, including an initial request for a
particular service. Service Providing Node 2020 then deteﬁnines whether Requesting
Node 2010 is authorized to invoke that service, and thus exchanges authorization
messages 2025 with the authorizing Nodes 2025 that manage access to the requested

service, including an initial authorization request to these Nodes 2030. Based on the



to the Host Application. [0424] Session:: Open

Content (content Reference) 4 Content The host
application calls this function when it needs to
interact with a multinedia content file. The DRM

engi ne returns a Content objegt that can be used
subsequently for retrieving DRMinfornmation about the
content, and interacting with such informtion.

[ @4RBiseGd recerves, Seatir Promidaty Rede2029 thiMithet pdatmesdulreturns
the content that is otherwi se not available in the

r thg applicabletsadlatearefpmnsd, lve rétidne a rEPdRG] indiomtirg that access was
CreateAction(actionlnfo) 9Action The Host Application
Cddnligl. t his function when it wants to interact with a
Content object. The actionlnfo paraneter specifies

what  t 893 P mACIHeMuthdifzatiBR Bév B LIIORs FREATONLARYS hRii®pate in
(e.qg., Play), as well as any associ ated paraneters,

B TOESERE ey AR LR 1458 LR SO oy

r ' 0 . 0427 ction, : et Ke f,00
rEbebent RERHERS i nballa by S iRl AR NBU Resches
decryption subsystemto decrypt . the.content 428]
AT By R 5T s o e isii Yobyrat em
wi ||l authorize th rfor ce of this action (i.e,,
viRIsToRS2 E‘e&w {1 proferabls gt dripadioe ERQuERts arjdygsmppses adhere to
Action::Perform() Perforns the action, and carries out
a¥vpnectaslar and be Suffipiently peippsitip gecastyf Bexdhle pggload so that they
specified by the rule(s) that governs this action.
[ @n3otormapdaadifterent éynes wé aethernpitian ylutrygbqiests éh the context of
descriptions of the type of interface provided by an
i diffarent palioyenddagemépplstems. hmorecenzbddRver(tcduppait is provided for at
consunption)
least two authorization formats: (1) a simple format providing a very simple envelope
using some least common denominator criteria, such as input, a simple requestor ID,
resource ID, and/or action ID, and (2) the standard “Security Assertion Markup
Language” (SAML) format to envelope an authorization query.

[0394] In one embodiment, an authorizing Node must recognize and support
at least a predeﬁned “simple” format and be able to map it to whatever native policy
expression format exists on the authorizing Node. For other formats, the authorizing
Node returns an appropriate etror response if it does not handle or understand the
payload of an “Authorization” query request. Extensions may include the ability for
Nodes to negotiate over acceptable formats of an authorization query, and for Nodes

to query to determine which formats are supported by a given authorizing service

provider Node.



engi ne: [0431] Host Context::CetFil eSysten(type)

9Fi | eSystem Returns a virtual FileSystem object to
whi ch t he DRM subsystem has exclusive access. This
virtual FileSystemw ||l be used to store DRM state
information. The data withinggis FileSystemis
readabl e and witeabl'e only by the DRM subsystem
[0432] HostContext:: GetCurrentTinme( Returns the
cur r ert6.datBasid DRMANodeilntezactiomd by t he host system

E)? 4t3ﬁ}[g5%§t tgl’“ SN AN RSt F A DRM i FIG.

Pro ess ect dat aCbj ect ), G ves_ back to

més %ﬁ%ﬁm (pp¥ede éplbé}aéfﬁ“ $ep4 o ﬁ]é‘iﬁt‘ﬁ%e Bdgaction among
nbedd I nsi de a DRM object, but that the DRM

? el %ﬁethﬁlirff@létepnéblpﬁeﬂﬁgﬂ m&%@mgg sqgBaripisywhich

., certificates). [0435] Host Context:

\v@rfﬁlply degral L kissi ntentipleybrick)ledive 6ksg., aniPodd).i Niptlyis e Node
a digital signature to a data object. Preferably, the
shagmepreseatsrihis debice.c Kiploistilad eusiténn Enerppti dnoceyegstcisaedEwith Nipl.
to the information found 106 in an XM.Si g. el enent.

Tlzefids the Seinet 6Lthe postable Ip0ios, apl N d 18 thaWod@hagrebftgents the
keys and key certificates necessary to validate the

Ss@N R ¢HsEhe Ediel kncryption key associated with Neg.
Host Cont ext : : Creat eC pher (ci pher Type, keyl nfo) 4

G phenosdes @tuﬁﬁlbais FIRBEE 19H L hﬁrc tNﬂl g‘gregehl% tREM R, Yo, g}hbrary,

can use to encrypt and decrypt A m ni mal

%@?ﬁ:ﬂ 1stt}i9 ! elnc Br? k@}?i@é@@&e& %Jl#hr}@&e dﬁ@l?lgf dr%ére@%’hg]all the

esc |ng ey in

- AU il acef Qé‘?ﬁﬂ Plaveiso Ao ptachs el ﬂﬁ%ﬂptefﬁigwﬁ% and

q@atmap is tlLeOéo% nt en rg]rgtrlon lr%eyca{sg cugtgd3l w1t]1 this group.

[0397] L1 is a link from Nipl to Ng, which means that the portable device
belongs to the user (and has access to the user’s keys). 1.2 is a link from Ng to Npl,
which means that the user is 2 member of the Public Library (and has access to its
keys). L3 is a link from Nip1 to Namp, which means that the portable device is an
ACME device (mere membership, as the company has no keys). L4 is a link from
Npl to Napl, which is the Node representing all public libraries (and has access to the
groui)wide keys).

[0398] C1 is a movie file that the Public Library makes available to its
members. Kcl is a key used to encrypt C1. GB[C1] (not shown) is the governance
information for C1 (e.g., rules and associated information used for governing access

to the content). E(a,b) means ‘b’ encrypted with kéy ‘a’.



The G pher object referred to above, used to decrypt
data. [0439]

Host Cont ext : : Creat eDi gest er (di gester Type) 9D gester
Creates a Digester object that the DRM subsystem can

use to conpute a secure hasbhgover sone data. A

m ni mal set of digest types will be defined. [0440]

Di gester::Update(data) The Di gester object referred to
above{0399¢ Hot purpasep of dlustnaticee assume ke bt is dpHbd1d set a rule that a
Di gester::GetDi gest( The Digester object referred to
dbdvecanyfedtht comlehid Nag lﬂ)ﬁF A g dEFEdR belfodFP 0 Sinddyic W isa
DRM subsystem [0442] Followi ng are sone exenpl ary

Riegitbet 6BE HBRSE hhdLY) MSdRiceliffrabyReRld by RERIHE ace

provided by an illustrative DRM (serviceé-side

packagisng) THE Bofint'@ R emﬁg ?ﬁ@)ﬂ’.&ﬁt %ﬂé&%&?&%]ﬂn is created,

SystemNane: : CreateSess nt ex

BRSO e By ARSI A ARRL KGR B0 e

B LR R L8 - BN G5 Boblor o cotn,
¢§ﬁContent(content Ref erences[]) 4 Content The Host
ation will call this function in order to create

a Coni ent ogj ect that L will be associated with |icense
obj ect®01 hThepedhlredevicarepsvesiial andgGREF H. tHes example, both
content reference in the contentReferences array

might be paekiaged irHibe same Eleh ouredeivedsppatataly. Rhapontatdé device
(one audi o and one video track for exanple), and that
regeived Lt avbep thewsgefirss istalldd bis desicg aftetbitying e The portabie

i ndi vi si bl e group. [0445] Content:: Set Drm nfo(drm nfo)
dhcedeotinddoL.D avhaweicarsesd hisisebsctipgomficad dicPulictIibrary, The
license that will be issued. The structure will be

P@ﬁi&lc&[@ﬁd&i reei ARt LRWhan § %ﬁdnﬁﬁwhﬂed?(&% UL P wal Built in).
icense into bytecode for the VM [0446] Content: :
Cet DRA0D PRict Lo/ RANd H3, 4hdpdi B8 device is able to check that Nipl has
a graph path to Ng (L1), Npl (L1+L2), and Namp (L3). The portable device wants to
play C1. The portable device runs the rule found in GB[C1]. The rule can check that
Nipl is indeed an ACME device (path to Namp) and belongs to a member of the
public library (path to Npl). Thus, the rule returns “yes”, and the ordered list (Namp,
Npl).
[0403] The portable device uses L1 to compute Kg, and then L2 to compute

Kpl frqm Kg. The portable device also uses 1.3 to compute Kamp. The portable
device applies Kpl and Kamp to RK[C1], found in GB[C1}, and computes Kcl. Tt
then uses Kel to decrypt and play C1.

| [0404] When Node keys are symmetric keys, as in the previous examples, the

content packager needs to have access to the keys of the Nodes to which it wishes to



This function is called when the Host Application is
ready to get the drnCbjects that the DRM Packagi ng

engi ne created. The format paranmeter will indicate the
format expected for these objects (e.g., XM. or binary
atons). [0447] Content:: GetKeys( 9 keys[] This

function is called by the Host Application when it

needs the keys in order to encrypt the content. In
ofieindfhsdiontsnt. Thiecan I dchidyed by erdeting p &ode drat egptresents the
reference. [0448] Followi ng are sonme exenplary high

| pradageie st a itk betsreed thahNodey mel the Nddes &y Whick itpwiehvésde 8ind
by an illustrative Host Application to a DRM

( s€ley/i Ties Barddlso POSdhadied 9YutTGRAE? thi QA seHNaed, Ganbexdce: Butin
Get Fil eSysten(type) 4 FileSystem Returns a virtual
FhbaSYiia2ihe b 88Y ndtDeWdsGhle! HsrikiMapioniy sl aMel®Xeys. In that

excl usive access. Thi's virtual FileSystem would be

used %% sdsOibk: t%%iér% 28y fﬁzﬂf ﬁgﬂgmogg%to%c%z%ﬁgﬂggwig needed

within this FileSyStem shou e readab

Véé"é%ﬁ?@@%@%ﬂ&%ﬁ%ﬁ?ﬁ%&%ﬁ%ﬁ%@%%9%‘%3%%“?ﬁ%ﬁ%&%ﬁ%ﬁw toa
D oELR By B soEriy it bei b ol il gy Tpobain the

this_hast. [0452] . . .
HEEI% @62‘?‘%‘%}’{1‘?‘?2‘?‘% dicnergrdiarepesegiiacthe Bods's privaie kyy via a link
Sone DRM obj ects created by the DRM Packagi ng engi ne

wiq thetode-t o be trusted. This service, provi ded by

the host, will be used to sign the specified object.

[ 0453] [H4851 Eotheanast g@reead ca®, PredY ¢dsis plaest oy e, rules phé fhs)Nodes
4 Ci pher Creates a Ci pher object that the DRM

Pasddgr eamprigigrentanengsyption kepcngadtnot ba thechamiey bt is datngal to use
-~ This is used to encrypt the content key data in the

the same Nodes, since there is a strong relationship between a rule that governs

| content and the key used to encrypt it, but it is not necessary. In some systems, some
Nodes may be used for content protection keys that are not used for expressing
membership conditions, and vice versa, and in some situations, two different graphs
of Nodes can be used, one for the rules and one for content protection. For example, a
rule could say that all members of group Npl can have access to content C1, but the
content key Kcl may not be protected by Kpl, but may instead by protected by the
node key Kapl of node Napl, which represents all public libraries, not just Npl. Ora
rule could say that you need to be a member of Namp, but the content encryption key

could be bound only to Npl.

4.7.  Operation of DRM Virtual Machine (VM)
[0406] The discussion with respect to FIG. 21 above described the operation

of a DRM system at a high (Node and Link) level, including the formation and



Cont ent Key object. [0454] G pher:.-Encrypt(data) The

C pher object referred to above, used to encrypt data.

[ 0455] Ci pher:: Decrypt(data) The Ci pher object

referred to above, used to decrypt data. [0456]

Host Cont ext : : Creat eDi gest er (dppest er Type) 9D gester
Creates a Digester object that the DRM Packagi ng

- engine can use to conpute a secure hash over sone

dataceri@u 57 boriderg esvemancelgotiates ( HHG202 ddpictDimestglary code
object referred to above, used to conput the secure

hasdule 22@A&ES] DRMVpagims’s VMG abingsisiéents itForntftpnRindeat@tement
object referred to above, used to obtain the secure

hrshich ontgnt peebrdhck PeliGERM subsystem [ 0459]
Host Cont ext:: Gener at eRandomNunber o Generates a random

nunber t ' .
SERVI Qe R B o D L PE RO RIBAIE 20D, Spown in FIG.
NaMA M system from both an architectural and

opérati onal perspective, we now turn our attention to

an ill at,| ol lecti S i.ces,, data

ond r dPIGHCAT af' T bRV atond ZES BRinf B?) LR Brgaute

i ipl enent t.he functi ity of the system [0461 ] As
B TR assstigion sl 8beliiti ment of the. NEND

architggt ﬁﬁ)enplo s a_ flexible and portable way of
descril Qﬂ S Aot The pkDSioas 22 gentainsaspenepgimage that can

assocj ated with service invocation, data types used
Wedeadsd infe the BpfeRegient. Asgayload af Blcadomgs 2aaw segmence of octet
val ues exposed by and used within the NEMO franework.
W8ies.1. 1 and above provides sufficient flexibility to
descri be and

[0410} pkCS Atom: The pkCS Atom 2230 contains a memory image that can
be loaded into the Code Segment. The payload of the Atom is a raw sequence of octet
values.

[0411] pkEX Atom: The pkEX Atom 2240 contains a list of export entries.
Each export entry consists of a name, encoded as an 8-bit name size, followed by the
characters of the name, including a terminating 0, followed by a 32-bit integer
representing the byte offset of the named entry point (this is an offset from the start of
the data stored in the pkCS Atom).

4.7.1. Module Loader

[0412] In one embodiment, the Control VM is responsible for loading Code
Modules. When a Code Module is loaded, the memory image encoded in pkDS Atom
2220 is loaded at a memory address in the Data Segment. That address is chosen by

the VM Loader, and is stored in the DS pseudo-register. The memory image encoded



represent a variety of types of service interface and
i nvocation patterns, and has sufficient abstraction
to accommobdat e bindings to a variety of different
endpoi nt Nodes via diverse conmuni cati on protocols.
[0462] In one enbodi nent, wejgefine a profile to be a
set of thematically related data types and interfaces
defined in WSDL. NEMO di sti ngui shes a "Core" profile
(nhihepkCH At 233G dodded mtaticanay addréssah tibal @letYaparenarithat
servi ce nessages necessary to support fundanent al
NidWEshNdBosanttsr tae MM LoRdér! /1S sl inithd C8 phéddolrdsister.
functionality) froman application-specific profile,
such as a DRM.11Q Profile (which describes the
Di gital Ri dghf-¢ M¥Fagekefit services that can be
real i ' ; t j ?Hq% j S569;
beIomﬂg?gﬂg%?HFFE%§?¥m%§(gg%%é??g?g) t a%mﬁgﬁy ofo?%e

: ! . .
i R A, OO CR3 MEIAREP ol s {aFaF. PhiRus bR Bien e
used. .ox her rofiles are built .on to f the.Core. .
SR8 Pr g IS et i et Bhpsnleass Faskeopprin Sofaving the
ebodi ne he definition of service interfaces and
rggm@alﬂ{afﬂal ef (el iRepgrding pi fhsdSyatemy Caldt the pmplementation can
mandatory and optional profiles that build on one
hech Getron VoM Rsge Bedasentinglinn difierentCodeMeduls (Bursensean
profile and a profile extension is a relatively
dilsayef shibity functipesk ditkgtlypyothie VM éx therléMonsative iimpleatkatation
new data types or service type definitions. They just
eetreatdoraleleghied go atbskteaat saftwhre andalel suchtay pesVM’ O HOS]
FIG 23 illustrates an exenplary profile hierarchy for
NEMRoament. DRM functionality. The main el ements of this
profile hierarchy include: [0466] Core Profile - At

the bgas1Afntblié smbbdibidn® sbie@sladyahin CheNufReR 45t Hhdctffed:
2300, which preferably shares Both NEMO and DRM

functi [@@?5] i$v%. NOP S O'I' f’l‘h{i%ﬁll iR E%Bi—dp%raﬂﬂn \e'glil.(\lp%\?{ }ettﬂﬁyﬁ'?es

profiles are based. udes a basic set gener

RS ) ALY gy oo e bt s Tor
[0416] SYS DEBUG PRINT = I: Prints a string of text to a debug output.
This call expects a single stack argument, specifying the address of the memory
location containing the null-terminated string to print.
[0417] SYS FIND SYSCALL B Y__NAME = 2: Determines whether the VM
implements a named System Call. If it does, the System Call Number is returned on
the stack; otherwise the value -1 is returned. This call expects a single stack

argument, specifying the address of the memory location containing the null-

terminated System Call name that is being requested.



framework. Many of the types in the Core Profile are
abstract and will need to be specialized before use.
[0467] Core Profile Extensions - |Imredi ately above
Core Profile 2300 are the Core Profile Extensions
2320, which are the primary spgci al i zations of the
types in Core Profile 2300, resulting in concrete
representations. 111 [0468] Core Services Profile -
Al so i medi 47d. y Sadeon €allVigntroftilbeti2300, the Core

Servic file 2310 defjin a of genegr al

i nf rasﬁ%dgiﬁ}@les%’i%i’ﬂ ent, @Fzg’ntrﬂf%@é‘? eharsemn Gal Numbers 0
t hi rofile, the service definitions are abstract and

i TO28 dermendatony Sypiem Galls Susticcall o Bave dwgmptssmanted by all
Services Profile Extensions - Building upon both Core
Ppofilgseof s YMisi ons 2320 and Core Services Profile

2310 are the Core Services Profile Extensions 2330,

whi ch EHé91 BpstemiGallryursbes i 63 §4ztat3266% amfavaiiebls frvha €M to
defined in Core Services Profile 2310, resulting in
cassipgnetysamipile $fon eadmplosthe BOA&RA | CAIRVEbELS réturned by

| medi atel y above Core Profile 2300 lies DRM Profile

23¥8, FINID s W A I oBlre N ARRVche bahgstapsdafyinh@scadly ® y IR ¥8M, and do
DRM Profile 2340 includes a basic set of generic

t Nir@avé B SCms Satle BEMOMA oh aﬁtvmﬁqpfen@e%tatﬂbﬁs)b asis for
creating nore conplex DRMspecific types.” Many of the

types in DRM Profile 2340 are abstract and wll need
to be speci &% edtanéardrrstameCal{s0471] DRWProfil e

vt pr o 2 bt BRI ot CUR e frdfided o

i al i [ the t [ M Pr of i 2340
SBEH R MR ] iy RS hae PSR pdiace ot
PGt Gpdora iR A9 5 SRR andeds Beasbiblgsandror
general DRM sepvices (discussed, below). In this .
p&ﬁ?’ﬁ‘?e Systera W‘iegf”éalt]@#lﬁ\‘ﬁ yrgpacally deigsmined aumhiers (§godheir
to be specialized before use. [0473] Specific

all Numlpgicpe be ietugisd byeeHmerhe Prof i | e Ext ensi ons
SYS_FIND SYSCALL BY NAME System Call with their name passed as the

argument},

4.8. Interfaces Between DRM Engine Interface and Host Application
[0421] Following are some exemplary high level descriptions of the types of

interfaces provided by an illustrative DRM {client consumption) engine to a Host
Application:
[0422] SystemName: : CreateSession(hostContextObject) > Session
Creates a session given a Host Application Context. The context object is

used by the DRM engine to make callbacks into the application.



2350 and DRM Services Profile 2360 is the Specific DRM
Profile 2370, which is a further specialization of
the DRM services defined in DRM Services Profile 2360.
112 This profile also introduces sonme new types and
further extends certain typggq specified in Core
Profile Extensions 2320. 5.3. NEMO Services and
Service Specifications [0474] Wthin this profile

hi er aj0dBy] Beseion: Procen@igedn@emfcr) the follow ng main
service constructs (as described i n nore detai

abov eThis [ftfidh skatd bOcgRabs the Hobppililiod Whédit RaMRmters
peers in the system di scover one another. [0476]

Ser Vi &gtald §pOVET dbg'écﬁ inghSRklih ted tﬁ%tcugﬁ@)gy fn’tiﬁ@&j a@@él@ﬁ@ng to

i nformati on® about services offere y different

ip fe er Sthe [IWQJM%HESHP SuiRbi J&%}g é{}ctl&?: &H{e%it]&éﬁnto? Hl%%[(‘)a%gp ne

a given peer e.g., a S authori ze

et T meRpHEoEER ML *Pnd SHED B SR Rare PRItERYs opague

Notificatron - services r

target SS s,.. based on specified criteria, to a
gi ven'®d ?ﬁg?t@%’j]rcéh?rb. g., Nodes). [0479] Follow ng are

definit] (al sg di scussed abqve) of sonme of the main
DRM c@ﬁé?ﬂ?ﬁ:‘flgn" P?ﬁé?’??ﬁtéo’é’ﬁ%feée’fﬁ%f? Censster ar chy:
[0480] Personalization - services to obtain the

cr edehits kst applispiien calls fis fingtien whish itaresdsteduteract with a

- DRMrel ated endpoint (such as a CE device, nusic

pl ay emultipridia ¢angent Sike. Jbe PRM esgioe Yettmsadtatérnt shjeet that can be
valid identity in the context of a specific DRM

syst ewsed A8 jently denstrivyinddoRMsinforamtion aksutitleesontent, and
obtain new DRM | icenses. [0482] Licensing Translation

- serivtee®singevitxah igermaidnnew DRM | i cense format for
anot her. [0483] Menbership - services to obtain

vari o@a25ygssent: REDAAIR(t hat  establish nenbership

wi t hin sone desi gnat ed domai n.
Returns DRM metadata about the content that is otherwise not available in the
regular metadata for the file.
[0426] Content::CreateAction(actionInfo) = Action
The Host Application calls this function when it wants to interact with a
Content object. The actionInfo parameter specifies what type of action the
élpplication needs to perform (e.g., Play), as well as any associated parameters,
if necessary. The function returns an Action object that can then be used to
perform the action and retrieve the content key.
[0427] Action::GetKeylInfo()

" Returns information that is necessary for the decryption subsystem to decrypt

the content.

[0428] Action.:Check()



113 [0484] The NEMO DRM profile hierarchy can be
descri bed, in one enbodi nent, as a set of Generic
Interface Specifications (describing an abstract set
of services, conmunication patterns, and operations),
Type Specifications (containijpg the data types
defined in the NEMO profiles), and Concrete
Speci-fications (nmapping abstract service interfaces

t 0 conCheekewhahsr tha DRMisnbsysienowilDsuth@izepecpdrfotmance of this
protocol s). One enbodi nent of these specifications,

i n t heaction mdn,fwlﬁﬁietip@eioﬂelﬁérmaﬂgpwsula@dcd%@fi | e
Schemas, is set forth in Appendi x C hereto. 6.

ADDI T [GhiAd; Ae,%h}_.%;y&g}?scmmos [0485] FIG 24
|

il'fustrates a rela ely sinple exanple of an

enbodi peRim@the JIFHD 2h8 ARRE @Fﬂ dofisd IﬁFnc%QWEheﬁfsi(?e effects)
consurer Using a new musi ¢ player to pray

DRM t . . | , t hi

G 2840 68 P P Bl gV, oven
deronaD SR e RGEF RemOrion BebIF| FSaTriopsef the type of

usj ng uni versal pl. and play (UPnP) based service X

- dnistaorripvided By b ks BestiAnnicatitn odRRMylienysppsumption)
based directory service. It also details service

- iB€@®act i ons bet ween Personal Area Network (PAN) and

Wde Area Network (WAN) services, negotiation of a

t r ust d@4TdflestContent.: GethileSestem@yperd FilpSotensi oni ng of

a new device and DRM service. [0486] Referring to FIG

24, a RatwssawrriuahBileSygtdooolglktt ta whieh tie HIRiM plhibsystem has

2400, desires to play a DRM protected song. Pl ayer

2400 acaolusivppodess. MThisvilR Fikg sttem will e vdedtbSstdre DIEM state
personalized. In other words, Player 2400, although it

i ncl udgfor@etién Mhe AhQRAMHIS tHiHPHeSYIRM s rbdiRble 80 §R%tedble only by
bot h NEMO enabl ed and DRM capabl e, nust first perform

a perqg@mgﬁgﬁgeﬂocess to becone part of this
system [0487] Typically, a NEMO client would include

Certai[%%ﬁﬁf&st@éﬁ%ﬂbﬁtCJrJ‘An%We@t ed in FIGS. 5a and 6

above, as a Service Access’Point to invoke other
L8 R A T3} PRI A5 AS C°
[0433] HostContext::Getldentity()
Returns the unique ID of this host.
[0434] HostContext: .'ProcessObjecf(dataObject)
Gives back to the host services a data object that may have been embedded
inside a DRM object, but that the DRM subsystem has identified as being
managed by the host (e.g., certificates).
[0435] HostContext::VerifySignature(signaturelnfo)
Checks the validity of a digital signature to a data object. Preferably, the

signaturelnfo object contains information equivalent to the information found



resource for playing certain protected content, as
well as a Wb Services |ayer to support service

i nvocations and the creation and recei pt of nessages.
As di scussed below, however, not all of these

el enents are necessary to en e a Node to
participate in a NEMO system [0488] In sone

enbodi ments, client nodes may al so i nclude certain

basi ¢ in RIRMNMESigleReh @k ETRIT S SaSidek hteTtipdhsible for nbfmgd@the
and 13-15 above, such as a DRM client engine and

Crypt a@uasd Iy RFiMiBRS ntaRshry & AliRtkeIR S6hatuRNd
crypt ographi c keys) to enable processing of protected

t ' ' d ] t
ﬁgﬂ egmsdg '}?Agb@dﬁ?&t..éFJa¥é&¢ﬁ@(c%}&%§&sfge‘yﬁ{?ﬁ%?ecg%lﬁ@ .

s a'nedi a rendering ‘eng 0 o
He Ci { L ¢
For @ae%%e%;%l%gﬁﬁ%%?f%ﬁ&yaﬁ%% 0 SR Rarg T, P Ao dporvet
o oA K PR B B S TR e Ll bon

present in_other nusjc players. [0489] Moyre .

s pefqﬂﬁlﬁ rﬁ%cnﬁwgt igfrieguissinthe Sinbprmpgmenatighe -
2400 is wreless, supports the UPnP and Bl uetooth

pr ot odB+Y) GpfeprrifBcrapdéatabt X 509 certificates it can
use to validate signatures and sign nessages. Player
2400 (e Giphapobjsatriebaradrio abene, iseddamndryptrdataad process
a limted nunber of NEMO service nessages, but it
does M0438¢ dhip/earnDachedn8er vi ce Access Point due to
resource constraints. [0490] Pl ayer 2400, however, is
abl e thhe@Aplidr objeat refdrredao BBs&OBRM td\de@ypthataror k ( PAN)
2410 in the user's hone, which includes a

NEMO- g 0483l @fhs: ot A€t INPECS ¥ BEbst QiRyaY.rDevi ce
2420 wih b eaametiCretd] %ENDFS%S 2%03 e o

st aclatedh PLder ToftematdR D@y ?cﬁ@é’a}pz.‘%g % p(ﬁ}{ﬁl%tp G&Ccure
extended to support a new service profile type tor a
"N Ny i e, di b 115

[ O%@ oy e r? ﬁ{t%h(g% 2 er glﬁmag {S'égg)g?ig@fgﬂstgﬁ%sg@ etcfellﬁggﬁ't 0

pl ay E%?Fﬁgﬁ%gﬁ%éég%ﬁgﬁéﬁin]nes that it needs to be

perso s the process. For exanple,
Pl r. 2 injti PnP rVi r fqr
NE%e &piﬁé@s&%ﬁbﬁgﬁ@l 2t . _tg algjove, us? tg Ic&%put% ug s?etcure ash.

[0441] Digester.:GetDigest()

The Digester object referred to above, used to obtain the secure hash

computed by the DRM subsystem.

[0442] Following are some exemplary high level descriptions of the type of
mterface provided by an illustrative DRM (service-side packaging) engine to a Host
Application:

[0443] SystemName::CreateSession(hostContextObject) 2 Session

Creates a session given a Host Application Context. The context object is used by

the DRM Packaging engine to make callbacks into the application.



I't locates a NEMO gateway service, and Gateway 2420
returns the necessary information to allow Player
2400 to connect to that service. [0492] Player 2400
then fornms a NEMO Personalization request nessage and
sends it to the gateway servige. The request includes
an X. 509 certificate associated wth Player 2400's
device identity. Gateway 2420, upon receiving the

r eque$0444] deiseony CresteUbaleni(toriaiReitrchibdsf) | D dongent
request locally, but has the ability to discover other

POTEHR Hadt Axplivatich WIRMAIIARE FandBWEY 8fder (SALEMEY C3ARAt st that
a policy that all nessages it receives nust be

di o C ' TN

| PP e 0 S S5 LI IS e
as S%%&&Fegir\éfrﬁé;&%@ &glggﬁtﬁgfe}eg'cgs a&?éa.?rﬁrrr]fﬁfieg tnggtggfzssltebaﬁ? bound

[ 04 on recervin ST
R R SRR
{ o RSB eS Ah0:1d B R s DR oRE TSI fUSe e, A

previously mentioned, Gateway 2420 cannot fulfill this

reque Q“%ié&ﬂ@??*ﬂ%gﬁm@éﬂd 7ar m servi ce di scovery.

Gat eway 2420 is unaware of the specific discovery

pr oThfc%T@nﬁ%I@IWQ&ps@ﬂieﬁﬁiemmam ofshe Hognso thas wilhbelissued.

~thus conposes a general attribute-based service

di sBewtmypturewilbbe rdad sed wilh atthas atgpipleling tesemyputethd disensednto

(personalization), and dispatches the request via SAP

- 24 Irtedold Bt |the&SHRL.2430, configured with the necessary
information to talk to UDDI = registries, such as

| nt er (@46 PESRLRIREL DRAIOBLEN FHHHD) CHMOBESs t he

request into a native UDDI query of the appropriate

f ormidAfhchSNEal1BE whkE %-H&P@?Pﬁ@a@iioﬁtig YXoadtt fboge_t s Hjects

a service provider that supports DRM personalization

?ﬂ%ﬁﬁﬁé‘b 'PQ@kag_ éﬁgﬂlﬂ’:@r@a{t&ﬁ u]!'l{esforr%t%a?a%?e(?errv%ﬁqh&gﬁe the
ese results an et drns an appropriate response,

SRRl SR A ST P o,

2420 ext t [ id i nf ti f

2O BT TR PSR S Coorrl D

e e e N R N -

submtted to SAP 2430. )
to encrypt the content. In one embodiment there will be one key per content

reference.
[0448] Following are some exemplary high level descriptions of the type of
interface provided by an illustrative Host Application to a DRM (service-side

packaging) engine:

[0449] HostContext::GetFileSystem(type) 2 FileSystem
Returns a virtual FileSystem object to which the DRM subsystem has exclusive

access. This virtual FileSystem would be used to store DRM state information.



The service provider information (in particular, the
service interface description of Personalization
Servi ce 2450) reveal s how SAP 2430 nmust conmuni cate
with a personalization service that exposes its
service through a web servicgqqggescribed in WSDL. SAP
2430, adhering to these requirenents, invokes
Personal i zati on Service 2450 and receives the

r esihadsta wildPblis IGidS3RIN sHdRIA duleBe FRHMMIOENd Reiteable by the
response to Player 2400, which can use the payl oad of
t heDRAS BRSO Personal i ze its DRM engine. At this
poi nt, Player 2400 is provisioned, and can fully

bart | QOBSY| FrddicanbaLelouPluiedl A0 obal consumrer

ori ent'ed services. These can pr ull visibility

1t SR SRSR BB 5l M TR

content services, |00

servi d_additional, autogated provisioning

ser vi i@iﬁlljﬂqut%ﬁ rgtggﬁﬂ“‘ﬁofét service of the
CONSunger. expl alned above, various decryption keys
nay.bg§ﬂ€9€§§ ‘Fﬁh533€§zm@értain protected content,
assum ng_t he consuner and Player 2400 satisfy whatever
pol i cil@do2] dfast¢omiedcBegymYienateeisienatyefy.dsie) [ 0497]
Thus, a consuner using a personal nedia player at hone
can erfjopie DRM objietpFiested pydiic RROEPdekaging, enne wib\hevagpee
the services provided by both gateway and peer

devi cémistelNiEms streicepprouited by tieetelss will bansédersigrethe epecified
the device can redi scover and use nost or all of the

servi obfcavai |l abl e at hone, and, through new gat eway
services, be logically connected to the honme network,

Whi | e [@4530\VHRUCSM8 S EF bt ECBhM Idiph 3T, RBIBHLALS hsheREW
venue that are permtted accord?ng to the various

polic i@&te@@@ﬁﬂgﬁbﬁgct%ﬁtnhé DR Pﬁﬁ{aglﬁgn% G566 dorypt

the consuner’'s devi‘ce can provide es to peers

" ound s b ep P MERE LA R A by
oL, SR BIGEHER i *T i T Tany ot her scenar o6
ol ay OB T Ee il o, Pl ayer 2400 m ght. have.
cont aiIlPlg %ili)ﬁe?‘ og_wywc]:t I%ﬁ‘ae%ed to above, used to encrypt data.

[0455] Cipher::Decrypt(data)

The Cipher object referred to above, used to decrypt data.

[0456] HostContext::CreateDigester(digester Type) - Digester

Creates a Digester object that the DRM Packaging engine can use to compute ’

a secure hash over some data.

[0457] Digester::Update(data)

The Digester object referred to above, used to comput the secure hash.

[0458] Digester::GetDigest(}



perhaps elimnating the need for Gateway 2420. UDDI
Regi stry 2440 m ght have been used for other

pur poses, such as |ocating and/or |icensing nusic
content. Mbreover, many other DRM applications could
be constructed, e.g., involvipg a |[|icensing schene

i nposi ng conpl ex usage and distribution policies for
many different types of audio and video, for a

var i etRheddigeltérf objeh tefaratdigabbes uedd todtain th seeyre hash
outside of the DRM context, virtually any other

ser vi cenipasddyahp DRM ulsystemoul d be constructed using
the NEMO framework. [0499] As anot her exanpl e,

consi qe459] Feose@ilieg ateRraRRNEVENIMbE (P UST Ness
peer-to-peer environment. Techni ques tTor business

appl i ' devs, [ | ﬁqﬂ( 'y
evol vﬁ%&ﬁdg@sond (?(ﬁgﬂ]&?lr‘ﬁm?@gtoc {B %glglé(?fog%g? é?%tgl S %d
software devel opnent lifecycles as practiced in nost
IsT de@ﬂﬁiﬁﬁ%ﬁ§- This includes the devel opnent of word
processi ng docunents, graphic presentations, and
spreadsheets. While sone woul d debat e whet her these
documdrk.s iQverkiem sinpl est formrepresent true

documt AR S AR b RV Dl R o PR turat

that are formally described. Such docunen or . ot her | -

88? gpstations! B?FPP#‘XF%%{IOW ﬁim@%%qnepn i & lostiyaalivgion of

that can be inspected and updated during the

|SW€§»§;? gpes, E?iﬁt%gbleftthg PEYIIES D (hat s@gbmv&eﬁm #nplement the
sers to wark on the objects Its concurrently, and/or

ippgdigof thesvstemr y functionality. In nore

conplicated scenarios, docunent-based information

obj ec{@tddmsowtest abgrveraprefccal eynbedismmb b&the INEMPedrehitecture

like full-fledged applications. [0500] Just as with

emptiysiadteaibls edd patablaiewebbipsertiing theasatak ywiesmuefts and

objects can also benefit from source control and

assponiet atsobtiated wilthedi-@celr@ocmidy, $ats HyPRb usddogidyin tidframework,
support docunent managenent, and many applications

diek @@t khiveaopng) dnd dafRife eRpartd 89 GHIBMI wRRh M NEMO
However nost of these systens in the context of

HafletoBUt RO 0§38 !aB&ve%fiEﬁﬁ@@éIﬁﬁ&iélé%Qii{ to describe and

[imtations, including a centralize appr cyach to

ilf@gis:elgl{h gﬁ?}g%ﬂés bR i& Rl fabd aflG6EcAdn %Qgerﬁg%ﬁh B

sufficient abstraction to accommodate bindings to a variety of different endpoint

Nodes via diverse communication protocols.

[0462] In one embodiment, we define a profile to be a set of thematically
related data types and interfaces defined in WSDL. NEMO distinguishes a “Core”
profile (which includes the foundational set of data types and service messages
necessary to support fundamental NEMO Node interaction patterns and

infrastructural functionality) from an application-specific profile, such as a DRM



inflexible (very weak or very rigid) coherence

policies that are tied to client rendering

applications or formats particularly within the

context of a particular application (e.g., a

docunent). [0501] Preferred egfgodi nents of NEMO can be
used to address these limtation by neans of a P2P
policy architecture that stresses capability discovery
abwbfild @rhielt desediodsithd Digital RightsMansgintenesdra et thatadat be realized
the creation of an application (e.g., a docunent) in

r with &NEMBY,DottpsOwhidh B dittubiadiRl@evant ages. Rich
policy can be applied to the obj ects and to the

struct g3 ph will®e @Bﬂe&lﬁt%ﬁ'tl@d’i m ﬁrﬁ @arﬂcgei'\ﬁé’es defined
m ght ~specify sonme or all of t e fol | ow

Cﬁrﬂlééferabé%@g%rgﬁ Sed BRa gﬂgﬂé b& ah@@cﬁ ef&ty tﬁééf arg used Other

i nter can e ext en [eRent ati on anged.
not extensi ons. * How

u%%ﬁkegts?}eﬁltt%o t%)egf'thgﬁﬁged?r%l nel udi ng functionality

such as automatic nerging of non-conflicting updates,

and ap tes before a given peer can

send ag ?ﬁ?@"ﬁ%&ﬁf Y O¥her peers. 119 ~

Pol i cy[0de$En: dnetenfbiodidn® ths definitibRbf sdrvic@BldrfacefdhdiRlated data
notified of updates if they choose, in order to

PFpés i6 sRadterel As g'séﬂﬁﬁnaﬁﬁ%@ R S#tdnaNpréfifes A€ bW bn one
appropriate nechani sns upport updates from

dirdotielr G nday B@%xf%fld&i "ﬁ{étcﬁffgx%ﬁgéjb%ei §é1roﬁlehand a profile

capabil'ities. 0502] In order to ac
par%;:oglggh%é%%eﬁg&b% BT kPR ogrsgfeer& UBARL Al afRERy data

B Ao Rod Aol G e insh EXpE St R B S8 c e
VQB?S(' can be done to each part of the docunent (in
[

_ on to the docunent's normal formatting rules).
As | on the I|cy engi ne used by _the NEMO peer can
i nter pl% i18$teéesp?@1 qxeyplagy @goﬁé%h@r%@yrfprw and
their serrant ics, and as long as the operations
SR Mo funstons)ity. nBheymain slements afthis prpfilsbéeraichy iredude:
creation of the docunent can be
[0466] Core Profile — At the base of this profile hierarchy lies Core Profile

2300, which preferably shares both NEMQ and DRM functionality. This is the
. profile on which all other profiles are based. It includes a basic set of generic types
(discussed belowj that serve as the basis for creating more complex types in the
framework. Many of the types in the Core Profile are abstract and will need to be
specialized before use.
[0467] Core Profile Extensions — Immediately above Core Profile 2300 are
the Core Profile Extensions 2320, which are the primary specializations of the types

in Core Profile 2300, resulting in concrete representations.



mapped to a given peer's environnment via the Service
Adapt ati on Layer, then any peer can participate, but
may internally represent the docunent differently.

[ 0503] Consider the case of a system consisting of

di fferent NEMO peers using ggfvices built on the NEMO
framework for collaboration involving a presentation
document. In this exanple, a wireless PDA application

IS 1 UunNDisY] Gre SARRIE PR aﬁl@ 0 A¥sd h@BdiaflylAbee COR Bldfild 2300, the
uses for processing and rendering the docunent as

@t SePiddh Hcﬁﬂ@ M 10 &Hﬂn%grﬁ @Et&HF RerhURRh A HR §vices, also

M crosoft Wndows(r) on a op workstation

BiFsEesee R R A T—
%es emqlzeggr%né cate, for exanple, by connection over
a 1°8&at e‘ﬁﬁbrk t hus enabling the user of the

the sdddur %w?cfgf)%‘r‘%@sﬁ%ﬁr%ﬁ%'— Bhilding i et CorREftyle
peers.involved in the collaboration can di scover_each
Sratensions §ai ¢ andlopre Serviess irplle 2340 aredbe Foreaysapices Rrodle

120 ~ Each NEMO peer submits for each conmmittable
dixdengtons 2830, whashy are the nritearyisneqializations aflies speees dagined in Core
(e.g., deletion, extension, etc.). Al changes are
pﬁeuﬁa@dlreﬁﬂetml@acwlm qoeencte répiesenitationassi bl e because
each NEMO peer can di scover the profile and

capabi[0470] R M Prafifet-Heimadstely dbovadvey RroARM.3 00ick IDRM Profile
point the notifying peer can have the content change

2340dipag whictoth€ MR BCELRERPloglddYaré bl ODRM @ebHE8B40 fncludes
it is incapable of doing so. Alternatively the

AWASRSEUF RRGHC TP (RRIESE B0 that E‘ﬁ'@@ﬁs #hB bR&Y erQ:Eé'ﬁﬁhg more
it sees fit upon receipt at itS interface. A Before

fﬁ? R DRV RGN RABEAIF HERE ADROPbrol 310k oMotract
%ﬁ‘i{e%%@ g&n&l&%d'ggﬁ)%nﬁ%t pol i cy. [0504] As
anot 7

er exa consi case of a portable
Neve. SBan gﬁﬁﬁﬁw%‘%@g@' S PRl 4530%re he
DRM Profile Extensions 2350, which are the primary specializations of the types ifx
DRM Profile 2340, resulting in concrete representations.

[0472] DRM Services Profile — Also building upon DRM Profile 2340 is
DRM Services Profile 2360, which defines a set of géneral DRM services (discussed
below). In this profile, the service definitions are abstract and need to be specialized
before use.

[0473] Specific DRM Profile — Building upon both DRM Profile Extensions
2350 and DRM Services Profile 2360 is the Specific DRM Profile 2370, which is a

further specialization of the DRM services defined in DRM Services Profile 2360.



format A, but wants to play content in DRMformat B. X
announces its desire to render the content as well as
a description of its characteristics (e.g., what its
identity is, what OS it supports, its renewability
profile, payment nethods it pports, and/or the

i ke) and waits for responses back from ot her NEMO
peers providing potential solutions. In response to

| Thisquefily als¥ ifiteaRic¥ e WLty eSRRINEAREr dklondPegtaird typad
provide a | ow quality downl oadabl e version of content

| BpcelfRain CYRPPBINELfsighsB200f $2.00. (2) Peer 2 can
provi de high quality pay-per-play streans of content
over a secure channel for $0.50 per play. (3) Peer 3

can prgui dengniof ddificEs m‘%ﬁkﬁ?‘%ﬁ%{’“@%"ﬂ Il permt

rendering of content 1In or a fee of

$10. 00[04¥4h Withdis 08§ puafil estieraechiy digs,rig onb embédierest, the following
determines that option one is the best choice. It

siam sesviee copgirects (dsalesaibet @ntmowd detaf dwvepunber one.

The request includes an assertion for a del egation

that a[0409kPRedDisdovery dabeiabilifdoBavd pe i the PRYIE Biscover one
account via another NEMO service. Once X has been

chaytged, then X is given back in a response from Peer

1 a token that allows it to downl oad the MP3 file.

[ 0506] [daf76] %ﬁ?%is%v%;-e tﬁ@ab‘f‘l\%ﬁ%@ﬁis&% aﬁ’(PBl:) i) i%lfg)gﬁgﬁon

was the best sol ution, somewhat nore conplica

b ﬁ@g§ac&ﬁg%%g?%§gﬁﬁg&gE%mgpsue. For exanpl e, option

three may n e represented as a transacti onal
busi ne cgss. descri ped, usi NEMD Orchestratio
poscr PO FREBS=AtN e eulion ofomigaiEr MR PRGVE - 3 Node)

Coll gtaor (WFC) el enents contained in the participating
BioRzet Eipchet pE eSO Rt P AEBRT o ¢ he

necess&r&é software update to_ X, the foll ow ng actions
coul d EXedinadien s peicenelatedMo the detisigor Rt targeted messages,
optains permssion fromits wi reless service provider

( ysed pa spactiigdcrisgria ol given setof peare (¢ seNoget e, »

Wrel ess service provider B directly validates peer

t hr ee' D49 eBdnwiang ard definitions (also discussed above) of some of the main

- DRM constructs within this example profile hierarchy:

[0480] Personalization - services to obtain the credentials, policy, and other
objects needed for a DRM-related endpoint (such as a CE device, music player, DRM
license server, etc.) to establish a valid identity in the context of a specific DRM |
‘system.

10481] Licensing Acquisition - services to obtain new DRM licenses.

[0482] Licensing Translation - services to exchange one new DRM license
format for another.

(0483} Membership - services to obtain various types of objects that

establish membership within some designated domain.



order to establish its identity. ~ X downl oads fromB
a mandatory update that allows it to install 3rd party
updates, their is no policy restriction on this, but
this scenario is the first triggering event to cause
this action. X is charged fpf3the update that peer

t hree provides. X downl oads the update from peer
three. [0507] In this business process sone actions
may bg048a] @ht OTHMOZARM Bidfitd Hicrafhy@dh be dbdoyiby, ih bge WFC
el enents, while other activities may need to

@ﬁibb&fﬂeﬁﬁ ds @Rek of et BteltiteSpRitichids QIBAYS®NMEan abdfact set of
[ 0508] Yet anot her exanpl e of "a potential appllcation

odrviche cﬁ%éﬁﬁﬁp@?&ﬂ $infi B érgﬁorfsgnltﬁétsl)g&ﬁgmdng EEC)ntalmng

gam ng. Many popular mil t|p ayer envi ron

ﬁﬁté‘ﬁm%ﬁesa&e% &E#&%‘Nﬁﬁg@r fllee Eﬁltli ncr‘et % ec1?i‘cj:a o mlappmg

ow on Ine galn create an pat'é

PR eRlos %ﬁ%@%?f?%to e ﬁw?}gdérag?ﬁag] & atpgg%ﬁggqtzco}s).
0féEnfadisteih ok Bieumeoticuliendi e fchnestioq Deifion hd

gartlcular ganme title) in order to use the service.

pehsmeas) 1s gelnkorthin dpperdin O Rerefanage several gane
accounts across nultiple titles across nultiple
gamn networks and interact with

HQN%Q’S?ELECATI@NtSCEIEém&ﬁi ons in order
e i R F1G 3 1Bl AL AR R aBAE SR B diment of
. L0510] _Eqbodi ment
R 1A 8RS B 8RB e RhReoieT B T nBlig bS5 ey o

e,.by crea vi ronnent t hat Supp ort
PRy Rara s A e Thoeh NaeY i CLSkp i UAEE XAk fustrates
tranaﬁ_rent to the user ﬁnd t he service prOV|der t he
T Pefratifk et APPHeEAtRFECREIRo I Ris cxapple degronstrates the
only provides a better user experience, thereby
bri¢sng afdiser amosryises anung yeiversaliies andspley (GReP) lgsad service

can also reduce the adm nistrative burden on gane
diseavstkaspr weflatsm to find and link to a UDDI based directory service. It also

details service interactions between Personal Area Network (PAN) and Wide Area
Network (WAN) services, negotiation of a trusted context for service use, and
provisioning of a new device and DRM service.

[0486] Referring to FIG. 24, a consumer, having bought a new music player
2400, desires to play a DRM-protected song. Player 2400 can support this DRM
system, but needs to be personalized. In other words, Player' 2400, although it
includes certain elements (not shown) that render it both NEMO-enabled and DRM-
capable, must first perform a personalization process to become part of this system.

[0487] Typically, a NEMO client would include certain basic elements

illustrated in FIGS. 5a and 6 above, such as a Service Access Point to invoke other



[0511 ] In order to achieve these benefits, gam ng
clients can be personalized w th NEMO nodul es so that
they can partici pate as NEMO peers. Moreover, gam ng
networ ks can be personalized with NEMO nodul es so that
t hey can expose their admnigggrative interfaces in
standardi zed ways. Finally, NEMO trust managenent can
be used to ensure that only authorized peers interact
iNodetst ended, TagsMahélfeiizht Prkcesiapldemoastgdierthat 10 ¢y etrastal
three gam ng network providers A, B, and C, and two
weRuEceXoppldyiXg chifii proteAsd eoht@ CRWAI ¥ 4 Web.SeRsks LH%%E' to
Y has an 123 account with B. X and Y both acquire

@ﬁ drt derficd BRbcMRINK SndMbkeRrdatiBh dndBREiph Bf Rle@Moes® e}fs}’ﬂlscussed
er. Using the NEMO franmework; X s gam ng peer can

Z”e“*fé’g‘ﬂ%t"%@‘%f'ot“ﬁé?‘l FIRAE b 15 BT O L NSNSt o
a{f%f)m/} nﬁgmvatlge% Cis a legitimate gam ng

|s now regi stered with C, and can be

Deor Wi dn Shd of ﬂﬁe‘“lt fketap{x%éé&tr:‘“h egeraaégeasw
X
iﬁﬁ&rré%tetg %i'ffteéﬁg %1231 IQS%H%HEQ\IF&&SI@@\P@?C ; %e%épdg?ﬁoa DRM

create an online gamng session. [0513] This sinple
chghisneteisn coptapmbicervises (od releled eRisets gad coptagsphic keys)

with other services that online gam ng environnents

i gablpprovesding of pedtedechenntent gngludmgalectypling pstetalongs, as
(e.g., in lockers), account paynent, and shared state
ivretlorsranedia rendeﬁngmgiﬂmi totpday thake smgs.eHoreatods sorth@fibh jelements

Wi | e several exanples were presented in the context

- abeendtdieprésent. KieeuaMple, NRIRIGRADA00 bod 4 RS pldyedthabwes only
medi a content consunption, it will be appreciated

ichgdbld SEpiNANDuhprarRwe rcl‘)nt%ﬁtd ittHRh PR oo @&%m%aphm

herein can be used in any “sui tabl e context

S o eRR R Srares L2 APPeDIX

[0489] More specifically, in the example shown in FIG. 24, Player 2400 is
wireless, supports the UPnP and Bluetooth protocols, and has a set of X.509
certificates it can use to validate signatures and sign messages. Player 2400 is
NEMO-¢nabled in that it can form and process a Hmited number of NEMO service
messages, but it does not contain a NEMO Service Access Point due to resource
constraints.

[0490] Player 2400, however, is able to participate in a Personal Area
Network (PAN) 2410 in the user’s home, which includes a NEMO-¢enabled, Internet-
‘connected, Home Gateway Device 2420 with Bluetooth and a NEMO SAP 2430. The
UPnP stacks of both Player 2400 and Gateway 2420 have been extended to support a

new service profile type for a “NEMO-enabled Gateway” service, discussed below.



ORCHESTRATI ON [ 0515] Thi s Appendi x corresponds to
U.S. Provisional Patent Application No. 60/476, 357,
entitled Systens and Met hods for Peer-to-Peer Service
O chestration, by WIIliamBradley and David Mher,
filed June 5, 2003 ("the Bragigy et al.

application"). References to "the Bradley et al.

appl i cation" throughout the overall PCT application
subm {04 | Whewht ksgelotvaloadt a sbiieandities toailayit, Player,2400
Appendi x A. COPYRI GHT AUTHORI ZATI ON [ 0516] A portion
@leteiiimed it itadsao ®F pbRbSalPRE SRl ARG B pré&ss. aF ftSexample,
material which is subject to copyright pr ot ecti on.

H8yef 0000 @l ini@NB 8 UFIRSseRRcORILBEE FRR NEMO St AF &1k P‘NI\E2410
reproducti on by anyone of the patent docunent or the

RefoBitbs 91\?@\&@}5@?@/ Eé’éicre mﬂpﬁgé{@ b?‘z(f Rl ROnke g&r?

Pat ent an f1 cle pat'en e oL record
I B IR RN oo BRY B PR he pr esent
ngeg&b&’%] d’?f'tY?r o PErRETmS ﬁﬁﬁ#@@?ﬁgﬁ!’@ %5@9%%@‘?%9 fessage and

eci.fic t ens dmsthd cIo
- 3Babiitlonfe ata 5’%%&??@ HquB gihuds g S@eegi ate sssociated
orchestration. CKGROUND AND SUI\/MARY OF THE | NVENTI ON

[FOSuRpyergday s d§Y1§ﬁ identityntGasawy 2420, apomsieceiving|ihe rranest,

of an_ interoperable and secure world of nedia-related
sleternings that-if carnes fgfill theweiquesy lasallpviait hagtbe abilithetof distoyer other
and formal standards inhibit straightforward

ipateatislpenads providersi Haveever, (Gateveliyf 3420 (bas a policst thatdalbmassdges it
connect to needed services; inplenmentation

trecehves gt Bsdigitallofigesd, and thi2 i rejetis eicolegiicdbhiel re@iifls an
there are often i npedance m snatches between different

tatithdtizath fadiresReihj ik Jdide |a§sokﬁ&fﬂ%1ﬂ\/‘ﬁob§ssﬁﬁ%ﬁit% ¥f88quest.

. service standards are beglnnlng to address sone

t hese [p&BY %aﬁf‘ﬁ(hﬁ uﬁ@tprecé"&ﬁﬁ ARRERATIE RORE ﬁle reason for the
i nconpl eté. I'n addi'tion, such approaches fa to
ﬂgﬁﬁﬁéﬁseM&?&d' RSPESitAR Q85 (. dsRliRulsed Eﬁm%fm RELYRLEN with
FIG. 15) and re-submits the request to Gateway 2420, which then accepts the
message. As previously mentioned, Gateway 2420 cannot fulfill this request locally,
but can perform service discovery. Gateway 2420 is unaware of the specific
discovery protocols its SAP 2430 implementation supports, and thus composes a
general attribute-based service discovery request based on the type of service desired
(personalization), and dispatches the request via SAP 2430.

[0494] SAP 2430, configured with the necessary information to talk to UDDI
registries, such as Internet-Based UDDI Registry 2440, converts the request into a

native UDDI query of the appropriate form and sends the query. UDDI Registry 2440

knows of a service provider that supports DRM personalization and returns the query



spanni ng personal and | ocal area networks, hone,
enterprise, and departnent gateways, and w de area

net works. Nor do they enabl e dynam c orchestrati on of

both sinple and conplex services using a variety of
service interface bindings bgyp |ocal and renote

(e.g. Ws-1, Java RM, DCOV C function invocation,

Net, etc.) allowing the integration of many | egacy
appilisc SAPOIMB0 rbhRQjthdsebaditeemt &nghs iheppes@igditesponse, with the
i nvention can be used to solve or address sone or al
OfectRESBeRAQNIEBler IRIruRAKBANh She prbpIHEn R B AHIERRS 3420.
service providers can use the service discovery

pr ot _OC[@LLQ‘%] OREwAPPARPGHALE thOLertiBEpBGef ﬁ'ﬁor?rﬁ{ﬁ\ﬁh%n file
application that” participates 1n a given heterogeneous

S ' T 4 ,
ﬁ%@{&%ﬁ%ﬁ?@%@n@ El?%con%ctigs P 8%\2 aﬁqgﬁé}l?%reigeg'goqéﬂ/%% based on

can pe Inmtegra
i.G8, he di .
B8R T RO BT 2R Tt GER B et o s 0
the node. g@?lx In.the nedia world, the s stgfs and
%Y P agagen (RRsF sy he seuicitgrfacsgtesergion of

st akehgl ders (e.g., content publishers, distributors
rRsrsanplization Sepdce 2459n svsels baw AR 243 0oundepmmupigate with a
consuners) often differ widely. Thus, it would be
dessonaligabion geryive tleat ehposea pabirvice thosuglr owickl setvisy desnsibed in
entities into integrated services that can rapidly
eWoDle SAR d4H) udimaingdo tidsg teqairemansts nwesken Hetsopalimbos Service
of all participating entities. Enbodi nents of the

- [@4E9enid réceiventhieasspoase.be used to neet this goal by

usi ng peer-to-peer ("P2P") service orchestration. 126

[ 05221}0%5]I ®atbhey 2ANRMER B85S theRPohEARERRYd S 4D@Vihich can use

al ready been seen for such things as nusic and now

\thél 8ay18A B fithOkkshSRe t6Es5HBHRO AL PN CARNDE AYRRE pOHE Player 2400
nor e extensively. For exanple, there are oppor?unltles

: ig PY(ﬁ:‘ﬁéi&i&ﬁ, S0 SRR _ﬁﬁaﬁ@ﬁ)\zﬁ.e%ﬁ ’vari&ﬁ%f ?ﬂ?%ﬂlb% :Cplégmr

nteractions between two or nore enterprises’
N e s R
RGN AN RIS R
afohat el Siovistohing services, Al cBSperaihe 1n e sevicd of (e Banstimer. As
explained above, various decryption keys may be necessary to access certain
protected content, eissuming the consumer and Player 2400 satisfy whatever policies
are imposed by the content provider.
[0497] Thus, a consumer using a personal media player at home can enjoy the

simplicity of a CE device, but leverage the services provided by both gateway and
peer devices. When the consumer travels to another venue, the device can rediscover

and use most or all of the services available at home, and, through new gateway

services, be logically connected to the home network, while enjoying the services



sol ve problens or get useful information nore directly
by talking to the shipping person in conpany B.
Traversi ng hierarchies or unnecessary interfaces is
often not wuseful. Shipping conpanies (such as FedEx
and UPS) realize this and al{q@w direct visibility
into their processes, allowng events to be directly
nonitored by custoners. Conpanies and mnunicipalities
avflableG tHeZieROvdnle tHat BRPéHBREd bBEREEB 16 tHeSaBbhSsblicics
portals, allowi ng crude fornms of self-service.

ERUEHRE witiAhb&Y serRER! ToRvaSaY, the BHRIRIIS defcddn prolidew
one enterprise to expose its various service

LOLRE AGRE(iBudd & USLPYBLS. and suppliers in such a

way as to allow those entities to interact at natura

[ I | ] ow th titi t
or chel PP SRty wilaRianE a3 o sonf Fonelyes (gMO Nodes,
S S AR GR35 TRl R SBL e,

ﬂ;’ s[é:sleossd for providing servige orchestration in. a

Lo fte dné%Y@tEﬂ $egnEFiForasainte, eyen Wit the ysalm of this DRM
appreci ated that_the disclosed enbodinents can be
Pvstcabaist expmple.nborgxemplaBlayer 2409 nighhbpvgsopiained disown SAP,
appar at uses, systens, devices, nethods, or conputer
perhapssiliinastigthe BeaddfonGateivay @420.v B DEH R agisteyr 2440 amight have
descri bed bel ow. [0524] In one set of enbodinents, a
bamuised forfotleampurpokes, suchrasVocdang tldHbdr licensink efusicadontbns

st akehol ders in the consuner or enterprise nedia space

Morgover, biahy otk IRIBL £ppli C4idhe Béuld be voskefsted deY., Ffolving a
manuf acturers, service providers, enterprise

HeRails¥eind infpd sfﬂg%n@i’éﬂhs@é@iﬁ{d digsibatdd fhlicRestibrmbBldifferent

rel ationship, and exchange value in rich and dynanic

FPA5of RV S 5, S0 SIOLR (gERes SHoo Ch
OB IRRHES, SRS BB 8L ) g BRI C B
BB R TRLSL hGRsRAg ooe L a7 oo T

RO T SIS BTN IR AT
| geeér%(i)-lpggr eglsisrglglllgﬁt! Qi‘récﬂamnc?ues tfgrebuasicn%gsnyp%?i%llt?o% c{eive %;)r%%ht and
integration are quickly evolving beyond the limits of traditional tools and software
development lifecycles as practiced in most IT departﬁlents. This includes the
development of word processing documents, graphic presentations, and spreadsheets.
While some would debate whether these documents in their simplest form represent
true applications, consider that many forms of these documents have well defined and
complex object models that are formally described. 'Such documents or other objects

might include, for example, state information that can be inspected and updated

during the lifecycle of the object, the ability for multiple users to work on the objects



BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0526] Enbodi nents
of the present invention will be readily understood by
referring to the follow ng detail ed description in
conjunction with the acconpanying draw ngs, wherein
i ke reference nuneral s desi %g te |ike structural

el emrents, and in which: [05 ? Fig. 1 shows an

exanpl e enbodi nent of the Medi aDrive franeworKk.

[ &nd@Fedtlygandlod Aldaionenabilabpfonwi S, 18 nideicafplivdeed
node. [0529] Fig. 3 illustrates a generic interaction

PRERR108, RRUNRENbNBA ird ¥ afen B {%@%%an ﬂ)g? aritn@tically assembled to

il lTustrates an embodi ment of the Service Adaptation

%%eﬁlkéﬁlﬁ%d]gegk%)hcéﬁmﬁhom a service proxy involved

in a client-si Interaction. [0532] Fig. 5b
h ' I t ti
"t or 408 1O B Pp B ARY Fr Be B B Sl S R R
'f%zvl% honsht ogﬁ%é%hg%ré@%@f%cgﬁmt Biiy. [ere ety systems

{] ctlon ttern of al\/bdlaDrlve wor kf | ow

gfigy Bfrsupp Bimrsfn@ magagemang agd mapaapplicatign§ direetly support
proceSS|n nodes discovering a node that supports the
riomerfp 8&10% dpcunang carrod.e Hovewer mon 96 thesy iystegls in the context of
illustrates the delivery of notifications in

atigobulad peoosssing envinonetets exhibi i tiinas incljdisg7 Perfialjzed

10 illustrates a client-driven scenario where a

rapguoash ingersiod managdosmt withexpliceclhgekqity andcheekdut tngodels, and
targeted service providing node. [0538] Fig. 11
iihflesibledvay veeak o Oeryailiid)l dohtrenee SAlRIAthA avdRsédEto@lient rendering
requesting node wants to register its description

Vipblicaat beforMadSarticularly within the context of a particular application (e.g.,

a document).

[0501] Preferred embodiments of NEMO can be used to address these
limitation by means of a P2P policy architecture that stresses capability discovery and
format negotiation. It is possible to structure the creation of an application (e.g., 2
document) in richer ways, providing multiple advantages. Rich policy can be applied
to the objects and to the structure of the application. For example, a policy might
specify some or all of the following:

"  Only certain modules can be modified.

" Only object interfaces can be extended or implementations changed.

» Deletions only allowed but not extensions.

* How updates are to be applied, including functionality such as automatic
merging of non-conflicting updates, and application of updates before a

given peer can send any of its updates to other peers.



[0539] Fig. 12 illustrates a Medi aDrive-enabl ed node
being notified of the existence of a service. [0540]
Fig. 13 illustrates the process of establishing trust
based on an explicit exchange. [0541 ] Fig. 14
illustrates policy-nmanaged agggess to a service. [0542]
Fig. 15 illustrates how Medi aDrive can be used in the
context of delivering CRMrelated services to

di f f er eflicpbasedhtidestion shd@ thabhil pbde LA IRIRT b dates if
[0543] A detailed description of the inventive body of

wor K i Shdyf 6b&te th ofdet W Y&%alt&ﬂ m-e%t SR fifon) h&?wa%e most

provi ded i n conjunction several ‘enbodi nents, it

shoul d gﬁg%g%§ &ﬂ&ﬁm&?at the invention is not I|n1ted

to any |nent but instead enconpasses

nuneg o es icati equi val ent.s,.

For -+ o nfirt Gb A58 giBEnsbeRins ﬁFgﬂtaﬁ%Sea 0 ot g s,
the c of cons r-.oriented t and

appl i P050BY b Srde, HERF RS BREORL, e gringppligptiopgsed by
t hat the di scl osed essterrs and net hods are readily
SRFResiRAnt 6an by & NEMOzgnabled Restodor thedogymensthat is créated, a

w thout |jmtation, enbodinments of the present

ferplate icambe wisddhaslesastbgs the pepiey.ileeluding vhieds ewherésed apfl what
enterprise content and applications. In addition,

ol beedangrte cathspartsqfebé deampat éinladditin tethe dbomténtismotrhal
foll owi ng description in order to provide a thorough
fomchettigankdsh dsdbng cthp peli@ningineissd b the NBRI(Ppexs emi interpret

i nvention may be practiced wthout sonme or all of
wtbatforte palits ruldduoacivent witl thei@nRHR0 &8 & 108 af the Yperations
certain technical material that is known in the art

g@peh@@l b ehel RRr inhrBidEd AHWRASH AR crBARI of dBSESRRE: ¢ be

detail in order to avoid unnecessarily obscuring the
?ﬁ&!'ﬂbd V&I bdeP entif S
BT A EVE DT e ailor HEARSSERR A Bt Mol TSt fhom any

e e
2Pt T8 A 8B FTE 0P e TS TRET b
usueg serv1cgse ‘Eullt on tﬁe ﬁEﬁO framework for collaboration 1nvolv1ng a
presentation document. In this example, a wireless PDA application is running an
application written in Java, which it uses for processing and rendering the document
as text. A different implementation running under Microsoft Windows® on a desktop
- workstation processes the same document using the Microsoft Word® format. Both
the PDA and the workstation are able to communicate, for example, by connection
‘overa local area network, thus enabling the user of the PDA and the user of the
workstation to collabqrate on the same document application. In this example:

® NEMO peers involved in the collaboration can discover each other, their

current status, and their capabilities.



ordinary skill in the art wll appreciate, the
framework itself is novel, as are many of its
features, aspects, and applications. [0545] In a
preferred enbodi nent, the framework i s designed to
enabl e the dynam c configurghpon and evol ution of
many different types of services using a services
description | anguage (the Medi aDrive Services

Descmi pEach NERIWpé Sublmids fo 'ebMEDEonmhittabRy shaf&s it€ adenBy, the
di stri buted across peer-to-peer comruni cating nodes,
each prghengé,ned MRSSRERIONQY !, WBlcABH, KEGRRA! &) on using
a message punp and workflow col | ator desi gnéed

specisf i ggl éhhée%érﬁ%@%f@%‘é@éﬁNEﬁé g?éf'rb Hieds Eﬁé‘%@ because

managenent of e service Int aces C

P e
of resotivened AR Bt G Gofifiveicc fi pigche gt chithe
v CorcRGIOMiE & 45T) Hrsphicdd tonp Lirehsst Bt minsepride of doing

P2P may be viewed as a cqgnmunication nodel allow ng

net wor kSthotéamatiyely haaeqapEag Pyerdansigresei dhe Grapgs teany format
services of all sorts. P2P nessagi ng and workf | ow

col | at i BAees|fitypon reghipt atdisintesiice.o be dynamical ly

created from a heterogeneous set of nore primtive

ser vi"c eBefolacseptitgld dungxtheipeat vevifies that fids from an authorized
possibilities of P2P conputing when the shared
resour CKEMI pasieipehices of many different types, even

using different service bindings. Enbodinments of

Medi aDr Th&cHzaBe Rappi@bdsed Bh & diRumefiBgtlRySEr Vi Cces
framewor k enabl i ng st akehol ders (e.g., consuners,

cont enbs@F1oNd slRfiser cSBNpIE o RIRH IR & aégor%ﬂﬁ: WRE S Bnsumer

providers) to find one oiher,_to interact, exchange
S 1) AR SO TS b
NEBLALAPRA  S50e n RAERRA A B
SRR G RTR S i R S e
gg%vr‘%? t0§|t i% g@%&%@%&@e@a%ﬂi&%?%lgz ﬁay?n%glt I?lgﬂnBiclsr] %tsilglg]osrts?:md/ or
the like) and waits for responses back from other NEMO peers providing potential
solutions. In response to its query, X receives three responses:

(1) Pf_:er 1 can provide a low quality downloadable version of content in clear

~ MP3 form for a fee of $2.00.
(2) Peer 2 éan provide high quality pay-per-play streams of content over a
secure channel for $0.50 per play.

(3) Peer 3 can provide a software update to X that will permit rendering of

~content in DRM format B for a fee of $10.00.



[0547] Enterprise applications of MediaDrive are
particularly intriguing as enterprises nove to
service-oriented architectures. Through use of peer to
peer service orchestration, and distributed policy
managenment, enterprises can gl ow their 131

departnents to publish service interfaces that can be
configured into rich, personalized services by

cust offi5i05] Afier mumphngm offef € akdargmtigeanhalcptibh 6héls the best
hi erarchi es, and allow ng both internal and externa

eldicd. i TeSubintitsQiiet i8St for tebRtent vih BFEF MEHBR Bnd Tﬁ‘e féﬁﬁest includes
enterprise. [0548] For ease of explanation,

fuphds@rion ForOdEREYaLBA o aH\b\Jvi PO IL{ gduct k% 84 gﬂgmnfﬁrs\ﬂa%ent

Any wel |l -defined functionality o ered

chc@ﬁﬁtqﬁi otﬂ—é?'@lﬁ@geg\ﬂg? L& x %ﬁ@ﬂ%ln%h e:?TOcWéA 417 lglVﬂl back

unct|ona|ty fered w |na evice S

R RSk Bpn o N AT RRRY LR AU EnL shﬁ@? fil.
I d
\ég Vi L:Ogbgﬁ{fé?s‘?%?gexq” )I}OS aiﬁp& 'g‘gtfcfsﬂ%gélt%g wag 8‘1 est solution, a

interacting with o nore services. [0551] Seryvice
WG T lispa op RS EERCHOB 184 cosiss deprisamBlgoRetion

service interface. These may be represented in a
Taxnesd toue reparsentad gs adpasackomah buginess preoopss- described using a

standard XM. protocol, RPC based on the WSDL

WEMQ Or¢heatratism Restripior (NAD) impleusnied by ftheoNEMOMWorkflow

[0552] Service Orchestration - The assenbly and

Coltatek (Yé Cpeleménts eonthined in the tartichacge MPMO enabled peers. In

coarser-grained services, reusable conponents, or ful

@ppd tocatdnptish thdﬁﬁce@dheicﬂhﬁ@e ipaeStoSpane fdlmlgg adtl¥Rs could

servi ce provider. Exanples include rul es based on

e @xebaled ke tid NBMO #ReRbiser vi ce, method in which
services are accessed, order in which services are

conpo S%btﬁﬁs‘:%erﬁ%fb%] SRS W%’i%éng rs]eart\fll-EQ gr&ﬁ@e??ﬁz @k it is allowed

exercising authoritative or nce over

sone '{oei%éi%c@le% dﬁerru& c file, a docunment, or a
service operatioh such as the ability to domnload and

I nstal Wn‘%le%g L& VRE %ro%@er%dSlrec%%%{lgﬁgscfeeg }ﬁ}ee ] cregentlals m

order to establish its identity.

* X downloads from B a mandatory update that allows it to install 3rd party
updates, their is no policy restriction on this, but this scenario is the first
triggering event to cause this action.

= Xis charged for the update that peer three provides.

» X downloads the update from peer three.

[0507] In this business process some actions may be able to be carried out
| concurrently by the WFC elements, while other activities may need to authorized and

executed in a specific sequence.



interacts with trust managenent, policy nmanagenent,
and content protection. 132 [0554] Peer to Peer (P2P)
Phi | osophy - A conmuni cati on nodel supporting
symetric access to services for participants. [0555]
Medi aDri ve Node - A parti cCi pﬁ%ﬁ within the Medi aDrive
Framework. |In a preferred enbddi nent, a node may act
in multiple roles including that of a service
CONSUNRY5081TECothed Bk HhFIE ofh PYicHBS 2 ﬁk?ga%@n%%eh@mo
implenented in a variety of forns Phel I ng consuner
e s [ amar e .
pf&ﬁ%&f?& i€ iffRY cﬁﬁéft SUdine §§‘Br ; %@@@@Cﬁﬁdﬁ@gﬁr gaming

ayers, or virtual servic
- ' M, | [ .
R0k PR RERE B B Pue Gl FTLE Mg ot
provid mor e %ogﬁst anposite services. [0556]
VERPSIBN Tetednd Pl Cat R EpPitE SR iuage (MBDL) - I n

one e i ment, an. XM, Schena based | anguage t hat

def i neg}%g Opeekthe bisytaticas ofbthessrrvipaments isdhatdhe ysers generally
types and nessages that are used for communi cation
bBLGidene a fighlaslahiangvp withdbe aemingartvdrk anbaivaCrave en account
framework. 7. Logical Mdel [0557] Fig. | illustrates
a(usedl it dssasfiafes with lagaitivsi aargome ditle) imeorfiérdo abr theaervice. The
framework. In a preferred enbodi ment, the MediaDrive

f tyarelygmker cons isially efanage bavgrat ghthy aconnig ateds sriltipdé titles
nodes that interact in a P2P fashion. [0558] In a

paced R mndtiple gaihdaorks Qe iBRAEEHIIE Edrhé-pfdvidir-shBdific client

i nteraction are: Medi aDri ve nodes interact by making

S&Fplicafonk Rty GcieE io%gﬁxﬁﬂélﬁﬁitﬁﬂ@ﬁﬂy&egﬁﬁ{d hWparliePRRNSGSEn the
The format and payload of the request and response

NRSw8A8S TRIsSs ofi&] in@?ﬁvénfhn% 'disw&ag@?dr@iglé Wy

framework supports e construction of verse

Cos ) BSOSO RS wep e

B PR R eSS PRORO o S S5 S

LR At R

Sghg ﬁgt%{lg gf s%ggiﬁglo%ﬁne game networks. This not only provides a better user
experience, thereby encouraging adoption and use of these setvices, but can also
reduce the administrative burden on game network providers.

[0511] In order to achieve these benefits, gaming clients can be personalized
with NEMO modules so that they can participate as NEMO peers. Moreover, gaming
networks can be personalized with NEMO modules so that they can expose their
administrative interfaces in standardized ways. Finally, NEMO trust management can
be used to ensure that only authorized peers interact in intended ways.

[0512] For example, assume there are three gaming network providers A, B,

and C, and two users X and Y. User X has an account with A, and User Y has an



all ows service providers to use their own conventions.

133 A service interface nay have one or nore service

bi ndings. In a preferred enbodi nent, the description

of services bindings is expressed in MSDL. In this

enbodi ment, a Medi aDrive nodgqqgay invoke the interface

of another node as long as that node's interface

bi ndi ng can be expressed in MSDL, and as |long as the

r @qones withdB .nXdsdCAbothuppaird a hdie tifle hee oklansitiatnd want to play
protocol s associated with the binding. For exanple,

| dach othet] €USIHP B NEMED WeleRBFKY XCE gAing peaCain aﬁtomatlcally
requesting node may be requi red to Support SCOAP,

Hilidddw er\iprl e ‘[g%ﬁﬂ@’pro@itder C. A a &80 ifformBtiGI é%clfe Jpﬂﬁlalpc?ed to C

controlled (e.g., rights manage I'n a standardi ze

I@oi 0ane! A RGhhn PN W MRARREC bindk b S X s pow registered

managément. | nteractions I've “node
b"?‘t‘){bgi‘i%l??’g%?‘?‘ﬁ%ﬁ?ddc‘%ﬁﬁ et Rk Bl %’ Gy e boes

ngougﬁ E:I\/ledi aDri ve- enabl eg: and, abI o i pl ement
B4 R0h e am%eﬁseoaaea?%ﬁw PR Rentipls ol & Qs both
Rgewﬂg for e consumnmer eIectronlcs equi prment ,

SR TeGTFL y i newkaye cash eiherandiaresie an online gaming
preferred enbodi nent, a MediaDrive-enabl ed device
(FHEEY typically i ncl udes sone or all of the fol | owi ng
| ogi cal nodul es: Native Services APl - the set of one
or nod 85 Rhizempldrsgistratéondeninpds caniedfintidrexparkledte déa with
no requi renent that a Medi aDri ve node expose any
odherisemices that bhljneqgaming ehvienirdeyitsinnighhygroviid) maudﬂig €.g., game
framework. Native Service Inplenmentation - the
aakenessqragedier), it @bckers), atphipaymént 0kdl shoved khie inf@da¥ibn such as
services API. MediaDrive Service Adaptation Layer -

thiodiabsad béayer through which an  exposed subset of
an entity S native services is accessed using one or

mor € [ =G VRN GREraP LA 18Sw i
Medi aDr i vg Fr amevvo]; k Su p;gor t 91%%%%5%{&)@/3 -lﬁ {glg rrl\ég@r%%?fsentt%r%?se
RIGEYhER n¥HRPQALnt, online gaming, and media content consumption, it will be
appreciated that the NEMO framework and the DRM system described herein can be

used in any suitable context, and are not limited to these specific examples.



functionality for working with the Medi aDrive
Framewor k i ncludi ng support for invoking service

i nterfaces, nmessage processing, service orchestration,
etc. 134 [0560] Fig. 2 provides a conceptual view of
an exenpl ary enbodi nent of ai1pgdi aDrive node. The
actual design and i nplenentation corresponding to each
of the above nodules will typically vary from device
to device. 8. Basic |IntcARPENDIRAA ern [0561] Fig. 3
depicts a typical logical interaction pattern between
two MediaDrive nodes, a service requester and a
serV|ceSy§WEo,-

per spectTVve '
Make a service dlscove

ocat e any

Medi a nabl ed nodes that can provide

neces 3Q$ &/ﬁsﬁl‘% Bendix pryTespKisto e s‘g”P‘(ﬁﬁ'@@ﬂlkPaiﬁﬁlF Agnlicafjon No.
node ma choose to cache information about discovered
HH4/6c%d, entitled Systems apé Mathads forstaertoPegdiervieeOrchestration, by
di scovery between Medi aDrive nodes can be just another
Williprg Bradiey ard DyveidiMahrer Mded bihe 55 RO E'the Braitlepletatent .

Once candi date service providing nodes are found, the
rapplietivn Mg Redetencenyo “th Bositeyt @ aﬁiappmmhn’at}ﬁ-aﬂ:gliﬁﬁt thé @verall
one or nore of the service providing nodes based on a

fecagplicatier subasttél Igéwigh pertain f e affefhfbnaiRROH Kﬁﬁéndlx A.
two nodes that wish to communi cate securely wth each

ot her will establishopyiicitt £8rAi6kAid1QBRNI p for the

pur pose of exchanging nessages. For exanpl e,
t hey ms}@g?&m@h Rf ﬁle&ﬁgcldg&&d}*maob&hﬁdadhﬁéht contains material
credentials (e.g., X 500 certificates, device keys,

S¥ifioh & Rabjcomy cQ]ZySr’trggAbP dtdktiod TRE B ggﬁ&tqag Yo 013] ectllon to the

aut hor i Zatl on I ng a se anne

ins c‘l?%gﬁﬁlc cﬁ%?)g%g%bé 3k Pf%{f)ﬁ%nt chc:?l\?}ll% .tﬁ? gat?,ﬁ'exé chsc'f%re as it
B M AR ol ST e e o
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FIELD OF THE INVENTION
[0517] The present invention relates generally to the distribution and use of
digital information and services. More specifically, systems and methods are

disclosed for providing and/or supporting peer-to-peer service orchestration.

BACKGROUND AND SUMMARY OF THE INVENTION

[0518] Today, significant barriers exist to the goal of an interoperable and
secure world of media-related services. For example, multiple, overlapping de facto
and formal standards inhibit straightforward interoperability; it is often difficult to

locate and connect to needed services; implementation technologies are often not



trust credentials may be an explicitly separate step.

In a preferred enbodinent, it is up to a given node

to determ ne what credentials are sufficient for
interacting wth another MediaDrive node, and to make
the decision that it can truspsa given node. 135

The requesti ng node creates the appropriate NMSDL

request message(s) that correspond to the requested
getevopeeable; @nd ¢harhgreniss agpedahce iedhRches bbtwegn different trust and
di spatched to the targeted service providing node(s).
Tretecimnodelat i on style of the request may, for

exanpl e, be synchronous or asynchronous RPC style, or
nessagespg] whiledmRAsEEwen sérbﬁ:e%%ﬁ%t‘&? are*ﬂegﬁiﬂnﬂ% tp address some
Di spatchi ng of service requests and receiVing o0

r 0 - e .

T3 ?ﬁﬁﬁi@'y I\/télg I%g%f Slfch aggfoﬁgﬁés%ﬁ%%lﬁéﬁﬁlf S\ %Sc\ilﬁé%, such

t hrough t ive rvice e ‘ser

hpRAASTARL Ml ?%e%%ﬁés%%%% zlet@ﬁ%l?héisr SR B
' he Medi ' f , - :
SET SR PER Ay Poel B8 SRERtSSR ST, feusaganent

formats, transport nechanisns, nmessage routing )
gataywys, 4 Wie ayep pgtworks. Nor dgjthgaenahlertynamiceqyclhastratiqnef both
requesting node will typically receive one or nore

(SHEPI§ R8d SOMPpley SEFGeg UBIRE eivarishyadistivics interfagrebindings bah local
interface binding and the requesting node's _
pndraneisdes, Wshb Jaeshiil RCOM. @ furtvtion étvecataa, Netztc.) allowing
variety of ways, including, for exanple, an RPC-style

ites intepsaticor ofanamytlegdcg applivatiors sage.  The response,
en-route to the targeted node(s), may pass through

ot her [0520]eEmbsineets 00 dRrédeat infatidd @M ibe@sel 1BWoRRr Alidress
Medi aDri ve services, including, e.g., routing, trust

fsomR D allio? thesé BlobRins0 FoR REahple! Bl Be¥HodREHORSvicEpoviders
The requesting node validates the response(s) to

QRS Hﬁeeﬂlie?seﬁ%%ﬁ&%vérg gﬁ'&@ccﬂ@ aR%t é@l}ﬁg'iatté g)z theS RVRRL defsice, or

between it and the rvice provi g no

AR 8BRS e B BB ARG 1
BlueTooth, UpNp, rendezvous, JINI, UDDI, etc. can be integrated in the same
service, and each node can use the discovery service(s) most appropriate for the
device that hosts the node.

[052.1] In the media world, the systems and interfaces required or favored by
the major sets of stakeholdefs (e.g., content publishers, distributors, retail services,
consumer device providers, and consumers) often differ widely. Thus, it would be
desirable to unite the capabilities provided by these entities into integrated services
that can rapidly evolve into optimal configurations meeting the needs of all

participating entities. Embodiments of the present invention can be used to meet this

goal by using peer-to-peer (“P2P”) service orchestration.



[0563] Referring once again to Fig. 3, fromthe

service providing node's perspective, the flow of

events is: Determne if the requested service is
supported. In a preferred enbodi nent, the MediaDrive
framewor k does not nmandate tRegstyle or granularity of
how a service interface maps as an entry point to a
service. In the sinplest case, a service interface

may neP5221aWhilg thewsivyntigesaf PRP dransavorkCigvaAlteddyebers keen for
of binding to and invoking it may constitute support

fsoch thiggsee myisieandhivwevigeo distHbEoR, P2PNREHINTR BN Be used much
single service interface may handle nultiplé types of

renRichsitdly. BdQxapl HRR &€k g&?t(l)rﬁ%&‘?n Wo&cegﬁe?%lg?eosrelévices,

additional attributes that ne e exam ne

andek clel??{} H%gnfemggﬁﬁ bR Eed ﬁgcf o ﬁ&e%ﬁ%’?%rf’s%g%hg gﬁtlglt%rises-

specifica sire unctio ity. OIfe case
ty, 4f e r.vi .pravider to determn
R e R B o P RO e S Pt
of conpatible trust credentials, In eferred

s AR e pie3h 570 SRGtises Pl efoy BRSVH fejep more
. det erm nes rust, any policy associated with the

,seiﬁeww ﬁﬁ?‘éﬂ’ﬁ‘fﬂfé’éﬂ% aeess lihe recghpng persopseryies i ganpany A can
provi der determ nes and di spatches authorization
reelyigasellens poeqt wegful infasmation mese Aiserslydly telkinsdashashipping
for authorizing access to the interface in order to
dstsen i pempanytthlraeagsing hiemayciniesier inasceassaw suterfaces inoffen not
situations, the authorizing node and the service

misefil. Ghippinpaenpanics (fveh tah EcdBroenEUPR) sealizotistdnd allow direct
di spatching and processing of the authorization

rvésibitist intd their peockaes |allopipévedtSo beIRKET) mbiit@b@ By dustomers.
i ght wei ght Medi aDrive service interface binding such

LonBpaaics WAE trivaitipAiks MreRﬁ'gzﬁﬁzing uféﬁnsefﬁé@itﬂljoﬁ% Efterprise portals,
aut hori zation response, if the requesting node is

AUbRH EFadb forthH8f KB M-GiBe RIRVEAE 50 Y 6h%%Hb{?ig&J ﬁe{tﬁgworrl](s do not

request. If not, an appropriate’resp ssage ca

BRoQERE eRtefiflise to Qﬁaorsgrctp %lél ﬁ&?ﬁg&gﬁgrﬁcé’s%g s 26doR3REAd

on the service iInterface

suppliers in such a way as to allow those entities to interact at natural peering levels,
allowing those entities to orchestrate the enterprise’s services in ways that best suit
~ them. Embodiments of the present invention will allow this.

[0523] Systems and methods are disclosed for providing service orchestration
in a networked computing environment. It should be appreciated that the disclosed
embodiments can be implemented in numerous ways, including as processes,
apparatuses, systems, devices, methods, or computer readable media. Several

| inventive embodiments are described below.
[0524] In one set of embodiments, a services framework is provided that

enables various stakeholders in the consumer or enterprise media space (e.g.,



requesting node's preferences. En route to the
requesting node, the nessage may pass through ot her

i nternmedi ate nodes that may provi de necessary or

"val ue added" services. For exanple an internediate
node m ght provide routing, tjpgst translation, or
delivery to a notification processing node that can
deliver the nmessage in a way acceptable to the

I @aiv@s s @ni@d Proviiers Mavibé fafthfadurerdlsb&iceqdH@@ders, enterprise
service is a coupon service that appends coupons to

t iparSARP® fidd dath olifee i 4 ! _
iﬂ?%rests?@b. aDLO[o5gﬁ?9§%§b§$%§g§£%%hﬁg%§§g§§a“mgeVd“e“‘

MS
%&P&d‘ﬂgﬁgmw \Rrgysstﬁlgot% ; )E/tré? ?&@fc'e ?ﬁ{eﬁfﬁcgs.p 4 ];SE{VZ&IS ¥ramework

describéd 1n aTe exl1 bl e an por 1 a! 1
, I t .t
oo bba PG PR'TE: Sbne B HAR et IhPdib PP

is. 137 acconphis usi ng a service descrinpti.on

| Eobet B P o Rertns isuberGrisen el i,

Medi aDr.i ve Servige scription Language, or MSDL. In
AE@FFWHﬁﬁmﬂgﬁﬁomgF gy Hﬁﬁﬁ@nﬁﬁys for referencing
semantic_descriptions associated w th descri bed

servi d@325][ Iwesng pthgr feptaresy advgniaaeso ardrembodivents of shepresent
XML schenm- based description |anguage that enbodies
dAventioa gl e éllesatedfin dura detpid by tenfablbwing detedled description and
description and conposition of services and their

dbe acrioatpadyingfignfeace bi ndi ngs. Many of the obj ect

types in MSDL are pol ynorphic and can be extended to
support new functionality. In a preferred enbodi nent,

a basic MSDL pr &HiEEDESCRIION OF THEDRAWIRGsOf dat a

types and nessages for supporting Medi aDrive

i nt er doF2@Embddiments ofirik pregeht Mstrtioatwilldle readily understood by
functionality. This basic profile will be referred to
asfeiiugy toVEDiolloGati@detaildallestigRicn iRYnjGhdtie with fIRGLEmpdhying
an ad-hoc manner, or through sonme form of

SdraRihas, dizeadih Mike @éf%ﬁ@énmﬁ&%lsra%sigﬁﬁ@ likd/RlbctaPElbim8sts, and in
built on top of the MSDL Core addi ng new data and
Sgivih-ce types and extendi ng existing ones. In one

enbodi nent, the MSDL Core includes definitions for

sone qbs#lFifl1 iHo%s R x @b % mbodiment of the MediaDrive framework.

- [0528] Fig. 2 is a conceptual view of a MediaDrive node.

[0529] Fig. 3 illustrates a generic interaction pattern between MediaDrive
nodes, |
[0530] Fig. 4 illustrates an embodiment of the Service Adaptation Layer.
[0531] Fig. 5a shows a service proxy involved in a client-side MSDL
interaction,
| [0532] Fig. 5b shows a service proxy involved in a client-side native

interaction.



maj or basic data types: Node - representation of a
participant in the Medi aDrive framework. Device -
encapsul ates the representation of a virtual or

physi cal devi ce. User - encapsul ates the
representation of a client uggg. Content Reference -
encapsul ates the representation of a reference or
pointer to a content item Such a reference wll

t ypi cdD533] IRy &F stgevsaisepricesirany iiveived th Wessicelside point-to-
descri bing content format, |ocation, etc. DRM

Redeaheha® inteRRGaPpaticat.eS the representation of a
reference or pointer to a description of a digital

ri ght §o5%) 398 MEMust RSB inteila%%?n \Ré?ﬁgr}i Lc{,g?il\?%%w})&hsa

the representation of a set o
fddfghionality exported froma node. Service Binding
- encapsul ates a specific way to communicate with a

Servi i@f%% IE R ¢ S0 SERRIARER oPoceRtitaktes flspiering a node
[. . . R -
I Bt S n i ali b hendl G sefidenron vi th & ¢ equest

Reque ult - encapsulates the results within a
res poié%g%j}%cq illpgleptey the deliieey of nejifications|ip se@ydange wiith 2
enmbodi nrent, the MSDL Core includes definitions for

&k embgdiment.t he fol | owi ng basi c servi ces:
Aut hori zation - a request or response to authorize
sormre [18¥37] diipdftillosiratescadientadriwarseermeio wikdes 8 agmesting node
Routing - a request or response to provi de nessage
maakes agericecueyralnidsyto a tanpeteddeiicd grevidhigody. t o have
the service providing node forward the nessage or

col | e¢0538) Fig.dltliHbgrabR SSRAE SegisthiBdR sReEHS WiRtd Pfrquesting node
r equest or response to perf ormregl strati on oper ati ons

fvintstto réQ8ler itd MBESRorAL P JIRErldge.N0de to be
di scovered through an internedi ate node.

[0539] Fig. 12 illustrates a MediaDrive-enabled node being notified of the

existence of a service.

[0540] Fig. 13 illustrates the process of establishing trust based on an explicit
exchange,

[0541] Fig. 14 illustrates policy-managed access to a service.

[0542] Fig. 15 illustrates how MediaDrive can be used in the context of

delivering CRM-related services to different stakeholders.



Node Di scovery (Query) - a request or response rel ated
to the discovery of MediaDrive nodes. Notification -
a request or response to send or deliver targeted
notification nessages to a given set of nodes.
Service Discovery (Query) - agovequest or response
related to the discovery of services provided by sone
set of one or nore nodes. Security Credenti al
Exchange - a request or response related to allow ng
nodes to exchange seDEFAINED BESCEOEFTION Or mati on, such
as key pairs, certificates, or the |like. 139 Upgr ade
- repr f¥dii 8 detailed destipdon pEthpdnsativebadyesl wak is provided
receiving a functionality upgrade. In one enbodi nent,

t belows Whil€this des@iptidhys plosided Gl conjhidbiof el sepérafl dhigSdiments, it
provi di ng concrete representations. 10. Architectural

oiuld BtirdkirstoodSBaMhE BrvAGkIH B hbPRmkEY &Y anlyQRE Elnbodiment, but
Referring once again to Fig. 2, the Service Adaptation

LaxREd eARRssed 2B efcls ﬁﬁ&ﬁ%etshﬁ?@iﬁ%ﬁ/cﬁls Szﬁfd}’éﬁﬁﬁéﬁ’)ltsp for

a participant in the MediaDrive framework.

p . [ : [ . j to. .
DBt S PR Rl i e S, HE 8 R CEREKY ol ricnted
[ f . 1A _servijce Cription al so_j.ncl ude

o 368 B 5 ST i e Yoo af g isclosed

fol | ow ng: i st _of. one o re service providers

t Wgt‘% g %%ﬁ?‘iésaﬁw&ihbr alepfblegr Renaries W@ﬁ‘;"é{%‘e Fer pxpmple,
the service. A pojnter to a semantic description of

¢ weheut lippitation, esbadinaents ahithg pagsent inyentiop sowld bgireaslilyaipglied in
conposite service resulting fromthe choreographed

etk contesiofonterprissepniont andraplieations.c bsadditicde while puinoreus

of the necessary orchestration. [0568] In addition to
swnevihiegletadls apesset foythda ithepillowigt desbriptionse owdee &spravele a thorough
published in MSDL, in a preferred enbodi nent the
Sarderstandivgaglitht present fyvential, ske presuna pRehtidresay Bepracticed
concrete representations of the MSDL data types and
‘oljteedtsome or all of these details. Moreover, for the purpose of clarity, certain

technical material that is known in the art related to the invention has not been
described in detail in order to avoid unnecessarily obscuring the present invention.
[0544] Embodiments of a novel, policy managed, peer-to-peer, service
orchestration framework (the MediaDrive f'ramework) are described herein. The
framework was originally designed to support the formation of grass-roots, self-

organizing service networks that can enable rich media experiences. As one of

~ - ordinary skill in the art will appreciate, the framework itself is novel, as are many of

its features, aspects, and applications.
[0545] In a preferred embodiment, the framework is designed to enable the
dynamic configuration and evolution of many different types of services using a

services description language (the MediaDrive Services Description Language



contained wthin any MSDL profiles for those platforns

that are supported by a given participant. It also

contains the logic for mappi ng MSDL nessages

corresponding to service requests to the appropriate
native service inplenentatiogzg[0569] Typically, an

i npl emrentation of the Service Adaptation Layer

includes the elenments shown in Fig. 4. Specifically,

- {'MEPILEYL SGeices can baddipttibticd actoay peer-to-ppdresmmniaidadng nodes,

will include the following elenents in a layered

@ach grovidinkOnessAgd @yithg bidbércBOeaNcHIAALE nlchRigs BﬁLIYlb @8d
interface entry points as described in the M5

i okl 6\0 Solbdtort NeBigned Vpeefidally Ef tBESFramEWoRlk 9DistRR& policy

access points, service invocation is nade, I|nput
RABRA&H: of RiiATH & ih f ;
Iayeg&?hato cor}espon S tolt ge%gcéﬁgégg%ﬁ%ﬁﬁ%ég??gggéam

j Satink Bkl in me sort of

ﬁ%ggg%gm%%%ﬁé?ﬁ%¥u%f§ves t eégﬁ%ggggf‘g?‘sone type of

XM d Lndi ng support, and.lo evel X arser and

it o 0207 BB B RRG g3 Snen g5 il S Ebaipes
he. avai l.abl e native services onto which the ) .

ISR e %fﬂgfwss A EpOCISoR Y TeD AN COBPHISE HYhog dtelligent

agp,ped. 10. 2. Franmework Support Library [0570]

YiES 1566 hEP¢/e vayatal o/ pirg/pea. htmy dqre, 2B KDSTigHed as a
Li brary provides a collection of optional support
romanpaton medeladlowing netwerkenodes teefyapheirigally eomsinhg and
participate in the MediaDrive franmework. How the

prppde servicdsrodill sbgs. PR tnessedingand ek flom solbftion bjlewtrich
col l ections of functions, etc.) and howit is

serploesrrriieatinainidally areatddiefpen ditRrofentfs sbBsfiBsRbrimitive

platform There may be nultiple versions of the

seipfees.t Thik BRI dR@itiohd il fossbRifis P tddtinbYwhehithe
the general case, the functionality availabl'e wthin

| ERRe®HROAtEs drk BErdicds bNRhMAGSAAMR/pRS, 3Ll udlig Iifrent service
~follow ng: Service Proxy - encapsulates the

bitRies O Baltotiimddidbs MBARDES e Radblh @) él%vﬂ%daem%&ia fsm%s
t ted set O

a-service Invocation request to a targe

AN él{aBl{hé’ !;tgﬂeh%?cg?ss (e?gr.],doonsumers, content providers, device

manufacturers, and service providers) to find one other, to interact, exchange value,
and to cooperate in rich and dynamic ways. The different types of services that
embodiments of MediaDrive can be used to coordinate range from the basic
(discovery, notification, search, and file sharing) to more complex higher level
services (such as lockers, licensing, matching, authorization, payment transaction, and
update), and combinations of any or all of these.

| [0547] Enterprise applications of MediaDrive are particularly intriguing as
enterprises move to service-oriented architectures. Through use of peer to peer service

orchestration, and distributed policy management, enterprises can allow their



receive a set of responses. MSDL Message Mani pul ation
Routines - functionality for manipul ati ng MSDL

nessage parts. Service Cache Interface - a conmon
service provider interface allow ng a node to nanage
mappi ngs bet ween di scovered nggfes and the services
they support. Workflow Collator Interface - service
provider interface allowing a node to rmanage and
pleparéraents af pubdish sarsicefintiERtes ks SaAQBS conlfigupsdiniotes, t he
basic building 141 blocks to orchestrate services.

@efsoadtided seivives by RligtbineftandSupFldrs, BidaRihg dRhefBRtied
by a node that supports nessage routing and supports

tHigtatchies! R IBHen LMH iBmaPRl SPdrh@tehifeh ogﬁﬁﬁ&&ﬁgr
a provi der

Notification Processor Interface - servic

L iReplchias GithPhe DQQKILHRY @ Medi aDrive node that supports

notification processing to sone well-defined

o R LSRR TR ARERIE YRR
[ ) .c. 10. 3. ' ' ) 0571] It,
TR 5 O e e

nmun tion styles supported in preferred . i
SO B SOTPxaitinde: P A BYel enchierstitoPRred e thin pideyisersuch os a
in different Support Library conponents such as the
sel phene (orgoryoiceAatogniion sgrviea) ortsaaulg-fageied fusktionality offered
communi cation patterns, including: [0572] Asynchronous
RPer the Woyldryidgtwabe(e.g. Tisheppimgissirvice). appr opri ate if
there is an expectation that fulfilling a request
wi || §6k®]daneésd brnafcte pehnydelifdefingtewandf inkegactimlgiveiti one or
does not want to wait. Here, the client submts a
megdeatvices.t h the expectation that it will be
processed in an asynchronous manner by sone
ser Vi ¢es55 ek Bind2de B core®finéiang prtQéﬁléjhiég to invoke a
endpoi nt may respond with an indication that it does
RefviceSHRAAEL. THYss @%lr%ﬁémtédfinta%déﬁrr OBl Wa9, such as
i's del, it may

node does support t
the WS- standard XML protocol, RPC based on the WSDL definition, or a function

invocation from a DLL.

[0552] Service Orchestration — The assembly and coordination of services
into manageable, coarser-grained sérvices, reusable components, or full applications
that adhere to rules specified by the service provider. Examples include rules based on
provider identity, type of service, method in which services are accessed, order in
which services are composed, etc.

[0553] .Governance ~ The process of exercising authoritative or dominating
influence over some item such as a musicl file, a document, or a service operation such
as the ability to download and install a software upgrade. Governance typically

interacts with trust management, policy management, and content protection.



return a response that carries a ticket that can be
submtted to the service-providing node in subsequent
requests to determne if it has a response to the
client's request. In a preferred enbodi nent,

servi ce-provi di ng endpoints fqpat support this node

wi Il cache responses to pendi ng requests based on

some internal policy. If aclient attenpts to redeem

a ti cpst4ppenah @"e@fd{mw PrE YRR 12 80iRunicaiéh MAdel supporting
response 1s avail able, or the response has been

SiRvRic38ERss BY scrViBesSIBF MArG6ipRLQVI di ng node, then an
appropriate error response can be returned. 142

[ 057 3&05?%2%5&@% N —%%hﬁéﬁf%ﬁ%ﬁ@ the MRABDIAFramework.

_C| I en mts a request _ or one or nore
PR Ot R A L BACARY g st
R AR, X W S —

submts request indicating that iit wants to receiye
TR UG cqpsumer Biselentses.sPRuprrecas sueh axagrdia
with one or nmore of its notification handling service
Playes.foi virtual periisg droviders aich@a gontenigiearshiengingh AR Mlicense
does not support this nmodel. Exenplary enbodi nents of
Prewidersoon dangent iaskerfsr Mediabrive acrviage swayibeedchvstraed to provide
[0575] None of the interaction patterns above
merasbudt abmpotitecekiicyg. and waiting for responses or
explicit polling. It is possible to use threading or

ot her[05p6laMbdlamMrapeSeilitCDaREPA B8z la@e ISBIL) DO bne
bl ocki ng and non-bl ocki ng semantics wth the above

éebdat@eyt, &t XIVEL RBERRbEEF lantPage tharQle¥ihELarkd R¥ e Hed]

Medi aDri ve- enabl ed endpoi nts nmay use diverse

St SRMIEEN of BT Rypek GHP hfé%éaggﬁ ﬁh;?/tn%e hEéﬂ%? g%rfmﬁflﬁﬁﬂ&?i)&ween

As a result, 1t"wll typi e desi e to use a

@d%&rpé{g?ﬁ%@i %@&%Mdﬁm@%ﬁ&ﬁ APl . The Service

r oxy ovi des a ‘comron in ace to the
functionality for allowing a Medi abDrive node to nake

ervi - s and recei ve responses for a set of
Par per iRy

t'ar ge ive nodes. A service proxy may be

i mpl efentlekigi hillustrates e telatbfelsf dmpbe instahéaoflthe MediaDrive
boundaries of a

framework. In a preferred embodiment, the MediaDrive framework consists of a

logically connected set of nodes that interact in a P2P fashion.

[0558] In a preferred embodiment, some characteristics of this interaction are:

¢ MediaDrive nodes interact by making service invocation requests and receiving
responses. The format and payload of the request and response messages are
defined in MSDL. The MediaDrive framework supports the construction of
diverse communication patterns, ranging from direct interaction with a single
service provider to a complex aggregation of a choreographed set of services from
multiple service providers. In a preferred embodiment, the framework supports the
basic mechanisms for using existing service choreography standards and also

allows service providers to use their own conventions.



client (in the formof a shared library) or outside
t he boundaries of the client (in the formof an agent
running in a different process). The exact form of the
service proxy inplenentation is preferably tailored
towards the needs of the platizg@rmor client. Use of
the service proxy is optional, although in general it
provides significant utility. Sone of the common uses
prl tAheereie initearéacp hoxyhai e Sh@&&ngﬂe‘b%rvmei%lﬁdlﬁgﬂﬂh% a peifered e

r .service_ inyocation. Encapsul ation of issues )
sur PBJ?}H@W@ -t dsERRH AT SERYicHI finisdngs s expressehiggpPL. In this
chagpdbdinRAlR ME@H@Q% hO(R’hﬁQf‘ filvoké BYhtERacRE aﬁ@t‘ﬁ%ﬁ fle as long

setup over fCP/IP, sone channel's may only support

unr &3 thabpedecvintaiface binding cende cypriser in Midlatehd s long as the
h al
oS in Rk RESGBlo h p To B FRSAE T i e

d et hinding. Heneapspikaf h andofuipests e weblservineriticrfyed, eequesting

di scove f_an. ti ' ive nodes for

nmes gg% m%% B? F‘W&"re‘gb‘r Su@?%ﬁ'gbéﬁg’ﬁf&%ﬁgé P ox may

have a dedicate connection to the network and )
gé‘ﬁ’ée’f‘?%m'ﬁr CoBaY Q@ eatrqlleg, (e85 Hghts managra)iin p standardized

r 0 Ufs%hﬁaﬂ%ﬂeettlfﬁf@ﬂh é/slpet‘ﬁ!’s1 6f fi8fis ﬁl&%%égﬁ%llt ehﬁ&gétﬁ)ns between

in a use I'scovery t

fi ng/lqtﬂllﬁﬂl‘il‘ﬁﬂ I@demq@dimugw@dw@t gcaﬂemedlwatatlm}s acceSS| bI e.
Agai n, hlelded

dera 1055 PRb DB ég‘f?rﬁ% ShiEH3E Punap T e s

PR B i 9%%\%4,%55 qes
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The, service proxy may be |nplenented as a static
COHEHEhmetirked Seaviggro Pt saftyvate rlisnts s apreferrest embrdiment, a
bi ndings, or it may be inplenmented such that it is
%P@@@VW%@W%# (8 dypicalbuindudes soges. or o f eheafoibwing
of common service proxy nobdels are: (1) the service
degixsgl medudest | y receives and returns MSDL nmessages to
the client, and (2) the service proxy supports sone

nat{ve pgotocol erstood b
N tlvg éerwces AP&J %w set op one (yr more services that the device implements.
There is no requirement that a MediaDrive node expose any service directly or

indirectly in the MediaDrive framework.

* Native Service Implementation — the corresponding set of implementations for the

native services API.

* MediaDrive Service Adaptation Layer — the logical layer through which an
exposed subset of an entity’s native services is accessed using one or more
discoverable bindings described in MSDL.

» MediaDrive Framework Support Library — components that provide support
functionality for working with the MediaDrive Framework including support for

invoking service interfaces, message processing, service orchestration, etc.



client. The service proxy can be viewed as having two
sides: a client-side that the requesting participant
uses, and a service-side that interacts with other

Medi aDri ve- enabl ed endpoints. [0578] Two primary
patterns of interaction betwegp the client and the
service proxy are: [0579] Pattern 1 (Figure 5a). The
client fornms MSDL request nmessages directly and

subm {85400 &ig. Providesecoticeptuplayy of hit eXedgstiry@mbRdangit of a
nore responses in 144 NSDL format that it w il

Medigiativynodee dThe actadl detiph anB MpRRDALIBH 06:8&Pondil€to each of
client may also submt explicit set(s) of service

Rl §HoRE tndd@led $811 typidaRy IR gsmtdz@ic@% Eé«g@{ of the

request. These sé€rvicé bi'ndings may have been obtained
by the client perform ng service discovery

@Per atg QR SnteRitHY PMEHY | Nformati on obtained from
previ ous request responses. [0580] Pattern 2 (Figure

5b). To1d Fig Balepistsoxiypmatlogimotiatarsctian phitemtbesiata two
nodel where the client may interact through sone
Mdialericomdes) iacatvicerepuastad andl asérdice prdvddser vi ce pr oxy
will accept, translating to/from MSDL to allow the

cl i enf0362] Pacrh ke reqicating hbdds bérepdvioe, akY flve of EAsmYRILK.
Here, the native protocol or a conbination of the
Pfiéalls HeF ot ocol and the execution environnent provide
any needed information for the service proxy to.
generate appropriate MSDL requests and determ ne

eui Mak¢ 2 servicy discovary rametsito tlicagsany Mebdes eaenablddamdis fhat

On j id ltiple t f patt f

O PR B3Ry ST B bR SRR EFES Rode may
serahiooss torcastiedhfogmbich aidut dcenadld RevieadPhe Mt&fReAnechanism
‘supported, .and, a With}\(iﬁgga client-side, the .

i nt @F SEYE°B ﬂlsﬁ%\‘feﬁéS%’eE‘é Linye nodesicandie Jnahanothgy service that a

basg@diaDrive ¥add @lo¥s@fto hpleffch® | ncl uding nature of
request, underlying comrunication network, nature of

A L S

pat¢hepse, totdispash aveqeesipioany or mdré of ths sevivepndddingmodes based

W tcpn %e&iﬂ%lsgrvice binding.

¢ In apreferred embodiment, two nodes that wish to communicate securely with
each other will establish a trusted relationship for the purpose of exchanging
MSDL messages. For example, they may negotiate a set of compatible trust
credentials (e.g., X.500 certificates, device keys, etc) that may be used in
determining identity, authorization, establishing a secure channel, etc. In some
cases, the negotiation of these credentials may be an implicit property of the
service interface binding (e.g., WS-Security if WS-I XML Protocol is used, or an
SSL request between two well-known nodes). In some cases, the negotiation of
trust credentials may be an explicitly separate step. In a preferred embodiment, it
is up to a given node to determine what credentials are sufficient for interacting
with another MediaDrive node, and to make the de_cision that it can trust a given

node.



potential service providers directly, and receives
responses back. This type of interaction pattern may
conformto multiple service bindings being rel ayed
fromthe client for use by the service proxy, or it
may be indicative of a broad¢gsst or nulticast network
bei ng present that a service proxy uses in relaying
nessages. The service 145 proxy may choose to coll ect

andTROt aéstins B6AOASHLs Qfe gl%bnﬁt%tMS]BLtr&ﬁ.leEﬂ rﬁ@stsage(s) that
acceptabl e response. [05 In the nodel shown in

Fi goorgspemsiiodhs Wé@tffﬁrmcﬁoes not directly
communi cate with a targeted service-providing
endPoceithe ninssagenstreated, ribistdéspatchelioshs targdtedsegvicaproviding

I nter e node .that relays the reque ejves

Ly OB A iRl e B ek TR Preesalobli b

pr ospnchrbhbss dris@ichedions RPE dtAE NoriidssdiR-dHiBtdd®Based on the service
Seryvi ce prOXépﬁﬁ unable/unwilling to directly support

anyPBfinenIsERFling o1 piTigr Fgiiesta dubisa g akireonses may be done
ser Jirdfy IBEQH&': &’é\n& SNERALN R MUiiaBAR §‘§Ivﬁ':g lI‘roc')H/ éfhe service

relat|0n3|pvv| an i nternedi ate node that

wi | Priony (deserhad E@hwe) ryevideosan abstmqti@man&mtelﬁ@elfmatﬂnémgo

di s r N h di ngs .
; orﬁlgé’sg%es% o?‘fegﬁ{iﬁﬁ’c r Vtg gllé ﬁlg:ﬂg%cf %brﬁ\ge ﬁ may HRie certain

Wi | darvige bindmgliswessuchnt esmipstitaé memgeformetsatrmppﬁ nie€@hanisms,
~di scover sui t abl e sgkw ce providers. Service

pro‘%‘ﬁss\%ﬁ%oé]&?%lsﬁ]é%eo B LkFage of an internediate node

t hat srocgports nmore robust collection and collating
Puncfts %mtqwngﬂ resipstohe srquaing npdewilb fywically receive one or more

CONEEHISAL p drgfr?ﬁé @x[ g% ggfrﬁ tﬁfbferﬁ@% Hf’téi‘garcg I'Bg%&l{ngf‘{}ﬁl the

service provil ternatively
addictiigshing noddie preffovecebdbe UESBCBTSBGS):HHS b eetinmicd lime deﬁiy of

at 0ssi bl e Vie | enent a
PRl reding, JoBSARRR, i KPCOIE B0kt BB i hengnee.
gglo]i?]@e nee;idngdé ma-ronten& vhep:a:;gt:&ﬂ rmgde(ip nfay pééy tlhfdugw other
tor n referre nt
o1 PR PR Tt 8 SaP R e A ey gt MeBAD b eberves dncluding,

r eqgl@sicuting] thusefrhflatioRgsiifGos amcaﬂ&alo%ffuﬁ&ﬁfngl &ating
mechani sm that can nmanage the flow of events of a

o€ PR SlequdBRZHEI AN 03RS Bt/ rBLRHs {148 chited HAURGes to the

negotiated trust semantics between it and the service providing node.

* Appropriate processing is then applied based on the message payload type and

contents.

[0563] Referring once again to Fig. 3, from the service providing node’s

perspective, the flow of events is:

* Determine if the requested service is supported. In a preferred embodiment, the
- MediaDrive framework does not mandate the style or granularity of how a service
interface maps as an entry point to a service. In the simplest case, a service
interface may map unambiguously to a given service and the act of binding to and
invoking it may constitute support for the service. However, in some

embodiments a single service interface may handle multiple types of requests and



- wWith a'service request arriving at a

transient and internediate results, and ensure that

the rules (if any) associated with fulfillnment are

foll owed. This functionality can be provided in the
formof transaction coordinators ranging fromsinple
transaction nonitors in relayhpnal databases to nore
general i zed agents as seen in crosoft MIS/COW. In a
preferred enbodi nent, the 146 W rkflow Collator is a

pr og paEREHEcd WEORRY SoMthin AUA Ut GTbudE tha REddiB HBREASined
orchestrate the processing and fulfillnment of service
i nvBelars »aeiermipatge) capbeanasiedhas therpdspypenttsshe specifisally desired
Wor | ator can be tailored towards a specific
Nbd?%%@?%gngndpoint's characteristics and

O FERERbE s e PR Ant Pasrv SRR At ifl musts
qu ethg_rrgq%e@tiﬁrg) ﬁ@iesthia a&gdtv\%ta;??efd bs té%x{] it,'b%ltr&sft @fb_ﬂgiﬂiaili) M a
coordi.natjon. A si e r ow ator provides an
i nt BffeEd eFlgbm@_PB?tg%éa@#és Pevhstasrdhe sgrvice pﬂ?qva%ﬁr;dem@es
es §agteny FMichukdodiaR Wit tH s§rv1'¢etinfeffa9é)§rﬁl qhig }{?gy
supporf_ a wde variety of functionality, | nc?_ I ng:
@I L Re %Pogﬁ@ér‘ﬁ'e&?mfn%g Hﬁ? b3 afta-;es gﬁﬁl%ﬂ%&tgo%cr% : ﬁ’egtgsé to those
I mpl'e "aggr ega Fon 0 S

processi ng. service respon
I Nt Mediatiriqeaside@) raspamsitde for althoriaingaicdse sd thatinterfacefin order to

i ce request,s, and ser e respqnse

vt Bingip e RGeS TR HE PR, MsBeny SRPaa Dy suthorizing

or Chedd dnd!th® Ber0ice PrividiRk AodW NI BEhE 8516 Shifty 2 (B8ANMpAShing
responses I n order to cneate a Co osite service.

[ 0587 prepepsing of the mphertzatomrrapest il e doral aperations invoked

i nt i The- 21 | § j :
fhéedn iﬁPfi‘gl‘R%Ef@f Medﬁ@ﬁﬁxﬁeQE&E&QﬂﬂeﬁQc%}gg%l%%rsﬁ%lgﬁgiodg Zunctmn

andeyei pgnt.accept ed t hrough the node's Service

Adapt ati on Layer. The nessage is handed off to the

WSDUphve s@eiyéngiheputhiosizativn responsd, iftht yeqiestitg mde id sithorized,
turﬁpbe driven.2¥ Hﬂ&ﬁﬁ rkflow Collator to fulfil

t he ga{yégetprgwg ¥t 1} thedegpissts & nopfnappraprisieyesnonge, o
basingssaf® tartbdpdRefe@f service processing patterns. In

a common sinple case, the fulfillment of a service

le€ qﬁéf@sﬁ&ﬁe DfesEfRi € RAithEFbdsad Bn Pld BHfice interface binding and

request/response 1 nteraction pattern
requesting node’s preferences. En route to the requesting node, the message may

pass through other intermediate nodes that may provide necessary or “value
added” services. For example an intermediate node might provide routing, trust
translation, or delivery to a notification processing node that can deliver the
message in a way acceptable to the requesting node. An example of a “value
added” service is a coupon service that appends coupons to the message if it

knows of the requesting node’s interests.
9. MSDL
[0564] The syntax of messages associated with service invocation are
preferably described in a relatively flexible and portable manner, as are the core data

types used within the MediaDrive framework. In a preferred embodiment, this is



where the processing is idenpotent and the rules for
processing the request are conpletely expressed as
part of the request in MSDL. But, the fulfillnment of a
service request may depend on multiple MSDL nessages
arriving, processed asynchroppusly 147 over sone
period of time. In this case,” the processing is part
of a potentially long- lived transaction nonitored by
boRmMIEKSd QL BEO fesclifRSBlan kit RYER WIRHE rERR & herein as
scenarios, the fulfillment of a dgiven service request
> L . - .
HMEAIBEVE S%%&e@és%%@%dp%ﬂgg, ]QFMS%IP. fn JOHRS hfig}i

coor di nat ed ion. or processing t

. xpressed in DL.t hat..can _optianal,l .
RS bR s o B EPRe SbOR a5 BrdPils] Mt describes
description standards such as BPEL. In the
AP ment of a request, a node's Workflow Col | at or
may depend on functionality through some set of | qcal
i nt er f(giééi Typ preferprghembpdanent; MRQRIhissoreM Lgshsmappassd
nodes. [0589] Wen a MSDL request nmessage is given to
fersripienk lnggpsedhat smbpdics an exfendibleisaieel dafttypesraabliie thet
rules are for processing the request. Dependi ng upon
deseriptionpinshesmpsition of servives Wt thilrawsoCité¢danterface bipdings. Many
service description logic may be represented in the
6bthmobfecttypesdadviSDataee pelgmionshié enid eandet extdndsd tovsuppsrt new
that the node exposes, or it nmay be represented in
fagdoddliay. 18 upbeleired BBbEIiNRES Sibagic MSRL Fesfile Hefees afBinifoum
expression of the service processing |ogic such as may

88 o858 {8 dndl i cBshg e PRIELANBrtid N RIMADE e OV cfaetidPbdterns and

architecture is preferably nodul ar and extensi bl e,

AHRBEARAP ARLHS RS ;T#%{bea@'vﬁfyrsﬁmm%e%ﬁ%a g@ﬁtger ML

i tsel f supports a’sinpl of expressing .
8o OMRPSE AL b BBy P A0V PR BT b R G form

interpreting servi ce-conposi tign a rgcessin
bR el SRR AR AR GR b MSDL
need t.0 detern ne, whet her the, NS nessage shaul d be
 BSEpdaie e Gl BRSNS PRt Pl pHgRding Ergatines. 1 one

fu] fill ment rocessi.ng lifecycle, or whether the NMSDL
Freeedigent, the MsSPLs Gereprgludes definitions fr semgior all ¢f thegfollowing
ongoi ng transaction. MSDL nmessages include |IDs and

matos dagie detadypesan be used

» Node — representation of a participant in the MediaDrive framework.
» Device — encapsulates the representation of a virtual or physical device.
e User — encapsulates the representation of a client user.

» Content Reference — encapsulates the representation of a reference or pointer to a
content item. Such a reference will typically leverage other standardized ways of

describing content format, location, etc.

* DRM Reference — encapsulates the representation of a reference or pointer to a

description of a digital rights management format.



for purposes of making these types of determ nations;

it is also possible to extend 148 MSDL nessages to

i nclude additional information that may be service
transaction specific, facilitating the processing of
messages. 10.6. Notification ggrvices [0591] In
addition to both asynchronous and synchronous RPC-1i ke
communi cati on patterns, where the client specifically

| D (geRli&S @ntfaﬁgﬂz?c% the 'iléhrts&ﬁfbtlo lof BSE: opRbeiiSadiNed functionality
responses or periodically checks tor responses throug

r ede#pettesifron angde.i cket, preferred embodi nents of the
Medi aDrive framework al so support a pure nessaging

t ¥ pSeoficcBmdingi-caichpsuliied 4 gyenifleasado@bminimidatd with a@érvice.
notification. The followng elenments constitute the

COr R bEd: @ﬁ&%sﬁﬁﬂ:s H@é@ﬁ:@ﬁf& ¥REFiIEE sétrbfttaﬁrgeted nodes.

notification anewor k™ of a preferred embodinent:

I\btl - specified type

ﬁéf/‘ﬁ cf%gr gg%ag;gﬁﬁf%g%}e&? res?éghqlk‘gsél aDri ve-enabl ed
|n(§ns(n %1 Notification Icﬂ E]%est - criteria

use T TGe L gP?ﬁpﬁ a‘wﬂgtrﬁs&onso?a&sq/c‘éﬁe aFYe taccept a

gi vg%notlféﬁatl on. Notification interests may incl|ude

i ht dveques Reslerensmapsylates thegesulty ﬂé@llbff IGSPHE |ﬂ§%90’(aéedg‘“th some

nodeedudst. user id, etc.), events (e.g. node di scovery,

servitce discovery, etc.), affinity groups e.g., hew

jazz cﬁQﬁéG]c@rﬁﬂ@mT)bOdmenj,ethe M3 Dk &oegjociudss de(fen@ons for some or

advertisenents). Notification Payload - the typed

cadhefkthe follbfwing basi¢ farcats:on. Payl oad types may range

fromsinple text nessages to nore conpl ex objects.

I\Iotlflcatlon Handl er, Service Interface - the type of

o%r AHRSTHZAER B ARCTHREATRERENEHO AWIOBKS HUTF PRESIFOHS Hegs 2

be ke&Rieved. The service provider also describes the

notification interests associated with the interface,

S o e CEER oM B SRy 80 g,
f or indlimbngtieiabildntd lmavedhe sanvice prvidinle asde forwardtké mgssage or

en pghe& l\{ﬁfalefl cs%tl on Processor Service - a node
t hat B SB1eLe BESSARSSchi ng not i ficati ons

e Node Registration — a request or response to perform registration operations for a

node, thereby allowing the node to be discovered through an intermediate node.

¢ Node Discovery (Query) — a request or response related to the discovery of
MediaDrive nodes.

¢ Notification — a request or response to send or deliver targeted notification

messages to a given set of nodes.

» Service Discovery (Query) — a request or response related to the discovery of

services provided by some set of one or more nodes.

» Security Credential Exchange — a request or response related to allowing nodes to

exchange security related information, such as key pairs, certificates, or the like.



to interested nodes, delivering the notifications

based on sone policy. 149 Notification Originator -

a node that sends out a notification targeted to a set
of interested nodes and/or an internediary set of
notification processing nodegzg [0592] As with al

MSDL data types and nessages, the notification,
notification interest, and notification payload are

[er e@?ﬁr@@é Y réprésR@iatbQuestSididgontiielated wolB&iNIAL b nf&bhaty
handl er_service interface is preferablg subject to the
san#pgradet ho pne embediment ¢his servieads pungly ebsteact, Wethi etlver pwefiles
seryice:d ' [ect to. Thus, even though a
giJé%gﬁg#?%?éggﬁgﬁhﬁgéHﬁ%ﬁbh in ternms of interest and
acceptabl e payload, a node may refuse to accept a

A6t i f iAcdhiteoliriayedion some associ ated interface

policy related to the internediary sender or

ori gi ggtin r f. notification. [0593] Fig. 8
depic?gla ge %%g%%gﬁF%g%PP5n processi ng nodes

di scoyest7h&eferringlencd dgain toe Q@ the SchdcoAlhpthiiad LoRr can be
handl er service. As part of its service description,
ubel torepesctthehatBdRpOAdets) 06 & Phichi@ntidtithé MedidDeR& framework. In
designates what its notification interests are and

whadferd@l érhbsdikN MEIYL fated YPESABENRS &?ﬁ:‘e@i@cﬁﬂy bida¥ne
be de Any

Fig. 9 depicts how notifications can ['1vered.

BQYRe SR Yhd o?ﬁ‘lto# fﬁ?erﬁzrc%g iAn&HriEQd%’sggﬁt‘f(ﬁl y Efgh lindiSde other

processor o e notifTication, cou

_ i.b f i Veri i Notjfication processors
' Erﬁg{ﬁ?%ﬁéb%lglufi g{ghsgﬁl(ﬁ oé%ilr?gt%? efiitoggwn&hs fromforeign
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ef 4658 i {he Seyice: Service Di scovery [0595] Preferred

enbodi nents of the MediaDrive Framework support a set
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[0568] In addition to serving as the logical point at which services are
published in MSDL, in a preferred embodiment the Service Adaptation Layer also
encapsulates the concrete representations of the MSDL data types and objects
contained within any MSDL profiles for those platforms that are supported by a given
participant. It also contains the logic for mapping MSDL messages corresponding to
service requests to the appropriate native service implementation.

[0569] Typicaily, an implementation of the Service Adaptation Layer includes

the elements shown in Fig. 4. Specifically, a typical Service Adaptation Layer

implementation_ will include the following elements in a layered design:



Cient Driven - a MediaDrive node explicitly sends out
a request to sone set of targeted nodes that support a
"Service Query" service interface aski ng whether they
support a specified set of services. If the requesting
node is authorized, the seryge providing node will
report that it supports the requested interfaces and
the associated service interface bindings. This is
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exi stence of a service via a notification. Such a
iietlpwingat i on may come in many

¢ Service Proxy — encapsulates the functionality that enables a MediaDrive node to
make a service invocation request to a targeted set of service-providing nodes and

receive a set of responses.

¢ MSDL Message Manipulation Routines — functionality for manipulating MSDL

message patts.

& Service Cache Interface — a common service provider interface allowing a node to

manage mappings between discovered nodes and the services they support.

*  Workflow Collator Interface — service provider interface allowing a node to

manage and process collections of MSDL messages. It provides the basic building



151 fornms, including notifications related to a
general status change in a node's state, or a node
explicitly sending out a notification related to a
service's availability. 10.8. Service Authorization
[0599] Before a MediaDrive nogg allows access to a
specified service, it preferably first determnes if
the requesting node is pernitted access. In a
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client does not want to wait. Here, the client submits a request with the expectation

that it will be processed in an asynchronous manner by some service-providing
node(s). A service-providing endpoint may respond with an indication that it does not
support this model, or, if the service-providing node does support this model, it may
return a response that carries a ticket that can be submitted to the service-providing
node in subsequent requests to. determine if it has a response to the client’s request. In
a preferred embodiment, service-providing endpoints that support this model will
cache responses to pending requests based on some internal policy. If a client attempts
to redeem a ticket associated with such a request, and no response is available, or the
response has been thrown away by the service-providing node, then an appropriate

error response can be returned.



Request/ Response Attributes - a nodel where trust
credentials are exchanged through MSDL request and
response nessages, optionally including the
credentials as attributes on the nmessages. Explicit
Exchange - a nodel where trugy,credentials are
exchanged explicitly through a service-provider
interface that allows querying of information rel ated
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This i's generally the nost involved nodel, typically
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trusted relationship. [0602] In the scenario depicted
i ithong ormore gfis §0%§§Ph@%&ﬁa$ig@ seraeranteriare. Adiadeamayyrespond
via a security credential service if a given node
dudiptingdhatht does poesuppod this hegieR ] Exemplatsticmbodimenty ¢fdbe
basi ¢ nodel s, the Medi aDrive framework preferably
swpfoation frammdyrark bicodescobed edse. di f f er ent appr oaches.
- For exanple, the comunication channel associated

Wi t h g0SHTINdneus tietinsedotion@abibmg bhgreMRyesbi®atesbidciting and
boot strap the exchange of other security-rel ated
N RERNor adspoliRE 6r hplRAtJNifY, It iSPERMMHNBe threading or other
security-related credentials (which may have sone type
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| f channe

fthe establishnent of a secure conmmunT catl on

ASEPHL AL ‘Y%ﬁ&%%n{;gg%ﬂi&ﬁsi nterface binding. [0604]

I'n summary, semantics and the processes
that nust be followed to establish trust will vary

from q%@it %emceggltoix&y. I n sone situations nutual

trust between nodeS - may not be required. This type of

dy nam[651é thedigieresasabl&Bendpoints mayreset dieabd dis¢oeng name

fl exi bl e nodel that provides a comon set of

fresoiidtion] &Rl trdidport protocols. As a result, it will typically be desirable to use a
flexible and extensible communication API. The Service Proxy API provides a
comumon interface to the functionality for allowing a MediaDrive node to make
service requests and receive responses for a set of targeted MediaDrive nodes. A
‘'service proxy may be implemented in a variety of forms within the boundaries of a
client (in the form of a shared library} or outside the boundaries of the client (in the
form of an agent running in a different process). The exact form of the service proxy
implementation is preferably tailored towards the needs of the platform or client. Use

of the service proxy is optional, although in general it provides significant utility.

Some of the common uses of the service proxy include:



allow different entities to negotiate
context-sensitive trust semantics. 10.8. 2.

Pol i cy- Managed Access [0605] In addition to
establishing a trusted rel ati onship between a set of
interacting nodes, before a gggvice providing node
allows a requesting node to access a service it
preferably nust al so determ ne whether this access is

per i donfiflo) 2E@EbIRTA PIFDY sddick fwodsfmci ated with the
-service interface. The MediaDrive franmework provides
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client, and (2) the service proxy supports some native protocol understood by the
. client. The service proxy can be viewed as having two sides: a client-side that the
requesting participant uses, and a service-side that interacts with other MediaDrive-
enabled endpoints.

[0578] Two primary patterns of interaction between the client and the service
proxy are: |

[0579] Pattern 1 (Figure 5a). The client forms MSDL request messages

directly and submits them to the service proxy. It receives one or more responses in



preferred enbodinent it is required for

interoperability that the authorization request have
some standard formthat can be exchanged and handl ed.

The "Aut horization”™ query request, which is

extensible, is capable of cat#44ing a flexible payl oad

so that it can accommopdate different types of

aut hori zation query requests in the context of
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SAMicTdsddREryldpREatiBhs) ok 8 Gsifg WaKrRdtionRASEAADESA previous request
envel oped Sécurity Assertion Markup Language form of
abdoRsdszation query. [0608] In a preferred

enbodi nent, it is a requirenent that any authorizing
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priouhetéon foo the. sef\0G0ADXY to gemerabrdppadpriate MSTHerequests and

"Aut hori zation" query response, though extensible,
detesitesuiiibla tsgetpbwidedinditgs if neiessre i f access is

‘granted or not. Qher 155 forns of this response for
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of obligations that the requesting node m ght have to
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granted. 11. Consuner di a plications [0610

EiiRAlicHBMdS afhidYRsh Glni-Yi8e Ao a(%’ﬁ)?%ahgmls IR b HilbRdSind may

consuner devices to a nunber o I fferent services In

.- %m[?ﬂatsi:d b & R/ﬁlqe@ ¥ Eﬁ%ﬂﬁ&ﬁu&iﬂﬁaﬂx@%ﬁ&ﬁﬁes@ underlying

communication network, nature of application, and/or transport protocols associated
with any tafgeted service bindings.

[0582] In one pattern, the service proxy initiates communication with multiple
potential service providers directly, and receives responses back. This type of
interaction pattern may conform to multiple service bindings being relayed from the
client for use by the service proxy, or it may be indicative of a broadcast or multicast

network being present that a service proxy uses in relaying messages. The service



personal and | ocal area networks, honme gateways, and
I P and non-1P based wi de area networks. For exanpl e,
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10.5. Workflow Collator
[0585] In a preferred embodiment, the fulfillment of most non-trivial

. MediaDrive service requests will often require some type of coordinating mechanism
that can manage the flow of events of a request, manage any associated data including
transient and intermediate resulfs, and ensure that the rules (if any) associated with
fulfillment are followed. This ﬁmctionality can be provided in the form of transaction
coordinators ranging from simple transaction monitors in relational databases to more

generalized agents as seen in Microsoft MTS/COM+. In a preferred embodiment, the



apply differently in various contexts to different
downstream val ue chain elenents. A consuner gateway
typically has a much narrower set of concerns, and an
end-user device typically has an even sinpler set of
concerns, nanely just playing4s6he content. [0612] Wth
a sufficiently autonmated system of dynam cally
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dreludiaat ent providers in the digital content donain,
.as content is provided through a rich infrastructure
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-accepted through the node’s Service Adaptation Layer. The message is handed off to
the MSDL Message Pump that will initially drive and in turn be driven by the
Workflow Collator to fulfill the request and return a response. This pattern is the basis
for a number of service processing patterns. In a common simple case, the fulfillment
of a service request can be represented in a single request/response interaction pattern
where the processing is idempotent and the rules for processing the request are

completely expressed as part of the request in MSDL. But, the fulfillment of a service

request may depend on multiple MSDL messages arriving, processed asynchronously



centric eBusiness strategy where it is advantageous to
focus on the custoner using integrated informtion
systens and contact center inplenentations that allow
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conmuni cati on channel. This iig7also true for
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[0590] In addition to interpreting service composition and processing rules, in
a preferred embodiment the workflow collator will need to determine whether the
MSDL message should be used in the context of initiating a service fulfillment
processing lifecycle, or whether the MSDL message is just further input in the chain
ofan ongoing transaction. MSDL messages include IDs and metadata that can be used

for purposes of making these types of determinations; it is also possible to extend



[0616] Information Confidentiality and Access Control.
When an ASP provides a CRM sol ution, the business may
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¢ Notification Payload ~ the typed contents of a notification. Payload types may

range from simple text messages to more complex objects.

* Notification Handler Service Interface — the type of service provider interface on
which notifications may be received. The service provider also describes the
notification interests associated with the interface, as well as the acceptable
payload types. A node supporting this interface may be the final destination for

the notification or an intermediary processing endpoint.

» Notification Processor Service — a node that is capable of matching notifications

to interested nodes, delivering the notifications based on some policy.
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~ responsible for delivering it. Notification processors that choose to handle
notifications from foreign notification-originating nodes may integrate with a
commercial notification-processing engine such as Microsoft Notification Services in

order to improve efficiency.

10.7.  Service Discovery

[0595] Preferred embodiments of the MediaDrive Framework support a set of
flexible models for discovering services. These models can be mapped onto existing

discovery models. In one embodiment, the framework supports three basic models of

service discovery:
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[0597] Fig. 11 depicts the node registration scenario where some requesting
node wants to register its description with some other targeted node that is willing to
receive its description and cache it based on some internal policy. The requesting
node makes a registration request to a targeted service providing node and receives a
response indicating that the service provider cached its description.

| [0598] Fig. 12 depicts a MediaDrive-enabled node being alerted to the

existence of a service via a notification. Such a notification may come in many
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of the MediaDrive framework support the exchange of credentials between nodes that

can be used for establishing a trusted relationship. Within the MediaDrive framework,
trust-related credentials may be exchanged using a variety of different models. For

-example:

¢ Service-Binding Properties — a model where trust credentials are exchanged
implicitly as part of the service interface binding. For example, if a node exposes
its service in the form on an HTTP Post over SSL, or as a Web Service that
requires WS-Security XML Signature then the actual properties of this service

binding may communicate all necessary trust-related credentials.
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preferably supports combinations of these different approaches. For example, the
communication channel associated with a semi-trusted service binding may be used to
‘bootstrap the exchange of other security-related credentials more directly or
exchanging security-related credentials (which may have some type of inherént
integrity) directly and using them for the establishment of a secure communication
channel associated with some service interface binding.

[0604] In summary, trust model semantics and the processes that must be
followed to establish trust will vary from entity to entity. In some situations mutual

trust between nodes may not be required. This type of dynamic heterogeneous
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will be required to implement a standard service for handling and responding to
“Authorization” query requests. For example, before access is allowed to a service
interface, the targeted service provider may dispatch an “Authorization” query request
to all MediaDrive nodes that authorize access to its service, and access may be
allowed only if all authorizing entities respond indicating that access is permitted.
[0606] As Fig. 14 depicts, the service providing node makes authorization
requests to all nodes that manage access to the requested service, and then, based on
the decision(s), either processes and returns the applicable service response, or returns
a response indicating that access was denied. In addition to providing a consistent
mechanism, it is desirable for the mechanism by which authorizing nodes reach a
decision be as open as practically possible so that the most appropriate policy decision

making mechanism can be implemented for a specific platform and client.

MediaDrive is preferably policy management system neutral; it does not mandate how
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can accommodate different types of authorization query requests in the context of
- different policy management systems. In one embodiment, support is provided for at
least two authorization formats: (1) a simple format providing a very simple envelope
using some least common denominator criteria as input, such as a simple requestor
~ ID, resource ID, and action ID, and (2) a SAML Format that provides a way of
passing an enveloped Security Assertion Markup Language form of authorization
query.
[0608] In a preferred embodiment, it is a requirement that any authorizing
-node recognize and support at least the “simple” format and be able to map it to
whatever native policy expression format exists on the authorizing node. For other
formats, the authorizing node should return an appropriate error response if it does not
handle or understand the payload of an “Authorization” query request. Extensions to
the basic MediaDrive framework may include the ability for nodes to negotiate over -
acceptable formats of authorization query, and for nodes to query to determine what
formats are supported by a given authorizing _service provider node.
[0609] In one embodiment, the “Authorization” query response, though

extensible, consists of a simple form to indicate if access is granted or not. Other
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interface is to be granted.

11.  Consumer Media Applications

[0610] Embodiments of MediaDrive can be used to link various consumer
- devices to a number of different services in a multi-tiered environment that includes
personal and local area networks, home gateways, and IP and non-IP based wide area
networks. For example, interoperability has been successfully demonstrated in one
interconnected system using cell phones, game platforms, PDAs, PCs, web-based
content services, discovery services, notification services, and update services. A
present embodiment supports multiple media formats (e.g., MP4, WMF, et al),
multiple discovery protocols (for discovery of services over Bluetooth and through
registries such as UDDI, LDAP, Active Directory), and IP-based notification and
Wireless SMS notification on the same device. The orchestration feature is used to
- help the consumer overcome interoperability barriers. When there i_s a query for
-content, the various services are coordinated in order to fulfill the request, including
discovery, search, matching, update, rights exchange, and notification services. In
- preferred embodiments, it is desirable for a consumer to be able to use most any
| device, make a wish for content, and be nearly instantly fulfilled with the content and
the rights and rendering capabilities to both use and share the content. The
orchestration capability allows the consumer to view home and Internet-based content
caches from virtually any device at any point in a dynamic multi-tiered network, This

capability can be expanded to more advanced services that promote sharing of streams
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ways to provide an end-to-end interoperable media distribution system that does not
rely on a single set of standards for media format, rights management, and fulfillment
protocols. In the value chain that includes content originators, distributors, retailers,
service providers, device manufacturers, and consumers, there are a number of
localized needs in each segment. This is especially true in the case of rights
management, where content originators often need to express rights of use that may
apply differently in various contexts to different downstream value chain elements. A
consumer gatewéy typically has a much narrower set of concerns, and an end-user
device typically has an even simpler set of concerns, namely just playing the content.
[0612] With a sufficiently automated system of dynamically self-configuring
distribution services, content originators can produce and package content, express
rights, and confidently rely on value added by other service providers to nearly
instantly provide the content to all interested consumers, no matter where they are or
what kind of device they are using, Embodiments of MediaDrive can be used to fulfill
(or approach fulfillment of) this goal, or aspects thereof, and can provide means for
multiple service providers to innovate and introduce new services that benefit both
consumers and service providers without having to wait for, or depend on, a
monolithic set of end-to-end standards. One possible approach allows digital rights
management to be decomposed into éomponents with a more natural separation of

concerns that focus on policy management of service interfaces rather than on copy

protection. This approach has the potential to change the tension between consumers
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rich infrastructure of services that provide consumers with useful information and
instant gratification. Policy management can limit the extent to which pirates can
leverage those legitimate services. Indeed, MediaDrive is designed to allow the

network effect to encourage the evolution of a very rich set of legitimate services

resulting in value that will exceed that which can be provided by pirates.

12.  General Enterprise Applications

[0613] Policy managed P2P service orchestration appears to have some
interesting applications in the business world to areas such as supply chain
mmﬁgement (SCM) and customer relationship management {CRM). CRM is about
finding, getting, and retaining customers. It is a core element in almost any customer-
centric eBusiness strategy where it is advantageous to focus on the customer using
integrated information systems and contact center implementations that allow the
customer to communicate via any desired.commum'cation channel. This is also true
for suppliers. Most enterprises have some sort of hierarchy and departmentalization,
and the departmental and process view that works well internally does not necessarily
work well for customers and suppliers. It is desirable to allow an enterprise’s
departments to publish a comprehensive set of service interfaces for their department,
so that those services can be adapted by different customers and suppliers (according
to policy) in ways that optimize their own processes and services. This could be a
significant step beyond the enterpriée information portal.

[0614] Today, most enterprises implement CRM using relatively expensive
pre-packaged appllication suites that appear as monolithic software applications using

proprietary client/server infrastructure. These suites interoperate within an enterprise
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protocols and a distributed web-service infrastructure where communication not only
oceurs over closed LANs but also over MANS, and WANSs. This model allows
remote Application Service Providers (ASPs) to manage and deliver CRM application
- capabilities as collections of services to multiple entities within a business from
diverse data centers. The business unit or department becomes a portal and in some
cases an aggregator for these services. This can be seen in the context of the evolution
that the IT industry is undergoing in the area of Service Oriented
Architectures/Applications (SOA). Both the business’s and the customer’s interface to
‘the application related services can range from simple browser-based applications to
larger footprint PC-centric applications.
[0615] This new model still faces some significant hurdles that impose
barriers to its acceptance in the mainstream: For example:
[0616] Information Confidentiality and Access Control. When an ASP
‘provides a CRM solution, the business may encounter issues surrounding the
placement of sensitive customer data in the hands of another company. The company
- must ensure that only legitimate entities can access this information. From the
‘customer’s perspective they now potentially have a new relationship (whether implicit-
or explicit) with another company. What is need are infrastructural mechanisms that
.allow both the customer and the business to exercise access control over their
information.
[0617)] Application Extensibility. An ASP often aligns with a particular small
set of technology vendors and their associated products or services. Businesses often

prefer the flexibility to leverage a diverse set of technologies from different vendors.
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desirable to have infrastructural mechanisms that allow an ASP to quickly and

effectively integrate with new functionality provided from different technology
vendors or other ASPs. The application framework should also allow for integtation

* of CRM services provided directly by busiﬁess units themselves based, for example,
on in-house developed extensions.

[0618] Service Level Agreement (SLA). A business’s service requirements
will usually not be static. Instead, they will typically vary based on changing business
conditions, including new functionality driven by competition, operational load

- characteristics based on internal business activities and the number of customers
being supported for a given activity, and the ability to leverage lower cost service
alternatives. In some cases these changes may require human intervention over a
significant period of time, but in other cases the changes can be automated or quickly
reconfigured based on a set of specified rules. For both of these cases one can view
the CRM application services as being orchestrated into é new configuration based on
the existing environment and the authorized agreement between the ASP and the
business unit. These types of applications can be characterized as being self-
organizing.

[0619] Embodiments of MediaDrive can play a role in addressing some or all
of these needs. For example, embodiments of MediaDrive can be used to provide the
necessary infrastruqtural building blocks required to address the above requirements

in building dynamic, service-oriented, self-organizing applications such as CRM and



180 APPENDI X B Digital R ghts Managenent Engi ne
Systens and Met hods RELATED APPLI CATI ONS [ 0627]
Appendi x B corresponds to U. S. Provisional Patent
Application No. 60/504,524, entitled "Digital Rights
Managenent Engi ne Systens antéMet hods," by Glles
Boccon-G bod, filed Septenber 15, 2003. This

% Iig}gtion (Appendix B) is _related to ) )
gﬁﬁﬂ’ {p-ondy frsiedy authgrized enfitics bava acapssite twenestinempservices and
60/ 476, 357, entitled Systens and Met hods for

pdeymationpeer Service Orchestration, by WIIliam Bradl ey
and David Maher, filed June 5, 2003 ("the Bradley et

al . apyi20t Hig. dh illystraep @rsdénarid)showiReftemeledmDirive chilnbe used in
Bradl ey et al. application,” here, in Appendi x B,

thef ;conteix Do Ajuhieadh K CRAM-rel by eervicelRlifeten A SIIE0I AT I iNe
[0628] A portion of the disclosure of this patent

- SQpai® oDt NP, BbusikkRlunitid hSIB té SseStNARE oft @ fferent ASPs to
copyright protection. The copyright owner has no
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he patent docunent “or the patent ure, as
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O fice patent files or recor erw se
. ight rights whatsoever. FIELD OF THE
P%%E%%%%Nﬁbhgggﬁﬁﬁﬁggbresent i nvention rel ates
gener the disirjbution and use of igital .
o or Rl e ettas Thikd's i ameeisihat e azeg‘é%w@ﬁ%ty
and. hods aéf i scl osed for providing, supporting,
ByIsH by Prefgee ﬁp’g?filg%eﬂﬁ Qi hesMediaBgiy pdismegiok. jacluding some or
BACKGROQUND 181 [0630] Networks such as the Internet

plhoEths delinpenghe predom nant medi um for digital content
delivery. The energence of standards for web services

Pr Q. $6: glerate.this tre e | conpani e
LT TR LR
By describing the necessary interfaces and providing the appropriate bindings

(using Service Adaptation Layer) either at the level of the ASP or directly on top
of existing CRM software suites, it becomes possible for a business to use a single

ASP or multiple ASPs with diverse CRM technologies from different providers.

¢ By accessing customer data through the MediaDrive framework, it is possible to

leverage its rich policy management framework for access control.

* A department can access the necessary CRM related services for its application
through the service proxy, thereby insulating the business unit from issues

surrounding compatibility of transport protocol, data formats, etc.

* Interactions between departments, data warehouses, and applications service
providers in the MediaDrive framework can be governed. Preferably, only
legitimately authorized entities can access the services, and service invocation will
occur only if the different MediaDrive framework participants can establish an

acceptable level of trust in their interactions.



interoperate with nultiple software platforns and
cooperate with other web services via standardi zed
mechani sms.  SUMMARY OF THE | NVENTI ON [ 0631 ]

Enbodi ments of the present invention provide a digital
rights nmanagenent engi ne thatell everages the web

services nodel. In contrast to many conventi onal

digital rights managenent (DRM systens, which require

r el dlervied gomposphinsnd oathestraiva. IGRMupplighions hiessalf-osgaézing in

engi to handl e protected. coptent, t pr esent
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nmodel [0622} Iy @irdBPembodiinent; BbdeMadad ifBnplen®nted using a set of
relatively sinple, yet can be used to express
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[0633] Preferred enbodi nents of the present invention
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and XACML, and, in a preferred embodiment, MediaDrive offers a policy

management services interface, so that any suitable policy management frameworks
and/or policy expression languages could be used. |

[0623] By way of background, PolicyWorks is a set of software components
that can be configured to originate, deploy, manage, and enforce rules, rights and
policies regarding the use of network-based content, services, and resources within
and among enterprises as well as between enterprises and consumers, Noting that
enterptise policies or controls often need to interact with means for identifying users,
credentials, directories, content metadata, and other policies and controls,

PolicyWorks is designed to be efficiently integrated into an enterprise and to leverage



prograns that enforce governance policies). For

exanpl e, in one enbodinent the VM may consist of only

a few pages of code. [0635] Modularity. In a preferred
enbodi nent, the DRM engine is designed to function as

a single nodule integrated intgz a | arger DRM enabl ed
application. WMny of the functions that were once
perfornmed by nonolithic DRM kernels (such as
ceypfinggppaieationarditectosies, cad idvatifieajivasystémbr Agoalhe PolisyWorks is
envi ronment, which nmay provide these services to
otdﬁménpﬁfycmdmmdﬁyltbessecﬁm msambmws od peligoessl fubes across a variety of
i ncorporate standard or proprietary technologies with

r el apidications rah@i6g Glonth@wbiX dridtdle shaea las,&s@ﬁlah ment,
nodul ar design, preferred enbodi nents of the
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ORBLER By '&IP@t%FlcP fesr se{'@&% 74nd%ﬁ§hm§rrﬁécﬁ% %lﬁ)q?ré?tlon agphcatlons

enbodi ment's of the M engi ne are suilt

f API

2 e S G G A et
t t.h trol | et el

RS oS R RSl SEL oL o o1,

users to adopt particular content formats or restrict

CONRVErmed CR4tdn —[ﬂﬁé”ﬁiter%%@’%de& 8l layp ﬁgﬁgﬁé ét%h ab thole

preferred enbodi ment, the DRMenginhe'1s based on a
S| nﬁ?"é“@?@p@@b’&%‘é@m@e agtiests of theye applidatipnsasgirding a specific

r quﬁ%ﬁﬁe' nferf e &Sseilwﬁg V’?R&éihr e{ngqte%cr: G E%Q%efnfe g} rs]i%ﬁ

gra he vertices in the grap presen
t he POlB%éW erks, Iamdlddlg Briistdntedgeity pege@®aniccess control, usage

reI i.an be ween these.entitie

oAk B3 RS B b Gt bient  feh thig dnferface, an
| V er hppiﬁﬁtlam dareﬂgle@aﬂ ®eh aebhite, of fes@itte Q@e{ilabléuhﬁier IIJJOhCY control,
appl i.cati on. Q%ngﬂm ess Integration w th

Ser ¥ ﬁsmﬁ#fé’ feqpigmends e a@é‘ou@ﬁe%é% go\cance
I N eMBéRInt WRthPsulfed th%’h’i’émécﬁ anH% LaGESs r?e'&?s %g&@?o{ré}n the item.

- the_ aut hOTI zation rap ~can ynam cal overe

thrBQ@%ﬂg@ﬁﬁﬁﬂﬁﬁsﬂ@ﬁﬁ?@ﬁ@nwmbmWﬁGnﬁennz$ﬂ&nm&nﬁhhn§bdf
aI S Qoléﬁm%' 13F QA" VeARTked Sl ch i hERld Sl P@'(\)Arecﬂgn Mtechanisms in

Mlcrosoft Office and Adobe Acrobat, and the code resource and service protection
mechanisms afforded by J2EE EJBs and the Microsoft .Net Framework.

‘¢ Policy Query — This interface is used to determine precisely what actions are
allowed with a governed item, resource, or service for a given user, set of
conditions, environment data, and any other relevant factors. A response to a
query can include a permission and/or additional conditions and obligations that
are concomitant with use of the item. The governance component, upon receiving
a response to the query, takes responsibility for enforcing the policy, and
executing (or causing to execute) any obligations and monitoring the

consequences of the requested use.

¢ Credential Query -- This interface is used by the PolicyManager to determine

attributes of the user that may play a role in the policy associated with a governed



sophi sticated web services. Al though the DRM engi ne of

the preferred enbodi nent can be configured to

| everage web services in many places, its architecture

is independent of web services and it can be used as

a stand-al one client-side DR¥bh3kernel. [0640]

Sinplified Key Managenent. |na preferred enbodi nent,

the authorization graph topol ogy can be reused to
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enveiRokisE skpressiamlaaguages erspeafspaieyin aerypyediseanditangeted
couggﬁg state, and so forth. [0644] In a preferred

enbodi nent, the DRM engine utilizes a graph-based

al gor (9625 156 M éx drfogher epplidatos whae hehbere of eintublly &8y énterprise
a DRM val ue chain. FIG |

can view their external vendor networks as one big virtual stockroom, with shipping

orders policy managed by Media Drive services, and billing coordinated through
MediaDrive compatible notification services.

[0626] Although the foregoing invention has been described in some detail for
purposes of clarity, it will be apparent that certain changes and modifications may be

made without departing from the principles of the present invention. It should be

- noted that there are many alternative ways of implementing both the processes and

apparatuses of the present invention. Accordingly, the present embediments are to be



shows an exanpl e of such an authorization graph. As
shown in FIG 1, the graph conprises a collection of
nodes, connected by links. In a preferred enbodi nent,
the semantics of the links may vary in an
application-specific manner. 18dr exanple, the
di rected edge fromthe Mac vertex to the Knox vertex
%ﬁﬂF Q qgg Knox is the —owner of the Mac. The edge
f FOMCRITG s ¢ Sbaim gnd nof Festritiye, and e byertionianotiia dg Limted to
a nenb r.of the Public Library. In a preferred
detailsg@veyrbareingi ne does not i npose or
|nterpret these semantics-it sinply ascertains the
exi stence or non- existence of paths within the graph.
[ 0645] For exanple, a content owner may create a
control programto be interpreted by the Control VM
that allows a particular piece of nusic to be played
if the consum ng device is owned by a nmenber of the
Public Library and is RI AA- approved. Wen the Contro
VM runni ng on the device evaluates this contro
program the DRM engi ne deternines whet her |inks exist
bet ween Portable Device 185 and Public Library, and
bet ween Portabl e Device and RJIAA Approved. The edges
and vertices of the graph may be static and built into
~devi ces, or may be dynam c and discovered through
services conmuni cating with the host application.
[ 0646] By not inposing semantics on the nodes and
links, the DRM engi ne of the preferred enbodi nent
enabl es great flexibility. The system can be adapted
to many usage nodels, fromtraditiona
- del egati on-based policy systens to authorized donains
and personal area networks. [0647] In a preferred
enbodi nent, the DRM client can also reuse the
aut hori zation graph for content protection key
derivation. System designers may chose to allow the
exi stence of a link to also indicate the sharing of
certain cryptographic information. In such cases, the
aut hori zation graph can be used to derive content
keys wi thout explicit cryptographic retargeting to
consum ng devi ces. [0648] Preferred enbodi nents of the
DRM engi ne are nodul ar, thereby




enabling integration-into many different devices and
software environnents. FIG 2 illustrates a typica
integration of the DRMclient engine into a content
consunption device. In a systemsuch as that shown in
FIG 2, a typical content co®Bunption event may
proceed as follows: [0649] The Host Application 202
recei ves a request to access a particular piece of
‘content, typically through its User Interface 204. The
Host Application 202 sends the request, along wth
all relevant DRM engi ne objects (preferably opaque to
t he Host Application) to the DRM engi ne 206. The DRM
engi ne 206 nmakes requests for additional information
~and cryptographic services.to the Host. Services nodul e
208 through wel | -defined interfaces. For exanple, the
DRM engi ne 206 may ask the Host Services 208 whet her
. a particular link is trusted or -may ask that certain
obj ects 186 'be decrypted.” Sone of the requisite
i nformation nmay be non-local, in which:case the Host
Services 208 can request the information from -
net wor ked servi ces—tlir oughja cofdifnét C access point
~ 214. -[0650] .Oace the DRM ej gu.ﬁaLB&&-~-as det e_r_'m ned
that .a pargrcul ar opefati of: 51 ' R
indicatgs”this and refurnsi
“keys tg"- Host SerV|ce 208;
Ren- ring. 210 {frgyptey

exanpl e,
DRM engi-r ,n-egrated |nto
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o i.nventio

devi ces, nethods, or conputer readable nedia. These

and other features, advantages, and enbodi nents of the

present invention will be illustrated in nore detai

by the followi ng detail ed ddseription and the

acconpanyi ng drawi ngs. BRI EF DESCRI PTI ON OF THE

DRAW NGS [ 0653] Enbodi ments of the present .invention

will be readily understood by referring to the

followi ng detailed description in conjunction with the

acconpanyi ng draw ngs, wherein |like reference

nunmer al s -designate |ike structural elenments, and in

whi ch: - 187 [0654] FIG 1 shows an authorization graph

in accordance with an enbodi nent of the present

. invention. [0655] FIG 2 shows a digital rights

- managenent systemin accordance with enbodinents of
the present-invention. [0656] FIG 3 shows various

_ objects-that a DRM engi ne can use for content

protection and governance in preferred enbodi nents of

the -present invention.. [0657] FIG 4 illustrates node

and |ink objects |n accordance with enbodinents of

the p §58]..FI G.. 5-i-llustrates the.
integra - irtual machine and.a DRM -
engi ne in ccordanc ‘h'enbod|nents of t he present

"0659] - Fi

accor dggss

decryptlo"
. of..ainovel , di
'descr1bed herf‘

Concebt‘ual View of ‘a MediaDrive Node

(@art of Appendix A)




description of -the inventive body of work is provided
~below. Wiile this description is provided in
conjunction with several enbodinents, it should be

under stood that the invention is not [imted to any
one enbodi nent, but instead ¥dconpasses nunerous

al ternatives, nodifications, and equival ents. For
~exanple, while sone embodi nents are described in the
context of consuner-oriented content and applicati.ons,
‘those skilled in the art wll recognize that the

di scl osed systens and nethods are readily 188

adapt abl e for broader application. For exanple,

wi thout |imtation, enbodinents of the present

i nvention could be readily applied in the context of
enterprise content and applications. In addi ti on,
whi | e nunerous specific details are set forth in t he
following description in order to provide a t hor ough
~understanding of the present ‘invention, the present

i nvention may be practiced w thout some or all of
these details. Mreover, for the purpose of clarity,
certain technical material that is known-in the art

related to the |nvent|on has not been_described in __

(Lly obscurlng the f
lrlr(ﬁi

TBaBV)

is encrypted uf'z
“'ContentKe' .. 08§

rul es expresse
308. [0663],€“
enmbodi ment, Cont ent object™302"i's ~a
obj ect. Its format and storage are not under the
control of the DRM R SR

. (part of Appendix A)




engi ne, but rather are under the control of the

cont ent managenent subsystem of the Host Application

(for instance, it could be an MP4 novie file, an MP3

musi ¢ track, etc.). However,1¥n a preferred

enbodi nent ‘the format of the content is such that it

all ows the association of an ID with the content

payl oad. The content payload is 189 encrypted in a

f ormat - dependent manner (e.g., with a symmetric

ci pher, such as AES). [0664] ContentKey Cbject 304:

In a preferred enbodi nent, ContentKey object 304

i ncl udes a uni que encryption key and associ ated |ID.

The purpose of the ID is to enable Protector objects

306 and Controller Objects 310 to .nake references to

~.Content Key objects 304. The actual key data

encapsul ated in the ContentKey object 304 is- itself

encrypted so that it can be-read only by the

reci pients that are authorized to decrypt the

content. The Content Key Object 304 also preferably

. specifies the cryptosystemthat was used to encrypt

.t he key data.. The cryptosysten1used to protect the -
.content key ‘ trlbutlon '

contain : gonthm
was used to- bj ect.. 306, . .
cont ai ns -enef S S

encrypt. the
Protector 30H
302, all of-
has been e , _
al’'gori.t hm anee bj ect 308:
Control objects™ T - al | ows
the DRM engi ne to make deci si ons regardlng mhether

certain acti ons on  Service Adaptation Layer

R4

(part'of Appendix A)




content should be permtted when requested by the Host
Application. The rules that govern the use of content
keys are encoded in Control objects 308 as contro
byte 190 code. Control objects 308 al so contain
uni que I Ds so that they can ¥& referenced by
Controller objects 310. In a preferred enbodi nent,
Control objects 308 are signed, so that the DRM
engi ne can verify that the control byte code is valid
and trusted before it s used to nmake decisions. The
validity of a Control object 308 can also optionally
be derived through the verification of a secure hash
contained in a Controller object 310, when that
~information is available. [0667] Controller bject
310: Controller objects 310 contain information that
al l ons the DRM. englne to flnd out which Contro

: ' ' nor e -keys

- 310 nmay al so contain In ormation t hat facilitates the
verificat obj ect s
308 with ﬁ?ﬁ?&?&?gﬁg%@g%Pgﬁgﬁﬁ%ﬁ?{%{I er objects
310 are preferably signed, so that the DRM engi ne can
eg:validity of the binding between the
304 and the Control object ‘308 that governs
‘as the., valFigify of tEe blndlng betmeen

t he Key I D and the. ac”

enbok -wher e 't he hash o

r ef et by the Controller: 231078 inehu

in-t roller object. 310;. ,fldlty of t he
; bj-ect -808°can be derlved wi t hout having to

separatel'ysverify the signature of the Control object

308.* 668] As previously indicated in connection wth

FIG 1, in a preferred enbodinent, the DRM engine
utilizes a graph based algorithmto verify

rel ationshi ps:—~ between entities in a DRM val ue Chaln
As shown in FIG. 1 the graph conprises a :

’Service Proxy — Client-Side Native Interaction Pattern

Fig. 5b
(part of Appendix A)




-191 collection of nodes, connected by Iinks. Node
obj ects represent entities in a DRM Profile. In a
preferred enbodi nent, the DRM engi ne does not have
implicit or explicit semantii®s for what the Node
obj ects represent. [0669] A given depl oynent (DRM
Profile) of a systemusing the DRMengine wll define
what types of principals exist, and what rol es and
identities different Node objects represent. As shown
in FIG 4, that semantic information is typically
expressed using Attributes of the Node object. Link
obj ects represent relationships between nodes. Link
"obj ects can al so optionally contain sonme cryptographic
data that allows the DRM engine to use the Link for
CbntentKey derivation conputations. Just as for
Nodées, in a preferred-enbod|nent 4 hg. DRM engi ne does
“expticit: senantlcs f orwhat a .
Li nk reéliati:onshi ans. Dependlng ‘on what the from:
and t o;:Nade 4ha given.DRM
Profil reani ng of the 1 nk: i elatlonshlp can
_ expresswnewbershlp,,ommershlp,.as yociation,. .and/f.or
. .many ot her types  of relatlonshlps ;For exanpl"i‘
. typical DRM Profile, sonme Node objects m ght ' :
represent users, other. Nodes. mght represent devices,
and ot her Nodes mi ght ‘represent user groups. In such
a context, |inks between devices and users m ght
represent ownership relationships, and |inksghe
users and user groups m ght represent nenbe
onships. FIG 4 shows exanples of

4‘i§4¥i’i% {*ﬁn!diuée-db
ints, such a r identity re
Node object i ntw
In a preferred enbodi ment, a Node obj ect "al
Confidentiality asynnetrlc key pair that i )
‘targeting confidential information to the subsyste
that have access to the confidential parts of the
Node sabiietroky YSirsied-Side PSifeio3Rdchhobiidr§ BEESLAGEL 1LY, 192
the Node, or some entity that is responsible for
fhaal the Node). Confidentia

Flg. 6 _

it of. Appendlx A)




information targeted at a Node is preferably encrypted
with that Node's Confidentiality Public Key. The
Content Protection asymetric key pair and the

Content Protection symetric key are used in .
conjunction with Link objectt®t in enbodi nents that use
the optional ContentKey derivation systemfor
ContentKey distribution. [0671] Link 404: In a
preferred enbodi nent, |ink objects 404 are signed
assertions that there exists a directed edge between
the "To' and "Froml nodes in the graph whose vertices
are the node objects. For a given set of Nodes and
Links, there is a Path between a Node X and a Node Y
iIf there is a directed path between the Node X vertex
and the Node Y vertex in the graph. Wen there is a

- Path between Node X and Node Y, Node Y is said to be
Reachabl e from Node* X. The assertions represented by
Li nk objects are-thus used to express which Nodes are
reachabl e from other Nodes. The Controls that.govern.
Content objects can use as conditions for allow ng
certain Actions to take place the Reachability of

. certain Target Nodes from the Node that. represents

“t he entity that is requesting the Action on the
Content object. For exanple, if-Node D represents a
device that wants-to performthe Play' Action on a
Cbntent obJect a Cont r ol that governs thls Cbntent

govern L
Li nk obj ects can be creat, and et T Li nk
obj ects are not dlrectly ndled by the DRM engi ne.
Those - F :

E ] -]ntéi:ﬁ ction Pattern of Medialjﬁve Workﬂow Colla_tutt o “
Fﬁ;?
(part of Appendix A).




“who are consunrng content

~ (hardware and software conblh“

pol i ci es exi st outside the DRM engine,. and w ||
typically leverage the Node's Attribute information.
For exanple, an entity that has been granted the
ability to create Link obje&ts that |ink Device Nodes
and User Nodes under a certain policy wll probably

. check that it only creates |links between Node objects

that have attributes that indicate that they are

i ndeed representing a Device, and Nodes.that have
attributes indicating that they represent a User.
[0673] Finally, the Link object can contain
cryptographi c data that -enables the use of the Node's
Content Protection Keys for.key distribution. In sone
enbodi nents, that cryptographic data contains, in

addition to netadata, the Private .'and/or Synmmetric

Content Protection keys of the “From Node, -encrypted
with the Content Protection public key and/or the
Content Protection symmetric key.-of the "~ To' Node.

~ Additional information on the relationship and-

operation of nodes and 1links is provided bel ow under
t he. headlng'"hbdes Links, and Content Protection."

- [0674] Since, in a preferred enbodi ment ,: t he DRM

engi ne does not specify, -inplicitly or epr|C|tIy

‘the semantics attached to these basic objects syst ens

that use the DRM engine will partrcrpate in one or
nor e usage patterns or those:objects ~which will

put

4. [0676] . Exan‘ple 1: and
Devrces V& ‘this. DRM Profrle exa ‘

sof tware . applications :that: ntent) and :ces
ons that . use (e.g.,
play) content). | ﬁog camm xanple. profil e, any User can

own an unlinited "'"‘:’ED'S“""“J’

(part of Appendix A)




nunber of Devices, and can be associated with up to a
predefi ned nunber of PCs (e.g., 4 PCs). Content can
~be governed by rules that allow the content to be
bound to a User (e.g., a rule can check that the PC
or the Device that plays t hdd7gontent belongs to, or
is associated with, a given User). [0678] Users, PCs,
and Devices are each assi gned a Node object. These
Node objects have "Type' Attributes that indicate
whet her they represent a User, a PC or a Device.
[0679] A back-end system manages User identities, and
creates User Nodes as well as Link objects between PC
Nodes and User Nodes. Before a User Node object is
sent to a PC software.instance, the back-end server
~wll enforce the "4 PCs per User" policy by |ooking
up the User .in a User information- database and
determining if the User that w shed to be associ ated
with a given PC has reached the limt of 4. In sone
enbodi nents, the -systemmay provide a way for users to
renmove existing PC-User associations so that they can
change the set of PCs with which they are associ ated
as__tinme Dasses. The PC softmare wi Il keep the

e object ..
"has access to

~confidential p
wants to be associ
wants to play her con
object fromthe Device
to exist. If that Link
"Wl create it, and nake it avallable to the Devi ce.
The Device will keep that Link object and use it for
as long as it remai NNotimbiish—bARSY | To bind content

to a User, a Packager application w.ll choose an |ID,

or use an existing ID for the content. The packager
creates an encryption keyFign®l an

(part of Appendix A)’




associ ated ContentKey object, as well|l as a Protector
object to bind the Content object and the ContentKey
obj ect. The packager then creates a Control object
with a Control Program (pref&ably conpiled in
Control VM Byte Code) that will allow the "Play"
action to take place if and only if ‘the User Node is
Reachable fromthe PC or Device Node that is
requesting the performance of the Action. Typically,
.the Control, Controller, Protector and Content Key
objects will be enbedded in the packaged content if

appropriate, so that the PCs and Devices will not need
to obtain them separately. [0682] Wen a Device or a
PC wants to play content,-the DRMengine will find

the Protector object for the Content |ID of the

‘content, then the ContentKey object referenced by

that Protector, then the Controller object that .-

references that ContentKey object, and finally the

Control object referenced by that Controller. The DRM

“engine will execute the Control Program of the Control
object, which will -t de is

M al: { to that used

oM S W tSeriReDifioRiy CitlicibanRhe, W th the
addi tion-of a.new feature: the  “policy that governs
the creation of Link objects between PC Nodes and User
Nodes allows for a tenpdfige¥@l ogin of no nore than,
" e.g., 12 hours, as long as:the. User does not already

“have a tenporary | og{#irbef Appeiséx A)C. The pur pose of
this feature is to allow, for instance, a User to
take his content to a friend's PC, Login to that PC
for a period of tinme, and play his content on the
friend's PC. Wien the User wi shes to |og




into his friend's PC, he enters his login credentials
(this could be a usernane/ password, a nobil e phone
aut hentication, a smartcard, or any authentication
system al | owed under the poI cy of that systen), and
t he back-end system checks tHe" attributes of the User
Node and PC Node for which the Link is requested and
verifies that there is no active tenporary |ogin Link
“that is still valid. If these conditions are net, the
back-end service creates a Link object linking that PC
and the User, with a wvalidity period limted to the
requested login duration (e.g., less than 12 hours) to
conply with the policy. Having that Link now all ows
the PCto play the User's content until the Link
expires. [0685] Control Virtual Machine [0686] The
Control virtual machine (or "Control VM) is a virtual
machi ne --used by a preferred enbodi nent of the DRM
engi ne to execute Control Prograns that govern access
to content. The following is a descrlptlon of where
the Control WVMfits 197 into the DRM engine
architecture, as well as sone of the basic elenents of
.the-VM followed by nore-details about the Menory
Mbdel and Instruction Set. [0687] In a preferred
- enbodi nent, the Control VMis a small-footprint
virtual machine that is designed to be easy to
i npl ement using various progrann1ng | anguages. In a
ed ETel Vi s based on a

prﬁewedeMdemm A phaid

target for |ow or high Ieve progranmm ng Ianguages
and supports | sphagisetdoh Nge ReSwaRbLer, C and
FORTH. Conpilers for other |anguages, such as Java or
custom | anguages, could_also be inplemented with :
rel ati ve ease. Fig. 11 .

(part of Appendix A)




[0689] In a preferred enbodi nent, the Control VMis
-designed to be hosted wthin a Host Envi ronnent, as

- opposed to being run directly on a processor or in

silicon. The natural Host En¥iéronnent for the Control
VMis the DRMengine. FIG 5 illustrates how the
Control VMis integrated with the DRM engine in
preferred enbodi nents of the present invention.
[0690] The Control VMruns within the context of its
Host Environnent, which inplenents sone of the
functions needed by the VM as it executes prograns.
Typically, the Control VMruns within the DRM engi ne,
which-i nplenents its Host Environnment. [0691] The VM
runs prograns by executing irnstructions stored in Code -
Modul es. Sone of these instructions can neke calls to
functions inplenented outside 198 of .the program
itself by nmaking a System Call. System Calls are

ei ther inplenented by the Control VMitself, or

del egated to the Host Environnent. [0692] Some basi c
. elenents of preferred enbodi nents of the Control VM

- w |l _ now be described.. [0693] Execution NModel [0694]
The Control VM executes instructions stored in Code

- Mbdul es as a stream of Byte Code | oaded in menory.
The VM mai ntains a virtual regi ster .call ed 't he
Program Counter (PC), which is increnented as
instructions are executed. -The . VM.gxecutes each

rel'a vel'y si nplh§emenﬁm§6vnt§§é¢,'. y
separated into a Data Segment (DS) and a Code

TR
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Segnent (CS). The Data Segnment is a single, flat,
contiguous nenory space, starting at address 0. The
Data Segnent is typically an array of bytes allocated
within the heap nenory of the Host Application or
Host Environnent. For a givelf7VM inplenentation, the
size of the nenory space is preferably fixed to a
maxi num and ‘attenpts to access nenory outside of
that space will cause faults and term nate program
execution. The Data Segnent is potentially shared

bet ween several Code WMdules concurrently | oaded by
the VM The nenory in the Data Segnment can be
accessed by nenory-access instructions, which can be
either 32-bit or 8-bit accesses. 32-bit nenory
accesses are done using the big-endian byte order. No
~assunptions 199 are made with regard to alignment

bet ween the VM visible menory and the host- nmanaged
‘menory (host CPU virtual or physical menory). [0697]
In one enbodi nent, the Code Segnent is a flat,
-contiguous nenory space, starting at address .0. The
Code Segnent is typically an array of bytes all ocated
W thi-n the heap nmenory of the Host Application or Host -
Envi ronnent. [0698] In a preferred ‘enbodi. nment, the VM
may | oad. seVeraI code - arigatis of.. the code ,

Segment. . A/ i S5} 1
St a@iﬂaﬁiﬁhﬁé msesa)aseaeﬁh fichi £5@hngeSP PO
~of the Data Segnent, t he stack groms
downward (when data is pushed onto the data stack, the
SP registers is decrenented).. - The 32-bit val ues on the‘
stack are interpreted eitFeéri3as 32-bit addressed,
32-bit signed intege d end n the |nstruct|on
ref er enci ng are of Rpp . ’9 )




integers. Signed integers: are r.epresented using a. 2s

the stack data. [0701] Call Stack [0702] In a _
preferred enbodi nent, the VM nmanages a Call Stack for
maki ng nested subroutine calls. The val ues pushed on

" this stack cannot be read or M¥itten directly by the

menory-access instructions, but are used indirectly by
the VM when executing OP_JSR and OP_RET instructions.
For a given VM Profile, the size of 200 this return
address stack is preferably fixed to a maxi rum which
w il allow a certain nunber of nested calls that
cannot be exceeded. [0703] Instruction Set [0704] In a
preferred enbodi nent, the Control VM uses a very
sinple instruction set. Even with a |inmited nunber of
instructions; however, it is still possible  to

expr ess. S|nple programs. In a preferred enmbodinent,
the instruction set is stack- based: except for the
OP_PUSH instruction, none of the instructions have
direct operands. Operands are read fromthe data
stack, and results are pushed onto the data stack. In
a preferred enbodinent, the VMis a 32-bit VM all the

‘instructions operate on 32-bit stack operands,

representi ng either menory addresses or si gned

encodlng [:0705]. An il ustrative:
sed i-n‘a- preferred enbodi

~ Policy Managed Access

(part of Appendix A)




OP_MJL Multiply A B Push the product of A and B (A*B)
OP_SUB Subtract A, B Push the difference between A
and B (A-B) OP. DIV Divide A, B Push the division of A
by B (A/B) OP M Mdul o Aj7gBB Push A nodul o B (AYB)
OP_NEG Negate A Push the 2s conpl enent ne ation of A
(-A) OP_CW Conpare A Push -1 if A negative, O if Ais
0, and 1 is a positive OP_AN D And A, BB Push

bit-wi se AND of A and B (ASB 201 OP_ R O ABPush
‘the bit-wi se OR §fAraim B3y W7 RS

A, BB Push the

Negat e (1 i f A Ced | :
Lef.t: A * B Push .AZDgically ShléJsﬁgel eft by —BDits (A
_ l'ogi cal | ynﬁ'ﬁ‘fuf'?'ﬁﬁ

"B OPSHR Shift RFRGHTEE B push
right by Bblts_ A

s
P

T

A S KT

T A Ay

BT

‘ii(:rﬁ‘?_ﬁ‘

&

STELE remer et e
A R R B ,.‘15

R

Eiji:osing CRM Services with 'Nfl;t:ﬂi.:aDﬁﬁe :
Fig. 15
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Subroutine (Relative) OP_RET Return fromReturn from
subroutine Subroutine OP-BRA Branch A Jump to PC + A
Al ways OPBRP Branch if A, B Junp to PC+tAif B > 0
Positive OP_BRN Branch if A, B Junp to PC+tAif B < 0
Negative OP_BRZ Branch if A 180Junp to PC+tA if Bis O
Zero OP JVP Junp A Junp to A OP_PEEK Peek A Push the
32-bit value at address ' A__OP POKE Poke A, B Store
the 32-bit value B at addREIENDIPOBEFKB Peek Byte A
Push t he 8 bit value at address A OP_POKEB Poke Byte
A B o1 ! t

A OP P Fal RephoAviark fiihbne Kiigi egI%,eSQ o8 g MEETGds
OP_POPSP Pop Stack A Set the value of SPto A P0| nt er

23 CALL System Cal | %2]!:3 Héﬁﬂhf'ﬁ’m %l%al I with index

[0627] Appendix B corresponds to U.S. Provisional Patent Application No.
60/504,524, entitled “Digital Rights Management Engine Systems and Methods,” by
Gilles Boccon-Gibod, filed September 15, 2003. This application (Appendix B) is
related to commonly-assigned U.S. Provisional Application No. 60/476,357, entitled
Systems and Methods for Peer-to-Peer Service Orchestration, by William Bradley and
David Maher, filed June 5, 2003 (“the Bradley et al. application”; Appendix A).
References to “the Bradley et al. application,” here, in Appendix B, refer to Appendix

A, above.

COPYRIGHT AUTHORIZATION

.. [0628] A portion of the disclosure of this patent document contains material
which isgsubj ect to copyright protection. The copyright owner has no objection to the
facsimile reproduction by anyone of the patent document or the patent disclosure, as it
appears in the WIPO or U.S. Patent and Trademark Office patent files or records, but

otherwise reserves all copyright rights whatsoever.

FIELD OF THE INVENTION

[0629] The present invention relates generally to the distribution and use of
digital information and services. More specifically, systems and methods are

disclosed for providing, supporting, and/or using a digital rights management engine.

BACKGROUND




OP STOP Stop Term nate Execution [0706] Modul e For mat

202 [0707] In a preferred enbodi nent, code nodul es

are stored in an Atom based fornmat that is essentially
equi valent to the Atom structure used in the MPEG 4

File Format. An atom consisi8l of 32 bits, stored as
4-octets in big-endian byte order, followed by a
4-octet type (usually octets that correspond to ASCl I

val uedV&F0! Natyarks sugh as;the Interpptdisere becones the peadomjnanhmedium
payl oad of the Atom (size-8 octets). [0708] An

deiedigita opnigpiidelivagu lbe prmergaoserofistanBuds f&, wensbrvices promises to
descri bed below. [0709] pkCvVAtom The pkCM Atomis
teheclerate-this trehd Godelingamirenids enprovide sopliittidansl sarvices that
sequence of sub-atons. [0710] pkDSAtom The pkDS At om
dmtetoprte Wwithambiple sefagae phaforBa Aindéopk@ad@ih biHePwkh Services
Dat a Segnent. The payl oad of the Atomis a raw
sefueaflifdd medhisméal ues. [0711] pkCSAtom The pkCS

At om contains a nenory inmage that can be |oaded into

t he Code Segnent. The payl oad of the Atomis a raw

sequence of octet {MMERY JOHEINAINEIONOM The pkEX

Atom contains a |iSt ol exp . Each export

entry joeng EkBodfherts GPE gre%&%ﬂ@éﬁﬁ?ﬁ Pﬁgricﬁ%ﬂi’bitﬁq{@ts

size ftollowed by the haracters o

a8 g0 K408 e ALt e

ok il Al Rl PR 5 iR Eoop ity
o fvelel e P Piiahl s aise b odendiusiosedpemsen,the

Modul e i s .|oaded, the nory i mage encoded in the )

BIGSRIt ARYSR{IPR e ?feféﬂea sige QBMF‘}@’&%P bg gelptivaly, simmie, gnforcing
egnent. That address is chosen by the VM Loader, and

the gavemacs peliciss spidyyichgtipolicyghanagementsestamsoperating at the

service Jevel. Embodiments of the present invention also provide increased flexibility
in the choice of media formats and cryptographic protocols,. and can facilitate
interoperability between DRM systems.
[0632] Preferred embodiments of the present invention provide a simple,

~ open, and flexible clien'f-side DRM engine thai can be used to build powerful DRM-
enabled applications. In a preferred embodiment, the DRM engine is designed to
integrate casily into a web services environment, such as that described in the Bradley
et al. application, and into virtually any host environment or software architecture. In
a preferred embodiment, the DRM engine is independent of particular media formats
and cryptographic protocols, alowing designers the flexibility to use standardized or

pr_oprit_:tary technologies as required. In addition, the governance model used by a




203 image encoded in the pkCS Atomis | oaded at a

nmenory address in the Code Segnent. That address is

chosen by the VM Loader, and is stored in the CS

pseudo- register. [0715] System Calls [0716] Contro

VM Prograns can call functionk82 npl enented outsi de of

their Code Mdule's Code Segnent. This is done

thraugh the use of the OP CALL instructjon, that

tﬁﬁé’gf‘s‘g T gt g relativelyimales yetisen be Prssifoenpresy sophisticated

Call Nunber to _call. Depending on the System Cal |,

t Fréationpupsrang bysinsss wedelse a Control VM Byte Code

routine in a different Code Mddule (for instance, a

| i br ar {0638] Brdftrired/enibodiments of the miesenCinkgntion chhbe \dAdita achieve

the VM s native inplenentation format, or delegated to

asomeot @l ofthe foliawing goalmdul e, such as the VM s Host

Environment. [0717] In a preferred enbodi nent, there

are seuEa) Shysicam Ieal grefkrob embodindht, 19 BRM & A &ds a

[0718] SYS NOP = 0: This call is a no-operation call

| fnidithelist edULBASe il | |

primarily for te({sY?ﬁgl ﬂ}hgh%k/l [ %gﬁwcgbéscdggg@gﬁ;ﬁ{eg_,

IproBFant thattentércl BOvdthankf EBE&QSI)? Flf Q)’hgn;%' LR Hbe eml-ggctiﬁxent the
stack argumen I'Tyrng e

cal " expects a single (", ‘spec

PUN 3 cBhsit N RIPE paeBF Bt L. CFB%‘%‘B]”‘ s P D
SYSCAL F =.2:, De i M . . )
i npl en@r??él] %ﬁ%@-éy&%ﬁf@&ﬁ %M)%%ﬂ%%ﬂ?%@%ﬁd@wed

Il Nunber is.retyrned on the stack, otherw se the,
\?% ‘JH‘éCthP 3@ single prdple intgrateddpio alapmss DRM-eapblgd apndicalion.
rgunment, specifying the address of the nenor
Y PBHlechWf%nﬁXlwg WEFRONSE |Pﬁrf0md1bmm@h@ﬁsﬂl¥hvﬁ I@adls (such as
name that is being requested. [0721] System Call
NEMBleEEPAY Seripes)onn ke 4equested flom the hoptraniviromreeht, which may
enbodi nent, the Control VMreserves System Cal |
‘provide these services to other code modules. This allows designers to incorporate

standard or proprietary technolo gies with relative ease.

[0636] Flexibility. Because of its modular design, preferred embodiments of
the DRM engine can be used in a wide variety .of software environments, from
embgdded devices to general-purpose PCs.

[0637] Open. Preferred embodiments of the DRM engine are suitable for use
as reference soﬂwar.e, so that code modules and APIs can be implemented by users in
virtually any programming language and in systems that they control completely. In a
preferred embodiment, the system does not force users to adopt particular content
formats or restrict content encoding.

[0638] Semantically Agnostic. In a preferred embodiment, the DRM engine is

based on a simple graph-based model that turns authorization requests into queries




Nunmbers O to 1023 for mandatory System Calls (System
Calls that have to be inplenented by all profiles of

the VM. [0723] System Call Nunbers 16384 to 32767 are
avai l able for the VMto assign dynamcally (for

exanpl e, the System Call Nunil&€3s returned by SYS

FI ND_SYSCALL BY NAME can be all ocated dynam cally by

the VM and do . _not ve to he the same nunbers on all
\R%PWEAF Sushegof 8}%&?5}[- olsiyeragesip Sepraghsreprasenjentities in the
[0725] In _a preferred enbodi ment, several standard
Sysewnrregirectes edepy iwpregent relationshus| betwgen these entitdges. However,
Control Prograns. Such standard systemcalls may

ithe PRAé enginefpes nopnexsttaibe aware ofwhb4tahgse femices diel ddgs represent
acall to determne if a node is reachabl e, and/or

tiheny paticul®yapiphicatoom. | s pref erabl y have dynamical |y
determ ned nunbers (e.g., their System Call Nunber

can be063djreambds Diegraliba WthtWeb Services. The DRM client engine can
SYS_FI ND_SYSCALL_BY NAME System Call with their nane

RS $RH seFidelt seREAUWERL )ForleR L BKSs i
ContentS Encrypsti on [O 27]0rTh§% %fﬁ%bﬁng%g%dg?@

addhokizanR orhgi &ﬁl%tdy?l ﬂ%ﬁllgf Ia?scf)ﬁ%r@t‘i hﬁg&%"ﬁ%”&%? We5tint and

princi pal s, groups, ‘rules, "assertions,

' . inents,of ,a engi ne
SRR Les i i S 0iSGt v A SIS &) 58 Sl B o

' I escr.i be a t.em can .he .
BRIy SERRNILAT R e DXV GRuRE R % rpferee pbodiment
The, nod C represent different entities, but . :
£8P 8‘]"}%@3@& SFRECYY ¢S 1 deyiDlaces Isarehitestyrgsls
roups, beipng just one identity), and 205 can be

%&%ﬁ%&e@aoﬁveb sesviges amd|if php egised as ¢ sandalons client-side DRM

assertion that a node "belongs to" the group

ksent ed by the node to which it is linked. [0730]
The links are assertions, typically nade by entities
ot her [94MX) Sirwlificddtey MaurdigemeBRNh engéferred embbdiment) dies
governance of a policy. How the assertions are
authorization graph topology can be reused to simplify the derivation of content
protection keys without requiring cryptographic retargeting. The key derivation
method is an optional but powerful feature of the DRM engine—the system can also,
or alternatively, be capéble of integrating with other key management systems.

[0641] Separation of Governance, Encryption, and Content. In a preferred

embodiment, the controls that govern content are logically distinct from the
cryptographic information used to enforce the governance. Similarly, the controls and
cryptographic information are logically distinct from content and content formats.

Each of these elements can be delivered separately or in a unified package, thus

allowing a high degree of flexibility in designing a content delivery system.




made and governed can be done in any suitable manner;
however, the links are preferably trusted. In

practice, this will generally nmean that the

representation of the assertion that a |ink exists

will be signed so that the pal86 of the systemthat

need to nmnake decisions based on that |link can do so

in a thg%fed manner. [Q731 ] The relationship inplied

by t he 88823 Pestersedgmbodiments o6 theasesenigeention can be used to achieve
transitive, Links can be represented by directed edges

i forae gf alpaf b foresring goalst homesver itrshewlyl behppreniatbe this the present

bel ongs to the group node Nx if there is a directed
ptvisntyent eetso Begpractcbedibyispsteme thgt dphot dchiés2iheddgoals.
fol |l owi ng paragraphs explain how these graphs of nodes
can be[0643¢ih 4 preforpedamsboithent D8 HRNMASine &sclvlisla 1a&udl 0
manage encryption keys. [0733] Rul es and Menbership

Caradhihe OVISI) [d@ﬁ%rﬁd thlRtEM BB ERE cBRaiH 386 dnIRYRERA content are

content through rules, expressed as control “prograns,

t - 1 .d i " N i O .
panisienti %Mﬁm%h%rvﬁ?&&%&xﬁ;ﬁ%ﬁgﬁ&f% ﬁ%’%’%ﬁ%“,{“%ﬁ%‘% machine

intents) are allowed or not,
. [ ' . .
oF Sy e SREnaRRhs, 1B ohd Bt B L B cPeblc pbprameins

t t [ t, h tent
 Bftcel @t BROATRARR 01 mditiins SERdnfimadon fom e hos
certain counters, |ID of the principal requesting the
~ErBeay S ecmimeies ek P PBHE e unlipsgteand g forth

al | ow @%%%]ain actions to take Tgl ace. If an action is

al | one nARreRed smbodppens, the PRM eaging bbzasar grgplobased
the rule's stated obligations (e.g., updating a

cgeritB to vegEy refationehips betwyee endities jn ¢ BRM yples cbdin. FIG. 1

i nputs and outputs that the programcan deal with nay
behowes|aatexgiaply dfisneht mubuth@¥A6dn Araph] AschowekpFESS, theegraph

- fact that a condition for a principal being able to

pemiises anolketipn of hedes henadted Bntigk0fina ppefehed 6mbs&iment, the
of paths) fromthe node representing the principal

r equetits offhé iskanhy oirytin af apic@abn-8RRHic Rinee! FOf example, the
target nodes, one for each path (e.g., to express a

{?fe?;ﬁ;aagg ﬁnggar thg %Ic{?{]‘}eeﬂ(ék BRtheGBIbxRAYx 1A nfRRHER E(rjog( is the
group of subscribéers to this

CORAteR BF the MAk. | TRKCRRIRSE Rub ¥R Pr%}t%sl.ibrary may indicate that Knox is a
member of the Public Library. In a preferred embodiment, the DRM engine does not
impose or interpret these semantics—it simply ascertains the existence or non-
existence of paths within the graph.

[0645] For example, a content owner may create a control program to be
interpreted by the Control VM that allows a particular piece of music to be played if
the consuming device is owned by a member of the Public Library and is RTIAA-

approved. When the Control VM running on the device evaluates this control

program, the DRM engine determines whether links exist between Portable Device




Na and Nb is a trustable assertion that Na belongs to

the group represented by Nb. If, at the point of
enforcenent of the rule (e.g., where the rule program

is being run), it is possible to obtain all the |inks
necessary to traverse the grdas8 to all the required

target nodes, then the condition is satisfied. This
graph of nodes will sonetinmes be referred to as a
@bpéfbéﬁ iLfprapapid betiwen Partgble Deaviratand Ripi Averdyed sThpedges

Li nks. [0736] Content Encryption [0737] Conpli ant
efndrvigrticss a6die grard may bostatinerdbuik énts detiees, vi inhy be dadineic and
to wunderstand and enforce the appropriate rules when

t diggpverad throoglpsrfioesnceammanitating with the hekipplitafbnpi ece

of content. However, non-conpliant systens generally
cannot[0646] By nisttiethobiag YeBatB bR e hdllel RASHABDARDRM engine of
Thus, it is desirable to protect the content using

cthy ptefgfadmifodiBettthabIes ebﬂ'ﬂe?;itﬂﬁgrf e&Ysts bEGRnted to
content is encrypted vvlt%ra cont ént ke c, typi caﬁ?y

URArUBatOmbi&s GRsth %Hitﬁ?hl%l%&ﬁéggpﬁs%g pofr{]@f%es?ems to authorized

a
princi pal wants to perrorm Ion-o content,

;egg%!mpk,%fshngl%g?g&%ﬁ)}ﬂsg program and get an answer

e rule all'ows the principal to perform
the aghipn..the principal. wi|l to obtain the
cont e ﬁrpbfgyln ch.rel? e(g elﬂB%‘%lg}eP{e (Sheeﬁ]gﬁg?lf?@ﬁ fan glpppeuss theg
rel.ationship Petween the rule system the node/links
gaPhkS’ﬁ‘?atWE% O SARIERY PYBPea‘tl@bkt?Yd%ﬂé%% n¥Xstrae deigners may
gﬂabl es_the principal to obtain the key in an
shpsecdte allew thnedstenss afindink taalsesndieatathe sharing gf certain
explicitly "targeting" Kc to the requesting node.
[COPiRgrapiic informedtion; da seahnasksnthetapthohizatidnsgrapic canptiel 1sbé th
by conceptualizing the relationship between
pfénﬁ_@ Posddn keyy wthentasphcigeraplogabhicacametitg EcoiBtRmg Ry ices.
be the same nodes as the ones used in the Menbership
G aph,[0@48] Préfatred smbodineasedsid PRM ehgisd 48 hgoduta! @%by
however, it is expected that this graph will be a
Sulising inkgiation ik whek Wit ¥ @Pltes 21 SNAOBnvidindig. FIG. 2
called the Protection Gaph. [0739] Each node N in the
SHsstai®s @ aypiba Vfte el LPIGES i
e e B Tce AR GP e ORIcH2A! Ry, Abtent gonsumtion

@elies. Bid dyskdf Sn%k shdih ch!lgllGi ?/, ?%géé {:ﬁr%&%%%ﬁsu@ﬁﬁon event

pair for signing, and potentia

iy QrBkE A0 iR wshe node.

[0649] The Host Application 202 receives a request to access a particular

- piece of content, typically through its User Interface 204. The Host Application 202
sends the request, along with all relevant DRM engine objects (preferably opaque to
the Host Application) to the DRM engine 206. The DRM engine 206 makes requests
for additional information and cryptographic services to the Host Services module
208 through well-defined interfaces. For example, the DRM engine 206 may ask the

Host Services 208 whether a particular link is trusted, or may ask that certain objects




For purposes of illustration, the follow ng exanple
shows the use of a single key, however, it should be
appreci ated that the sane principles would work with a
key pair. In this graph, a |link between two nodes Na
and Nb is a trustable assertil8 that anyone who has

Kc[ Na] can conpute Kc[Nb]. Typically, this neans that
the link will contain_an_expression of Kc[ No]
ebfcdsppinied- o oiNbg reqwisite infbimeationanay bonarklacal, ini wikish case the
bet ween nodes and conpute a target node's Kc. [0740]
THest geapers 208 dan request thesinfimmbton Gokeyswonkyd barvices through a
different fromthe graph used for expressing

nember itk aridildi ons, but in sinple cases, the sane
graphs and 1inks can be reused, thus creating a

" par al [0650] Oncetht BRMlehie 166 h&¥ ddidithindiBat RficuldrWperation is
same path that was traversed for checking a rule's

itiddOn indicdl@Whis 28N e6t58d ah :
opelicn ugeden PraemR BB S o

protection key. Any node Na ccCe i nks

t e ic6D80e/hidhahiians ?lmfd‘i’a RSﬂﬁﬁng 946 ﬁgg.bﬁﬁ%g%?ﬁ@%m torough

Kc[ Nb], even If no explicit targéti

L I R T —

| rypted witth a content key K[G]. One or nore
ru eggscéaﬁ%agéw\é\aegat ed, which can check, anobngst other

thingi, %Qegﬁfistenc§ﬁof pat hs between the node

request? SYSteR; ehiteryreshomay in gl Gy 2 dypysimplexapplmeihow
nﬁd repr.esentjng g{&gups_. The rule(s) may include a

g %gi%ﬁlﬁa? cHLbe Bieddn applicatipnskbuidt isfonbhenced mernyipossbilities.
(and possibly also the side effects of obligations),

For gEamplgsinpthes sybefingn the PRI evgind cybs integrated o packaging
encryption with each of the Kc[Ni] node content
epplisatichonndes e gofvetnapcanafdelatively sugtiistivatedepotieyn@sidengnt
node nust bel ong. [0742] Wen a node Na wants to
pgstems.m an action on the content G, it will run the

rul e programthat governs the content for that action.

| f t h¢0638]dt SRl beespptdttatedMEDBE AR O eBodieRR@aRbe
nore groups Np, Ng, etc., it will check that the

RepRERALA in huffefous Wl indiGding bE 8ro%é§s§§,’ Pﬁ??ﬁ“g‘fio%?&ﬁg?

decision as to whethér the action I s pe

ldbvicBe nRgdaQ o c%n?ﬁfe‘iﬁréaﬁﬁﬂe nlddf. SHREE M bihkr fggﬁfésﬂcﬂ%ntages,
if it has a set o
and embodiments of the present invention will be illustrated in more detail by the

following detailed description and the accompanying drawings. ‘

BRIEF DESCRIPTION OF THE DRAWINGS -

[0653] Embodiments of the present invention will be readily understood by
referring to the following detailed description in conjunction with the accompanying

drawings, wherein like reference numerals designate like structural clements, and in

which:




links in the Protection G aph to nodes Nm Nn, etc.
whose content protection keys Kc[Nn]j, Kc[Nn], etc.
need to be used in sequence to obtain the content key
K[Ci], of which an encrypted copy can be found in the
rule. KIG] will be obtained 13 decrypting this
encrypted content key with the nodes' content
encryption keys Kc[Nn], Kc[Nn], etc. in the order
speci f [Oéé‘ibIjIC{ Heshpwe aie etthorizatisnagiarthain faocorddvee euithtamnt
key. Again, in sinple systens, the set of nodes Np,
Nebedimentgflthe peseanidyentidre same as Nm Nn, etc.
[0743] FIG 7 shows an exanpl e scenario that

i || ust [S6BEFIhe stiowk a digitadfightd enana lﬂg)’zh@éinim(ﬁfdah&gwiﬂl
to FIG 7, iPodl is a content playback device. Nipl is

t imbodimedsts bl Gie preRhEineRitnt hi s device. Kipl is the
content encryption key associated with 209 N pl.

G | | es[gsS6f 1. 8VMASHs 9&5@%?'6&&[1&% aNgRlvfeﬁng@e 2048 Ecg?bntent

represents Glles. Kg is e content enctyption

i | [ D Publjc, Library.
ApPRFLEE B Mol img gtk ElBlehs, e el i myelef
is the t ryption key..assaciated with Npl.
none S EGS St Rl SR e et vt

Pl .S. .Na represents. that class of devices, and
| K?ﬁ%ﬁﬁngﬁgPE@ﬁ¥ FRUIBYEHOBt | on key associated with
this - 0745] L1 is a link fromN pl to Ng, which
rreansg[troﬁgﬁ lflboé iﬁ%%qatﬁﬁ&se intpgration|of g contpoljvartual magking apda
to Npl, which neans that Glles is a nenber of the
engipgipgegordumevgtheembastiments of tiepresent iflgenpionwhi ch
nmeans that iPodi is an ACME device. [0746] O is a
movi e (065 Elfao illintrars blcode tiodnleriy acamkdsm cawithlaaleibotiment of
its menbers. Kcl is a key used to encrypt Cl1. GB[Cl]
ithe presergavientiamce i nformation for O (e.g., rules and
associ ated i nformation used for governing access to
the JOG6EHIG. 7E(wsies MRARSd 0P nBACEMPH RORWIitHe Kient
“a'. [0747] For purposes of illustration, assume that
idujypﬁdﬁgﬁdagﬁiﬁﬁoﬁet a rule that says that a device

 can play the content C as long as (a) the device
bel ongs to

DETAILED DESCRIPTION

[0661] Embodiments of a novel; digital rights management engine are
described herein. As one of ordinary skill in the art will appreciate, the engine itself is
novel, as are many of its features, aspects, components, and applications. A detailed
description of the inveqtive body of work is provided below. While this description is
provided in conjunction with several embodiments, it should be understood that the
invention is not limifed to any one embodiment, but instead encompasses numerous
- alternatives, modifications, and equivalents. For example, while some embodiments
are described in the context of consumer-oriented content and applications, those

skilled in the art will recognize that the disclosed systems and methods are readily




sonmeone who is a nenber of the library and (b) the
device is manufactured by ACVME. [0748] The content C
is encrypted with Kcl. The rules programis created,
as well as the encrypted content key RK[Cl] = E(Kanp,
E(Kpl, Kcl)). Both the rul es18program and RK[Cl] can
be i ncluded in the governance block for the content,

1f(£8>5 dlrecelvesCI and GB[dA]. For

8 10T g eﬁ?@ﬂtca%@l pERnexgwle, withpwidmaisiont embodiments of
recelved separately. iPodl received LI when Glles
ﬂi‘f‘r@?Sqnh@tVSlPtl%’omﬂl be feiadilyienled imflecontsut/efuptdrprisd deattint and
received L2 when G lles paid his subscription fee to
epplietipny. dnjadditianywhilowthenoas speeifit defrilafasnset fortheia the
manufactured (e.g., L3 was built in). [0750] From LI,
folleawidg d&scripfomin mrdelablmmhde e ﬂﬁﬁkughhﬁﬂe&ltaﬁﬂmlg&ﬁ’ tige present
graph path to Ng (LI), Npl (LI+L2), and Namp (L3).

rRedtionjaind sresemt pivantidd mal Be PlackibiiBwithdut séb 8r hiPUPhesd details.
@GB[Cl]. The rule can check that N pl is indeed an ACVE

Aot
0 B0 o Tl o 0S8 SN o o

relfed to BB thveRBoPhAEI R Debid %éscﬁméie i) orc{eggs%%gé Pod

uses to conpute Kg, 0 Co from

d ‘ﬁe conpute Kanp. iPodl applies
@Iﬂece S?%ob@&%ﬁqgé&?& ﬁ?%rgnd in GB Cl] and comput es
KcI n_us decr ay C. [0752]
Uhen 19552 By Bfei“r‘“éeﬁc%h-@ew%t et heine pemissi eroup
e I th ont packa needs to have access
?ﬁg‘%ﬁ SR orgilEiE Hothss . AReHica NPl astaign nfthese

e content. This can be achi eved by creating a node

? 561 A5 SRBMIFIG 8, phplelgend, cnzhodinaent hridatetopecsented by a
node and the nodes to which it wishes to bind rules.
Fantenicainied P82 ismernptgdensing 2 bey. Bliat bants reprosentegibyea ContentKey
service, for instance. But in sone situations, it may
ﬁb@ctlﬁ@%amisthb binding bepweat the abnttnt anseheskuyie t*dfpréseh&;i by a
In that case, it is possible to assign a key pair to
Protectmrdbect B0MMT cdrudestihatioRgmi the Geasale Mést t Aebryphide@Entent
are represented by a Control object 308, and the binding between the ContentKey 304
and the Control 308 is represented by a Controller object 310. Compliant systems
make use of the content decryption key under governance of the rules expressed by

byte code in the Control object 308.

[0663] Content Object 302: Tn a preferred embodiment, Content object 302 is
an “external” object. Its format and storage are not under the control of the DRM
engine, but rathe_r are under the control of the content management subsystem of the
- Host Application (for instance, itlcould be an MP4 movie file, an MP3 music track,
etc.). However, in a preferred embodiment the format of the content is such that it

allows the association of an ID with the content payload. The content payload is




know edge. In that case, the packager would bind a
content key to a node by encrypting the content key
with the target node's public key. To obtain the key
for decryption, the client would have access to the
node's private key via a |inki8bo that node. [0753] In
the nost general case, the nodes used for the rules

and t he, nodes used for conputing content encryption

k E3EYRied B Hiormpdensadens mannen (eigs, with upahmetiosiphe,lsuch as
the same nodes, since there is a strong relationship
béERen a rul e that governs content and the key used
to encrypt it, but it is not necessary. In sone

syst en)664bfentenibtip Oljey 36¢: iisedref@redoanticiient, ContentKey
protection keys that are not used for expressing
nebybaridHiipchodes divni presncBption kepandisssoiated DI Ths iose of the ID
situations two different graphs of nodes can be Used,

oiseo Eadblé P@téotdrﬁjmmdf@fnn%ﬁﬁt @erch@ 139b 86 haRretbiBhces to
exanple, a rule could say that all "nenbers of group

NObnte R R BV RARCHAS %E%cﬁgm%ta%gc ﬁ%%at%(i]ﬁl th& B3k H{KCFy object

key Kcl may not be protecte may | ns
b
P Rt Rk b ot ??‘EP%?%%SMY a%?mﬂ.’av%éareaauﬂmmd
I I t t ee er, of
o et MR CHRREY @uec&%@f %lswrﬁﬁ%ram SERDE e
Np ¢ %@Z % Althou t he foregoi q has been descri bed
| AYRIOREIFL IR Pray Byed i epgyREthe ey gﬁ* ar ithg cryjptosyptemn ysed to protect
arent .that certain changes and nodifications may be
i gontaﬁlttkms@ewd% Galfethg Koy Svtrig o PYrtamn | BiFormive
res |nvent|on It should be noted that there are
19%% PEptegecandiesnsed. i npl enenting both the
' pr ocesses and apparatuses of the present invention.
Accor divagtlyProteseoryPlsenitioe b o grefemtderabeditnent) @rotector objects

considered as illustrative and not restrictive, and
tH§ dontagnthie dmformatimt thiioalloevsltherDRAM etiging RefisPeeti wiich key was

details given herein. 212 Consuner Misic Locker
used to encrypt the data contained in Content objects 302. Protector objects 306 also
contain information about which encryption algorithm was used to encrypt that data.
A Protector object 306 contains one or more IDs that reference Content objects 302,
and an ID that references the ContentKey object 304 that holds the key that was used
~ to encrypt the data. In a preferred embodiment, if the Protector 304 points to more
than one Content object 302, all of those Content objects represent data that has been
encrypted using the same encryption algorithm and the same key.
{0666] Control Object 308: Control objects 308 contain information that

allows the DRM engine to make decisions regarding whether certain actions on

content should be permitted when requested by the Host Application. The rules that

govern the use of content keys are encoded in Control objects 308 as control byte




Sof tware Portable Misic ppyeCe PCSoftware Player
Video Player Wb Music Retailer Digital Rights
Entertai nnent Jer:eSeN ce Hone Gateway Exanple
Enbodi nent of Media Drive Framework Fig. | (part of
Appendi x B) 213 Service RequEdt ServkeResponse .
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:’\laﬁf%f Sontiof gﬁ@?ﬁs E’g ; Eﬁg @glgt;i\:li\n(ﬁvgbsao Mesdtkercian be refersaced by
E@éﬁéﬂéﬁ%ﬁéﬁgiﬂv pe;r%iféwszﬂrgegkkggﬁggrggﬂ pbjects 308 are signed, so
daUnvBNedelNc4fialt)veNede ' . . Nodes
that the DRM engine can verify that the control byte code is valid and trusted before it
is used to make decisions. The validity of a Control object 308 can also optionally be
derived through the verification of a secure hash contained in a Controller object 310,
when that information is available.

[0667] Controller Object 310: Controller objects 310 contain information that
allows the DRM engine to find out which Control object(s) 308 govern the use of one
or more keys represented by ContentKey objects 304. In a preferred embodiment,
Controller objects 310 also contain hash values for the key data contained in the
ContentKey objects 304 that they reference, so that the binding between the key data
aﬁd the ContentKey object 304 cannot be easily tampered with. Controller objects
310 may also contain information that facilitates the verification of the integrity of the
Control objects 308 with which they are associated. Controller objects 310 are
preferably signed, so that the DRM engine can trust the validity of the binding
between the ContentKey 304 and the Control object 308 that governs it, as well as the
validity of the binding between the ContentKey ID and the actual key data. In

embodiments where the hash of the Control object 308 referenced by the Controller

| ‘object 310 is included in the Controller object 310, the validity of the Control object

308 can be derived without having to separately verify the signature of the Control
object 308.

[0668] As previously indicated in connection with FIG. 1, in a preferred
embodiment, the DRM engine utilizes a graph-based algorithm to verify relationships

between entities in a DRM value chain. As shown in FIG. 1, the graph comprises a
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expressed using Attributes of the Node object. Link objects represent relationships
between nodes. Link objects can also optionally contain some cryptographic data that
allows the DRM engine to use the Link for ContentKey derivation computations. Just
as for Nodes, in a preferred embodiment the DRM engine does not have implicit or
explicit semantics for what a Link relationship means. Depending on what the from
and fo Nodes of the link represent in a given DRM Profile, the meaning of the link
relationship can express membership, ownership, association, and/or many other types
of relationships. For example, in a typical DRM Profile, some Node objects might
represent users, other Nodes might represent devices, and other Nodes might
represent user groups. In such a context, links between devices and users might
represent ownership relationships, and links between users and user groups mi ght
represent membership relationships. FIG. 4 shows examples of node and link objects.
| [0670] Node 402: Node objects represent entities in the system. A Node
object’s Attributes define certain aspects of what the Node object represents, such as
the role or identity represented by the Node object in the context of a DRM Profile.
In a preferred eﬁlbodiment, a Node object also has a Confidentiality asymmetric key

pair that is used for targeting confidential information to the subsystems that have

access to the confidential parts of the Node object (typically, the entity represented by




Messages Sernce Proxy CGhient Side MSW I nteraction
Pattern Fig. Sa ~' Native Protocol Service Proxy -
Cient-Side Native interaction pattern Fig. Sb (part
of Appendi x B) 217 Service Proxy-Service-Si dePoi nt
to-Internediary Interaction F®tern Fig.:6 :_ (nzt
oi: ppeii lix 13) 4 218 SDL Servce Service
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FCguteit RrpctiorodyrApgteo fiex ald)uséd fh cohRIMEhbA it Link objects in
embodiments that use the optional ContentKey derivation system for ContentKey
distribution,

[0671] Link 404: In a preferred embodiment, link objects 404 are signed
assertions that there exists a directed edge between the ‘To’ and ‘From’ nodes in the
graph whose vertices are the node objects. For a given set of Nodes and Links, there

- is a Path between a Node X and a Node Y if there is a directed path between the Node
X vertex and the Node Y vertex in the graph. When there is a Path between Node X
and Node Y, Node Y is said to be Reachable from Node X. The assertions
represented by Link objects are thus used to express which Nodes are reachable from
other Nodes. The Controls that govern Content objects can use as conditions for
allowing certain Actions to take place the Reachability of certain Target Nodes from
the Node that represents the entity that is requesting the Action on the Content object.

For example, if Node D represents a device that wants to perform the ‘Play’ Action on
a Content object, a Control that governs this Content object can test if a certain Node
U representing a certain User is Reachable. To determine if Node U is Reachable, the
DRM engine checks if there exists a set of Link objects that can establish a Path
between Node D and Node U. |

[0672] The DRM engine preferably verifies Link objects before uéing them to

ascertain the existence of Paths in the Node graph. Depending on the specific features

of the certificate system used to sign Link objects (e.g., x509v3), Link objects can be
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that indicate that they are indeed representing a Device, and Nodes that have attributes
indicating that they represent a User.

[0673] Finally, the Link object can contain cryptographic data that enables the
use of the Node’s Content Protection Keys for key distribution. In some
embodiments, that cryptographic data contains, in addition to metadata, the Private
and/or Symmetric Content Protection keys of the ‘From’ Node, encrypted with the
Content Protection public key and/or the Content Protection symmetric key of the
“To” Node. Additional information on the relationship and operation of nodes and
links is provided below under the heading “Nodes, Links, and Content Protection,”

[0674] Since, in a preferred embodiment, the DRM engine does not specify,
implicitly or explicitly, the semantics attached to these basic objects, systems that use
the DRM engine will participate in one or more usage patterns for those objects,
which will put those objects in a semantic context. These sémantic 'cbntexts will be
referred to as DRM Profiles. In that sense, the DRM engine Objects can be
considered to be DRM building blocks used to construct DRM Systems.

[0675] The following paragraphs illustrate typical types of DRM Profiles that

- can be built using the DRM engine Objects.
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EQY Ry C3RRfiEcan be governed by rules that allow the content to be bound to
a User (e.g., a rule can check that the PC or the Device that plays the content belongs
to, or is associated with, a given User).

[0678] Users, PCs, and Devices are each assigned a Node object. These Node
objects have “Type’ Attributes that indicate whether they represent a User, a PC or a
Device.

[0679] A back-end system manages User identities, and creates User Nodes as
well as Link objects between PC Nodes and User Nodes. Before a User Node object is
sent to a PC software instance, the back-end server will enforce the “4 PCs per User”
policy by looking up the User in a User information database and determining if the
User that wished to be associated with a given PC has reached the limit of 4. In some
embodiments, the system may provide a way for users to remove existing PC-User
associations so that they can change the set of PCs with which they are associated as
time passes. ‘The PC software will keep the PC-to-User Link objects, and can use -
them for as long as they remain valid.

[0680} The PC software is given thg ability to associate Devices to Users. This

means that the PC software is given the responsibility to manage the User Node object

in addition to the PC Node object. That software has access to the confidential part of
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use an existing ID for the content. The packager creates an encryption key and an
associated ContentKey object, as well as a Protector object to bind the Content object
and the ContentKey object. The packager then creates a Control object with a Control
Program (preferably compiled in Control VM Byte Code) that will allow the “Play”
action to take place if and only if the User Node is Reachable from the PC or Device
Node that is requesting the performance of the Action. Typically, the Control,

| Controller, Protector and ContentKey objects will be embedded in the packaged
content if appropriate, so that the PCs and Devices will not need to obtain them
separately.

[0682] When a Device or a PC wants to play content, the DRM engine will
find the Protector object for the Content ID of the content, then the ContentKey object
referenced by that Protector, then the Controller object that references that
ContentKey object, and finally the Control object referenced by that Controller. The
DRM engine will execute the Control Program of the Control object, which will
- check if the User Node is Reachable. If the Device or PC Node has the necessary Link
objects to verify that there exists a path between their Node and the User Node, then

the Control Program will allow the use of the key represented in the ContentKey
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ht t p: [Pk Exampbe ZFemprirary login schenmas/ neno/ nsdl / 2003/
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description xsd:string optional
in connection with the previous example, with the addition of a new feature: the
policy that governs the creation of Link objects between PC Nodes and User Nodes
allows for a temporary login of no more than, e.g., 12 hours, as long as the User does
not already have a temporary login on another PC. The purpose of this feature is to
| allow, for instance, a User to take his content to a friend’s PC, Login to that PC for a
period of time, and play his content on the friend’s PC. When the User wishes to log
in to his friend’s PC, he enters his login credentials (this could be a
username/password, a mobile phone authentication, a smartcard, or any authentication
“system allowed under the policy of that system), and the back-end system checks the
attributes of the User Node and PC Node for which the Link is requested and verifies
that there is no active temporary login Link that is still valid. If these conditions are
met, the back-end service creates a Link object linking that PC and the User, with a
validity period limited to the requested login duration (e.g., less than 12 hours) to
comply with the policy. Having that Link now allows the PC to play the User’s
content until the Link expires.
[0685] Control Virtual Machine
[0686] The Control virtual machine (or “Control VM™) is a virtual machine

used by a preferred embodiment of the DRM engine to execute Control Programs that

govern access to content. The following is a description of where the Control VM fits
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9(/63%2 rd?lta compression) could be used to improve performance.

[0688] In a preferred embodiment, the Control VM is suitable as a target for
low or high level programming languages, and supports languages such as assembler,
C and FORTH. Compilers for other languages, such as Java or custom languages,
could also be implemented with relative ease.

' [0689] In a preferred embodiment, the Control VM is designed to be hosted
within a Host Environment, as opposed to being run directly on a processor or in
silicon. The natural Host Environment for the Control VM is the DRM engine. FIG.
5 illustrates how the Control VM is integrated with the DRM engine in preferred
embodiments of the present invention.

[0690] The Control VM runs within the context of its Host Environment,

‘which implements some of the functions needed by the VM as it executes programs.
Typically, the Control VM runs within the DRM engine, which implements its Host
Environment. |

[0691] The VM runs programs by executing instructions stored in Code

Modules. Some of these instructions can make calls to functions implemented outside
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stream of Byte Code loaded in memory. The VM maintains a virtual register called
the Program Counter (PC), which is incremented as instructions are executed. The
VM executes each instruction, in sequence, until the OP_STOP instruction is
encountered, an OP RET instruction is encountered with an empty call stack, or an
‘exception occurs. Jumps are specified either as a relative jump (specified as a byte
offset from the current value of PC), or as an absolute address.

{0695] Memory Model

[0696] In preferred embodiments, the Control VM has a relatively simple
memory model. The VM memory is separated into a Data Segment (DS) and a Code
Segment (CS). The Data Segment is a single, flat, contiguous memory space, starting
at address 0. The Data Segment is typically an array of bytes allocated within the

heap memory of the Host Application or Host Environment. For a given VM
implementation, the size of the memory space is preferably fixed to a maximum, and
attempts to access memory outside of that space will cause faults and terminate
program execution. The Data Segment is potentially shared between several Code |
Modules concurrently loaded by the VM. The memory in the Data Segment can be

accessed by memory-access instructions, which can be either 32-bit or 8-bit accesses.

32-bit memory accesses are done using the big-endian byte order. No assumptions
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Nl A1 soth¥ c6& Mb@IILNNEY) sREEn 83 Mta Segment (each module’s data is
preferably loaded at a different address), but each has its own Code Segment (e.g., it
is preferably not possible for a jump instruction from one Code Module to cause a
jump directly to code in another Code Module).

[0699] Data Stack

[0700] In a preferred embodiment, the VM has a notion of a data stack, which
represents 32-bit data cells stored in the Data Segment. The VM maintains a virtual
register call the Stack Pointer (SP). After reset, SP points to the end of the Data
Segment, and the stack grows downward (when data is pushed onto the data stack, the

. SP registers is decremented). The 32-bit values on the stack are interpreted either as

32-bit addressed, or 32-bit signed integers, depending on the instruction referencing

the stack data.

[0701] Call Stack

[0702] In a preferred embodiment, the VM manages a Call Stack for making
nested subroutine calls. The values pushed on this stack cannot be read or written
directly by the memory-access instructions, but are used indirectly by the VM when

executing OP_JSR and OP_RET instructions. For a given VM Profile, the size of
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to express simple programs. In a preferred embodiment, the instruction set is stack-
based: except for the OP PUSH instruction, none of the instructions have direct
operands. Operands are read from the data stack, and results are pushed onto the data

- stack. In a preferred embodiment, the VM is a 32-bit VM: all the instructions operate
on 32-bit stack operands, representing either memory addresses or signed integers.

Signed integers are represented using a 2s complement binary encoding.

[0705] An illustrative instruction set used in a preferred embodiment is shown

below:

OP_PUSH Push N Push a constant on the stack
Constant {direct) '
OP DROP Drop Remove top of stack
OP DUP Duplicate Duplicate top of stack
OP SWAP Swap Swap top two stack elements
OP ADD Add A, B Push the sum of A and B (A+B)
OP MUL Multiply A, B Push the product of A and B
(A*B)
OP_SUB Subtract A, B Push the difference between A
and B (A-B)
OP DIV Divide A, B Push the division of A by B
- (A/B)
OP MOD Modulo A, B Push A modulo B (A%B)
OP_NEG Negate A Push the 2s complement
negation of A (-A)
op_CMP | Compare A Push -1 if A negative, 0 if A is
0, and 1 is a positive
OP_AND And A, B Push bit-wise AND of A and B
(A & B)
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OP_JSR Jump to A Jump to subroutine at absolute
Subroutine address A
OP_JSRR Jump to A Jump to subroutine at PC+A
Subroutine
(Relative)
| OP_RET Retum from Return from subroutine
_ Subroutine
OP_BRA Branch A Jumpto PC+ A
' Always
OP_BRP Branch if A, B Jump to PC+tA if B> 0
Positive
OP_BRN Branch if A, B Jump to PC+A if B< 0
Negative
OP_BRZ Branch if A, B Jump to PC+A if B is 0
Zero
Op JMP Jump A Jump to A
OP_ PEEK Peek A Push the 32-bit value at address
A
OP_POKE Poke A, B Store the 32-bit value B at
address A
OP_PEEKB Peek Byte A Push the 8-bit value at address
A
OP_POKEB Poke Byte A, B Store the least significant bits
of B at address A
OP_PUSHSP | Push Stack Push the value of SP
Pointer .
OP_POPSP Pop Stack A Set the value of SP to A
Pointer
OP CALL System Call | A Perform System Call with index
A
OP STOP Stop Terminate Execution

[0706] Module Format
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[0708] An exemplary code module is shown in FIG. 6, and described below.

[0709] pkCM Atom: The pkCM Atom is the top-level Code Module Atom. It
contains a sequence of sub-atoms.

[07101 pkDS Atom: The pkDS Atom contains a memory image that can be
loaded into the Data Segment. The payload of the Atom is a raw sequence of octet
values.

[0711] pkCS Atom: The pkCS Atom contains a memory image that can be
~ loaded into the Code Segment. The payload of the Atom is a raw sequence of octet

values.
[0712] pkEX Atom: The pkEX Atom contains a list of export entries. Each
export entry consists of a name, encoded as an 8-bit name size followed by the
| characters of the name, including a terminating 0, followed by a 32-bit integer
representing the byte offset of the named entry point (this is an offset from the start of
the data stored in the pkCS Atom).
[0713] Module Loader
[0714] In a preferred embodiment, the Control VM is responsible for loading
Code Modules. When a Code Module is loaded, the memory image encoded in the
pkDS Atom is loaded at a memory address in the Data Segment. That address is

chosen by the VM Loader, and is stored in the DS pseudo-register. The memory
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[0717] In a preferred embodiment, there are several System Call Numbers that
are specified:

[0718] SYS_NOP = {): This call is a no-operation call. It just returns (does
nothing else). It is used primarily for testing the VM.

[0719] SYS_DEBUG PRINT = I: Prints a string of text to a debug output.
This call expects a single stack argument, specifying the address of the memory
location containing the null-terminated string to print. |

[0720] SYS_FIND SYSCALL BY NAME = 2: Determines whether the VM
implements a named System Call. If it does, the System Call Number is returned on
the stack, otherwise the value -1 is returned. This call expects a single stack
argument, specifying the address of the memory location containing the null-
terminated System Call name that is being requested.

[0721] System Call Numbers Allocation
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[0724] Standard System Calls

[0725] In a preferred embodiment, several standard System Calls are provided
to facilitate writing Control Programs. Such standard system calls may include a call
to obtain a time stamp from the host, a call to determine if a node is reachable, and/or
the like. System calls preferably have dynamically determined numbers (e.g., their
System Call Number can be retrieved by calling the
SYS_FIND _SYSCALL BY_NAME System Call with their name passed as the
argument).

[0726] Links, Rules, and Content Encryption

[0727] The following provides additional information on the relationship
between principals, groups, rules, assertions, and key management in preferred
embodiments of a DRM engine and/or system.

[0728] Links and Nodes

[0729] As previously described, a DRM system can be conceptualized as

having a set of nodes and links. The nodes can represent different entities, but

typically represent groups of identities (with some groups being just one identity), and
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[0731] The relationship implied by the existence of a link between nodes is
transitive. Links can be represented by directed edges in a graph of nodes, and one
can say that node Na belongs to the group node Nx if there is a directed path between
Na and Nx in the graph.

[0732] The following paragraphs explain how these graphs of nodes can be
used to express Rule Conditions, as well as to manage encryption keys.

| [0733] Rules and Membership Conditions

[0734] The system can be used to govern content through rules, expressed as
control programs, thaf decide whether certain requested actions (or intents) are
allowed or not, and, if they are, what the consequences and/or obligations are. Ina
preferred embodiment, rules are small control programs that take a few parameters as
input (such as content identification information, time/date, the value of certain
counters, ID of the principal requesting the action, etc.), and make decisions as to

whether to allow certain actions to take place. If an action is allowed to take place,

the program can also carry out the rule’s stated obligations (e.g., updating a counter).
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RérR! et SRl gait] ({&%., “to exﬁt’eég%l felsuch as “the principal can play the content if
it is a member of the group of subscribers to this content™). A link between two nodes
Na and Nb is a trustable assertion that Na belongs to the group represented by Nb. If,
at the point of enforcement of the rule (e.g., where the rule program is being run), it is
possible to obtain all the links necessary to traverse the graph to all the required target
nodes, ﬂlen the condition is satisfied. Tlns graph of nodes will sometimes be referred
to as a Membership Graph, and links in that graph Membership Links.

[0736] Content Encryption

[0737] Compliant elements designed to work with the system will be able to
understand and enforce the appropriate rules when they want to perform an action on
a protected piece of content. However, non-compliant systems generally cannot be
trusted to use content in this manner. Thus, it is desirable to protect the content using
cryptographic techniques. In a preferred embodiment, content is encrypted with a
content key Kc, typically unique to the content being protected. When a principal
wants to perform an action on the content, it will first run the rule program, and get an
answer yes/no. If the rule allows the principal to perform the action, the principal will
need to obtain the content key Kc. In a preferred embodiment? there is a relationship

between the rule system, the node/links graph, and the content protection system that
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simple systems, however, it is expected that this graph will be a subset of the
Membership Graph. This graph will be called the Protection Graph.

[0739] Each node N in the system can have, amongst other attributes, an
associated Content Protection Key Kc[N], or Key Pair. Other aitributes might include
a public/private key pair for signing, and potentially targeting information to the node.
For purposes of illustration, the following example shows the use of a single key,
however, it should be appreciated that the same principles would work with a key
pair. In this graph, a link between two nodes Na and Nb is a trustable assertion that
anyone who has Kc[Na] can compute Kc¢[Nb]. Typically, this means that the link will
contain an expression of Kc[Nb] encrypted by Kc[Na]. This allows one to chain links
between nodes and compute a target node’s Kc. |

[0740] The graph used to create paths to keys may be different from the graph

used for expressing membership conditions, but in simple cases, the same graphs and

-links can be reused, thus creating a “parallel” or alternative use of the node graph: the
same path that was traversed for checking a rule’s condition is now traversed to
compute a content protection key. Any node Na that has access to links that can be

followed to reach node Nb can compute Kc[Nb), even if no explicit targeting of

Ke[Nb] to Na has ever been made.
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Si mpl ePropertyTypeTarget Criterial service_ I agr am

S&AY bffcts of obligations), as well as a copy of K[Ci] protected by successive
encryption with each of the Kc[Ni] node content encryption keys of the nodes to
which the requesting node must belong.

[0742] When a node Na wants to perform an action on the content Ci, it will
run the rule program that governs the content for that action. If the rule requires the
membership of Na in one or more groups Np, Ng, etc., it will check that the necessary
links to Np, Ngq, etc. exist, and produce a decision as to whether the action is
permitted or not. If the action is permitted, the system will determine if it has a set of
links in the Protection Graph to nodes Nm, Nn, etc. whose content protection keys
Ke[Nm], Kc[Nn], etc. need to be used iﬁ sequence to obtain the content key K[Ci], of
which an encrypted copy can be found in the rule. K[Ci] will be obtained by |
decrypting this encrypted content key with the nodes” content encryption keys
Kc¢[Nm], Ke[Nn], etc. in the order specified by the protection metadata for the content
key. Again, in simple systems, the set of nodes Np, Ng, etc. will often be the same as
Nm, Nn, etc.

[0743] FIG. 7 shows an example scenario that illustrates the dual use of the

node graph. Referring to FIG. 7, iPodl is a content playback device. Nipl is the

'~ node that represents this device. Kip1 is the content encryption key associated with
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Gifty 1% 8% linﬁ%fo\{lil &%15 rI\PpT,l which %{e\allrilsct%at Gilles is a member of the
Public Library. L3 is a link from Nipl to Namp, which means that iPod? is an ACME
device.

{0746] C1 is a movie file that the Public Library makés available to its
members. Kcl is a key used to encrypt C1. GB[C1] is the governance information
for C1 (e.g., rules and associated information used for governing access to the
content). E(a,b) means ‘b’ encrypted with key ‘a’.

[0747] For purposes of illustration, assume that it is desired to set a rule that
says that a device can play the content C1 as long as (a) the device belongs to
someone who is a member of the library and (b) the device is manufactured by
ACME.

[0748] The content C1 is encrypted with Kcl. The rules program is created,
as well as the encrypted content key RK[C1] = E(Kamp, E(Kpl, Kc1)). Both the rules
program and RK[C1] can be included in the governance block for the content,
GB[C1]. |

[0749] iPod1 receives C1 and GB[C1]. For example, both might be packaged

in the same file, or received separately. iPod] received L1 when Gilles first installed
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[0751] iPod1 uses L1 to compute Kg, and then L2 to compute Kpl from Kg.

iPod1 also uses L3 to compute Kamp. iPod1 applies Kpl and Kamp to RKJ[C1] found
in GB[C1}, and computes Kcl. It then uses Kel to decrypt and play C1.

[0752] When node keys are symmetric keys, as in the previous examples, the
content packagef needs to have access to the keys of the nodes to which it wishes to
“bind” the content. This can be achieved by creating a node that represents the
packager, and a link between that node and the nodes to which it wishes to bind rules.
This can also be achieved “out of band” through a service, for instance. But in some
situations, it may not be possible, or practical to use symmetric keys. In that case, it is
possible to assign a key pair to the nodes to which a binding is needed without shared
knowledge. In that case, the packager would bind a content key to a node by
encrypting the content key with the target node’s public key. To obtain the key for
decryption, the client would have access to the node’s private key via a link to that
nqde._

[0753] In the most general case, the nodes used for the rules and the nodes

used for computing content encryption keys need not be the same. It is natural to use



children strinavalue 231 Use Default Fixed Annotation

attri butes Nane Type id xsd:anyURlI optiona

description xsd:string optional el enent

StringServiceAttributeVal ue/stringvalue diagraml -~

stringval ue namespace 211

http://ww. nenb- conmuni ty. conf schemas/ neno/ nsdl / 2003/ 0

9/ core/extol , type xsd:string conpl exType
@@FWQ@@F,W%@ B hTang re]gﬁqgs.lrzpmdtw)e/epn a rule that governs

nsdlc:InterfaceBinding - - |- ; reg ----- | ire nee

\ieBBat ariddbe kexwdedde Brerpiptity but it is not-neeessary - In some systems, some

L--------- namespace

mbtlgs thAybewsedrfor coment prdtyctivnrkess thanme noe oI Totdxp2adids 0

9/ corel/ exuol type extension of nsdlc:|nterfaceBi nding

cindrhistrehip caglitisrsgind deaoersqiane ARneatRtibSeh oM fferent graphs of
conpl exTypes WebServi cel nt er faceBi ndi ngLi teral

ViehGadauibe aled, oh a6iaRk RS fI5Qnfdnt }gfd%é&i%ﬁ. M8 Bcample, a
Type enyUR opt onal Default Fi xed Annotation

- @RS ChhIAsh P hax 80 Mﬂ%ﬁgﬁ’lﬁgi %ﬁnclﬁqp LEXLY B\eﬁggtent C1, but the

WebServi cel nterfaceBin dr agram

eoRAARY K A" hAr bt d ﬂ}gie&%a by Kpl, but may instead by protected by the

node key Kf of node Nf, which represents all public libraries, not just Npl. Or a rule
could say that you need to be a member of Namp, but the content encryption key
- could be bound only to Npl.

[0754] Although the foregoing has been described in some detail for purposes
of clarity, it will be apparent that certain changes and modifications may be made
without departing from the principles of the present invention. It should be noted that
there are many alternative ways of implementing both the processes and apparatuses

_of the present invention. Accordingly, thé present embodiments are to be considered
as illustrative and not restrictive, and the invention is not to be limited to the specific

. details given herein.
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Use Default Fixed Anng{ppPENDIXdACXsd: anyUR opti onal
description xsd:string op | enent
AttributeBasedSery| ceDi scover yRequest /service_profile
di agr am serftYdGE ﬁ‘?ﬁf‘b‘tlm% d’é’ﬁe g(‘i]emas
http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
9/ corel/ svc/ext/ 01 type xsd:anyUR el enent
Attri but eBasedServi ceD scoveryRequest/ servi ce_cat egory
di agram servi ce_category nanmespace
htt p: // ww. neno- communi t yDéfinitiszemas/ neno/ nsdl / 2003/ 0
9/ corel svc(ext01 type xsd: anyURl el enent
elemenfhédlé:BadeeBasedSer vi ceDi scover yRequest/ servi ce_type
diagielh 20 ' Vi ce type namespace
“ht t mo- communi ty. conl schemas/ neno/ nsdl / 2003/ 0

9/ cor clext/d type xsd:anyUR 237 el enent
namespaRE ¢ PP R O BAEHEIR AP e B sS PRSHWEYe / at tri but e
nole agydRmBade- - -- -- - nsdic:SerwceAttribute attribute
attribufes - irgaawleue gg:ZnyURl :)J;tei!onal Default Fixed Annotation
description xsd:string optional

complexType nsdlc:Base
diagram

namespace  hitp:/f'www.nemo-community.com/schemas/nemo/nsdlf2003/09/core

used by element nsdlc:Base
complexTypes  CryptoKeyinfo CryptoKevinfoPair DRMInfo License MembershipToken
nsdlc:Evidence nsdlg:InterfaceBinding nsdic:Node nsdic:Nodeldentityinfo
nsdle:Policy nsdic:ServiceAttribute nsdic:ServiceAttributeValue nsdic:Servicelnfo
nsdic:ServiceMessage nsdlc:ServicePayload nsdle;Status nsdic:TargetCriteria
OctopusNode Personality UDDIKeyedReference

attributes _Name Type Usc_e Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType hsdlc:Evidence

diagram
nsdic:Evidence

namespace  http://www.nemo-community.com/schemas/nemo/nsdlf2003/09/core
type extension of nsdlg:Base ‘
used by elements  ServicelnterfaceAuthorizationRequest/evidence

nsdic:InterfaceBinding/givenEvidence nsdic:InterfaceBindingirequiredEvidence
complexTypes SAMLAssertionEvidence WSPolicyAssertionEvidence

attributes ‘Name Type : Use Default Fixed Annotation
id xsd:anyURI " optional
description xsd:string optional

complexType nsdlc:InterfaceBinding
diagram e dmemmm e

nedicinterfaceBinding = R e 0.

1.
2
]

- -




namespace

http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0

9/ corel/ svcfexU01l type nsdlc: ServiceAttribute children

val ue attributes Nane Type Use Default Fixed

Annotation id xsd:anyURl qgpgional description

namespe&ed ! HR AL LAnRA. combsdBRas XS - in@WdeRicoreC ORI €X Ty pE

Eet ri ngneogns% SerV| ceDi scoveryResponse di agram - -1

51 ey iyl oad Attribut eBasedServi ceDi scover. . .
Ch“d’%i'ny%@ﬂﬁl@éﬁﬁw@&ﬂm%narrespace

uselnbyt p: // \ \oTle %&%ﬁi schemas/ nenmo/ nsdu2003/ 09
attriblt SO 733 n obgdl c: Seryi cePavl,0ad
Chi Icﬂren servn@ceanmRtrl butiess Nanme Type Use Def aul t
Fi xed*ERIBt at i6F™ d xseP!%AyUR optional description
xsd: string optional elenent

elemerinkalciivtt @ % BRIURRINLGRIJESRIRKES YResponse/ servi ce
am . Servicelnfo (,. interface + -.;

'l"@dE“B'mm panmespace

ht t pJ/ WaW. heno- communi ty. com schemas/ neno/ nsdV2008/ 09/
FamesPesr é‘f‘%’%‘}" RO OPIURitY (SE/s R eem Sesdi2P08/6Y aate

type nsdic:Evidence

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element nsdlc:InterfaceBinding/givenEvidence

diagram

namespace  hitpJ/iwww.nemo-community.com/schemas/nemo/nsdli2003/09/core

type nsdic:Evidence

attributes F\Iame Type Use Defauit Fixed Annotation
: id xsd:anyURI optiona}
description xsd:string optional

complexType nsdlc:Node

diagram seaeeoaeo-
-———. service I;

namespace hitpJ/fwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core
type extension of nsdic:Base 7

children  service identityinfo
used by complexType SimpleNamedNode

attributes !\lame Type Use Default Fixed Annotation
id xsd:anyURI optional
description - xsd:string optional

domain xsd:anyURt required




children interface attribute attributes Nane Type Use

Default Fixed Annotation |d xsd:anyUR optiona
description xsd:string optional service profile
xsd: anyURl required service category xsd:anyURl
required service type xsdzanyURf required 238

conpl exType Servi cel nterfaceAut hori zati on di agram -

Aut hori zation' interface +
e‘eme@éﬁﬁlpwdﬁﬁemcacemt hori zati on attri bute O .M
dagamespace [T T o e
http://ww. n ﬁﬁmﬁﬁWﬁﬂﬁPty coni$chenas/nenn/nsdl/2003/0
9/core/svc/e t/Ol : sHon of Authorization
child "trlbutes Nane Type Use

xsd: any URI qU|red at egory xsd: anyUR

required setV|ce type: xsd™anyUR

Servi cel nt erfaceAut hori zat i onRequest di agram - --
namespace ﬁféﬂdlw REAP-GAME mmlﬂwa&’nemolnsdi!2003loglcore

‘type nsdlc:Servicelnfo

description *sd strkngummbu_ha% service_profile
’ t

children interface attribute

: Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyURI required
service_type xsd:anyURI required

element nsdlc:Node/identityinfo
diagram

namespace http://iwww.nemo-community.com/schemas/nemo/nsdi2003/09/core

type nsdlc:Nodeldentitylnfo

; Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string oplional

complexType nsdic:Nodeldentitylnfo
diagram

nzdic:Hodeldentityinfo

namespace hitp:/;www.nemo-community.com/schemas/nemo/nsdl/2003/09/core
type extension of nsdic:Base

used by elements nsdlic:Node/identityinfo NodeldentityinfoTargetCriteria/indentityinfe

required conplexType

Annotation

Annotation

complexTypes ReferenceNodeldentitylnfo Simpletdidentityinfo SimpleSerialNumberNodeldentityinfo

X509Certificateldentityinfo

; Name Type Use Default Fixed
atiributes ict xsd:anyUR} optional
description xsd:string optional

complexType nsdlc:Policy

diagram -
nsdic:Policy

namespace  htip://www.nemo-community.com/schemas/nemo/nsdi/2003/0%/core

type extension of nsdig;:Base

used by element Servicelnterface AuthorizationResponsefaccess policy
complexTypes SAMLAssertnonPohcy WSPolicyAssertionPolicy
: Name Type Use Default Fixed
tri . -
attributes id xsd:anyURI optional

description xsd:string _ optionat

Annctation

Annotation



Ser ui cel MerfaceAut hori zati onR. . '"anV serviceinfo +
evi dence nanespace
http://ww. nenp- conmuni ty. con’ schemas/ neno/ nsdl / 2003/ 0
9/ corel/ svc/ extol type extension of
nsdl c: Servi cePavl oad chil dggn serviceinfo evidence
attri butes Nane Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
compleé'rmﬂlc ServiceAttribute
guest | serviceinfo
, i hiferface + serviceinfo
remeepeet ol m"ﬁ@n%mﬂe"aﬁ%fﬁ*cpmgmn?fns!’"ﬁﬂeﬂﬁ@g hemo! nsd | 2003/ 08
Mo Bfsrerlesdigisze ¢ ype nsdl c:Servicelnfo 239 children
childmt exdiece attribute attributes Name Type Use Defaul t
usdaipyed ohmend ervidelhfokfiiliva Ayl R0k bratdlsc e fbtrBlle
xsd: sfgd.Ng optignal  seryice profdgﬁﬁl xsd: any URI Annotation
a“"br”@auuned ser visgenyort egapgnxsd: any reqw red
servi %C”Rtjgl‘pe xésg (URI °Pterglii red el ement
Ser vi €8l nt er f aCEAUt hor i zat i onRequest/ evi dence

element nsdlc:ServiceAttribute/value
diagram

namespace hiip/iwww.nemo-community.com/schemasinemo/nsdl/2003/08/core

type nsdic:ServiceAttributeValue

. Narme Type Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional

complexType nsdlc:ServiceAttributeValue
diagram

nsdic:ServiceAttributeValue

namespace  http:/iwww.nemo-community.com/schemas/nemo/nsdlf2003/09/core

type extension of nsdic:Base

used by element  nsdlc:ServiceAttribute/value

complexType StringServiceAttributeValue
; Name Type Use Default Fixed Annotation
attributes id xsd:anyUR| optional
description xsd:string optional

complexType nsdlc:Servicelnfo
-diagram

nsdlc:Servi

--4 attribute

0.0

" namespace  hitp://www.nemo-community.com/schemas/nemo/nsdif2003/09/core
type extension of nsdic:Base

children interface attribute

used by elements nsdic:Node/service nsdlc:ServiceMessage/service
UDDIBasedServiceDiscoveryResponselservice
AttributeBasedServiceDiscoveryResponse/service
ServicelnterfaceAuthorizationReguest/serviceinfo

Servicelnterface AuthorizationResponse/serviceinfo
complexTypes  Authorization LicenseAgquisition LicenseTranslation

MembershngTokenAcgursntlon Notification PeerDiscovery
Personahzatlon ServiceDiscovery




di agram evi dence nanespace

ht t pJ/ ww. nenp- communi ty. conf schenmas/ neno/ nsdl / 2003/ 09
/ corel/ svcfext/01 type nsdlc: Evidence attributes Nane
Type Use Default Fixed Annotation id xsd:anyUR
optional description xsd: gpsing optional conpl exType

attributes€ ! Manee| nt er f apeAut hor i zat i onRespmase  di agham Annotation
nsdiigmer vi ceBagldid  SEfaticel Mer f aceAut hori zati onR .

I anyervics Profild C Eisit r@URfaCCGgJ(ﬁljirém i cy namespace
ht t pEVeeiiigaer nexsdienydifimuni egpiridon’ schemast neno/ nsdl / 2003/ 0
9/ canlb s JexishBhurit YPeegidsensi on of
nsdl c: Servi cePavl oad children serviceinfo access
Policy attributes Nanme Type Use Default Fixed
e'eme“tMﬁ'Gt%NiQﬁ'Pfoﬁi'ﬁe'iw: anyUR optional description
diagrages d: st ri ng pptionatk—e
[

sel/ servicei nfo

| nterface +
panespace

s/ neno/ nsdVv2003/ 09

Servi cel nt et e
di agram -
ser ‘_‘ i

namespace hitpJ//www.nemo-community.com/schemas/nemo/nsdl/2003/0%/core

type nsdlc:interfaceBinding
children reguiredEvidenée givenEvidence

: Name Type Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional

element nsdlc:Servicelnfo/attribute
.diagram

namespace  http:/www.hemo-community.com/schemasmemo/nsdli/2003/09/core
type nsdlc:ServiceAttribute

children value

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
type xsd:anyURI

complexType nsdlc:ServiceMessage
diagram

nedic:ServiceMessgage q

-namespace  hitp./f’www.nemo-community.com/schemas/nemo/nsdl/2003/09/core



type nsdlc: Servicelnfo children interface attribute
attri butes Nane Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
service_profile xsd:anyURl required service-category
xsd: anyURi required 240 se@yvice_type xsd: anyURl

8] UdxloRfn & hQiinde . . .
erfaceAut hori zat i onResponse/ access_pol icy

Ch"?f?";vg'f"ﬁm'i 2 ggdrlgima‘f%semce 519 cy nanespace
atrMEs pid / v, nengsganruni b o schEihs/ nenbFhsdl / 209%RE"
9/ cordefoiptiam/ ext is@ingt ypeoptisdl c: Pol i cv attri butes Nane
Type Use Default Fixed Annotation id xsd:anyUR
tional. descriptign xsd:string optional conplexType
e'em?"ﬁ%ﬂf"sg%’%’a ﬁﬁaggﬁ'@%@ery di agram - Servi ceDi scovery
“*fHt er f ace + BRI Ea vicaltiscovery (- =-;

ccrjd schemas/ neno/ nsdl / 2003/ 0
_t.;eh"s;}i on of ServiceD scoverv
bit'e~attri butes Nane Type Use

names;ggef %ﬂxl‘f.wwﬁ.kgﬂ%gomm@.zoﬁtys.kh%naslnemomsdI12003;’09/core
" type nsdic:ServicePayload

attributes Name Type Use - Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element nsdlc:ServiceMessage/status
diagram

namespace htip:/Awww.nemo-community.com/schemas/nemo/nsdif2003/09/core

type nsdlc:Status

attributes Name Type Use Default Fixed Annotation
) id xsd:anyURI optional
description xsd:string optional
majorCode xsd:anyURI
minorCode xsd:anyURI

element nsdlc:ServiceMessage/service
diagram [T T T T s T
ngdic:Servicelnfo -

namespace http:/f’www.nemo-community.com/schemas/nemo/nsdlf2003/08/core
type nsdic:Servigelnfo

children interface attribute

: Name Type Use Default Fixed Annctation
attributes id xsd:anyUR] optional '
- description xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyURI required

service_type xsd:anyURI required




id xsd:anyURl optional description xsd:string optional

service_profile xsd:anyURl required service category

xsd: anyURl required service_ type xsd:anyUR required

conpl exType UDDI BasedServi ceDi scover yRequest di agram r
- - - -- s UDDl Based®es vi ceDi scoveryReq... 'any

II searchcrlter| a + 1.m nanespace

http://ww. nenp- conmuni ty. con’ schemas/ neno/ nsdl / 2003/ 0

ebme’éﬂé@)ﬁéﬁ%%“&?@@f’%ﬁwe ext ensi on of

diagigg (| mﬂ_‘ i cePayl oad children searchcriteria _
at trik Nanme Type Use Default Fixed Annotation id
namespgég hﬁ!ﬂ?‘l&fﬂemtg%mom%&%gﬁeﬁg{hsﬁﬁmﬁﬁg&%t ri ng opt i onal
el emen
. A eDi scover yRequesUsearchcriteria di agram
fagets . Snumeration ZREQ ondRDl KeyedRef erence  t nodel key

sear chomdaibi aneTiFcaTion Keyval ue  namespace
htt p: / / www. neno- communi ty. conf schermas/ neno/ nsdl / 2003/ 0

| Ki Ref erence chil dren
Compielxén_wgre xé\%lae@taxpe UDDI KevedRe

diagram

namespace  httpJ/iwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core
type extension of nsdic:Base
used by element nsdlc:ServiceMessage/payload
complexTypes  AttributeBasedServiceDiscoveryRequest
AttributeBasedServiceDiscoveryResponse QctopusLicenseAcquisitionRequest
OctopuslicenseAcquisitionResponse OctopuslicenseTranstationRequest
OctopusLicenseTranslationResponse OctopusPersonalizationRequest
OctopusPersonalizationResponse Servicelnterface AuthorizationReguest
Servicelnterface AuthorizationResponse UDDIBasedServiceDiscovervRequest
UDDIBasedServiceDiscoveryResponse UPnPPeerDiscoveryRegquest
UPnPPeerDiscoveryResponse
attributes _Narne Type Usg Default Fixed Annotation
id xsd:anyURI optianal
description xsd:siring optional

complexType nsdic: Status
di_agram

nsdic:Status T -eee [

namespace  http:/fwww.nemo-community.com/schemas/nemo/nsdl2003/09/core

type extension of nsdlc:Base

used by element nsdic:ServiceMessage/status

; Name Type . Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional
majorCode xsd:anyURI
minorCode xsd:anyUR

complexType nsdlc: TargetCriteria
diagram

namespace http://mww.nemo-community.com/schemas/nemo/nsdi/2003/09/core

type extension of nsdic:Base

used by complexTypes NodeldentitylnfoTargetCriteria SimplePropertyTypeTargetCriteria
SimpleServiceTypeTargetCriteria

Name Type Use Default

id xsd:anyUR} optional

description ~ xsd:string optional

attributes Fixed Annotation



f

attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:stdng optional
conpl exType UDDI BasedSer vi ceDi scover yResponse di agram
-1 nsdlc: ServicePayl oad , . | _
UDDI BasedSer vi ceDi scoveryReg6.. - --"- -'an y service
+ 1.co nanespace
. http://~. nenmo-oomunity. com schenmas/ neno/ nsdl / 2003/ 09/
simplel yied)sdlreYesepaelsags pe ext ensi on of nsdl c: Ser vi cePavl oad
namesRRfF; | h/EHw-aEe wimEnitatopsihbnes eemoNaYRE0STY e Use Def aul t
friex oebidiandksassiiagny 1 d xsd: anyURl optional description

use %g Stkhdig @it:boAMessAb@ARNT
U

| B Vi j.scover yResponse/ servi ce di agram
fagets _ _ %ﬁﬁ%’ﬁr{ cé%%r%gzcel nfo interface attribute +

nanes lglal@gration NOTIFICATION
htt p://ww. neno- comuni ty. com schenmas/ neno/ nsdl / 2003/ 0

nsdl c: Servicel nfo children .
coﬁgﬁg@ﬁ%ﬁt }rﬁl Tuatir éﬁflé)\rt‘i‘tt""rr'_‘Til:ﬁ)ﬁﬁut_es Name Type Use Default

I'xed Annotation id xsdg 3Cription
xsd: gt+-ng—opti Sl Vi  URI
(QCTO V)Nt i e dbbdindabminkid L1 5 Nty = SN f

namespace  hitp/fwww.nemo-community.com/schemas/nemo/nsdlf2003/09/corefext/01
type extension of nsdlc:TargetCriteria
children  indentityinfo

attributes Name Type Use_& Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element NodeldentityInfoTargetCriteria/indentityinfo
diagram

namespace  http:/Awvww.nemo-community.com/schemas/nemo/nsdl/2003/09/corefext/01

type nsdic:Nodeldentitylnfo

attributes !\Fame Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType ReferenceNodeldentityinfo
diagram

Creference

ReferenceHodeldentityinfo

namespace  hiip://iwww.nemo-community.com/schemas/nemo/nsdl/2003/09/corefext/01

type extension of psdic:Nodelentityinfo

children reference

attributes !\lame Typ_e Usm'e Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element ReferenceNodeldentityinfo/reference
diagram

- reference f

namespace  hitp:/fwww.nemo-community.com/schemas/nemo/nsdlf2003/09/corefext/01




service category xsd:anyUR required service__type
xsd: anyURl required 242 conpl exType UDDI Keyed

Ref erence di agram -t nodel key UDDI KeyedRef erence = -"-
keyval ue M namespace

http://ww. neno- comuni ty. ee#1 schemas/ neno/ nsdl / 2003/ 0
SekCokelming/ exu0l type extension of nsdlc: Base
chlldren t nrodel kev keyval ue used by el enent

UDDI BasedSer vi ceDi scover vReauest | searchcriteria

comp[eactfyﬂd ml?ﬁssbhmEJM%eUse Def aul t Fi xed Annotation id
de

p:// Www. nenp- communi ty. conischenas/nenn/nst2003/09
nam espréo H‘Eﬂ“’%‘ﬁ PR EOT YY) e Bpme e 2PRG O Yot Bt
igBDleKeyviedReticEvdeae/ keyval ue di agram = - keyval ue
aﬁnb@@,neslpwc e htt d b Use Default Fixed Annotation

ﬂpunlt {Hsch%ﬁﬁﬁ/nenn/nst2003/09/core/svct
exuOl ype xs st

complexType SAMLAssertionPolicy

diagram

SAMLAssertionPolicy E}-{—-— -

_ namespace http:/Avww.nemo-community.com/schemas/nemo/nsdy2003/09/corefext/01

type extension of nsdic:Policy

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType Simpleldidentitylnfo
diagram

E=simpnlteiﬂ

namespace  http//iwww.nemeo-community.com/schemas/nemo/nsdi2003/09/core/ext/01

type extension of psdle:Nodeldentityinfo
childrenn  simpleid

attributes _Name Type Uscf: Default Fixed Annotation
id xsd:anyURI optional
description xsd:string opticnal

~ element Simpleldidentitylnfo/simpleid
diagram

‘namespace hitp://www.nemo-communily.com/schemas/nemo/nsdli2003/09/corefext/01
type xéd:anyURI



conpl exType UPnPPeer Di scovery di agram - -| _
Peer(r)tscovery interface + | UPnPPeer Di seovery -
-"~ - 1no ------------ "-, attribute oom"'l
nanespace
htt p: / / www. neno- oonmuni ty. 2287 schenmas/ neno/ nsdl / 2003/ 0
9/ corel/svc/ext/ 01l type extension of PeerDi scoverv
children interface attribute attributes Nane Type Use
complexapg FirppleliareeiNadaot at i on i d xsd anyUR opti ona

dagrgfescri pti on xsd: STTEu = ice _profile

xsd: anyURl requir xsd: anyURI
required i cep epuired 243

co diagramr. - - -
- - - F L Di scovery
Request - - ;any Ehmet hod

-searchtarget ar chd
htt p: // ww. nenp- cgrmmini t:y
9/ corel/ svcfext/01

s/ neno/ nsdl / 2003/ 0

namespace  htip:/fiwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01
type extension of nsdic:Node

children service fdentityinfo name

attributes _Name Type Usg Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
domain xsd:anyURI required

element SimpleNamedNode/name
diagram

namespace  htip//www.nemo-community.com/schemas/nemo/nsdl/2003/09/corefext/0
type xsd:anyUR!

.complexType SimplePropertyTypeTargetCriteria
“diagram

.t SimplePropertyTypeTargetCrite... [+

namespace  hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/corefext/01

type extension of nsdic: TargetCriteria

children service profile service service id

attributes _Name Type Us? Default Fixed Annotation
id xsd:anyURI . optional
description . xsd:string optional




type extension of nsdlc: Servi cePavl oad chil dren
newsear ch searchnet hod searchtaraet searchdata
attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
el enent UPnPPeer Di scover yRegeest / newsearch di agram
j newsearch nanespace
htt p://ww. neno- oonmuni ty. com schemas/ neno/ nsdv2003/ 09

e'e”?e'}f@ﬁ@ﬁ%ﬂ?@?wﬁvpﬂame%t@r NiggoP@iile el ement

di2g(3Pn P J SEAver yRequest / sear chnet hod  di agram

sear e amespace

namespidel Wit /AWMNYmB BITRUHPET LS Y ndrRile R RR/-RBTO/ Nsdl / 2003/ 0
ggecq(gdea!nsl}ﬁgt ext 101 type UPnPPeer Sear chMet hod facets
ERuneration M SEARCH el enent
UPnPPeer Di scover yRequest/searchtarget di agram

elemerﬁgﬂﬁp gpw%gﬁ@%%ﬂfeﬁysgrgﬁ?schems/ neno/ nsdl / 2003/ 09

cor [Besuief @xt / Ol type UPnPPeer Search Taraet facets
enunératron ALL enunerati on ROOTDEVI CE enunerati on
namespfyE\/[NEEFFYEREM & dothmundy.qamieghémas/nemo/nsdl/2003/09/core/extio

Hden RRemyURA scover yRequest / searchdata di agram

diagE

element SimplePropertyTypeTargetCriteria/service id

diagram = o

i

namespace hitpiwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/0

type xsd:anyURI

complexType SimpleSerialNumberNodeldentitylnfo
diagram

= serialnumber [

namespace hitp:/fwww, nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01
type extension of nsdic:Nodeldentityinfo

children serialnumber

attiibutes ~ Name Type Use Default’ Fixed Annotation
id ) xsd:anyURI optional
description xsd:string optional

element SimpleSerialNumberNodeldentitylnfo/serialnumber
diagrarn

"~ gserialnumber

namespace hittp//www.nemo-community.com/schemas/memo/nsdl/2003/09/core/ext/0

type xsd:string




searchdata nanespace
http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
9/ corel/ svc/ext01l type xsd:string conplexType
UPnPPeer Di scover yResponse di agram - - -
nsdl c: Servi cePayl oad UPV@EHkOlscoveryResponse - -
zany rang nanespace
h} connunlgy conl schemas/ neno/ nsdl / 2003109f

complex é’Png?%U'FﬁﬁypeTVB%t Bigrdnsi on of

Yoy dl c: Servi cePavl oad attrrbur - NeTE
leed Annotatlon i d xsd WAS

9/core|svc/exU01 type re
by el ement UPnPPeer Di scov
facets enuneration M SEARQ

(nsdU2003/ 09

/core/svclexuOl type restriction f " h}?r|ng used
' ear cht ar aet
et B0l EARSSLARIS L BERUERL agaLell o
YR UTETSRE tf S3ieBresteteiYpE  conpl exType Crypt oKeyl nf o
childrelj asprvigepeofile service  service id
attributes ilgame Isyg:(;nyURr ggt?onai Default Fixed Annotation
description xsd:string optional

element SimpleServiceTypeTargetCriterialservice profile
diagram

service_profile |

namespace http:/Amww.nemo-community.com/schemas/nemo/nsdli2003/08/corefext/0?
type xsd:anyURI

element SimpleServiceTypeTargetCriterialservice_

diagram = "
Service_

namespace htlp:/lwww.nemo-community.comlschemaslnemolnsdllz003/09/c0re/ext/01
type xsd:anyURI

element SiinpleServiceTypeTargetCriteria!service__id
d‘ =

namespace http//www.nemo-community.com/schemas/nemo/nsdli2003/09/core/ext/01
. type xsd:anyURI

complexType StringServiceAttributeValue
diagram

StringServiceAttributealue [ Estringl.lalue

-namespace http://www.nemo-community.com/schemas/nemo/nsdif2003/09/core/ext/o

type extension of nsdlc:ServiceAttributeValue

children stringvalue




-;any CMAolteylrrfo - ---- - Om.6 L_ encrypted
namespace
http://ww. nenp- conmuni ty. con’ schemas/ neno/ nsdl / 2003/ 0
9/drm type extension of nsdlc:Base children encrypted
245 used by el enents CrypuﬂkevlnfoPairIprivatekev
attrip(dsy pt. Keyl nf oPEYPGr I ybl | at tr iDeittes NamrgedType Usgwenotation
Def auj ripinX €d @@ tfatm mm{b xsd: anyUR optiona
descrlptlon xsd: string optional elenent
pt oKeyl nf o/ encrypted di agram encrypted nanmespace
elemeﬁhgﬂngﬁwwﬂmmteé’e%n@tﬂmyamm schemas/ neno/ nsdl / 2003/ 0
diagiynd r & sd: bool ean conpl exType Crypt oKeyl nfoPair
di agks ekey + CryptoKeyl nfoPair publickey +
namessat ) Rl nemo community comischemasiemoledizayoRiooied0t | 1\ 003/ 09/
HF’ T3 ext ensi on of nsdl c: Base children privatekey
publ i ckev used by el enents

de/co tentprotectlonkev
comp%i&# A%% gﬁ§%§8%¥% ?%tprotectlonkey _attributes
RBme Type Use Defaul t H]ggg;pﬂg: b m&r1'.v=- 3

namespace  hitp:/fiwww.nemo-community.com/schemas/nemo/nsdl/2003/09/ corefext/01
type  extension of nsdlc:InterfaceBinding

children reguiredEvidence givenEvidence
used by complexTypes WebServicelnterfaceBindingLiteral WebServicelnterfaceBindingWSDL

: Name Type Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional

complexType WebServicelnterfaceBindingLiteral
diagram T T T T TR T T T

WEbSermcelrrterfaceBmdm Lite.. {~|

- service_namespaee

=soap_action [

~service_interfacename [f

"~ service_interfaceur) [

namespace  hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/0n

type extension of WebServicelnterfageBinding

children  requiredEvidence givenEvidence service namespace soap_action service interfacename
service_interfaceurl




id xsd:anyURl optional description xsd:string optional
eI enment Crypt oKeyl nfoPair/privatekey di agram
------- I. CryptoKeylnfo ;ant | privatekey - -~"- -
me "I'l encrypted nanmespace
htt p: / M ovw. neno- conmruni t y232m schemas/ neno/ nsdl / 2003/
attribu9 / dP‘?ﬁe type G}PZ nglKeyIWPo chi | deednit encr yipeed Annotation
attruda&tﬁtﬁrs Namaﬁ UsRIoPR, t: fault Fixed Annotation id
xsd: anyURl opti onal descrl ption xsd:string optional
el ement Crypt oKeyl nf oPai r/ publ i ckey diagramr
e'eme’ﬁ"&?ﬁ?%ﬂ"%ﬁ'@cemDd'"!l'-ﬁerdhemce namespbéd ckey G co
diagram n oy w nmespace
ht t Piskd brmuni ty. conf schemas/ neno/ nsdl / 2003/ 0
d &rggge, pt ed
namesp%%t ?tfpgmrg’ﬁo Cgﬁrﬁtm ype h%g%ﬁe%gﬁ g @i’c{;(re not ation id
PEA*HHR  optional description xsd:string optional
conpl exType DRM nfo

element WebServnceInterfaceBlndmngterallsoap._actnon

diagram L.

namespace  http://www.nemo-community.com/schemas/nemo/nsdi2003/09/corelext/01

type xsd:string

element WebServicelnterfaceBindingLiteral/service_interfacename
diagram

namespace  hitpi//’www.nemo-community.com/schemas/nemo/nsdl/2003/098/core/ext/ol

type xsd:string

element WebServicelnterfaceBindingLiteral/service_interfaceurl
 diagram

~service_interfaceurl [}

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/corelext/01

type  xsd:string

complexType WebServicelnterfaceBindingWSDL
diagr_am T T T T T T T T

WebSerumemterfaceBmdmgws ﬁ

namespace  hiip://www.nemo-community.com/schemas/nemo/nsdif2003/09/core/ext/o1
type extension of WebServicelnterfaceBinding

children requiredEvidence givenEvidence wsdl description
: Name Type Use Default Fixed Annotation
attributes id xsd:anyUR optional
description xsd:string optional




di agram DRM nfo nanespace

http://Ww. neno- conmuni ty. conf schemas/ neno/ nsdv2003/ 09

/drm type extension of nsdlc:Base used by el ements

Personal ity/drm nfo Li cense/ drm nfo

Menber shi oToken/ drninfo cd#l exType QOct OpusDRM nf O

attri butes Nane Type Use Def aul t Fi xed Annotati on I id

| .dstrlng opti ona

eleﬁ:g%%ﬁg %F/qﬁé | 8gﬂ'§g'gd| agT 3 %’---s‘-’rf-'-ol‘- N 1License - -
rrri Mkall_descOptia namespace

hftpF F="oomuni ty. nml schemas/ neno/ nsdi / 2003/ 09
namesphagr mmlypeneexMW&IMmMemcHnﬁmsaam/ogf@laﬂeiﬂw en drmnfo

s €GsdWhyur CONpPl exType COct opusLi cense attributes Nane

Type Use Default Fixed Annotation id xsd:anyUR

optional description xsd:string optional elenment

lelT ma#aﬁeme& dhesgleass drni M o nanespace
v I onj schemas/ neno/ nsdl / 2003/ 0

namespace  htip://www.nemo-community.com/schemas/emo/nsdif2003/0%/core/ext/01

type extension of nsdlc:Evidence

attributes ~ Name Type Use Default Fixed Annotation
i xsd:anyUR} optional

description xsd:string optional

complexType WSPolicyAssertionPolicy
diagram

wsPolicyAssertionPolicy F]—{ -]} -

'namespace http:/fiwww.nermno-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type extension of nsdic:Policy

. Name Type Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional

complexType X509Certificateldentitylnfo
diagram

X509Certificateldentitylnfo [C]{ -ss~ 5" x509cestdata

namespace  hitp:/;Mww.némo-community.com/schemas/nemo/nsdl/2003/09%/corefext/01

' type extension of nsdic:Nodeldentityinfo
children x509ceridata

used by element OctopusPersonalizationRequestfidenti

attributes Name Type Uso:_a Default Fixed An_notation
id xsd:anyURI optional
description xsd:sfring aptional

element X509Certificateldentitylnfo/x509certdata
diagram

=x509certdata §

namespace  hitp:/iwww,.nemo-community.com/schemas/nemo/nsdl/2003/09/core/ext/01

type xsd:base64Binary




description xsd:stdng optional conpl exType
Menber shi pToken diagram --------- ,, Menbershi p Token
- -~"- - info . 1 1 nanmespace
htt p: / / www. neno- communi ty. coml schemas/ neno/ nsdv2003/ 09
/drm type extension of nsgiq: Base children drm nfo
used by conpl exType Oct opusMenber shi pToken attri butes
Nane Type Use Default Fixed Annotation 247 id
complexbype Aythomizatiqn | onal descri ption xsd:string optiona
diagreh e e nt N@nberﬁi&gﬁ?@kgﬁ#dﬁﬁ*ﬁ%@wﬂiagran1drn1nto

nanespace n%
http://ww. nenp:. fhemas/ neno/ nsdl / 2003/ 0
9/ dr e—bDRVM-A lame Type Use Defaul t

Fi xe AN S B0 xsd: anyUR bptional description
' er sor i nfo namespace
http:// www. nenp=oomruni i) hemas/ neno/ nsdl / 2003/ 0
91drm type extension of nsdlc:Base children drmnfo

namespige e JPH SR IOBR M Fe ER B TE B HIRWR 8y Prefve

type extension of nsdlc:Servigelnfo

children interface attribute
complexType  ServicelnterfaceAuthorization

used by

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI reguired
service_category  xsd:anyURI reguired
sarvice_type xsd:anyURI reauired

complexType Notification
diagram (o T T T T T T

|
Hetification i
I

namespace hitp:/Aww.nemo-community.com/schemas/nemo/nsdlf2003/09/core/sve
type extension of nsdlc:Servicelnfo

children interface attribute

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyURI required
service_type xsd:anyURI required

complexType PeerDiscovery
diagram




attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
el enent Personality/drmnfo diagramdrnmnto nanespace
http://w

. neno- communi ty. com schemggsneno/ nsdV2003/ 09/ drm type

namespa@qMHEI)(IMErﬁo[cbrn%@éonmgﬁasmyn%ﬁ-smgsiwr%ét Fi xed

Annot ation id xsd:anyUR optional description
Wﬁesdex‘STsP??{ﬁs—dgr?ﬁ“%%%? conpl exType Li censeAcqui sition
childrg] aigterfage aitgbiltac: serui cel nfo interface + ;|
usedby CerrsenkaTyes SUBnPReprDiscovery - - - - - - - - ri~e, O co > )
attributad MB&HEC € Type Use Default Annotation

tt pd / / waww. nerrespdiRiuni ¢pengom schemas/ nenD/ nsdl / 2003/ 0
9/ dr IR et Y HE RS ensi JHE"Af nsdl c: Servicel nfo

chi | sehti@cateqitye em@RAL T Iieqilae Used by conpl exType

Oct coUSLYReéens eS| t i BRIt t ri but es Nane Type Use
Default Fixed Annotation id xsd:anyUR optional

compleﬂ?ﬁ&gérmcbﬂﬂcm string optional 248

dlagram

ServiceDizcovery

namespace  http//www.nemo-community.com/schemas/nemo/nsdlf2003/09/core/sve
type extension of nsdic:Servicelnfo

children inferface attribute

used by complexTypes AttributeBasedServiceDiscovery UDDIBasedServiceDiscovery
attributes ~ Name Type Use Default Fixed Annotation
id xsd:anyUR! optional
description xsd:string opiignal
setvice_profile xsd:anyURI required
service_category  xsd:anyURI reguired
service_type xsd:anyURI required

complexType AttributeBasedServiceDiscovery
diagram

namespace  hitp//www.nemo-community.com/schemas/nemo/nsdif2003/09/core/sveiext/0
type  extension of ServiceDiscovery

children interface attribute

attributes _Name Type Usg Defauit Fixed Annotation
id xsd:anyURt optional
description xsd:string optionat
service_profile xsd:anyUR| required
service_category xsd:anyURI required

service_type xsd:anyURI required




description xsd:string optional service_profile

xsd: anyURl required service category xsd:anyUR

required service_type xsd:anyUR required

conpl exType LicenseTransl ati on di agram

nsdlc: Seraicelnfo interfagg + LicenseTransiation _-

-1 mL ,attribute-+ ) ow namespace

http://ww. nenp- comruni ty. conf schemas/ neno/ nsdu2003/ 09
Complekﬂmnm%uteﬁywsemmcomrwlkeqt&dt c: Servicelnfo children

diagpmt er f ace attri bute used

xsd: anyURI requi red servr;:e_wggg_emgpr_ﬁ;_-_‘. any Url

requi red service_type xsdf anyURI rﬁqmred, Qonpl exType
Menber shi pTokenAcqui si ti on| di agramm%mce_nmﬂe

nsdic: Servicelnfo - - inte
Menmber shr pTokenAcqui sition

'L-% attribute 3]

namespace hitp://www.nemo-community.com/schemas/nemo/nsdl/2003/0%/core/svelext/01

type  extension of nsdlc:ServicePayload
children service profile service category service type attribute

attributes _Name Type Usg Default Fixed Annotation
_ id xsd:anyUR! optional
description xsd:string optional

element AttributeBasedServiceDiscoveryRequest/service _profile
diagram

service_profile

I

namespace  htip/iwww.nemo-community.com/schemasnemo/nsd|/2003/09/core/svel/ext/on
" type xsd:anyURI

“element AttributeBasedServiceDiscoveryRequest/service_category

diagram

namespace  htip:/f’www.nemo-community.com/schemas/nemo/nsdl/2003/09/corefsvelext/01
type xsd:anyUR!

- element AttributeBasedServiceDiscoveryRequest/service_type

diagram

" service_type

i

namespace  bitp://iww.nemo-community.com/schemas/nemo/nsdi/2003/09/corefsveiext/ot
type xsd:anyURI



O .w nanespace
http://www. neno- conmuni ty. com schemas/ neno/ nsdU2003/ 0
9/drm svc type extension of nsdlc: Servicelnfo
children interface attribute attributes Nane Type Use
Default Fixed Annotation 43 xsd:anyURl optional
description xsd:string optional service profile
xsd: anyURl required service category xsd: anyUR

element AibuteRhsedIgrviceldscameeyRegdesifatttiBiter equi red 249

dagrgonpl exType Personat-i zat+of-di agram ---~ nettle
25e F#FF&’FF’&%‘@IA Per sonal i zat i on

Ser vi cel nfo|“5‘¥ 2
att hui.m# ' :|
ht t p=f==r 1 OFA y..€gm schemas/ neno/ nsdl / 2003/ 0
9/ dnn/ svc type extenS| on of nsdlc: Servicelnfo
namespas | Pt Epy-NERR T PURRY €omichem pIEIT s 3B HOsyre/i ex Ty pe
voet amusShatadiaki zati on attri butes Nane Type Use
ch“d,l};f @ah”ett Fi xed Ann;)t ation ti gnglsd' an%/URlceop:i ?nlale
_ destC ion xsd.string [ Vi [ .
AlrbURE %ﬁs URI re?ﬁgiﬁm se,L%{ig;hace cat eggr y xsapad(r)]y UR  Amesten
reqLﬁefcéRﬁ"" serW’et .ype optisefl anyURl required el enent
oct offdsPer son&FF¥4t 1 on

complexType AttributeBasedServiceDiscoveryResponse
diagram

nsdic.SermcePamaad TR

AttributeBazedServiceliscover,

namespace htip:/f/wwww.nemo-community.com/schemas/nemo/msdli2003/09/core/svc/ext/01

type extension of nsdle:ServicePavioad

children service

atiributes _Name ' Type Us_e Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element AttributeBasedServiceDiscoveryResponseiservice
diagram T —._ T

s —-\ attnhute

g
-_:'!
|
l
|

namespace  http//Awww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svc/ext/
type nsdlc:Servicelnfo

children interface attribute

atiributes Name Type Use Default Fixed Annotation
id xsd:anyURI optionat .
- description xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyURI required

service_type xsd:anyURI required



di agram Cct opusPersonal i zation interface +
Cct opusPersonalization - i -"~ - | W=------------
attribute + O m nanmespace
ht t p: / / www. neno- oonmuni ty. conf schenmas/ neno/ nsdl / 2003/ 0
9/drnm sve/ ext/octopus type3gctopusPersonalization
children interface attribute attri butes Nanme Type Use
Def ault Fi xed Annotation id xsd:anyUR optiona

complerd ¥pg PesviceipterfaepAutharizgtiopt i onal  service rrofile

diaggagd: any URI required serwrte*taregory~xsdﬁanyUQ

required service_type xSHTATRIR reqw
conplexType DEV|ceA£bto ushbdegf

cont en : ) :

secr

http)fwww neno- ronnunlty' KpfpstQOOSIOQI
drm svc/ exvoct opus typé opusNode
chil dren contentorotectMgnkgluggggqgngngh|onkev

attributes Nane Type Use Default Fi xed Annotation id
names%?%ed hgwmema mmd%téfomlschemasmemolnsdI12003;'091corelsvclexb’01

type extension of Authorization

children interface attribute

attributes Name Type Use Default Fixed - Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI] required
service_category  xsd:anyURI required
service_type xsd:anyURI required

complexType ServicelnterfaceAuthorizationRequest
diagram T T e ——

ServicelnterfaceAuthorizationR...

evidenee

namespace  hftp/fwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/sve/ext/O1

type  extension of nsdic:ServicePayload

children serviceinfo evidence

attributes _Name Type Usg Default Fixed Annotation
id xsd:anyURI] optional
description xsd:string optional

element ServicelnterfaceAuthorizationRequest/serviceinfo
diagram

namespace  hitp:/Awww.nemo-community.com/schemas/nemo/nsdl/2003/0%core/sve/ext/01

' type nsdlc:Servicelnfo



250 description xsd:string optional nodetype

xsd: anyURl el enent

Devi ceACct opusNode/ cont ent prot ecti onkey di agram- - --

- -- CryptoKeyinfePair.. privatekey + ,)

cordent protecti onkey - -"-~239 publickev + nanespace
childhth t PiietficeMMin@ M- conmuni ty. com schenas/ neno/ nsdl / 2003/ 0

aﬂnbugldrmnﬁvc/ exuogpopus tympe Crvot glgul nf oPaidy chil d,(n@cnmm
rlvle\tekev pubisp:arkéRy at ewtidaut es Nanme Type Use Def aul t

F| x egfes P@{_ﬁmeat i Bhiomid xs@aHyUR optional description

xsd: stved_ttpo@pt ksamglr el edqwadt

Devi ¥&sbopusReaYRecr eehebt ect i onkey di agram --- - -

- - CryptoKeylnfopair | privatekev + I

JaT N + nanespace
ae:::fg%gﬁgﬂmeﬁléﬁg Coﬁ%&?{ﬁ?&t‘(l;&@ﬁc hemas/ neno/ nsdl / 2003/ 0
dr|mbideret dx Yoct opus  type Onrot oKevl nfoPair children
publ i ckev attributes Nanme Type Use Defaul t

namespaTe x BHENHETBEMOIL-cofschesds amySRROOtcPgRYelbvdes cr i pti on

1966 d nsilciEVilcOPpt | onal

attributes Name Type Usg Default' Fixed Annotation
id xsd:anyUR} optional
description xsd:string optional

- complexType ServicelnterfaceAuthorizationResponse
-diagram

aceess_policy |

namespace  http//iwww.nemo-community.com/schemas/nemo/nsdli/2003/09/core/svciext/o

type extension of nsdic:ServicePayload
children serviceinfo access policy

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string opficnal

element SerwcelnterfaceAuthorlzat:onResponselserwcemfo
diagram

servieeinfo

namespate  http:ifwww.nemo-community.com/schemas/nemo/nsdl/2003/0%/core/svalext/01
type nsdlc:Servicelnfo

children interface attribute

attributes !\Jame Type USt_a Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
_service_profile xsd:anyUR! required

service category xsd:anyURi required




conpl exType Oct opusDRM nfo di agram Cct opusDRM M o
nanespace

http://ewaw. neno- comuni ty. coni schenmast neno/ nsdl / 2003/
09/ drnif svcl exvoct opus type extension of DRM nfo

attri butes Name Type Use Defgault Fi xed Annotation id
xsd: svgdidbe optisomglRl desendigat | on xsd: string optional.
conpl exType CctopusLi cense diagram------ ~ License |

9'9""9"Eﬁ’%W?‘wxﬁeﬁé‘ﬁ%°rgéﬂmfg‘%?§“%é?ﬁ§%i83@‘§’?ﬁ:Prg;: s dV2008/ 09

RO topus type extension of License
chi | eFer=grmnf 0 attri butes Nanme Type Use Defaul t
namespded Xﬁ!(ﬂlh#\ﬂn@rhtatomﬁmty chrilschemakmamyrsiRboo@michratvabxweescr i pti on

%%dnsgtcrpl,,;gg optional conpl exType

I censeAgqui sitigp diagr i censgAcqui si tjon
attribueg, ¢ eiﬂf ace + G@ta@pmsu CpsBL ACqUI ESs]el |l_on ------------ o

at t rfepirtien + naegace optional
htt p: / / www. neno- conmuni ty. conf schemas/ neno/ nsdl / 200310

compleryHE %ﬁ}ﬁ%{s@éﬁér&%ﬂ%@ew

diagram

UDDIBagedServiceliscovery

namespace  hitp:/Aww.nemo-community.com/schemas/nemo/nsdl/2003/09/corefsvcfext/01

fype extension of ServiceDiscovery

children interface attribute

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional :
description xsd:string optional
service_profile - xsd:anyUR! required
service_category  xsd:anyURI required
service_type xsd:anyURI required

complexType UDDIBas_edServiceDiscoveryRequest
diagram

namespace  hitp./Awww.nemo-community.com/schemas/nemo/nsdl/2003/09/corefsvelext/01

_type extension of hsdlc:ServicePayload
children searcheriteria

attributes _Name Type Usg Default Fixed Annotation
. id xsd:anyURL optional
description xsd:string optional



type extension of LicenseAcauisition children
interface attribute attributes Nane Type Use Default
Fi xed Annotation id xsd:anyUR optional description
xsd: stdng optional service_profile xsd:anyURl

requi red service categoryypd: anyUR required
servi ce_type xsd:anyURl required conpl exType

Cct opusLi censeAcqui si ti onRequest dlagran1- - - - -

elememMQ&B&ﬂﬁeml@g@uytmtVRe@esjba&bhaemAc qui si tion Re g.
diagram e ny Om nanespaee-e—- -

i onal description

CbtopusLlcenseAch|S|t|onResponse di agram-- -- -
namespage o | M-/ iaguy. me—mpmmlpchemasmemolnsdleOO?»lOQlcore!svclexth1
tyfeC tubpMskdReBIBERACUI Sit1 onRes. .. -'an nanespace
cm&gﬁq&&ﬁ, rJgﬁgo-connunity conl schenmasl| neno/ nsdl / 2003/ 0
vC

exuqelopus type exten of
amm%?dlm SerV|ce%gi%@ﬁd at%ﬁm@utes Eégg Type Use Def alll

Fi xedesglitnt at ix¥etind d  x sebfiesrly URI optlonal description
xsd: string optional

complexType UDDIBasedServiceDiscoveryResponse
diagram

Ann{)tat:on

namespace http:/fwww.nemo-community.com/schemasinemo/nsdlf2003/09/core/sve/extior

type extension of nsdlc:ServicePayload

children  service

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

element UDDIBasedServiceDiscoveryResponseIservice
diagram .

service [

namespace  htip:/iwww.nemo-community.com/schemas/nemo/nsdlf2003/09/core/sveiext/ol
type nsdle:Servicelnfo

children interface attribute

attributes Name Type Use Defauli Fixed Annotation
id xsd:anyURI optional :
description xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyURI “ required

service type xsd.anyURI required



252 conpl exType CctopusLi censeTransl ati on di agram
Li censeTransl ation interface +
Cct opusLi censeTransl ation =-; attribute OW
. hamespace
http://ww. neno-comuni ty.x@m schemasi neno/ nsdl / 2003/ 0
9/ dr nf svdext f oct opus type extension of
Li censeTransl ation children interface attribute
complextype UDDiKeyedRefreligppe Use Defaul t Fixed Annotation id
diagratg d : anyURI opt| onal descrl d:string optional
: servi ce category
Yl [ . xsd: anyURl required
conpl exType Oct opusLl censelft i onRequest di agram
rEmeR et 0 op ﬂ?ﬂ’ﬁ’%’éoncgé% ans a't%lx%JS%%%MSC"lzooangﬁ'yrelsc‘ﬂdewm 1 nanespace
BT t PSRRI communi ty. conf schemast neno/ nsdl / 2003/ 0
childi@r dmngllm/&ﬂgmg(octopus type ext ensi on of
used%sdl CdeBett v LDmiRaa jch ‘ 13eaidfdreerid ype Use Def aul t
snoEl Xedménnot athon i d xsgg anyUR| quali onal g8scr i Dt i Gesen
%&d:istri Nng optst:eiyar optional

description xsd:string optional

element UDDIKeyedReferenceftmodelkey
diagram

namespace hitpl/’www.nemo-community.com/schemas/nemo/nsdl/2003/09/corefsvalext/01
type xsd:string

element UDDIKeyedReference/keyvalue
diagram

namespace  hitp:/;www.nemo-community.com/schemas/neno/nsdl/2003/09/core/sve/ext/n

type xsd:string

complexType UPnPPeeanscovery
diagram

namespace  http/fwww.nemo-community.com/schemas/nemo/nsdl/2003/09/corefsve/ext/on
type extension of PeerDiscovery

children interface attribute

attributes Name Type Use Defauit Fixed Annotation
- id xsd:anyUR! optional
description xsd:string optional
service_profile xsd:anyURI required
service_category xsd:anyURI required

service_type xsd:anyURI required



conplexType Cct opusLi censeTr ansl ati onResponse di agram

- - - 1 nsdlc: SerV|cePaonad 11

CbtopusLlcenseTransIatlonRes any nanespace

http://ww. neno- connunlty.conischenas/nenn/nsdl/2003/0

9/ drm svcl extfoctopus typgqextensi on of

nsdl c: Servi cePavl oad attri butes Nane Type Use Def aul t
Fi xed Annotation id xsd:anyURl optional description

complgxd yped{RnPRgerBiacoveriRe®st conpl exType

diag@st opus Menber shi pToken rdiragr-am-— — == =1
ﬁ@%ﬂbken drnﬂnfo }

Menber shi pToken Cbtopq§ﬁ@ﬁﬁ%@§
naned ﬂ@@e Dsmu ryRequ T
http:9 Ly
9/ drm svc/ ext |l oct opus |t
Menber shi pToken childre
Use Default Fixed Annot
description xsd:string
Cct opusNode di agram Cet
http://ww. nenb- conmuni $
9/ drmi svc/ exVoct opus type ext ¢
used by el enent
CbtoousPersonaIizationResoonseIp

nam espace np'ltpq e%o c%%bn%ecér%cagnggnemolns§II2003l09[corefsvclextIO1

type extension of nsdlc:ServicePayload

children newsearch searchmethod searchtarget searchdata

; Name Type Use Default Fixed
atiributes id xsd:anyURI optional
description xsd:string optionat

element UPnPPeerDiscoveryRequest/newsearch
diagram

“newsearch [

namespace  hitp/’www.nemo-community.com/schemas/nemo/nsdl2003/09/core/sve/ext/o1

type xsd:boolean

element UPnPPeerDiscoveryRequest/searchmethod
diagram

searchmethod

{l

namespace  http//www.nemo-community.com/schemasiemo/nsdlf2003/09/core/svelext/01

type UPnPPeerSearchMethod

facets enumeration M-SEARCH

element UPnPPeerDiscoveryRequest/searchtarget
" diagram

Esearch’target

namespace hitp//iwww.nemo-community.com/schemas/nemao/nsdii2003/09/core/svolext/01

type UPnPPeerSearchTaraet

enumeration ALL
facets enumeration . ROOTDEVICE
enumeration DEVICETYPE

Annotation



attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
nodet ype xsd: anyURl  conpl exType QOct opusPersonality
di agram ----- Personalityt ,.1 COctopuspersonality - -
drmnfo .9 1 nanespace 244 _
http://ww. nenb- conmuni ty. conl schemas/ neno/ nsdl / 2003/ 0
9/ drm svc/ exttoctopus type extension of Personality
elemenéHP¢RﬂeerDisl¢qvbwﬂ?@qa¢qtls¢dydttb$a Nanme Type Use Def aul t
iagrifh X gl tion id xsd:anyUR optional description
: tional 254 conpl exType
namespa@ t % %reéog%z%l.lm%y% %pemgs!lna rin@‘ Il GOSI(P E‘orés(\)r I zation
Interface topusPersonali zation ------------ I
Yot 1 e- + 0. o nanespace
http://ww. nerm oommuni ty. oom’ schemas/ neno/ nsdl / 2003/ 0

exuoct opus type extension of
Comple%é’npgg/ﬁa%(ﬁg 158?1"96}%151589%% interface attribute used by

diag SR - T T T
& ement Oct oousPer sonal l zs%nmme?mmd l

namespace  http:/Awvww.nemo-community.com/schemasinemao/nsdl/2003/09/corefsvefext/01

type extension of nsdic:ServicePayload

attributes !\!ame Type USt_a Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

simpleType UPnPPeerSearchMethod
namespace  hitp:/fwww.nemo-community.com/schemas/nemo/nsdl/2003/09/core/svelext/on

type restriction of xsd:string
used by element UPnPPeerDiscoveryRequest/searchmethod
facets enumerafion M-SEARCH

simpleType UPnPPeerSearchTarget
namespace http:/iww.nemo-community.com/schemas/nemo/nsdli2003/09/core/svel/ext/0l
type restriction of xsd:string
used by element UPnPPeerDiscoveryRequest/searchiarget

enumeration  ALL
facats enumeration ROOTDEVICE
enumeration DEVICETYPE

complexType CryptoKeylnfo

diagram

namespace http//www.nemo-community.com/schemas/nemo/nsdlf2003/09/drm
type extension of nsdic:Base

‘children  encrypted



attri butes Name Type Use Default Fixed Annotation id
xsd: anyURl optional description xsd:string optional
service_profile xsd:anyURl required service category
xsd: anyURl required service_ type xsd:anyUR required
conpl exType CctopusPersonalszat i onRequest di agram - -,
used $yS | GreBersuicnetkeynfoRakion GekaCrstoke pigat i on Request

atiributos. naRdlY 1 myd dentityet  nanespage Ann tatm
it t g0/ wwv. nenségamuni batoreiom schenas/ nenD/ nsdl / 2003/ 0

[ dr APSPET ext /8EEBPus  PRFPE ext ensi on of
nsdl c: Servi cePayl oad children identity attri but es Nane
element DrfiftokiSfinfoRhaibledr Xed Annotation id xsd:anyUR
c,i‘.agn,ampt' description xsd:string optional elenent
esiPEdsonal | zati onRequest/identity diagram.l
X50r atel dentMhfo identity - ---~ -
namespagen (R A d@p&on]mumtamg;ﬁua@aelnemolnsdllzoo3!09/drm
tydat txgdbos@W. Neno- conmuni ty. com schemas/ neno/ nsdl / 2003/ 0
9/ drm svdexUoct opus type X509Certificatel dentitvlnfo
children x509certdata attributes Name Type Use Default
complexFypecerypioieylafdPaim | d xsd: anyURl optional description
diagraiSd: St ri ng opt i onal

'namespace hitp:/Avww.nemo-community.com/schemas/nemo/nsdi2003/09/drm
type extension of nsdic:Base

children privatekey publickey
used by elements DeviceAOctopusNode/contentprotectionkey DeviceAOctopusNode/secretnrotectionkey

attributes _Name Type Usg Default Fixed Annotation
. id xsd:anyURI optional
description xsd:string optional

element CryptoKeylnfoPair/privatekey

diagram

namespace  http://www.nemo-community.com/schemas/nemo/nsdl/2003/09/drm
type CryptoKeyinfo
- children  encrypted
attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optionat

etement CryptoKeyinfoPair/publickey

diagram

publickey



255 conpl exType COctopusPersonal i zati onResponse
diagram--------- nsdt c: Ser ut cePayt oad
Cct opusPer sonal i zati onRespon. .. - any

- ~- personalitynode O .w nanespace
http://ww. neno- conmuni ty. g4g1 schemas/ neno/ nsdl / 2003/ 0

namesp&(e d ﬂﬁyﬂWeaﬁagéémﬁ&nMschM%mQﬁghlﬁtﬂ)@’b% of
n?dl C: t§erV| cePavl oad children personalitvnode

t °Nane Type Use Default Fixed Annotation id
childes d ezenp®elRl  opt i onal description xsd:string optional

atribuek eniare Oct opusPer sonal ¥sgat i onReBgfrwhse/ peFisdnal | t yAogdsson
di aghamsaer soffRimodeR i imespace
htt p: //ww. neno- conmuni ty. cam schemas/ nenoi nsdv2003/ 09

/ dnn/ svc/ exuoct opus type CctopusNode attributes Nane
compleX{ype DBMINBef aul t Fi xed Annotation id xsd:anyUR

diagrapt | escri ption xsd:string optional nodetype
Xsd: g 256 Profile Schemas Core Profile

namespace  http://’www.nemec-community.com/schemas/nemo/nsdl/2003/09/dm
type extension of nsdic:Base

;.1 11 fd~ 1 0"0

used by elements Personality/drminfo License/drminfo MembershipToken/drminfo
complexType OctopusDRMinfo

attributes _Name Type Usg : Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

‘complexType License
diagram

13
License [} —ws=[]

namespace hitp:/fwww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm

" type extension of nsdic:Base

children drminfo

used by complexType OctopusLicense
. Name Type Use Default Fixed Annotation
attributes id xsd:anyURI optional
description xsd:string optional
element License/drminfo
diagram
namespace  htip:/Awww.nemo-community.com/schemas/nemo/nsdlf2003/09/dm
type DRMinfo
attributes Name Type Use Default Fixed Annotation
id xsd:anyUR! optional
description xsd:string optional

complexType MembershipToken
diagram

MembershipToken

namespace  http/fiwww nemo-community_com/schemas/nemo/nsdlf2003/09/drm

type extension of nsdic:Base

children drminfo

used by complexType  OctopusMembershipToken
attributes  Name Type " Use ' Default

Fixed Annotation



schema | ocati on:

C. \ ws\ nenol schema\ neno- schema- cor e-01. xsd

t ar get Nanespace:

ht t p: / / www. neno- communi ty. conf schenmas/ neno/ nsdl / 2003/ 0

9/core Elenments Conpl ex tppes Sinple types Base Base

MessageUsage xsksnpaence optigtaer f aceBi ndi ng  Node

Nodelestentiani t vi ¥feina Pol i éftioBer vi ceAttri bute

ServiceAttributeVal ue Servicelnfo ServiceMessage
elemenﬁﬁér%é?&ﬁﬁ%k%ﬂﬂrmiﬁf@t us TargetCriteria Core Profile

diagrim<t €NSI 0N_sc ocati on: .
g schenma\ nenb- schena- cor e- ext ensi on- 01. xsd
space:
namespaggt t PP uApRRTIOrTETIYOIE cAYRchenasipertr/ 206408 ms / neno/ nsdl / 2003/ 0
wod corvrext / 01 Conpl ex types
atmbut'%bdeiaﬁte ntitvl ﬂ(f)é)Tar get @ed teria pefault Fixed Annotation
ef eq* enceNodetsglepiRl t vl mﬁt@al SAM LAssertion Evidence
SAMBEEE i onBBFT8y  SPRBPEI di dentit vl nfo
Si npl eNanmedNode Sim p| eProoertvTypeTargetCriteria
complexType Personality
diagram

Personality [~} —wee _;

0.

namespace  hitp:/fwww.nemo-community.com/schemas/nemo/nsdl/2003/08/drm
type extension of nsdlc:Base

children dmminfo

used by complexType OctopusPerscnality
attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional :
description xsd:string optional

element Personality/drminfo
diagram

namespace  http:/;ww,.nemo-community.com/schemas/nemo/nsdlf2003/09/drm
type DRMinfo

attributes !\lame - Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType LicenseAcquisition
diagram

namespace  hitp//vww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/sve
type extension of nsdic:Servicelnfo

childran interface attribute

used by complexType OctopusLicenseAcquisition
: Name Type Use Default Fixed Annotation
attributes id xsd:anyURI optional a

description - xsd:string optional



Si Ml eSer i al Nunber Nodel dentitvl nfo
Si nol eServi ceTvoeTargetCriteria
StringServiceAttri butevVal ue WbServicelnterfaceBi nd
ing WebServicel nterfaceBi ndingLiteral
WebServi cei nterfaceBi ndi ngy$DL
V\SPoquesc;ytAssert Ixs(dﬁth_r\él denegonaA\BP0oi i cyAssertionPolicv
X509§§}j‘§4p ot at &iae [ﬁll tvl[mlgg 257 Core Service Profile
schesavi @l | ORse: anyURI required
C: 1ws\ neno\ schema\ neno- schema- cor e- servi ce- OL. xsd
- t ar get Nanespace:
complex{ yRs Ligapsel rARst#i nruni t y. conf schemas/ neno/ nsdl / 2003/ 0
daggmcor e/ sve Conpl sTAmt horizati on  Notification
Peer Di scoverv Vf%g%cgﬁ@erv Cord Service Profile
Exten3| on scherm I ) '

ocat

ht t p: //vwvw neno- c
9/ corel sve/ extl 01! 00an e
At t ri but eBasedSer \li ceDi scovery. UPnP
: tri but eBasedSer vi ceDi scover vReguest
namespﬁjisn Igﬁpélwgia &Of:wngrptbchlschemaslnemolnsdllzo /08/dm/sve
iRet erieitneBrdasidepfoceDi scover yResponse
childRR T \iitds@de Bi@E aceAut hor i zat i on

usedtg! V1 6RbBIRE | deEAUliQtERliAN Reguest

y Name Type Use Default Fixed Annotation
attnbuteg id xsd:anyURI optional
description . xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyUR! required
service_type xsd:anyURI required

complexType MembershipTokenAcquisition
diagram T T T T e T T

MembershipTokenAcguisition

namespace  htip://www.nemo-community.com/schemas/nemo/nsdl/2003/0¥dim/sve
type extension of nsdic:Servicelnfo

children interface attribute

attributes Name Type Use_: Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyUR! reguired
sefvice_category  xsd:anyUR!t required

service_type xsd:anyURI} required



Servi cel nterfaceAut hori zati onResponse
UDDI BasedSer vi ceDi scoverv
UDDI BasedSer vi ceDi scover vReguest

UDDI BasedSer vi ceDi scover vResponse UDDI KevedRef er ence

UPnPPeer Di scoverv UPnPPeagdi scover vReguest

UPnPPeer Di scover vResponse DRM Profil e schenma | ocati on:

C:. 1ws\ nenmpo\ schemal nenp- schema-drm 01. xsd
complexTapeg)Bersomalizptinre :

diagrdnt t p: / / www. nanmg- eenmunt-t-yr eem-sehenmas/ neno/ nsdl / 2003/ 0
9/drm Conpl ex t“ﬁﬁﬁ%‘” fﬂ oKevl nf§o Cr vpt oKevl nf oPai r

DRM nf o Li censt I\/Errb:_

t ar get Nanespac

http: | hvww. ne

9/drm ext/ 01 sce Profil:

C. \ ws\ nenol schema\ nerm schema drm servi ce-01. xsd
namespagey @@WWP'W .com/schemas/nemo/sdi/2003/09/drm/sve

| Personality 258 DRM

v t PtedsiombimsdresaBicd@dmuni t y. com schenas/ neno/ nsdl / 2003/ 0

chitdr Oy GO NP! €X types Li censeAcqui sition
used by complexType  OctopusPersonalization

. Name Type Use Default Fixed
atiributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyURI required
service_type xsd:anyURI required

element OctopusPersonalization
" 'diagram

namespace  hitp/Avww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/isvelext/octopus

type OctopusPersonalization
children interface attribute

: Name Type Use Default Fixed
attributes id xsd:anyURI optional
description xsd:string optional
service_profile xsd:anyURI required
service_category  xsd:anyURI required
service_type ¥sd:anyURI required

complexType DeviceAOctopusNode
diagram

cuntentprurtechonkey I

BeviceAOctopustode [

secretprotectionkey

namespace  htip/Avww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svec/ext/octopus
type extension of OctopusNode

children contentprotectionkey secretprotectionkey

: Name Type Use Default Fixed
attributes id . xsd:anylURI optional

Armnotation

Annotation

Annotation




Li censeTransl ati on Mem ber shi pTokenAcoui sition
Personal i zati on Octopus DRM Profile schema | ocati on:
C. \ws\ nenol schema\ nenp- schena- dr m ser vi ce- ext ensi on- oc
topus xsd target Nanespace:
http://ww. neno- conmuni ty. gggn schemas/ neno/ nsdl / 2003/ 0
9/ dr ressipdh ext /xosti &liesrent s Conpl ex types
Oct oﬂ‘iﬁ’%@érsond‘ﬂaﬂ‘%ﬁ on Devi ceACct opusNode
Cct opusDRM nfo  Cct opuslLi cense

elemerfDbPiRLRDLtoFINDAC R tehthlSktionkey

diagfat ¢ opusLi censeAcaui sitionReauest

Cct opusLi censeAcpui ?tﬁ‘i’@%ﬁ@anse |
Cct opusLl censeTr ansl ation. .

! 'rrt?er shi pToken

Cct opus Node $P nal 5
Cct opusPer sonal i zat i o —Gct-opusPersm‘raijl zati onRep uest

namesp408 (BWﬁe&ﬁlﬁb&hhrﬁﬁhhﬂﬁﬁﬁﬁlﬁﬂﬁ?ﬁﬁ&lﬁo@la@ﬁﬂlﬂﬂxﬁoﬁ%gh t he

pgr%g&ogglnggﬁr been described in sone detail for
purposes clarity, it will be apparent that certain
m""f?ﬁaﬁ%@?%ﬁ%ll—#é‘bll fications may . be practiced w thin the
atrib@59 N&¥ope of xgﬁgyualppen‘&gqa,cl ai nBeRuft shotitdl be noftnateton

t hat detshﬁnae ar Gsdtwhy al t&hdaati ve ways of inplementing
bot h the processes and apparatuses of the present

i nventions. Accordingly, the
element DewceAOctopusNodelsecretprotectionkey

diagram T I T —_- Toam

secretprotectmnkesy H :

namespace  hitp:/Awww.nemo-community.com/schemas/nemo/nsdl/2003/09/drm/svc/ext/octopus

type CryptoKeyinfoPair
children privatekey publickey

atirbutes _Name Type Usc? Default Fixed Annotation
id xsd:anyURI optional
description xsd:string optional

complexType OctopusDRMInfo
diagram

OctopusDRMInfo

namespace http:/;ww.nemo-community.com/schemas/nemo/nsdl/2003/09/dm/sve/extioctopus

type extension of DRMinfo

attributes Name Type Use Default Fixed Annctation
id xsd-anyURS opticnal
description xsd:string optional .

- complexType OctopusLicense
diagram

Octopuslicense Eh-



present enbodi nents are to be considered as
illTustrative and not restrictive, and the inventive
body of work is not to be limted to the details given
herein, but may be nodified within the scope and
_ equi val ents of the appendexficl ains. [0756] WHAT IS
namespag—Alltmwln§ﬂo—ogtﬁ'gjnlwgﬂﬂcﬂgﬁasln&nolrﬁvﬁmilﬁg%ls@e%J]Lor i zi ng
tyecex%nsmql_menge ece of electronic content on a computer
Eystem "t e met hod conprising: receiving a request
Ch"dfﬁftoéﬁﬂaﬂuser of the conputer systemto access the piece
attribuled '?r"em roni &eont ent US? etrieviliefguta | i céirse Annotation
asso&gcagt@nd Wi 3;",% pi e,g,é abf el ectronic content, the
|icense conprising a control object, a controller
object, a protector object, and a content key object;
complexTlgpe pemphg'-leprequmﬁum ogram from the control object;
diagrgmd executing the contypol-program-using-a digital
ri ghts managenent engl'ﬂ@“t‘ﬁfﬁ?ﬂ%@“’“

" one or mor e condltlo ~exp
program are satisfied, E;;_;'__
represents a relati ons{h_g-.

wherei n eval uati ng the one or rore Ilnk obj ect s
namespap I BB RS CET R YRR S U200V OB SIS ect
types Shsiab & ticansdabauitibn r st entity is reachable froma
ch,,drgreciqtg,dacgtgggneobj ect associated wth a second entity. 1.
o€ WERLNOA OF glai m 0, {n which phe,contrgller obJ,eQJ;auOn
k1‘355 erabl e t&sc%ﬂmrel yorpdnad  t he control object wit
the ‘gﬁ% dyﬁR ct 0"'20”5"The met hod of clains 0 or

required
2, I8

ect Réuirédd] ect is operable to
seCLHE@PEWPebl nd‘SGtEh:eJRtont eafredkey object with the piece

of el ectroni_c content. 3. The nethod of any of the
compie)ﬁ'p{%\/ bg&éuﬁ_lé‘énggl\c un5|t Ife %J&e content key obj ect

an encrypt ot ogr aphi c key, tl the encr ypt ed
*Crypt ogr aphi ¢ key, V\,hen )nsdtcs»amzceeaytoad”

and

namespace  hitp:/www.nemo-community.com/schemas/nemo/nsdlf2003/08/drm/svc/ext/octopus

type extension of nsdlc:ServicePayload

. Name Type Use Default Fixed Annotation
attributes id xsd-anyURI optional
description xsd:string optional

complexType OctopusLicenseAcquisitionResponse
diagram

namespace http:/fiwww.nemo-community.com/schemas/nemo/nsdi/2003/08/drm/svc/extioctopus

type extension of nsdlc:ServicePayload

atiributes Name Type Use Default Fixed Annotation
o id xsd:anyURI optional .
description xsd:string optional



decrypted, being capable of decrypting the piece of
el ectronic content. 4. The nethod of claim3, further
conprising deriving a decryption key fromthe one or
nore |ink objects, the decryption key bei ng capabl e of
decrypting the encrypted ggyptographic key. 5. The
met hod of claim 3, wherein at |east one of the one or
nore |ink objects conprises an encrypted version of a
complekTyps tOckappsLicéreselranskatitoey bei ng capabl e of decrypting
diaghe encrypt ed crypt ogr ppht e—key—t-he-method further
Jiige ¥

conprising: 261 decrypt using a
second key associ ated ystem

decr -Ag TaToXAVIaV ) o key using the
f i r sPCRRUGLIcEnR rapalatiop e fjectronic
content using the crypt he net hod of
any one of the previou ‘the first
entity conprises a usgt, ar ﬁmﬁ%iﬁe second
entity conprises a device cap renderi ng

namespask e BYPY W nemTRnTI@iicom/sEhemas nepe/ g @00 o/ dmivddmatiortoriung  a gi ven
et bxdisich of Lkensprenfigioned on a piece of electronic
e e g T Tt el gmohi ne tuppi g opg i1t
a“”b“gfﬁgim% i ght 24amUmRge TBabaengi ng%aup he confTol proglam"
bei n ﬁ?'@% bleﬂg@ﬂy?tern$ME'mhether the given action
can LRiObbLey nhnii t he/iEte of el ectronic content,
wher ivice_tvive conrdanglRl pregwram i S operable to evaluate a
set of one or nore conditions that nust be satisfied
i er f.or rfor e of the given action to be
°9pr§ﬂPﬁg%ﬁ%@89°%ﬁ%$ﬁﬂgﬁﬁgﬂﬁﬁweﬂéast afirst condition in

a9 T S e
"The set of one or nore Co@k!s@:ﬁ%ep%ﬁ%r's‘? a
' *f;ﬁEDEese ng a first

requi.renent that a first n
{@otoniseLicenseiontiitionReno FHH ~se(

secol , va reflink

obj ects available to the ‘s-nmahagenent

. . . fi . habl
namespafgen g“ﬂ&ﬁmﬁ/&xﬂ&ﬂ%@&n@f&%.&gl&q&mgsyﬂﬁno{n%cﬁ;}'%&é(%?rglg\{c}seﬁlo&o%gsc a e

rom the second node, eac expr essi ng a
vP%e| HETBHY MdsSprdeeRadad t wo entiti es.

representing a

attributeg ~ |Name Type Use Default Fixed Annotation
id xsd:anyURHE optional
description xsd:string optional

complexType OctopusLicenseTranslationResponse
diagram i e T

OctopuslicengeTranslationRes... —H- Aary o |

e

namespace  hitp//www.nemo-community.com/schemas/nemo/nsdl/2003/09/dm/svel/extioctopus

type extension of nsdic:ServicePayload
attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional .
description xsd:string optional



8. The method of claim7, in which at |east a second
condition in the set of one or nore conditions
conprises a requirenment that a third node representing
athird entity be reachable fromthe second node. 9.
The nethod of any one of clsgins 7-9, further
conprising: deriving a first cryptographic key from
the one or nore link objects, the first cryptographic
complexlgpe PetopysMerlpriphipTelfendecr ypti ng a second
diagrgr y pt ogr aphi ¢ key, -secont: efypi-egraphi ¢ key bei ng
capabl e of decrypti ngﬁtwbﬁf%ﬁ@kgp{ﬁgFTr oni ¢ content.
; EE, in which the
ol object. 262

cont FeE=H
11. The nethod of clai'm 10-- contr ol
object is cryptographlcally bound to a content key
namespagh | it wwwingieo-cerppppiGIM/siepastipfie /208 HMIsyieigctarrs encr ypt ed
84 ypte@gh apbherskietsken t he cryptographi c key being
Ch,,drg,apming ;)1;] Secryptl ng the piece offel Iecttronl c content.
0 managi a piec el ectronic
E‘“""’“Y%ntmant[;ne t he %ﬁ@m co%roh;ﬂ ng: eDFérﬁtcryptl'{?‘a‘pt he pi'éca™"
of eleEHioni cxedieent ; oafiskgbci ating a license with the
pi ece of electronic content, the license conprising a
L,am the control programrequiring, as a
comple)ﬁg db?dog ®aut hor i zi ng decryption of the piece of
fnt ent, possession of a set of one or nore
I i nk=a | ogi cal | y connecting a first node object
namespagy t P-4y cerrteln Mot eomsjeresnemaniati20p3 gl e/eftatdpive r
tyBD NfMlehsh 6 GsdiBagnNCr ypt ed version of a first key

Umd[g!per abl Gehent (R€obYPErsdnRBatDARRSRnDiberfhAifhdd@Ni C cont ent
qﬁﬁg'et%@ &M@Ext ronic content to a
attr'b“'e-°<)rm syst Ziyudet e UE\?O;;H ng t 5" he rditBte corrp’ﬁ?"é”f"’“

systeemidhas posgessi on obtom set of one or nore |ink
obj €€4e8Pq ogi c¥FPYRonnecting the first node object
with the second node object, wherein at |east one of
compleiT)Se OBBpREPeYralityl NK ODbj ect s conprises an encrypted
dagEr Sion of a second _key operable to decrypt the first
key; upon conpl etlmsdaﬁw he det erfm ni ng step,

d:agra

namespace http:/fwww.nemo-community.com/schemas/nemo/nsdlf2003/09/dm/svefextioctopus
type extension of Personality

children drminfo

atiributes Name Type Use Default Fixed Annotation
id xsd:anylRI optional
description xsd:string optional



associated with the renote conputer system decrypting
the first key using the second key; and decrypting
the piece of electronic content using the first key.
13. The nmethod of claim 12, in which the |license
further conprises a controbipr object securely
bi nding the control programw th the first key. 14.
The nmethod of clainms 13 or 13, in which the controller
complexbyrectopusPesgenalizhtioh of a content key object -and a
diaggont r ol obj ect, mherpl-ﬁ~t—he~ceﬂt—enwkey obj ect _
conpri ses an encrypg@d“v@lz%%)n'of the,fl rst key, and
the control object cbn ses ! | program 15.
] Crore .pl ece of
§yst¢m the system
""""""" st froma user
of the conputer systg EI ece of
el ectronic content; 1 r_retﬁleV|ng a
| i cense associated Wt h —he p| ece of el ectronic
namespagg n thigpww.Refecomminiyrse/sheepiren g isdig 008/ 0% domtve'aociolyp ect , a
wenthdiidnerreabijafaton a protector object, and a cont ent

Ch,,c}ggy iR E S ieans for retrieving a cont r ol program
from mC_QﬂTELQLer&BJm?a%n and neans for executing the

usetnt 1 o program usin digital rights nmanagenent

atribwsngi fi%"°r unni ngT™ER t he oo’ yter sySt¥mto detder mi nefnptaton
t he bRGpeSt maygdaég I antgdna Wher ei n execut i ng the

conprising: neans

cont F%’[c P amiﬁ iudeseqeﬂ\‘i Iuat| ng one or nore link
teg &
obj ed eié e [ reqﬁ nore conditions
expr esse by the cont rol pr ogr am are satisfied,

wherein each |ink object represents a relatlonshlp
comple BypRélstpnusBersanalizaanReguestwher ei n  eval uating the one
diaggr nore |ink objects i nclludes—determ—nrhg—whet her a
first _node object associ APEHRFtAMe | rst |entity is
r eactk abblepérmmzam‘amm EF QdE -0 "'a efér't}"éé sociated with a
sec offf=er R wEkidt 6w 15 | n V\hl Ch
t he controller object

the control object with the

namespace  hitpi//www.nemo-community.com/schemas/nemo/nsdl/2003/09/dm/svc/extioctopus
type extension of nsdlc:ServicePayload
children identity

attributes Name Type Use Default Fixed Annotation
id xsd:anyUR aptional
description xsd:string optional

element OctOpusPersonaIizationRequestlidentity
diagram e s T P

namespace  hitp://www.nemo-community.com/schemas/nemo/nsdlf2003/09/drm/svc/ext/octopus

type X509Certificateldentityinfo
children x508certdata

attributes !\Iame Type Use_a Default Fixed Annotation
id xsd:anyURI - optional
description © Xsd:string optionat



17. The systemof clains 15 or 17, in which the
protector object is operable to securely bind the
content key object with the piece of electronic
content. 18. The systemof claim 17, in which the
content key object includegssan encrypted
crypt ographi c key, the encrypted cryptographic key,
: when decrypted, being capable of decrypting the piece
complesTynel QatenusRetsondirationResp@seThe system of clai m 18,
diagfamir t her conpri si ng nmeans fef—defrvrﬂg—a~deﬁrypf+on key
fron1the one or nore I|nk|65?%%¥ : "“an key

0.w

namespace  hitp/f/www.nemo-community.com/schemas/nemo/nsdlf2003/08/dmisvcfext/octopus

type extension of nsdlc:ServicePayload
children  personalitynode

; Name Type Use Default Fixed Annotation
attributes it xsd:anyURI optional
description xsd:string optional

element OctopusPersonalizationResponse/personalitynode
diagram

personalitynode £

namespace htip:/Awww.nemo-community.com/schemas/nemo/nsdl/2003/09/dm/svclextioctopus

type OctopusNode

attributes Name Type Use Default Fixed Annotation
id xsd:anyURI optional
description xsd:string opfional

nodetype xsd:anyURI
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Profile Schemas

Core Profile

schema location: C:lws\nemolschemalnemo-schema-core-01.xsd
targetNarmnespace: http:/lwww.nemo-community.com/schemasinemo/nsdl/2003/09/core
Elements Complex types Simple types
Base Base Messagelsage
Evidence
InterfaceBinding
Node
Nodeldentityinfo
Policy

ServiceAttribute
ServiceAttributeValue
Servicelnfo

ServiceMessaqe

ServicePayload
Status

TargetCriteria

Core Profile Extension

schema location; C:iws\nemolschemainemo-schema-core-extension-01.xsd
targetNamespace: http:/Awww.nemo-community.com/schemas/nemo/nsdl{2003/09/corefext/01
. Complex types

-NodeldentitylnfoTargetCriteria
ReferenceNodeldentitylnfo
SAMLAssertionEvidence

SAML AssertionPolicy
Simpleldidentitylnfo
SimpleNamedNode
SimplePropertyTypeTargetCriteria
SimpleSerialNumberNodeldentitylnfo

SimpleServiceTypeTargetCriteria
StringServiceAttributeValue
WebServicelnterfaceBinding
WebServiceinterfaceBindingLiteral
WebServicelnterfaceBindingWSsDL,
WSPolicyAssertionEvidence
WSPolicyAssertionPolicy

X509Certificateldentitylnfo
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Core Service Profile

schema location: C:lws\nemo\schemalnemo-schema-core-service-01.xsd
targetNamespace: http:/;imww.nemo-community.com/schemasinemao/nsdl/2003/09%/corelsve

Complex types
Authorization
Notification
PeerDiscovery
ServiceDiscovery

Core Service Profile Extension

schema location: Cwslnemolschemalnemo-schema-core-service-extension-01.xsd
targetNamespace: http:/iwww.nemo-community.com/schemas/nemo/nsdl/2003/09/corefsvclextiot
Complex types Simple types

AttributeBasedServiceDiscovery UPnPPeerSearchMethod

AttributeBasedServiceDiscoveryRequest UPnPPeerSearchTarget
AttributeBasedServiceDiscoveryResponse

ServicelnterfaceAuthorization
ServicelnterfaceAuthorizationRequest

ServicelnterfaceAuthorizationResponse
UDDiBased3erviceDiscovery

‘UDDIBasedServiceDiscoveryRequest
UDDIBasedServiceDiscoveryResponse
UDDIKeyedReference
UPnPPeerDiscovery

UPnPPeerDiscoveryRequest
UPnPPeerDiscoveryResponse

DRM Profile

schema location: Ciws\nemo\schemal\nemo-schema-drm-01.xsd
"targetNamespace: http:fiwww.nemo-community.com/schemas/nemo/nsdif2003/09/drm

Complex types
CryptoKeyinfo

CryptoKevyinfoPair
DRMinfo

License

MembershipToken
Personality
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DRM Profile Extension
t schema location: C:\wsinemo\schematnemo-sehema-drm-extension-01.xsd
; targetNamespace: http:!!www.nemo-community.comlschemas!nemofnsdli2003I091dnnlextI01
E
DRM Service Profile
schema location: C:\wsinemolschemainemo-schema-drm-service-01.xsd
targetNamespace: http:/fwvww.nemo-community.comfschemas/inemo/nsdl/2003/09%/drm/sve
Complex types

LicenseAcquisition
LicenseTranslation

MembershipTokenAcguisition
Personalization

Octopus DRM Profile

schema location: C:\wsinemolschemainemo-schema-drm-service-extension-octopus.xsd
targetNamespace: hitp:/iwww.nemo-community.com/schemas/nemo/nsdi/2003/09/drm/sve/ext/octopus

Elements Complex types
OctopusPersonalization DeviceAOctopusNode
: OctopusDRMInfo

Octopuslicense
OctopuslicenseAcquisition
OctopusLicenseAcquisitionRequest
OctopusLicenseAcquisitionResponse
Octopusl icenseTranslation

Octopusl icenseTranslationRequest
OctopusLicenseTranslationResponse
OctopusMembershipToken
QctopusNode

OctopusPersonality

OctopusPersonalization
OctopusPersonalizationRegquest

OctopusPersonalizationResponse

| [0755] Although the foregoing has been described in some detail for purposes of

clarity, it will be apparent that certain changes and modifications may be practiced within the
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scope of the appended claims. It should be noted that there are many altemnative ways of

implementing both the processes and apparatuses of the present inventions. Accordingly, the
present embodiments are to be considered as illustrative and not restrictive, and the inventive
body of work is not to be limited to the details given herein, but may be modified within the
scope and equivalents of the appended claims.

[0756] WHAT IS CLAIMED IS:
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CLAIMS:
1. A method of authorizing access to a piece of electronic content on a computer
system, the method comprising:

receiving a request from a user of the computer system to access the piece of
electronic content;

retrieving a license associated with the piece of electronic content, the license
comprising a control object, a controller object, a protector object, and a content key
object;

retrieving a control program from the control object; and

executing the control program using a digital rights management engine running
on the computer system to determine if the request may be granted, wherein executing
the control program includes evaluating one or more link objects to determine if one or
‘more conditions expressed by the control program are satisfied, wherein each link object
fepresents a relationship between two entities, and wherein evaluating the one or more
link objects includes determining whether a first node object associated with a first entity
is reachable from a second node object associated with a second entity.
1. The method of claim 0, in which the controller object is operable to securely bind
the control object with the content key object.

2. The method of claims 0 or 2, in which the protector object is operable to securely
bind the content key object with the piece of electronic content.

3. The method of any of the previous claims, in which the content key object
includes an encrypted cryptographic key, the encrypted cryptographic key, when
decrypted, being capable of decrypting the piece of electronic content.

4. The method of claim 3, further comprising deriving a decryption key from the one
or more link objects, the decryption key being capable of decrypting the encrypted
cryptographic key.

5. The method of claim 3, wherein at least one of the one or more link objects
comprises an encrypted version of a first key, the first key being capable of decrypting
the encrypted cryptographic key, the method further comprising: '
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decrypting the first key using a second key associated with the computer system;
decrypting the encrypted cryptographic key using the first key; and
decrypting the piece of electronic content using the cryptographic key.

6. The methed of any one of the previous claims, in which the first entity comprises
a user, and in which the second entity comprises a device capable of rendering
electronic content.

7. A method of authorizing a given action to be performed on a piece of electronic
content, the method comprising:

executing a control program using a virtual machine running on a first digital
rights management engine, the control program being operable to determine whether
the given action can be performed on the piece of electronic content, wherein the control
‘program is operable to evaluate a set of one or more conditions that must be satisfied in
order for performance of the given action to be authorized, and wherein at least a first
condition in the set of one or more conditions comprises a requirement that a first node
representing a first entity be reachable from a second node representing a second entity;
and

-evaiuating one or more link objects available to the digital rights management
engine to determine if the first node is reachable from the second node, each link objects
expressing a relationship between two entities.

8. The method of claim 7, in which at least a second condition in the set of one or
more conditions comprises a requirement that a third node representing a third entity be
reachable from the second node.

‘9. The method of any one of claims 7-9, further comprising: deriving a first
cryptographic key from the one or more link objects, the first cryptographic key being
capable of decrypting a second cryptographic key, the second cryptographic key being
capable of decrypting the piece of electronic content.

10.  The method of any one of claims 7-10, in which the control program is contained
in a control object.
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11. The method of claim 10, in which the control object is cryptographically bound to
a content key object, the content key object comprising an encrypted cryptographic key,
the cryptographic key being capable of decrypting the piece of electronic content.

12. A method of managing a piece of electronic content, the method comprising:

encrypting the piece of electronic content;

associating a license with the piece of electronic content, the license comprising
| a control program, the control program requiring, as a condition of authorizing decryption
of the piece of electronic content, possession of a set of one or more link objects
logically connecting a first node object with a second node object, the license further
comprising an encrypted version of a first key operable to decrypt the piece of electronic
content;

sending the piece of electronic content to a remote computer system;

determining that the remote computer system has possession of a set of one or
more link objects logically connecting the first node object with the second node object,
wherein at least one of the one or more link objects comprises an encrypted version of a
second key operable to decrypt the first key;

upon completion of the determining step, decrypting the second key using a key
associated with the remote computer system;

decrypting the first key using the second key; and

decrypting the piece of electronic content using the first key.

13.  The method of claim 12, in which the license further comprises a controller object
securely binding the control program with the first key.

14.  The method of claims 13 or 13, in which the controller object include a hash of a
content key object and a control object, wherein the content key object comprises an

encrypted version of the first key, and the control object comprises the control program.

15. A system for controlling access to a piece of electronic content on a computer
system, the system comprising:
means for receiving a request from a user of the computer system to access the

piece of electronic content;
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means for retrieving a license associated with the piece of electronic content, the
license comprising a control object, a controller object, a protector object, and a content
key object;

means for retrieving a control program from the control object; and

means for executing the control program using a digita‘l rights management
engine running on the computer system to determine if the request may be granted,
wherein executing the control program includes evaluating one or more link objects to
determine if one or more conditions expressed by the control program are satisfied,
wherein each Iink'object represents a relationship between two entities, and wherein
evaluating the one or more link objects includes determining whether a first node object
associated with a first entity is reachable from a second node object associated with a
second entity.

16. The system of claim 15, in which the controller object is operable to securely bind
the control object with the content key object.

17. The system of claims 15 or 17, in which the protector object is operable to
securely bind the content key object with the piece of electronic content.

18. The system of claim 17, in which the content key object includes an encrypted
cryptographic key, the encrypted cryptographic key, when decrypted, being capable of
decrypting the piece of electronic content.

19. The system of claim 18, further comprising means for deriving a decryption key
from the one or more link objects, the decryption key being capable of decrypting the
encrypted cryptographic key.



