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ar cade gane may be special devices for pIaylng only one ap
program or gane program whil e hempt] VENFIONES general |y accept

‘cartridges to allow the user to se ect I brary of 20 cartridges
cont ai ni ng gane appl|catﬂbﬁpﬁﬁﬁﬂwwﬁaﬁaﬂﬂuhhhmndm$sﬁeqngmnmcMunhlnes and
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game software is |oaded via floppy disk or CD-ROM
Mul ti - user 19i dalso gelates o ayealdime opgratingsystem whwhrmr@nns mwltirghreddedhe gane

on"a i ngl o hap Al Ehpl <A ERAREs dha FRIRTE D6 refhofed B e

envi ronnent s aganalpﬂyu@muﬁgxﬁummetw&kmddy\gém pI atforns are linked by a
dedicated wire to allow two players to-comunicate in a 30 conmon gane

environnment. Nintendo[err] GamaBoy[err] systems are an exanple of a wred
connection in which two Gangh , &gﬁfted by a wire so
two user can play in a co A i pl e user game

pl ayi ng netgork is descr Midsb gamddsnﬂ'acbmphteN@amés bré2wélDRnovag i the aat.vi deo

arcade uses a dedi cated, high-speed
~ Video games appear in many hardware platforms and in many software

~ varieties. Video arcade games may be special devices for playing only one
application program or game program whil¢ home video game devices
~ generally accept cartridges to allow the user to select from a hbrary of
20 cartridges containing game application software. Such home video game
machines and software are produced by such manufacturers as Nintendo®,
Sega®, Atari“’; Sony, and the like, Computer video games are also popular in
which a personal computer is used as the hardware platform and application
game software is loaded via floppy disk or CD-ROM.
25 Multi-user video game playing is also known in the art. Many
“of the game platforms allow two players to compete or cooperate in a game
environment on a single hardware platform. Multiple platform, multiple
playér game environments are also known in which two hardware platforms
are linked by a dedicated wire to allow two players to communicate in a
30 common game environment. Nintendo“’ GameBoy® systems are an example
of a wired connection in which two GameBoy® uhits_‘may be connected by a

wire so two user can play in a common game together.
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comuni cati ons channel to |link special arcade gane stations to a control
station for downl oadi ng of video gane application software to all ow several
5 users to play together. This patent is limted in its use of a .

hi gh- bandwi dt h channel and special hardware to allow a |limted nunber of
users at any given location. It lacks the ability to service a | arge nunber
of subscribers d| st ri but eﬂlmﬂuplealsblaggne alaymgust\wklls desceibled imthsi dt h and

wi thin an unrel ons enlron Del i very
of video and a cﬁ V% e(fﬁ‘ﬂlaegl Ia deé&ﬁ?fit@gb'rsl??ﬁdder to a

residence is a|@5ﬁuhﬁﬁ%£t1dnlchﬁﬁ1eﬁfdhﬁ§sp‘e%ﬁlﬁrcfa@é £xthé k@tlend 0 4 Hdnirol NSt ance, a
cabl e conpany is the source of audio and video signals at a |ocation known

as a headend, asttontfer dapniogdiografyvideg game mllwmmtmal@vawemldeo
th
o oo aor il Dbty oFF MIGER ifhed Bl APLE%PL BERRARLGN 10 L

for the si gnal dlﬁﬂﬁet&nd\spécnildﬂgiwmblt@aﬂm&luﬂlﬁ hmberﬁfflﬁetl’s\alt@ﬁygﬁ)éilsl oned
for the cable TV mar ket ff%t he one-way down| oadi ng of vi deg ganme software
from a headend Ipeation; g lacks the-abulity ta seryigers laggs nyaber of sybscobersdescri bes t he

downl oading of HiBareAaE: gm;g; 52 e ILANPEAINER o \iliEe o QRBAAEAT T O

20 network su as a net ere I's a nee or the
del i very of wlmimhmcdtmpeen‘AMempl e gane playing services to cable

subscri bers which provid ( eal copmuni ca i n ap uncertain
communi cat iths nedi um T E’eﬂé°é1 ﬁ??ﬂ@?ﬁg éﬁ“’?‘?ﬁ’st"l?ecai’h ‘B’Pat‘ﬁ‘g eabi I ity
of multiple Ca@eﬁléé’?t%ni;ggﬁﬁf 2 rdsideRbéYs @Eb kﬂdvﬂ?ﬂkﬂﬁﬁtsasoéablmlelvi

mul ti-user gane envi over a cable networ ere 1s a furth need
in the art to phisvinstence, gaable gompamy ishthe domnce ofi auldie ahd widee smmlsfatrarn for

d I [ ti-
LAY CF THE PRV eRII8ich healh it o b g it REmaduipted Auia oned
problems and othgrvigéPRrGiess Heidelivaitd to a%tdiﬂé}%es oAd sbikctbd PhBeshlbhg ed i n

the art upon 3 reading and understandi ng {he present specification. The
present i nvint ithe cable metvinsk, amplifieps atecusedita boest ¢he BE signplsctgicompensate onnent
whi ch provi des

for the signal losses over long cable runs. One type of service envisioned for
the cable TV market is the one-way downloading of video game software
from a headend location. For example, US Patent No. 5,251,909 describes the
downloading of video game application softwaré over a wired communication
20 .netw.ork such as a cable TV network. |
There is a need in the art for the delivery of multiple piayer,

multiple game playing services to cable subscribers which provides real time

two way communications in an uncertain communications medium. There is

a further need in the art for the ability of multiple cable subscribers to play
25 video games or the like in a multi-user game environment over a cable
network. There is a further need in the art to providé a game playing
hardware and softWare. plattorm tor game develoﬁers for multi-user game

environments.

30 ' SUMMARY OF THE INVENTION
The present invention solves the above-mentioned problems and

other problems which will be understood by those skilled in the art upon



real tinme gane playing services to cable tel evision subscribers over .

exi sting bidirectional cable networks, which are inherently noisy and
sunreliable. A5 gane player located at the end of a cable network

connection has a conputer or other gane playing device attached to the

cabl e network through a front end adapter card. A gane playing server is

| ocat ed i n t haeading end undrsstanding) thespresent ppssificatioh Bhe present inventioni cat i ons

cards for full C ni .igns_over, the network wi.t.th a plurality of '
gane pl ayers. dﬁg%giegélc%ﬁ'%’"gﬁgw ?‘F%‘&ﬁéﬂ&?%@%’?%@t&‘%he servers

t o communi cat erexl tirfie ighmie PaingdbervicésStoadablledtelevisionl subs@ibeff ovitP WRistink |
frequenci es are used to comuni cate fromthe ganme players to the server.

The comuni cathidirstional cablernetworks, which gre inbespatly neisp end anreligblemsi cat i on
e h > . o
collision o i e‘i@%éj lﬂwﬁtlktpg %fé(?] g?] gféﬁ.gl@ qﬁwfl&g%ﬁﬂe%hgﬁ %Q%’f.[&gﬁbﬂ LN

server contTol yham ca time division access
prot ocol . Ganeorssthérvgane playing devics atisched o@ diccable ridtworksthroughtacfrarit t he

headend site and onl ame control infornmation is _exchanged bet ween the
site to all ow @4@%&3&5‘5 @saraﬁipi%m&a @eﬁveaySiqcateﬂén&feva bheadgpd padit t he

need to exchagg%gﬁgﬁgio%ﬁ xﬁeeeﬂae&hﬂuafcgﬁ

f er. A speci al
packet protoc comuni cati ons po %ndgp%efgﬁrflllﬁgg llal,gre used which

assunes an unreammimieationsnover themietwosk veith aipluzality of guat edayers. sfi t e- of | ost
data. The present_.invent]j al so.describ nmul ti-user gane playing

har dwar o al SRR o Wik iRuPagies @e et B SEveTLI0 SommHRIEas i 1 -
threaded oper ghé Bame pyerS MY £ pluralities OF downlik Aeqihsies Grefusiysal ity of = 25

concurrent|y-operatifng "ganes. The operating systemallows users to join.
pl ay, change aothnunicate fipmtheigamegilayerptasthelsetver.oThe comimsitaenseme Each of

the plurality of K concurr.entl. eratin anes is a.separat.e cess in a
Ul ¢}t aski ng. RO IRHER i feryes ¥ Bistonr chrrB R Raton QoL e SR

event -driven GREyEK oveYHeChRR fr&uRAclSs Bﬁhﬁﬁ%'ﬂﬁl servep lcomteslos s and _
‘communi cations over the 30 cable network. e gane playing information and

gane accesks i rdyoamicallpwhanging timedlivisionawaltiplecaceess \protocold Gamae poftwarti ty of
the gane pl ayers usi a predefined packe r.ot gcal .whigh s very tol erant
of lost pac ketcoggstogc_er.ﬁgﬁré@ !%a&%ieﬂs g rgf&ﬁé’i Lhesﬁgﬁ[sngtatngc%g%et he cabl e
net wor k i ncl udeatroeinféramatioh G¥exxhanged between the site to allow high-quality

graphics display at the user site withoﬁt the need to exchange complete

graphical information to each user. A special packet protocol and
20 communications polling techniques are uSed which assuines an unreliable
communications medium and operates in spite of lost data. -
|  The present invention also describes a multi-user game piaving
hardware and software platform where the game server includes a multi-
threaded operating system which controls user éccess to a plurality of
25 concurrénﬂy-operating games. The operating system allows users to join.
play, change and quit é.ny number of a plurality of provided games. Each ot
| the plﬁrality of conburrently operating games is a separate process in a
multitasking environment while each of the operating threads are event-driven:
' context-sWitched threads to control user Iac'cess and communications over the
30 cable network. The game playing information and game access information is
~ traded between the server and the plurality of the game players using a
predefined packet protocdl which is very tolerant of iost packet data. The



personal conputers, set-top game controllers or existing video game

equi pnent. The server platformis a distributed processing design in which
processors in the communications cards relieve the server processor from5
much of the communi cati ons overhead. BRI ER® DESCRI PTI ON OF THE DRAW NGS | n
the draw ngs, where i ke nunerals refer to |ike conponents throughout the
several views, Y3r'S game equipment aftgched tosthe cablecnetworkrincludes| deyiceslsagy ams of

the nmulti-user B@ed! erver | ocated
at the cable heggeng Icaec'l}ba pfgért\é{%%ﬁlg%bﬁ@g%gs ﬁro %lﬂ-l g&ﬁgﬁ%ser sites.
Figure 2 is a bbcpnhnehutagjﬂmeﬁertptatfomnlls la-disteibuted procpdsing degighcinvwhikh

i ncl udi ng a pl ural %ﬁsx‘isdﬁ ane servers |oc ted at the cabl e headend and 15

a plurality of P& @ fommupiatiopssards; relieve the server propesser BPmBck di agr am

of the data §trmabNof theddinhisititions lodbihisy connecti ons used by the multiple
threads of the control software of the real tinme operating system Figure 4
Is a block diagramof the dient data structure of label 20 A of Figure 3.
Figure 5 is a block dlagr.- e of |abel b of
Figure 3. Figure 6 is a bl SOR=diagre Ah Y ANEE data structure
of |abel C of Fi gureln?‘the@avwngs where hke nuﬁbﬂl!hrﬁf& tb%k@ cgln?)‘éﬁerﬁé agram of the
BE (Back End) and FE (Front d) communi cations card of gures and 2.

Fi gures 8A, 8B tieughoutsthe squglr‘acms,of the pol | i ng al gorithm used by the FE

and BE co i cations cargs_of Fi IS a.di agramof the data
| i 14 il 2B i g ik BEuty

packet co%ﬁl cated bet wetl§"S8 ‘%ﬂ’é Baca ?ﬁfﬁ’ﬂ?@g t-user gage
Figure 7 and bepMfiap netwaRSA¢1GdIng %vﬂgqe ghmé Rerverlodied ahtheRAbkaRAdHIdOCESSI Ng
| evel s at the user processor. Figure 10 is a diagram show ng the

frequency band and ®phraliy ot@tsersh@acqgllatrthe pseassites. s and the downl i nk channel s
on a cable television

Flgure_ 2 is a block diagram of the multi-user game playing
network including a plurality of game servers located at the cable headend and
is a plurality of users located at the user sites. | '

Figure 3 is a block diagram of the data structures and their
relative connections used by the multiple threads of the control software of
the real time operating system. |

Figure 4 is a block diagram of the Client data structure of label

20 A of Figure 3.
| Figure 5 is a block diagram of the Channels data structure of
label b of Figure 3. ' |

Figure 6 is a block diagram of the Game Instance data structure |
of label C of Flgure 3.

25 _ Figure 7 is a block diagram of the BE (Back End) and FE
(Front End) communications card of Figures 1 and 2. |

Figures 8A, 8B and 8C are diagrams of the polling algorithm
used by the FE and BE communications cards of F igure 7.

Figure 9 is a diagram of the data packet communicated between

30 the FE and BE communications cards of Figure 7 and between processing

levels at the server and between processing levels at the user processor.



network used by the conmunications card of Figure 7. Figure 11 is a
software flow chart for the Tl processing thread 5 of the dispatcher
alsgori thm whi ch receives and processes the data packets of Figure 9 from
the users. Figures 12A, 12B and 12C are sofstware flow chart for the T2
processing thread of the timer algorithmwhich to deternmine the tineout of
events. 10 Frigurecl 018 4 diagranoshowdng thel foequencyr banfiallocationT3
switch algorith cesshng thread i ch receives,and prgcesses. the data
packets of Fi guﬁgpg&‘gﬁ% | ﬂ%a?$ﬂ4éctf?gﬂ51@ﬁicha@}e§[%a8‘?&53@@@&%(’ users.

Figure 14 is a sqtivead selllb9Vihé Bammubiatibiiecald oPElgureyver al gorithm

processing thread which passes control information froma specific 15 gane

processes to a user or to Figreoleisar sofigvase Sowrshartfonthiel Bl prosessinggbread 15 i s
T i o S e A R 120

speci fic game processe 0 UuSers Vvia nai
are control fl oWigusel Mot thgrsers. showi ng t he comuni cations and process

fl bet th th to joi | ay, ‘ch d it
any nunber of o plar al ity BEUSE §3hd 0B JadaCriee Apeie dlssCrm REHeE2 1
PREFERRED ENBCDI#Y%E : k- | i | | '

descri bed herein snﬁggngg(ggf Pﬁgﬁ%érrgég%%&[“ge‘g@? ﬂ‘;‘% P%tghﬁtnﬁew egﬁntg:%ﬁ 1#30 and a

m crof i che appersbentscont ai ni ng-the source code listings for the software
conponents of the present jnvention. |n th?1 follow n description,
AP

det ai | ed
of the prefe¥®ed enbodi merffigure;ldr isaeiody ﬁﬂd@a{td“’{&\?ﬁbg‘lﬁﬁ%’aﬁgﬁ)w&m

drawi ngs which f Qlﬁ:%a:i‘@r'hs,‘ﬂf avdd 4 lm%?g i ‘R’Yﬁ -
illustration spe‘gf’?elsgngre erre emﬁ%odl- rrdg?lt S Sbs tlﬁ%ﬁ%:f@% t éé\fi?{l en it%ns
may be practi cedietéFiniseethe thengenmnrsausofgasescandamsersi N suffici ent detail to
enabl e those skilled in t art to practice the inventi nd it is to be
under st ood that ot her enbgﬁg?ﬁ?rh“sls %B@I-%ﬁPWici'é‘ar}% et—ﬁgp[‘i BVt ruct ural ,
| ogi cal and el eciifdriifiin SBedsGiRS tHRYd WhidiBSiRsedi coReMN inflrR@tibh §ond ife
spirit and scope %f. theﬁgrgse%t I nvent i onss The foll | ow ng ggt aiiﬁégé:-
15 game processes to a user or to the operating system via mailslots.
Figure 15 is a software flow chart for the TS Broadcast thread

which passes data from specific game processes to users via mailslots.

- Figures 16A, 16B and 16C are control flow timing diagrams
showing the communications and process flow between the users and the
20 server to join, play, change and quit any number of a plurality of provided

games

_ The specification for the multiple inventions described herein
25 includes the present description,. the drawings and a microfiche appendix
containing the source'. code listings for the software components of the present
invention. In the following detailed description of the preferred embodiments,
 reference is made to the accompanying drawings which form a part hereof,
‘and in which is shown .b).' way of illustration specific preferred embodiments
30 in which the inventions may be practiced. These embodiments are described
in sufficient detail to enable those skillgd in the art to practice the invention,
and it is to be understood that other embodiments may be utilized and that



description is, therefore, not to be taken in a limting sense, and the .
scope of the present inventions is defined only by the appended clainms. 5
:System Overview I n the preferred enbodi nent, the present invention is
designed to be attached to the existing iénfrastructure of a nei ghborhood
cable television distribution network. A gane server conputer is_ attached

to the cabl e mEuctyral; arshelgptrigal changesamayabe made wvithewl depagingfdomnr ough -

speci al conmu is&%p%r ' Th o .S cri bers'
vi deo gane eqtr}lhfo ﬂﬁi?’&lﬁ% a ta%fﬁggp{ég&tﬁg{g%ngigvsé ?%%%@Mﬁ?%%g speci al
communi cat i onsdescriptiohais.ctheiefare,i iat o be ligkenib adimiting Senseq andd therscopedofruni cat es
on a real tine,- basis with the server, at the headend to allow the
subscriber to %?BFSWHI@‘IOHNPO@%%E& °§§Yn@éﬂ?€‘}@€‘? Icsz‘Fom a library of
ganmes in cagrpetition wth or in cooperation with other users or subscribers
on the. cable network. The user site hardware platform nmay be a personal
conputer (such as an |IBMtype PC, aSystmpOvyerwigwe conputer, Amiga, etc), a

ganme consol e (such as Nntendol.err egalerr], Atarilerrt],. efc. r-a
speci al set-top term naIIT111 _ Em%?ﬁd]??l?s%ﬁ‘ﬁgmd%r@eﬂt E’Erem}%a'aé@&?wﬁ a first
conponent of {1§%eRAENA 1S the ERisng BERANFUGRERA A olbbridda éﬂ@tt%%ﬁiobun][“ ng

at the server site. The graphics information need not be transmtted from
the server si tdistributionheetwork: 4igamesiemcs computgr igpattached tof the wableon exi sts at

t he users' ite..Only status.information,about, he gane.i,s transnmitted

bet ween tﬁeossicﬁség&% wires at the caﬁe.op?ﬁ r!h«?ﬁ‘?enflith‘é’“éfgﬁﬁecéaéryer i s capabl e of
handl i ng t housafiisuriéatioal hterfate ciiciid§! SThe usdrs! BRubstriBre WidebQARRNt i N whi ch
t he response tine between a user machi ne request .and the server is

- det er mi ni sti c <QHipsSOhiRaitacherbtosthe cable ingtvinrk dbrough wesinbwemmphisatipnsoper at i ng

system and is .1 1%1 ?eb . € forms. T nmunicat i ons

medi um i s i nheren y&M\gﬁ‘gg sé‘?}séﬂﬁn%éseggiggegg Dqgﬁg%lé‘rﬁe%le o arrive
at their intenwdsid witdstheaiieoRrebdat the Healerd toQillowathe SubseriBéCRSSlapbnyt Ol er r ] .
In order to maintain the real-time qualjties and fast response of the
present i riBentiugiber of games selectable fromaaibiary af sames inrcomnetition vithedyiigned to

operate t h? SYobfeRuttdd Gth'offiir¥sér¥ OF shbbcribers on the cable network. The user

site hardware platform may be a personal computer (such as an IBM-type PC,

CY

an Apple-type computer, Amiga, etc), a game console (such as Nintendo®,
Sega®, Atari®, etc.) or a special set-top terminal. - The user site hardware is
20 loaded with a first coinponent of the software with a second compbnent of the
software running at the server site. The graphics information need not be
transmitted from the server site and the user site since the graphics
- information exists at the users' site. Only status information about the game is
transmitted between the sites. o
25 ~ The real time game server is capable of handiing thousands of
cable subscribers in a real time environment in which the response time
between a user machine request and the server is deterministic or bounded.
“The system is based on Windows NT™ operating system and is portable
between hardware platforms. The communications medium is inherently |
30 'noisy and messages cannot be guaranteed to arrive at their intended
destination due to bit errorrates in excess of 10°. In order to maintain the

real-time qualities and fast response of the present invention, the entire



the face of |ost data. Hardware Overview 5 A basic

i npl enent ati on of the present invention is shown diagrammatically in
-Figures 1A and 1B and a | arger conflguratlon to handl e an expanded nunber
of users i's shown diagrammatically in Figure 2. The gane server 100 is
termed TVRex which contains a processor ruhning multi- user gane (MJG

pl ayi ng oper at wrgmtcamnssmbtomlrls designedto gpeedte theesysteh effeckivelyravan imf t he

pr esent mventgg= server hardware platformis an Intel[err] :
Pentiunferr]-b efac‘?: ﬁ{ﬂg{i using single or nultiple processors running the

W ndows- NT[err] operating system Upon readi.ng and understandi ng the

present specification, those skilled in the art will readily recognize that
a wde variety of hardware pl atfor@M&@m&iﬂmg systems can be

substituted_for the 15 gy te sed h“m r exatng | - Pentiunierr]
hardware pl atformor a o[} e FiPReeen ﬁ?‘ﬁ‘oBésg ituted to -

provide the peﬂfagfmanseeﬂﬁgm mrlah@rmrundmﬁrg&%ﬁﬂ&mmhﬁme The gane
server hardware and softvvare system 100 communi cat es W th user hardware

pl at f or ns 101aan expanded numberof ygerscis shpwn diagramypatically in Figure 8f ekheed to as

user hardware f bi di regtional
cable TV W ri n?’@éé?‘(’@ \i}é]hl %’ghﬁ@&sﬁ@ﬁl%%gg’wﬁﬁ% P& 02a.
102b. ..., 102ﬁsertghm5(WG) plabmgr@em rsgbten soffwafd, € the pasfegetbnet 102. The

use of subnets 102 in | arge cable television network is to mnimze the
need for e%@estb@dlm‘Ppﬂ pf the presspt wetﬁgmeﬁw gane sevepdardwar plagfpends pncabl e

Syst em may Ser i A0 agSooipulySir QiR BE R IAE pHREHokOubhiflt L he

‘nunber of users 0On eac ver ousan scrl ers e subnets
102 of the cabthe WﬁidWslNT%opdi'alﬁg@kﬁeﬁi chomreaaim@ and dmdérsfaﬁdhgqhal

anplifiers 103b, ., 103n, are used a enerally r ferred t

bi di rect i onal awamtfsmgaﬂé@n, thage %lﬁB?‘f m 'gPéﬂl‘U‘él@edthﬁPW&% bajigh band
signal s ontheg.péqﬁ ify the
| ow band signals o E&dﬁaf@ﬁi{? rom tﬁ;eerét}glg to t e%g%?%ﬂ@d’f@%é

TVRex gamelSer wsestemﬂﬁseddwrm nFaradxampis; @rduahBentivim ®hardware platform or a
- MIPS machine, or the like, could be substituted to provide the performance

-
-

needed to implement the present invention.
The game server hardware and sofiware system 100
communicates with user hardware platfomis 101a, 101b..., 101n, which will
20 be generally referred to as user hardware ﬁlatform 101. The communications
- medium is a bidirectional cable TV wiring system which is typically
subdivided into subnets 162a. 102b, ..., 102n, the subnets being generally
referred to as subnet 102. [he use of subnets 102 in a large cable television
network is to minimize the need tor excessive amplification along the
25 network. The overall cablé_ s»stem may serve 100,000 users or more 0
| subnets are used to limit the number of users on each subnet to several
thousand subscribers. The xubneis 102 of the cable network require
amplification and so bidirectional amplifiers 103b, ..., 103n are used and
generally referred to as bidirectional ampliﬁér 103. The amplifiers 103
30 amplify the high band sigrals on the downlink (from the server to the users)
and they amplify the low bard signals on the uplink (from the users to the

server).



network using a plurality of conmmunications cards BE[err], BE[err],...
BE[err], |abeled 104a, 104b, ..., 104n, respectively, shown in Figure 1A,
which are generally referred to as Back End (BE) conmuni cations card 104.
-The BE card 104 5 conmuni cates over a plaurality of frequencies and can be
attached to one or nore of the cable tel evision subnets 102. Each user
har dware pl atform 101 a, Th®TWRex gat@iserven 460 sommunieates msemnthe @ableuni cat i ons

d FE , F .. .., FEL . | abel ed 105 05 R 1 015] s o
rcggpect |[ \e/relr 1/ %ﬁ%ﬁe{ﬂ‘r %W&P@W@@%f]%m@ﬁ%%@%%§$ ghlygﬁéf erPEw fagelgg Front
End (FE) conmmuro4aalo4b)s...CRIAH, fSectivél9, SHowklin Hidreand WikicH Gre geeRMyi cations

cards are nearly 1dentical exce&t the uplink and downlink frequencies are
reversed. The refatpddnasdackdind (BB)|copmnunicationgeatd t6f e The!BE candl I04. A nore

detailed vigw of the cable TV n h chrent . of _the TVRex game
server 100 £s SihlifeBEbfe R oBRERE el idf o8 LACHEMR 1 B fhdul at or

and concent r at @breCof the ichble 261@vision subnetO P02, BhdIChset Aaidwate latfoiml Didy of RF
modul at ed vi deo and audio sources for transm ssion over the bidirectional -

cabl e subnets 1Wba., 101n, hasgoeorrespanding, ¢ommuniaations cayd FEqy FBach Blibnet 102

handl es the ¢ ' ' in h_dir ions_by.s a ifeuits. The
si gnal s sour cg'gg%‘i E@%g?ﬁgb’rm?ﬁ“e %ﬁ;ﬁ%%yégﬁ%%%gﬂeo%1 ﬁé{?ﬁ\ﬂtﬁ h the
si gnal s of ot hgsnegillgneferredus as Frdm Bald (FE) cositivaications ¢ed 1051d Tae@F9) t hr ough
anplifier and concentrator circuyit, 201, filtered via high pass filter (HPF)

204, and skt Yt andhEE 498 cemmymigationpoardssprg ey ddamtieal expspt thp upimk
conmuni cati on %ﬁrztgoov;@ﬁﬂ(oﬁe eietﬂﬁq%&dplﬂefﬂé‘{&%%ﬁ&{ﬂ‘{’iﬂ% ved by

headend circui rom cakt evi sion subne e signals recieved
25 are | ow padescribdd mordfullizPe)ovay filter circuit 203 since they reside

only in the | ow band areas. The signals are anpljfied, if necessary, by
anplifier circuit 202 ant ™% Wgtvy%ﬁg%“gﬁe&éemaﬂ?i ons cards
104 of the ga Rinéa of 10 TVR e.CéEW&”l!OG"‘l% SISV GPFigarel 2 ThE 04D, . . .,

104c, of TVRex 30 server 100 co nicate in frequency pairs Plerr], Plerr],
., P[ er r}5 wi hdaderbsiteseantagusmogilatol endrsondentrator] cireuits 208a,d..c20ent r at or

i:i.rcuits 200a, ..., 200n, sQ..kn as,t,runk.sourge gircuits.. The
frequency pai r@"%ﬁﬁ?@@’f}&ﬂjwﬁy Sgwl ﬁnﬂﬂulatec[fg ideo &nd audlio sources for

transmission over the bidirectional cable subnets 102a, ..., 102n. The headend
source 200 for each subnet 102 handles the communications in both directions
. by separate circuits. The signals sourced by BE card 104 are amplified and
20 combined with the signals of other signal sources (such as modulated video
and audio) through amplifier and concentrator circuit 201, filtered via high
pass ﬁlter'(HPF) 204, and sent out the cable TV net 102. Signals souf_ccd h\
the FE communication card 105 of user hardware platform 101 are received
by headend circuit 200 from cable television subnet 102. The signals receited
25 are low pass filtered (LPF) by filter circuit 203 since ._the'y_ reside oaly in the
low band areas. The signals are amplified, if necessary, by amplifier circuit
202 and are sent to one of the BE communications cards 104 of the game
server 100. o .
The BE communications cards 104a, 104b, ..., 104c, of T\ Kex
30 server 100 communicate in frequency pairs P,, P,, ..., P , with the user game
platforms via modulator and concentrator circuits 200a, , 200n, also known'

as trunk source circuits. The frequency pairs correspond to a downlink



frequency and an uplink frequency. The downlink frequency is located in the
upper band frequencies of the cable TV spectrum (described nore fully bel ow
in conjunction with Figure 10). The uplink frequency is located in-the

.l ower band of the cable TV spectrum Toge¢her, the downlink and uplink
frequency 5 pair define a single channel through with a plurality of user
har dwar e pl at f fireqeencyiand aanmplink ftequeéneyt [EheTddRmlink dreqaencyAs ledatedninithe Fi gur e

1B, a plurality of ch el s exi st bet n.the TVRex seryer apngd the users on
the cabl o TV nUPRSSHERd APaussien e R dy SROCEIE (Bresabr mors B eV s Shown
in 10 Figure ' ' | Sl f rver
har dwar e pl atf gr? %ﬂgéégiogh‘gﬁﬁgﬂgrgge%er ?ﬁlﬂh{%%gs [ rirg’]l‘)c-lgl\t@‘ai)ﬁ @%@ﬁr r],
| abel ed as 100band 0Hthe cable, TY Gpertrune s fegetharethe, downliik gnd eplink Tieqeeneyural ity

of TVRex servers. col.l ectively make.up C lete.real ti,me,operating system
W th the i ndl vPABEAPEE b el HsBns el iR oy REst BROYEnc r of i bt oads
of the 15 TVRelaifofhy May copfhdiiCaté BSIRRETVIREE séberl NEs SWh APPgLAIB,ONS t hat
are run on it and each is able to run any ganme application submtted by

third party depbirdgsrof chamelstexias,betwgenche exsseruss agh the usersremthiee i n
excess of 1000 Lﬁ%;ﬁ, Si oltaneously such that multiple TVRex servers 100
may be needed £ naB% lf'ge cable systens. A single TVRex server 100 may
al so manage in 20 excess Aaf exbafdedi versioR Of tigopreseap vesiddn 8howRgher ri ng once
again to Figure 2, the plurality of TVRex servers 100a, 100b, ..., 100n,
each are cafneFigue 2o Ia thisconfiz@aton, acplumlity ofT¥Rex game servevhardwarect and
manage i nfor mat| t h Jat ab ont al I .nfar mat i on
9 glagfégﬁggfsé shto(lﬁ; RYTVREL p TV At abassy ?a%e[}ﬁ ds' 109

about the cabl Such as erro A, 2% interferenceé reports,
repair request 3001t.c, 100ne redpéctivalye irs Bigufy 2.2/This plbaliesof TVRegwédvers r egar di ng
the users such as billing data, individual user preferences regarding

.

sel ect ed ganesf® glygn 3 somplete-rahime ppgratiag spytem griththe; ve user s,

user ni cknanes; 01T %Q@Eﬁﬁfg CARt Rhis] thida |.Oon about
al | gane appli é%ﬁlgﬁasl.égﬁﬁe eXx s%%agg‘gk%gﬂ?,ﬁa %g&ma‘rlum cg%ngE\}n{e?h t he
dat abase sasveTVRexngrvers bperaterindepandent af the(gamehapplicdtions itheit \aeg) russomi a

st andard dat abase interface | anguage suc an, S ri ) 10
' anc‘iaeacr}lisabetorun. y & eapplcefatli%nsubtm d: yt?n?rﬁpany

dévelopers. One TVRex server 100 is designed-to handle in excess of 1000
users simultaneously such that multiple TVRex servers 100 may be needed to
manage large cable systems. A single TVRex server 100 may also inanagé in

20 excess of 150 different game applications.

Referring once again to Figure 2, the plurality of TVRex
servers 100a, 100, ..., 100n, each are connected to a database server 201
which is used to collect and manage iﬁfo:mation about the system. The
database contains information about the cabie subnets such as error data,

25 interference feports,_repair requests, etc. The database server also shares
information regarding the users such as billing data, individual user
preferences regérdihg selected games, FE card address, discount information
for active users, user nicknames, etc. .' The database server also contains
information about all game applications. The TVRex servers 100 |

30 communicate with the database server using a standard interface (such as b-

treive) using a standard database interface language such as an SQL bridge.



The dat abase server is instrumental in setting up and naintaining the cyber
community, described nore fully below Each of the plurality of TVRex
servers 100a, 100b, ..., 100n, are al so connected to BE cards 104a, 104b,

., 104n, as shown in Figure 2. 5 Each Bkocard 104 is able to handle a
single pair of uplink and downlink frequencies flerr] where x is a
sel ect abl e fr eqThedgatabaserserven ishinstruméntaloimrsettingi upcanidt m2ifiGining theceybet he .
frequency pairs to the cable subnet@Oi’ o which it is attached. Note that
each trunk sour CemEUALY, desorbedmors YO of frequency pairs designated
as flerr], flerr], ....f] : [ Tdoex i
connected to the particul %54 ?%g%ﬂ@?}ﬁ al rjﬁ%%,%ﬁ%@éggma’dlﬁ’l é’)’(?%(?tgi ty in
desi gni ng a TVRere alystemettod neBE ¢drds hedadd04Y, .5 10d4nges shominein Kigureh! e

subscri bers. _For, ex | ey ch BE card,104. can_man .at least .300 users in
the same geogr abﬁ?eltgﬁp%aﬁ%r‘ﬁﬁ %%E‘B‘H’é‘? afﬁ‘f.?? MPﬁgﬁMe&%Pger 100 can
be connected t hieygkhcies Al Whate! ¥ 16 Déel&iabld Feliine? phip Eabk ek 36drcé0 al | 15

the trunk source circuits 200 to service only one frequency pair flerr]

t her eby al | owi ngirenit 20Q)eonpecisthe frequeacy paiss toothe wable subnet A02 ite grhichTiye x
server may al so_pe.conpected through a plurali f BE con Lcations cards
104 to a i ng oaticlrn D fee pokiolik Sbreifulr 9o danlles f LM KRS
frequencies on gaisd B&Iigha&fd%kfb, £ NeK .Condyes bt Miafter WhidhTR&disi N Fi gure 2

are possible as long as two 20 TVRex servers 100a and 100b are not
desi gnat ed £8 opeangeieddn thepartiewtar frequenepair plowingre wide axihiliGiine. The

former conbi nati . I ' ' rd handl es
05 own_pol || ngdriEniBg 8 TYRESieP iR HRg: 62 e o LI nbfber B0
conbi nation is gitsetiberse Fobegdnisie, dabk BE\Card 184 xan eianages atieyst 300 @@ ik 0

control the polling on the sane subnet at, 25 the sane frequency. The '
pol I'i ng al gori t Hie segeeqgeographical,ares opang submsd d0%ed} siggle; FERex garver 190y ent i on

s described Mbn bt kbinbRl Woudh's dﬁgﬁﬁm%ﬁf&%&aﬁﬁﬁé’%&@ﬂo@fﬂ yi handl e

a single frequency parr but are-capable”of servicing a wde variety of
sel ect abl e fiseqteniggnkpsouree cifkdnits 206 do service paly eneofrequeacypais fathsiebped to a

particular BE 30 _ communjcation card is under, contraol of e TVRex server to
which it is att'é@%‘@@geﬂltﬂfg%%ﬂmgﬁeﬂﬁ)m Eﬁis?r"lﬁﬁa' b”és@ﬁgn@g?" ¥ P-Guency
Egllralrjzed byt hgs5heCOMHALMS irdiidASa pREMity 8P BE contifutieftiont Rafdea08 1olaat f orm

single trunk source circuit 200 to service a plurality of frequencies on a single
trunk. Other combinations illustrated in Figure 2 are possible as long as two
| 20 TVRex servers 100a and 100b are not designated to operate on the same
frequency pair on the same wire. The former combinations are allowed
because each BE communications card handles its own polling in a particular
' ﬁ'equency pair or channel. The latter combination is disallowed because the

two TVRex servers may attempt to control the polling on the same subnet at

,25 the same frequency. The polling algorithm used in the preferred embodiment
of the present invention is described more fully bélow. _

The BE communications cards 104 only handle a single
frequency pair but are capable of servicing a wide variety of selectable
frequency pairs. The frequency paifs or channels assigned to a particular BE

30 communication card is under control of the TVRex server to which it is
attached and the fre_cju_ency paif can be changed. The frequency pair used by

the FE communications card 105 of the user hardware platform 101 are



changeabl e under software control dependi ng upon which gane the user w shes
to play and which group of cable subscribers the user wishes to play wth.
Cabl e subscribers or gane players on any subnet of the cable network can

pl ay each other when they choose the sanelfrequency. Table 1 describes 5
the frequency pair allocation which are allowable in the present system
TABLE 1: Frequehabgeabls undenseftwarecosudldepending upork which game thBrusepuency Pai rs
ﬁva|( I[ 2P|r ]e) f1 wish%s tp pl];u2 and which gro{cxg oi?:altlf gpthHibers the usér wishes to play~ 3

C

Bwith, Cable subBcriférs"6r Sdmtd/\playdts baRNG shbnet WPRAR! cable hdtwBlk nunber 1

can be connected to server A on frequency pair fl and server A on frequency
pair f2, but striday each othencwhen-they shoosedhe same: fregueocy d Tablesledaseribas on

Lo por! 1t neos ubsdfiabndy T ARERIGH whichae RIS i B orEpl WSRatr] 0™ cobher

or trunk nunmber 2 can be connected to server A on frequency pair f1 but
subnet or trunk 2 cannot also be connected to server C on freguency pair fl
since server A and C would collide when both attenpt to poll the subnet on
the same frequency pair. JFPABEE/lrFreanenryYaPrRéKsMEEF4% One of the

| mport ant }Ratures of_ the resent invention is the distributed nature of
t he deci si on maki ng&’-@@%-F-d-g-ﬁgIéﬁﬁ#uni catkedscnexRasrsrAyaidables 5 pl ock
di agram of the BE (Back End)- and FE (Frﬁ{jt End) 35 communi cations card of

Figures 1 and 2. The FE and BE cards contain co I cation rocessors:

whi ch handig much of the, communications, processi ng ﬁ%{ rhead, t hus freeing

t he server~Pprocessors anﬁ t he user _hard?(va&% pl at fgr. groces ors fromthe
el .

burden of managi ng the cgmmunication chan 2 B

20
| 'As shown in Table 1, subnet or trunk number 1 can be |
connected to server A on frequency pair f1 and server A on frequency pair f2,
but subnet or trunk 1 cannot also be connected to server B on frequency pair
2 since server A and B would collide when both attempt to poll the subnet
25 on the same frequency -pair. In a like fashion, subnet or trunk number 2 can
be connected to server_A' on frequency pair f1 but subnet or trunk 2 cannot -
also be connected to server C on frequency pair fl since server A and C
would collide when both attempt to poll the subnet on the same frequency
pair. ' |
30 _ .
BE/FEC ications Cards
One of the important features of the present invention is the
* distributed nature of the decision making regarding cbmm_unications packets.
Figure 7 is a block diagram of the BE (Back End) and FE (Front End)
35 communications card of Figures | and 2. The FE and BE cards contain
communications processors which handle much of the com_muxﬁcaﬁons
- processing overhead thus freeing the server processors and the user hardware

platform processors from the burden of managing the communication channel.



. hardware i s connecte

The BE (‘Back End) conmunications cards 104 and the FE (Front End)

conmmuni cations cards 105 are nearly identical and are designed to handle a
si ngl e channel conprised of a pair of frequencies: the uplink frequency and
t he downlink frequency. The cards are capabl e of changing 5 frequencies or

frequency pairs, nuch |ike changing tel evision channels, to sel ect another

group of ganes or users PhaBEn®Back Entl)eommanicaticisaartissiOgradithe FEf t he Back

End card referg to the fact that the TYRex oper.ates .as a."bagk _.end"
processing ope&é?‘?ﬁ%“ﬁfgwwc’ﬁs FALAS Y@ﬁ?’&r e@%ﬁé‘f ‘B%Q“Hé“‘h gjigne
perspective ang fdaaies aagxe%%m&gwgﬁéﬁéfé fait Bf&é&&éﬁe&%eh fniser s

hardware 10 platformis-a front e proces or "a particular game, also
from t he user sfrequensypend thecdowiiliak draquency/0 4Thel @bdscarecapebleao£clomeingt he o
channel usipg a Tine Division Miltiple Access (.T .al gorithm which makes
et mam UseS of BETHEPERS L ERTEpL er P e Shntie rhviSed Shammsi et on t he
channel usage g@Yect aAsthéV@olh of Laned agus&ﬁ% inf ont diReraletsS" TR d&famafion _
Frequency Division Miultiple 15 Access (F 3’ al gorithm can be used I n which
a l'arge nunberofothe Backdind daechreiers de; cethatthe Xopesatonas & ibackE and BE

cards. Figure 7 .S l.oc Lagramof .t he B Back End nd EE.(Front End)
cormmuni cat i ons® arp&&%g?m& g&%&‘é‘gégya*qu‘.;‘ %ﬁﬁ%@?@%ﬁ%&oﬁaﬁﬁ PP e between the
cards is |im tgdsptaivd ond the FIBMERT &ir@ @efers 18hél BRE tHab @k WRfsChaddWatul | Y

bel ow in conjunction wth the description of the polling protocol. Since a
smal | tinel@] i platform iy 2 font end processer fos arparticulay gagnepalse frogp thecusers' a | ow
effective co ' .. on : : Lr . i .~ A high
data rate 1o nRELE ThE by RO buinifite S0 08 Sbdnpelulififa 76, .

bel ow, only stBivision MultipletAceess (TDMAN alpgeithrh ethictemakdsemansififuns idecofand t he -

server site. 25 Also, since a wide variety of user hardware platforns are
envi saged, . t he Mﬁ;mawwﬂ@mﬁé yhe- impagt on thechagpe] ysageby or sl ow

processors suchafitve dsdeplfy S8 n' dle iR a TAEAUeREP Division Nrifipleclol er 7]

e cabl'e networ ough a'serral [in romthe
gane cartrisigeApeess (FDMA)ealgdrithmbdaa bedspd én whichi & lasger aurhber @fmaroiven i s

limted in effectjiye data rate and 30 he _pr sor, islimted in _

processi ng powlan Pﬂﬁ%m&ﬁg%‘ﬁaéﬁpp%éﬁigﬁﬁaﬁfﬁweﬁ rate of 14.4Kbaud is

quite adequate. O CourSﬁiguféf‘?{a'Bb&Eﬂrngﬁ%?tﬁ@Bﬁ%ﬁ&Eh&}MFﬁ such as
n e

Pentiunferr]-based personal conputers ar
(Front End) communications card of Figures'1 and 2. The effective data rate

between the cards is limited due to the TDMA protocol, as described more
20 fully below in conjunction with the description of the polling protocol. Since
a small time slice is allocated to the user in every polling cycle, a low
effective communication rate between an FE/BE card pair is realized. A high
data rate is not necessary tor the present invention sincé, as described below,
“only status information is cxchasiged between the user site and the server site.
25  Also, since a wide variety of user hardware platforms are envisaged, the low
data rate may be the only comiortable data rate for slow processors such as
- the type found in Nintendo" miachines. The Nintendo® hardware is connected
to the cable network through a scrial link from the game cartridge port to the
FE cable adapter. This serial connection is limited in effective data rate and
30 the processor is limited in processing power such that an effective ' |
communicaﬁon r_até of 14.4Kbaud is quite adequate. Of course, other type of

user hardware platforms such as Pentium®-based personal computers are



13 linked into the system having the capability of handling very high data
rates, but these data rates are not necessary for the gane pl aying

envi ronment descri bed here. The FE/BE card pairs conbine to operate a full
dupl ex channel 5 having an uplink frequengxy between 55 and 800MHz, and a
downl i nk frequency between 5MHz and 35 MHz, as described below in

conj unction w tiinked @6 ehel Systebi havihgthe chppbitity obhdndlifg Vergchigh dhaSates, t er med
a single channel in the present description. Referring to Figure 7, the FE
or BE card is Smbiiese data rates ate it ageessary dphihe gameplaving snvironmentd to fit a
standard AT lo.cﬁePHg:eﬁ%r. personal conputer through edge connectors 710 and
711 . Those skilled 1n the-art will readily recognize that the :
communi cati ons adapter c&fhe E/BBrcard phirgeombiide bmypdiste @ofufli duptexcehatind Wi de

275081 bus, 5 haine o ok eautngi becaren St SNHS # SAOWBIKI pr ocessor
whi ch, in the g%g&a&g%&s@gﬂum%d%% Mz, wsesgfligé%pa?w%ahjgﬂ%oﬂ S an

Intel[err] 808 rocéssor. e processor area e car 105 has
two menory bankxithyBigure7 00, dhisufplitdupled pairyofefsequendies iShernfedrassinglenory bank

706 i i nt | by .t he p .Th bank 707
[Ca Shared e siRyeh i Be gt fetpiit. CROERER o BEiey i FE AL eiteor y
space of both Ggh&af th #bRICR Wsdrard F8rnNAhE RErdAS deBERASERSEY 2 Shndd@ AISEr

hardware platform This shared nenory 707 is alternatively witten/read by
the card pridcedvsforanpensonal somputen throrgheedgeaonnectorp 768 end Gil 1 oThase er nat e

|l es tp. i li.5i_ 0N, Th d f .d 105/ 104 t ai
e oo wihi on CRe S il Bty Soea MRt BE Pl nief S mRaen i UART
(Universal 25 shewfiGh 9 iR9Ché vaifightclime WidR VariéBlofRhfstol iftePfab @ &LS

bet ween the nodem and the menory 706 of the processor area 712. The RF
portion of theacwide vapsyiefmsesedquipmpnt; ichiing & BCShbus, idoedl rhwsi ¢fcFi Ther e 7.

The RF receiver ' 0 'H!ﬁ i Tel] |_nk
frequency of t e ;degc/]it}iel‘n%‘%%ﬁ'a% a E%%gsrggl‘ég@éé& @reéé'g%ﬁr%@%ggg%ét“\?\een 55
MHz and 80Q.sVHaf tHdpreBint ieventivgris an Mhiel’ 8088 prodesidre ThHe procedsdrraasniz s the
upl i nk frequenc¥ of the freguency pair at a presel ected frequency between 5

Mz and 35 Mz Of tiecaug 104195 has e mempry SankssTQ6e 707 € upito 16 Kbytes each.
The first memory bank 706 is an internal memory used by the processor. The

second memory bank 707 is a shared memory bank which is part of the
directly addressable memory space of both the card processor 705 and the

20 processor of the user hardware platform. This shared memory 707 is |
alternatively written/read by the card processor and the user hardware plattorm
processor on alternate memory cycles to avoid collision.

' The _middle area of card 105/104 contains a modem which cin

communicate up to approximately 1Mbit/second and a UART (Universal

25 Asynchronous Receiver/Transmitter) 704 which interfaces between the modem
and the memory 706 of the processor area 712. |
| The RF portion of the card 105/104 is shown to the left of the
card in Figure 7. The RF receiver portion 701 of the FE card 105 reccives
the downlink frequency of the frequency pair at a preselected frequency

30 between 55 MHz and 800 MHz. The RF receiver portion 702 of the I'L: curd
transmits the uplink frequency of the frequency pair at a preselected frequency
between 5 MHz and 35 MHz. The BE card is just the opposite. The RE



14 receiver portion 701 of the BE card 104 receives the uplink frequency of
the frequency pair at a presel ected frequency between 5 MHz and 35 MHz. The
RF receiver portion 702 of the BE card 104 transmits the downlink frequency
of the frequency pair at a preselected frkjuency between 55 MHz and 800 5
MHz. The RF portions are standard Phillips tuner and can be tuned using

S
the digital I|ireeeiveagostion 70loof the BE eard: 04 meeeivessbe npiitefrequenan afjthe :

; ci : . ; COnS i Nt eLf - fre :
betvoen tho RF TOHERS it B PreRdST bEReoB bl s ER od 35 Wby 357 ©
processor 705 ®RIekeiR@r bortioAl 702 WTeke BECIaRd $04 Gandnfiecthe Adwhlnk fegiRrche net _
to determine if the informatjon is intended for this particular user. Al so,

the processor 7T§3he feauansy Pais af aipscsglected freanency kehweandd oM Hzand 80G o t he

user hardware Rl f EF-Ia tggq 1o CORRE NERAL caf el e '
appl i cation 550?\4%? ?@%ﬁ@?@?‘?%ﬁe %)ac agfgﬁxtllgpsbe S€en fcragrlﬁgt e°USEr® har dwar e
pl atformto thehesdigial lihesf 708 ad Z09ckocpilowethe fpodesdor (70816 thaedfequendidie

common 15 nmenory buff 707 for .transnj ssi t he processor 705 _during
t he appropri at é‘sﬂ’(gltr‘ﬁgf'ﬁ%l“é‘!“wsi‘ﬁ t%%?"ﬂ%ﬁ’@ﬁi"f@@@ﬁhﬁ% game

appl i cation. Pqld-"91RmatRs & . . 3MOigur es 8A, 8B and 8C are
di agr anms of th%pé?@iln%laatﬁgg{roidt n%suaggrgxggllat?lxeﬁ and BE communi cati ons

cards of Figure 7. As deskheipreckssdrdis, operatesi interpr&packets 900mgeeivedr at e on a
variety of frequency pairs in an, Frequency Di,vision Miltiple Access) .
techni que. ]\R_It Wé‘_}/ﬁ)g‘?tttPé’G‘EFm\erl_g%ﬂ&ﬂ“a 0%5%%5“‘1_%‘& ?‘i‘ﬁ’d H?F‘Eﬁ“g?é'ol i s used
in a TDVA (Ti mgshd Vi RbOtheZproceddtlrt708 vldS AR teldvaft intdiHatiofahe E)ﬁsis&gitt 0

Figure 8, the BE card poll's the FE cards and the FE cards are allowed to
respond only whertheuser ddrdveaod platfatm forise bycthp owerts domponentiod the gamel ot shown

in Figure 8A For,.exanpl on e dawnlink channel , .the. BE card . wil|
broadcast a ne??gbﬁa)é‘f’glsf’ﬁwgﬁt h%’?mgf’? ipacrkf_tfd'i”e sslefﬁ ﬁ'{)wethg[gsir chh nmay
respond during platfm foChb Rérved BEfféréd &Rl qhidhed Qp foi GristhiSvien fothe cbhdn f 1 1 st
requested to respond, followed by FE card address 95, then etc. The

pol ling ordér imemenyi tuffey 707 for wansamssionolyl therngoeessor 7’Qﬁd1uri§g§$e a random
order. I some ZBRPHER'AHR, LR fhe' ifRimBAOA kB4 3 B game

application.

Dptad

Polline Pr |

20 Figures 8A, 8B and 8C are diagrams of the polling algorithm
used by the FE and BE communications cards of Figure 7. As described
above, the FE and BE cards may operate on a variety of frequency pairs in an
FDMA (Frequency Division Multiple Access) technique. Within a particular
frequency, a strict polling protocol is used in a TDMA (Time Division

25 Multiple Access) technique. Referring to Figure 8, the BE card polls the FE
cards and the FE cards are allowed to respond only when polled such that
their response is in the time slot shown in Figure 8A. For example, on the
downlink channel, the BE card will broadcast a message telling the specific
address of the FE card which may respond during a particular time slice. In

.30 Figure 8A, card 17 is first requested to respond, followed by FE card address

95, then _5,.etc. The polling order is strictly by a dynamic polling list and is

in a random order. If some applications require less polling than other



applications, then the FE card may be polled every other tinme around the
polling cycle. As nore FE cards are active on a particul ar subnet, the
pol ling cycle takes |onger to conplete. Referring to Figures 8B and 8C,

- another view of the cyclical 5 polling akgorithmis shown. Wen the
downlink polls a specific FE card address, the FE card responds on the
upl i nk fr equenspplications) thenthe FEoakdimaf rbeqpolied pvergiother cinenareinpd théhen an- FE
cardis polled, it may not have_any data packets 9Q0 to send and so it
stays silent. R%llhﬂgﬁﬁlf’béﬁ ﬁ@ﬁoﬁﬁ cé'idéﬂﬁﬁé)t%’f’loé‘rﬂ pary ngt, the polling
consequences Sgnqetdke Idiger R ChniPitel | ™8 out and will 10 be renoved from
the polling list as an inactive nenber. As shown in Figure 8C, FE card
address is in a tinme out Refendng tooFigwres 8B ansh$(S, anotiter iview\of thesdyoli¢aly be

‘renoved fromthe,.polling li.st. FE cards, 95, and, 7 al's e not
responded t1 tB@“B%E*@ Wt’ﬁ@hW’T%Piq%a%ﬂ%?%@g@ﬁ %833(92?%&?:% Il begin
to tinme their hdueds| iietBE t&d rdsgond®or die Splimiti frdqBncylfor this particular Si nce
polling is based upon nenbership in a polling.list, an inactive FE card

) g, .
needs to have frequency ppisdehanael).o When a0FE icand isipotled, rit magi ot havecanynuni cat e
with the serve ' e.f [ f.th pgen iti ot or the join
sl ot. An open é?%ig@éedaﬁg%gassepggé@&ggt %FP’%?)@P@ §8Idﬁc%§e‘ilfigllt°8v’ £BYIE ow
i nactive user ssilet ks IonghiRs i8lcbhRguénces sindd thelFE 640THMY 6akicknandwell. Once
20 joined in the polling cycle, the user can then join a gane at the -

operating 39st befemagued from dhe pelling ishesancineetive membere Amshoven in Figure
application | aggr. | iﬁl‘i?i lJag. |l i r ncy pair,
the inactive Fgetaﬁ%-e%%fis o% hde&gﬁghga%(ﬁkf&}?’ﬂn@lsﬂ?&(ﬁgﬁh&ftr@%gnd. The
group pol | ti nshetlpbeiremoved fahahe pylliag diso UBE patds 95204 ahd Fedlsighaenioton t he
downl i nk frequenc by t BE card of the server, en the FE card '
responds, its ?eéﬁé'ﬁégéoitg" P@fé?fﬁ;&‘?af%xw BHF@’ Sese ¢lope Will begindgar bl ed,
then it is add tDas ' s | - r to remain on the polling
list, the FE nglg tlr?rﬂg?ﬁﬁ{rigi eﬁ}% ﬁnt‘)llétr?u% h@@)ﬁ/&g{?em t hrough the TVRex server

| evel . ThelB¥l di spat cher Since pallingds basedagpohahemberstip in aipollingdistsar
corresponding to the EE card .to preven he .30 ser from hei ng renoved
from the pol i FBeRYETE caid teets i e ieels Blared antpythe Rotlute i b OBRT 1 o FE
cards may at { cohmbfichl! Witk thel féfvef A Mhaf isTe GEHELRSE e SPRRUBE Aot 6'the

~ join slot. An open slot is always reserved in every polling éycle to allow

inactive users to join the polling cycle at the communication layer. Once
20 joined in the polling éycle, the user can then join a game at the operating
system layer, and then communicate with the game at the application layer.
To join a .polling list in a particular frequency pair, the inactive
FE card waits for the group poll time slot to respond. The group poll time
slot is indicated by a group poll packet being sent on the downlihk frequency
25 by the BE card of the server. | When the FE card responds, its response is
noted by the BE card and if proper and ungarbled, then it is added to the
polling list. In order to remain on the polling list, the FE card must properly
join the system through the TVRex server level. The T1 dispatcher thread
described below will join the user corresponding to-thé FE card to prevent the
30 user from being removed from the'pqlling list. '
In attempting to join the system, two or more FE cards may

attempt to join at the same time causing a communication collision during the



16 group poll time slot. In order to regulate the join of these nultiple FE
cards, the BE card will begin to restrict the join algorithmso that only
-specific subsets of FE card addresses are allowed to join. For exanple, .the
BE card may restrict the group poll by s&éding group join polling packets
which will 5 only allow certain addresses to respond. In this fashion, a
binary filter gFpuppeHdime slakkin erdextogregulaterthe jain|of these multiple FE edsar d

addresses can . bven | l.f. C bslons, continue.to occur, the .
group join is %‘gﬁg%gﬁhl}%ﬁreeggﬁiotvl\lﬁjélﬁ'tq%&gﬁ@l a tj(g'?]%'sp%c fest is

recei ved from subséts gf EERard addiestecarellotveld @6 fini Fot ax6ble 08 BH cardt her
cards seeking to join. By continually 10 masking the addresses which can
respond duri ngneheestficsdhe gwoup noH by sehdingyerenp join pelling packetywhichewlll i si ons
can be cl eaged, Wkt @Elg d ' b E?? ture of

t he presen?g s%‘itlg%ﬁgssurres- nat sé{sﬁ&é’r?\é@?&%‘.r En nggaﬁgfg 1§Ilt))r_e sg'%@aFE and BE.
cards are desiakiests maskds psxdssosthendnly ihalfof tthe FE aartbadiltesseecannespopd ket s are
continual ly bei nQ, | 0s The tine-around the po{l i ng cycles

A5 L .
i s bounded but? 8% eﬂ‘?"hs}%&?’l“é‘ﬁ%&‘?““ﬂ‘l@‘%?ﬁ?"é upLionn isceoninbally; ve user at

a 10z m ni Murfdd o BT » Abaripl ¥GultE B Reliled HBAAY Syl B UG dudbNCt
must be limted for a particular “frequency. so, the siZe of the data
packets i s vartodbbeingdsaldted fronuthe otliertcards ssgldng td jwin.e Byrcontirwallyr ound t he
polling loop is ynpredictable, 2 but the nunber of users is.limted to
Bt hi nowor St et fhe agatessss wich som reoPRACqRing it Mol Bigaml otng

m ni mum Once § e Rehhile Al 1A 1A Rl #Hait8l o RAPSREREONTREI OUgh 2

join poll inthe polling list at the physical level, the join of .the server

must then occuglobdl debign|natyire af tHegpresent Systenp hssuines ithap thd netyorknis 25

conmmuni cati on bet n the and BE cards, .as cribe bove,..i s handl ed
by the | ocal @ﬂ&i%%%r%&@gﬁgGM?ﬁm%“ﬁ%a s]f)eé?% {i‘t %cetthg user

har dwar e equi paedy askirhe tHdl Pasiiely e coREnidll9 WREREMost0f the user hardware 101
is free to handl e the graphics and sound processing necessary for nodem

ganes and 1% freed from Theetimegroundhe polliog cyeles is bpynded; but; i és

communi cat | Onsas?n&roﬂo%\é? IThe system must poll each active user at a 10Hz minimum so

the number of active users on a heavily loaded subnet must be limited for a
particular frequénc'y. Also, the size of the data packets is variable so the |
amount of ﬁme spent for each user around the polling loop is unpredictable,

20 .but the number of users is limited. to within worst case timings to maintain the
system at the 10 Hz polling minimum. | _

Once the FE 105 and BE 104 cards establish a connection
through a join poll in the polling list at the physical level, the join of the
server must then occur at the logical level. The physical polling and

25 'communication between the FE and BE cards, as descﬂbed above, is handled
by the local FE/BE card processors 705 and is transpaient to the user
hardware equipment 101. Therefore, the processor of the user hardware 101
is free to handle the graphics and sound processing necessary for modern
games and is freed from the h-igh-repetiﬁon. interrupts at the communications

30 level.



17 Communi cations Data Packet Figure 9 is a diagram of the data packet
comuni cated between the FE and BE communi cati ons cards of Figure 7 and
bet ween processing levels at the server and between processing |evels at
the user processor. The 5  packet shown igy Figure 9 is one byte wi de
(8-bits) and of variable Iength. The bits are ordered in the Intel[err]
(little endien) format in which Gonemumisstionsutd Packet bit is on the right.
The packets are given .codes, %Qjer t ser has joined a gane, as '
descri bed .bel ow. The pac églgeéowe aﬁ?@mféﬁg%meket@em eWs

since these tYige pE MASE EfftiRicaAG ERIPSORBERI Mihd DernBUPpEadgN! CN 1S

I ntolerable in the-present 1nvention. présent system esigned to
operate over anevels &l thelstrwerandnbatveen procsssing tlewelskatathel usérrprecesive. (Fhesent

i nvention is desi,gned to.s ort .an _eptert.ai t. system. unreliable
communi cat i %n g’ﬁﬁ%ﬁ ?Wél?gﬁéﬁe. bﬁ%“e gﬁimﬁﬁgﬂsﬁs)t QJrWa“ﬁ’igiFI‘e‘?gé%di ly
recogni ze that Thelbitd@ke 6fdefddcinkhs TAteIP(BfileCemdfdn) P il hiG RdeAi to the 15
present systemto inprove communi cation reliability, dependi ng upon how

nuch the syst efigaificapbbisiner the dghir alhetpackets aret givens CBEcodas] aftersthewsérveness

of the communi ¢af i h ' Iy e SChi besad heod f cket 900
in Figure 9. T%‘(‘-‘}‘s iﬁﬁ%@gg%‘g’ a%aigeggiﬁse(afl{ez ggggﬁflg§5§q¢]&e%§¥%§2 gogg ress of
the user. The Z20ntaii éheclumhb einpé eest type dfl dakehedks Fefiré pfdcBssipsi ti on which
describes the length of this variable | ength packet including the header

area. The d&ne ovesheadywhichris dntplesable insthe pseseyt iaventione Thederesent systemis ch gane

t hi.s packet is ,_|'1nﬁ .nal .Lhe code . i header .i s one
byte and is SUggSEI([‘) degofﬁrel t%oi{g%%l\:n Eku%ﬁgfg%gétioﬁf@t\%@gag?s% €y educes
the need for t peesestiavéiftionds dasignednidyppat as eneithintheht §yspat; Kateliabiet € short .
The variable size data area is uysed by the gane applications_and may

.app
contain any datcemmymnigation sanhe tojerateds | Those skilledin themst will readile. The data

packets are si gﬂﬁE | {3 . t hough
usi ng the maxi %rrﬁg SI z\gmg%c%%étpqps | Sg‘g’uﬁﬁﬁ‘s&ﬂ%&%@%ﬁ%{iﬁ’% @L
st andar di za® f presemtesystenotogimprdvet dvanmysitationsieliability, dépentimgdwendomonponent s

and software co nents are knqQw edgeabl e abqut. the format of ,this packet.
There are no oFg'Fcﬁ ﬂ%?%&ﬁ?é‘gi?rﬁtet%ge g 1p the $peed gud mspansiyeness of

the communication net. '

~ The control byte describes the type of packet 900 in Figure 9.
The three byte address field describes the FE card address of the user. The
20 size of the packet is placed at the fifth position which describes the length of
this variable length packet including the header area. The game ID
(ide_ntiﬁcation)- is two bytes which identifies which game this packet is
destined 'fo_r. Finally, the code byte in the header is one byte and is sued to
describe 256 individual codes. The use of codes reduces the need for the data
25 area in many cases making the packet quite short. The variable size data area
is used by the game applications and may contain any data in any format as
defined by the game software. _ '
| The data puckets are sized between a minimum of 8 bytes and
256 bytes, although using the maximum size packet.is discouraged. The
30 packet is standardized for use throughout the system so that all hardware
components and software cbmponents are knowledgeable about the format of

this packet. There are no overlay protocols in the layers of the system such



18 that the sane packet is used at all levels. This allows for intelligent
filtering of the packets at the FE card |evel by the FE processor. Another
feature of the standard packet used in the present invention is the fact
that every packet is independent and sel igcontai ned. One packet does not
rely on the packet 5 that came before it or the packet which will follow
This is differthat tlfersamemankctash:sedsatcﬂil lesel3.CRhisFallowsvibr otelligentiltetingxi nal

t t her.net the | t
or eaks. up. e Phiteamckets B ek card devel By She Bh piensr. potios (SR dtenc i o
transm ssion nigls tﬁiﬂafda%f Ratdpdc deRESESed i the ﬁr@se‘ﬁ?ﬂfv%ﬂt%&n isQné ?dc%tha&'&@ﬂﬁéﬁ&t system

has been desi gned the highest layers to the | owest
tolerate the | lsgsdcﬁendemandeelf-c@talmdxmﬁnel meekétaloes potoehycon thespackety toI er ant

cspec al Ty Bn TRECHRE PR fngo et ey D Taig: s BrBerert BP0 Ts i so
awar e t hat thepmd@ﬁsu%h?aemp/tp tﬁewhicmah tPAsIfsfonidif) i9€ | ost.
15 When t he packet is being sent on the downlink (fromthe

server to the txgmfgrrthwl R gthemet, for dheylike, |and @) ropter braks up eacpacket iafir ess of
an FE card or dre ate an address of
-1. The gane | 'C'a'tgsa %ﬁ%ﬂ‘%ﬁ}ﬁ& g}?t(@%é%g@g %Fﬁe %ode field IS an
8-bit field whictianéielet Th @entedd talttid, Qﬁ@pﬁes@@%ﬁstahemg@eéﬂaé dgiﬁd&ﬁmehe

codes are divided into 20 ranges where 0 to 63 are reserve syst em codes

and 64 to 285 thechighest layess|te %B’tweébbﬁéfss(@s@%@f’alﬁﬁﬁ ok&pagket.t Fbe gane
| he h
appl i cations). g ,éﬂgfﬁgﬁ 2;&56&?1 dl§ \Bf‘y {38%r2E Ur B uhrdfatil)! b:%uﬂ F{?{Eﬁ}]t e user

to the server) e a specific address s e sendi ng

I(:E card. The gmﬂiuthdxmdlmaheaeathM’ngmoﬂ@ emcmnytohetherapﬁﬂgaowbamm ng sent
target 25 ga The code fie|d ist e sane 8-hit field which identifies
256 different %E%S?‘BF@PB]&%P%ISO twwatggpgemﬂ%‘g@r%d system

codes. The FE ; \I%R&@Eﬂ?aa{e@s &l gmtto use system codes and these cards
filter out packets I C se system codes fromthe game application

software bnsh at the ser Wirenahel padket iscbeirsgsent oh ¢he dmwnim&‘tmdfe £rad
system code is a re st t oi p ation., The FE c onstructs the
join request i d‘gﬁ‘ﬁ E&‘%ﬁji@‘g?’é& @JB‘H;? lq"l"f’éldﬁ'ﬁﬁP?é’étF IS SFt war e
does not see t{Hesadﬂ?e%_l.‘%ll%%oh&cakﬁnﬁicht%&'b?%%rés@h?fpf?hé’@ax‘ﬂa‘ ibhe BE

card at the

J

indicates which game sent the message. The code field is an 8-bit field which
identifies 256 different possible control codes. The codes are divided intc
20 ranges where 0 to .63 are reserved system codes and 64 to 255 are assignable
user codes (éssigned and used by the game applications).
| When the packet is being sent on the uplink (from the user to
the server) the address field will be a specific address of the sending FE card.
The game ID indicates the game to which the message is being sent (target
25 game). The code field is the same 8-bit field which identifies 256 different
possible control codes, with 0 to 63 still reserved system codes. - _
"The FE and BE cards are allowed to use system codes and
. these cards filter out péckets which use system codes. from the game
application software both at the server and at the user site. An example ot a
30 system code is a request to join an application. The FE card constructs the
join request ina packet using system codes, but the application software does

not see this packet since it is filtered and interpreted by the BE card at the



19 server site. The system codes are very nuch like protected or privileged
‘instructions in an operating system The control code in the first byte of
t he packet has several tasks that the it can serve: polling, specific send,
group polling or join polling 5 and nmultizast/broadcast reserved for
TCP/ 1 P communi cations. The use of these control codes is described above in -
conj uncti on wi tservensitgolThe aystem godescargmeryamueh like protestedeori@rivileged di agr am

showi ng the fre ney.- band allagcation for the uplink channels and the
downl i nk channéﬁ#ﬁ%ﬁxﬁs A %pe{&n&ﬁygﬁggh 10 network used by the

cormmuni cations card of Fi giieccohtroll BedetiaWhé fifdt bytecSRUBS Piicket hadaxRrad> Mz,
sel ectable by the FE and BE cards, and is allocated by the cabl e conpany.

The al l ocated fiaskgdkatdhel canyserye: pellingsppeifig sends goaupcpalling prjoiel polingeen
cable TV chann el ' ' IM—g : S1 .0 nn may be
al | ocat ed f?rﬁl ghgr"c'fﬁ Dc%Pb%%é&;a%ﬁeggg o?\‘fr{leﬂr:\lgﬂ 1§ ra‘%\éié(?fg’r ggfem%?eoqlot her hal f
of the channel thesercontdl dodes)isedustiisedadbeve in tdrfunovion witlnthd pollag &rk theen 5
MHz and 35 MHz. th tEe uplink and downlink frequencies are in a very
noi sy environ ng to an unreliable comunications nmedium 20

Real Tine Qperating Syst r _ | i ystemin
the present invention is | ttlgﬁg?n&%ﬁﬂg%@\g kiﬁ e?ri Ic% gq{agaraggcazléﬁan _
oper ati ng syst dor theruplink chametnandi the downlink cHinnelsm otatidelévision real tine.

.in the present invention nmeans that, the query-response cycle tine between
the user's quiDSHEH “é?ngY' %WBP‘W“&%‘"&Q/@‘&P%& &BeﬂPWB’é%ded. In the

resent real -ti ' : i | gabicycl e '
: TRCRTYAGH SNSRI QR kSRt

bet ween a user to thé TVRex server oul d "be bounded
t o bet ween 150-allocated by itlsecablelcompanyr cBtecallocated frequeneies asgyobesrarsawni 'ar to

de t playing., T i de_t hj f 30 f e . th
Casks pelf or nedensy Ceiuetiiss PlacBDoirep sobis g SBundeisnpean e dadRReR 6 hr eads
havi ng di f f er enNHE Q8le@ion kel i wal%aﬁeamag&pq&%emﬁlﬁgeueanﬁmori ty

i nput threads handl es the communi Cations input, "and a Sing
15 frequencies. The other half of the channel pairs of frequencies are in the

lower band area between 5 MHz and 35 MHz. Both the uplink and downlink

frequencies are in a very noisy environment leading to an unreliable

communications medium.

20 |  Real Time Operating System Threads
The real time game operating system in the present invention is
written in Windows NT™ code to run as an operating system for the present
invention. The use of the term real tifne in the present invention means that
‘the query-response cycle time between the user's equipment and the server is
25 _deteﬁninistic or bounded.
In the present real-time communications system, a game
~ communications cycle between a user to the TVRex server and back to the
user shbuld-be bounded to between 150-200 milliseconds to create a real time
response similar to arcade type game playing. To prbvide_ this type of
30 performance, the tasks performed by the real time operating system are
divided into threads having different context switchipg bﬁorities. One group

of top priority input threads handles the communications input, and a single



20 top priority output thread handl es the comunications output. In this
fashion, all. comunications appear to the user to be real tine and al
i"nput / out put handl ed by the TVRex operating systemis handl ed as top
priority operations. 5 TABLE 2: TVRex Ope&@ti ng Threads T1 = Di spatcher

- (one per BE communi cations 10 card) T2 = Tiner T3 =
Gaie Swit ch- T4 tep mmtys&tpr@rthree@bet}dl@ﬂnp rcommumidagipns output= Igathis fashiomr

Broadcast Mail slot 15 As .shown in, T Ie2 al it f. oper ngthreads
are used in th@k‘w"ﬁ‘&%w lap?eagfz% mn@%%flg{l étaﬁolﬁ ‘gt?"ﬁﬂ'@ server.
There is one 2Mhandiéd tyIhé TVRRK éiéf&ﬁg spstémBEhﬁﬁnsaéw thprioity 0feraffoishe TVRex
server 100 and one output thread T5 to deliver the data to all channels.
Each channel is a single frequency pair handled by one BE conmuni cations
card 104. W5en+he—pa-H+etH-&HHH~ead—hs-+e+—Heedeé—H—e—+-he+e—he—no

I ncom ng conmuni cations r fr .lq;ﬁshp ) reads "sleep"” and-

it% h % ep| n read‘m

do not request a context svm t'c all ow the server
processor to service oth thr a € T5
threads arggeal-tine th?feads JEAD ng tﬂe@%%ﬁg?%%m% rl-ﬁ[an ﬂﬁg t he
conmuni cations i s boundedrangd rd_ﬁﬁ@fm nistic. The'tinmer thread T2 nonitors -
the activity of the usersrxand @ane SPicdh ocessors to determ ne when users
becone i nactive or ganme processate BeorEr UDSED. codRttOE MasEsbdbruser
activity, timer thread TZrskeemhani¢ Sdkrwdér tBoddcisBMaEToDds of activity to
determ ne i15 t he user has ceased using the system This is irrportant in a
system whi ch clfarges USer acttvitTy Dy The mnurte Ssince a prayer—of —a gane
may wal k away froma ganme and forget to 35 return. It is preferable to
terminate the user's bil Iﬁwosbemmﬂnblqlraaphmht! ofiapérating thgeads @regused r un

'g\r/]mat Eﬁlnggd()?ng Ci}éerQh (gowsoltlesys %;r)re%'agon of{ﬂnetsglrvgxadﬁg’reqandl es the
20 T1 dispatcher thread per BE card 104 attached to the TVRex server 100 and -
one output thread TS to deliver the data to all channels. Each channel is a

single frequency pair handled by one BE communications card 104. When

the particular thread_ is not needed (i.e., there is no iﬁcoming communications
requests from the BE cards) the threads "sleep" and do not request a context
25 switch. The sleeping threads allow the server processor to service other
| threads and games processes. The T1 and T5 threads are real-time threads
meaning the response time for handling the communications is bounded and
deterministic. | | _
~ The timer thread T2 monitors the activity of the users and game
30 processors to determine when users become inactive or géme processes
become unused. In the case of user activity, tinier_thread T2 keeps track of -
the last 30 seconds of activity to determine if the user has ceased using the
system. This is important in a system which charges user activity by the
minute since a player of a game may walk away from a game and forget to
35 return. It is preferable to terminate the user's billable activity rather than
letting the game run unattended and charging for the use. '
The game switch thread T3 handles the sw1tching of a user

between two games, from no game to a game or from a game to no game.



bet ween two ganes, fromno gane to a gane or froma gane to no gane. 21
This switch handles the transfer of the user status in a non-real-tine
operation since the game switch can occur quite slowy fromthe user's
perspective. The cable tel evision networikiis not reliable so special
handl i ng of change status requests is needed to prevent errors. For

exanpl e, if -a Thisrsvitchdwmadies thestransfér o the nsemstatusein/a nan-rpalhimB, opetatiofr E

comuni cati ons _car %105 of e user's har vvah’eﬁ_%ghfor%; 101 sends ,@ldata
‘packet 900 (deSEFF BT E P4 WEFO R YOV % USEFPEFPIBYCt ne™®a gane
switch shoul d ggKlekelevifioh MetvelREs Ayl kﬁﬁbl@@@!ﬁﬁécia?@ﬁndlﬁ%som{anéé §thiog | ntact
at the server 100, the server 100 will continue to send nessages to the

user's har dwar eequests &sn¢eded to preventriors. For example, df pasérrchobsesdaswiteh The
gane packet .90 ou%g e. m st akep| ransl a by t &S har dwar e

pl atform 107 a¥® 1 5 ?1%Wgé%’g%ge&J%ﬁg@@ﬁﬁ?ﬁcﬁg??gﬁ&iﬁge . Thus, the
pur pose of t hehai@waedplatfoind 10D Serids d @dth phdket DBG tdegtritiedwhére fally belgdgenent
packets 900 until it 1s certain-that both the TVRex server 100 and the user’

har dwar e pl at f & teTDYRexy serer 1) the aggame switdhesheyldiopcuy,| Hithe) gampiswitchr ead i s
t e ren . STERread
deter m nat o DRt 908 dBECANIErive irkabe B U St 986, o BIVEPESD wfil 7 201 on 1S

~appl i cations t gomtiue torémd MRbdages for theukdrs medwaratl01 g ifit avepd silkt i ons to the
user's or-the system, The threads, are designﬁd in the Wndows NT[err] 2 O

oEer ating &8deDaticipatingin guae 4nndhe game packes 10Q soyldhednistakenly drapslated: of
. | Sortare Ped.
| hken and agady e B Safniié Bakiofh (of % AR0TENARP phld S wER T | ©

| i nked and adde hout emto the core of the
system In thi forgegae B, Thus, thepmxposp of dia switchyis tte ensupe reliable messagiag to a

standard operati.ng st in which.t ame. applicatio of t e is run as
a process. 25 W%éﬂ’gﬁ?ggpwgmlfﬁﬁs Q@q g@@ﬁﬁélgﬁ){)ﬁﬁ@“&é‘ﬂ‘\a&?@ﬁ@ K the
“operating syst ' b falso @wﬁx% [ rdiGl -4 uctions
or |low | evel cgénptv%g 00§n<{ﬁ1§ l{ssslg{l%m ?yr%e t gﬁga eéga‘%%’f#?&??éigﬁﬁéed to
communi cat @é5wi playede Thisctheeadris notha reap &imet thregd deeauserit is ladodpyvRlgeritheer at i ng

system provi des ,conmuni cations servjces via threads T4 and T5. 30
Data recei ved WW%?W@%F%B’@Q@“F% the user is handl ed

The game server threads T4 and T35 listen to the game

applications to send information from the separate game applications to the
user's or the system. The threads are designe_,d in the Windows NT™

20 operating code such that the game application software is independent _of the
operating system core such that the game applications can be compiled, linked
and added to the system without linking them to the core of the system. In
this regard, the TVRex operating system operates similar to a standard -
operating system in which the game application software is run as a process.

25 The_ game application software runs as a layer over the operating system and
is restricted from accessing privileged instructions or low level control of the
system. Since the game applications need to communicate with the users and
the operating syst'em, the TVRex operating system provides communications
services via threads T4 and T5. | |

30 : Déta received by the gaine process from the user is handled
through thread T1, as described above. This data is sent via dedicated pipes
from the T1 thread direcﬂy to the game process. Control information sent



t hrough thread T1, as described above. This data is sent via dedicated

pi pes fromthe Tl thread directly to the gane process. Control information
sent 22 froma ganme process to a user or to the operating systemis
handl ed by the T4 thread which is shown g2 Table 2 as the Gane Server (DLL)
Control Mailslot. T4 serves all the ganes or gane processes through a -
mai | sl ot t echnfigoea gaine pnobedsito & user emtto ¢hel openatinigi systemeis handied by abeT4unl ess

sonet hi ng has RQeen, 5.. pl.aced in a 0 0CEess ' of. T e | S one
~control il sl ea&lnghl(gﬁés %’&a&h@%bqﬁgﬁséﬁ%ﬁmﬁ%ﬁbméwp galllé £ tine
thread and is rrntsemgmltmégmﬁwsﬁ%éﬁ@mc@srsé‘s A ugB hafl1od e@inigiRCkets
generated. An exanple of a control packet would ™be to request "term nation
of the processThread d4 igeventariven vhich means i slesps wiless something has beeBat a
packets 900.se [0 t ot he.users i s, sent. via a broadcast
mai | sl ot handl g%c%{/ﬂ’tn%%%%%? ocgﬁsr'g'g‘gﬁ%o}‘léer% Kotmy “r‘_’ﬁ'*f?%malﬂﬁt Mfe Gane
Server Broadcabioalléust fiailélot. LTHead Meciadoil4 read diede el a0dfis H6Nwkrdlgy Mai | sl ot
to the game server .in thread T5. Each gane is capable of sending data to

the Broadcast HBF¢ thesy argmet many cantrol packets gereratediy dux examplel of a comsratai | s| ot
d h ' . h it
o b (hand! eq PRk WERIgYe, o5R0ieet BERTAR 0F ol LA SindE ke bt e °

only one broadusess. mail slot 308 for all game processes. The TVRex server
e sent t oiPhe user,  andDERGPaHGRE 200 GHRicront O spme Eoemecia BROUSERY B ¢ ho uscr
A el ol ot s e & e e T TR TR g
pi pes since th¥allel2 asrthe Janpe Parseri Broadeast Mailsloti hike thivad Tds edoh gunek TS5 are
hor eby el i m et OB BAINECEIH SHF HEREF B B FhoBHIpame Ksspats i ho

tinme thread T4o@£&ikd§.g %%e%%Tmsm %o%%x?ﬁ%ﬁﬁes@ﬁ) g'a"?

processes are part t ssing 30 enviro t are not
i npl enent etl5 asthelmailsliot. andxath game regepies ontéads thesanzwers from the users

through its own pipe (handled by thread T1). .Thus, there is one pipe per

game process and only one broadcast mail slot 308 for all game processes.
The TVRex server 100 handles the game process mail slot through thread T5
in reading data to be sent to the user, and the TVRex server 100 writes data
20 from the user intended for a particular game process one of the pipes through
thread TI. ' | |
- A mailslot is used to send data from the game process instead -
of using pipes since the polling of pipes is time consuming. Threads T4 and
TS are event driven meaning the threads sleep if there is no data to be sent,
25 thereby eliminating the proccssbr overhead of polling pipes. Most of the time
thread T4 and T5 slecp. |

 System Lircads and Game Processes |
The game processes are part of the multiprocessing
30 environment but are not implemented as threads. Each game application is a
context switched process in the multi-processing environment of the TVRex

operating system. By way of background, a process differs from a thread in



context switched process in the nulti-processing environnent of the TVRex
operating system By way of background, a process differs froma thread in
23 that context sw-tching between processes requires replacing the data
segnent, and the processor state.(instrue@i on pointers, register val ues,
"stuck" resources, etc.). In contrast - to this, context sw tching between
t hreads does néiat confext switching batwesneproctssesf reqinieesdeplacing dineddta segrhent} he
processor state, ntext 5 switching of threads. is al so known as a

"1 i ght wei ght pPBL HEsprocesser fate PIPIEFS; KeBHter valuph s stugh gresorrges ¢ e
suttab e for rel). thTRa@i! 6k QRfext Wiitciiy boiwel? HRERBUEs horRhkiton. The
multiple threads of the present invention share nuch of the sa ata as
shown i n Fi gur ¢hereplacerhent of the data segmeidondp dheapriooessorsstathe Contexpr ef er r ed

met hod of handl] 1h ni ¢ati,ons _cont,,0 T ane pfocesses are not
nul ti-threa eds‘g%ﬁ$gfﬁﬁ%dﬁéﬁsﬁmwf‘sasl?eilﬁét‘%?%é’gm‘teﬁeges‘gfen t wo
di stinct sets ghitelifig $s ydite fabiearidsodqifeasifiable Fho@astint applidatiehd Qithok t he

ganme and hence the two gane processes will have vastly different data sets.
The game ser vein hgRIgspEinyERlicior m in the preferred enbodi ment contains 15

sufficient main nenory teg, i Q l the ga cesses
in main menory so tha¥ Cgﬁ@ﬁ@&ﬁ%gﬁ&g‘@g@\%}e@gﬁ lé‘g%%wgﬁﬁ%rgggﬁ (&;tﬁe

rel atively fassamd tstaasshosh dn Pigure3 4o lthadi moltithrexd Gpeiatios e8RS t 0 _
secondary storage between cqgntext sw tches. 20 '

Dat a Strucﬂ-ﬂreBw?@T@rmF&SdP hendling she compunigationssontrel yThes game t he t hr eads
of Table 2 are | ARk \ . ' l,e.2 access
t he data strucP@?ggggso&eg%ure glh‘éﬁ]elg #ﬁé&mégﬁg%%gg%ﬁkgﬁ%@éﬁlérray of
comuni cat i onssinbatwe distitétrsetyusfrusprspaillr tse) inldifferear phdsenef cuinglstich of thel e BE
25 comunications card 104. The status and l(i&(grati ng i.nformati on of each

BE card 104 (aP¥Be cethe twogame propesses Wikl have Ni“@'gféﬁgﬁrﬁﬂhéﬂta P¢%8¢ or "B"
data structure ' ' &H{TF{ teai L ] ye .Such

i nformation as@ﬁgmgyﬁgﬁgﬁh%g%;@%% up |%ﬁ%§%@v\in§+‘1 %ﬁbgdrlgl%tﬁﬁ%%melr? t he trunk
nunber assiL§nesufficienthingincmenipryt tocallomathemaintenance atfa]l the game prabesses iied f or

each BE card as an 3 0 entry in the.c annbél list array 300. .
main memory so context switching between game proCesses is relatively

fast. There should be no unloading of game processes to secondary storage

between context switches.

20 - Data Structures
Re_ferring. to Figure 3, the data structures of the threads of
Table 2 are shown diagrammatically. All threads shown in Table 2 access the
data structﬁres of Flgure 3. The TVRex server 100 contains an array of
communications channels (frequency pairs) 102 each handled by a single BE
25 communications card 104. The status and operating information of each BE
card 104 (also known as a CATV card) is kept in the channel list or "B" data
structure 300, which is shown in more detail in Figure 5. Such information as
the current operating uplink/downlink frequencies, the trunk number assigned
to this card, the transmission rate, etc. is described for each BE 'cérd as an
30 entry in the channel list array 300.
'I’he. Client Data or "A" data structure 301 is shown in Figure 3,
and is shown in more detail in Figure 4. The Switch List data structure "A1",



 The Client Data or "A" data structure 301 is shown in Figure 3, and is

shown in nore detail in Figure 4. The Switch List data structure "Al",
24 the back reference index to the client list "A2" and the Join Data "A3"
is also shown in nore detail in Figure 424The client nunber or client

identity is the serial nunber of the FE card 105 attached to a specific
user hardware ﬂiﬂabdchrrafere"ﬁhemdexeotthe cliesit &isti hoglflaﬂaheﬂomrﬁatadA%mﬂasyer .

since multiple gane.5 er. ch a f the sa use the
same user har dw?g‘? S{‘)’f"ogﬁ?‘fﬁbﬁtgé‘m ‘heig glé?‘? ?Tse@t Lj{;%g' m%"ers in a
single hOUSEhOLQ'lﬁ-lnllmﬁ)Eaf)f ihe FE 84rd 908 d&iﬁ{edhﬁradéﬁs@élﬁcmséiﬁﬁdMOZL The

purpose of the client list is to provide a central set of information about

each client (upktiomy dherdiept istdigmgpished fromi a1 garge player sigeemultiphthgameii p,

gane type, data of .the client data 301 of
Figure 4 re erglatvg' S et 5 mbtef%;igfsaﬁﬁefta@:ﬁymy FFohr S9me g Watfiot her .
Thus, the ol d ghreforrandiice, tiaREmAAbE mivltiple ighha iplsdrsti ura ﬁﬁ%xbh@uédhanﬁltlon
along with the current gane and current channel. such as the

join data and- eﬂﬁbanngeaamlf Yenbar mv&aﬁfmﬂ%dm@w@s@moememnﬁwa
record. 15 Pto)(p ﬂdea ualus%?o?int{)%% | BBt &3oh i tr §e§%1§99v§a%‘ s best

shown by way o n-a conmmuni cati ons transac ssage packet

900 may come fphlﬁom):inebﬂﬁn@&t&hy@helﬁemb&ﬁ@thﬁe type;eaded for ganme number
3. The TVRex system must verify that the communication is prqoper and not

the result 18f a network faSWEChdatgnfdhe elignt date; I ofiFigue dheetiesto 8w0. The

20 TVRex syst r tcﬁ’%ﬁan{ f e 7 does
exi st, and theﬁm\l/%‘rnji”* Of?ﬁac?‘fec i|:rglrrx1lt |§Ot|°nd3[)§‘§ me %hé gﬁb%a?%ré{% %i server
delivers the rrgme@atapacmntaﬁﬁ& dunngﬂrastrmsamsedorrglwithtthécuﬁrdﬂ gamerandli cati on
process nust be accoppli shed u'ckl nd di,rect i ndex ot be conpute
ef ficient enou§|‘I‘F"‘F‘Brci’{g"“}eza?)ﬂﬁ(i ﬁ%J%‘?s‘{a@rﬁ‘%’I‘Wh reﬂﬁ?lgldtﬁ%gspﬂ’%ferred

25 enbodi ment ,of.diled E(Sree%.@ﬁ'khéﬁi\(ﬁ&tf the clients array 301 is a B+ tree

dat a base structure. I's structure was chosen such that |ocation of
specific daga is tinme boThdase bﬁﬂmr(ﬂhdmﬁnml Structiim301db besttshdwh dbyewsy y on

the client data.structure is pointed t romthe client |ist. 302, which
enabl es the ot REFxample. i @ fopimunicatigns g’ﬂﬁsa{;‘i‘@"@l"flﬁsﬁ't‘gq ?@l‘ tesiq() BNt |y,

come from a client. numbered 17 and may be intended for game number 3.

The TVRex system must verify that the communication is proper and not the
result of a network mumble or noise corruption of the packet 900. The
.20 TVRex system will therefor attempt to first ensure that client 17 does exist,
and then verify that client 17 is indeed in game 3 before the server delivers
~ the message packet 900 to game pfoce_ss number 3. Thié verification process
must be accomplished quickly and direct indexing may not be compute
efficient enough for a real time Operatmg system. Thus, in the preferred
25 embodiment of the present invention, the clients array 301 is a B+ tree data
base structure. This structure was chosen such that location of specific data is
time bounded logarithmically._ Each client data entry on the client data
structure is pointed to from the client list 302, which enabiés the other data
- structures to link the client list efficiently. | _
30 The Garnes List 304 of Figure 3 contains a hst of all active
- games on the TVRex system. The Game Insta_nce data structure "C" of Figure
3 is shown in more detail in Figure 6. Each entry in the Game List 304



30 The Ganes List 304 of Figure 3 contains a list of all
active ganes on the TVRex system The Gane |Instance data structure "C' of
Figure 3 is shown in nore detail in Figure 6. Each entry in the Gane Li st
304 25 corresponds to an active gane peocess and has a structure shown
in Figure 6 as a Game | nstance 303. The gane pipe handle is a link to the
process to enatdreespamdsitnianadction ghme pracesseand S a siruchuee glaoven jir Bigeses6 The

ganme pi pe handl e is an opaqug..d structure to .engble agccess to the gane
data 5 str uct-fﬁ%gsm‘ﬁzlé’séﬁ%eg%ag‘tﬁ‘? BYR% Pirs l%fna]ﬁdi aﬁthe‘Q HPECERdOcl i ent s

list 302 \Ahicherm_bwé@ﬁmﬂe&ﬁ&hﬁbzh&a%eadqf1e¢onh@gmgp}d&§.metgﬁﬁ%gr egane. The
gane channels which are involved in the gane are also kept Tn 't g Ganme
| nst ance dat a bandigisiancormgee dalastructuresto apablesicpdsaye the gamehdata syst em are to

Cequi red 1 ob 10 spPRe ThY Ry BadCioRs 1 B3 O b wkaieBP AN (he

‘Gane Instance @hich hbmithrs WhichXlenisSaré PlagingOiist RetiubR ghbieN OTHYSdnfen t 0 track
t he communi cations to ensure illegal operations and illegal communications
do not take pl ¢haanelswhick agrigvelye Wethemelmalandcepmtthegianwmme' C' of

Figure 3 15 71 | ' 1.1 Ll nher. assigned to a -
parti cul ar gan;&a?ta?ﬁ?%%r%gr 1{1%@%12)25 %az%egrbol@epﬂé %@&é{gfﬂ? e eI'V%éS?nsyst em
and given to tbhetgahparticdaiclpersscldse tétiol of Guse prIcEsed @quiesl et ween the -

TVRex server and the user hardware platform and software i s ensured. For

exanpl e, th@ geuetect theconssating fysfetno Ehusamucheofi the detgdnshe Gageniastanegyi r es t hat

only the sane : t ' . 'GEE e user site and
the server site. e u&%@?ﬁ?&ﬂ%%?ﬁ@%@% ore?%{ Fréejly e_trhg per sonal conputer
(such as an | Bdmhmpeichifonsao eAnpt dHdgubepetationstaad illedal gemmehihtions dane

consol e (such as ';.li ntendo, Sega[err], Atari[err], etc.) or a special
set-top term nggt. BlacerT| with no players" of the Gane |Instance data

structure 25 303 refersaifd &P@di&?&?d—é}nﬁ{s&n@%s{rﬁém& @gﬁ%ﬁ%ﬁfe :

pl ayers actively engaged. |t ) crent 1n a ust and a
net wor k t ol8mi istthe game dgpeewhich imam arbdtrary \numbee assigned 4o atpaetiqptarganey have
lost_all users, This is. because, new UserS JIRY el o Bendaeyitty e ™Nt -
game developers so that close correspondence between the TVRex server and
the user hardware platform and software is ensured. For example, the game
type a_ésigned to a particular football game requires that only the same game
20 type of software be run at both the user site and the server site. The user site
hardware platform may be a persohal computer (sﬁch as an IBM-type PC, an
Apple-type computer, Amiga, etc), a game console (such as Nintendo®,
Sega®, Atari®, etc.) or a special set-top terminal.
" The"TTL with no players" of the Game Instance data structure
25 303 refers to the Ti_me To Life (TTL) for a game with no players actively
engaged. It is efficient in a robust aﬁd' active cable network to maintain a
game in main memory, even though the game may have lost all users. This is
because new users may join the game at any _momeﬂt. The TTL function
would set a time limit as to how long an inactive game is maintained. Ot_her'
30 information in the Game Instance data structure "C" of Figure 3 may include

time stamps.



would set a tine limt as to how long an inactive gane is maintained. Qher
30 information in the Gane Instance data structure "C' of Figure 3 may
include tine stanps. 26 Game Password. OF particular inportance in the
present invention is the gane password f2end in the Gane | nstance data
structure 303. The gane password enables a group of users to join a
particul ar game by nature of their dmpBaswoidow edge of the gane

password. A user may co ni a%le to the cabhl'% headend t hat. or she w shes
to reserve a particul ar-nggﬁﬁ"hf T EURITEPET MO PIEY T LA S SR8 Merhe user
may assign a paEswerddolsn® W iR iamé Mstdhte dadiubturd 3032 Mike gﬁﬁbbamo?dl the

hol ders of that password to join a private gane. In this Tashion, reserving
a gane on the Q!EBleé argrowp Pk usgss fadjoire 2 pavicular lgame byrmasue of theitcammbe i n t he

restaurant..The | L VI e |y ow.under  whi nane the
tabl e was rgsﬁoﬂgféenﬁgﬁéé%ﬁ?#%@é% cr‘ikn,&%{ Eﬁelayl s ,r""é}r‘lg‘?g‘? H’S cﬁége pl ayers -
in the presenthdadsehthadhe ofibhd RishetooRssve @ pattichlhr @amy tb ®e pldyedlonty r cl e of

friends. The gane password_is an inportant ?gature of the present 15

i nvent i on si ncy teiriignds. t The,uses maycassigh aspassverd kngwn galy tadhe @owrofl way s

pl aced with a . l.her.s. ngom

pl acenent of %ﬁg%%lgéggﬁhegil%@%/ﬂﬁ%‘ttﬁ%?a%ﬂZ@E%@%s@ryg&hugaééeg gllnce t hey
may prefer pl ahisnshioe, rgsereing andamendtt theanabjleaietwadkowsuld bBeangdniikepasswor d
enabl es the user to sel ect, etLt her a ra%om | acepent into particul ar game
or 20 a skf ecEEIViDEABRIS I therprstaumto fbg Ig éi‘é‘gr%\e?sﬁ\ﬁifg%lﬁﬂ@oﬂ’ependi ng

upon the game JiRpwhich e ieble 128 st b ifrflaP kAo iddsiet th ONlY
certain partners. The user nmy preselect the password, ofr e user may
choose not t o aripingyganieeplgyere iptepresedt mventidnecanfjoinca bame kasepdd ioalya gane by
chance. In the cafe af .a gres | ected password. the server nmay want the gane
password 25 tfgr cifgle o f““é’ﬁfﬂ re after a present period of tinme to open
the gane up to the publi 4 Bi [ o) [ t field of
the Gane | nstance data sﬁeu%%éga%g%ﬁpngyﬁggﬁggg%ﬁﬂ anésfljﬁh%gﬁlﬁf&uDel et ed

Li sts 15 invention since without it the subscribers to the network would be always

=i

placed with an unknown group of other cable subscribers. The random
placement of user's into_games may not be desired by some users since they
may prefer playing the games only with acquaintances. The game password
~ enables the user to select either a random placement into a particular game or
20 a selected placement. This becomes increasingly important depending upon
the game type. For example. users may wish to play bridge with only certain
partners. The user may preselect the password, or the user may choose not to
supply the game password und therefore be placed in a game by chance. In
the case of a preselected password. the server may want the game password
25 to time out or expire after a ﬁrcscnt period of time to open the game up to the
public. In this fashion, the password time out field of the Game Instance data
structure 303 may be used. |

_ Transition / Deleted Lists
30 _ The transition list 305 and the deleted list 306 are used by the
T3 Switch thread of Table 2 to manage the transition of clients to and from

games even though the communications medium is unreliable and therefore



éo The transition list 305 and the deleted |ist 306 are used
by the T3 Switch thread of Table 2 to manage the transition of clients to
and from ganmes even though the comuni cations nmediumis unreliable and

t herefore 27 information regarding the2¥ransitions nmay be |ost. The
transition list 305 is alinked list to the client Ilist 301 to describe
clients which anformatiomeegarding ¢hedfansitions ntaydeslo$tr cPheotnmsitivadist 305ioa her ,
fromno gane taq. nme. of, from to no gane. The nenbers of.th
transition i sﬁ“gﬁgqﬁf te ﬁ'ﬁrﬁh". 'oﬁﬁ%gﬁ%ﬁsﬁﬁ’%e%f’ntf H&"%ﬁ(@%n%{"é‘iﬂh BEensur e
that both the SgindfionsTidni b &S 1 ANANGORbI 18 bdife id #Baink loP ot Ndi NY
confirmation, the client |ist contains Iinformatron regardi ng the
transition. Oncgamenhto no game.t Tbe niembersipf the dransition dist 305care kepelongi ent is
taken off t list., lL.n Fi 3 he, di anp | indica a link to the
ciiont 1 i st Snctepitee & e 3o iyafea AR in el B s 5B T st by,

After confirmatdoafirhithé u’ﬁﬁiﬁoﬁ;@eﬁ!ﬁ@% cérifimafio thé liGRTisEEontaifle T ecogni ze
the transition, the client is noved fromthe transition |list 305 to the

del eted |ist 308formatiomzearding thei transitienntQnog the frarsitiamis semnplete and he del et ed

heti ve. Beoause oried, fhe'ohfat ke VI i MR 1 Ee LG8 ARG o ©
mul ti-threaded infidated htlink torie ehéit Mgt apbthidivRSwithiaf X it ihdib@eda

concurrently or parallely, the systemnust ensure that the concurrent or
par al | el opfb‘?atlpéiﬁ?drﬂéﬁt- m ss the change in status of a client. Because the

present systemis a real (mg;: : | ; ne: SY.Sty ol. ;use :
traditional | ocking necha}r\l#ésyﬁ%o 0 ﬁ%m%gﬁéﬁﬁﬁ)ﬁgﬁ?gl&% %qﬁ% giég%eglg%e | ocks
may cause the apesghizenBe pasitdon,ithe chatds nioved €t thertranbition disaB03 yo thée t o an
excessi ve nunber _of LiOCkS and the fac,il1 the release of a Jock is

i ndet er mi nat e. ted, HstP U6 o Thespeedrto sl aaiptain the clientnams igfhe Fi§lete§d§,t a

transiti on whic mk ' ' ' st 306 t he
menory al | ocat @ﬁ??ﬁa&?ﬁ{ﬁﬁ%&* ﬁ;ﬁﬁh?ﬁ?ﬂ-&%ﬁ%&ﬁﬂgﬂéﬁﬁﬁﬁé a*‘;rflﬁ"l?'h(e%;@f?de%gsi tion
list 25 viis | thedperatieng inathe tphizent! systetn inelude multisiseadedrand nalultine

mai nt enance of the client in thg@gel eted |ist for'ﬁl secici)rr;ﬂ W |l ensure that
the threads wi |BTOPRSPINGOPETAteRs MRISR TRy happen conquErepily,Ar BRFallely ey 3AS t i on.
Mail Slots _ must ensure that the concurrent or parallel operation not miss the change in

status of a client. Bécause the present system is a real time operating syvstem,
the system cannot_use_traditional locking mechanismsi of the transition lisi

20 since the locks may cause the operating system to loose its deterministic
quality due to an excessive number of locks and the fact the release of a lock

is indeterminate. To avoid the use of locks on the transition list 305, a

transition which has completed is placed in tl_ie déleted list 306 and the
memory allocation is maintained. In thiS fashion, a null in the transition hist

25  will indicate that the client is in transition and the maintenance of the client in
the deleted list for a second will ensure that the threads will not get lost

looking for a client which is in transition.

-+ Mail Slots . |
30 _The control mail slot 307 and the broadcast mail slot 308 arc
the data spaces used by fhe T4 Game Server (DLL) Control Mailslot Thrgad

and the TS Game Server Broadcast Mailslot Thread, respectively. These data



30 The control mail slot 307 and the broadcast mail slot 308
are the data spaces used by the T4 Gane Server (DLL) Control Mail sl ot
Thread and the T5 Gane Server Broadcast Milslot Thread, respectively.
These dat a 28 structures receives nessagges fromthe ganme processes for
each game in the gane list 304 and are used to pass nessage packets 900 of
Figure 9 to the shaetusesanckives hésageyRom dregamid focesyést foeachganle/iRethet | Mer
data space 309 is used _hy the Tinmer thread T2 to_keep track of the tiner
operations in ttﬂé@@@?i@d% uspd e PF?W@H&?P@W@%\@&W@QI totthere
operating syste f | $VRES S [ t |, ; \f
Figures 11 thro%ﬁg%&@ﬁ%é cont?o%?é-l?ﬁg%vbgﬁt%g'rg%wé’ggm%gé%g@régﬁogn and
interacti on of tiheseslysy the Tinten threal T2 do ke tlackr of the dinfep operatomsshimwhe i n

Fi gures 16A-%a The flow charts describe the operation of the threads T1 -
T5 and are drawdYPf®a fashi on which describe high | evel operation. Because
these flow charts describe real tinme operating systemthreads, they do not
necessarily show a term nation .point or exit point. The 15 exit point on
“these flow charts is anywhere the pBoftware HowChartss at a square instruction

o7 ocessi ng Chread 20 of (W HY e B SRRmHRE e o vABL S detitean
processes the d@‘eﬁilﬁﬁ&h@%ﬁz@ﬁﬁt@éfﬁ?ﬁ%@l&h@@ﬁ 131 mrc%gﬁ‘oli ﬁo\bf&& drgdest

priority thread and nust conplete its tasks in a bounded period of tine to
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Figure .11 is a software flow chart for the T1 processing thread
20 of the dispatcher algorithm which receives and processes the data packets 900
of Figure 9. The T1 thread is the highest priority thread énd must complete
its tasks in a bounded period of time to ensure real-time opefation. There is a
T1 thread for each BE card 104 attached td the TVRex server. The control -
flow of the T1 thread has been designed to maximize efficiency in handling
25  the data packets 900 of Figure 9 in the least amount of time. The T1 thread
"sleeps” until thé BE communications card 104 indicates a packet 900 has
been received. The receipt of the packét 900 is the event which "wakes" the
T1 thread to process the packet 900. The use of a separate dispatcher thread
T1 to receive packets.from the user and a broadcast thread TS to send packets
30 to the user allows the threads to independently release the CPU. .- If a single
.thread handles both input and output, one of the two could swamp the CPU



t hread handl es both input and output, one of the two could swanp the CPU
29 and starve the other and the CPU woul d never be rel eased. The

i ndependence of the two allows a regular releases of the CPU. The T1
process thread of Figure 11 has been caregfgul |y designed to handl e corrupted
packets 900 since the comunications nediumis 5 inherently noisy and the

l'i keli hood of &ed efaie e dtlep ahd BiecdPUAGHAE nB( Hesrele@ted! i MR dépetifience
Therefore, all the decision continually check to see if an illogical

request is bei Afthedano, allawsoregalar relepses o5 thedeBld. be as the result of the
user 101 not receiVving t.?ﬁflr-]@s mpe%gﬁ,&ﬁgggg " ifﬁ&r&gﬁgﬁ}eggﬁ ‘ii%\}/g%lslg

d, or
it could be the result o erver ot recervin cket

fromthe user. tdRandlé\conthaptéd packesiS00sindeahe oofminnhicatiodngediggiism i s assuned
to be unreli abl’rﬁ@, both the server 100 and the user equipnent 101 are

desi gned t oSheIherentlymossy 4nd the dikelihood afseceiving 8 setrmpted packet 880 ds or e, bot h
sides of the c ' §,0 ;égg{g neg : .ofequest s
until the other si ggg@khgﬁee ge’sgl!t1 F%éﬁ%ﬁg%%ﬁﬁ%@ E&@H%j@é&fﬁ In Figure
11, thread T1 illogiahkeruest ibpeinganadec dilpgicdl@quests eouphbk ad theGOsulfToethei r st

deci sion 1101 to e in apalyzi th acket 900 is tq see if the client -
i ndicated in tH%Pf@EM Y%B’Wé@eggﬁd’agkqeéegﬁdts requesbis nyalidy Phit Gogldyassed

to box 1102 to ' e doRieS 1 b QoB; el tonn Qi quest and
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the client has not been allocate
process relor nin additiem cindedhe eotnmpaicktionsaneditdds assumedstb depinreliablehe packet
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the "6l d gane" bphdpe Ser3pr 100 el the g sayipment o e SESigted i b BB i cat or
is set to an i fy@eirchiRapR to Yihhuhizase Tﬁe?éiﬁre?ﬁéth sides oﬂhﬁb&ﬁ%bﬁiﬁ@t’ioﬂshread

wi |l process the join request the next tine e user sends a join request.

The user is peckinsekerepeqtédly isend redundant nspuests uptdli the other sidetackmawledgas T1
thread is assuped that the user will request again.. The join request is
handl ed in mnul ep‘iegufﬁ $ses through the Tl thread so as to not tie up the

resources gk the T1 di spad Fhwe § hrdirdd andistahakededby! thegedelit 1100 tofRead to
handl e other requests. The-join operation to 3 0 allocate a user in this

pass through t Beckeb890.nhdbe fiagtlgcisionald Odnte make i apalyzigg the packet 900 is to
see if the client indicated in the packet 900 has been allocated. If not, control

is passed to box 1102 to determine if this is a join request. If not a join
request and the client has not been allocated, then. the packet is ignored and
- 20 the process returns to read the next packet at 1100 6’1' to sleep. If the packet
is a join request at 1.102, then the_ client is éllocated to the client list, the "old
game" indicator is set to a join and the "current game" indicator is set to an
invalid game. With these ﬂags_ set, the T1 dispatcher thread will pfoc_:ess the
join request the nexf time the uéer sends a join request. The user is persistent
25 inits attempt to join the system so the T1 thread is assured that the user will
request again. ' _
| The join request is handled in multiple passes through the T1
thread so as to not tie up the resources of the T1 dispatcher thread and
 therefor free the T1 thread to handle other requests. The join operation to
30 allocate a user in this paSs through the loop has taken upas much time as is
allowed for a single pass through the T1 thread. After the client is allocated,
the thread is terminated and the rest of the information in the packet is lost



al.l owed for a single pass through the Tl thread. After the client is

all ocated, the thread is termnated and the rest of the information in the -
packet is |ost 30 after the flags are set so as to keep the response
time of the T1 thread bounded. The secongdotine the join packet is received
by the T1 thread, the answer as to whether the client is allocated will be
true and cont r afteri the Slags srecuit S0 asrtadkesipshe nespouse tinod of thedElcthe¢adn box 1103.
The join packe&o‘%%gl d contain a join nmessage code which will pass control

t o deci sion bo *to query whether the "current gane" variable has a

valid game nunber. |f thegheyedonitintiie jUa padldtds kécefRl blyGhe TIMAlend
control will be passed to operation box 1105 which testS the join request

time. |f the jHieranswanasto ¢rohe clientris allocagedswilbbrittueigad gontrddds si ons box

o 5 gur e a5as PEose OBESecTAG] R 11, OARRAL BIP AP, L8k foP pffRef b ™ U1
transition |istorffin aoibmesshid SodeowhiRhRallhaes coriot to byciibe bexiluod 4 hr ead

T3. If the last join request was made ‘too early (the variable x is set to
i ni ni ze the efpeywheder thytiumgnbgame’r vrieble hes a valid gamesnumberc dfithe t he
systemrejects JoQi tu ot | ed the thread
ternm nates at f[‘&%ﬁ‘.t g%,n @t‘{?ggggr%r 3%? ogg‘%”e%l lJ\i/élrc Fg%ﬁws&sﬁs?%dg{oa%a “log gane,

control is pasbex 1109whithctests the: joixreljhést tinte. ifahe jodn rdysst MakOmvdeethan t he ol d
gane variable is tested to determine if a game_swtch 1s in progress. I|f
the ol d 2010gaKsesondy age at decisiens byxohlOge shenthe T1theead stors the 598 passed to
deci si on box 1{’;#@ 05 Fiod ?ﬁﬁ&d t ) I f the user
wants to join e S{aér?rsre %g?aﬁéﬁﬁﬁfsﬁtfresl eft.ge'“’léf3t e t%/ltgg%?tggﬁrﬁe&ﬁ%tches at
1111, control phacghinsthd stwitchdist drl tkahsitioay lést 308 at bex 1588 wabe hardbed laseri able i s

updated so the, tinmer thread is.inforped that this user is still

r espondi ng ande@%%Wﬁt‘{;’e‘.?"qafiTés fft‘h%fl"lsﬂ?énﬁ?q"ﬁ%fﬁ@sdﬁ %teaﬂﬁt(&ﬁ, t hen t he
user is put in{gq §WEdi G phibhiz@ ek dARResTdr Ibad; aggfﬁcr@‘i .Tirhe user
will then be |ater ’én#egbby t gTB swtc tﬂé‘g%‘g? escri gﬁrmrefully
bel ow. If tBe threadd,the spstetnogjedts 1he joinl resmestsotthattit ishaandled lgterendthei abl e i s

set to invali dﬂmt= n thetelél%?lil_d&lst be attenpting to swtch ganes. In this

If the current game variable is set to é, valid game, contrql is
passed from décisio_n box 1104 to decision box 1110 where the old game
variable is tested to determine if a game switch is in progress. If the old

20 game is valid at decision box 1110, then control is passed to decision box
1111 where the type of game is tested to determine if the user wants to join
the game that he just left. If the type of game matches at 1111, control is

' passéd to box 111”2' where the last message time variabie is updated so the
timer thread T2 is inforined_that this user is still responding and is active. If

25 the type 6f game does not match, then the user is put into the switch list and
the T1 thread terminates. The user will then be later handled by the T3
switch thread, described more fully below. _

If the decision at box 1110 indicates that the old game variable
is set to invalid; thén_the user must be attempting to switch games. In this

30- case, control is passed to box 1113 and the "old game" variable is set to the

"current game" variable, the current game variable is set to invalid (a switch



30 case, control is passed to box 1113 and the "ol d gane" variable is set
to the "current ganme" variable, the current gane variable is set to invalid
~(a switch 31 is in progress) and the old channel is set to the j.oin
channel . The user is placed inthe switch3iist and the T1 thread

term nates. The testing of packets for valid information at nmultiple places
in the T1 thredsd in pragress) hndtheldd channiekbisssetitodthe goimedhansel.n Tie sisempilsi ne on an

5 wunreliable c ni cation th, Jf. the nes . ket 900 . t | oi
equest at  decifreH Boke DY gk the Tt eRTitRLaEEt oq for valid gans
I ndicators and is rout ed-m'wﬁﬁﬁgsomcﬁétsff&evilﬂdﬁﬁfd?ﬁﬁﬁ&x g%u&;bfe %ﬁces'

Di spat cher shoul d be viewed in _conj'unction with the T3 swtch thread to
best under st andntthe Tdgbread ivte filler bad packets and to maintdin diseiplite andnT3 t hr eads.

To explain the operation of the Tl and T3 threads, a gane switch exanple is
useful . If a%]us"g&cel&ﬂ%i%gogm?‘gmg%‘{n&?a om one game to another gane, the
system nmust change a nUﬂtE&h@ﬁeﬁb%F@ﬁE&l@f QOW%eraﬁaEJiﬁrwldééﬂsioﬁn

frequency pair, the front end application software (at the user hardware

platform and thex bidiBkthendhe ppeket isttesed £urvalid gamedn rsiand iggeuted.) . So

handshaki ng bet ] [ I ke pkatform 101 nust
occur to change‘x\'fﬁ’és é%ﬁ%%ﬁ%ﬁgﬁ%ﬁé}&gé gis]gggﬁw@ﬁgﬁéﬁglgefvpewglﬁcy, the FE

- card 10la nust donffictib ¥ithnthé TBhevitchGhiREad So Best h@ertafid thecspepdtion daded by t he
ol d gane and get an acknow edgenent on the old frequency before the

frequency sk t dtesagsiopef theiE] audiI3 thieads.hdo explain the pperatiop of e end
unrel ' able Com“ﬁ‘hﬁééds%ga@% K exditbig it BsdbiC TR B GHADY 1 BRI REIY O -
e old frequency, novin 0 the new Trequency an andshaki ng on e new

frequency. |n tdiesganwor shothch @ahy/Rbe spstemn diest khangeal surgbsrfpardntetérsand a
new game context until the nmove is_conplete. Referring once again to Figure

11, if the cur rivgh aghacommupicationsfrequencypair. ithe fre: apphicdion Sof¥als ers f or

this client an oI NI g A=Y [0t PP T %Waﬁe R
- deci si on box 1%5{,11%&%%{?%?%#3% |¢srﬂl|g§§§etg§§§%é%n?i lol?lai!t?gis% 15.&,tb\ltﬂﬁt hi s _
poi nt, the T4 tserwad So handshakihg betiwatexysireeTVRex 400 dnditheldset hardwaest er mi ne i f

e e eSS P ESRSS T boaRprierBS 1 BEARRRY cRind
frequency, the FE card 101a must first transmit the requests on the old
frequency used by-the old game and get an acknowledgement on the old
frequency before the frequency switch can be made. _This must be don¢ in

20 spite of the unreliable communications network, This is accomplished by
handshaking on the old frequency. moving to the new frequency and
handshaking on the new [requency. In this regard, the TVRex must keep an
old game context and a new game context until the move is complete.

Referring vnce ugain to Figure 11, if the current game matches

25 between the TVRex stored parameters for this client and the current game in
the packet 900, as described in decision box 1114, control flow is passed to
decision box 1115. At this puint. the T1 thread asks if the old game is valid
at 1115 to determine if this is \he first new message coming in on the new _

| frequency pair (oi' channei) after switching. In this situation, tl_1ere'is an old

30 game and a new game which are valid since the user is straddling frequency

channels. If decision box 1115 is true, then the switch has not yet been

completed from the old game to the new game and control is passed to box



30 gane and a new gane which are valid since the user is straddling
frequency channels. |f decision box I 11 5 is true, then the switch has not
yet been conpleted fromthe old gane to the new game and control is passed
t o box 32 1121 where the parameters ar¥updated. The "ol d game” variable
is set to be invalid, the join time (for billing purposes) is set, and the
join data is sekl2dovhene thespatespetetsears updateds Eb?rpgd@ams'r' vetidble i st ko bef t he

P o e pacseq Wi i B8 e g pR080 58 A BB bR, B P07

passed to an onﬁmagmagthggmlpm foBdeausteht here may be an error due to
network unreliability, control flow may pass frombox 1119 to 1120. For

exanmpl e, at -box 1119, t hdftheeeldgamenwascfosnd o beinvatid e decision box 1185,
failure in o gﬂﬁﬁtéo‘?x lh{aw ﬁa%?zhrg sig06 Jé'i?b {Ba&u bnd] éilfttnﬁ game 10

process is invalrd or e pac 'S VI eweo Imvalid and

equi val ent to q;aabetrxe&pbagassed toai bperauﬁgagane progedso B‘ecguueethér% mi)hbe T3
Switch Thread sl eeps until an entr glil pl aced @ﬂ? the swi tch g)st or.
transition | i staneprdueio netvosly unreliability, coptyol; low may-pass frombox § bikstor i on

list, the T3 t d e N&{Leys f; and
checks to see Héthgog%ghé%éaﬁdﬁglﬁa at %‘gg@ hP?e&xﬁx o%?# @[ ajcz?g&%ot
\d/al id, a EWI tchom%hﬂuhﬁnmmmhctmonorlﬁﬂﬁtdd gamecioss not mﬁﬂch\undshepgaﬁed to
eci sion box 1303 iC sks if the current gane is valid. If t he current
ganme is i nvied i Progess i %“H% ‘t%P"WA&’% &Féﬁgl&"ﬂ?&ﬁ% 88 invaljd and o _ gane

situati on and téﬁg“)é%g{etq §nb iﬂﬁtxéﬁ/s'[ em at box 1304. The client is

pl aced 20 on t |st nown as the deleted |ist 306, at box
-1304 and the system pr epdiefening toé“ngure 18hthe T3 Switth Thfeadlsbep:uumtdrm ganme is

valid at 1303. then t Siti.o he.c romo a rocess to
anot her has beéet‘?u?,{dﬁﬁp g’ﬁ 811?88? E‘F‘?“F‘é"rﬁﬁr}e’cQSfﬁ?&m‘aﬁQg \ﬂs ?'Eﬁ Oy st -
305. Referring jgptRed Uit &aexsidaﬁ 1&@%@&9%&5&&@3&& éhehhﬁaxﬁé‘?roﬂﬁﬂﬁ is 25

valid, a transition has not yet been conple so control .is passed to box

1306 to veriFy lishat 130Heans chegksrto mgfﬂ@eoidcgnm@eaval&aﬂﬁ@ Jdhe oldontrol is
then passed to decisio 130 f th rrent lS val i d.
I f the current %‘mﬁe |n§’?ﬁglt‘a(\?a?v?’l h‘f‘ﬁéﬁ’ tﬂ?gmﬁ c‘f?@? POP%rbtfogggrEW a join

request so passed to decision box 1303 which asks if the current game is valid. If the

current game is invalid, then the user has completed a transition to a no-gamne
situation and the user is leaving the system at box 1304. The client is pl.accd
20 on the free list; also known as the deleted list 306, at box 1304 and the
system prepares to remove this client If the current game is valid at 1303.
then the transition for the client from one game process to another has obeen
completed and the user is removed from the switch list 305.
Referring once again to the decision at 1302, if the old game is
25 valid, a transition has not yét been completed so control is passed to box 1306
to verify that the old game has been closed for this user. Control is then
passed to decision box 1307 which asks if the current game is valid. [t the
current game is not valid, then the packet must represent a join request so
control is passed to decision box 1308. If this is not a join request, then this
30 packet must represent the closing out of the user from the game without
. specifying the new game. Control is passed to box 1310 to set the old game
variable to invalid and to place a null in the client table at 1311 to close out



control is passed to decision box 1308. If this is not a join request, then
this 30 packet nust represent the closing out of the user fromthe gane

wi t hout specifying the new game. Control is passed to box 1310 to set the
old gane variable to invalid and to placgza null in the client table at
1311 to cl ose out 33 this client (including closing of the billing -
period). |In thehipeHam(inchydidgdosinp of ithd billing peviod). NIn thePpredentsy3ten®; thé only
made when a ussr,su c%isfull “conpl.etes a particular gane._ |f the gane
term nates i npPYHes fQr the yie gka game is gplygnpdecyhen ¢ user;sicqessfilly cP@Bkg§ents a

valid join req &fglard%ﬁi 1@ ] : ] @l 2i.§ Mandat ed
and control iswéZ‘g‘ée t ﬁc?@%%%%@%%%t%ﬁgg?bﬁ#h%gé!ﬁggﬁgg{ugg' gane. |If
no ganme i s found correspdfithispadket tepreserts aoalié joigaeqestaatrdefisionhibox message
is returned to ser ,at 1312 and the .thread |.oops tQ the start again to
sorvico any Srodd0G e aoi requst B anditen ol Sonrol R Passao AScifgRaxar 1300

control is pas38gg i@1deate the detushied BarhEe 1KY paRS isl - ' oaded
with the requested gane.nunb}éeﬁr andgan acknogvl e%jgl;.e%euﬁ%g?e%gégﬂ It%?leéd swi tch
_is sent to therémested game O rejection knessagedy aetiined sovthectsenat 13 24andTBe Ti nmer
Thread 15 Fi,gures -12A, 12B and 12C are software, fl.ow charts
for “the 12" prodused Ingo if LT agahtq Firsies 2% GHAre RNTSR Bt oot ¢ ne

ti meout of evegicSganld'® foun®ht 1309 6nttdl 19 phs3¥d (B Y31 PRhéreTRE c@Perghat not
much CPU resources are consuned in keeping track since only the resolution
of seconds lis gawdawmbey islpadednwith the requested: gamessumbialeadan( by a system

Interrupt), the ;20 su i vard abl e .i s t r the tine to
next waking i saﬁ‘é{o&’lﬁfg%gﬁﬂg&%ﬁgﬁﬂae%dibﬁv “ Hgiﬂ%ﬁéﬂ?gﬁé%ﬁ@aa@grt?ng this
waki ng period helaiovilédgethe s@itth anlFgval tinme at box 1201. The interval

bet ween waking is typically desired to.be one second. The current tinme is
al so recorded for use by the systemat 1202, for .exanple, in timng the
duration of a user playing a 25 gamg, ereﬂﬁé g to Figure 12A, the nmgjor
| oop 1200 operates for every client eT 0 he system The activity of
every user 15s noni tored @Fighres 12A,cl2Badd 12C afesofivare flowt chaats fartha T2r eset

eriod of tinme (different for
P pg'ocessing ?hread ofr the timer algorithm which determines the timeout of

events. The timer thread is a low resolution timer so that not much CPU

—

resources are consum'éd in keeping frack since only the resolution of seconds
is needed. Every _tinie _the timer thread awakens (by a system interrupt), the
20 consumed time variable is set to zero and the time to next waking is
determined by subtracting the time consumed during this waking period from
the present interval tirhe_: at box 1201. The iﬁterva_l between waking is
typically desired to be one second. The current time is also recorded for use
by the system at 1202, for example, in ﬁm_ing the duration of a user playing a
25 game. o | _ |
| Referﬂng to Figure 12A, the major loop 1200 operates for
every client or user of the system. The activity of every user is monitored
and if a client or user is inactive for a preset period of time (different for
every. ganie_), the client/user will be purged from the system as a time out
30 situation. Of course users may pause their games for a preset period of time
but the sysiem desires to rid itself of inactive users who are consuming

system resources. Thus for every client in the system, the question of



every gane), the client/user will be purged fromthe systemas a tine out
30 situation. OF course users may pause their games for a preset period of
time but the systemdesires to rid itself of inactive users who are
‘consum ng systemresources. Thus for eveny client .in the system the
guestion of 34 deci sion box 1203 is asked to determine a tine out
situation. If dedisiombox 1203 maskedhtd detemmearnme;oummhﬁm Ifhetimeomr t hr ead
T2 checks to see if the user's cHé({ent ga is valid at decjsion box 1204.

If the current Sigasienifer a yser,is reaghed, ths, timgr therad E%ﬁli;ﬁck%t%ﬁqe if hejeser'he sane
as the current .gagg %ﬁe@’@a%@gﬁéf%éboﬁ %04, | [Ghe Whrkdnt alilhg%'nmavéiﬁler

through the T3 swt hr ea e current gane 1S v a nmessage is
sent to the gaﬂmntt}mbldgame sl see t berthet sainecasdhée hmgmgamraﬂbbheuﬁilan@nt gane

is set to be igvali box 06 a e.T thre Wi | | rgethe
user by havF’nga}eﬁémﬁfs lB'I“’ﬁEi‘&e {']T{B“Q}ﬁ’ﬁﬁf ﬁgﬂ’el‘?"é‘fe
Figure 12B desgﬁh@%svﬁldw:aesshgaqe sértltd tﬁegaﬁaqiaxﬂ%%ﬁem/iﬁuﬂ%a%'t&ed above,

a password may be assigned to a game to allow only a private group of
pl ayers to joi gamﬁlané&leoﬁurtmgpaemdo bysmwhdm:bnxﬂ%@aud thedT T swittle T2

Timer Thread i§ used..fo ti out .t he of a word.. A ssign a
password to a Mﬂt}{ plgl'ﬁg ‘éﬁeém'a)é %uéerr 3 g‘ao sd‘ét‘ﬁgo_ '
prevent a userjjff omreserving too nany ganmes or for reserw ng a gane for

too long. The password is then erased at box 1207 if the TTL (tinme to life)
i s reachedi0The T2 Ti rrerFmé&@&wnbamdlmmmbomlaﬁﬁrgmw gine.hdsganme

itself if the an e ri o he case of a
20 gane opera %ﬁﬂb%fgsl%\o Sb?;ﬁ%f%%ﬁéﬂﬁgﬁ’%sﬁlgged:%t%gﬁn% glgmzyro %abl e :
subscri bers onppwité @rsupt iplagers. tojif) aAbusEYf tha \password BistelA nhst be ( TTL)
function V\/mch may termnate the process at a preset tinme. The T2 Tinmer

Thread will pufyrided so theeF2 TimernThread igawed thtimepnt thesuseof arpasswandusA at
d box 120 d, th
Gare must be parh S8R {BlelBiIoth bkl bk b st el WRRTHE, (PO TG,

sw tch al | 26hepasstvords tplm&nsamsenMnsesfemng tdmanganesnoxafmr resenting e

S th I1in h I d
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to life) is reached. ' : _
The T2 Timer Thread can handle the closing out of the game

itself if the game has an expiration period. For example, in the case of a

20 game operating as a polling mechanism to obtain votes from cable subscribers

| on various topics,. the game may have a Time To Life (TTL) function which
may.fernﬁnate- the process at a preset time. The T2 Timer Thread will purge
all users from the game when TTL is réached. Thus, at decision box 12_08,- a
game may have a finite life which, when expired, the game must be purged.

25  If the game is expired br purged, the system must switch all the active players
or users from that game to an inactive process (no game). So in the process
of killing a gaine, each user is placed in the switch list to clean house and
move all the users out using the T3 Switch Thread. - At box 1209, all the
users/clients/players of a game havé theif respective "old game" variables set

30 to the current game, and the "current game" variables set to invalid. This will
eﬁabl_e the Switch Thread to remove the users from the game (phantom box
1210) during the next time. The game itself is then killed at box 1211.



nove all the users out using the T3 Switch Thread. At box 1209, all the -
users/clients/players of a ganme have their respective "old gane" vari abl es
set 30 to the current gane, and the "current ganme" variables set to
invalid. This will enable the Switch Threpgl to renpove the users fromthe
gane (phantom box 1210) during the next time. The gane itself is then
killed at box 1211. 3Figirg UL€ descritids aqnajorioop 1248 dor eavhentry fid thor each
entry in the free |ist of 'cIienieg,_,al SO descriaed as the deleted list 306

in Figure 3. Tifeeedit of ekients, sisoj desrived asahe delis dist BY6 ioFigurect B8 cl i ent s
for a period Ofdefekégel'é#'?é héed]atlo'te Béﬁﬁg,s}tlﬂg\ﬂglg%?%gag}?p%?ﬁ%@ bERARNI ze that.

the transitions a conpl ete. S neasured at -
deci si on box 12htl alh¢hredds lmve hpd iarchandehte rdedgnize thitsthe f@fsitiensfareed at 1216.

If th lient h t t L nt deleted. list | , |,
passed Lo box SIBIe, THupe el vh Hnein Pssph dotispa o P aatd 48 306,
Anot her maj or legeyp ixhtﬁutfxé(;ﬁ%l&% Hst 306 isT b&pat 126! f HR! Qleit & Adt st i'hgﬁhega”e has

no users and thus” sho e .purged. If the ganme has no users or ayers,
the game may stdeletedrlistdong énoughneongrol is passadctio i 1345 d6 leopntovthe mext j oi ni ng

very shortly. After, riod.of tine determned at 1218, the system may

wi sh to purge Fﬂ’gyé%ﬁ?p‘i"tlﬂi‘g%elhﬁt ﬁee the menory. |f the ganme has not been
i dl'e 1ong enough, the | oQholiret mA Pop iE tIRETS TRAA Thredd {8 debdRidd Fla Al 15
1219 and tests the next gane: T3 "Switch Thread Figure 13 is a software flow

chart for tlUfe E3mprhasmogisexy antthusoshohild beepurged.c i the gamiethasnatisers orecei ves
and processes the dat,a packets 20 Fi.gure 9 t.o dgt.ermne.the change in

Staths of - ganeSUt: e B ofi) sEal i inore R BHERIPIGABE S8 ant 1 s
in the switch libiaing vere sBowlyC Aftdraciiod dfainid 8aemsihéad 218! ¥ sysfefti Ng to a

gane, froma gane to another gane or to a ganme to nothing. The T3 swtch
‘needs to verif ynayhwishrtapyrge be gametahd220 ta-free thermemary: hi the game hapnpot i st

305, the client ]j ' hS : : wor ks at
a very lowrat tg.eédl'ﬁéele ?(%%e%q%{}g%iu% Q\/l‘g%;wi@égﬁgth%}ngilg tﬁ%gc égﬁp?the swi tch
|ist to detigr miQe9iahd tdsey theinextsgams.hi ng to be serviced. If the list is not
enmpty, the switch |ist becones active. The T3 thread of Figure

'F'igure 13 is a software flow chart for_the T3 processing thread
of the switch algorithm which receives and processés the data.packets of
20 Figure 9 to determine the change in status of games and users. The thread is
context driven based.upon entries in the switch list. The switch thread T3
changes clients from nothing to a game, from a game to another game or to a
game to nothing. The T3 switch needs to verify thé transition of the client
through the transition list 305, the client list 302 and the game list 304. The
25 T3 tﬁread works at a very low rate. The thread wakes up every second or so
to cheék the.switéh list to determine if there is somé_ﬂling to be seﬁiced. If
the list is not empty, the switch list becomes active. The T3 thread of Figure
13 is shown to have a major loop which runs until the switch list is empty.
The T3 switch thread of Figure 13 should be viewed in
30 conjunction with the Tl' dispatcher thread of Figure 11 and the T2 Timer
thread of Figures 12A-C. Upon entering the thread at 1300, the entry in the
switch list is examined. The client data is read from the client list 302 at box



13 is shown to have a major |oop which runs until -the switch list is enpty.
The T3 switch thread of Figure 13 should be viewed in 30 conjunction w-th
the T1 dispatcher thread of Figure 11 and the T2 Tinmer thread of Figures
- 12A-C. Upon entering the thread at 1300,36he entry in the switch list is
exam ned. The client data is read fromthe client |list 302 at box 36
1301 and the "B apsinthe "ok gankd" evarigbleis pxamitedint 130220t detemirer ifitheeoldf t he

Id i Lid. . The. tion.of whether. the, ol d i i d t i
Cortant | oi e v ol wRBiE ob RENE teft feebe SIS SR t oh the
~gane to the neitysaaRs sihée 4 BBok &5 heWIe ok [ nodddd 66 BRopkdly swigh b gdrtie

control is 5 passed to decision box I303 indicating that sone previous
actions by t hetoTthe sewTEamenr baihe chseveherathe aldl gamecisinediddthe controkis. At

deci- si on box 1303 h uest i on,d.s. asked j.f.the current ga i lid so
the aw tch Sanbaiedlordeolinbos f3diodRaRy et Sfe Bl e HE i Bk cnt “has
successful ly CWG‘;@&HSMWPMMIE%& el 4 ewRclandt dbésioh ibBRtI3eRoMEd be
taken out of the switch list at box 10 1305. The client is then placed in

the new gane agiestierissagked if the gumenttgage is yalid sp the switqhf canthe completed. gane i s

i nval i d, therey r em. \: S\ ; | ] ' | nto the
froe | st (dertefrReiedfublid, Tois) hecleht BasbiEecs S chiiBlese o Bt 11 0, 0

out the user. {oed héwGaine dndthd Slicht ishould de frhincdud iof tiaf sWitdhulist al Box s an error
condition probably due to corrupted packets 900. 15 ane is

C . . Ag
al ways cons? del3. obesclisnt iy thep placed imthsnew game and the switch Jeamsacipndsis 1| ag

}

for each user w gle? ﬁlﬁégg . ¢ : . The gane
flag is handl e r%élﬂ[ev\gf,?ﬂeﬁ ea stek%}ﬁéelszj{ﬁgglg‘?(ﬁegﬁsé%gé}éa{lk@hg@%gm%gh t hr ead.
\When the di spasamithe clibnteia pull intol dhiecfres list(delbtet! list)A06cankl the sintee dabadi TRt S .
.destination (a gane), the dispatcher opens th so_t 2 open flag is
set to true an‘dﬂfﬁ‘ég"ﬂaﬁléfﬁlmqﬁ& t 0P WS ¢ q‘ﬂ%t‘éﬁ?’?iﬂ& *Pn@egﬁ’i’f’é’g%ogl ose the
ganme is in theg; | 4] . ' | eci si on box
1302, the T3 gsméﬁmcisg%eé&érﬁ%qgthgﬁ%@{ %%%?ﬁ%’gtegﬁic?b geet?ib??l'es that the
gane is clpsed by witind game iselwaysaivasidered lopen boslosed fong gasticwar ol d gane

dat abase. r ecor Bt RoBERS A RN s Rp S cphisie Fopes 6 Feaf ROB and the
t 'hge that it vgscleheds erheSganidiflad isTRantiltd BiSHIo MRRAS: the diPRcBATEL hd bi |l ed at
' the T3 switch thread. When the dispatcher thread T1 determines that a client
has reached its destination (a game), thé dispatcher opens the game so the
20 open flag is set to true and the client has finished the switch. The time to
close the game is in the T3 switch thread. If the old gaine is valid at decision
box 1302, the T3 switch closes the old game at box 1306 and verifies that the .
game is closed by writing to the database. The closed flag for an old game
“completes the old game and closes the billing cycle for that game. The
25 database records the time the game was opened for a particular user and the
time that it was cloéed so the time the user spent in the game is billed at the
hourly billing rate.
* The next dcc'isiun vox at 1307 asks whether the current game is
valid. If the currént game is invalid, then this packet must represent a join
30 request. The decision box 1368 determines if this is a i/alid join request. If
this is not a valid join request. this packet is confused and control is passed to

box 1310 where the old game is set to invalid and a null is placed in the



hourly billing rate. The next decision box at 1307 asks whether the current
gane is valid. If the current gane is invalid, then this packet nust
represent a join 30 request. The decision box 1308 determnes if this is
~avalid join request. If this is not a valBizd join request. this packet is
confused and control is passed to box 1310 where the old gane is set to

i nval i d and a noli¢éntitablplatid3bl.i Fhushén futw@Arapsinissions b lthis aliet3the. oldigame i n

fut t .oy 1 hi lient, the.ol .1l he | lid and th
now game. 191 e e dBYaLAR: e nEvgerte iy hent il b Bk e <
are not properl md’rﬁﬂ?réqﬂegt@&efﬂ&#{-@eﬂyfmﬁaiiﬁ tRefiltgle. does represent a valid

join request, at 1308, then:5 the T3 thread nust determne if the gane
requested is an active prdCthispacketdoeatreptessnta validinin 18mest, ah308y theam

exam nes whether, .i as_found.or hee ble to create the gane based upon
the join dat&. F}?e t%%gﬁ ngta i g&ﬁ%gﬁ’f‘%%%%&%%“ﬁ&’&%ﬁff%reat- ed,
control is passquué at AstisidBbax 1569, ehd Btdn® eRarkiass Ghbthbrit has @indChr Hebn t he
gane is found or created, control is passed to box 10 1313 where the gane

data of the gamBbledoseeatethsgamesbasediupanthjoindiaita glfineg walid game istfounche gane
list. At this pqi : i g&aeg 0 t tht ead
sends a rressagegibgé‘ll(ldﬁl %ﬁ’%g&a&gg@&s Cngrr%(ljpst%hs %r%ﬁﬁgfmﬁgﬁéw ¢essf ul
switch. At deci séquestlixejécted; If the ighme dsi foudrdtor Gaeibed)aontydllis gassédltmbtb:'he join
request nust have been conpleted in _an earlier pass_ through the T1 15 and

T3 threads 38 t Ad13yhererthggame sista ofi the gams e bejoined iswendaedbyepdding i 1314
for the action G ] ¥:.40U . : | ( ) 4
Figure 14 is a gg 'Fmt/g?@éjgﬁ{égvngtﬁaﬁ ﬁ?{)ﬁ&ﬁﬁgbﬁtﬁa%f %&ﬁ":ﬁ]&%?%“ %?%%gg

Li brary) Server T8hhread seddschmessages badketorthe luséristFE3Gazd fto informs dtaofethe f r om t he
rocess. Thi s t RSNl ARGt Potr biadt R CHETN@ Ve i didos
process. This t S ' es and
the server oper gid th R4S usihsvecseeﬁ%ing@étewﬁi meﬁu@&h%ugmﬂephpes s

to separate the nory ‘of the operating systemand the gane .processes to 25
protect thelspennd T3¢hreads smthierswitchiwassiompleséd.t Kontoolois dhenepassdds tosbgxr ocess
fails (due to ari M}Lalt'hd I nstruction, Wi ti %’rtﬁz? lg)rotected nmenory, etc.)

314 tor s box.

the operating ¢ action described p¢v1ously

DLL Server Thread T4
Figure 14 is a software flow chart f_of the T4 DLL (Dynamic
20 Linked Library) Server thread which scans the mailslot 307 for messages trom
the game processes and answers the requests through pipes dedicated to cach
process. This thread handles control information between the processes and
the server operating system. The concept of using a mailslot and pipes is to
separate the memory of the operating system and the game processes to
25 protect the operating system from the sins of the processes. If a process tails
(due to an invalid instruction, writing to protected memory, etc.) the opcrdling
system is protected since the process does not share any memory with the
operating systém. ) '
| The T4 DLL Server Thread acts as an interface between the
30 game application programmer and the TVRex operating system. The
interface consists of a library of functions or function calls that the |

programmer can use to communicate with the TVRex operating system. An



systemis protected since the process does not share any nenory with the
operating system The T4 DLL Server Thread acts as an interface between the
- 80 gane application programmer and the TVRex operating system The
interface consists of a library of functizgns or function calls that the
programmer can use to communicate with the TVRex operating system An 38

exanpl e of theggarhple@fithuse fandtionaalls fetRosdkast PmMERESAOR, fotilirn thehahe t he
name of a client, term nate the ganme, accept angther client, throw out the

client, etc. TRE3&lientstarminnte the) game; acoephangther clientn thsoweous thecelient, etc.
nessages are p b [k e bt ] .1 he
application t hp‘%ﬁ%ﬂﬁ%@%%%ﬁ%&é até’d‘fhté %S%E%%eu{r@sgfg%y#%ga%gﬁ% process
is to send a r dwpumailsibioaniVviRe anoperria rétamed Y6 temapplibationethtorighta sipé.ry i s
created at 1401. The masia%e found.in the mailslot is read at 1402 and
decoded. If53the nessage A& Figyre i if grgame-proggss i, tor sopd aggquest to T¥ReXni ned at
deci sion -box 1 1) o r el t ' 1 f the
nmessage i s an ?ﬁ%gﬁl%#sgﬁﬂ’s@g%ﬁ%égg@g? ér%é%tgd‘gto%. rol ﬁi%ﬂig?gsaé%gés@gd to :
deci si on box 1dfmaildetcistrbmiatr Eifdent decatledi df tHieombssagd i3 roe ah rinteinal pr oper

range. |f the reguest code is jnyalid.(ouf o nge or garbgge . due to a
progess gohe bé&#‘?mtrﬂﬂ’ﬁs‘? ﬁ@m&%ﬂ d‘?césg?fb O’bﬁéﬁég’éd’.m‘f se@rfg‘gef@f]&@@t code
is valid, thengd@rdadnsdbre Eﬁh&?ﬁés?dée%ﬁniﬁi&nﬁ?&#%@feni Fegﬁé‘s’t,vths%gn@él 1405.

15 ] .. Broadcast Thread T5 Figure 15 1s a software '
f1 ow chart 10or is passeibtoBlasisitnabox 14Mewberaithestreguest cadediatchedkedto dpdei fi ¢ gane

processes to ugers via mail t 308.. The.nail t .enatry for dat.a

DT anem osi on 1 e ebirRbEs. FaRe roimes, HAE i TvalH fine 57 Moo oF eafbad® e box 1501
of Figure 15. 1hg plérebsGiitthddyatien tHecreqitsRisibt phtelsel. af theSe téde is to
be broadcasted_ané). checﬁs‘ the?_cl i ent nunber. The ql.ien.tfnunbglﬁé*n&ghe
packet is checkevnlid thepobe function ds palled and theyeequest dnserviged et 1405. set to -1
(broadcast the nmessage to all users). If the client nunber is -1, then
control is passed to 1504 which sends the packet to all users on all
frequenciegs If the client nunber Bgoddoash ThicadtTin t he nessage is sent only

to 25 a specific client _npunber in box.6. oup tLOi n.is an exception to
this. Control Flow of th&ESEeMRAT 2 aeftwars flaw charbfor the TS Broadcast thread

which passes data from specific game prodesses to users via mailslot 308.

The mailslot entry for a data transmission in the context of the present
invention is created at box 1501 of Figure 15. The T5 thread reads the data
20 packet at 1502 which is to be broadcasted and checké the client number. The
client number in the packet is checked at 1503 to determine if the client
number is set to -1 (broadcast the message to all users). If the client number
is -1, then control is passed to 1504 which sends the packet to all ﬁsers on all
frequencies. If the clignt_number is no a -1, then thé message is sent only to

25 a specific client number in box 1506. Group join is an exception to this.

C LFl f the C ications Protocol
Figures 16A, 16B and 16C are control flow timing diagrams
showing the communications and process flow between the users and the
30 server to join, play, change and quit any number of a plurality of provided
games. Figures 16A,16B and 16C show the .interaction between the various

levels of the system during communication. The major headings at the top of



Fi gures 16A, 16B and 16C are control flow tim ng diagrans show ng the
comuni cations and process flow between the users and the 3 0 server .to
join, play, change and quit any nunber of a plurality of provided ganes.

Fi gures 16A, 16B and 16C show t he i nteractygpn between the various |evels of
the system during conmmunication. The major headings at the top of 39 the
draw ngs show thedaoingsshowsthe fcotpeneiys oftie Whstel wiiich BRY pdrticipatingnia i n t.he
comuni cation. The gane, heading refers to the user hardware and software
conponent 101. %@Wﬂ*@hdﬁ%@gwé@ aeading refors to-the( ysep hardwarg)andr CC (i ent

o VE (et er - koo T ERRCCHERPIIRAL o Gl b PR £EAE )
ixSex server. l'U@(GThm' Rt XCandjat() Srgtacbicbmsth_ ¢ msérisechahdwatevequipment. s’lmd B/IE,r _eO?)L t he
reqﬁ)ésts e\r/\%ie%’h ?ﬁﬁ%ﬁ%@e&@@@g&%&*&i@%ﬂgg a&%&,ﬁﬁﬁ'ﬁ%}éﬁﬂgéﬁe Jrequest.
Thi's 10 infOr”‘iﬁﬁ&i%ditéﬂﬂ@m%ﬁvﬁgegﬁgﬂeﬁﬁ@ﬂtﬁhgnrgfdg the USldwafll fha €quest .

is prepared. The BE card 1s pol uring thist nd creates a periodic
general or joi sofywhte of the TMRexamerver d0@i ves the tinming of the general poll

and it responds during the join perio requesting.to, jai.n, the polling
list. The FE card is per i°s‘§e§ma§ﬁ‘6*°c t %%&W?f%é??%l%%ﬂpw Ealwtst to

join the pol | i RenidPinchides thehBicElaranéters TS pRpér andt esqueg! | THae | 0i n
request either by allocating a polling tinme slot or by executing a
col i si on &l0goinfprmation igpassedtosheoFE wardewherg adowtiavel feinoaqust isRef erring to

Figure 16B, the_processornfaf the BE.card.eventual | y,adds the FE card to the
polling list aP’?%ﬁ’ée%pﬁ% %glca{_eVeR%ﬁuﬁ dqrmgs ““‘58?{%?@% 309 makes a
request to the gegghiced joirﬁ‘ﬁéﬂ.' The FB dardiré¢aives el tining oof thiRpeneral 11l #4di cal |

join request is handled through the T1 and T3 threads at the TVRex. The
join request aft tepronds guring thesipin periodbinrrquesting ite jein ibe pellingdist. Thewer at

Lser to & gane T TRis peSslEhy SR Shnbhiso piriod ¥R e Shnd BoREE' 5 "¢, o
the physicals | ¢gel They BE ddid pfitessor hanitds pulling)jvin befsst)cithaichy allodatifg hogi cal
|l evel . Referring to Figure 16C, the processor of the BE card sends the
answer polling time slot or by executing a collision algorithm to admit two or more
requesting FE cards.
Réfé’rring to Figufe 16B, the processor of the BE card
eventually adds the FE card to the'polling list at the physical level. At this
20 point the FE cérd m_akes a request to the logical level to join a game with the
TVRex. The logical join request is handled through the T1 and T3 threads at
the TVRex. The join request at the logical level is handled like a normal poll
answer at the physical level by the BE card wh'ile.the TVRex is working to
admit the user to a game at the logical level. Thus, an FE card can be polled
25 to the physical level even though the user has not been joined at the logical
level. Referring to Figure 16C, the processor of thé BE card sends the answer
from the TVRex to the join request over the cable to the FE card. The FE
card will then stop its per_sistént sending of the join request and give the join
status to the user's ga_mé hardware and software informing it that it has
30. established a connection to the desired gaine in the TVRex server. At this
point the user can begin playing the garne_ and normal pollihg will continue

between the FE and BE cards. Messages sent from the game application



f'romthe TVRex to the join request over the cable to the FE card. The FE
card will then stop its persistent sending of the join request and give the
join status to the user's ganme hardware and software informng it that it
has 3 0 established a connection to the glesired gane in the TVRex server.
At this point the user can begin playing the gane and nornmal polling wll
contii nue bet weaofivare domponentit thauske hammagmfoﬁﬁm mdmehee@am
application e_conp at the u e platfgrmto the
TVRex sever ar é%@@l\gﬁﬂ t{% L whie a@dﬁi%ﬁgﬁbﬁﬁﬁ CReskeheths to the
packet. The pa é§cﬁé&ﬁ. ?WBE%@&{?&%@&Qtd’ﬁx?SWRQ{‘sérQert\pﬁcﬂ-VRex
server which forwar he gane application software component running
at the server. Forverdsit tb mlmgammlbpircaﬁetsbnfnmrempa@nsnimmrg aththe gerver ar e
passed t hrough the TVRex..sefver, throu BE card whi ds .CRC, over
Phe” canl o aiki SUEold BquRas il DA Geguit ae e oisd deBRER B o ¢ he

game appl i cati orvR&d $epeere tHirOUBRORE BE 8drd iWiichadis ORC I8 hdkabid ghdn 10
Game Application Software Gane applications are separate processes which

are witten to rmlvedrbmﬂmtﬁ&car&ewlu@epmem@e Ppeketnor by the gamenapplitatione

pr esent |nvent|o The a I|c on soft | pically sourced as two
conponents: a §8 ‘f%’?\‘%g'ﬁ %&Seé%ﬂ’édé\’\‘la ir?ﬁffm% The user conponent may
be witten to run 15 on a S|ngle type of . hardware pI atform or may

alternatively be witten to run on a vvlde variety of platfornms such as a
personal cdifputer (such as an | BMADEARDIDE ;-H\A..t:.-" -type conputer, Am ga,

etc), a gane console (su m,ﬁg ‘ | ] etc.)
or a special set-top ter%ﬂ]rllla?f?S eﬁé}ﬁ%gné%ar%% excr égng%u(fﬁba?%meeﬁhttﬁe user
site and the séevan withie thesopsratingssystemoénvivonmentost tBO prsbit igeerrion! Oieess.

.The exchange of stat us infornatiqgn js contrasted with the exchange of
updat e i nf or et @H@@WM@‘%@E’W"& I8 SYP COMPARINY: @3F¥Es channel and

acknow edgement,, e e{yh& f game
pl ayers is cont E%Bﬁ‘fﬁhad?r %ﬁ%s%} eu X {ailﬁggfoérrox&%a{léem% ‘?’h? ?(? ﬂmians per
second. The.$ymemmgkeuypesof hartlwmmiatﬂﬁm o aaysalierativelytbeowrittérl fo mpat | ost

al ong the way so the gamesr cedth old status of the gane w new
stat us i nf or matofcghWiee FE’@ 9‘?‘&?% as apersonaflcomputer (such as anwiél\l)l-

type PC, an Apple-type computer, Amiga, etc), a game console (such as

Nintendo®, Sega®, Atari®, etc.) or a special set-top terminal. The information
- exchanged between the user site and the server site is status information on

20 | the game progress. The exchange of status information is contrasted with the
exchange of update information since updates assume a secure
communications channel and acknowledgement handshaking. In the present
invention, the status of game players is continually transmitted at an
approximate rate of 10 times per second. The system assumes that some

25 status information will get lost along the way so the games replaced the old
status of the game with new status information whenever the status
information is receivéd.- |

An example of the status information exchanged can be shown

in an example of a video game in which the positions of the players is

30 critical. The player positions may be indicated in an XY-Cartesian coordinate
system such that game player P is at location .P N Gy > Yy )- To only

transmit change information, the motion of player P, at location P, (X,,Yy;)



information is received. An exanple of the status information exchanged can
be shown in an exanpl e -of a video gane in which the positions of the
players is 30 critical. The player positions may be indicated in an

XY- Cart esi an coordi nate system such that 4game player P Nis at |ocation P N
(X[err], Y[err] ). To only transmt change I nformation, the notion of

pl ayer Plerr] a3 indigatad asra wecsorr (dirg¢tionrdnd @ftmm})lfthemssgelraghrdmgehe as a

t di rect f th t he_ch
ocati on i 5 1 osPaedif 160aoRE ok, ol ofhB e lie AR AEURITET 8 P e Wik
| ocation of thdodation ®f thigla aﬁwﬁaxaagéd Mﬁﬁb@ﬁiﬂ&@%ﬂ%ﬁ&%p@%%@ﬁ*s 'tself

over tine. In contrast to t theé&esent invention transmts status 5
i nf or mati on i nOo¥eq Bmes Ha Cﬁ'éWSF b Hhis, p@serpltmseatlgn transmits status each user-.

posi i on aaca EOHBARCEHAREYE b7 loROM T IOARE RN BB %b T

pl ayer's posi t ipanynstytui pagkets ﬂmlm@uﬁﬁg Itﬂahﬁﬁissl@n aOloBeof PospidrOdaA is
internedi ate | oss, of status inforpmation, The status cones

in two forms: SVidents Thrienlxnokisen &W&W@B@s@ﬁﬁhﬂﬂﬁlﬂﬁéﬁwlﬁmﬁs
descr | bed abovg gwaﬁé PodtigH 1o Entich 443 16 fin MekrrlBe RILVP Limys TN STALUS
depends upon the gane appfication, but ma Oh 13 ypically
conpressed in anformiationSt at us checksuns are periodically transm tted which
provi des a_checksum val uei,rhgn the status of_all 15 players in ganme. This

checksum caf be conpar ed ‘F"tﬁ'&eélmd‘é(ﬁégn%sc éfaﬁ‘é“é%la sﬁ%ﬁ?ﬁ&nd check on
th f | |
e accuracy Of:héclkﬁmhpcﬁie stdtad Eﬁdatés dé§8ﬁ -d o hg&?fgr e r&vy?ﬁﬁtﬁs ohf ! oca

game can request a global stat pdate

Gane Arbitrat ogame plyess: eEhestatan depdnds apoh thecganier ayiplicativng biit te t he present
I nvention is a.gane ref.eree make central decpsions in a multi-player
envi ronment . Hgaggaé}onﬁégm&aﬁl@ HPRESS 8 4Adfot SIS chReksums arei 1 or correct

deci si on_on Wh@emeitaAllyWrahsthithal évhﬁﬁ |p%v18‘ék°§éﬂ€cﬁ§un{ YhiGE ot the'B@ns Hptanhom
first). Thus a 25 feature of th ane application processes I1s to nake a

central dedbsi pleybssind gamhey Iibl@n‘—hc umesap besomparsidap she kel gamesf status t he
users, and not bas rtlllja?l% check on the accuracy of the local status. If the checksum

- doesn't match, the local game can request a global status update from the

SCrver.

20 Game Arbitrator or Referee
| Essential to the central control of the present invention is a

game referee to make central decisions in a multi-player environment. The
user hardware platforms cannot guarantee a fair or correct decision on who
would win a particular encounter (such as who shot whom first). Thus a

25 feature of the game application processes is to make a central decision based
only upon the response packets received from the users, and not based upon
the speed of the user hérdwarc piatform. Since one user may use an Intel®
Pentium®-based processor and another user méy use an Intel® 80286-based
processor, the difference in processor speed should not be a deciding factor.

30 Only the type of eacounter and tie respdnse packets should be used in

determining the winner.



the speed of the user hardware platform Since one user nmay use an
Intel[err] Pentiunferr]-based processor and anot her user nmay use an
I'ntel[err] 80286-based processor, the difference in processor speed shoul d
not be a deciding factor.. 3 0 Only the w#gpe of encounter and the response
packets should be used in determ ning the w nner. 42 Ganme Types A w de
vari ety of game type are avail abl e i nGaine Fypesent system Many standard

ol b and ot by 1 i L PR Ve o G B gie BeIBhE & PRESS A omron
(sinul ated) 3- Bysee Mﬂ{yeﬂand&%ﬁntﬁ?ﬁpe%es%@ pSRblE MR ImBR gt her

- users. Milti-player football, basketball; basebal I and other nulti-player
sport games cafmapg tplist eBy valyefsixemplerand uptdwrliritation, owmltirphyergamesy be

pl ayed. Two.pl . ey ingl.e pl ‘~qames can be played. The gane
repertoire r?ay%%él‘%g‘gd %%ﬁqﬁg’ﬁﬁggi Frgpm s‘&?ﬁ?ﬁﬁeﬁl‘@e’éﬁ% o send
and receive i nhnd it the otheh es@e MMfiplayen foothid], Basketball] beiebdllPhddSothaken of
cabl e subscribers, |ottery ganes, gg_nbl i ng ganmes, novie selection voting,

i 5&83

and the 1ike. WHEI-PlAYes sposeEamas an Dei Riassd siqet boayd @ames hnd pardsent pat ent

application is | Si {2 q€ ] I 0 plication games

runni ng as conggd%é g‘\l?\y 'Iti’ gﬁ’é%}ggr gﬁgggggéro%{dt%‘éex$@%5<£l§2$\ﬁ'eapeigaﬂI%gt form Gane
Envi ronnment Anplaged.r €he game eepertoire niayt inolude phkkétincbuad 8érivice io? nkasgikg € Wit h
the preferred enbodi rrena of, the present in#ntion. Separ ate ganme 20 _
appl i cati oh8 cE&RMERLA A cad tersiigniniormation. o The game SpphsHionsmay ikdided shar e
or pass parane : - . om one gane
envi ronment tobglglsot g‘?Bg\gu d%%?ﬁﬁ?gﬁ%%%ef’%@%%ék’gﬁq Fhe' game

" switch but theselestioncwting, aal thy Iikei rithe, termt game applivationssused shroaghoutbut es,

etc., fromone,gane to another. Thi.s would be very nuch |ike | ki ng down a
street in a 25&@6@“@3@‘&}’8@@“@8%@“‘?‘?“ tp 5‘?"8%%9?‘??&51 P{\? ng into

different Storghdlidiion binbriinii’dshofitht HlhRd ploctsstt th'l TVREAURryel N

cyber community nmay al So providée I nfornmation sérvices, and mal etween
users suchl&s platformg _

Game Environments
An entire game environment or cyber community is possible
with the preferred embodiment of the present invention. Separaie gaxné
20 applications can be linked though a central environment which could share or
pass parameter regarding a particular user so that moving from one gmne
environment to another would terminate the billing cycles for the game switch
but the user could carry pdints, status, possessions, ai:tributes, etc., from one
game to another. This would.'be very much like walking down a street in a
25 large game cyber community and graphically walking into different storefronts
to join different games in a virtual arcade. The cyber community may also
provide information services, and mail bétween users such as leé.ving
messages and information for other users. The present invention may also
operate using different communications medium such as fiber optic cabling,
30 wireless COmmuni_éatipn, analog or digital cellular communications and the

_like. The present invention supports such an environment and such an



messages and information for other users. The present invention nmay al so
operate using different comruni cati ons nmedi um such as fiber optic cabling,
30 wireless communi cation, analog or digital cellular comunications and
the Iike. The present invention supports sguch an environnment and -such an
43 -environnent is envisaged as a product of the spirit and the scope of the
preferred enboghviestimert ié bvistged ada prodrdbf tie. spizitruak the &copt of the

Al t hough specific_ enbodi nents have been jllustrated and descri bed herein,

it will be appiPeefemedembodimentef the nsesentiavention; || in the art that any
arrangenment which is calculated to achieve the sanme purpose nmay be
substituted for the specific enbodi nent shown. This application is intended
to cover any adaptations or variati onsCafchisitm present invention. Therefore,
it 10 is manifestly intended,that this invention be limt on]y, by the -
claims and the equi VHMOHER sp ‘éﬁ‘fl‘.’o‘ﬂmeﬂtﬁ s?Cq“S‘llBEtmtﬁgﬂlqe ge_scxjg_ éd |
mul ti-user ga s A\ : BSOS ina R, nstd ni cation
net wor k havi ngﬁgwﬁgﬁggﬁéwgb%%%ﬁib}ta%ﬂ on n@?‘m‘%ﬁk%ﬁ?ﬁ%?ﬁ?aﬁ ty of - user
sites, the i nproasgemmat snigly issiatoylatesl waachieve theesaneopurpess may bbe headend,

i ncluding: uplink neans for recegivi uplink co ni catians.packets from
the plurality 8%%\‘#3?‘?&‘8% sPWb&FF’S&fB“@B%Wpa Bﬁpﬂm‘? ksp“’%?ﬁeg
downl i nk nmeans t ehver g adfptBGONY! driVariG@SHELLT the preetR iRV&HBhH.S Therfdre R
plurality of user siteS through the comunication network; a plurality of

game proceddes ismahifessiyriotendetl that this/invantiasf be limitpd only by thesfaimsandsi t es
t hought the upld'l_nk rreazinstsﬁ{]d tfhe '
€ equrvalen CIrcol. .

A



15 downl i nk nmeans; at |east one user station |
at each of the user sites through the comuni cation net\/\orﬂiﬁw@ﬁm@mmm
station including: a conmunications interface for transmttinge mos =
receiving the uplink and downl i nk comruni4ati ons packets 20

fromthe game server though the conmunication network; and a | ocal gane
processor and MA’EIﬂ@LﬂgM‘EQ&%abI e of executing a conponent of one of the
plurality of game processes. 25 2. A mul ti-user gane playing
network for attachnent to a cable communi cati on network, conprising: a gane
server having 4, mJ|tl-thr&ﬁﬂﬂﬁl-uﬂétdgameﬁﬂ@ﬁﬁgsyﬁén@ﬁiﬁchmmﬁw%ﬁéﬂl

| ocated at a cabl e headend, inclu |ng first process thread operable for
recei ving upl i ¥RMZYINication network h aVl@s engh pcemmyIication netvark @d@ process
t hread oper gbl 0. I &g{:{p S packets; - a plurality
of gane proé%gs es, tg;(gﬂgé{;%g 1%@0 exec néﬁé{#ﬁ]st conponent of a

speci fic gane proce%gmﬂsmhod:aﬁgi atctht headendiciatladingo the first and second
process threads for sending and,receiving comunications packets; 5

a first determnistic communi cRHnmeansfor recqivang yphink commuplcationst j r st and
second process threads f [ f plink and

downl i nk comruni cati ons %cﬁefggl?n‘%% pi\ﬁal?tg%gllggrg L o% qlééfje comruni cations
network using a full duplcemmmoncation aetwark;s pr ot ocol ; 10 -| east

one user station being connected o, the bi.directiqn abl e connunlcatlons
network and% ncl udi ng: - g’E‘iiH]&“EF@f‘% %Sﬁ{‘ ng E’H*’r‘ﬁ&ﬁ?‘&%‘f‘?’&ﬁgo’?%t erface

for transmtting and recga&éwﬁgﬂ%g@mahy%mg tsugPHRUNI cati ons
packets fromthe bidirectional cable comuni cati ons

“net wor k; ' communication network,

a plurality of game processes each connected to several
of the plurality of user sites thought the uplink means and the
15 downlink means;
at least one user station being connected at each of the user sites -
through the commuhication network, each user station including:
a communications interface for transmitting and
receiving the uplink and downlink communications packets
20 : from the game server though the communication network: and
| a local game processor and user interface capable of
executing a cofnponent of one of the plurality of game |

processes.

25 2. A multi-user game playing network for attachment to a cable
communication network, comprising:
a game server having a multi-threaded multi-processing operating
system and located at a cable headend, including:
a first process thread operable for receiving uplink
30 communications packets;
| a second process thread operable for sending downlink

communications packets;



a ganme processor and user interface capabl e of executi ngm .
of one of the plurality of gane processes, the second conp \‘Wmﬁ.ﬁ \k \
connected to the second comunications interface for sendi xg n

20 comuni cati ons packets. 35 The mulsti fusér Yame

pl ayi ng network of claim2 wherein the first and second determnistic

communi cations interfaces comumphwalitg ofPamg ﬂrb&ebsed,uéﬂcﬁkaﬂ'@l%ﬂéﬁcﬁﬁﬁ%- 25
4 The multi-user gane network of claim2 wherein the

- | pl ayi n . :
first and second determ nf ?tCCOEEPﬁ‘ﬁ?IHi-.‘%ét%PGﬁﬁci%rﬁ@ﬁ?é%a%m?bdpgla@lb' usi ng
full duplex FDVA protocol q{llﬁgh e ame over
a cabl e network, conpri si %%rﬁ‘nteﬁgd?% éhgsﬁr(g? and Sééa%@gg)g%soa | n%%ég??‘gn

conponent of a ganme sof t wandcrepeivpgaronimumicaions packgsye devi ce corr espondi ng
to a specifig gane;- b.) sendi ngﬁstj I n request to.a gane server froma user -
source to joPn the specific gafe: eterministic communications inte acpé:@gpqppqqg t he .

gane request at a games Sy ¥g'firstthnli Wﬂrﬂ&s&ﬂﬁe&&%ﬁ&ﬁnﬁﬂgﬁ@ﬁ@ gang, .
e

e.) sending a gane status fromthe server to the user gane i ce which
defines a game envi r onmenteceiving the uplipk anddewnlink cadmmumieations ipackets/otendi ng

updating status informatign,from.10 t he user gane devic o the
server; g.) periodically @l&%‘ii’ﬁe&h?ﬂaé °BB‘8§PMH’3“§‘E3§PB%“‘?‘W5§$H§¥$6 f ot her
users in the game environg@kéx ésmimuhidgidiBprstocdlp the user game device. h.)
peri odi cal Ijvaosendi ng a summary code of the status 15 i nformati on of

al | users ih0the gan#t leastione Heertationdeingeonsestedto the bidirectionnl cgblee devi ce;
a_nd I.) r eq“eStMM&B@&&J&%M&E%&%&&&L&S I nformation from
| a second deterministic communications interface for
transmitting and receiving the uplinlé and downlink
communications packéts from the bidirectional cable
15 ' communications network; |
a game processor and user interface capable of
“executing a second component of one of the plurality of gmne
processes, the second component being connected to the second
- communications interface for sending and receiving

20 communications packets.

3. The multi-user game playing network of claim 2 wherein the
first and second d_e_texministié communications interfaces communicate using
full duplex TDMA protocol.

25 |
4. The multi-user game playing network of claim 2 wherein the
first and second deterministic communications interfaces communicate using
full duplex FDMA protocol.

30 5. A method of playing a game over a cable network, comprising

the ‘steps of:



Loer ‘gamedevi o6 doss not maten. the surmary. code” det er m nelNNAATH KR KT AN
the server. 6. A method of granting access to a gate pladyifdg * *

" -communi cations network, conprising the stggs of: a.) preparing a polling

|ist of active subscribers to the 25 network which is a subset of

the total nunber of subscribers) tradingcd fickt compiennof wgaie sbftvaeequent i al-ly
polling the active subscribers according.to their pmenbership on the polling
list; c.) periodical PRPEIRER [Oto g User gazesdevies caressponding torm specific game;

b b whi ch t incly ; ' | t t
To join the pol ling 1ot b GoodifldfinRRuesctd d kethe (ehvel BRI usle ' TIVST

the polling list if soureeqiogsin the spenific game;r ecei ved; e.) restricting all
i nactive subscribers to a pI_ura&i tg..of &gb rougs if a collision between two
or nore inac?ive subscribers 5¢)TeceIvVing B3t hEARESSCHETH . odi ¢
polling of the open slot; and (fl.? bratih® e RqREk Yo apah@r oup of inactive
subscribers to present a request "to- j-0in during the open slot.
' ' e.) sending a game status from the server to the user
game device which defines a game environment with multiple players;
f.) periodically sending updating status information from
10 the user game device to the server; |
g.) periodically sending the updating status information
- of other users in the game environment from the server to the user
game device. )
h.) periodically sending a summary code of the status
15 information of all users in the game environment from the server to
the user game device; and '
'1.) requesting specific updating status information from
the user game device to the server if the summary code determined by
the user game device does not match the summary code determined by

20 the server,

6. ' A method of granﬁng access 1o a game playing communications
network, comprising the steps of: _
T a) preparing a polling list of active subscribers to the
25 network which is a subset of the total number of subscribers connected
to the network; _ _
_ ~ b.) sequentially polling the active subscribers according
to their membership on the polling list;
c.) periodically polling an open slot to allow inactive
30 subscribers which are not included in the poliing list to presént a

request to join the polling list;



[T

47

d.) including an inactive subscriber into the polling list
if a request to join was received; ' |
e.) restricting ali inactive subscribers to a plurality of
subgroups if a collision between two or rﬁore inactive subscribers
6ccurred during the periodic polling of the open slot; and
: 'f.) allowing only one subgroup of inactive subscribers to

present a request to join during the open slot.



