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METHOD AND SYSTEM FOR MANAGING SECURE CLIENT-SERVER TAANSACTIONS

Background of the Invention
1. Field of tha Inventien

The invention relates genarally to computer networks technology. More particufarly, this invention relates to

the management of client transactions in secure cBent-server based netwaorks.

2, Description of the Related Technology

Communication of data over a network, such as the internet, has become as common as cemmunicating
voice over a telephone. The tremendous increase in metwork communication has been subject to intrusion by
unauthorized users, such as computer hackers. To combat these intruders, most communication protecols now
implement some form of communication security, which ranges from simple scrambfing to very sophisticated
encryption algorithms. More particularly, the Transmission Control Protocol {TCP}internet Protocol (IP) used by many
networks, including the Internet, was adapted to include security protocols such as Secure Socket Layer (SSU) and IP
Security (IPsec). The following is 2 brief description of each of these security protocals.

SSL is a protocol developed for the transmission of private data {e.g., a text document} via the Internet. SSL
provides a secure connection te communicate data between a client and a server by using a private key to encrypt the
data. Private key/public key encryption is well understood and frequently implemented by modern computer networks
to ensure privacy of information being transmitted from a sender computer to a recipient computer, Web browsers,
such as Netscape Navigator and Intemet Explorer, support SSL, and many Web sites implement the SSL protocot to-
obtain confidential user information, such as credit card numbers. SSL provides the mechanism to implement
authentication and encryption. Authentication ensures that each of the client and server is who it claims to be. n
practice, authentication may simply involve entering 2 user identification (ID} and password. However, a computer
hacker may savesdrop on the client-server link to intercept password and username information. Encryption deters
such mischiet by scrambling the user 1D and password informatian before transmission over the netwark. In addition
to encrypting user information, SSL usas encryption to secure nearly every type of data including the payload lie.. a
text document) communicated between the client and server. In effect, SSL provides for encryption of a session, and
authentication of a server, message, and optionally 2 client. For further details on the SSL protocol, reference is made
to SSL Protocol Specification, versions 2 and 3, which are incorporated by reference.

SSL is a protocol that protects any fevel protocol built on protocol sockets, such as telnet, file transfer
pratocol (FTP), or hypertext'mnsfer protocol (HﬁP}. As is known in the network technology, a sacket is a software
object that connects an application to a network protocal. For example, in UNIX, a program sends and receives TCPIP
messages by opening a socket and reading and writing data to and from the socket. This simplifies program
development becauss the programmar need only worry about manipulating the socket and may rely on the operating

system to actually transport messages across the netwark correctly. Many of the functions provided by SSL are pant
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of a next generation IP prntmiol {IPng} known as IP version 6 {IPv6), being considered by Internet Engineering Task
Force {IETF), which is the main standards organization for the Internet.

IPSec is a set of protocols that support secure exchange of packets at the IP layer. IPSec supports twe
encryption modes: Transport and Tunnel. At the source device fie., transmitting station} of an IP packet, the
Transport mode encrypts only the data portion {i.e., payload) of the IP packet, and leaves the header unaffected. The
Tunnel mode provides more security than the Transport mode by encrypting both the header and payload of the IP
packet. At the destination device {i.e., receiving station), an IPSec-compliant device decrypts received IP packets.
Generally, the source and destination devices share a public key. This may be accomplished by implementing a
protocol known as Internet Security and Key Management Protocol/Oakley (ISAKMP/Oakley), which allows the
destination device to obtain a public key and authenticate the source device using X.509 standard, which is an
International Telecommunication Union {fTU) standard for defining digital certificates.

The referenced application describes a broker server configured to manage client transactions and relieve
data path congestion in a communication network. For details on the broker operation over 3 TCP/IP network,
reference is made to the referenced application which is incorporated by reference in its entirety herein. When a
communication network involves secure operations, management of client transactions requires adaptation to and
compliance with the secure operations. The need to speed up client transactions over a secure network is particularly
important because a typical Web {World Wide Web) server processes secure transactions at a slower rate than
conventional {i.e., non-secure} HTTP traffic. With current technology, Web users who make secure transactions with a
Web server have to wait a long time for transactions to be processed and the overall reltability and availability of the
Web site are impacted.

Therefore, there is 3 need in the network communication technology, such as the internet, to support
brokering of client transactions over secure {e.g., SSL) communication networks. The invention should eliminate server

performance bottlenecks during secure SSL transactions.

Summary of the invention

In one embodiment, the invention provides a server computer configured to manage transactions over a
communication network. The Server computer comprises a data interface operably connected to and configured to
receive a data packet from a computer over a secure link of the communication network. The server computer further
comprises a data pracessor operably connected to the data interface and programmed to access the received data
packet. The processor is further programmed to decrypt contents of the data packet and re-direct the data packet to
another computer. The server computer further comprises a data storage operably connected to the processer and the
data interface. The data storage is configured to store the data packet until the other computer becomes ready to
receive the client packet.

In another embodiment, the invention provides a system configured e respond to electronic reguests over a

computer netwark. The system comprises a first server configured to interface with and receive a data packet over a
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secure fink of the computer network. The first server is further configured to decrypt contents of the data packet and
re-direct the data packet. The system further comprises a second server in data communication with the first server
and configured to accept the data packet from the first server and execute the data packet pursuant to instructions
contained therein. _

In another embodiment, the invention provides a method of managing electronic requests in a computer
network. The method comprises reéeiving a data packet having encrypted information from a client computer over a
secure fink of the computer network. The method further comprises decrypting the information of the received data
packet. The method further comprises establishing a link with a server that is available to execute the data packet.

The method further comprises sending the data packet to the server.

Brief Description of the Drawings

The above and other ésbects, features and advantages of the invention will be better understood by referring
to the following detailed description, which should be read in conjunction with the accompanying drawings, in which:

Figure 1is a functional block diagram of a client-server 'network in accordance with the invention.

Figure 2 is a flowchart describing 3 handshake operation pursuant to the SSL protocol standard.

Figure 3 is a flowchart describing the operation of the broker of Figure 1.

Figure 4 is a flowchart describing the operation of the server of Figuke 1.

" Detailed Descrigtinn of the lvention
= The following descnptmn is not to be taken ina hmmng sense, but is made merely for the purpose of
descnhmg the general principles of the invention. The scnpe of the mventlon “should be determined wnth reference to
the claims. '

. Figure 1 is a functional block diagram of a client-server system 100 in accordance with the invention. As
shawn in Figure 1, the system 100 comprises ene or mare clients 110 configured to communicate with a server 130a
over one or more communication networks 150, generally a packet switched network such as the Internet. The client
110 may connect to the network 150 via a ﬁost server 114, e.g., the server computer controlted by an Internet Service
Provider (ISP), that is operationally connected to the network 150 via a bridge-typg deviée, such as a router 118. The
router 118 is cnnfigufed 10 anard packets received from the client 110 to various destinations based on packet
header information, such as the destination address. The Internet physical layer makes extensive use of routers to
forward packets from one server (e.g., host 114} to anether (e.g., server 130a).

Typically, the system 100 comprises a plurality 6f servers 130a, 130b, and 130c. The system 100 further
comprises a broker 120 operationally connected between the one or more servers (130a, 130b, and 130c) and a router
128. The broker 120 manages and responds to client transactions hy handing off client transactions to one of the
servers 130a, 130b, and 130c, as fully described in the referenced application. Typically, the communication network

150 conforms to one or more standard communication protocals, such as the TCP/IP protocols. Although only one
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client 110 is shown in Figure 1, the system 100 operates with multiple clients simultaneously. Similarly, although only
one broker 120 is shown in Fiéure 1, the system 100 méy operate with mq__ltiplg brokers simultaneously, such as in a
cascaded structure wherein W5 ‘of more brokers are connected in parallel butwiiden the router 120 and a plurality of
sets of servers {not shown in this figure).

The broker 120 is configured to support several SSL links and, in one embodiment, the broker 120 may
support up to 600 SSL links or transactions per second. Communication between the broker 120 and muitiple clients
is typically provided by the characteristics of the cammunication protocol. For example, using the TCP/IP protocol, the
broker 120 may simply moniter the destination address of packets flowing over the network. H a destination address
matches a desired address (e.g., address of one of the plurality of servers that the breker 120 is servicing), then the
broker 120 receives the packet for further processing. Typically, the broker 120 applies this method irrespective of
the source address [i.e., client identity) of packets.

Communications aver the network 150 may include transmission and reception of secure data between the
client 110 and broker 120. As-noted above, the network 150 may implement TCPAP protocols {such as the Internet)
and apply one or more security protoculs, such as SSL, IPSec, or others. In this invention, the SSL protecot will be
destribed to iflustrate the practice of the invention. However, it will be urderstood from this disciosure by those
having ordinary skill in the art that the invention may be implemented using any one or more security protocols,

When communication between the client 110 and broker 120 {which is a proxy for the intended recipient
server 130} is desired, the client 110 initiates a “handshake” as specified by the communication protocol, e.g., TCPIIP.
For example, the client 110 transmits a packet having a set SYN bit from the client 110 to the broker 120. The broker
120 responds to the client 110 by transmitting a packet having a set ACK bit, and the client 110 acknowledges the
acknowledgement of the broker 120 by transmitting a packet having a set ACK bit. In addition to establishing a
handshake pursuant to the netwerk protocol, performing a handshake in accordance with the specification of the
secure protocof (e.g., SSL) may be required.

When a client and server wish to communicate using a SSL connection, they exchange informaticn about a
protocol version, select cryptographic algorithms, authenticate each other, and use public-key encryption techniques to
generate shared secrets. These processes are handled by the handshake protocal of the SSL connection, which may
be summarized as follows. Figure 2 is a flowchart describing a handshake operation pursuant to the SSL protocol. To
estahish a SSL connection or link, the tfient 110 initiates a handshake by sending a ClientHello message to the broker
120 {bleck 210}

The ClientHello message communicates several cfient attributes, including protocol version, session
identification (10}, ciphering algorithm, and compression method. 1in the ciphering algorithm field, the client 110
includes a list of cipher suites that are supported by the client 110 with the client’s first preference fisted first. For
example, the strutture of *the ClientHello message may include the following command: CipherSuite
cipher_suites <list>, where "list" represents one or more ciphering protocols supparted by the Client 110. The

session ID is generally a random value generated by the client 110 to identify the sessien to the broker 120. The client
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attributes provide the broker 120 with the link specification supported by the client 110. The broker 120 responds to
the client 110 by sending a ServerHello message, which includes similar attribute information about the broker 120
(block 220). If the client 110 niesires authentication -uf the broker 120 before communicating application data, the
broker 120 sends a server certificate to the client 110. The type of ciphering algorithm communicated by the client
110 {in its ClientHello message) indicates whether authentication of the broker 120 is desired. The structure of the
server certificate depends on the selected ciphering algorithm, and in one embodiment is generally an X.509.v3 digital
certficate. |

The broker 120 supports several ciphering or security algorithms. The ciphering algorithms may include RSA,
DSA, Diffie-Heillman PKls, RC2, RC4, RCS, DES, Triple DES, IDEA, CAST; CASTS, Blowfish, MD5, MOC2, RMD-160,
SHA, andjor SHA-1. It is worth noting, however, that the kind of ciphering algoritﬁm used is nat necessarily material
to practicing the invention. The c.lient 110 and broker 120 may negotiate and agree to any mutually available ciphering
algorithm. In the event that the client 110 does not support a ciphering protocol that is recognized by the broker 120,

the SSL session may not be established. in the event of a failure of the client 110 during an established SSL session,

. the broker 120 times-out after a predetermined duration of no response from the client 110 and terminates the

session.
Following the hello messages, the broker 120 may send a server key exchange message to the client 110, if

required by the ciphering algorithm. For example, the key exchange message may be used when the broker 120 does

_not have a certificate, or has a certificate that is used for sign-on (i.e., initial connection) enly. The broker 120 sends

the ServerHelloDone message to the client 110 to indicate that the hello phase of the handshake is complete (block
220]T he broker 120 then waits for a client response. The client sends a ClientKeyExchange to the broker 120. The
content of the ClientKeyExchange depends on the public_key algorithm established during the Hello phase of the
handshake. For example, if a Fortezza key exchange is selected, the ClientKeyExchange specifies a selection of the
Fdnezza key exchange algorithm (KEA] to the broker 120. Generally, the public kéy algorithm uses two keys: a public
key and a private key. Messages encrypted with the public key may only be decrypted with the associated private
key. Conversely, messages encrypted with the private key may only be decrypied with the public key. The client 110
then sends a ChangeCipherSpec message to the broker 120 to activate a selected ciphering algorithm, such as RSA,
Fortezza, or Client Diffie-Hellman (bock 230). The ChangeCipherSpec message comprises a single byte of value 1,
which is encrypted and compressed and serves to notify the recipient (e.g., broker 120} that subsequent data will be
protected under the just-negotiated ciphering algorithm and keys. Finally, the clieat 110 sends a Finished message to
the broker 120 to verify that the key exchange and authentication processes were successful. The Finished message
is typically encrypted with the just-negotiated ciphering algorithm (block 230). Upon receiving the client Finished
message, the broker 120 updates its ciphering algorithm te the one selected by the client 110, and confirms by
sending a ChangeCipherSpec message to the client 110 (block 240). The broker 120 also sgnds a Finished message to

the client 110 in an encrypted form using the just-negotiated ciphering algorithm. At this stage, the handshake is
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complete and the client 110 and broker 120 may begin to exchange application data in encrypted form (blocks 250 and
260). . o

Figure 3is a flowchg';‘{ égscrihing the operation of the broker 12b. &fter the client 110 and braker 120
establish 2 SSL connection and commence exchanging application data, the broker 120 may selectively execute one of
two embodiments of the data exchange tetween the broker 120 and the server 130a. In both embodiments, it is
desirable to have the broker 120 buffer the incoming application data from the client 110 until a handshake can be
used to establish a data transport connection between the broker 120 and server 130a {block 310). By buffering the
data, the broker 120 ensures that application data sent by the client 110 to the broker 120 are protected from loss. it
is desirable to have the broker 120 dynamically allocate the butfer size {e.g., as random access memoty or RAM) in
response to traffic volume between clients and servers, More particularly, the broker 120 may adjust fi.e., increase or
decrease} a preset buffer size to optimize availability of buffer for handling client requests. For example, in one
embodiment, the broker 120 may continuously manitor its percentage of use of the allocated buffer space. If the
percentage of use is below a preselected threshold leve! {e.g., 40%), the broker 120 may downsize its buffer space by
a preselected factor {e.g., %). If, on the other hand, the percentage of use is over a preselected threshald level fe.g.
95%], the broker 120 may increase its buffer space by a preselected factor {e.g., 2). Ultimately, the allocated buffer
space may reach a maximum memory space, beyond which the broker 120 may not exceed due to memory fimitations
dictated by its hardware specification.

Generally, the broker 120 may include at least a processor and a storage unit to manage and store the client
data in accordance with the invention. More particularly, the broker 120 may be embodied, for example, in commercial
form as a Commerce Accelerator 1000 or Commerce Director 000, manufactured by Ipivet, Inc.

In one embodiment, and particularly if relaxed secure measures are sufficient, the broker 120 is configured to
establish a hand-off link with the server 130a te fulfill or execute client transactions, as described in the referenced
application. The hand-off link does not involve encryption/decryption of messages between the broker 120 and server
130a. In another embodiment, and particularly where greater security is desired, the broker 120 is configured to
establish a secure {e.g., SSL) hand-off link with the server 1302 to fulfill or execute client transactions. Generally, the
system operator determines which configuration settings (e.g., the Basic Input/Output System or BIOS settings} to
program in the broker 120 at the time of initial system installation. A typical BIOS setting for this feature may be
represented by < Continue Secure Link: Y/N >. Alternatively, the broker settings may he selected by the system user
during operation or automatically adjusted to accommodate various server configurations. Based on these settings,
the broker 120 determines as to whether to continue a secure (e.9., SSL) or a non-secure link {block 320}, _

If the broker 120 is configured to continue a secure link, then the operation of the broker 120 proceeds to
{block 330}, As described in the referenced application, there are a number of servers which the broker 120 may use
for hand-off to fulfill the client's transaction request, Accordingly, the process described herein assumes that the
broker 120 has selected a fulfillment server, e.g., the server 130a from the servers 13Ca, 130b, and 130c for handing

off client transactions. In handing off a client transaction, the broker 120 decrypts the packets received from the
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client 110 by applying the ciphering algorithm agreed upon with the client 110 {block 330). -After decryption, the
broker 120 modifies the packet header information, such as the destination address, to reroute client packets to the
server 130a (block 332).

To reroute client packets to the server 130a, the broker 120 initiate§ a secure SSL handshake with the

- server 130a (block 334) in a manner that is substantially similar to the handshake establishment between the client

110 and broker 120, described above. After the handshake is established between the broker 120 and server 130a,
the broker 120 and server 130a are now ready to exchange application data in encrypted form. Accordingly, the
broker 120 retrieves client packets from its buffer and encrypts the client packets for transmission to the server 130a
{block 336). After encryption, the broker 120 sends encrypted client packets to the server 130a for execution. At this
stage of the process, handing off the client transactions from the broker 120 to the server 130a is complete {block
350).

On the other hand, if the broker 120 is configured to continue in a non-secure mode, the operation of the
broker 120 proceeds to (block 340). By continuing the link in a non-secure made, the broker 120 may achieve a
significant operational advantage. The advantage provides for relieving the server 130a from CPU-intensive tasks that
involve SSL operations (i.e., encryption/decryption). In effect, the broker 120 takes over the server's SSL operations
thereby freeing up the CPU of the server 130a to perform other pending tasks.. Some broker aperations may show

improvements in response speed to a client by up to 50 times. The broker 120 is typically equipped with one or more

- processors that are dedicated to cryptographic applications. In contrast, servers are generally equipped with general

application central processing units that are responsible for numerous non-cryptographic applications. Hence, by

relocating cryptographic fuﬁctions from the server 130ato the dedicated processor of the broker 120, the response -

- speed to the client is greatly enhanced.

As noted in the 330 branch of the broker operation, the broker 120 decrypts client packets by applying the -
ciphering algorithm agreed upon with the client 110 (block 340). After decryption, the broker 120 modifies the packet
header information, such as the destination address, to reroute client packets t:o the server 130a (block 342). To
reroute client packets to the server 130a, the broker 120 initiates a conventional (i.e., non-secure) handshake with the
server 130a in accordance with the communication protocol (e.g., TCP/IP) specified between the broker 120 and server
130a (block 344), as described in the referenced appli"cation. After the handshake is established between the broker
120 and" server 1304, the broker 120 and server 130a are ready to exchange application data in conventional form.
Accordingly, the broker 120 retrieves and sends the client packets to the server 130a (block 346). At this stage of the
process, handing off the client transactions from the broker 120 to the server 130a is complete (block 350).

Figure 4 is a flowchart describing the operation of a third-party server, e.g., the server 130a. As discussed
above with respect to Figure 3; the client 110 and broker 120 establish a SSL connection and commence exchanging
application data. The server 130amay selectively execute one or two modes of the data exchange between the broker
120 and the server 130. The control flow begins at block 400, where the server awaits the opening of a new

connection with the broker 120. The broker 120 initiates the handshake with the server 130z and a connection is
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established at block 410. As noted above, the server 130 may be configured a prior mode decision to communicate via

a standard link or a secure fink with 3he broker 120. ¥ the handshake is requested to be secure, a control flow follows
from the decision block 420. fn ‘tﬁ“e secure link mode, the server 130 reé?éivé's:!élient packets from the broker 120
{block 430). At block 432, thé server 130 decrypts the client packets which have been received. The server 130 then
fulfills the client’s request by executing a client transaction at block 434, The request may be to read a web page,
make an e-commerce purchase, communicate with another client via chat, etc. The server 130 next encrypts the
response packets for transmission back to the client 110 (block 436). The server 130 sends the encrypted packets to
the broker 120 {block 438} and the broker 120 forwards the response packets to the client 11D (block 450). The link
may be terminated or additional transactions may be satisfied by the server 130 before the contral flow ends (block
460}.

An alternate path of packet transmission may occur if the handshake is not requested to be secure by the
broker 120 with the server 130 {block 420). In this flow, the server 130 receives client packets from the broker 120
{block 440). The server 130 will execute client transactions {block 442} similarly to what was shown in the secure
path at block 434. The server 130 sends response packets to the broker 120 (block 444), which forwards the
response packets to the client 110 {bleck 450).

In the event the server 130 encounters unexpected cangestion, operational errors, or a sudden breakdown,
during the processing of client packets, the server 130 typically sends one or more error messages, such as HTTP 400,
500, or 600 series error messages. 1t is desirable to have the broker 120 monitor such error messages to determine if
any error message is generated by the server 130. In the server 130 generates such an error, the broker 120 responds
by transparently (i.e., without the client’s awareness) re-direct client packets to another server for fulfiliment. In that
case, the client session may be recovered and completed without conveying any of the service difficulties encountered
by the entity providing the service to the elient. Accordingly, customer perception of the servicing entity (e.g., e-
commerce vendor} is maintained high.

In another embediment, the broker 120 allaws system administrators to identify one or mare groups of users
for the purpose of prioritizing user transactions. More particularly, the system administrator may select a group of
users having a particular seurce address 1o set a priority level {e.g., 1 through 5) therefor. The broker 120 allucates
the ieast amount of response time to process transactions issued by the user group having highest priority {e.g., 5). By
allocating the least amount of response time (e.g., a threshold of 10 millisecends), the broker 120 monitors a server's
response time to high-priority transactions. In the event one or more response times are greater than the threshald
time, the broker 120 may reduce the flow of non-secure transaction traffic (e.g., plain HTTP) to the server 130, By
reducing the flow of non-secure traffic to the server 130, the broker 120 frees up the server 130 to transact secure
transactions {e.g., HTTPS) more efficiently. 1In practice, it is believed that secure transactions are more likely to
involve financial data (i.e., e-commerce applications) than non-secure transactions. Thus, the broker 120 reduces the
flow of non-secure traffic in an effort ta maximize e-commerce related transactions. Additionally, the broker 120 may

re-direct traffic ta another server that may fulfill client requests most efficiently.
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On the other hand, for client transactions having a lowest priority, the broker 120 allocates a maximum

amount of response time (e.g., a threshold of 50 milliseconds) for monitoring. In accordance with the threshold time,
the broker 120 may intervene in 8 manner that is similar to the -descripﬁon 'o_f high priority transactions above.
Accordingly, after a given thresholﬂ_ time of non-response, the broker 120 may reduce the flow of non-secure
transactions to the server 130, or re-direct client ﬁackets to another server for more efficient fulfillment. In any case,
for a particular group of users, the broker 120 aims to dedicate server resdurcgs that are commensurate with the
group’s anticipated or targeted interest.

In view of the foregoing, |t will be appreciated that the invention ‘overcomes the long-standing need for a
broker that manages network transactions between a client and a server over secore finks, such as SSL. The invention
may be embadied in other specific forms without departing from its spirit or essential characteristics. The described
embodiments are te be considered in all respects on.ly ilustrative and not restrictive. The scope of the invention is,
therefore, indicated by the appended hlaims rather by the foregoing descriptiofl. All changes falling within the meaning

-and range of equivalency of the claims are to be embraced within their scope.
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WHAT 1S CLAIMED 1S:
1. A server computer configured to manage transactions over a communication network, the server
computer comprising: '

a data interface operably connected to and configured to receive a data packet from a computer
over a secure link of the communication network;

a data processor operably connected to the data interface and programmed to access the received
data packet, decrypt contents of the data packet, and re-direct the data packet to another computer; and

a data storage operably connected to the processor and the data interface, the data storage
configured to store the data packet until the other computer becomes ready to receive the client packet.

2. The server of Claim 1, wherein the data interface is configured to receive the data packet having
encrypted information over a secure socket layer {Ssi} link.

3 The server of Claim 1, wherein the processor is programmed to re-direct the data packet having
unencrypted information over a non-secure fink to the other computer.

4 The server of Claim 1, wherein the processor is programmed to re-direct the data packet having
encrypted information over another secure link to the gther computer.

5. The server of Claim 1, wherein the processor is programmed to monitor and compare a response
time of the other computer to a threshold time.

6. The server of Claim 5, wherein the processor is further programmed to reduce the flow of non-
secure traffic to the other computer in the event that the response time sxceeds the threshold time.

7. The server of Claim 1, wherein the data storage is configured to adjust the size of available storage
space in respanse to a change in the number of received data packets.

8. A system configured to respond to electronic requests over a computer network, the system
comprising:

a first server configured to interface with and receive a data packet over a secure link of the
computer network, the first server further configured to decrypt contents of the data packet and re-direct
the data packet; and

a second server in data communication with the first server and configured to accept the data
packet from the first server and execute the data packet pursuant to instructions contained therein.

9. The system of Claim 8, wherein the first server is configured to interface with a secure socket
layer (SSL) link of the computer network.

10. The system of Claim 8, wherein the first server is configured to re-encrypt contents of the data
packet,

11. The system of Claim 8, wherein the first server is configured to establish a secure link with the

second server for transmission of data packets therebetween.

10
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12. The system of Claim 11, wherein the second server is configured to decrypt data packets received
from the first server.
13. The system of Claim 8, wherein the second server is configured to send at least one data packet in

response to the received data packet within a respoense time.
14. The system of Claim 13, whergin the first server is configured to monitor the response time of the
second server and compare the response time to a threshold time.
15. The system of Clarm 14, wherein the frrst server is confrgured 'to reduce the volume of non-secure-
traffic flow in the event that the response time exceeds the threshold time.
16. The system ¢ of Clarm 8. wherein the first server is confrgured to manitor a response of the second
server and, in the event of an error in ‘the second server, re-direct the client pae!ret to another server for fulfiliment.
17. A method of managing electronic requests in 3 computer neiworlr the method comprising:
receiving a data packet having encrypled lnformatron from a r:Irem computer over a secure link of
the computer network;
decrypting the information of the recerved data packet;
establishing a link wrth a server that is available to execute the data packet; and
sending the data packet to the server.
18. The method of Claim 17, wherein tha receiving inoludeS"reoefving a data packet over a secure
socket layer (SSL) link of the Irrternet o
19. The method of Blarm 17, further comprising re-encrypting the miormatron of the data packet prior
to sending the data packet to thelserv:er
20. The method of Ciaim “17, further comprising sending a da_te packet to the client computer in
response to the data packet of the r:lrent computer. :

21. The method of Claim 17, further comprising menitoring a trme of response to the client computer

. and, if the response time exceeds a threshold time, reducing the volume of non- secure traffic to the server.

22. The method of Clarm 17, further comprising setting a threshold time for each of a plurality of
groups of clients, the threshold time being based on the priority of response to the group of clients.

2. The method of Bleim'ﬂ, wherein establishing a link includes se1ting up another secure link with
the server. '

24, The method of CIarm 17, further comprising receiving the data packet by the server and preparing
at least one data packet in the course of an e-commerce transaction. _

25. The method of -Claim 17, further comprising decrypting the information of the data packet by the
server.

26. The method oi Claim 17, further comprising monitoring a response of the server and, in the event of

an error in the server, re- drrectrng the data packet to another server.
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27. A method of communicating between a cfient and a server in a client-server network, the method
comprising:
establishing 2 communication link between the client and-a firgt server;
receiving by the first server at least one packet from the client, the packet representing a data
request;
modifying header information of the packet at the first server;
sending the modified packet from the first server to a second server; and
responding to the data request of the client via the first server.
28. The methed as defined in Claim 27, wherein establishing a communication link includes performing

at least one handshake between the client and the first server.

29, The method as defined in Claim 28, wherein the performing at least one handshake comprises
beginning a transport control protocelfinternet pretocol (TCP/IP} session.

30. The method as defined in Claim 27, wherein modifying header information includes modifying a
destination address of the packet to route the packet to the second server.

3. The method as defined in Claim 27, wherein sending the modified packet to the second server
includes sending the packet over a nen-secure fink.

32 The methed as defined in Claim 27, wherein responding to the client includes sending by the second
server at least one response packet to the first server.’

33. The method as defined in Claim 32, wherein responding to the client further includes sending by the
first server the response packet with a destination address of the client.

3. A system for communicating between a client and a server in a client-server network, the system
comprising:

a first server that is configured to receive at least one packet from the client, the packet
representing a data request, the first server further configured to modify header informatien of and send the
modified packet via the network; and

a second server that is configured to receive the modified packet and respond to the data request
of the client via the lirst server.

35. The system as defined in Claim 34, wherein the first server is configured to perform at least one
handshake with the client.

36. The system as defined in Claim 35, wherein the handshake represents a start of a transport control
protocolfinternat protocol {TCP/IP) session.

31, The system as defined in Claim 34, wherein the first server is configured to modify a destination
address of the packet so as to route the packet to the second server.

38. The system as defined in Claim 34, wherein the first server is configured to send the packet to the

second server over a non-secure link.
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3. The system as defined in Claim 34, wherein the second server is configured to send at least one

response packet to the first server.
40. The system as defined. in Claim 39, wherein the first server is configured to send the response

packet with a destination address of the client.
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