DEPLOYI NG AND PROVI SI ONI NG W RELESS HANDHELD DEVI CES BACKGROUND TECHNI CAL
FIELD 5 This application relates to an apparatus and net hod of establishing
an authentic and secure relationship between two nessagi ng systens to
exchange data. More specifically this application describes an apparatus
and net hod of establishing an authentic relationship between a wireless
handhel d device ("nobile device") and a nessage center or host system

usi ng password- based aut hentication nethods, The apparatus and nmethod 10
described herein is applicable to | and-1ine environnments as well as
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or wired environments, having perfect forward secrecy is described. It
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Exponentlal Key Exchange (SPEKE). These mechanisms are limited in their

implementations and have not addressed the need of mobile devices. Additionally these
mechanisms do not address the need of implementing perfect forward secrecy, such that if
a security breach does take place all previous messages exchanged remain secure. A
20 protocol provides perfect forward secrecy if past session keys are not compromised even if
the long-term keys are compromised. (See, e.g., Menezes et al.,, Handbook of Applied
Cryptography, 1996, p. 496). Perfect forward secrecy, also known as break-backward
protection, means that all previous securely exchanged messages should remain secure
despite anything that happens in the future.
25
SUMMARY
A password-based encryption communication system, in wireless or wired
environments, having perfect forward secrecy is described. It includes using a long-term
generated key-pair in combination with a short-term authentication key-pair, generated
30 using a shared secret, to allow for the implementation of perfect forward secrecy. The
long-term public key is piggy-backed with the authentication public key to enable an
authentic exchange of long-term keys. This enables the corresponding party that is in

possession of the shared secret, to receive and be able to use the long-term public key.
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According to one aspect, a nmethod carried out by a first systemfor
establishing a secure bidirectional comunication path between the first
system and a second system for an exchange of one or nore nessages is
descri bed. The nethod conprises generating a first key pair having a first
public key and a first private key, and generating a second key 5 pair
havi ng a second public key and a second private key. The second public key
is generated based upon a shared secret known to the first systemand the
second system The method al so conprises sending the second public key and
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comuni catduptedsty Scemeodéry Fitgremethe prdvessingamiter vordeured towiedate thesatohe i niti at or
of thqsdahgmgé&ggange. Figure 6 shows a data flow diagram of the steps
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instructions adapted to cause a processing unit to execute the above-noted steps.

BRIEF DESCRIPTION OF THE DRAWINGS
20 Figure 1 shows a block diagram of a first exemplary communication system,
between a fixed and a wireless system.

Figure 2 shows a block diagram of a second exemplary communication system,
between {wo wireless systems.

Figure 3 shows a block diagram of a third exemplary communication system,

25  between two fixed systems.

Figure 4 shows a message exchange diagram of an exemplary set of data
exchanges for implementing the communication system of Figure 1 where a user is the
initiator of the data exchange.

Figure 5 shows a message exchange diagram of an exemplary set of data

30  exchanges for implementing the communication system of Figure 1 where a service
provider is the initiator of the data exchange.

Figure 6 shows a data flow diagram of the steps within the user software for

carrying out the steps in Figure 4 where the user is the initiator of the key exchange.

2



2 Figure 7 shows a data flow diagramof the steps wthin the service
software for carrying out the steps in Figure 4 where the user is the
initiator of the key exchange. Figure 8 shows a data flow di agram of the
steps within the service user for a re-key sequence when regenerating

anot her key in the environnent illustrated in Figures 1, 2 5 and 3. Figure
9 shows a data flow di agram of the steps needed within the service provider
for a re-key sequence when regenerating another key in the environnent
illustrated in Figures 1, 2 and 3. 10 DETAI LED DESCRI PTI ON Referring to
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more connections to enable the flow of data between the two systems.
Turning now to Figure 1 the service offering 20 or 22 can be many possible
20  computers offering services to users. For one skilled in the art some well known service
providers could be computers on the Internet within an Internet Service Provider (ISP) or
Application Service Provider (ASP) office. The service offering 20 and 22 can also be
one or more computers running within a private or public company, like a bank, stock
broker, insurance broker or some other service-oriented company. The service offering 20
25 or 22 may also be run as part of a cluster of computers operating world-wide, making up a
Universal Description, Discovery and Integration Cluster (UDDI cluster). The common
element in all these service offerings 20 and 22 is that these service offerings 20 and 22
need to establish a secure data channel with a user. In the case of UDDI the secure
relationship might be needed to exchange private service listings, or even to allow UDDI

30  to proxy aservice offering.

The mobile devices and the service hosts may be addressed in a variety of different
ways. In some embodiments, they may be addressed with IP (internet protocol} addresses.

In other embodiments, the host system may be addressed by an e-mail address. In yet
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I n other enbodi nents, the host system nmay be addressed by an e-nail
address. In yet 3 another enbodi nent, the destination address may be an
e-mai | address of a user of the nobile device within the host system One
skilled in the art wll appreciate that the user of the service 30 and 32
m ght be a nobile hyper-text transfer protocol (HTTP) browser, a nobile
wreless application 5 protocol (WAP) browser, a proprietary transm ssion
control protocol/internet protocol (TCP/I1P) based application or sone
proprietary corporate solution. Inthis field there are new nethods being
devel opedagitict kinfoditBiE! e ldBGinhiRin RURSPIEY b6 BEWiIRAYRsZoM GdePof fd1 11 ON
(J2ME) solution for small wireless mobile devices, |ike cell phones and
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instructions) pect|v processing units, such as those
convent i ofgitipy (JQmﬁolu@rgfor Smﬁbwwlaﬂs mnbHe devéceprlise ¢l phapey prick persapal/ or
special p SEisiRhRE t C PARIp i tegrated
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pr oced8i ngowmpadingcefiviie thongh guereige dering, is hresringromemonpldse.s Sinilidye 20

sof tware r S alized
har dwar e ?{é?s/gﬁ’:ice %ffcmﬁ\%&gaa???&ocgltqtb% %gégp"%:%/ QJET Rxgglségfr%l wl&tﬁer%?ﬁh Each of
such syst Enfsrmamscamt@@, & mielgstemarkyp lagglaga OVBIL) hessd fseis¢ offerisiotsoms t hose
convent i o conjunction with a respective
pr ocessi n ni t%@@ﬁes%ﬁoﬁ@reﬁ%ﬁé&%%%m élg’olseon with other systens. 25 The
end- poi nts i n & 8l boappoesiatedtthasnnqbile bystems aobbyst exdtersrrefaged rhereorcanor e dat a
net wor,ks t Y ot ogr aphs
o any ot Gap cofptnt 0P n B RRRAR. HerlBlte gr RbBuink pRESsin ¥R ool
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illustrati a Net e t ne bei ng

the Inter r%gr{}m?aﬁ lé% gceélin suﬁ{gst V\oc{rh%} %\pi'\l)rﬁ&%ow gﬁ)é;gésgﬁ% 8%@8@30 could

be a GSM @piieativet w@clﬁg inteG2RIH JicKHTET (AR Cxoand, field OPMEADO@ba egato pktaysa 3m
(FPGAs), wherein the processing units can be configured (e.g., programmed with suitable

20 software and/or firmware instructions, and/or produced with specialized hardware circuits)
to carry out the approaches described herein. Each of such systems can also include any
suitable interface(s), such as those conventionally known, which can operate in
conjunction with a respective processing unit(s) to facilitate communication with other
systems.

25 The end-points in the communication path are coupled through one or more data
networks that allow the exchange of data, voice, video, music, photographs or any other
digital media that can be exchanged through a data communications channel. The two
main networks included in this illustration are a Wide Area Network (WAN) 26, the most
commeon one being the Internet, and a wireless network 28. The wireless network 28

30  could be a GSM/GPRS network, a CDMA/1XRTT network, a CDMA2000 network, a 3™
Generation network like EDGE or UMTS or many other public wireless networks soon to
be available. In an exemplary system these networks are coupled using links 24 like
ISDN, T1, Ethernet (land-line and 802.11), Frame Relay, ATM, ADSL or some other high
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Generation network |ike EDGE or UMIS or many ot her public wrel ess networks
soon to be available. In an exenplary systemthese networks are coupl ed
using links 24 like [ISDN, Tl, Ethernet (land-line and 802.11), Frane

Rel ay, ATM ADSL or sone other high 4 speed Internet connection to the
host servi a L IS

cl ear that glgegg Srrltflt%st ﬁ%ng@itﬁ? éégﬂgquﬁgﬁeg{}%@anég%geg{é}?%rggm {i@é‘g%fo elng
hackers an@xahangeddt pgearshatTeeuritn neerdsito rreviopioyediand made wreimzlmrptvfgtod ata
conmuni cat nee swor d- b henti cation.
This Tevel nifersBl bl e R PO M SRR B RSPt o
any comunipaths e)(brd\aﬁeaadvance)d@asskvwd besedenithenyication, Tiex [peeltof s€dndtygdadisnment f or
a data cormun cat |f@ ﬁ%a}hq 6 is.illustrated bet\f/i\een a HOﬁ eystem service
of fering 2SI caniden that Gerscipisnt pLARY SRISEIeH dittdy PEETY Sie R, Hr

enbodi ment exgtt. Ond ainBodigRHLMI & Ahth @OmPAhIdattd gath 14 s ilklsirade@ Geti@bN\E Basta UDDI
service offering 20 and a user of the service on a nobile device 30. In

one enbodi MEHE AR Eteriay et sebser ebthsrseptisengn 2mebals dgricede- fnothend
conmuni cat eQBodheikti fof a:dath SOMHMALAERA | e wgnuga%tea%&@%ea BB Ervildannel )
with a user of a nobile device 32. e out-o communi cation path 34
is used fopffeag?rmgd agse ofﬁwasp@@pew@rmbﬂealmwmg the insecure path that is
to be nade secu i C 0 r o 0 | of
secur ity a opD Sur oGt e hosy 36h R oY RO B6F a8 WEOLSHR' 0
receive t heommmnceft}obeﬁﬁc[l 8. halce:djmmcate:tn anviet iyt dwitabhle maiurejelmhnei)atmbla us&er vi ce.

The foll ow | es.of . out - of.- hand tio at hs 34 and
160 (o) Tl Pudhfe e YRR ST CopinSicran P I el 2 XPREE ot om
20 or 22, siepddakrkies havaidiponie ig@khreWatithtiaa Ghtoold@iadd Secas ISaRgend mhar ed
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request for the ser Vﬁf establish a phone call with each other to exchange the shared secret.

D

The secret is then entered into each system and used in the process of
creating an encryption key.

(b) The mobile device user 30 or 32 connects to a secure web site 20 or 22
either wirelessly or over a wired network and requests a key. The key is
received and manually entered into the mobile device 30 or 32. The host
system 20 or 22 could receive the key automatically from the web server,
or it could also be manually entered. In some embodiments, a record is
automatically generated after a shared secret was requested.

(c) The user of the mobile device 30 or 32 makes the request for the service
and the shared secret is e-mailed by the host system 20 or 22 to their
corporate mailbox that is known to be in a secure area. The user retrieves
the shared secret from their electronic mailbox and manually enters it

into the mobile device 30 or 32.



and the shared secret is e-nmailed by the host system 20 or 22 to their
corporate nmail box that is known to be in a secure area. The user retrieves
the shared secret fromtheir electronic mail box and nanually enters it
into the nobile device 30 or 32. 5 (d) The user of the nobile device 30 or
32 makes the request for the service and an operator at the service 20 or
22 generates a shared secret and it is givento a PeC|f|ed person who is
known to b&Dt r uSheeserpithe swhiedevitgid8 opd? sekesdhruedudseion thesaice end §n or
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shared secret is exchanged the next step in creating a secure
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authenticated Diffie-Hellman exchange, where the password forms the base or

"generator” of the exchange. (In standard Diffie-Hellman, the base is usually a fixed
public number.) Once the communication path through the WAN 26 and wireless
network 28 has made secure, the re-key sequence can be initiated. The re-key sequence
allows for the generation of a new set of keys after a predetermined number of weeks or
months. During this re-key sequence the advanced use of long-term encryption keys
allows for the implementation of perfect forward secrecy. Once the authentication secret
(shared secret) is used to create a secure path, it can be reused to create new keys at later
dates. By using this invention the re-keying operation does not compromise previous
keys and all previous conversations remain secret into the hiture.

Turning to Figure 2 there is shown a block diagram of an exemplary
communication system, between two wireless systems, according to an embodiment of
the present invention. In this embodiment, a secure path 52 can be created between two
mobile devices. In this embodiment mobile device 1 46 and mobile device 2 48 exchange

a secret



keys and all previous conversations remain secret into the hiture. Turning
to Figure 2 there is shown a block diagramof an exenplary conmunication
system between two w rel ess systens, according to an enbodi nent of the
present invention. In this enbodinment, a secure path 52 can be created
between two nobile devices. In this enbodi nent nobile device 1 46 and
nobi | e device 2 48 exchange a secret 6 and are able to establish a common
key using that shared secret. The out-of-band conversation 50 coul d take
pl ace via a phone call between the two parties, or a face-to- face neeting,

or using ogg ¢ abféetooéslfh%ﬁsmtchﬁﬂl%n qde¥ QALY tﬁw dnaRt@ GheQbr. 2MYe QhilFibantli t aDI €
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commonly used for private point-to-point e-mail conversations. It could
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be running a web server on the nobil evi ce 4 and offering sone form of
secure 10%8WHYkeve ThiTEpg crfgmbwhmentﬁneht 59 corpmpnle uset ipriringe pUNEPPOIE 3 t here
i's shown a,. %Q%m(lks@ﬁﬁr@mle:m@d"aiWﬁ‘J@e@%‘r &@HH—E%P?&:&@ nsthf hBEheiREt vveen two
fixed systems, according to an enbodi nent’ o resent |nvention.

this enboddaemichatgss. c nndyanced usaga w@r&eée\mea&étibehwoww@g Hesstervi®y st ems 60
and 62. | “nﬁg‘ﬂ{ Be ﬂu!mth%E rah 's&@crtoﬂ%esrﬁéb‘ﬂ'e Gevied idaﬁddrlﬂfeﬁﬁ’%m shiEofSBLyd C€
consuner have an out - of - conversation and exchange a secret
key. A0 de%ﬁ@%@ﬂaﬁ theteigiglse mpele out of - band conmmuni cation could be a phone
call, a communigglj %VFgux% Br guRels hivh & LRREUiGermml of QNN EGkpRiy t O

generate and retrie , or some other SUIta% conmmuni cat1m on such
as provi deeprupinidation s\EHER bﬁtﬁfeensfé@rfétedlsﬁﬂm laeacerieR @rlaﬂefrlmo?memo@f they can be
gener at ed g o fi&t SPEKE.

The 20 corfnonn RSP AR MR RARE e ENES B R RE  8 STEld be
over a WANSystemadfland 62 Kl thikdlustration theser%e O@nng 4P eudythe savipengoasumer 63 nt r anet
64, or,ethgl, ?Hbv&taoqlbgncp 81‘?§6 sHd extﬁ‘éﬂ%& SHRERE S, A d8cbddBred 195' 802 11
or Bl uet oot ese exanples the service consu mg

be runni ngow-of-bprioemorunisation wplddna pabrecatlya meumcaltmmmedbrwele\s&h 2 o t he

| ntranet, gegat t I g &y e art

t hat 802. 1B %c SC%E’?%?% c ﬁésr%Qte sazlgﬂllrel[rﬁge rtg%quﬂle?e\errgrf? ggr eque’l’stﬁgggby nost

| ar ge conpesmenundi@pon such as gromdgcl ghedier. Once the secret is exchanged an encryption key

can be generated using strong password-based key generation methods like SPEKE. The

20  communication path to exchange the key in this illustration could be over 2 WAN network
like the Internet 26, or through an internal Intranet 64, or other suitable communication
path such as or similar to an 802.11 or Bluetooth link. In these latter examples the service
consumer 62 might be running a laptop or palmtop and already have a limited access to
the Intranet, but greater security is required. It is well known in the art that 802.11b Iacks

25  the robust security requirements requested by most large computer departments inside
companies. This embodiment illustrates that the invention can be used to provide the
option of perfect forward secrecy when using a password-based authentication
mechanism. Once suitable messages are exchanged to create the master key, the data
communication path 68 can be used to exchange all forms of data secretly with high

30 security.

Turning to Figure 4 there is shown a message exchange diagram showing an
exemplary set of data exchanges for generating and verifying a master key, where the user

is the initiator of the data exchange. This illustration shows exemplary steps and message
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conpani es. This enbodinment illustrates that the invention can be used to
provide the option of perfect forward secrecy when using a password-based
aut henti cati on nechanism Once suitable nessages are exchanged to create
the master key, the data conmmunication path 68 can be used to exchange al
forms of data secretly with high 30 security. Turning to Figure 4 there is
shown a nessage exchange di agram showi ng an exenplary set of data
exchanges for generating and verifying a master key, where the user is the
initiator of the data exchange. This illustration shows exenplary steps and

nessage  éx@uEHANEREDEIWORE cansSREN | MESEN SATR serb R0 pfdvRRF 10Nt dyser vi ce
provi der | lustration one end of the connectlon I's considered

nthis
a servi cellgﬁﬁweﬁf] bp °'i’6’6°t‘°§dﬂCoﬁ’él%reﬁééﬁr"éﬁ“'@é‘ﬁ“’tn%orl usprel00s9ck em A, The

ot her end hgf béeh%xﬂﬁﬁﬂ@&bél%?stérﬁ ACO'Fﬁé dekeshd e SInYiBR ISpE(Ql\ﬁdgl%& t}(eal so
referred to as a ser¥|ce offering) or hgst system 102, and has been 5 given

the | abel S¥Y&F grAvEer otr?ff’%edetﬁ?&ﬁﬁlsé""{cﬁ@ffﬁ%w o1 best syt H’cze@ldt}r@é echange of

data t@ @heAllR iabd SERne BCANAAEEIRDle BELNS G0 RBAE M x@RfleSYBIAMB I s a
message exchange over one or nore data communi cation networks such as

i || ust r at SEFAIeS SEPUgG pamections; Retpvegn Systgm A apbfysten B i aypeseage sxchanggqyer3, t he
user coul @nder mofdid SoniifiniGRonfbtwetks Mch 4 illRfradd ﬁpls&ure $y3§1§1ﬁhl%235 Li kew se

t he service provider couI d be a nobile device 46 Syst'em 10 20,

22 or 60. Shevmsingiigoss Lok &y 31 oke USﬁlh@ulﬁs@ra mbﬂq:wcaé@sﬂaon&ﬁ@ﬁha&@ﬁm ce
provi der w&eﬁlmzomwmems@fwaefb@omcwméb@hmﬂydaﬁ%m%&@s’ s@p - of - band

communi cation or through another suitable nethod to exchange a shar ed
secret!d TRPs2<%50i ce provi der 102 wants to facilitate this exchange and

i ssues a secr ehs@%%%t@p P4, aierﬁleér%o @Méﬂ«k@ﬁ%&%é gﬁ%@é’%ﬁ%éﬁgﬂ ngs 15

(step 106). Through this nmechanisma shared secret generated an
exchanged oBePivbhemethode alraady peseritied dor %@f'b@@rcommWMMé@O@hcﬂnQ@%s t he

secret 10 sgsMleShethdd BRECHRIeldMark® Yecred STRE @éﬂu@ﬂ;&mﬁhérq{)@%ﬁt\{% cililafle Service

provider 102 can receive a secret password ( secret romthe user
100. I n eithin&¥changsand {spuss § spoyet passppisar gismple gowydo @Wn@maé@ms@emegs in

rel atign tged h@ YESheh BR )?gefﬁ%@isgﬁ%ﬁéa%@a fis gé}@ra&laaaﬁt?%ﬁﬁﬁg'égbetwg user 100

then initiates |nth|se ste nerating key pairs (step 108)
and transfts PYonppriesy ThafueernhQp irenaivepan @V@eﬁhvlseﬁéet RSt d1e¢n0(y9t1@pkem0) I'n

particul argenctrﬂﬁmu %Q{em%@@ &9 HAGERLE iro@idep T@% {80052 %rsé’o%t n ? ex%y(sl%%a‘;] or at step

108, i.e the public and private parts of an encrypti t-term
secret) ftom the user 100. In either case, the service provider saves the shared secret in

relation to this user.

20 After exchange of the shared secret, the user 100 then initiates (in this example)
steps of generating key pairs (step 108) and transferring key information to the service
provider (step 110), In particular, the user 100 generates a long-term encryption key pair
at step 108, ie., the public and private parts of an encryption key. A short-term
authentication key pair is also generated at step 108 by the user 100. This short-term key

25  pair is referred to as an authentication key pair in this example because it is generated
using the shared secret as discussed further below.

Once the user's short-term and long-term key pairs are generated , the public keys
thereof are transmitted at step 110 to the service provider 102 to further generate the final
master key (also referred to as a master secret). This transfer can take place over an

30 insecure link, as only the host system 102 that issued the shared secret can understand and
use the short-term authentication key to generate the master key. Once the user's public
keys are received by the service provider (step 112), the user is verified, and the shared

secret for that user is recalled 112, Once the user is verified and the shared secret for the
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aut hentication key pair is also generated at step 108 by the user 100. This
short-termkey 25 pair is referred to as an authentication key pair in this
exanpl e because it is generated using the shared secret as di scussed
further below. Once the user's short-termand |long-termkey pairs are
generated , the public keys thereof are transmtted at step 110 to the
service provider 102 to further generate the final naster key (also
referred to as a master secret). This transfer can take place over an 30
insecure link, as only the host system 102 that issued the shared secret

can u“derﬁsteﬁgg 180fted, U8E sb0Bo J0Rider ' RETHAUEBEY SR K WRordRRET 20 the

mast er key & "USer S are récelve t he service
provi der é.tsh@pcmm)«;y pahaeusuuehe shered eedréti(selp lbﬂﬂd’i‘hhwr*émeﬁdersl@% ese for that

user isr eﬁl%:a egdusléL lo@@ciﬁﬁxte ?glrl léeg rp\é %tfeé el?tggn%rsﬁgqm? g@l% ﬁ:dk ger et for

the 8 us 'S reca VI ce eed nerate its
own short gmramd bateheert 1106 atd l@mgkthc/stpad seansi thgsertiee m'mcieedl()%mmtes gstep 114).

T S CEY B A (0 for a3 O L Bl o Ly 0 ThOQRISLLGARIART | o0 KeY

pair (Step pu Keys e user and using
t he shar e&e%&wﬁcgtzdmcm it gugd rtha/mﬂ:&maﬁ@zexgmdat 'éisa srdcenmsyider'sencr ypt i on

key (or St er se rlﬁta)uthm?t:catlont\/@eyt ! e L8 eéa%c?ﬁu%e-\rp?o nane glbﬁﬁ %QBOV' des

t he aut he ecessary us orrra i'on ‘exc

service kavlantba 'key capfinndtion ealne pubhasdaeaucdmmwd:artﬂmsenkwprowhe usmgvi ce

provi der'’ ter c_enc ion e | j.on val ue

t hat has ﬁjgé’ﬁw a?eéltflagﬁé]}fsﬂ/echg[%rp%% c%d pr OVI gs%n? %’e S%Ead ﬁg&} é)f gener at ed
nasterlOen(xtqpatlﬁbn key, and some known string, are sent to the user 10
(step 116). T er recelvestheln [ i on r.9m t he
service provid Tﬁrzrecff%eélﬂﬁe oy (%%P\r/{? g)eseﬁtr %@%’Eﬁ Sje%géeh%gﬂa?reiro?n and

| ong-ter mmuﬁingahé(mcapdv@ahehmmtdné longstennt putdierkeyrasidegendratys (st ep 120) .
Wth this nmaster

AR 0SB Sh Kokt BS, MRRLOHET 160 ey ROt TR, (57
t he mast ecorfiemationdvaluedstam 09).0fn thi"seemﬁp}e; the key canfimeatioh lvalue kmm}vbe gteri ng,
I RN T KU e AT N
trusted, apsh by the fsedasdiiedertibaprosideedf theiksy cdnfiyhaipntvalue dogsrmotriesiy,t he
COMEt! bbb 1y TGl BRShAO0E SR RRA £ e 5 e A0, o
\s/ g: :/:c |Cgs ZQK;?@EZ b@l@;ﬁro:ﬁﬁ;é R Cf]ﬂ?i%%]tmn]_heﬁﬁ@ﬁ%lﬂﬁ&le@*ﬁﬁ?’ﬂhi@{]&:ﬁ@w Vfg’;g‘bﬁt ges 3 age,
(step 12 4)1 ﬁﬁ% éf c? g\ﬁs usetr, gpn EF&%{%\a mal ey contrirmatmn valug l?aclc{il the service 9
20 provider (step 122). The service provider receives the message, verifies the key
confirmation value and marks the user as ready to go (step 124). This aliows full data
exchange to take place from the service provider's point of view (step 128). On the user
side, once the verification message is sent there would be a slight pause in transmission
but then full data exchange can begin (step 126).
25 Transmissions may comprise e-mail messages, HTTP (hyptertext transfer
protocol)-based traffic, such as XML (extensible markup language), WML (wireless
markup language), etc., or other types of traffic,
In some embodiments, the host system is capable of sending a data payload in a
message sent to the mobile device before the final confirmation value is sent to it from the
30  mobile device. The payload in this message may be a service book entry that defines the
host service at the host system. [n some embodiments the service book entry may be a
UDDI service entry that defines attributes of a host service at the host system being

accessed.



exchange to take place fromthe service provider's point of view (step
128). On the user side, once the verification nessage is sent there woul d
be a slight pause in transm ssion but then full data exchange can begin
(step 126). 25 Transm ssions nay conprise e-nmail nessages, HITP (hyptertext
transfer protocol)-based traffic, such as XML (extensible markup

| anguage), WML (wireless markup | anguage), etc., or other types of
traffic. In some enbodi nents, the host systemis capable of sending a data
payload in a nessage sent to the nobile device before the fina
confirmation t¢Rat! payl oad in
this message #gbﬂgg&§m§§9§?égmgg%ﬁﬁgﬁ%&gﬁgﬁ g&?lnegg?%&aﬁgégqgng|ce at
the host B¥&t&m» 2userseries@ibed beraiaris gn pmpéeecpfvmer@ gourlentlityt kenpaibe a  UDDI
service e%ér)!mttﬁ@ﬁubﬁ@fcéy%uﬁte&lﬁ RSB te Uy \ﬂ@l?f] ei%gf cf)% réerdd' §gSt system

bei ng accessed. be ap £re0| a at t I'ong-term encryption

key pair &@ﬁé?‘é’t"éﬂy B‘}ﬂ %ﬁJ'SF P%Yate kawr t m(I?fiYg the shomm)au@gntwemkewmrherel nis
an exagpl eQfrefeft 0 © pyhl i c key
or 1 on At iRt 8 aB QR Bint encyrtioh Ky (55 ghlubed oy MIERE! Bk TEEPUE! L° (7Y ¢

publ i c keysearfd dascﬂqusheremlsms’eﬂmpéﬂwf Bpisi gerarally, asqq@ndslmrp@umhmm the

g s e e b e e L U PR
an exanpl &espopnd W@lng@WéiedieVy Algp, é@&:b’nﬂ-tmwnﬁaﬂmn Kehrizi generited bpabl i ¢ key
bl 1 o Koy un iy (8 peRtee LR o WhER BRI E LCPEAAE ok PnBR, O ey
pai r d@neeneedybs third I@Ecp@mdwbﬁﬂnyh*( Eut@)lc ke pewiow iand therpivetddiey magiodescri bed
publ 1 ¢ ey haf VAT £efed JRUE b ARIELA b » Bukckle Y. Pfinty"IBTE T "F,
gs a thi réhqgu@m wth@eycaanm(ca en%yptmanbquxmmem@d 1Si the beapdyparty(eg., thaort -t erm
ot gent | gkl Plfoglg%r?gsc&aé& cyga);léreffﬂgé ab Blabnofl o1l Bl Qne?&ﬁyan?%@zgl%pgmpaf vy
gener al | Y, Wharefﬂcihfr ptﬁvhk bsy padion andvheprésiate keh poiob therokem Epocibrrcmtoaznd t he
a2 P ourB bl Rl BhaRe eS¢ AR b T el ale el g ' 20
second keyeqoad key msllccm@éea usere pychsg elhscaibeddia by exmaqblel arbolvdf]e)r exarvipee above,

o o S VRPN RS\ ERer e 1 Lhe exanple bel o Turning o

Turnmg to Figure 5 there is shown a message exchange diagram showing an

exemplary set of data exchanges for generating and verifying a master key, where the

20 service provider is the initiator of the data exchange. The steps within Figure 5
substantially correspond to the steps within Figure 4, except the service provider takes the
first step. This example highlights that either the user or the service provider can be the
initiator of the data exchange. In this illustration one end of the connection is considered
the user 100, and is labeled system A - service consumer. The other end of the connection

25 is considered the service 102, and is labeled system B — Service Provider. Between
System A 100 and System B 102 is a message exchange over one or more data
communication networks 26, 28 and 64 such as illustrated in Figures 1, 2 and 3. Similarly
as shown in Figures I, 2 and 3, the user could be 2 mobile device 30, 32 or 48, or a Host
System 20, 22, 46 or 60,

30 As shown at steps 200/202, the service provider 102 contacts the user 100 (in this
example) to exchange a shared secret. Alternatively, the user could initiate this
communication. It is contemplated that an administrator within a host company 102 might

contact the user 100 and inform the user that the user has to perform some action with the
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exenpl ary set of data exchanges for generating and verifying a master key,
where the 20 service provider is the initiator of the data exchange. The
steps within Figure 5 substantially correspond to the steps within Figure
4, except the service provider takes the first step. This exanple

hi ghlights that either the user or the service provider can be the
initiator of the data exchange. In this illustration one end of the
connection is considered the user 100, and is | abeled system A - service
consuner. The other end of the connection 25 is considered the service 102,

and is | abateededdt BeiBFpRvide®e ¥ing Qny kuidble lethoBetvERroroYRl &MBndvel Y and
System B 102 ig,a nmessage exchange over one or nore data communication

d
net wor ks FoutpEbandacogununifeionssaliepy, BIovided (P SAME Qi cyitable meed e Sl arly

as shown ghareli@etetes phnerded Bl 3xchhAlRd YSSHs ROUInd 28) a TAPhistecHfshare 30, 32 or
48, or a Host Sa/stem 20, 22, 46 or .60. 30 As shown at steps 200/ 202, the

servi ce pPERITEERT $4yes 105 pliasret seoptia agsish in engtyplign key gpaeratiops ddiedptively. exchange a

shar eds seg gérvich k@Aideal 0/ ecelvaQ s’é&étrpags%_idi(ﬁﬁai’édt se@ks rlob the uPMONI cat i on.
| ated that, an adm nistrator within a hoSt conpany 102 m ght

It is congen \ _ ] _
contact t iﬁ@%@’éﬁs%@@s%ﬁff PIATIEFT IR YeR e ghaed seprgtin reltion detisis®- t o per f or m sone

action wth therer bhahRrEdhe fare8lse g MY sRLRY Bféﬁﬁer Ul 09 i@BYe 3Mi higbl e met hod
sel ect ed frorI’;LeS)he extensive |ist of out-of-band comuni cations al ready

provi ded, SBFPEd HEPSRL [peRerating <ah PRrrEEn 8t 2phEansiwinedksy Jeforaation &0 Gener at ed
and exchapgedod 4P QOQQOI@?%_&&Q&) theT 88viddS BlovRTIRN §leratdsCh ShERmAND Saves

the shared secret to assist in encryption key generation. Alternatively, 5
the sé¥vi auhspfiealion key paiyand grlonediewn oicrptisnkeyatairgaian I d Thiskareaondscret ) from
the user #0&yp 108 hBhd-bgr case, the service provider saves the shared secret
inrelation to this user. After exchange of the shared secret, the service
provi der 102 d2nseithi ervigeargviger's phost-tea anfplong-tesn &pis Pyfs aye aencertadndekey pairs
(step 204hughatkeld ABROCLE RGsiiBYd b [HRTIBLARP 208 bMNErhdt SRherd@Und BhFP 206). In
particul ar, the service provider 102 generates a short-term 10

aut hent | cERMEnkardglspaferredig as 4 waYertseereh.e ddisyimnbioncitelpkp plage pwrep 204) .

Thi s gor r a5RARAMK & BniFHRPovHAR of fhe Shal Rcdt wiliE be Eﬁ]ghosxﬁ{d\éﬂs fig Qﬁf@ébdef' S
short-term and Iong-ter.m,c[le{ pairs-are generated, the public keys thereof
ar e t r ansHieshayteppaytheaticption kesto gpnepiisthe mastenkey hEhe sgatiesrgevider'hpublit nal

mast er Keyeysahs Retibdehy ol Lfs.Qi', and & %ﬁ%ﬁ&%%ﬁ? rt(ﬂ/érif%;mé[ Ecg%iéﬁ@&gt L gan take

place over "an 15 insecure link as ~the owner ared secret would
be abl e t &xngefebansithaidt hipd shased sepigbsagerbintmamennisten 2A®nt Theaséraecallethe t o

generate {heamRshebhr iﬁgtyserv-[&epréﬁaéfi 192 aftd ge\ﬁggﬁg a %h&{!{%hh Guthentication key

20 pair using the shared secret (step 210). The user also generates a long-term encryption key
pair (step 210). Using the public keys generated and sent by the service provider 102 and
using the shared secret, the user 100 generates a master encryption key (or master secret)
as shown at step 212. After generating the master key the user 100 aliso generates a key
confirmation value by combining a known sfring (i.e., known to itself and the service

25  offering) with the master key (step 212). The user's shori-term public authentication key
the long-term public encryption key, and the key confirmation value are sent to the service
provider (step 212).

The service provider receives the user's public keys and key confirmation value
and verifies the sender of the information (step 214), and also recalls the shared secret for

30  this user. With the received public key values of the user, the service provider recalls its
own saved private key values for this user (step 214). Using the received public keys of
the user and the service provider's saved private keys, the service provider can now

generate a master key (step 216). After generating the master key, the service provider
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keys are received by the user, and it checks nenory to verify the service
creation is expected and that it has a shared secret saved in nenory (step
208). The user recalls the shared secret for that service provider 102 and
generates a short-term aut hentication key 20 pair using the shared secret
(step 210). The user also generates a |long-termencryption key pair (step
210). Using the public keys generated and sent by the service provider 102
and using the shared secret, the user 100 generates a master encryption
key (or master secret) as shown at step 212. After generating the naster

key the user v&iRs a{eszebyg@aﬂmleﬁ valuk 8Y cale@itie! I8P Rey! ddrigindtion GBI Ni ng a
known strin nown to itself and the service 25 offer%&?) With the

mast er keyS‘g%E d‘n?‘f‘?)smn?ﬁéd dsependy engipq magsrrkep i compatinb Hepeind thsn key t he

| ong- t er MRkilbd iy ROEEMRALIbIOVAlEE Mep 21H). TR %?%oﬂﬁﬂlfahérﬁ@élﬁe%eélﬁt Y&ifRre sent to
the service provider (step 212). The service provider receives the user's

publ i c keyRe sreried MpstEl KeY itk BRSiSialand it Enepswesd ok somepse SeAIEE ©f t he

I nf or mat i QBmprotRR 8 4dnnediich. a'Iﬁﬂler?e(?aMnﬁnﬁejﬁgn %ﬁ{ee&é%f@t theOhastat0 this
user. Wth the received public key values of the user, thé service provider

recal | s | FECTEAN 58 Cﬁﬂ?l@%ﬁfb VRU 28y thgeservies propidar d%rseq@te;ﬁnmhav Usi ng

the recei \é&qhﬂutwnl Vel DY @fthe mle(stéﬁﬂ 8)anfle hALILA REmRERW (Ctef 28) saved
private keys e service provider can now generate a master key (step

216). Aft é’Pﬂféjé keyj sqptimmpsonyaibe g ks threscrafe prewdgras vrade o £a gstepo?
ver| fies b ks AR Gkia QoAb B ARLCHIAUBebd S0l JBY QN I rmati on
ey

val ue, usi ng the known string and the newly created naster and
Corrparll ng 2¢4 é@éﬁmemﬁmffe%éeﬁmae toe yerifispiidn messags s seal ihere(v@v@@ezle) | f

the key copisk ifRidsARskA! B’b? tf@ﬁ?@l 884 ex¥fdngf Yan betgﬂe(st%)[B Qgﬁeqn MRS IGdes €Y 15 not

trusted, and it is assunmed that soneone’is tr conprom se the
connect i orill p¢ the peer F@@}/mB@Fﬁﬁlﬂlcrﬁﬁtldé'fﬁ eXQHRRES; @d@gmﬁgﬁ opyfirmatien senkto de

encrypt i oRdt@Yesihive@RRid@ngdesval i d and the service provider 102 sends a
final key confirmation valude back to the user (step 218). The user

recei ves the nﬁ@@%@}@l%ﬁ@ﬁ compyjse e-rjadipgsiages, H MPKWem&w&amomon ue, and

mar ks fshe V S el full
dat a exchéﬁﬁgg t’%agﬁqta ?:%Beﬁf ge%% e rgasr% (aﬁ%&g%)f vpg\?éle(% Eirlgi]{).{(S) 222). On
t he servi é@g@ﬁgpbﬁfpngr@ @éypeanf:teafﬁqwe verification message is sent there

woul d be a pa s n be n
(s'ltjep 224) . lIon ﬁgiﬂéascgagas?at@%vﬂap (Beé tr{}éal%ﬁgjsekJg %ﬁg?& S‘lﬁ?{?ﬁg‘?g&gﬁ F%z g|

dat a exchariggin ths asdiaspftvgred iy caoming onath erersmary approadheshowsen Fipes4, have sone
advant agegypel mnfggl RO IRia%r GRRY 'eRhafize e AGSRAITRars ThIF e ger text

transfer protoc
20 discovers a new service and wants to access it (step 300). This might occur via a UDDI-

like service, through a corporate Intranet service, through browsing the world-wide web,
through conversation with a friend or through a phone call. Once the service and user
have connected, they exchange a shared secret 's' that only the two of them know (step
302). Exemplary methods for this exchange have been described in detail already. This
25 shared secret 's' will be used later like a PIN (Personal Identification Number} to
authenticate the user and the service fo each other. When the user is ready to access the
service, the user (e.g., in software) generates a long-term key pair for the requested service
(step 304). This long-term key pair is one of the key values used during all for future re-
keying operations. For all of the mathematical calculations in the remainder of this
30  application, we assume that all parties involved in the transactions have agreed beforehand
on a group G, of size order(G), and an element g of G such that q = order(g) is a large
prime number, G and g may be publicly known, i.e., they do not need to be kept secret.

Exemplary mathematical calculations to create key values are as follows (using a SPEKE
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15 based traffic, such as XM. (extensible markup | anguage), WW (w reless
mar kup | anguage), etc., or other types of traffic. Figure 6 is a data flow
di agram of exenplary steps carried out by the user (e.g., wthin the user
software) for carrying out the exenplary approach shown in Figure 4, when
the user is the initiator of the key exchange. The first step occurs when
the user 20 discovers a new service and wants to access it (step 300). This
m ght occur via a UDDI - |ike service, through a corporate Intranet service,
t hrough browsing the worl d-w de web, through conversation with a friend or
t hr ough arrpﬁnodt)earmlarlrﬂilﬁ tifonsemplary caleuldiic® sioveh HesR¥ utiliza ¥ emustiphetiot grdup,t hey
exchange t s that.onl et of them know (step 302).
Exenpl ary%rrvé(]ﬁ ode artent%%%ﬁtusa%eeféﬁglﬁtboéls ﬁg‘t}égeo‘@gvfﬁ\%d’é‘s‘ésﬂgﬁ@&gﬁhﬁv P | al ready.
This 25 shared secret 's' will be used later like a PIN (Personal

| dentifi cgt 'kt%E! g riht o¥ a;:t hsntg%cgte t he user and the service to each

ot her. W £ s the service, the user (e.g., in
sof t wase) genekieit Radamlaphgata-m key pair for the requested service (step
304). This Io key pair is one of the key values used during all for
future re- keyi (a!e%n% ions. For all of the mathenmatical calculations in
the remai nder 08 < hikeep3hooyyy diff@tri@n,unies asgune that all parties involved
in the transactions have agreed beforehand on a group G of size order(Q,
and an elenent g of G such that q = order(g) is a large prinme nunber. G
and g may be prHa \iailie)’AkRCtMusei"s Rng-térAeEbEO k&Olor,Ne6d deferfly, KePHuliRCr et .

Exenpl.ary themati CalculaI ons to create key val ues a as follows
(usi ndla’ Eppsged ey el hen SRR REHE S5 bt S Eeaprall) St BHE s hown
bel ow uti kéye a nul tipli catr ve group, it will be apparent that suitable

cal cul ations c Id be carried out using an additive grou Pi ck A
Long- Ter m Key i felepigd Qum{’ a&éfefteSﬂﬁgéI@“ﬁéﬁagm“éhe grime guber a1 1.y cul ate

A=4g | Onée the Zbrlviﬁ@%@y (—‘sf'ﬁélbﬁieﬂlgl i Pf praemé pablie ltbﬁ}ttk Eet@r&%dl(i e.FRe, walue 'A is
t he user ) Iong erm[) @I n& nore gener al {L@ first public 10 key)
and the vEMYAE Key 2} is spored fyews Ysa di‘FgQ‘tbe‘F rlﬁ’)pﬁ vafeenpially rpsmitied e Mener al |y,
first 1gri \g@tqeeprléﬁuar The seI ected nunber '"a' is greater than 1 and Iess

than the prine ng . .Once the rlvate key is selected (i.e. "a")
and the public®g Wesmgreﬂtertao@% kay Rair IGAISy gepgigded érrltﬁaltserkﬂé g omthej 5 st or ed

securely, skl sedier ' WRlpi I06K AYsingy sithBar QNENELHR! Vo RBNSPERE RS deferheltR

method, exemplary mathematical calculations for this step are (using, e.g., the same

assumptions for q and for 'a' (as now applied to x) as before):

20
Pick A Short-Term Authentication Key Pair (e.z., by User)
Pick Random x, 1 <x <q-1;
Calculate X = s%;
If X=1 keep choosing new x’s until X < 1,
25

The value X' is the user's short-term public key (or, more generally, second public
key), and the value 'x' is the user's short-term ptivate key (or, more generally, second
private key). The value 's' is the shared secret,

The selection of ‘x’ is between 1 and the prime number q — 1. The user software

30 then sends the public key values ‘A’ and ‘X" to the service offering (service provider) as
shown at step 308. This step proceeds to (A) where the service offering receives the
values and performs additional calculations, shown in Figure 7. Once the service offering

has completed those calculations, it returns a similar pair of its own public key values ‘B’
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15 service provider. A short-term authentication key pair is al so generated
by the user based on the shared secret's' (step 306). Using a simlar
calculation followi ng a SPEKE key generation nmethod, exenplary

mat hemati cal cal culations for this step are (using, e.g., the sane
assunptions for g and for'a" (as now applied to x) as before); 20 Pick A
Short-Term Aut hentication Key Pair (e.g., by User) Pick Randomx, | < x <
g-1; Calculate X = sx If X=1 keep choosing new x's until X o 1. 25 The
value "X is the user's short-termpublic key (or, nore generally, second
public kemd syerdh b ey Véfingatiok' val'u@ tdf A€ uéé? ®r v%rlﬁ&gﬁﬁ (s&e?r?;rf?o{s'd s@ﬁsﬁ#(ey (or,
nmore general ly, second private key). The val ue ared secret.
The sel ectfHKT Belowsin cqraedsion with Kigures detlth Sb?th@ lmmﬂ@rm §igure®, coing user
software Rfh Fher ’ﬁeﬂg%ﬁ E’cﬁntp;h@hécp iske t\Sausy% r@ Ya[Fcﬂcregfe a st ReyS €T Vi CE
offering (service provid é% shown at step pro eeds to
(A) wher e ¥h& Seradvensed PPERE ?Pé‘:“#f’é'e@ﬁ \Pé’sustnlﬁémthvaf areks’ Ya igetperté ggnemteaddi t i onal
calcul ai npl et ed
Chose. cal o MERces. 40 R He ool iRyl F R pn B0 o0 R TR TP 21 tes
"B 13 arfecreoy: Ui b seek eprecdently rimhe rgrkey a¢qyenqecsh@m latese rAnf @qemplem fication
(step 312)pAkr Hﬁﬁﬁ&zm%yﬁmgﬁg bel ow in connection with Figure 7. This is
shown as i nput eﬁﬁ Figure 6 comng fromFigure 7. At this point the
user is able to use B' and "Y' to create a master key using, e.g.,
advanced Sﬁﬁﬁﬁugﬂh& j ing both "B' and "Y' together to generate
5 the master thod allows for the inplenentation of
per f ectl f or war 8 éécrecy This is seen nore clearly in the re-key sequence
shown later. Ap, g@@ﬂplary mast er key calculation is as follows: Calculate
Master Key (e.g., by User) 10 k 1 = Y"; k2=B8; check that kI, k2 !=0, 1,
or order((%-l'ckwkﬂﬁh%hk@kw LIWRQ&Kﬁhére 11 is a concatentation function.

k=hash (k1| k2) where|| is a concatentation function.

15 Here, X' is the user's short-term private authentication key (or, more generally,
second private key), and 'Y' is the received short-term public authentication key of the
service offering (or more generally, fourth public key). Also, ‘a' is the user's long-term
private encryption key (or, more generally, first private key), and 'B’ is the received long-
term public encryption key of the service offering (or, more generally, third public key).

20 The value ‘k’ represents the master key that can be used for encrypting data
between the user and the service. The value *k’ is a combination of the intermediate keys
‘k1* (based on the short-term authentication keys) and ‘k2’ (based on the long-term
encryption keys). An important check can be made on the intermediate key values of k1
and k2 at step 314 to verify that these two values are not 0, 1 or order(G)-1; otherwise it

25  could mean there is a security attack being attempted 314. This attack would result if the
key were being forced into a small subset of total possible keys. If the attacker sends an
X=0or Y = 0, the communicating parties could get a resulting key value of 0, This quick
check will ensure that an attack is not being staged. If however the value of k1 or k2 does
fall into one of these small subset groups, the negotiation for a key can be aborted 316.

30 If a subset attack is not detected, the master key ‘k’ can be used by the user to test
the key confirmation value sent by the service offering (step 318). One method for

generating a key confirmation value is to hash the key with a known string such as the
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15 Here, 'x' is the user's short-termprivate authentication key (or, nore
generally, second private key), and 'Y is the received short-term public
aut hentication key of the service offering (or nore generally, fourth

public key). Also, '"a is the user's long-term private encryption key (or,

more gener giiky in fe rp%t)llcpkéy)/ ale AL¥lem éﬁé}? caRulatidh w"f?:strlge?edoﬁﬁtqndti‘aﬁgialuker m

public encryption Key of “the servic fering (or e generally, third
publ i ¢ keyyould®eThe val ue “k' represents the master key that can be used
for encrypting data between the user and the service. The value k' is a
conbi nation of the internediate keys “kl' (based on the short-term

aut hent i calegKdvaYofiranadon Walue( based on the long-term encryption keys). An

i nportant check.gan. be nade o i.nter i.ate key val u s of ,kl. gnd k2 at
Step 314 to ver KGRI THBvo bt PSS RIURIGy B 1°oWhe Gentegett

ot herwi se hf” cAmeGauh the J&Re bifaie, hfd &’ SaB&Totdmadlet RGK bei ng att enpt ed 314.
This attack would result if the key were being forced into a small subset

of total possible keys. If the attacker sends an X =0 or Y =0, the

conmuni cati ng Parthé GstveaRed Qerﬁﬁkedqce&%%ﬂhﬁﬁmn&gme\f@%@ d@,f:s IQot IS (sl ck
check will ensure that an attack 1S not being sta&m&z% however the val ue

of k | or R20)dsasccivedikey confometien witus Hesdl is ingpirecs Aaupenrreetiey
negotiati Og'%Jf%at?onkx%Y c%ﬂld&ﬁea%qgg £Hanh thb%’lfl{i]lfe aﬁa&”@rf&y‘r?ea& &5 '&ﬁ&ksﬁn‘)t

det ect ed, mast e can be used by uset

confirmati bmng/attempfsén”fhebypdrdttmnswm/beeaboftédaliri rtlgs (csﬂee@steﬁl@Z) Dnthe rtwbhod for
generating a_key.confirmtion |sto npown string
such as th‘éonﬁfﬁx% églufsnn}ai;fg‘ FBIEFB‘I lska?umﬁ aﬂ?"’R gﬁl %/%‘{’f‘ilth&‘ﬁa%aﬁl iFon to
test key ceumﬂihrslmt(stemsml TR 1inkQinelrke@ as V2idtaniK@fter@QaRbit BETRY wilbeViaed €or
"Received hA'" = hA = hash ng 11 bytes of public key "A") where "received
hA" came fSURIVNEALORS (Heped ?f[éﬁ“ignée ngWh gquerafed \teﬁécqf@eéqey,rf&w&r K. 1f the

sof twar e’ spgenslatRr kit Rl CERBRON Tﬁﬁlfyﬁo&s%ck/eo FHARS6 Rfowid GPel( St ep
320) the recel ved key confirmation value, then it is’incorrect (step 322).

An incorre@®- iddigr aclgwf mprrents paustal-ge t@@muae theagpnfiypation llﬂra”ﬁceil‘f?dtbiéﬂm ddl e
attack, org @hersatl ?8%& P)e d4 ‘}I'he operation will be
abort ed in '?ﬂ?%o casg Fst eep E?gm fé){&ﬁan%%h%me&% mat i on val ues match,
then it is assuhey stiteic encﬁ'ypltzloy améodﬂcerptmmlmelrlwsls beebe wed ablencshﬂohn(ist ep
324). The Iénktls mate ed %S]F and atter a shori dela 2/I r&ﬁ used for
communi cat SSH2 (L Ese3 8 i e’tlﬁé’ A 3 RS & % IPVEET I %Rey, the
user SendSmeﬂlbﬂaShkb&h@lebeﬂﬁkd EfcritonSRinda e AR efeddrdbinfortfation PalckRig back to
Figure 6 fg é)WI ng | abe
tandards ubhcatlon 197. November 26, 2001, National Institute of Standards and
Technology).
Figure 7 is a data flow diagram of exemplary steps carried out by the service
offering (e.g., within the service provider software) for carrying out the exemplary
approach shown in Figure 4 when the user is the initiator of the key exchange as shown
in Figure 4. The process starts when a user contacts a service provider ‘out-of-band’ to
exchange a shared secret (step 398). This corresponds with step 302 in Figure 6 on the
user's device. This out-of-band exchange has been discussed several times and also
provides a level of authentication that the user and service are who they say they are.
Once this exchange is complete, the user is free at any point in time to contact the service
to begin the process. Once the user does contact the host service, shown with message
(A) arriving from the user's flow chart in Figure 6, the new user is verified (step 400).
Since a service provider might have tens or hundreds of users wanting to start using their
service
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(C. After a few nonents pause, i.e., to ensure the confirmation is
received by the service offering, the user can begin to exchange data
(step 328). Any suitable encryption and decrypti on nethods can be used to
encrypt and decrypt nessages using the master key. such as symmetric-key
encryption/decryption methods |ike the Advanced Encryption Standard (AES)
(Federal Information Processing Standards Publication 197. Novenber 26,
2001, National Institute of Standards and Technology). Figure 7 is a data
flow di agram of exenplary steps carried out by the service offering (e.g.
Wi thin thg efhies ﬁlepsfeﬁﬂde%év@é?fxé E@sglea uh@ th€ AEdrVdeBHos MY willeioCX SRl Y
approach shown in 4 when the user is the initiator of the key
exchange ¥&" o‘%ﬂi‘? Og'glrtﬁélﬂr@* Sfcrelﬂi?é beyroerehanged it mayumesn wrykige, avdnt acts a
Service paly sihedd seeidls-iightonBdl be hdgeattchange n@m%i'%‘? QelsSEME %er(tﬁ‘setg 398) .

This corresponds with step 302 in Figure 6 on the user's device. This
out - of - batfnesk O¥E b tlﬁ%&spe"d‘é‘% nl ki v ebthe grsseags allews ke serviee Bowder tar ovi des a

| evel of aad ke 'ﬁEWQﬁér' 88 vETkhat B%df’&ﬁé’&ﬁ@f‘&lﬁ?fs\’ép%ﬂﬁrlﬁ Mests&%% gay they
are. Once thl% exchange i s conplete, the user free at any point in time

to cont actethreblie F]?Hr't‘%"m fushentgstion kevewhich ixlnsed fﬂﬁb@shaﬁé sepsg (st ).cont act
the host SR Mbkae SROMALMsHRE: ARSSABE. 1&@)& %ACY;[@EI% R%P@leb g0 u%fchs flow

chart in Figure 6, the new user is veri service
provi der fAgR% Uesl @ dhen Enpismentation delscrepte pedes fmmd ﬁ@f% ‘slnear Ie-iwyl ng their
service 1§m§moﬁpMkéﬂgﬁiE%@@gﬁﬁﬁ@lce provider is passive until the user

deci des he wants to star service. Even though a shared secret has
been &%changed herewisefteriameenguicy allongrtemn capryption key peinfratiitiussadret s ni ght
even be pphgRd sﬁ{uﬁa?rto Stﬁénfonﬂmeéncgfpug@%y gglr cpe% eHVﬁ\{yr thb "’Usétsgs{e gepnnect over
that tinme_period. The arrival of the ness the se )rovi der to
5 find thEx w}«wg@ihea%cabeqlqu!aylomsﬁatcreateshmseedces@&negs loni-tsrmg e(lcsymmom I'n

t he nessa I |, rm aut hentication key, which is
based on ?ﬁghgﬁggggmgﬁgézﬁ ?%?ééﬁﬁﬁg§ﬁ %ﬁé nmessage al so contains the
user's public | ong- tern1encryption key (step 400), which can be used in
the | mpl CPRRUALOANThS REPPP BRI k(s secrecy when re-key

oper at i on% e service offering generates a
| ong- tern1encﬂ?ﬁtR@#OWéylﬁér?Qfmr this user, in a rmanner simlar to the

| ong-term encry, ?&ﬂ&@B -pair created by the user (step 402). Exenplary

mat hemat i cal culationhs to create the service offering's long-term
encryption If B=1, keep choosing different b’s until B < 1.

20 The value 'B' is the service offering's (service provider's) long-term public key (or
more generally, third public key), and the value ' is the setvice offering's long-term
private key (or, more generally, third private key).

The selected number ‘b’ is greater than 1 and less than the prime number q — 1.
Once the private key ‘b’ is selected and the public key ‘B’ is generated, the private key ‘b’

25 is stored securely, and the public key ‘B’ is eventually transmitted back fo the user so he
can use if in his calculations.

The service offering also generates a short-term authentication key pair based on
the shared secret (step 404). Using a similar calculation following a SPEKE key
generation method, exemplary mathematics for this step are (using, e.g., the same

30 assumptions for q and for x (as now applied to y) as before):
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key pair are as follows (e.g., using a SPEKE nethod): 15 Pick A Long-Term
Key Pair (e.g., by Service Provider) Pick Randomb, 1 < b < qg-I; Calculate
B=gbIf B=1, keep choosing different b's until B O 1. 20 The value 'B
is the service offering's (service provider's) long-term public key (or
nore generally, third public key), and the value 'b' is the service
offering's long-term private key (or, nore generally, third private key).
The sel ected nunber 'b' is greater than 1 and |l ess than the prine nunber q
- 1. Once the private key "b' is selected and the public key "B is
nd the public key
"B is eventua ac an use it in his
cal cul ati ons. Wﬁ%R§@PWﬁee<dFFEhlng al so generates a short-term
aut henti cat i oncl{@atpgi=s»based on the shared secret (step 404). Using a
simlar calculatjon following a SPEKE key generation nethod, exenplary
mat hemat i cs f of Ythi-deapgposiney’ (s ¥6=> le. 9., the same 30 assunptions for g
and fog x (as now applied to y) as before) 16 Pick A Short-Term
Aut hentication Key Pair (e.u. by Service Provider) Pick Randomy,1 <y <
g-1; Cal cul at elhp valeey!Y'|is the seryice |fEping'h depstiey Pipvislexmt publiey skest-erm 5 The
val ue "Y' gk \, )t I hort-term
aut hent i cattlﬁeg?li%log%%ﬂ&emnggfgggekedri}grgml&ﬁﬁﬁsﬂcﬁ)ﬁ&ﬂ tlﬁj%u‘ig ?HQ s 1c'\ts'he val ue
'y is t heffygigs |p6éate Wﬂé?mﬂ@ntwﬁw&w (@h@me g@@raﬂyafwrr@mwa@dwbn key (or
nore general | f rdvat of en 1 and
ot p?. neral | Yrne seregﬁém ny i@b%g-{&@ﬁl)r and B SERERILRAR G2 1. e bR
event U8l | yalpgs §eﬁ‘tld 9] Vt'lﬂee‘/%@ﬁlﬂbé sqérﬁ@ﬂmléertmemm the uswiﬁ oygismester key. The
service oL&erlng then uses the public keys "A and ' X received fromthe
user, and'the private keys just calculated to generate a master key (step
406) . By usi ngThsoetyice afferingrifern yees the pelliedeys ‘@’ geh6¥ acwivehomebe eser.key t he
encryptio T e perfect
orvard oo ae Bl RZAICRRE] 3lendtie bR Ry G6Y ARY. By it &

and ‘X" together to generate the master key the encryption method provides perfect

15 forward secrecy. To provide perfect forward secrecy the implementation also uses the
private keys in the re-generation of subsequent keys during any re-key sequence. An

exemplary master key calculation is as follows:

Calculate Master Key (e.g., by Service Provider)
20 kl =X
k2 = A%
check that k1, k2 !=0, 1, or order(G)-1;
k = hash (k1 § k2).

25 Here, 'y' is the service offering's short-term private encryption key (or, more
generally, fourth private key), and 'X' is the received short-term public encryption key of
the user (or, more generally, second public key). Also, 'b' is the service offering's long-
term private key (or, more generally, third private key), and 'A' is the received long-term
public encryption key of the user (or, more generally, first public key).

30 The value ‘k’ represents the master key generated by the service offering, and it is
the same as the master key generated by the user. This master key can be used for
encrypting data between the service and the user. The value ‘k’ is a combination of the

intermediate keys k1’ (based on the short-term authentication keys) and *k2’ (based on
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private keys in the re-generation of subsequent keys during any re-key
sequence.. An exenplary nmaster key calculation is as follows: Calcul ate
Master Key (e.g., by Service Provider) 20 kl = XY; k2=Ab; check that ki,
k2 1=0, 1, or order(G)- 1; k = hash ( kl D k2). 25 Here, 'y' is the
service offering's short-term private encryption key (or, nmore generally,
fourth private key), and 'X is the received short-term public encryption

key of  théedeugten encryRsion kgemrermimprtanteboticrap b made ety intpypdiate gy i s t he
Service of fv?ﬁé éﬁ }&& RYat stt 4{68% 'v &é@h#ﬁﬂesg Qo vz{mers%g?[?& & i’llo} Yrded 8

private key recelv ong-te Ic encrypti o?ﬁkey of
the user (otherwiesr @ cgeldenaahltygrefls a&thmzb Iattm:kldmmg at@ﬁlpﬂélde"[\halaueck kould
represents f feri is the

en servic
same as th& ngs{@r ]T<e¥ Werérli’gwgte{g’&egﬁmf’ haesrﬁééls&seith?@o é’f’%stqgé(y g% e used
fo:m encr ypﬂtac]!agr wadearbEtneen Yt he ﬁlercvsnmmaﬁi})gt méas&nldhgana redlitilg k' is a
conbi nati on o inter i ate ke ased on the short-term
aut hent | caff?l%offég&él %% Wlﬁlﬁa%a han aﬂfclf Kot birg Hegerh gﬁ%\”?‘f‘}f fhan keys) .
An i ”portaﬂélu@@ﬂ@%iﬁiﬂio@sefamgoﬁé‘oitth%e'sﬂltaﬂrsﬁﬂéﬁit' Bbs eV neg¥@diief Forof k and k2
at step 408 to verldné@t hat these two val ues are not O, or order ( ) 1;

ot her wi se Fan Reglpge A4H%ere is a security attack being attenpted. Thi s

attack would r Losdt i et of
ot possi bl o Hey b piipekds SEYGAEIE, B ich ef 3F affd Be PPl RS
comuni cat piigringatptiese shecksy | cdnigmtatian velse IStntr’wg theyser (sdpul 60 Orfis mﬂhpé faqui ck
check w || t.hat LL.ac | f hovvev r val ue
of kIl or %eenggaglg o P némdcr’lnev‘rgFe fshesémhst k?y tg%elfnoarrn oslt,urbsg e a?lléehgeotl ation
for a key bytammbae@lu’ﬁlﬁdbdz Bt ECDredﬂJ&h) ofdzfsaraplsmézsethn@tobaﬁi(ai Ssegnat2.dahect ed,

t he master e seryice offerin otest t he key
confirnmati W“ﬁ’éﬁ%&alg‘gﬁfo%ﬂ} 'htg ﬂ%‘@g( J CRpTAEn V- d5d for generating
a key confirmation value is to hash the key with a known string such as the

bytes in the public key "B". Creation of a sanple test string occurs at
step 412. t ti fation to test the string (key confirmation

\éﬁlbij?)c \iivce);I dB't')eh Tesd dﬂyby%%ffbﬁﬂ&tl!&nBV)a' ue h6 = hash (k 11 bytes of

The service offering would then transmit the test string to the user so that it can
verify that the master key generated by the user matches the master key created by the
service offering. The service offering then sends the long-term public encryption key
‘B’, the short-term public authentication key ‘Y’ (or, fourth public key) and the
verification string hg to the user (step 414).

Once the user has generated its own master key ‘k’ it sends back a final key
confirmation value to ensure the service offering knows that everything has worked
correctly (C). This final step (C) is shown in Figure 7 as an input to the service offering
at step 416. If the key confirmation value was calculated based upon ‘A’ and sent to the
service offering (step 416), then this is what the test looks for (step 418). If the key
confirmation value does not match the expected value the operation is aborted (step 420).
If the key confirmation value is matched then it is assumed that a full two-way encrypted

and secure data communication path exists (step 422).
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The service offering would then transmt the test string to the user so
that it can verify that the naster key generated by the user natches the
master key created by the service offering. The service offering then
sends the long-term public encryption key "B, the short-term public

aut hentication key "Y' (or, fourth public key) and the verification string
hB to the user (step 414). Once the user has generated its own naster key
k' it sends back a final key confirmation value to ensure the service

of fering knows that everything has worked correctly (C). This final step
(O is shuwdReKer DA Blow ﬁgeﬁﬂei nput to the service offering at step 416.

I f the key con rrmation val ué was cal cul ated based upon "A and sent to the
servi ce of f erilfigtt Stizp dapefow disgrmy showmesexgmplarytsps madin theory E8s (st ep
418) . |I'f iiBinkeiwar®aos 4 F0RY 'sé%eiyc%lwlﬁn d&@&raﬁfﬁ& aﬁ@ﬁe@ ey RGnEXRAGAMRL val ue the

operation_is aborted (step 4 confirmation value 1s matched

then it i dhgeisdiadigustl. 4 apdipy Tbmlrmuré n%qstj/m%@e ulilify of seing thedenea
coMuN Catek@ @nd??ﬁnlfln ﬁé@ ®dleRatlcsthe f?nﬁ%ntau&tg oﬁﬁlﬁ’e@%lw sEat&. e prosaguence

Figure 8 is a data flow di agram show ng exenplary steps 'within the user
(e.g., wim Rheasitheraheyser oy the sqrcg pifering fedfrce newh ey is sepaiired- aForriis anot her
key in thgwgiw WOMIERsumd mbmﬁétrceérﬁée bﬂawﬁbrgﬁértﬁx%n arfertPfbtich k%héx% rocedure
illustrates the utili of usin ong 5 ter encryption key o0 enabl e
the i npl eHBAR aHP‘ﬁ?’t’%fth%%Flﬁé@%ﬂYfﬁg*WM s gecpeyptionies rmglaid@srg genaraied- s when
ei ther thendiser m‘i'ght H&ﬁieﬁﬁeﬁ‘ft’ i€ %nﬁffaxeﬁ bW 1hE Bl ARerr REVICK G gtlt halSRML T €d.  For

this exanple we Il assunme the host (serV| ce prowg ?l?{ I'S running an

encryp?i owak?é%ﬂe@ﬂ?maﬁ Yeentiying o atfaskanddetermine the carrent kenyalest h¥hatgygyhet he
encrypt i opgsk %ynew @htis @elréae ABED GhiGhEHethod Bt %ron%gpﬂga?ag%&%&l ia%% it is

time for a new key, the uder or service m ght have at “soneone
has been ?Nehlgedtteg%[ﬁ%kewfﬂeterm ne the current key val ue. Whatever the

case, a new keyg éh%wg‘?r?ihe%gzam?ggf ?1%5'1@;8?% lﬁgtr&@\%'t mEel%sb?Cthé)Qsc} he original

shared secret, can be use n the
exanpl e ofhempeydeades tocut enk\eyeyr(etqné%@ D§C¢ll§$§e$tqe‘t$0l§9ultilbeemetpd bothe the user

deci s 1 0ol o BEWikRYI [FURPLABO)THe Qe QHLAR: obER: 430k Ublichp_execut ed

by the ser |ce provi der 1 nstead of the user® e user war e
gener at esererypéion Séoistept4dem Am exty:plﬂarm makepaiict egdculk@adh is Wasebre SPERE y

mat hemat i %g,‘%t SPEKE and uses the sane sequence as
shown bef%?iusgsghg k@@n%hort ermpeEncryptl on Key Pair (e.g., by User)

Pick A New Short-Term Encryption Key Pair (e.g., by User)
20 Pick Random x, | <x <q-1;
Calculate X = g%
HX =1, keep choosing x’s untii X < [,

Here, 'X' is a "new" value generated for the user's short-term private encryption

25 key. The value ¥’ can be referred to either as an "encryption" key or as an

"authentication” key (as was done previously) because the value %' contributes to both

aspects. The selection of ‘X’ must be between 1 and the prime number q — 1. The user

software then sends the newly generated public key value ‘X’ to the service provider 434.

This step proceeds to (D) where the service provider receives the value and performs

30 additional calculations. Step (D) is taken into Figure 9 as input on the service provider
side of the connection.

Once the service provider has completed those calculations with (D) shown in

Figure 9, it returns a similar new public encryption key ‘Y (discussed further below) with
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20 Pick Randomx, 1 < x < g-1;, Calculate X = gx If X =1, keep choosing x's
until X e 1. Here, 'x' is a "new' value generated for the user's short-term
private encryption 25 key. The value 'x' can be referred to either as an
"encryption"” key or as an "authentication"” key (as was done previously)
because the value 'x' contributes to both aspects. The selection of "X’
must be between | and the prine nunber - 1. The user software_ then sends
the new y @é&aererfemaimyalec fosyerfigatian bxtheruser (. This Jg dovwprasymme(E)484.  This

step proceeds.d© s YREl e LBE iSHIY {OCI.%E: %%%B?&%Fpr&ﬁ& N ‘Yhﬁt?v@ftl‘;’ﬁeand

perfornms 30 "additional cal culations. i's taken into Figure 9 as
i nput on t kavisepwividsr'poblei deg-tewi gablef ‘B’ Heeyctormentd aonastedrker at hspsdbvi ce

provi der h onpl et ed .t calculations with (D) .sh in Eigure 9, it
B PIPARRGR L RRE SO R R Ol R e e o

returns a simit
with 19 aaldeyhecosw i‘Wihabgether val geaerbir thy ddelyf theasrceyptiby rhdikodusar pfokdde This is

shown as input (E).in_Figure 8. At this poinf the user is able.to use the
service pr 8'51? ‘Ef@fgm iofedf P C‘kE‘S‘/’"’%dt Wcﬁe%speéfg?tvfo%arﬁr%%e%@nsg‘f)lagé‘?vepong- term
public "B b&QysetRitEdraRd ExiRinFBBt &Jr theievalY Sdr€Bastd On thedbri @il REarariaReced SPEKE
cal cul ations, for, exanple. By using both the existing B and the new Y

t oget her t ndybpE¥EIng ‘Bhés Joapined thahe IS Y ot CHABICHOREYEKGY 19F digfedy based

i npl enent at,} : REREECE 4 o : Per SESH can be
achi eved %{égigﬁg%l(g%ik%ﬁejﬁdgt&g% ?%f‘?‘%lﬁgés I%grchl?{?g S(;nrg‘\g/vm{};géar e lggié)gd on the
ori gi nal shenewdeds wethethe oripid! tshared gt fnly Bn awhantipdseh setvige tuser, Hhatnew ™ Y

to create a. ey. no i td sed.,.on_the evi.ou . i t.onal ly,
t he existi ﬁré‘é] g%b}&koé@es%egrtg‘% gehglgeg os\ré}%gg?v %P dehagfjtj el nqgliectgth%‘é‘?lth%%}r\{%@%g%(ﬁ with the
origi nal skeeét dscTris.is Sah ynoddclewlyhie iHeier atigldryseskey aathemetical tdiatlation
originally os%essed t he shared secret, would have been able to have the
private kelf STEC RS WASEIKYi Kk This is seen nore clearly in the exenplary
re-key mat hematical calculation to create a new master key k': Calculate
Master Key (e.2., by User) k|l = Yx; k2 = Ba; check that kl, k2 !=0, 1, or
or der ( G - 1Caleplate Master Key (e.q.. hpUser)

kl =Y*%

k2 =B%

check that k1, k2 =0, 1, or order(G)-1;
k =hash (k1 || k2).

Here, ‘x’ is the user's new short-term private encryption key, and ‘Y’ is the new
received short-term public encryption key generated by the service provider. The value
‘a’ is the user's existing long-term private encryption key, and ‘B’ is the service
provider's existing long-term public encryption key.

The value ‘k’ represents the new master key that can be used for encrypting data
between the user and the service provider. The value ‘k’ is a combination of the
intermediate keys ‘k1’ (based on the short-term encryption key) and ‘k2’ (based on the
long-term encryption keys). An important check can be made on the intermediate key
values of k1 and k2 (step 442) to verify that these two values are not 0, 1 or order(G)-1;
otherwise or it could mean there is a security attack being attempted (step 442). If

however the value of k1 or k2 does fall into one of these small subset groups the

negotiation for a key can be aborted (step 444).
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Here, "x' is the user's new short-termprivate encryption key, and "Y' is
the new received short-termpublic encryption key generated by the service
provider. The value a' is the user's existing long-termprivate encryption
key, and "B is the service provider's existing |ong-term public
encryption key. The value k' represents the new naster key that can be
used for encrypting data between the user and the service provider. The
value k' is a conbination of the i nternedi ate keys "kl' (based on the
short-term encryption key) and "k2' (based on the I|ong-termencryption
keys). An Irrpqmwsetcah@&ksﬁ@naet@aem(%emnds@@keynk%%gh?efd% ie?afhe neg' ues of ki
and k2 (step 442) to verify that these two val'ues are not O,

order (G - ionﬁr@?t}?ér‘{ﬁ%ée‘ﬁrbyl the gevipeiosing (sandeceptovider) g shamntay S'QQP ok bei ng

at t enpt ed O§1§tn€éﬂloﬂ‘k&) %enlefatlné‘g%x%ﬁnﬁrﬂ%ldﬁdﬂ% @fto |f1!13h0t'he lfcgy JAES RkL 1 nto one

of these small_subse roups t otiation for can be aborted
(step 4443uingdikp fthﬁ‘ab?éﬁ?o%fheaﬁltbél% ey oI ¢ d@zee@xmmch tﬁvrecarlféwmmtlev key k'
can besuse&lmaﬁo%s@ameh@ankey thece.mel wﬁsemgﬁglyfalsgaﬁbeaenﬁf mé éaﬂ‘ﬁla%@r%?ce

of fering (service provi er% as shown™ at & _
gener at i n§OHEirRapnahe dperae @htch/a'herewﬁssecmedq teh 46$iethké9y iniassimed terbewn st ri ng
like the byhes @fp 4908 Qﬂqwo?reﬁ%y%nﬁréano LA ﬁﬂ&r%ﬁ%l fﬁ%;éat' ng a key
5 confirmation vaI ue’ can e Sanme as preV| ously descri

cal cul at e#hijds/attaglorfirispma eihen akagk iebaimeaitempted midthdrwish dhe vegseanensiss wed (st ep
448), the fka¥el %oxﬁﬁﬁw@mdvaﬁ& Lgfﬁtg th@mgsrtérq{ey (l§t([§tﬁp 5@% éfﬁ‘@e} DEGEh&Rh key
confirmation value would nean man-i n-t he- at tac<, or somne

ot her 18t t aelke jssedp thy Samcemmvet%!:r (S@prféﬁmsgveﬁmaheonfmmcge%shawest pointf i nal key
confirmat usj 1{5‘?@&

confirmat :(lﬁc?gn\f? va u?@%ﬁégﬁts p eéhge)éivflté%@(pﬁélgg?ydéa ngn @Ei‘feras a final
conf i r mat seftraraisteg Homn Daring g st pe(ipg Oftnnﬂhgﬁn&aam aW’lInétpW afheremc&amﬂort pause
the new e fat 6). During
a short pard el pPaeY uainifiRCoblahiyd i Wit ehic paR' b0l AR 2D 1

previ ousl 91dt1qemsmpttmé¢rwdomedwamn areors ageur Deiep 49@)-t hi s peri od of sever al

m nut t he i ] i I (step
456) . q?S Tur n??]‘g“‘ﬁg%ﬁc’ E?ggterg i teh%eg&ﬁge%?agggé%é%%?%'a? { g’%@lag}:& gr am of
exenpl ary véthizpbe swiich providaefos ertvikcaesqgnme ckben fagenesating -akatherdeyirethee when
regenerat i [ yres 1, 2
and 3. Thi 5@%’?‘@%‘33@ glﬁg in an"‘%%ei 2(3 I t@pﬁg&d{&e Sﬁ%ﬁ]s i lﬁglr?l &tug'%)gn &ncr ypt i on
key for i ﬂmllgémncn’gtltpekeﬁfefmt lnfpdmmhmg sefecidagrard seetehy. sInehiS@dnbmhment we have
gﬁzlrjre?ei Qf‘e n4ve E(SSLDI?E% the &E}heag st&x@e% e 191‘8(?6%88 and rlllgs Q%ﬁdﬁ crea?eadday ne%"rsﬁalt ?c-:gma new

20  encryption (or authentication) key pair as shown in Figure 8. The arrival of the short-term

public encryption key ‘X’ is shown as input (D). The public key is received and the user’s
configuration information is recalled and checked (step 460). The service offering then
generates a new short-term encryption key pair for use over the next segment of time (step
462). Exemplary mathematics to create a new short-term encryption key is similar to what

25 has been shown before, except the shared secret 's' is not used.

Pick A New Short-Term Encryption Key Pair (e.g., by Service Provider)
Pick Random y, | <y <g-1;

Calculate Y = g%
30 If Y = 1, keep choosing random y’s until ¥ <> 1,

The selection of ‘y’ is between 1 and the prime number q — 1. The value ‘Y’ will

eventually be sent to the user to generate a master key (step 472).
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20 encryption (or authentication) key pair as shown in Figure 8. The
arrival of the short-term public encryption key "X is shown as input (D)
The public key is received and the user's configuration information is
recal |l ed and checked (step 460). The service offering then generates a new
short-term encryption key pair for use over the next segnent of time (step
462). Exenplary mathematics to create a new short-termencryption key is
simlar to what 25 has been shown before, except the shared secret's' is
not used. Pick A New Short-Term Encryption Key Pair (e.g., by Service
Provider) Pi QdSﬁeR@i’éﬂ@Q"a)hewl shﬁrtéferﬁl éilcrjjptuﬁ%e? hiat z?meter 1&%3 g Qretaled %y_ 1, keep

choosi ng rand omg/ S .untj 1. The sel ection of et ween and he
pri me nuntsergce r?"‘dqfﬁ‘é‘“%élPetJ‘@l“eYX thirt was Justepeives) frc;mﬁ@ug@rwd thencvnle user to
generate gengBelSValdeey’. ( SEERsig Doth 24> Aldt op ﬁg&ﬁér“a R ?n@%g fhgr m
encryption ke air, a master key i S generat éd e service provider

usi ng t heSRFRIP g%"P“R thog | previdgss foy (psifeqt é@@i%é?chcbm Kh@xmelﬁryamstqrﬁey new y
gener af edcal@fiddbn is\s follBWs:USi Ng both "A' and ' X together to generate the
key, the encryption nethod provides for perfect forward secrecy. An
exenplary master key 5 calculation is as follows: Calcul ate Master Key
(e-9.. bYCERINICMREAUIEE) by Kb PlouligrA®; 10 check that ki, k21=0. 1,
or order( - =Ras ' is the service provider's new
short - tern1prﬂﬂéf%=encrypt|on key, and "X is the new received short-term
public encrypﬂgengkey generated by the user. The value 'b' is 15 the
service provider's existing long-termprivate encryption key, and "A" is

t he ué@r exdreakiteag k., &ﬁd-‘?ésﬁﬁ%@ﬁﬁﬂ@d,encryptl on key. The value 'k
represents thq(ﬂﬁﬁﬁ eki ey, for the service offering (step 464). This will
be used for encryptlng al'l data between the service offerlng and the user.
The value 'k' is a conbination of the internediate keys "k |I' (based on

t he new short ong-term
encryption keyfieif'ﬁr r?T%reiﬁ %g&%téljfgto %g%r%glﬁ)s}ll(mm ﬁgvatégg%q?fﬁe d%gie%dlent on the
ori gi nal YK&FEdEcsined tortterm public endreption keyegsnerated ay the usér. damewylusaahe

15 the service provider's existing long-term private encryption key, and 'A' is the user's

existing long-term public encryption key.

The value ‘k” represents the master key for the service offering (step 464). This
will be used for encrypting all data between the service offering and the user. The value
‘k’ is a combination of the intermediate keys ‘k!” (based on the new short-term encryption

20 keys) and ‘k2’ (based on the long-term encryption keys). The calculation of k’ is not
directly dependent on the original shared secret ‘s’, but the values ‘A’ and b’ carry some
of the authentication originally provided by *s’. A check can be made on the intermediate
key values of k1 and k2 (step 466) to verify that these two values are not 0, 1 or order(G)-
1; otherwise it could mean there is a security attack being attempted. If k1 or k2 do fall

25  into one of these small subset groups the negotiation for a key can be aborted (step 468).

If a subset attack is not detected, the master key ‘k’ can be used to test the key
confirmation value sent by the service offering (step 470). One method for generating a
key confirmation value is to hash the key with a known string like the bytes in the public
key “B” (step 470). This calculation can be similar to those already described. The

30 service offering would then transmit its new short-term public encryption key ‘Y’ and the
key confirmation value hy to the user (step 472). This transfer of the key values and the

key confirmation value is shown at transfer box (E) in Figure 9,

22



of the authentication originally provided by Y. A check can be made on the
internedi ate key values of kl and k2 (step 466) to verify that these two
values are not 0, 1 or order(Q- 1; otherwise it could nean there is a
security attack being attenpted. If kl or k2 do fall 25 into one of these
smal | subset groups the negotiation for a key can be aborted (step 468). If
a subset attack is not detected, the naster key 'k' can be used to test the
key confirmation value sent by the service offering (step 470). One net hod
for generating a key confirmation value is to hash the key with a known

string like themcbyleesset hasi benefaredlitsCowrkRsterBey (&1, P s¢hd® back THSat @Y cul at i on
descri bed. Tﬁe 30 servjce offerlng woul d

can be si OFH#.ar to those al reag‘%/
then tranSHiEmIPR VARG, QHETTre (the STTREH PIfErmgnknays: thahevesyhing hes warkepe  key
confi r mat tdﬁﬂécﬁoe(hﬂdﬁﬁlﬁ)ﬂl@gdr@@) etd&l@:fwn(a‘i KEE;D TFhZ Zhal stpiaf (H) 'isadﬁ&fvﬁ{n F?éuré de key

val ues and the own at transfer box (E) in

ey, contl ot on oo
Fi gure 9. %78 1§t %eecff Ha% S&Er‘f@?)aﬂ@ae F‘tyscoﬁﬁﬁ'i“ah‘ﬁ%t’@w wasyealoglated j t  sends

back asfifeala’ Kﬁtysenﬁt@ﬁlfxd fetBéd STreriM@l 41740 8138 WiListWifat M6 o4l o6ksQbf §h NY knows
t hat everﬁﬁy Efg %gs wor ked, correct (step. 454 of Figure 8) as shown at

(F). This Bpcopfinpation; valug Hosgrios ﬁlar@hgjhﬁ expgeted ¥alg the pperetiands t he

servi ce oftoRed (ep(TBLPIFdiiditey dohfilal@ok Sl AMries, frﬁén P %ahiia das gl cul ated 5
for A and sent tothe service offering (step en t I's what the
test | ook$OrF frepvglsd andepeury fatg gmpgjc ‘SﬁﬂJﬁtﬁlrﬁéﬁ% tei?eﬂs% Heseteryedt nat ch
the expecksfgs ma:ptwlohmemeg@&ﬂapmm&es J@bﬁrc%&dpae@tse@eé%ﬁ)rout+ Purfn?%mbey
confirpation value verifies hen it is assuned that a Wo- way
encrypte dnXHepy ggnRezation gagen(ska A#lini cat i on path exists (step 480). The server
keeps the pr eVAc@b&ﬁm?QM amhersa@y&f ahy BrRAUESmptRL réaﬁhb@@éﬁn%?%%lf@&rﬁ aif /e’ € On
route during this 0, new key generation stage ( According to
anot her a@ﬁ@é‘img gﬁ?’uqt@p%aéﬁpteéotﬁqup@qse BeRIBREBIIRE it 119 @KCQ@Enthémimdﬁ

processi Ngkséribel hekeinl ame cadaRbe8d auss QEES t xecute the
met hods déSCI‘I bed her EICI’I al‘?’hrgrg%g?rf)g%rgr reggg@l;e ca?ﬂﬁgppggé-{rllerb%cgny

sui tabl e #yJHd-8RIeCRINIB(C &5 iFath onl gnegory R hrendawrasesss (remgry, (Rwééxi only

menor ys ( S0 MnBR66S S ¥I€d§0 ngt e ry
opti cal mya ot her tglge g ne%lpélﬁl\&her l(gﬁfat e?]jem ve(gr/ SI g (such as
radi o freteesfignals(sughorstradie feanepcy, aidiofiequendy, or enfigeinesuensy moduletdd

/ i r W h
waves/ si gRgleskighd) cBhtdinBg aﬂgpgke@gﬁeg{g; gfy @og@tﬁiet ﬁ-fstrﬁé?ﬁﬁnﬁlﬁtr SEERNEL 1 ons that

woul d cause a _ "processing u ete I ques descri bed
herei n. HagsasHngRemide caBtOU Hiedeshainves déserisddaminar y enbodi ments of the present

invention,  2GudReld4chBed ﬁ?‘@e’@il fak \éxéf‘fﬁ)tle,?? denSfimORE LAt h'e%@eseﬁt Gndeftidd 0 be

under st ood that tFRe operati o
20  including exemplary methods of operation, it is to be understood that the operations

described herein could be carried out with different elements and steps. The exemplary
embodiments are presented only by way of example and are not meant to limit the scope

of the present invention, which is defined by the following claims.
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described herein could be carried out with different elenents and steps.
The exenplary enbodi nents are presented only by way of exanple and are not
nmeant to limt the scope of the present invention, which is defined by the
following claims. 23 CLAIMS: 1. A nethod carried out by a first system
(32) for egfaghMshing a secure bidirectional communication path (24, 36)
between the first system (32) and a second system (22) for an exchange of
one or nore nessages, the nmethod conprising: generating a first key pair

having a first ' fed I, [} e e I: . sqcond key
pair havi né' a sg@glﬁh&bﬁ%@ﬁg@agﬁ%g Stés?%p\c?igmﬁlré? %’/lgsp Iél%%Eg{/u% %lﬁgecglggagnd
publ i c keychmemngicgengrdt @d, I bdescapthe fastshsemd3dand etsedondsystedno(X2héorf i r st

system (32% an?1 t he .second Sélseetem( 2).; sedndi ng the second public key and
the first PUBITRNSC&S PO RYC NEsHRE ﬁk‘?éi?eé‘?ﬂ (PPPI$M¢ecei ving a third public
key and a fourt erRudtinga fik@¥keppietiaigd iy fublic ROCAA firsipsivarkén2) , the

fourth public key bejng generated based upon the shared secret; and
cal cul ating a nESeEting & SepRddeey pBnhavig & pocand prbligiey apdy seegpd g

private Keyey the\cdndigudliPkd! etngkRter@Rd bhded ubOWs kldrdUBl L CkoRY to WMRGT:G N t he
master key i's configured to be used in encryption of one or nore nessages.

2. The net Boemof32¢nd the secopdsysteer(Qonpri sing:  generating a test string:

di first i - : X Y] . d
Cest String genty e i fdfh it 08 ARTRIBCHBICRL GBI ok SIS A, TPl
second syst em ( B2¥ivisigt hthitdepubdic doayl ahd ot fostth ipabliake) gdveramdstiyethe deepnd 3. The

t hod of cl ai fugt j Si t f i Vi t | oad
navi ng o el el S TR bt Sl SRl bR QR Bl Rbor Borvice
entry prior to ciitgatilg@Pmaskterkeg Bas¢ll Dforaths Ee@DEvite iy, Hadetthdgeinakatrgd by the

second system (22).. 4. The thod of claim1, wherein the first systemis a
wirel ess it lédﬂ'@\‘ﬂﬁlfﬁy ?@Zt}ig?oughpﬂtw& ket Wagrewrthepattenkey saealigred HE second

systemis gsel@$Enctyptiol B¥ brtelor ntfrf BlelAges. services. 6. The nethod of claim 4,
wherein the shared secret is conmmuni cated over a secure out-of-band

channel (34).
2. The method of claim 1, further comprising:

generating a test string;

sending a first test string to the second system (22);

receiving a second test string generated by the second system (22); and
authenticating the second system (22) with the second test string and the master

key.

3. The method of claim 2, further comprising a step of receiving a data payload
having a Universal Description, Discovery and Integration (UDDI) service entry prior to

the step of receiving a second test string generated by the second system (22).

4, The method of claim I, wherein the first system is a wireless mobile device (32).
5. The method of claim 4, wherein the second system is a host system (22) offering
services.

6. The method of claim 4, wherein the shared secret is communicated over a secure
out-of-band channel (34).
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24 7. The nethod of claimb5, wherein the shared secret is a personal
identification nunber (PIN) automatically generated by the host system
(22). 8. The method of claim®6, wherein the shared secret is received from
the second system (22) through a web interface followi ng a request by the
first system(32). 9. The nethod of claim5, wherein the exchange of one or
nore nmessages conprises an exchange of e-nmail nessages, hap-based XM
messages, or ht The bwthed of\WldimnE swlzges .the Ghardthescree ihe gesbnad liddntifiggtionher ei n

the wirele i Vi ge . (32 nd. t he, hgst . s em (22) are addressed

W th e-naiﬁigﬁﬁ?gggggggpﬁ?ggﬁﬁ%?%gggg&wfﬁgS*%%nﬁééhod of claimb5, wherein a
nodi fi ed Sinple Password Exponential Key Exchange (SPEKE) nethod is used

i n cal cul ati ng e ster. key. 12. Th thod of claim1l, wherein the first
systam s & host ey ERehbEGH G towdt edbac St &R erh i RE 2 ond
systemis gystaab(2RpthvduzBla @%b istefice Solicdhg a leduest BetheBidaghtah (32hai m 1, further

conprising encrypting one or nore nessages using the master key. 14. A
digital signal containing one or nore nessages encrypted according to the

met hod of gl ai mpid.mekia 6f CRARYS BlhERIRR! Exchalde! &f o Ok halen e&%%étéeSSi ng
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shared secret;
Exchange (SPEKE) method is used in calculating the master key.

12. The method of claim 1, wherein the first system is a host system offering

services (46), and wherein the second system is a mobile wireless device (48).

13. The method of claim 1, further comprising encrypting one or more messages

using the master key.

14. A digital signal containing one or more messages encrypted according to the

method of claim 13,

15. A computer readable carrier containing processing instructions adapted to cause

a processing unit to execute the method of claim 1.

16. A first system (32) for establishing a secure bidirectional communication path
(24, 36) to a second system (22) for exchanging one or more messages, comprising:
means for generating a first key pair having a first public key and a first private

key;
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and neans for calculating a master key based upon the first private key,
the second private key, the third public key and the fourth public key,
wherein the master key is configured to be used in encryption of one or
nore nmessages. 17. A first system (32) for establishing a secure

bi di rectional conmunication path (24, 36) to a second system (22) for
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encryptiona@* one or nore nessages. 26
means for calculating a master key based upon the first private key, the second

private key, the third public key and the fourth public key, wherein the master key is

configured to be used in encryption of one or more messages.

17. A first system (32) for establishing a secure bidirectional communication path
(24, 36) to a second system (22) for exchanging one or more messages, comprising;
a memory; and
a processing unit coupled to the memory, wherein the processing unit is
configured to execute steps of:
generating a first key pair having a first public key and a first private key;
generating a second key pair having a second public key and a second
private key, the second public key being generated based upon a shared secret known to
the first system (32) and the second system (22);
sending the second public key and the first public key to the second
system (22);
receiving a third public key and a fourth public key generated by the
second system (22), the fourth public key being generated based upon the shared secret;
and
calculating a master key based upon the first private key, the second
private key, the third public key and the fourth public key, wherein the master key is

configured to be used in encryption of one or more messages.
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