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and nedium key are sent along with a key renewal block (KRB). KRB is such
that each of devices included as | eaves of a tree structure has a | eaf key
and restricted node key. A specific KRB can be generated for a group
Identified by a specific node and di str2L7buted to the group to restrict a
device for which the key can be renevvedl. Any device not belonging to the
group cannot decrypt the key, vvheregéﬁ;gﬁé urity of key distribution can
be assured. Especially in a system I %g]gner ati on-managed nmaster key,
a master key renewed with KRB can be distributed.

In a tree-structural key distribution system, renewed data of a master key and
medium key are sent along with a key renewal block (KRB). KRB is such that each
of devices included as leaves of a tree structure has a leaf key and restricted node key.
A specific KRB can be generated for a group identified by a specific node and
distributed to the group to restrict a device for which the key can be renewed. Any
device not belonging to the group canndt decrypt the key, whereby the security of key
distribution can be assured. Especially in a system using a generation-managed master

key, a master key renewed with KRB can be distributed.



