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eI ectrl cal |FJEEP EINWBGHEMabl e read-only menory (EEPROM). The chip can
perforim 15 ari tﬂﬁ&irds@nt(iﬂéﬁhﬁrﬂ‘blaﬁﬂ@cnedaﬂ)}gio@ cpypargespBic Bgstentl addemetgifgeseant , and

data commu I t
cont act - | e;yé&ﬂ% émg%& taﬁdgﬁl%% %&Eulg&t a)&e%ﬁ?%ga}r%ﬁﬂ?chs%%ﬁgégoggt g?)l i shed

speci ficati 8’H§H‘Fa(5‘? OhULFRERLBIPEY®Sr ds under the 1SO series. In

particular. 1SO 7816 applies to integrated circuits) cards. Because of its
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net wor k usi ng p‘llISIHat;Nprﬁ SAAL46 irsucd te egrmshal. onfiea ARggh AP0, priitiedt'Sraart not
mention the use of a smart card as a tool in conducting the electronic
commerce and the participants were authenticated through the use of digital
certificates. The secure courier systerﬂ‘requi res a secured channel such as
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retailer smart card. It is clear fromthe inventions mentioned abgv Mazuoa
the architecture of a secure electronic commerce systeminvol ves g
key infrastructure and digital certificate authority associated with it.
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non-financi al i Hst Pelubicoh? 348 éﬁﬁ‘t“?d&P Siman{é Laingang Matthens P JRowreek onpiyly Snl y
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transact i ongdsétvel ¥ighaa amqp At ot eécuﬂe@%ttdgtdoﬁﬂdenﬁaltdaat frérl @n r@&%@ass may
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the EC. EactsMass p secuisieraingbandaecoieessmpiter ﬁg@wrﬁéﬁd| lunlsmsa CoImoR ke ptogad i m
provider, the SP's public key, access control information, and ot her

rel ated data. Each EC can support a predeterm ned nunber (e.g. ten) of such
entries and each such entry is a repres@htation of one service provider. 15
By using the public/private key cryptography, the key distribution process
is much sinplified. The EC hol der himher/self or any trusted third party
such as a bank branch or even a post office can performthe task. The SP's
public key is only used for the initial key exchange between the SP and the
cardhol der. After the initial key exchange step, the SP assigns a session
key, which protects any further nessage exchange between the cardhol der and
the SP or betmeen 20 the cardholders thenselves This hybrid system which
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Figure 1 is a block diagram show ng the rel ati onship anong the conponents
of a system according to an enbodi nent of the invention. 5 Fi_gﬁr ?ﬂﬁsﬁg%
the flow of the two transacti on phases via a network. Figure 3

di agrammatic r§§resentat|on of an EC. Figure 4 shows the format of the
servi ce provi8r7YAa area. Each service provider's informek§Gpsop/asss

all ocated an entry in the table and is protected by access conditions.

Fi gur el 5 shthasedumpwompateridngiatrethiles smymtitad-es are used in an enbodi nent of the

invention. 10 Firgidl&s réiide verntdhs S&dtidhaNbotdtBat Sihedmtdttre bf Owced alettrdafc t he
cryptogr aphh@:ﬁ%{ée s? ﬂ%lvé%ta?%ic%_g &fl’agm@fﬁre%ﬁ(a%tmgﬂlﬁg%te Lﬂﬁoﬂtﬂé’s@&%gte@ﬂ In

order to con roni ¢ transactions via an open teleconmu
network, sulHbds the Internet. Fi gure 7 through F| gure 11 depicts the final
format5and cont @ntanopennbmvodomiztmigdy-baseligystemanidssitiesiblris ermeeSay dstributidnne  key

exchange phage @) thahdPembAidBRAG R em hRliEo &l higacit 2 @mw@ othes B, GE
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in series. glﬁrpgv%%oe\?\% St el i 35 {Fansact] on on a Hetwork w th
parti ci pant éamwwmsha@@ﬂls@t@nm&ru@%ﬁﬁ@@a pwﬁeSato RReAngtheth | The Curgng mmentian ppensic hene.
20 DETAI LEDardfifciydtebh @hd ‘heehop) @hiel repthcesthe dieedefur catifitdwe authariiies iand) digitala
Crypt ogg ap ht@m ke Pﬁh@e&hex%baﬂmmsra ﬁ,lbﬂ&ws%m for Eleamq%%ﬁmgy THE h{iqan

el ectronic car Q’] n { Lh% L eggas ui val e:}(tF software and
comuni cat i WG OVEFP E@Hﬁﬁﬁiﬁ&% &Y fisraee 7?? uﬁ ASFEIBFEY BT di nent
of the |nveh¢mdynngthhéramﬁe¢tmmkaws an open network such as the Internet. In
alternative enbodi nents of the invention, other open networks and/or closed

net wor ks mnﬁumé?%ﬁﬁiﬁﬁ*\%T B comuni cation between a service provider

and it ers pgrw ce provider m?%/ use its own
proprietary fi ngh?:lné(Fmﬁét‘%Wt?%a SRR ek raethgd °§°W§Hﬁ%ﬁa§‘°“§b” YH\R
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In a public key and digital certificate based system, transaction participants exchange
public information through the use of digital certificates or other electronic credentials which are
30 issued and certified by a certificate authority (CA) or credential binding server. The
communication between the CA or the server and each participant of the transaction must be
secure. Random numbers and digital signatures are used to ensure the authenticity and validity
of the messages transmitted among the participants.
The cryptographic system and method of the preferred embodiment of the invention also
35 uses public/private key cryptography, but it works in a slightly different way. The cryptographic
system and method does not seek to create another kind of trust relationship as the one that exists
between holders of digital certificates and the certificate authorities. It particularly targets large
membership-based financial institutions such as a large credit card company and all its
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5 connection, a cellular nodem connection, a satellite connection, etc. The
i nvention nmay be enployed as |ong as a comruni cation path can be

establ i shed between a service provider and its nenbers. The emﬁ ?m
are intended to illustrate several exanples of the various co atrons
environnments jn which the invention may be practiced. As is clear to one
ordinarily sRY®P%%%, the art, the invention is not |initedPGT4'PHHRS 10
environments detailed above. The EC can take the formof a smart card

devi cel or acagthbiderms @ apeajiragek pudali itsgA BY cardbaldguaiasaits pojestia msersl AYonemancial
personal cofRiitRh chi4ilo udNBR clyBRofabhit SysieMPing MM A0 @BhdActSI¥RInterdd bfinod-t can
be used on famgglvt\prslgctgoelzsad rann@yﬁter system such as a PC to transact with
anot her menber and’ror Service provider. It will need a
read/wite int eﬁﬁ%lée erev@eés?)@rq\sdeé BRMITSTESSR e begs. -compGtabinstiytione#E and
sone appl i gastiowe ksef dfverdcesprovidas ARerbiot grovier bamoaisebe han-fimaheinlf @oatud. t h t he
car dhol der mqrdliéasewﬁahwéémée prw@er%fa ﬁ&naam;tﬁwneorra%k;%ma@mm ibf)to a

conput er syst
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pur chase supmlified., THediC kolderbing’herfself on aay restalthind patyppth a8 @ baditearch ypévegr aphi ¢
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o o Cmanor oV Dbt oy e o Husr e R el BNt rg | s
menbers. - Game procedures as the ES hpider to-communicatgysith she§?8 3he perrhp 59ldfigomyserm The
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transacti on phase n direc sac ion or
car dhol der S*tiagRalier be inkig) keysehrege, R P AR T et fi e pardholderigpdy o

di agr ah shoht mgrehine. lethetmohetieme zasnie SRepedomponkeit hischregatynaion ast or di ng
to an exeme%mese@%amnha%nmeemw%Isteﬁln ThiMPe\If R ralchyas nigmy d&frabl@

mer chant, and ervi,ce pravi ard er 20 c uct a
ranoact | ort i dpeaied ot bE &l flichirt Hetthd f on? QuCE RafefOih P |

usi ng an ECoyltplesysiemselnpdditien itggiminates ghsagery’ ee%osengqeﬁsﬁ%g conputer 84 or
by using EC equi val ent software 92 running on an originating conputer unit
90. A nerchant can conduct a transaction over a network by either using a
net wor k-ready 15 point-of sales) (POS) “fermnal 40 or by using EC

equi val ent software running on a merchant device 70 to conduct an

el ectronic transaction with a selected service provider 60 via a network 50
such as the Internet. Once the access conditions to the card have been

sati sfied, the cardhol der can performfinancial or non-financial
transactions with other participants of the systemthrough the network 20
50. In Figure 1, there are three different scenarios in which a transaction
over a netvvork can be conduct ed (1) In a PGS transactl on (Upper | eft side

Y r - . e s~ 2 1 o, o




1 of the system by using EC equival ent software 92 on the custoner
cardhol der's personal conputer 90. The transaction begi ns at

h
originating conputer unit 90, that is, the cardholder's pers-ohaUANnﬁUﬂar.
The car dhol der conducts the transacti on over a network 50 and conmuni cat es

with the ner onputer unit 70, which in turn 5 comupi with the
SP 60 over ac‘ggp\;’\,ﬁ?ﬂ;w. Wiile in the preferred enbodi nent g¢ﬁ6$?§/%9938

i nvention, a personal conmputer is used to hold the EC equival ent software,
in altkrnative enbodi nents of the invention other electronic devices can be
used to hol BRIEF©HSCRERTIOWOEMHEDRAWENGS | n the preferred enbodi ment of the
i nvention, the ﬂgﬁr\é"‘?r& bts ég?an‘? r?gtm%laﬁ&shfa a&@n&@m@%ﬁ{a&éﬁt@ow th the

merchant is the net wo enab e nerchant to conmuni cate
with the SF“.YStF‘Ha_%‘H ‘FFetPa ’H@HP 0 FH‘eerﬁléPmork used to enable the EC to
communt cat e wi t Figerh@ Shﬂﬁh@ﬂ@wnﬁyehmtrabﬁcmmhsﬁﬁﬁlamwlk used to enabl e

t he nerchant tOFl@@@}H@ﬂh@dﬁagaﬁmﬁfkﬁcﬂeseﬁﬁnoﬂﬁaﬁ@t anot her enbodi ment, the
network used tOFﬁ&%bJ o%%hé*ﬁ»rpﬁﬁtadﬁ%ﬁt&&&ww%ﬁﬁé‘{]\étBa @gwfé'é’ oBNapet be

t he sane as et wor us 0, enapbl e an COITITUI’II cate

with the SF’n}"Fﬁatg’Pl‘% gllogated an et igyth ‘e‘ﬁﬁSH‘?%ﬂ‘th{eHﬁy PREERSPIAINASED t 0 enabl e an
EC t o conmuni caFigure & shdves hvertbhdipital sigyaturestardgsed meansarpediamnt df¢herimteniank used

to enafy e anot hellgurEé%A %&%HMG@E lﬁe WhExhatﬁmﬁrt BBthe BABlograpiic ?yram%amnt

t
LREEI ek e en e e
br oken dowm%@etewrpwaga@@n n?ﬁ’oﬂf %&léwsék‘ﬂﬁ&ﬁ&e phase and a transaction

phase. Fi gure 2Figared tapeagh Higue thdepictswhe fial fohatahd ednesit dfithe tombineh ag@est

key- exphan%dtrésﬁcﬂﬁ@ﬁ%és éls ﬂplqgi(e MRETR etﬂﬂgsegﬁ)d ﬁil'e 'Er@x?s‘hcctlotn hfaskr ansaction phase.
Ther e no dir % artici gant S

R ER R o i Wikl BB ﬁwggew@t igehay
wher e the theamazasgedon sgisase i s anong the cardhol ders 25 thensel ves and
where the SP di Figart 93 sitRvstarsavica glovider sk ton N eietwork evithipanizipahts that RRa@se i s

anong the c&gggﬁg g%:;ﬁathn: ely Cong&gﬂgmol ders use the SP session key to

comruni cat e er an uct a transaction. Figure 2

denonstrates a financial transaction where the SP directs the transaction
phase.20The transacti on shown involves three parties: an EC (a transaction
ori gi nat or ) DEDAILED DESCRIBTION3O 104, and a service provider (SP) 106. The

ori ginating parhﬁ edréfer‘?&i Fx% 8?&9%?5}%3&%%% ib£¢ rﬁﬁﬁéé&@@ﬁxﬁﬁ‘ﬂm{ hdd fo

repr esent ed b er unit ﬁtﬁ {3 Qil resents t he
mer chant . f8’6Fr{5%ﬂ%“r“°%‘i’>t“$‘I‘@&“F‘éﬁP°@‘§é Efhat ésmaavcﬁr&@ An SP is
sel ect ed byedbiyelantaoftE@e mntbonmwhamngovalagpgmmlcekmmnetwpétt es a financial

transapstion meh@hébr&f@ﬁeﬂn%@iﬁfenifdf% ihvendiér) the ABWBEK i @n Sped RetRFCHANEs t O an

S e S RS Tk SRR LS B A s, o

an exanpl e % ksaa hedsddp e%t‘i‘béﬂﬁ%%f’&”i“&*f‘at‘%ﬁe&wef‘ P SRIICE Prgiid EG“ g nmerchant to
service prowéders. Fohexapplocessyide powidsamaniis ats gan proprietay finhrecind netwolE® t 0

service prbunid@icat waili@ nenfelgonNst rates how service provider _g_ - 6 JAN
2003 V% 9915783 lg;g/mlgfgrg{o %%’a%&%us%ﬁ??ntgraétc m;[etho%s C%?a?ﬂéﬂé %rgtolczo car dhol der

and the nerchan PVICe provi der.

The ten ar r‘ﬁ%h??ﬂﬁbé*ieééﬁchldﬁ EGP’ILH)R HJdPeang ‘I?Htm how t he messages flow
anong the t hr eeCaamtiiesion may algo bdwda 4 vanrhumras arcineovisk pdmpesservBieapch at t hr ough

4 bel ong topt P&hk%%n%?ﬁ@ﬁ%nm@%r@(p@m?ﬁ eRadiRordalialég Reldp hQnéDs%}v%ag to the

1 1
betvoon t haeR& B AlpTelpons sevige ot pRTSEE fye%&%iﬁve%}%mw P et 2d by
t he EGd%nd ssethas atTol, i rox PR data gircwt, djegpate

Seaviees DigighNewgraiHRY, Rigsalonn key
exchange neSibagideriink (DSSefices okeyn esiiy wowigesirisd ey endxhellilse Nilisent he
combi nati ony ﬁ)ﬁeﬁ%?%ﬁ’ﬁﬁcﬂ?&%ﬁ&%é 19vé'i‘xﬂox$8ay lLélm%ie‘?d%néd iddBSendne b Mats a key

exchange response or.ma y exchange 10 response for
t he EC, corﬁ?ﬁ’r‘f@@m{“}‘f’é’sR’&ch%bﬁ&h@‘eetl‘i“g’scﬁldﬁt?gasce?aé’er 'orm a conbi ned key exchange
response and sends the conbi ned key exchange response to the nmerchant. In
step 4, the nerchant separates the key Exchange response for the nerchant
fromthe key exchange response for the EC and forwards the EC s key
exchange response nessage back to the EC. Step 4 concludes the main
activities in the key exchange phase. 15 The transacti on phase begins with
step 5. In step 5, the EC formats its transaction request nessage and sends
it to merchant. In step 6, the nerchant conbines the received transaction
request message with his own transaction request nessage and sends the
conbi nati on transaction request nessage to the SP. In step 7, the SP
fornats a transactlon ‘response message for the nerchant fornats a
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Figure 3 is a diagrammatic representation of a preferred enbodi nent of an
EC. In a 15 preferred enbodi nent of the invention, an ECis internailéﬂ
conposed of the software/ hardware conponents shown in Figure .36 I’ﬁ 03
| SO 7816- based and supports the same kind of communication protocols and
commands as I in SO 7816. The EC has a card operating system 550 to
manage t he E@eg]é}sfhﬁgernal resources. The oncard crypt ograpﬁF%@é"\??’@e 650
can be inplenented in software or be provided by a 20 cryptographic

co- plocessor (Geommuskretion thay dljodigvéa dpcal area parenk (hANHNEWleAmtadNelvomks, or a
hybri d of (wai)wehas BihgmbBRTelwa Réng, BMOI0A TNIRE the kel Bxamhpla prbt@slspivhitiie EC is

t he .servi 9&6&3@&9@1&«%&@@@0 §Igp(ﬁ)n like t he EC menory, which contains the

service providers’ account an ey . ntormatiopn. The servi ¢ce provider data
area (SPDA) 768h<spiumpRgatign B‘FPdE’ﬁX‘dF‘H%qed‘P§P‘1‘iaﬂcqnﬂ%°“ﬁP’é‘f"€Fe&%ﬂR5FP(S’SEIPnrent,
the 35 SPDsuneaivhz sefular pedent@hiavon, asatblbte comegtiont &) of slots -- one for
each potenti altyg gh¥itl8 n&&%&hﬂﬁlﬁyed'a@ld% a4 DEIMARQEbABAh cantR@sablthar of slots

may be dynami cal ly.changgd. A record r_eac eryice pr der can be
T hcod | oBONERT i RN and ol TRE PR B AR BRI R 0
key, and &tvewtexemplgs efthe yariouheommamicabens gnyraapients i Wiieh the inventinpinpybe

Dependi ng pradtideBeAEs citastb @fie ortiinarilpEltiledia fhecpt the irakhtiondd Aoy timttad to thddet O

i ncl ygle sk, uch as an "applet” in the JAVA term nol ogy) to
[ O%Gﬁpaéaréﬁagbo(vg and .provi ded\akﬁ},j nt erfztce bet ween the SP card

manage 1t (0] on-ca a

dat agan:j fhe%&gﬁcg?fﬂltF]&eatﬁ’F & qf% SBEREPTAREY'ES " 1 FRAVEBTRCCAR TUBHIELY nor e

t han j ust cempipersysiemauch as aparsonal ¢amputes (C)SWhep theHC i implemertothomi sreatt

appl i cat i edid, it @@ba el 4 @hedBridRadRlPhikr FiteiiechRl atRT plaudadewit o UNi que
service ! ol GAISNOLMARI TR VAN wBl nbdH £ laliREE TnBRE Uit f NAL L e

EC itself I's now detac t of service it an provi de. Each
sp ci br FOTMHYals vm&l DY SEY 1 E‘gx%ei’ﬁ‘é‘fﬁ‘i“?‘? faftwatgy e %Sﬁaﬁw‘aéwwserm aces
an on- car th isRyfaceivétheharardholsier and toehreenverk i e s y sofvarhpack@eypdaded intom  The
new SP appbfputérSyséniRheh dcORatPeriteRherfich & fedddd. ad ekdmplhdy lenbldiferrpriitat it is

desi gned 0. f’ h PDA, FVi i d .space for
publ i ¢ kegg;ﬁm o Rp BT 8t B8 SR Bl iy B BeR sy BEAES s ERE
PCTNS99/ 08orsgl Wallsh) % reph avallghcan garpy qredit capdy, debificagds, ALY rardsnheplilp provider
trang@ct i cards, mtmiership cands, eask.eic. pai EGhatie digigléquedlent df all ties d8Pvegnegiondie sane
publ i ¢/ pr fdadcel LY ndieidandiflind@nnts Rfd ERORECHGuAIE sebife Trhitadidgs Ber Giét gOi NQ
rre.ssages,lnger}geq one public key is enough. If the SP uses a different key
pair for signing, then both SP public keys (one for ipcom ng nmessages and
one for the sifgiervies REPVidas msmbeiFanbe & gigrclint gndieran EC Garghglder. r{g psghagpsn. | n
t he pr ef eameniberndbo tipaid by the fertiteeprovides At 4 wsult dfadragsadtionc Apmenaladr earkde\bothai r s
rathgs thamQBGnPHR b ERY da¥dboRlek €N Ridchank %d#sﬁgagreQnCé)HEBéﬂétf_bﬁtvﬁthV‘tﬂl& ot her
rivate ke

application hro a network because using,two.publi.c/p pairs
PP her -t hantslgrsoHrh Snd B iR i Bt MR BRAGP GRS 12
i s used f @0 brasEfrardhgldarand putshase gipptiessigpexamplegfrom auperchantsupplishcr ypt s 10
the nessage USTROcdHBeraffié BRI miy RNBIvE CokfYini@MtfndaBvebR Gl sBivRBlprsladt ¥ s the
message UgdyYiinibBeofCRRi@SRENIEH: MebnibkssY AlhSs, le8¥mudidRiontddfs be Batwked s E@hnd B
sen_d% t Osplitdiviedh b Ynefhiit ahdl Gn BBSRAARN AFirSi TS sdbhd #OTadd G SIEGLIRCENY fifsP

verify t hgiedhsh,tadecldGNAHARE aptBAP, tehe AP ECERRAUMHNM AR MH8EHySwibP kdrfickey -
Each ser vje@idii't HqHRé aboht & oGt B5lart a6 @xirple.l AonddtHiRERayonthtiidate WiRYs used
by the sefei€Lpdliad BB on his dWhevefphlr Mot ol SeRAEr MUEE ib6dahlel YR teRarkRlY, RA T
for both jBeRiM RANITRS KAGR DiPHWh dRomitBAlane Rfth At SRR rERESAAEIMmiEAoPNE
public keyetivgenahOYBAnd 1t§ meMBerSay Toifovrhdy! RERERAIGEH (RSP and B meAB&S.VIrRG and
Si gni Ng NBgaANeen of ERoARuRicAIontIBRs BEWEenPHB ISP Gné &Y SeibBrs MG UWe! RHall Md/bh e
SPDA3S I N migraithicBI NEbthMBni6HOR HefRBA R\ S BRI it HRAbES MayMLbd Bl bor via

publ i c/ pr jouitsewkiRl rdu@d thé mBRYgeh BetlivBGithe SBlarine nithiddrsby @ service provider for
even greater security. Wen an EC holder is issued a new financial or

non-financial instrument, the issuing 20 institution or a trusted third
party will | oad the needed information conprising a record into an

avail abl e slot. The information in the slot can be erased when the service
provi der account is closed. Sone of the information in a slot can be read
and nodified during a transaction, e.é% an account bal ance. Sone

i nformation such as account nunber is wite protected, but can be read.
Some i nformation such as a private key is both read and wite protected.
The access conditions 25 600 contain security information such as PINS,

bi onmetric data, etc., that an EC user nust submt to open the card for use
or to gain access to the information stored on the card. Traditional
Personal Identification Nunbers (PINS} or other security neasures such as
bi onetrics data are used to protect the EC. Bionetrics involves the
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(4) User PIN changes. 15 (5) Service Provider Data Area nmanagenent-such as
| oadi ng and updating of individual service provider infornation, SPDA
access control, etc. The COS will al so provide support duri ng M ,_U:j\’,
stages of a transaction. For exanple, the COS can handle the S ction
at the begin a transaction and record the transactiaqn |nto 20 a |l og
file when thyé]%ésgéactl on has been conpleted. An enbodi mentt GV HE?S
|nvent| on may |[17_B?Iemant one of the follow ng two design approaches to the
COS or!a hybri dTes crypresrephic melpd)is adpyernbaset key-exchange-fpaspction madel. | Thedirsti gence
can be put phaieds:ik@emnwmﬁbﬁ’hé freofdPhaseUipthe rirdadiios phaaé. Inhke K= exchange

Funct onal | iees v CRARRANS Dbt eSG1Y 08 563 dnSEIM a8e nﬁm@%ngqﬁe%% ghies on
Lhi s appr oalhserie DRder sl e eﬁ?‘B\?F af@vgew%?‘fﬁﬁ Rt S kek & heembe

% ‘de
wor | d $or allie ssesiorakey pBRestsany fithet messigg esehangechstvngn thervardhpldersad thed® wnce a
SP has beenbetRéaahe ardioldersNiefiséldds VIEhbe, trdnbRti6iOPha8@ kithe tBe BP@An BikecotiBer al

ser vi ces ea&%ﬁ&ﬂofﬁtﬁ%éﬁih%?i@ﬁs%ehlsél%& e Shndakbga can contan

appl et s, [ a transaction with 30 the
merchant and t hE8gpliggb P‘mdéa%aﬁ‘b?@ﬁ’(’;’fgt %‘ﬁ@tl W&?O%WSC%‘BWW&H%?’S‘?‘B

i npl enent i dcsordingitoan exgmplafyeeatbadimenttod the prevefttanrinvodvisg 4 caadivliet, aorerchiitgude 5
shows fow diegliidedhrovidednat ures are used in the preferred embodi ment of the

i nvention. A send of e fir r.epar th at a rtion
of a message M Q‘ng cﬁrglaoq ”E(? g é\duct a%rﬁ%% th%%Vgr a,r%%ﬁgoré ﬁ?%%l cgggluglfﬁtg“ﬂgt put
from the hasmerhyy eithes IW P@ng:%ﬂ E%Efaﬂ)lh’élt%"ﬁ%§£§§j’éhe(§|t@é%tm%tm§é°rﬂlﬁ{‘ﬁ 8fortion
of message dvibyAsng FOeqivialéns sdftware F2nraiinii @chn obgiBng@0dhputer wnit 90i gi t al | y

si gned, USI ng t ke aenEetans H&dcyglrgnskﬁbén Q)EEr'a)netJJP@ by @i%l‘l& Esd@a ﬁéﬂvl)x‘f(q z

dlglt atureD LLon S 1St

ol b w R SaIER) oSk eﬂn@@s@ 5 oK EBEG R TR MO A, HATE 80 AREETE 006
ready for tqexise7h tospusiyctap electiranig tpqnéfmlon Wit gpected servigp previder 60.vipa networ J| NN
2003 WD 99/ B/uAbasikelihidniRO/ 09938 The public-key encryption/ decryption

f t b SA,
uhi ch ©akee | {ORn ;ﬁsf”‘*ﬁm@s% RG] B %*P%*%‘MQ?EW o s

(Ronal d Ri v%‘é‘f‘“al Afton aﬁ‘ﬁ‘%‘ “”é?h‘iﬁ"’ﬂ%‘ﬁ“‘h%fb r,pgw)cmar;% iYStS‘Hé § etk o
publ i 2key Wndn Wumdnmeremylpm & fleramttserpariosii vbich e sranspetiop SEer 3 ngtvepnk @ntbedu ment
of the 5 i nsaaddckedn. Wien the intended recipient receives the nessage froma

network 50, he 1?}&{ éfao§ S@%’a& oﬁguikl le(i’cas cﬁ o?ﬁg&rkr‘ri]’j“ th%fcaédﬁ&dm%%ﬁyg;%s/ﬂ{ke%@?f rom

the digital si \é\n g%l ﬁ;l
data portion of é W@@yg’&awg U's Fdii’&?f‘t"l‘f&r A8 PHORRL R PEERFShATOED ¢ hat
was used to encodeder/metediarennpaedto anetedrkmerdy mgwhdvit 808 termindl 4G ride geentid- y

obt ai s a nNessageeadP nttASF PO mAAA 40fis b Recuetafamp méshst@m psﬂgramm&gﬁvivb The

reci pient then d@@ﬁ%@aﬂ?ﬁ)me%s su&?is%%e%ird@d@plw ?(yc’ess Qmﬁ“agat al

signature 912 con ublic
key and recovers2tfE TWW%QFV‘?FB@S(Q‘QQ ot ‘Ede"éfé?lolf 5 éaé%‘a E?

909 i s conpared wiit fuch hea P@wquigied withiredmivibhicgibh linb to axmperotiwerks Thé PO hey
are not identi calemminifoffidichsd tofRSIadethBaswbaem. corrupted and shoul d be

Frour oD s ¢ nr o ReHoe3 ey Hio SraUEp ol ARJGRKACH el B8 g%sé?ﬁt
back by the EC t 8fthqystgp by jnsettipg ﬁhF ﬁ@@otlﬁéa@d/ﬁ‘ﬁ‘&t et"ﬁé r"@\?‘ihdﬁ@“ d4¢e has
been successf ul | ther eatdhiolders amdorpt ocremseds4 Adichastied gegieming Datmphe Ahpart of

the message sent ;Ragdink¥orhp\BerWBirfcPE ¥ a AdwdrR 80 SHowihd th@@dl@%b%ﬁﬁcét@@nl?": t hat
t he previous nes sed Al EC =

as. been su
Account i nf or mat F"Sﬁ“%?haétf%aﬂ“&é Pm?Z? m%{&%@ﬁﬁ‘f’“ﬁ“ﬂ?&}“ﬂg? |h?ﬁ1 Fa@Mhant |
CRYPT@3= Crypt ogfefiivas 22 st egahlas dhe merbantdn rosivesthe FRyeareraed message mpdt i on
usi ng SP's pri vagehelaey a nldfsage ddnthirind Esimwmﬂmmﬁnfomn Piwaf the Kay =
Digital signatur f%g&%% @&t%@@P@v&%ﬁ@t@Bﬁc DSM_p~, ~Key- Digi tal

e o D oy b e oo AL

signature si gn
(Data) = Encryption of data under a data encryption key. ESP.PK~

ESP. Publi o-Key = Data encrypted by SP public key E~~, ~ Dskey-EC =

Encrypti on/ Decryption using the session‘key that the SP generated for the
EC. ESkey-M Dsk~Y.M = Encryption/Decryption using the session key that the
SP generated for the 35 merchant. EC = Electronic card, or electronic card
equi val ent software H (Ivi) = Apply a one-way hashing algorithmon M It
generates the nessage digest (MD) of M KE = Key exchange phase.




-13 - 6 JAN 2003 WD 99/57835 PCT/ US99/09938 1 M = Merchant MD = Message
Di gest MD" = Message Digest produced by nessage recipient using_t

just received as input data. 5 MDE~= The nessage di gest of a me Wﬁﬁﬁ
fromEC to SP. MDM = The nessage di gest of a nessage going from nerchant to
SP. MDSP_M= Wﬁgﬂgﬁi age digest of a nessage going from SP to merchant.
MDsp_EC = The %e di gest of a nessage going from SP to HCKHMPE s py
passed by merchant. 10 PLAIN TEXT: Transaction data, which can be
transnitted wit hoithe wvstemppusingrEC aauixalent sfipare SR on il qptpmey capthokiey’s nerspabr ent
messages and trae&ﬂmém PEHe trlafsactidlbegils &t Toriyimatilaedmpater uhie 90, a0 Ba@E | on

data provided by fdig st rsgh"%lg:gfnggte %ﬁ@gﬁaholfelr%ﬁa&e&he actfohedvgé are

not security sen5|t|]}t{( ore are ctdhiaa nsm t e r7 { enc ption.
Note that the coRt¥R OB EHE WL e i oaiR S hiipt
di fferent messageommeni@iesith TESSMoCovPes netwitkbfe transaction data provi ded

by nerchant i nWhﬂe'in ﬂiétpgz%rﬂaﬁlexﬂﬁﬂmﬂﬁ' theivahtion! £xdrsodl@tcdmbiited 6l Gsed iCholPihe
security s ?m s?THRS IJhaltgmatxv%ng?o% rﬁen‘sboq‘ﬂ%%\;eﬁﬁ& (¥Mlér Q&H&onﬁ&%@%&tém? n.

Note that t e ferent when use
di ff erent n@é@%@&hOIF‘LWWW {goftwarepart of the transaction data provided
by SP for EC onltie ipreférted embodiniengof2@e ipsstige the fehwirk us@ixto chabla tid ECds ar e

ag: es te%{ l :aﬁgagﬂ:%maw Wath tho Sh&émheis e es\dmé‘r&t\i'dr@m%éﬂ ¢ @Fabid momarcﬁm yption.
di fferent rﬁé’g‘é‘é éc 55\#') ﬁ]ﬁ%(Tg'F’yq%er P ({&lm?nt’qhee Ei‘rygrrll(s‘amé]?oo%naggt ‘?f %? g?n ded
by SP for rﬁ@ﬂ@mn@tedﬂﬂym preichant §\3y 8efibs dherppe agraerk yspdijorpnplls thednerchantite| ds
are not secwmnuicaewih the $B. InThran®ho embodiheny, the eetwork nsaditd eablewiné met¢han? 5
encrypti on. ., NohGudiddRtwith Siqﬁay%&tbe%{e shridd e§ &%@mlrk Es@&‘tobé?laﬂb b P RbrckiiE N us ed

|nadfferent nessa nsj ti sac

encr ypftsl on QETTRYE “tﬂ?tq’ﬁﬂ‘tﬂ?eaﬁsrlr‘?gg YSF‘Fmé‘?ﬁ“@ dimen &CPF%’“‘[ ‘PS&&@&E&‘W(]@‘? gital
data provi dedormywmtq to thetreerehantguaymgt beethesrme o3 thripetworkused torepablommodat EGf t hi s
syrrbol can tgeodinfun@aRNiithiithed Rechhml. aArtlérhbaime mlydAGR .of A0TSRty of
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wi t h t he SREngthantn@hd dvenphefenit IiGReatntothe service provider. An SP is selected by both an
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Figure 2 demonstrates a financial transaction wherein the process flow is from an EC to a
35 merchant to an SP. The cryptographic method’s process flow is not limited to any particular
order between merchants and EC cardholders. Figure 2 is merely an example of a particular
transaction, which flows from EC to merchant to service provider. The process flow can also
go from merchant to EC to service provider. Figure 2 demonstrates how service provider
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just cal culated MD*M (from 306). If MD"M and MDM are not equal he nessage
has been co and is rejected 314. If MD*M and MDM t hen the SP
decrypts 31%[t }g%g?tcrypt ed portion of the nessage using Fﬁﬁ@@%"é"%‘ﬁ key
SkeyM (of 210) it assigned to the nerchant during the KE phase and recovers
the data fThename Sioldt Hi2rrontaing theramep of thetserniicp pravidses, which capbe used dydhe 318 t he
random nug#ekiol NP tHY Beginiig lof bR bilins ensacdaals initaltyhelcneths agmcumé Ebr'hlibe

nessage t B, 3. APDhadedoRe THEK: %@tﬁﬁﬂwb%pééhks‘/me%@@ﬁket"ﬂ(ef FOIBe pl%der | T 35

t he rando are no falled t nmut ual
aut hent i cﬁlt‘ioé?f tt’é‘éft’ SeerRy K F%@“ﬂ{? kst e@e YeagEe@ $pgaccoun in °m38°‘5E§P52003 VO

99/ 57835 PEB¢duBtinB@a o umiqud ¢t Qapbserwtetmm&)ﬂ%rw'md caykiypg field AE0 P ifiesalor ount
i nformati %e&xﬁ%&ﬂtém:é fgﬁ@@gu@msdata such as the transaction anount
?]1

TA. The nESSﬂge}h ﬁr_i:%@feg %En% ff thE I?tf‘Vﬁﬁ'iqPA?l} éh- éa?ﬂgﬁ)rera\’lg% IS enln Eng§) al so

rej ected whe not mat ch.
There may PI¥idg: e fedﬁeFttﬁléﬁ%fl%#ort ﬁ%ﬁ“i"&déf i %103(%% Jé! gsprah P RR ot
i nf or mat i ehicAkibegrecfotnied by theCGdSacti on are valid, then the SP goes on to
verifiy the EC portion of the nessage. As vvith the merchant’s nessage, the

SP first t th d feed
The data Hor AFaHoRH O hiangty Seb By fenpphanp e il R iafRRR G 10 1
a one-way (aaghtemawnmmmaﬂ@n-@aql/wte&tf usef faia FRASOmUINIEAYRISIOtREY! Fandliee. t he EC

message. [@)e Lokiseind hpdRing bhen-ched ardholded informdtiokC s t ransacti on request,
Tl Dsp_EC, (ﬁL,ﬁsyP'ﬁ@(ﬂ'g CRYPTOEa | O DSEC- Pr wat o- xey ~e SP decrypts 324
DSEC; ~Xe~ blic key PKEC and rec rs

ol 5 0 Shiie PRk e WS oA RS G ol bty
equal , the mensilgeinframatinaebPldH pecgisiceriroh$ts- i s rej ected 328. |f MD*EC and MXx
mat ch, then the SP decrypts 330 the encrypted portion of the EC nessage

Chacs and ; odls 805 WYl g‘é‘mé“"“t‘°‘§§‘§h&r‘l’?g“ma‘%m ér sabitmbdhe 00 15
t he randoﬁtogt‘} ‘?RNSSP §%P|‘H’§g ‘%Jééﬁ“?aﬁt“t“rf‘é’d ﬁ“é’grsdé eetrwatcﬂmtn’t%@ random

nunbé? RNSHog(lej whenehe trwacttoo hahbee&@omplptgd n&in| gmbodimengaf the fifventipa maindom

nunbers aiplénitnt & deihe follbRimg tVaeddsign Bfiiodchéds!i@ the IUDS onathybrid efulich@ddesigl | on
test and { n& JEssage is rejected 334. The SP wll verify the nmerchant's
[

account i nAIMandthetra on dat h as the tr ction
amount TA(ldnB”%q e inggliigepceicppb erPé‘%’s%?g‘E %éwhﬂqu §8?§§ﬁtpt°ﬁtﬁm°ﬂ&ﬂahsf‘r i's

inval i d or 2Gunekoealitieh Cdnsegnently.eachondat serdioeprovider amaatlies he th§iC0S te cartyer i on
334. 29nce t hgud thé GashdtionIigh tRdrhéreitint £idithe SH. Ihlﬂﬁs adl, the ECS e@Grdvade been

o response. 8 aBnE g ERR BHRE AR A UL SC 4 kg ARRAR 0 onc

nmessage conpfragsa ‘°PI‘?§°etﬂ§Pu1%ﬂs berBshIEiEd cati on between the SP and the
mer chant , (Andlirestivebntht ROSIEn bewlpdohef geiiral Aérvises dablh en-gasd SB gan utitiee. Eaghhange of

r ag om nu ”?ﬁ 5P tdxw heba éa§ cOHRAE I%fs}’\%vhta_lh&v§ﬁ'1e 2Rl dhcE DAABE GutlaGrabiticnathr @ 3 d ?Ln
nu as ransact] n 0 an e
g‘?l use &r? r%?r uatﬁlg uéenteIn ‘r#éssipg%téésh p‘n%? r@f?tﬁmm@ﬁ%"#%? ﬂﬁ{p%gﬁmdtss bef ore,
the responseOWE§§18§fefeé‘Bthﬁtcﬂ§e’Wm%ﬁlmor bot h the EC and the merchant.
To format the tFansaciioRl HoGSRORES 4 ih"Re Dleferfed SentlodARAELAIRS e
response dafeadl A GAReE St a HES %ﬁe‘g%ﬁei%&b §%§j ﬁggé@eﬁw o §00US' ng
t t

the sessi qfof mgﬁlﬁﬁ 38R lllec? the
encrypted., & M Yife da ﬂtb?teof éﬁtédﬁ is't r9 t@&'iz

crypeogr afI‘eC'Eﬁ tI Sorelt; usirrgq e se b r1 the bi tiﬁ Gl%d 340
acsioned Lnanad éf’“ ot ;s%i gt e é i EC

344, if anaq‘ld : I%tggleda ag(g(r)}r td on t% 1 é“f‘és‘é’ sgage or the EC,

i.e., TI DSP— EU PLAI N TEXTsP_~c*Esk~, . EC( Response Dat asP_EC) The data
portion of the 35 nessage is fed into a -hash algorithm 34b to generate a
MDSP- EC which is digitally signed 34 y the SP using the SP's private key
350. The DSsP_P~",~.x~y is conbined 3 vmth the data portion of the
response nessage (from 340) to formthe conpl ete response nessage for the
EC, [TIDsP_ ec*PLAI N TEXTSP. EC*Esk~Y. ec( Response Dat asP_EC) ] * DSSP- pnva~- xeY
-22 6 J AN 2003 WD 99/57835 PCT/ US99/ 09938 To format the transaction
response nessage for the nerchant, the SP generates the response data for

t he nerchant. Response DatasP_M 356, and encrypts 354 it using the session
key SkeyM assigned to the nmerchant (from 210). The cryptogram CRYPTCSP. M

| S conbl ned 3S8 WI t h the transactl on | dent| fication nunber T) DSP M a55| gned

~NrsN 7 o~ oA N\ . a ™ I Al R | =yempemy ey r R - S~



35 When the EC receives the transaction response nessage, the EC first
checks 394 the transaction identification nunber, TIDSP_EC) in the ne

and makes sure it is valid. If the transaction identification & Nsma
invalid, then the nessage is rejected 396. If the transaction -23 - fi
JAN 20038 VO,Q9 5 PCT/ US99/09938 1 identification nunber_is valid, then
t he nmerchant ss(ggggr%gt es the DSsp. pnvat e- Kev whi ch was si gn%&Tﬁ'@Wﬁ%’sSP, from
the data portion of the transaction response nessage, and then feeds the
dat a portion Bie trvblickes repaypanydspryptiosp dinstioned@ade tDSY, rCmmpem of

TEXTsP. ec*dnsiypyonfdecepiisanfuactiont. aRSAeahich mikes its aame ey thasist Mitgdy oft RSA

pr oduci ng N . . } i rts,
produci ng. ondts £, e BOBARIIAL A% RTRRAAA I, MibheLaRPIRA

- P. EC, . DSs .csnvat e-key', C.decrypts 398
the encrypt BtPH Yieﬁﬂyﬁl‘o“@ﬁﬁ@t’r‘?@s‘gﬂb‘g’ﬁg‘f o*aPHE ‘?8‘&’? 8h eﬂ‘gﬁd@?@ygfgé‘gi gned
by t hHe SP idventierg t he | CE phase and recovers the data fields contained
withinit. The EC uses SP's public key (from|20) to decrypt the digital

si gnat ure DSSP ¥ @heEmtsaedaaglpieMGRUBIES tHetfes RS $RAE Hit@EK!50VRSRE e parhile
merchant  gRIaer gtidO6F hbenciaud ¥ beshed MIRRaEER Mt BuithRdnGaoy ered
MDsP_EC. tdeiphdaf 8ien ks 1k @p ke ABssHRIMYBD GlRougdhNBNsahiiGhaldl ARSRMNI09H
response WREFAOBeHASenbORAE QS pirtiofandsdes M DI, BAPERsdqBbRIG BRI Qdnestdee t hE
nessage didges MDREICH thd Bepdiiith JEmesdagé M THeRERS Mt %n?d@&yﬁf??)%@@)a)os'%’éin%he
end of t hene!lBEWEBGE k@D theldiitaFprantt 91N oARINENAthe Sfinal iessh GO aEE R¥adGe SP,
send an aghRVites a8 FBdbverSBRAG 868ndl Gndski@e JigektO darotaaherd RAMI B69. MBS E;
message hasmpeewiohe 86y balcul REENVDR Y1 A cHERERES Bkhey T4tk SotagdnBion! RGBT

data can hRssapchasdes cafiumeddadishald bdrgjetekt 15 message to be sent to the SP,
ifthere are nore nessages to be exchanged between the SP and the nerchant

and the EC before the transaction ends. O the acknow edgenent data can be
a message by itself. To format the acknow edgenent nessage, the EC first
encrypts 404 Follewingiss list oksyphels auskabbiguiaeng nepgiie thg Siguies 5 thaqugh 11:

Acknow edgaikidviledgahéiOatad 06 A paft ofifhy messages@nttback IBABSEO 0 the BP. ISkAifiefie 20 t hus

creating %@e&r(ﬁ‘ﬁ : ' 408 the resulting
crypt ogram %th ?W%g%%@g#ﬁﬁ%%ﬁﬂ%ge{a?g%ﬁ#iﬁgg%ﬁ I%BSP. Egﬁﬁo assi gned
by the SP ovlsdeemen| Hattve 7 AR %‘FE%F%"&‘?E’?, agky Ya‘ﬁ‘;‘/.me pat o -thhe data
porti2fn ofnoffiesshe¥fkthantheptgdousmessnge baseen si¢cRrsfullzeropivad MATEOCESSE.

Skey, ~c( Acpovh Ao EBEimdaah afY holddtl S conbi ned data is then fed into a

one-way hash . i nerate the MDEC. The resulting Mdec is then
digitally %&%ﬂrﬁ%ﬁ%@h (%fﬁneeg%p using the EC s private key 418 to
generate @F’ W@ The DS Ec-Pn, ~~. xe" is conbined 420 with the
dat a por t il Deéryption fanstismge (from 408) to formthe conpl ete acknow edgenent
nessage fCDSP_,I,WQ&eyECbecHékiQSﬁ’si@TSFPaLMe'EEs)iTEC* SkeyEC( Acknowl edgenent Dat aEC) ]

" DSE~. Pr vwyg-@ ol owl edgenent nessage is then sent to the

ner chant . ebﬁ%r cSF%‘ﬁ‘E goes through the sane steps to formhis own

acknow edPreme-xassLighel sigpgursgisp be Ehen aP%H8%% edgenent nessage, the

rrerkc h\z/iVlnt deSMsﬁw.,Q@emgitatsigthr?sigmdbyﬂlenpmhgxg oof nteh%gaﬁknovwkedgerrent dat S, ]
Acknowl edgsgent  Da aBhanird sighad byt 88 oh ReheSRBST ON key Skey M assigned by
t he %'8 to ETgr'E%Fg"é“ﬁ& h%s&cr eati&ir%g ylSkeyl\/( RNSP. I\/rgicknowl edgenent Data,,,. The
mer chant conbi Hes .Ct R& resul ti ng cryptogramw th the transaction identif
cation nuer@ataT'ﬁ&FWM%Q@d%{%E?th%@P‘bif‘c’fyﬁ'é‘”g@?" and the plain text PLAIN
TEXTM ( f r d5.5332) paidkf, =ciPata enthypted bpBPrpuldic keyhe data portion of the nerchant's

acknow edgeiTent,, TeSSaaepidhBERMoRkAhdnT XM kS5Hay MRS R Ac kpavedgenent

Dat a, , , . S datE partion i rﬁﬁt her. conmbi ned 42 n he acknow edgenent
mosonge r dier dier SRl SecoRigs ind BRaRPEn K87 el P SRe BB REE

ackn eddesseart. message for the SP, {[ TI DSP_EC*PLAI N

TEXTEC* Sk eyECERedontudarid gregidftbnic 24d equivafentsdliiwae03 WO 99/ 57835 PCT/ US991 09938

1 Dat ac) J g oSt ~~A. € * . X o

SkeyM Ack X (I\B %?’w%%}]ing, aléloﬁgﬁng?%g%ré* eggl?%%agg g}tggs't p()thP io{)hﬁl' of the
combi ned N %E@%H}E”ﬁessage for the S P into a one-way hash al gorithm
to generate the nessage digest MDM The resulting MDMis then digitally
signed by the nerchant using the rrerc%a}nt' S private key 428 to generate
DS~ pwote. Key 5 426. The DSM,, ~, ~a~. K=Y i s conbi ned 430 with the data
portion of the nmessage (from 422) to formthe final conbined

acknow edgenent nessage of the EC and the merchant designated for the SP,
{['1"1Dsp_~c*PLAI N TEXTEC* SkeyEC( Acknowl edgenent

Dat a~c)] *DSc_~~~, - Ke~] *[ TTDsPMPLAI N T' EXT; ~* Skey, , , ~( Acknow edgenent

Dat at , , ~J*DSM Pnne. xey~ This nessage is then sent to the SP. Figure 11
depicts the final format of the transaction acknow edgenment nessage. 10
TIDsP_Mis the transaction identification nunber assigned by the SP to the

N A N\ N —— g e pe——aemy " a1 T




- s ~aN Zoo3 WD 99/57835 PCT/ US99/09938 1 Throughout the transaction, in a
preferred enbodi nent, the EC works with interface software provided by

I nternet browser software such as the Mcrosoft Explorer or Netsg;:f 2903
Navi gator. In a typical session, the cardhol der points his brovws AN
merchant's U orders goods or services fromthe ner he
time of payrre%?g/t %browser wll invoke the 5 EC i nterface%stgeéglpé whi ch
can be_ built into the browser or included as a plug-in or add-on software
corrponént, MiaMsreh#ih t he transaction to proceed. The cardhol der can point

hi s br owser MIDb=MessapiRbigedt any SP nenber. The two-phased transaction
described | M4 GMERaR iR RRAVA tyndsdagd reapﬁa%in kife ricRSi@e Rist RN b OGplthe

t wo- phased %Et'%/ exchange-transacti on nodel e two-phased transactl on 10
descri bed i igures 6A-6Q the nunber of partl es involved in the

t ransaet i onMDkc T Ahemesspgealigeet of ¢ messpgereogiiomedfelttfe SP. The two- phased

key- exchanghH,[=aTtRandssape digest of a messape goih@frby neepodbateabP.e to cases where the

ol ves. oy methahiy He ol UpACt Ele @it frob OB B, B ¢ R bl ays, the
ool ves Moy ey Wéﬁagfpa&gfﬁtézéad%ﬁéﬁﬁﬁﬁéﬁ)lﬁ%.@whgﬂ&g@fwkﬁé | Beildrse o
perf orm t hemewhant.al key exchange | 5 and use session keys and transaction
| ds as§) gnepL AW THeT:3adseetionbity, wiith dah@e rirRmedtvitout chBgpiiod-AdiR&Rcan

key- exchang Ei?r&ﬁ%tdl@é?enmxgﬁL%'sﬁn %Ldeﬁ@:ﬁﬂ k0 organi zation schemes
a

wher ei n: g“%heﬁrtlmpa earr (jvvlth possi bl e routers in
series W t htk Tec EPaprob the Jpsactipn ‘@E‘)P’? PREG IE|"58H‘€§‘“6§W596€ﬁ5a$1?‘8nged
Wi th possi biegt daifigdsare notseduiriy gngtivec Fherefogathey &t itremsmitidiewithaud dictyiptonl

or ganl zat I ono@memeéomoftmé@w&] Eatae@mmnmh&msémta%ﬁ@&ﬁaﬁ% e20 to the

B:ﬂ ] pant S AL dyor Mol }art o% ft %&Q&mﬂ% 2)?0#&%%9 ?ﬁgchg t u?p iy ouQ%ou(lﬁ ??;irfﬁ

router thatPlR [y fatp rﬁequeaf% BQU ESFHRY SEngHivEr Aherpfpre, Itlr?yaﬁfhlt’@Fsa‘Flﬁ
or gani zat i omcsphienegyotd thet the xonter\vof|this nphedlesn bd difforrss whére usedXb apiifférerzi pant s
and rout er smedsgile. t he hier ar Chl caI organi zati on schene, the SP est abI i shes

rpesage |5 EQAI{NP oo Do D ok e B AR S LR iR bR °
nessagths f roefsagepPlainitextidata fields Iare 315\6531?}5% %P%Veswf?fﬁdb%’%q psHited Hithowsssages

accordi ng tencapti®l Notd ehguihe eomedtof thic bymis] canbé diffegnt vaen useddn khidfferémr war ds
t he massageﬁsts ot he SP. Each participant need only formhis own nessage

(data and dy and it t. artici pant
Conbi nos a1 @Wm BeaGRgeeh ot § S ek Bty R Bl
signs the c@mg%wms@@eﬁelﬂéﬁ@mét s8Qurigeseariting. Therafere,bsytarg gapsmitted withous

hi er arzshi caéncmpganmmt thanths centeflof shis kyanbol cihbg diffeenowhan aded inraisfkgent
router, I | ects rressages from all the other participants and sends
t he conbi ne to the n.the.series .organi zation, .an orlglnator
of a transag{rﬁreﬁe‘?s ‘veﬁagsé?tpg a%‘i'*ﬂcff%ﬂﬂ“éf SDRHIY r%gﬁ%ﬁgf“&{ﬁ?? who in turn
are in seri¥EDuit fensitivetransasiondigital dite propided, by ingits. oufgeinglieesngest Mptedht 35
enbodi ment @ cnft bAKE BimHANcan@d AlffehewRtusalifwiifferent meysige. | 2 is a

parti Ojooa”tST[B A §éhsﬁ1kz%?r A ﬁnﬁﬁﬁt&%l fB‘%rfhEdQ}t mtt%ﬁanhﬂlv %H(g%g g?e@e)éges Note

i nt er nedi at router. An

ori gi nat or ﬁe}ﬁmtgn@f#}lamek%w Wt‘ﬁmﬂg’fe p‘hﬁ@‘gfeff&wssaﬁzo 1140
and1160 andPle=Paslickey 6 JAN 2D03 WD 991 57835 PCT/ U599/ 09938 1 service

pr ovi der th@(cPKaFleEcquBh@ka%mgﬂdlebti‘on&ﬁfatdes as shown in Figure 12. This is

simlar to e [described in figures bA-6Q except for
the fact th&rﬁ(ritgw“t EPU%EM%'&&%%H}@% es, i nval ved. Note participants 3,4,5,6

... 2t PReRKsr pEublickey ofetgiectyd syipaovi9e0. Each of the participants
prepar es hi Respose Dagsages parrod drepossgesni fackby the Sh & theESdgengbe nacaitives from

ﬁe g;;ore 5 pafaﬁehgﬁngggﬁaédnf it @Wxnclﬁ%ﬁﬁ%lﬁls?}%;lﬂ%%%atfm% ahwrélaaglrﬂ%ta
conbi ged nMeseRye’ PgtaiWentAUBaﬂ th E%H%essf‘%e {) logﬂﬁ %IJ i tg‘bmfrglr"anrg dP’hrég tP%s ponse

message accordingly and sends it back through the sane path the original
request nessage has traveled. Figure 13,shows elenments arranged in a

hi erarchical organi zation scheme, where each 10 element, X 1,1 to X 1I,n (n=
1, 2, 3, . . . ) 1200, is a participant of the transaction and not a
nessage router, and each element, X~~k (j =2, 3, 4, ...; k=1, 2, 3,

...m mis a variable oftype n; mmay be a different value for different

| evel s of a hierarchy) 1210, can either be a participant or a router. The
upward pointing bold arrow represents sending a request nessage 1220. The
downward pointing arrow represents sending a response nessage 1230. 15 Each
part|C|pant coIIects nmessages fron1a nunber of part|C|pants he |s

o r Y T S s o=




WO 991 37835 PCTI US99/ 09938 1 request nessages and the transaction response
nmessage include plain text, if any, a cryptogram and a digital signature
of the sending party. In the case when the SP needs to act as the ‘JANAZQ.[B
surrogate-certificate for the EC and/or the nmerchant in order to ¥e i

a certifi cat eg %@gﬂ xt ernal system the SP shields the EC and/or S the
mer chant from" f)eratl on of the external interface. The E‘F:’T’Bﬁﬂ‘)g%turns
to the EC and/or the nerchant, the information needed to conplete the
transaét i ontraisettion pbasBOf aridhacticnh caw inshde eppravel/Hisapptnypledateaans/ds @asnother
descri bed hejshst gelaat are considered to be preferred and exenpl ary

enbodi ment spQf- r i nvention, other nodifications of the invention
shal | be apRR' ﬁ.{]ﬁ?&% ?’g}g’%}hose with ordinary skill in the art. Therefore, it
is desired fdegeR %‘@QE‘r”é‘H‘bF’rECPﬁ@e%}?}HEﬁEQG“JﬂSé‘?“l‘n‘é’ %1 such nodifications and
ext ensbons B¥fzar Randoirhnumbehganerhied by tha 8P epd isis¢nt &midC.scope of the invention.

The inventi QN Eq{ah&bnpgmﬁ&p%g&geeqbgglelnqy;éhuﬂl ng all enbodi nents thereof that
fall within sgape h %%cﬂyetﬁ 1s s I\I(he i nvention should only
be linted i{s*’t“ne g@@ﬁ’&@ ercgie'é oW, 1 t|on one with ordinary
skill in thé arFﬂnaWiﬂIOfﬂ@aﬁlﬁqﬂgflalaf?ﬁ‘fl‘é‘cﬁf‘a‘ﬂ@rt hat ot her 15 applications my be
substi t ut edTAcr Trhlvagion $@itreficyy dbouner ei n Wi t hout departing fromthe spirit
indAscs: ggteegnfr?té{aamﬂ ﬁ&maudnm{ﬁ{%u o0 - 1189, A PraRlhction IDZ8.) = A dﬁta%éxd%}{%g@ém@t/” VB:
naving. o cPPRBEHA LERt hegewﬁagﬁ%l? S b don IndC FUL R iagifle” o, e
for stori ngtwml%‘er‘vlﬁhmﬁmh@ﬁleSmraas%a?fa area for storing service
provi der i nfTaksmefidndderitificdtod NaghbargQu DG, Keansakioi IR, get Xidaw fipkdorhosteyaluea
service pr O}é'ags d‘%’m%rp iﬂh@ﬁéy Jxmgéwayeeofta%a@s%tio}ﬁaﬂquerq{ant A uSd @ft r oni ¢

rovi communi cati on wt e service

card; Z d a?ﬁ% gé
provi d lé"r“’tc pigate with the td\‘)’l’"\‘,%‘h‘b?a&ﬁ 3BT ni nal decrypti ng
comuni cat i dn=Comhint heconeatenaten qf idate witbin amendnention Eratiadedrypiied Dencr ypt i ng

communi cati on muieb%psq&wgﬁes@rc@mpﬁbarmér&mmmi &rnd Paferrel RenbB@IMehCBf MeOVi der

e L o bR [ RN GRblAe byl B G 66, g{.&vanq%mg%lsrﬁ‘ nal

encrypted ¢ A figwEs ¢4 BraveheQdhs fevdar P‘ﬁ\}‘f‘g“é}? th etP@F’r?f H‘é(?l"?domt he
ser vi c@0 pr othe ttersaction nieniarie Keypdiv di aptlzer etheaigneng oftbe trwm’sloo;ftwa PRElic kex pdimnge
request IesmagBe @84 iy Whiek cdds ibbth pubIR: IGY ek B HeleRdtafifd. S public key fromthe

el ectont ¢ Car tne 3 d RIS SFySIITLILE 1B TR dlihco BRALCRPEQUT der

terminal to the's Fnal 1 nclud exchange
response nmeSShyge phast tnd thetrapsasienphase- key, the session key being used to
conpl ete a transaction between the service provider member termnal and the

servi ces proyHg{gEIt@yrEﬁ@HAI\Q}E ﬁmsgmAﬁmpAKglmAg wherein the electronic
card is a ph ySlTE? %C %aax‘{iléo&q%r gﬁexps%%esélé mio aca.xi%reacg\lmrxrt]te]dewg% orgﬁa;t ﬁl% %E“ §1'v£19nt

sof t ware havin t he

el ectronic eoﬁr\@reraaé NP 3 erwmt@é@déoréaa&sﬁps&w%f fRpdigipay HM Be ﬂl“‘o%fél?ﬁ‘i‘b and
updat i ng cailbheitalersecunityinforhativn comditimg iscgmaared 512 witritie on- card infamdtiovalrldgi ng

the servi cemw&w ﬁlﬁ{ usgik FuidifRd toEuse HECS YBihe Héc‘afxty(iﬁ@hﬂatﬂm‘ﬂ@é%rrﬁt fatb e
el ect I‘96'II c card

on._rea k1 eralon and
communieat | §HY ¥ gf' é@?"ﬁ?&ﬂ'&i Iﬂ?eﬁ € r%q“%usfﬁg c«?ﬁ? Sfejecpedvr 5\,&% tc?f
el ectroni c Bamntpckedrlt B &r use iPnce B sard by ynjgeked. the “ﬁﬁﬁa‘g@q‘t‘%bthéi@@f Fbéﬁp'éaréar d.
7. The syst 6Ps aviilable &r salectiviatdendke b belectibe £20 yrissaing an 8P Selectibe conraandrts thes

appl i cation Eéobw%@s sellélé‘d ﬁ%%ted?b&éds% amhl k%@ﬁdnge {l@ﬁ vithSfd §10Nipe card
further co rblfs‘rF gﬁ’ﬁﬁ ) Thes gv q@%ﬂ( Hg her tco‘gré){ré si.ng an
external sy BYRURE eqtieds IFPIFF, 3’?’ |S?5‘BP°? gt Flern e Heth the
ext er nd¥ syEE€&SHPDAXY is used to encrypt messages that will be sent to the SP.
The main purpose of the KE is to securely send the cardholder’s public key, PKg 126 and
an EC random number, RNy 124 to the SP. The SP response to the EC is to assign a session key
and a transaction ID to the EC, which will be used by the EC to communicate with the SP for the
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- s SAN Zoo3 10. The systemof claim| wherein the data area for storing
service provider information further includes at | east one servigeRh9\H
record, each service provider record conprising: a nane field Hﬁldmw
t he service provider; and an account information field containi ng

i nformation 0 each service provider. 11. The syste

wherein the stgér)\g/%}%eg provi der recordpfurther conpri ses ;n |%@Wﬁ4{9§g ype

i ndication indicating the type of instrunent a service provider supports.

12. THe sysgesenf bt ughsafinnl 0 oviperae the Kihaessageathe BCpersratercy rapdasppuntien RNze r
conpri ses an4aemefAcnatkeitwith @R, EOW beblicakeY P - MRS tand VG sechiftiveotrgBiclionefLSS t 0
transact i on 10ef {28 Rlevited ‘m‘*‘%@%%"’%‘”"ﬁ??ﬁm @0 SPOTRLEE RdyRlingin g3 T ol ©
o aer s SIS pllie ek, Hor i B B LY, e Sk B8 cRblogtag
menbers, t h&keRNaxthkaatfd e isekin qombinad é3thwith thy paip taxt pertike9f bé meksagearenber ,
and at | eagt AAINPPEXTQM 0f ift &8, KﬁYorﬁX&hEOgﬁnibﬁﬁu&ﬁ'&neE@% FYATRETEXT S Y pt ed

using the s IcﬁKpL%dfrTh%g&u%g%omth Q%HIS'beeeég&[%EuPﬁEL:ﬁla&%QPLﬁ%d' ng

the key exd’ € réquest’ nessa Vi Cé provi der;
gener ati ng § Ftﬁﬂﬂiq{ dging engrypiedyheq qg@mgrﬂ&ﬁ(ag}m BECREEIPEY a key exchange
response ness a(?gfby densitivediatags erveypeeds Donsenkitye @bsponbeaiagds includedain thei pikdn textsendi ng

the kqy ex cd}mg@srr 83pe Et?:%adﬁﬁé %ﬁﬁvé aa@arnﬁ NBulB Sy ﬁﬁxs&!t@ﬁ'tﬁ'@ﬁ? ﬁa@ fliNRcdgEToer ;
and using t ﬁ‘ c?{c e transacti on. A met hod of
conducting ‘& éffnéi’tv?%?rg%??’b sa-ﬁlgig’ wﬁ’gnn an el ect roni c card havi ng a
public key of Thewayine®C Waﬂ@kmesﬁ?é?ﬁﬁﬂﬁ%ﬁﬁ@hmpgﬁ freashing glearithmyl 34 techmnge
request messkagke niksage,Meitie s, the BE esyageXiddesirgbe L €TheeEC msgag@edﬁmgggs a
pgghgc key @fitafly ﬁdza%ba{escar% Ring k&@prﬁa@‘k@% Il%go@érg{/m gileBY s § 5@ om
t he eISl(%ctr E?:P"c‘awdnﬂiehcgg’%g S@Q%q\gm’gﬁs %ge:]fs Eré‘g'f'“!n‘éé %H’ﬁr ing a
menber chalcpshipetién mestage h@l@@bmﬁb% @éthe Blé’rli‘dteﬁbp ﬁg‘l I@@}(ﬁdm@t@@m equest

message fr @RYBTO Nandhiey digieal sigefiry DSE., ,,,p,,r;,gyisdl&rKE gesegaftin the ECHAS fisert tkey at
the servi Cﬁm@ﬁ&zfﬁaq@fﬁs tfu%[léﬂ ﬁét\g&kanﬁgxé?)&mE@Qfﬁl heR Qaf%nﬁ@aﬁaaahml udi ng

t he sessio L Ce_ prov ex nmessage
has a res pd‘ﬁ’sségslltﬁ’te p P?é“rﬁé?ﬁ\;@?e@% bﬁ@@sﬁmsép %é?a\;’l ‘ﬁ% %g?/ft tg?:yffﬁlmbnge
for tRR8 membedt todecnepidd.nGhdse data)ﬂ@lﬂweaménﬂb@m fof mchmesaagn;anldwetdnaénq'dehybhq a
response f @fandabithg$asigt.ce provi der challenge and sending it to the service

S’L&V'Zggg? and @i At GS GRS RSP B hQchkBI RS ol %slech@IfARS LA steps® - ©
format its own KE message with the SP as the EC goes through to format the EC’s KE message
with the merchant. The cardholder and the merchant do not communicate with the SP

25 individually, but through a combined message. Consequently, there will be no need to exchange
any confidential financial information between the cardholder and the merchant. The merchant
prepares his device for the transaction 142 and selects from his own SPDA, which resides within
the merchant’s device, the same SP as the EC cardholder has selected for the transaction 144,
The public key of the SP, represented by the symbols SP-PK and PK; is obtained from the SP’s

30 SPDA and is used to encrypt messages that will be sent to the SP.

To format its own KE message, the merchant generates a random number, RN, 148,
concatenates it with the merchant’s public key, PK,, 150, and the merchant’s sensitive
transaction data STD,, Sensitive transaction data is data that is relevant to the transaction and/or
required by the SP 152, The merchant encrypts 146 the combined data using the public key of

35 the service provider, PKg,. The resulting cryptogram is then combined 154 with the plain text
portion PLAIN TEXT,, 156 of the message, if any, to form a merchant combination message.
The merchant’s public key PK,, 150 may be placed within the plain text PLAIN TEXT,, instead
of being encrypted when forming the merchant combination message PLAIN TEXT*Eg.
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15. The method of claim 13 or 14 wherein the step of using the session key
to conplete the transaction conprises the steps of: formatting by a nenber

a transaction request nessage using the session key, the transagc |§Mr%003
request message including a digital signature of the nenber, and

t he transact |v§>(g?ﬁr/5§g#est message to the service provider; and formatti ng at

t he service a transaction response nessage for tHETHBHWIS,s] ng

t he session key, the transaction response including a digital signature of

t he selrvi cex@NoWPRgYSTIIAd sending the transaction response nessage to the

menber. 16. Thﬂmem&&m& c%bﬁ]laﬁdnrnaek@gw[mmrrmangWM@m*ma)] isamag t he

sessi on key rnatlon
t he transacctof%on a {h Eg: %% %If}ﬁﬁ )ﬁ/&& §"d’5$ (fﬁﬁﬁ&éfa |ﬁC)ﬂ| Sk
transacti orrnvrwaqh@sf?“%@%@émm@h@f‘bﬁKFl"éPﬁsaé? of heth t‘}}ea{?ﬁ%kﬁf“i"é‘ﬁ“&aqcalf)éhﬁg

i nf or Mat i oread- hﬁichaxﬁ c@ﬁlﬁlﬁaﬁ)nlﬁieésagm{[?LARN TERT gV (RN RGN, ) I DS I hg.. et hod
?‘;qﬁ'egj[ m nég o SPPK PR Stlﬁ%;)? ’Pﬁeaﬁ(flmTeﬁ}iint b&nﬁlhaﬁxohﬁrﬂe@s%@&x% Fcﬁ&g es the
transact or}*%ﬁeélma% s%ﬂgzg@q B P T e BB GrRees oy £
t ransact i orMPaqJds menahariaagssagy ngesr Ih@m’ét%‘é“b?lg%ﬁddﬁ%bl the merekanhusitgeherenber

i ncl udes a masiPALS Privale Reys BdVtb dernp4a aeiclar dijirally dggd messdge DI, LANHC ThoN

[ equesy MeSaaGn, &gnaﬂg nganbs@?gt Qs Gl al ms]tﬁen%ﬁ{bﬁfeﬁ' 185‘%& BledafaDoRfof o4 der
encrypts thg res ther usi nge me X{Sﬁ@!g and

i ncl ude t hd® 8yridm? "s etth’Pt‘f INRHo BISERE% 1) EE Foffd XA HAU4Sh t he
menber. 21.meFage ﬁ‘éf PADSTEET " e kBRWAFPBiAS TRR) ISP et a1} SMPHARN TED&TMdes
plain text sm | &R FPRISIDL) 105 * BSAQNSE fFRSHABEmEdhdnP e d'BI TR find2nessagb €

met hod of ol gh Mol - SOREREH ) bR LS BN IRE dhAGhHEPSnd TIRR of e key

transaction’ igenti ponse nessage to t
menberl? 23. exmgmﬂwgdnﬁfagerrgpmnﬁchﬁﬂﬁ?m -conpr i ses tile steps of:
formatting at Ihite prfedorirembodimegt dftie is@sgon the keychart doessnes etetk tia MD of the

acknow edgnmng re gﬁ@@ﬁ&%agelmgcwaugz the Ek':gxh&ﬁ)lts 1ad lgm& KEe MfwevBieinee Afkritde
menber , a”dﬁ;e@ qgfga vtﬁé)tg)gsgﬁltl ché‘ose{‘rho‘@‘tao ?x’}ﬁrh %ﬁgﬁ%h&%& rﬂgrﬁﬁan vi Ce

prOV|der

encrypts, ép ﬁ@f‘oﬁlﬁb’ chgaathe EClsddD heferegawteiigo Fherﬁpb)}n either the o pders e FCde r
hi's adnow eacigpre his pdislickey or Whege the EQainksaoby ererpipt his peldigeey, 6. enlidngedseturing of

claim15 th%ﬂ% Bvdid os‘gﬁfg}ﬁéceésﬂ@e%@% lﬂ{c@hé?cﬂa@Qhe'S'P dah stilpstenioE ede Rt

nmessage. nﬁ;ﬁpe nel u
transact i on ‘a‘gﬁ? Wﬁcgﬁ'?fecﬁﬂvﬁsa 0‘31}%‘88“‘{“6&%9?%6 %mtetﬁe ser \El)?tlck:lehlmseo@f’%%? tn his
acknow edgribhmerehans dges noplrave thehepksthe M fof the L] sce i wm?@thﬁ qvgesll mesiaes

chooses t o famed ypi sisghngiginatde-- the 8Br Thd merthantlortleeetls 1arbak theaviDad the owdraltignent

messagme, thﬁes%@ﬁéﬁebé{&‘es'ﬁﬁn%é@ i on bei ng information that is accessible
only to the se

transaction usi g’ﬁ%@ ’%cc?tvF%tH? %gé%ﬂ“a“ H‘g?fia %&f Sggﬁﬁf?a%gg lgé]thsdg Vﬁm ’
provi der, cSHisrKEequest gessegedtonhge DY ane fasds the Halp P@H%O@Pe KFaeqvgstisepsage
encrypti ng ihey abhewsEiakieslgdritem mandatvilachiad messge diggstnghithbecsmesMDg. PheSH der' s
public then separates the merchant’s plain text PLAIN TEXT,, cryptogram CRYPTO,, digital
30 signature DSy, pueke and the EC’s KE request message PLAIN TEXTg*CRYPTOg,
*DSgc prvaekey:  USing its own private key, the SP decrypts merchant’s cryptogram 170 and
recovers, among other information, the merchant’s random number RNy, 148 and the merchant’s
public key PK,, 150. The SP then uses the recovered PKy, to decrypt the digital signature signed
by the merchant DSy, pryuexey and recovers the MDy, for the merchant’s KE message. The SP
35 compares 172 the newly hashed MD"; 168 with the MD,, 170 recovered by decrypting the DS
from the original KE message. If there is a discrepancy between MD*, and MD, found, then
the KE message has been corrupted and is therefore rejected 174. If MD” and MD,, match, then
the SP separates the data portion of the EC’s KE request message from the DS and feeds the data
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key fromthe electronic card to generate a first cryptogram formatting by
the nmenber a key exchange request nessage including the first cryp

and a public key of the nmenber; signing digitally by the nmenber hL&ngﬁba
exchange request nmessage; sending the digitally signed key exchange request
nmessage to t sce provi der; generating by the service vi der

service provr‘9 Eﬁ%ﬁallenge generating by the service prowéﬁﬁhﬁ?gﬁﬂklon
key; encrypting by the service provider the service provider challenge and
t he sebsi onpqtgn gF thegEE n & reagist mssspggbintoca Réﬁzwt“bh@br‘f&o&h@’ i sealewipge the

crypt ogram mEaag@dxgdsﬂ@vﬂb%_cy; hﬂxcmrmrc@pmtesuhelec splkie yexe REABNM TEXTRS QAR €
message | ncxy g‘emtdwyﬁﬁg d iRl 5@@@@“30 [ CARRRG doRidHITRRECCIRE! enge;
signing digltal h §er é ovkder Eﬁchanﬁg response
reaongs: | soaERRE HEHRES 1558 et enjesl s B ¢ S0 e
menber $ encm@tguqmrb»fomﬂaeomﬁﬁbemdamn@meww,egyb éPPUWJWHBKSceﬂUIFéBﬂpnow der
chal | enge ugsesi@e feEtﬁte&@PKgcQ@déé%t {he digRaligaitere dighdd trchcmnxAmdogérame ML &hi ng

the third cgyg tx&%@;r;@ it @stgbeﬁgr ﬁé@@&fﬁwﬂwm{sﬁ ﬁao@ﬁhfhwﬁe

service provi ssage I Ng

from the nefseYeraddy WQB‘F&/‘ihE @Spﬂ“lm |“Efe‘?ngméhHEs'§?§Eﬁgﬁg t4 ng AR kPl goi ng
fromthe nefobed, the &E rhessage hasibeen qormoptediand i thetefoee siected E39. Priowwise SP isr@@ly - 6

JAN 2(Xp 29. tosgmmp}ggﬂs%eﬁigglbgakagmmEmm]tgdje nmenber uses different pairs

of private andg‘ﬁ% ﬁg@resggns%mgssa%?or }?at&%é rﬂ%h% %tg%x ﬂa?dotrrPr?umrg%E?\g\Rﬁér Ealon

..U
_y...

communi cate w

the key excHihged ? sstienkey ikepads fonthe ESy combinetihsa Wik T ceangrated sademnt ai n
pl ai n text. mBdber, TR& RMNpL, b@dc@gﬁromﬂalsmsﬁﬁe whieeaion dith §TPpRb EI0 anki(emrﬁss them

encrypt hi sy RiaBl i grekeycusi bﬁ@e _§T vpge provirger' 1%3 r¥hfrand) t he
key exghang S% t he menber
and seﬁ;l ceﬁﬁrpb@h{g‘éﬁu\g‘?‘iéi%gﬁﬁct stek ﬁ)forggﬂ%q ﬁé\/@' ’tg n})ﬂsﬁ ﬁenpﬂganon

i nf or mat i onnyneber, FBsiee {4eaesignas tpcthe B be the SRasd plgia tarhd W.Ié TWsr@(&é?ﬁaﬁg@’
response nesYafe thetdad gofiohiodthe ddspdrR€messhgerfomhe BO. TRk 8P rasakis 8ithiheoughhy t O

th ' I
Lhe servicey ?ﬁ mgb&ﬁ&égaﬂ?%ﬁgé%gss SR VD TP TR singfs o AR B ShoOfe 1 &1
e il

chal | enge a Pma'y'm ?cgﬁl}e I8HONSE IMES Y Wo‘iigllﬁuy E‘EEPWES
wher ei #0 t hemssspga digespMByisdeAftesompining 291* theslaletrpiian pHéamessegeavitiothe agvipar t - of
Drovi Qo1 | Medtac e L, WAL L LBORD P DAoL L ha bl Bin Text in
'Ito he key ex cﬁlafrjl F@é}&ﬁg’?ﬁ%ﬁ E?é'é(ﬂﬁsp e RG-SR S TBEN P DRG0 Ko
o format the KE response message for the merchant. the SP generates a random number
RNgp. 208 and a session key Skey,,210 for the merchant and combines them with the merchant
25 generated random number RN, 212, sensitive transaction data STDgp g 214 and encrypts them
206 using the merchant’s public key PK,, recovered in 170. The resulting cryptogram is
combined 216 with a transaction identification number, TIDg;,, 218, assigned to the merchant
by the SP and plain text, PLAIN TEXTp,, 220, if any, to form the data portion of the response
message for merchant. The resulting combination message, TIDg,\*PLAIN
30 TEXTgp.p* Epgpc(RNgpp * RNy *Skeyy *STDgp ) is further combined 222 with the KE response
message for the EC, [TIDgp x* PLAIN TEXTgp oo *Egep(RNgp.go*RNgc* Skeyp* STDy )] *DSgp.
PrvateKeyr 10 fOrm the data portion of the SP’s final KE response message, [TIDgp c*PLAIN
TEXTsp.pc*Egcpe* (RNgp.pc* RNec* Skeypc* STDg) *DSsp prvatoey * [ IDsp*PLAIN - TEXTy,
M* Enerx(RNgp (s * RN, *Skeyy*STDgpp)]. The SP runs the data portion through a hash algorithm
35 to calculate the message digest 224. Using its own private key 228, the SP creates a digital
signature, DS pavae key 226, for the response message by digitally signing the message digest.
After combining 230 the data portion of the message with the newly calculated DS 226, the KE
response message for both the EC and the merchant is complete. The response message
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36. The nethod of claim 34 or 35 wherein the nenber uses the transaction
identification in the next nessage going fromthe menmber to the sery
provider. 37. A nethod of comunication using an electronic care a}}\frgmm
public key of a service provider, conprising: formatting a first
exchange re ssage at a fi rst menber, the first key hange request
nessage havi ?ﬁé“ggm ic key of the first nenber, and at I@?E S®%B68t i on of
the first key exchange request nessage being encrg&y ed using the service

E

provilder ' s<piIBDirgc WEAINT om EHE sedcd e ot R8st RINECS A§¢ TPse 1 DSstrukey

exchange &entm& WEQMQW*ED&(RN{pﬁ*mWM*B@Dﬁn&]ﬁSDBQpm P& sent
cormbi ni ng g gtﬁee,ﬁlggaﬁanwgm@fla BonBE FMETEIBRG K8 EAARIR [BAPS eSS ace

W th the e Teqguest nessage and sen
combi ned R%‘? igsdcia FraRonse R EfEde f?‘?ﬁ’s‘g%lﬁ%to thg yerekpnhy he second rrerrber to a
servisce provi de‘& formatti ng a key exchange response rressa%e at t he service
provi der | ncI ud h’ti:P he jegghar t3§°e'ves fhe TeSPPSe SeERESN 2k FdF'erP haat ffjrpts t
menber , S R Yseaporse Whishswseiened birdhe Phoand tlaeryfeé flgie nogigiodfse
message | ﬁ ¢ ERH‘ 5K EespRse sressige itk & pne-piay hish @nﬂtmeﬁﬂerlateélmmsamg t he
key exchartigest MPsnee Thesmengbant  thero sepatasasihe aldtakpartienk of dly 8P's d6lp aespense
message, dInggesg itthe TeRerhi NBIGARRYTEX Ehran gERYES Pons e [(TERwagP L AINI TEB6kk-ng
the genbi netiCR¥)TOxahddeSwaspauns Ehememhge uses Hrepubbic beyd(setectbbfromard) to
separ at i ngleatypt He digtdndgraambdiSsp-thekkety exclrarhe messponkgsmdidage fThe t he
second menhachdnt eompives R3Y thx aleangbashed MMDSG.(Tedthate ¥Mxg. §helff thest isnanyber ,
and f or wardiscrgpahdyebekiesenMDh@ROmdMBRAN SR KE $&p@8e hdisabh Bad beeh to@iidiBindt O
the first igtetSsre r@&ted s, TEMDOG Pind DR, FhtdhlihbR Gle S@EMAT BeMTies firpamt ti ng
by the fi reftherespdase messaddaniibtLisimdahit fof BRSARIdB)ts the EyA0BAG CRIPTOGHSS!
mess 3? ti3Rgt KiRBSACHIVAR KSAUERS nERhaAIMoLRChHEINGo Feddval theloriddN indb@ Of
the f1rst jyRFRERNAME 198N o Ge lsBR &)rtﬁ@%@cm @B KIEguRRl ABISRICTAO plcRBamecond
menber; _ oaiphRE bid the R¥cdvBRd S ARIBRChURRIED PiHAG sf@ﬁ QR Sifpmid BhasRY . 2
tr ansact T QRulhGARRS! PS5 3ot CARP! ¥l A il erageiit, ctue&nd oo
menber tr ar &Ed 9% rs‘?;%?@é SAU A 0 By AP the

(rj?glufglt m ﬁgﬁ?f ﬁér? e it e sﬁgéé‘ %%‘%‘dﬁ?fkﬁ%éﬁ %%991%eéuq§ttﬁle's' L
trang@cti on* nt Dt

service pr I ﬂ’fgﬁg ?g@"’f‘?‘?’g"t sglgm oﬁn Vpargs qxathggrg saSthonré?B%f:gE'
nmessage f gpen f%ﬁ I?l rst menber, including a digital signature of the service
provi der; formatting by the servi ce provi der, using the second session key,
a transaction response nessage for the second nenber; conbining the
transaction rewhense BEssages hoKR Reepdnse flessapaDal; thel EQ fikdn eeparasdsshe DSGN
response pARSggoehitlofvat RREne® 69Nk BBIARI the® féeds hcadatd Pbitio cbfttha REartsponse
response pR&SEIer thd EC GHidanaR-wi2RGEadl§@ithh §FQRER ABSSAGE. | T BAi then a
digital sse@a@teurt@e @dta EEﬁloﬁfo\th&&eEHagé"1QerFID§;Bé&dPD§IN MEXIRAR CRYPTRRSACt i on
response pBgSAAS.} OTh s%%@ﬁﬂ@ﬁ'lﬁ@t@tdeér?? tREARMS siEmahes . the
transacti pRyf p,,wplg s é%ﬁﬂﬁc&@:{-s ﬁx@‘?ne)f;éargéfd B BT cdrha&20e2i tRE)
response pRg %Qs%eﬁ MD ?ﬁg%ef 196 M < [R6VEESD ﬁ&ec%hh?%e%@s?pgmﬁﬂ?er

the ansac fE. P& §§1’i hot Bhtdy
n‘é(nE %ngifr Ases eyt gly Rt tdaIm& R i ﬂefo?é

éss&é%”f%? 't}? E@
menber USL n?a'?h‘i @ [H% %?‘?he e

acknowl edt %ésgé £ 2%6% ngv\?é%fo it | ng

and sendl'(hl'%ﬁ;fl r‘lnomeg %

t th fvatg kel

ﬁessagese B?lﬁ?'%“&w é é;el?%l;&‘ IO ggeé e%lageh first
A %‘g}f@{ e
ng lfhe“% gg corrett

n.enbéj. 3mepares
acknowl edg*hléﬂtz“}rg %hé‘} ‘é‘m&l&%‘i‘rﬁé‘ﬂt SUR ng\ﬂ‘
di gi tal sMgHagLr e'Sof r%?ﬁ%"%e&?ﬁd rrem§§’r°j’ afBlys ents

acknow edgnent nessage to the service provider.
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40. A nethod of communi cation using an el ectronic card having a public key
of a service provider, conprising: formatting a first key exchangeh[gﬂﬁ 093
nessage at a first menber, the first key exchange request nessdlQ g
public key of the first menber, and at |east a portion of the first key
exchange req sage being encrypted using the service I 'S
public key flriﬁi‘r%% e electronic card; sending the first key @@#ﬁ%@é"’sr equest
nmessage fromthe first nmenber to at | east one internedi ate menber coupl ed

in series bUtRUNERksan reeovst thagmaen nuRber Rilec: &t sprves iasnsire tat the seadss obthe s aj d
at | east onmeessagt Bimdeddithd eleoedBRr ThediGgremirdsfarthatramsarsiay phasoofttier transacton.

participati Pg| mmtoaﬂm be%rﬁfcﬁhbéagttaméofut §&1§g sat inlt§@§t agaae?é meRhded Datify Qlt?rvber
conpri ses easli .one arti cl patin nenpe . eaC e | ClI patl ng
romher s s PrsERRh 1R Ao PRl ot Wi &%cige%w@ﬁea Bl berlddC y B i €

conbi ned kefereeatyith gansiderfhesansaptionsehgeted ang il gither alry OBHT the fEOYeH EPeeeSdi at e
menber, the confir aecksifaicompetiongehe KEmesigerranags, thoSPhasHTigpubliekdyiangt key

xR, [ SRBE BPSIE 00 5B UL Sk aR e o
first sessi %‘Ea“lﬁ%‘?qa EIS : %“Hg SF%SPE?C%@@P%%%&ESH h‘f i“beé‘g'laﬂtdméségegg Wy for
each of t herapdom fugibsestreqoyernd from the; KE seponsetmesepea backiie thePtp cempletethiedey a key
exchange r expRARDhER DS B8 GrahdieiloddThig caazlofd intWe whysl The sindord atihbedd AAbE NY
session keygny u'ag&mo@gh 5 Q@f#ﬁa&iommgggo& oM BRESREAEchLR Ol HE A&y | C©

Id at, feas late

provider to s one 1 nter nmenber; separatin eac
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35 message (from 282) 294 to form EC’s transaction request message and then sent to the

merchant, [TIDg ;- *PLAIN TEXTg*Skeyp(RNsp.pc* STDgc* Alec* TA)*DSec.pnvane key-
The merchant goes through essentially the same steps to form his transaction message. The
merchant forms his transaction message by concatenating 246 the RN from the SP and the
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r eceilvi ng merchariis agesupt igformation wdid the salscted il iAe 443 pnsastion amguntrl ¢nd ressage
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first nmenbdBEDict k" d4NEB icya. i’ BB aat TIoHN GRS bheyed hage XTEW! Ak *Tadond
menber; geeiefdre,te miefchinl decde B3ROmMbIMED Q4ta tiSoughREdHeivady Akl AlgorftRA1O8 10 a

second tranSAGL nds Hﬁ@est W@&ﬁ%@ﬁdd h?wér?&igﬂﬂl 30 Q&BH&E%B%F‘Q. the
S L e St o B0 55 pb ol o ™ 19
menber s t potion efitze moessdge tleem 29Q tsfoun thedinpldrpnsastionrequssigeessagh andds thion seatl
transacti @ihé Squmsp_ BWEMEEMEYEE(WEEQMCW&*’ERHQDQEC- r\;a - uysl WDEP-OH .
request MeSSARR; kv k%fkggﬂg_& | n@gxxlb‘fﬁmﬁ]s}ﬁﬁ@t ' C'-@g&% FRER&E ihertﬁm%F' ving

at the sefvi€e provider. ransact I'oH* ssage fromthe
second neddERt ofgheransactionreqyest igssage:r vi ce provi der a transaction response
nessdfe for eaclh&f tht Be rédeivab the transaction request message, the SP first checks 306 the two
transaction identification numbers, i.e., TIDsp.gc and TIDgp.y, sent by the EC and the merchant
and makes sure they are valid. When either TIDgp.y (of 218) or TIDgp.gc (of 194) is found
invalid 306, then the message is rejected 308. If the transaction identification numbers are
both valid, then the SP proceeds to separate the DSyiprvatekey from the data portion of the
message and feeds the data portion of the message, {[TIDsp.ec *PLAIN
25 TEXTgc*Skeyec(RNsp-ec*STDgc* Alsc*TA)*DSec-private-key* [ TIDsp-m*PLAIN
TEXTy*Skeym(RNsp.m*STDy*ALy*TA)}into a one-way hash algorithm to calculate the
message digest MD”y of this message. The SP separates the data portion of the message, i.e.,
TIDgp-m, PLAIN TEXTum,CRYPTOyp, DSnt-prvate-key,((TIDsp-ec *PLAIN
TEXTec*CRYPTOgc)*DSEcprvate-key- The SP decrypts 310 the DSmprvatekey using the
merchant's public key and compares the newly recovered message digest MDy with the
30 message digest just calculated MD”y (from 306). If MD"y and MDy are not equal, the
message has been corrupted and is rejected 314, If MD”"y and MDy match, then the SP
decrypts 316 the encrypted portion of the message using the session key Skeywm (of 210) it
assigned to the merchant during the KE phase and recovers the data fields contained in the
encrypted portion. The SP compares 318 the random number RNgp.yy the merchant sends back
in the message with the message the SP sent to the merchant originally, RNgp. m (from 208). If
35 the random numbers are not equal, then the merchant has failed the mutual authentication test
and the message is rejected 320.
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he cryptogra.m C Y OSP EC» 1-€-5 Skey x-:c( esponse Datag ), is combined 340 with the
transaction identification number TIDgp g 342 that the SP assigned to the EC (from 194) and the
plain text that the SP has for EC 344, if any, to form the data portion of the response message for
the EC, i.e., TIDgp g *PLAIN TEXTgp pc*Egyey.ec(Response Datagpc). The data portion of the
35 message is fed into a hash algorithm 346 to generate a MDg; ¢~ which is digitally signed 348 by
the SP using the SP’s private key 350. The DSgp p\vac.key IS cOmbined 352 with the data portion
of the response message (from 340) to form the complete response message for the EC, [TIDg;.
gc*PLAIN TEXTgp zc*Egey.ec(Response Datagp pc)]*DSsp.prvare key-
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Asp-m: The merc??xant separates the data portion of the message into
different parts, TIDSP M PLAIN TEXT sp.m CRYPTOSP Mo DSSP Private-Key (TIDSP EC *PLAIN
TEXTsp.sc *CRYPTOgp.pc *DSsp-private-key) and prepares to forward SP's transaction response
message to the EC. The merchant decrypts 378 the encrypted portion of the SP's message
using the session key Skeyy assigned by the SP during the KE phase and recovers the data
fields contained within it. The merchant then uses SP's public key, PKsp (from 144), to

30 decrypt the digital signature DSgp.privare-key to recover MDgpy. The merchant compares 380
the newly hashed MDAgp.y (from 374) with the recovered MDgp.y. If MDAgp.m and MDgpm
do not match, then the transaction response message has been corrupted and is therefore
rejected 382. If the message digests match, then the merchant starts processing the message.
As usual, the EC portion of the transaction response message (TIDgppc *PLAIN TEXTsp.rc
*CRYPTOgsprc *DSSP-Prlvate-Key) is passed to EC.

35
When the EC receives the transaction response message, the EC first checks 394 the
transaction identification number, TIDg, ¢ in the message and makes sure it is valid. If the
transaction identification numbers is invalid, then the message is rejected 396. If the transaction
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10By9109B& ()i 23 c,{m L1 NDY: Vorl y
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10%rom08! ()24 B e dgedimerodyeing MPseeofhsEQ seprreics dg forsioeR: () - m
L' $100& ( )intondifferent parts, ’I‘IDsp EC, PLA]NTSP gcr CRYPTOg i, DSsp.prvatc-key: The EC decrypts 398

'Ugo Y# 18‘;{%&% Q&fgo%@ow W%@“méd Ry Wéﬁ%&d by 1R 5P Aping the
10 08)91 0908 15 B %@%é&)a ﬁ gﬂ% }Qfﬂ ‘YJE“‘( ) . "II':he EC uses SP"s public key (from
) to decrypt the digital signature DSSP prvareKey ad T€COVers the message digest MDgp g The

merchant compares 400 the newly hashed MD"g, ¢ 394 with the recovered MDg, . If MDA

10 and MDyg; 5 do not match, then the transaction response message has been corrupted and is
therefore rejected 402. If the message digests match, then the EC starts processing the message.

At the end of the transaction, the EC and the merchant can, if required by the SP, send an

acknowledgement message to the SP to signal that the response message has been correctly

received and processed. This acknowledgement data can be included as a part of the next

15 message to be sent to the SP, if there are more messages to be exchanged between the SP and the
merchant and the EC before the transaction ends. Or the acknowledgement data can be a

message by itself.
To format the acknowledgement message, the EC first encrypts 404 the sensitive part of the
acknowledgement data, Acknowledgement Datag., 406, if any, using the session key, Skey
20 thus creating Skey.{(Acknowledgement Data..). The EC combines 408 the resulting cryptogram
with the transaction identification number TIDg, ;- 410 assigned by the SP and the plain text
PLAIN TEXTg. 412, if any. This forms the data portion of EC’s acknowledgement message,
TIDgp g *PLAIN TEXTg* Skeyg(Acknowledgement Datag.). This combined data is then fed
into a one-way hash algorithm 414 to generate the MDg.. The resulting MDy, is then digitally
25 signed 416 by the EC using the EC’s private key 418 to generate a DSgc proaeke,s The DS £ povae.
key i combined 420 with the data portion of the message (from 408) to form the complete
acknowledgement message for the EC, [TIDgp zc *PLAIN TEXT*Skeyg(Acknowledgement
Datag)]*DSg. pvaeeyr The acknowledgement message is then sent to the merchant.
The merchant goes through the same steps to form his own acknowledgement message. To
30 format the acknowledgement message, the merchant first encrypts the sensitive parts of the
acknowledgement data, Acknowledgement Datay, 386, if any using the session key Skey
assigned by the SP to merchant, thus creating Skey(RNgp.\*Acknowledgement Data,,). The
merchant combines 388 the resulting cryptogram with the transaction identification number
TIDgp,, 390 assigned by the SP, and the plain text PLAIN TEXT),, (from 392), if any. This forms
35 the data portion of the merchant’s acknowledgement message, TIDgp *PLAIN TEXT,*
Skey(RNgp* Acknowledgement Datay). This data portion is further combined 422 with the
acknowledgement message received from the EC to form the data portion of the combined
acknowledgement message for the SP, {[TIDgp-*PLAIN TEXT-*Skeygc(Acknowledgement
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1 Datag)1*DSec prvaekey) *[TIDgp.n* PLAIN TEXT,*Skeyy(Acknowledgement Datay)]. The
merchant feeds the data portion of the combined acknowledgement message for the SP into a
one-way hash algorithm to generate the message digest MD,,. The resulting MD,, is then
digitally signed by the merchant using the merchant’s private key 428 to generate DSy yexey

5 426. The DSy prvaekey 1S combined 430 with the data portion of the message (from 422) to form
the final combined acknowledgement message of the EC and the merchant designated for the SP,
<<{[TIDgc*PLAIN  TEXTg *Skeygc(Acknowledgement  Datagc)]*DSec pyaeey} *[ TIDgp.
m*PLAIN TEXT,*Skey,{Acknowledgement Data,)]>>*DSy pyvaeie,» 1hiS message is then sent
to the SP. Figure 11 depicts the final format of the transaction acknowledgement message.

10 TIDgg is the transaction identification number assigned by the SP to the merchant (from
218) and TIDg, ;. is the transaction identification number assigned by the SP to the EC (from
194). Upon receiving the transaction acknowledgement message, the SP checks 432 the two
transaction identification numbers, TIDgp, and TIDgp ¢, sent by the EC and the merchant and
makes sure they are valid. When either TIDgpy or TIDgp g is found invalid, then the message

15 is rejected 434. If the transaction identification numbers are both valid, then the SP proceeds to
separate the DSy p ek, ffom the combined acknowledgement message and feeds the data
portion of the combined acknowledgement —message  <<{[TIDg -*PLAIN
TEXTgc*Skeyzc(Acknowledgement Datagc)}*DSec.prvatexey } *[TIDgp *PLAIN
TEXT,,*Skey(Acknowledgement Data,,)]>> into a one-way hash algorithm to calculate the

20 message digest MDA, of this message. The SP separates the data portion of the message, TIDg,.
w» PLAIN TEXT,,, CRYPTOy, DSypnvaexeyr (TIDsppc*PLAIN TEXTo*CRYPTOgc)*DSge.
Pvate-keyr  1he SP decrypts 436 the DSy pyuaekey Using the merchant’s public key PK,, and
compares the recovered message digest MD,, 432 with the message digest just calculated MDA,
436. 1f MD", and MD,, are not equal, then the message has been corrupted and is rejected 440.

25 If MD*, and MD,, match, then the SP decrypts 442 the encrypted portion of the merchant’s
acknowledgement message using the session key Skeyy (from 210) that it assigned to the
merchant during the KE phase and recovers the acknowledgement data contained within it.

The SP separates 444 the DSp pyyyekey from the EC’s acknowledgement message and feeds
the data portion of the EC’s acknowledgement message, TIDgp . *PLAIN TEXT - *CRYPTOg,

30 into a one-way hash algorithm to calculate the message digest MD" of this message. The SP
separates the data portion of the EC’s acknowledgement message, TIDgp g, PLAIN TEXTy,
CRYPTOg:, DSicpmueke The SP decrypts 446 the DSgc pyyyekey Using the EC’s public key
PKgc and compares 448 the recovered MDD with the message digest just calculated MD" 444.
If the message digests are not equal, then the message has been corrupted and is rejected 450.

35 If MD"g and MDg. match, then the SP decrypts 452 the encrypted portion of the message using
the session key Skeyg. (from 186) that it assigned to the EC during the KE phase and recovers
the acknowledgement data contained within it. This completes the processing of the transaction
phase of the transaction 454.
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VB70 | EC interface software, which can be built into the browser or included as a plug-in or add-on
software component, and allow the transaction to proceed. The cardholder can point his browser
to the URL of any SP member.

The two-phased transaction described in figure 6A~6Q above is just a specific case of
applying the two-phased key-exchange-transaction model. In the two-phased transaction

10 described in figures 6A-6Q, the number of parties involved in the transaction is three: the EC,
the merchant and the SP. The two-phased key-exchange-transaction model is similarly
applicable to cases where the number of parties involved varies from two to many. In a
transaction that involves more than three parties, there is only one party that plays the role of the
SP. All other parties use the public key of the selected SP to perform the initial key exchange

15 and use session keys and transaction Ids assigned by the SP to carry out the transaction.

The two-phased key-exchange-transaction model is applicable to organization schemes
wherein: (1) the participants can be arranged with possible routers in series with the service
provider; or (2) the participants can be arranged with possible routers in a hierarchical
organization. These additional organization schemes may involve routers, which route messages

20 to the next level. A level of a hierarchy may be composed of any number of participants and/or
routers. The next level is the next participant or router that is next in the sequence or hierarchy.
In a hierarchical organization scheme, the next level includes all possible next participants and
routers, For the hierarchical organization scheme, the SP establishes the criterion for
determining the next participant or router to which a message is sent.

25 A router is a gateway/conduit, which collects the messages from a previous level and
performs some processing on the messages according to an SP’s requirements such as combining
them, and then forwards the messages to the SP. Each participant need only form his own
message (data and digital signature) and send it to the next level. A participant combines all the
messages he receives with his own message and digitally signs the combined message before

30 sending it to next level. In the hierarchical organization’s simplest form, there is only one
message router, which collects messages from all the other participants and sends the combined
message to the SP.

In the series organization, an originator of a transaction is in series with routers and/or
participants who in turn are in series with a service a service provider 60. In the preferred

35 embodiment of the invention, each element shown in figure 12 is a participant. In an alternative
embodiment of the invention, any intermediate element between the originator and the SP can
be a router.

An originator conducts a transaction with participants 1100, 1120, 1140 and1160 and a
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5 participant, if any, appends a digital signature with the message, and then sends it to the next
participant in the line. The combined message is eventually sent to the SP and the SP forms the
response message accordingly and sends it back through the same path the original request
message has traveled.

Figure 13 shows elements arranged in a hierarchical organization scheme, where each

10 element, X; yt0X; ,(n=1,2,3,...) 1200, is a participant of the transaction and not a message
router, and each element, Xj,k (G=2,3,4,...;k=1,2,3,...m; mis a variable of type n; m may
be a different value for different levels of a hierarchy) 1210, can either be a participant or a
router. The upward pointing bold arrow represents sending a request message 1220. The
downward pointing arrow represents sending a response message 1230.

15 Each participant collects messages from a number of participants he is responsible for and,
after combining the messages with his own and forming a new message, sends the new message
to the next level. A hierarchical organization scheme may include only one participant to as
many as is required (The most regressive case of the hierarchical scheme is one participant and
one service provider). Eventually, at the last element before the service provider, X, ; where o

20 is of type n, all messages are combined into one message 1240, which is then sent to the SP 60.
Again, the SP forms the response message and sends it back through the same route.

In the case when the SP is not directing the transaction, the members are conducting the
transaction among themselves using the session key generated by the SP. A transaction can
occur between two or more members. When there are more than two members involved in the

25 transaction, the messages can flow from member to member in any order. A member sends a
transaction request message and receives a fransaction response message. A member does not
necessarily have to receive a transaction response message from the same member that he sent
the transaction request message. For example, three members in a transaction can be organized
in a ring and send messages around the ring. A first member can send a transaction request

30 message to a second member who in turn sends a transaction request message and a transaction
response message to third member. The third member sends a transaction request message and
a transaction response message to the first member, and the first member sends a transaction
response message to a second member. A member receiving a transaction request message
creates a transaction response message, which eventually will be sent to the member who sent

35 the transaction request message.

During the key exchange phase, the SP obtains the public keys of all the transaction
participating members. The SP sends to each participating member, the other members’ public
keys prior to the participating members conducting a transaction among them. The transaction
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the merchant from the operation of the external interface. The SP only returns to the EC and/or

the merchant, the information needed to complete the transaction with the EC and/or the
merchant.
While there have been described herein what are considered to be preferred and exemplary
embodiments of the present invention, other modifications of the invention shall be apparent to
10 those with ordinary skill in the art. Therefore, it is desired to be secured in the appended claims
all such modifications and extensions as fall with within the true spirit and scope of the
invention. The invention is to be construed as including all embodiments thereof that fall within
the scope of the appended claims and the invention should only be limited by the appended
claims below. In addition, one with ordinary skill in the art will readily appreciate that other
15 applications may be substituted for those set forth herein without departing from the spirit and
scope of the present invention.

20
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decrypting communication from the service provider terminal, the encrypted communication from
the service provider member terminal to the service provider terminal including at least a portion
of a key exchange request message encrypted using the service provider’s public key from the
electronic card, and the encrypted communication from the service provider terminal to the
service provider member terminal including a key exchange response message including a session
key, the session key being used to complete a transaction between the service provider member
terminal and the service provider terminal.

2. The system of claim 1 wherein the electronic card is a physical card.
3. The system of claim 1 further comprising software having the electronic card.

4.  Thesystem of claim 1 wherein the electronic card further comprises a card operating
system for loading and updating cardholder information, changing access conditions, and
managing the service provider data area.

5. The system of claim 1 wherein the electronic card performs external communication
read/write operations, and communication protocol handling.

6. The system of claim 1 wherein the electronic card further comprises software to
manage the electronic card.

7. The system of claim 1 wherein the electronic card further comprises application
software.

8. The system of claim 1 wherein the electronic card further comprises applets.

9. The system of claim 1 further comprising an external system wherein the service
provider terminal communicates with the external system.
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11. The system of claim 10 wherein the service provider record further comprises
an instrument-type indication indicating the type of instrument a service provider supports.

12. The system of claim 10 wherein the service provider record further comprises an
access condition, which a user must satisfy to gain access to the service provider information.

13. A method of conducting an electronic transaction using an electronic card having a

public key of a service provider, comprising:

formatting a key exchange request message at a member, the key exchange request
message having a public key of the member, and at least a portion of the key exchange request
message being encrypted using the service provider’s public key from the electronic card;

sending the key exchange request message from the member to the service provider;,

generating a session key at the service provider;

formatting a key exchange response message including the session key at the service
provider;

sending the key exchange response message from the service provider to the member;
and

using the session key to complete the transaction.

14. A method of conducting an electronic transaction using an electronic card having a

public key of a service provider, comprising:

formatting a key exchange request message at a member, the key exchange request
message having a public key of the member, and at least a portion of the key exchange request
message being encrypted with the service provider’s public key from the electronic card, the key
exchange request message further comprising a member challenge for the service provider;

sending the key exchange request message from the member to a service provider;

generating a session key at the service provider;

formatting a key exchange response message including the session key at the service
provider, the key exchange response message has a response for the member challenge and a
service provider challenge for the member and sending it to the member;

formatting by the member a response for the service provider challenge and sending
it to the service provider; and

using the session key to complete the transaction.
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sending the transaction response message to the member.

16. The method of claim 15 wherein the member encrypts, using the session key assigned
to it by the service provider, it account information, the transaction amount and a portion of the
transaction data in his transaction request message, the portion of the transaction data being
information that is accessible only to the service provider.

17. The method of claim 15 wherein the member includes plain text in his transaction
request message.

18. The method of claim 15 wherein the member includes the transaction identification
assigned to him by the service provider, in his transaction request message.

19. The method of claim 15 wherein the member includes a response to a service provider
challenge in his transaction request message.

20. The method of claim 15 wherein the service provider encrypts the response data for

the member using member's session key and include the cryptogram as part of its transaction
response message to the member.

21. The method of claim 15 wherein the service provider includes plain text in its
transaction response message to the member.

22. 'The method of claim 15 wherein the service provider includes member's transaction
identification in his transaction response message to the member.

23. The method of claim 15 further comprises tile steps of:
formatting at the member, using the session key, a transaction acknowledgment message,

including a digital signature of the sending member, and sending the transaction acknowledgment
message to the service provider.
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26. The method of claim 15 wherein the member includes the transaction identification

assigned to him by the service provider, in his acknowledgment message.

27. The method of claim 15 wherein the member chooses to encrypt sensitive information

in the transaction acknowledgment message, the sensitive information being information that is
accessible only to the service provider.

28. A method of conducting an electronic transaction using an electronic card having a

public key of a service provider, comprising:

generating a member challenge by the member;

encrypting by the member the member challenge using the service provider’s public
key from the electronic card to generate a first cryptogram,;

formatting by the member a key exchange request message including the first
cryptogram and a public key of the member;

signing digitally by the member the key exchange request message;

sending the digitally signed key exchange request message to the service provider;

generating by the service provider a service provider challenge;

generating by the service provider a session key;

encrypting by the service provider the service provider challenge and the session key
using the member’s public key to generate a second cryptogram;

formatting by the service provider a key exchange response message including the
second cryptogram and a response to member challenge;

signing digitally by the service provider the key exchange response message;

sending the digitally signed key exchange response message to the member;

encrypting by the member a member response for the service provider challenge using
the session key to generate a third cryptogram;

attaching the third cryptogram to the next message going from the member to the
service provider;

signing digitally by the member the next message going from the member to the service
provider; and

sending the next message going from the member to the service provider to the service
provider.
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32. The method of claim 28 wherein the member and service provider chooses to encrypt
sensitive a portion of the information in the key exchange request message and the key exchange

response message, the portion of the information being accessible only to the service provider
and the corresponding member.

33. The method of claim 28 wherein the service provider encrypts the response to the
member challenge as part of the second cryptogram.

34. Themethod of claim 28 wherein the service provider encrypts transaction identification
as part of the second cryptogram.

35. The method of claim 28 wherein the service provider includes a transaction
identification as part of the plain text in the key exchange response message.

36. The method of claim 34 or 35 wherein the member uses the transaction identification
in the next message going from the member to the service provider.

37. A method of communication using an electronic card having a public key of a service
provider, comprising:
formatting a first key exchange request message at a first member, the first key
exchange request message having a public key of the first member, and at least a portion of the
first key exchange request message being encrypted using the service provider’s public key from
the electronic card;

sending the first key exchange request message from the first member to a second
member;

combining at a second member, a second member key exchange request message with
the first member’s key exchange request message and sending the combined key exchange
request message, signed by the second member, to a service provider;

formatting a key exchange response message at the service provider including a first
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exchange response message for the first member to the first member.

38. The method of claim 37 further comprising:
formatting by the first member, using the first session key, a transaction request
message, the transaction request message including a digital signature of the first member, and
sending the transaction request message to the second member;

formatting by the second member, using the second session key, a transaction request
message;

combining by the second member, the second member transaction request message
with the first member transaction request message, the combined transaction request message
including a digital signature of the second member, and sending the combined transaction request
message to the service provider;

formatting by the service provider, using the first session key, a transaction response
message for the first member, including a digital signature of the service provider;

formatting by the service provider, using the second session key, a transaction response
message for the second member;

combining the transaction response message for the first member with the transaction
response message for the second member to form a combined transaction response message, the
combined transaction response message including a digital signature of the service provider;

sending the combined transaction response message to the second member;

separating at the second member, the transaction response message for the first member
from the transaction response message for the second member; and

forwarding by the second member the transaction response message for the first
member to the first member.

39. The method of claim 38 further comprising:
formatting at the first member, using the first session key, an acknowledgment
message, the acknowledgment message including a digital signature of the first member, and
sending the acknowledgment message to a second member; and
formatting at the second member, using the second session key, an acknowledgment
message, combining the second member acknowledgment message with the first member
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intermediate member coupled in series between the first member and the service provider, each
of said at least one intermediate member being either a message router or a participating
member;

generating, if said at least one intermediate member comprises at least one participating
member, at each of the participating members a key exchange request;

receiving at the service provider a combined key exchange request message from said
at least one intermediate member, the combined key exchange request message comprising the
first key exchange request message and the key exchange request message generated by each of
the participating members;

generating at the service provider a first session key for the first member and a
participating session key for each of the participating members;

formatting at the service provider a ke;' exchange response message including each of
the first and participating session keys;

sending the key exchange response message from the service provider to said at least
one intermediate member;

separating by each participating member its respective participating session key from
the key exchange response message; and

sending the first session key from said at least one intermediate member to the first
member.

41. The method of claim 40 further comprising:

encrypting a first transaction request message using the first session key at the first
member;

sending the first transaction request message from the first member to said at least one
intermediate member;

generating, if said at least one intermediate member comprises at least one participating
member, at each of the participating members a transaction request message encrypted using its
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members;

formatting at the service provider a combined transaction response message comprising
a transaction response message for the first member and each of the participating members;

sending the combined transaction response message from the service provider to said
at least one intermediate member;

separating by each participating member its respective transaction response message
from the combined transaction response message; and

sending the transaction response message for the first member from said at least one
intermediate member to the first member.

42. A method of communication using an electronic card having a public key of a service

provider, comprising:

formatting a key exchange request message at each of a plurality of first members, the
key exchange request message for one of the first members having a public key of said one of the
first members, and at least a portion of the key exchange request message for said one of the first
members being encrypted using the service provider’s public key from the electronic card;

sending from each of the first members its respective key exchange request message
to a second member, the second member being either a message router or a participating member;

generating, if the second member is a participating member, a second key exchange
request message at the second member;

combining at the second member the key exchange request message from each of the
first members to form a combined key exchange request message, the combined key exchange
request message further comprising the second key exchange request message if the second
member is a participating member;

receiving at the service provider the combined key exchange request message from the
second member;

generating at the service provider a first session key for each of the first members, and
a second session key for the second member if the second member is a participating member;

formatting at the service provider a key exchange response message including each of
the first and second session keys;

sending the key exchange response message from the service provider to the second
member;

separating by the second member the second session key from the key exchange
response message if the second member is a participating member;

-36-

F



109 ()-sL10%& ()-F 109%&' ()-s 109%& ()-! S 10%& ()-fS!' 10%/& ()-fU tdEbC
101101 109& ()-:109& ()-1 ,109&' ()-#109%& ()-Y 109& () - #10%& = §- _
10110 S& 10%& ()-90109%&' ()- # 10%& ()- #10%& ()-T 10%& ()- 9l 0% () - KO dEbC
10! 10/ 10%& () -. ée]agx%ﬁhgby tHel 68nd hreibBr (iéhirb session REEIok kact JOHEfHrdt- memberk ™ C
10! | O#, 0%%- 1Q 10 ,

10&910%&1T0Mm G Ksygxehangs proponse messagghahd ) . scaez[ <nbC 10! ! &F

10944& () - | | 10%-4&ndjng eatl o0 tHaHiRst(9essTondieyd 3o-Hgrespective At O kbnsber) - SY
109%4& () - c6NSd<mbC 10! ! &F

109448 () - 9109%4& () - 910944& ().-, ! 10%H& () - OMLO%HE () -y! 10%4& ()- Nor mal "
"Heading 138 T mmﬁ’é‘% gm 42 fuHher (OMPEISING: " Headi ng 43] ¢ " Headi ng 53] ¢"
"Headi ng 63]c" eddepstingga tdhSactioiieeflieftIm8sshge at' ERAGMBe Fizdtomdmbéde fusinlgt their
Par agr aph Fgék%]\q}%%m%@m : GTYDbl u} H+X SAKr E@7W RvS

8" o 14589%P o) &wym ~g$QE\ ' 1"'/3;

3=CJLzVW \ *def i keridingDipemeagispf thia\first niprinbarSits respoctive Yransactipn 164848 BB Sage to
<=>? GA\BCIEFGEdh It MNBBIGRSTUVWKYZ[ \ ] ~_" abcdef ghi j kI mopgr st uvwxyz{| } ~6Ti mes

New RomanAri al Courier New'h Root, Ent r yWor dDocupent )
| HSUR () *+, - . ] ganesaiiigy lgthe second member is a participating member, a second transaction

f:;; %BCBEQRG&H ?mwmmnmﬂef andécotygitingi thé sevong trasdaotiow sez{i¢st message
é=>?@8&§%f%§%%wz \]» ~ abedef ghi j kI mopar st uvwcyz(| ) -

combining at the second member the transaction request message from each of the first
members to form a combined transaction request message, the combined transaction request
message further comprising the second transaction request message if the second member is a
participating member;

receiving at the service provider the combined transaction request message from the
second member;

generating at the service provider a transaction response message for each of the first
members, and the second member if the second member is a participating member;

formatting at the service provider a combined transaction response message including
the transaction response messages for each of the first members, and the second member if the
second member is a participating member; )

sending the combined transaction response message from the service provider to the
second member;

separating by the second member its respective transaction response message from the
combined transaction response message if the second member is a participating member;

separating by the second member the transaction response messages for each of the first
members from the combined transaction response message; and

sending each of the transaction response messages to its respective first member.

44, The method of claim 37 wherein the first session key is different from the second
session key.

45. The method of claim 37 wherein the first session key is the same as the second session
key.

46. The method of claim 40 wherein the first session key and the participating session keys
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are each different from one another.

47. The method of claim 37 wherein the key exchange response message for the second
member includes the public key of the first member.

48. The method of claim 40 wherein the key exchange response message for the second
member includes the public key of the first member.

49. The method of claim 42 wherein the key exchange response message for the second
member includes the public key of the first member.

50. The method of claim 40 wherein the first session key and the participating session keys
are the same as each other.

51. The method of claim 42 wherein the first session keys and the second session key are
each different from one another.

52. The method of claim 42 wherein the first session keys and the second session key are
the same as each other.
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