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[0005] The need to securely exchange data is not limited to financial and commercial
transactions. For example, in a health care setting, the electronic storage and exchange of
data comprising confidential patient information has become prevalent. In anticipation of the
continued expansion of electronic storage of patient information into the health care field, the

U.S. Health Insurance Portability and Accountability Act of 1996 requires the adoption and
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esBRTHLER, DESORERTNL0g26qfiel or e the present methods

and systens are descri It is to be understood
that this invention is not limted to the particul ar

nmet hodol ogi es, SyStBﬁ?AﬁﬁﬂPP%ggﬁﬁhﬁgNdescribed’ as
these may vary. It stood that the
t er H9026] Befprarbepreseant mbithods and systems are described, it is to be understood

that this invention is not limited to the particular methodologies, systems or protocols

described, as these may vary. It is also to be understood that the terminology used in the
description is for the purpose of describing the particular versions or embodiments only, and
is not intended to limit the scdpe of the present invention which will be limited only by the
appended claims. In particular, although the present invention is described in conjunction
with a financial transaction, it will be appreciated that the present invention may find use in
any electronic exchange of data.

[0027] It must also be noted that as used herein and in the appended claims, the

singular forms “a”, “an”, and “the” include plural reference unless the context clearly dictates
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description is for the purpose of describing the
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otRisk.CUMA[ for Stalntpl) elerbite t@ﬁ Mis ol 1BRMEd Bdnk Sr more keys and
descri bed i.n conjunctign a financi al

cqpitaleas iereghknqvpn e s%ll%@ab Hegriapddonti s Iridncd pfherwise,
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depicted in FIG 1. Afirst device, also referred to
202, depicted in FIG. 2, and a device private key 502, depicted in FIG. 5. The service

i)

provider public key certificate 104 and the device public key certificate 202 may be securely

stored on the user device 102 and may be used, alone or in combination, to create a secure
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as a user device 102, may include, wthout limtation,

a contactless card, an integrated chip card, a radio
wo e@guesscy i dentification device, an el ectroni BCTES2004019437

wi th paynent services deployed thereon, a conputer or
chaél for BkdhadigiftevdneRtion daabéweaBOLRr &dvideN2 bA®E hoigt o t h

a second device 108, The user_device 102 may I ncl ude,
trasgetion teppinal 108, Shedevissprivaie keoriumpdeiserhtoitisnapit datethrough
thefdu@ cBARBIL:Sled BaHBDhig of bR RCordBLths!8BriibRbroFia RbASkS

service provider public key certificate 104 assigned

cepificatsd 04 and the deviegurblidkey crriidicete Afhut er - r eadabl e
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a point of sale term.nnal, edit -authorization .
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fréi@ el FA fodt SubBb kBT 10t d tHeGlvide PRIvideb Pl kkeVerdA&ite 10R€ In an

poi nt of transaction term nal 108 may include a

aligpgiesabpdiment, ohgy ARgryPEeR 3lemithms Bey becused fpgeegerate the service
prgﬁggg%hﬁ;c-ge?qggbl e storage nmedium The user device 102
may send the service provider public key certificate

104 (¢34} Apeeeredwrmmathodiof generating p Aades prOHEC key is depictpbindilG. 2.

(. S on termical . o
TR FAREE K 0 0 D Gt 106
Stanslarddhioh encnigtini plgorithms alag bo nsediie senetataibe Aeiggauklic keyA94 from

th%&ﬁé%:prbﬁh&h%lqc ke912 'aﬁH the E%g(?e pglﬁgt?%ely%}ﬁrﬁ%gt% 2.8 alternate

SS €O nication net any conbi nation
emifodinteet, ofher @guiptign alftréhsemay beuspd tviaentegbddvicelpaylic key 204.
certif.icate 10 e .Sl h [ v oVl
B L A R e DA e U
publickeyitlR arnydk gefortiadss peatofainglesiath dxchagenerapaattlye

seryi rovider public key 112 in th i nt. of. . .
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..Iln an altern e e oaql , orner encr I ONn .
o Rt PR B B ER AP beel Er g o3 an Smbodiment,
thPgedddrclisy 302 R 160yted ¥n ﬂ%ll%h._ {3 bobimea) eEidadd RSARLEOS Gl
generating a device public key is depicted in FIG 2.
Al SPREhnRRgICRe Yserblioienatey ag é&%ﬁ%&fﬂ&%ﬁ%@%e s58fipn k9eio2
anfl IR PRI PIIC ’EY 20%. ITRLLEkRERe JMddiment, VARAERErPBON algorithms may

encryption algorithnms may be used to %enerate t he
begssd e @eRsLe the emgyptgb@tq blggk 304. The encrypied data block 304 may then be

transmitted over the communication interface 106 to the user device 102 as depicted in FIG.
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the service provider public key 112 and the device
public key certificate 202. In an alternate

weredvadi4sent , ot her encryption algorithns nmay bRCTIEEZN04/G19437
generate the device public key 204. The transm ssion

of t[0es3y ety ptimblahdonk S¥siddkeyaTish the engpiied @dtd B1clok défieed in
serV| e . provider p per f ormed as

ublic ke
FiGpt T8t deyicsiprigite kepatls conietg %@éﬁ%\lsegé%e&%wy bE gepdsp decrypt
thEBd YR dAeh RodkeDA it Wlaﬁﬁécwedqaﬁ@ﬂ@q)&naaf 1RMSAHBh RenEal WS, In
bl ock. is depicted in FIG 3. A sessjion key 302 may be
angfarhofiniealy twefmﬁww be&erfpwgeuw {espmfipiapleqrgms or any

othard@éigﬁhon%léo@iﬂgﬁ HaO& K84 Qﬁthé?ﬁcﬁ@ﬁl@ %ﬁ‘&?ptloyh@e(ﬁ%%ﬁér?ﬂ thEdhta in
be any size. |In an enbodi nent, the séession

thR é@crmb@ data M@Wﬂei he wser davigeH 02 may grirashiesaiors sgssion key 504
fr&h @{é%&gpﬂé@é\ats Bloty Béd L%E}lgad’lé]%;vicg ABatiRYy 408, Hﬁ%gﬁ this method,
on

generaté an encrypted 304 fromt Sess
thiz aser dovice 1R dnd the pdimy piceangaghion erokingl 198 havel emlclantlon keys that may

b@l&ﬂo’l%&&gﬁ%?rﬁétﬁrﬁ QP Gthe "S:‘p%%ﬂ&c#ll?nthgk +EA] c{;ﬁ%

enerate the encry
teemioalylf8 edy daﬂt the bdssiok k§03P2 mtaglfemtp@mf@matlmr ‘amsnmtteﬂe‘dmothe pser

w%%%ﬂgg?gﬁgﬁ%ﬁﬁﬂﬁf%fﬁ <&fg%g%&g%8%§k%h§%user devi ce 102

PCT/[UB3] B4é1Hited3ransdcOOB&ta @atgra)mndongsesswmkﬁycfm tsasiBisginn over

key f th d.d | FIG
o ol PR YRR S BB08 BvkfontiRl €y Fch B Rent
1nff@Mht(i‘£El 1ﬂ@2reﬂaykxa eidrbgd, ot thewsely/eimindl162 eng by phagbtetblygan

bl ock 1 hat s received fro oi nt .of .
PR BTSSP AT CRBE S O eR 0 h'nﬁ&ﬁi%@ﬂ@%@e encryption
al§@RKH Plaky 0B trifADIES. 86 EviyPRd thisbadgorBin Bleed amtme@rthen be

al gorlt ms. or any . aother decryption al gorithmthat

t%lmf@ QUi ks omuminicationsingerface A6t the peiwg o tangastipy frrmingls108.
ffht oNtrardsh@iof Remyal £ A3t B Mo Q6diod Ry 3048 de&9pt tH@éﬂc%ted

extract a random session key 504 fromthe

tr@ﬁ%,cﬂylp gféﬁblﬁﬂf e04p sERacspymest ipfprnpfionderit aidthp pipyidesic d02-
502. [0@3; I JehinderiBE @b the bR BmodBMitELinER %pﬁﬂ:gtugﬂ"t% the

point of transaction termnal 108 have encryption K
detdilg of praytrudtien erybig therriagamants of fesempencols sptiorh aulbis descrlptlon

orQﬁlré?r‘rited @D@%gﬂ‘a ! ¥ne fnl}‘ 1B 'is% a%ie chrongég %%Bécﬁﬂggs and of being

erm na use t e sess cryp
praq’n’ccﬂ ardtciawied optin yatious e ys. rlzmcc,h@s I@rund@@ioml that thg plraseology

B 0 B ROl

mgaéshamHMBg'for transnlsS|on over a conmuni cation
IS 3:: ﬁ5({3%f gxg s%hﬁlgse s%ﬁ%p ll}lHEhe alg w11?apé)-|r_e(r§:}aag%t%0ttthg (r:]Odlg%ttlon upt%‘l which
thﬁ)dﬁshaﬁlge is lzatedtdmgr ra&Ely be atilided ab a AR fhethe Hesi@rigy (yfmﬂ&d sthugtures,

ryptio orithmusing the rapdom se
i T4 Kot e out B S PYROTeb AT TSP PR IR
imdpbitit, ahéi)EfSre, thaeme aeswmcﬁadmtrégafasaag inslndlelgts@hmh@@kleﬁ04
t.hen %ﬁ tran§n1tted over the co nlgﬁ
COPﬁ%éP‘Fnéd’éso 8s theY fmBotidapantirre the SBiHE and; scapp émrﬁsgpt invention.
108. The point of transaction term nal 108 nay use
the session key 304 to decrypt the encrypted




transaction data bl ock 604 to extract paynent
informati on i nput at the input device 102. [0035] It
WO 2008014525 under st ood that the invention is notPCT/HB1004019437
inits application to the details of construction and
wha it Hginrb isangenent s of the conponents set forth in
this description or illustrated in the drawi ngs. The

[ nvgnti on is C@§€b%e of other grrbo i ments and of being
pracdticed 4hBRRT P BFBGSTR Pt PEIT LRy TP PBtice, |t
i's to betruaettiagodch donalunidagopteafaes bRgyr m@a gublic key

term nol ogy enpl.oyed herein are for the purpose of
CCH@@F? g?rflgr‘ﬂs%{rﬁiﬁ‘“g%@ﬂpﬁl%8#“‘"!5’@30"11"%&5‘?’8’@ as |limting.
[ 0036] Aperfoiithg dnb 6sBoiKirdt @ yptidntalp@ritiits wdink the one or more
preci ate that  the conception upon [ [

a which_ this )
Puaﬁf‘sléwgmﬁéa%an&ﬁ@ 8" WeRs kewsdgpradugrean goprypied data blogk pifhe oint
of t@hisatdit tel@Shgni ng of other structures, nethods, and

systens for carrying out the several purposes of the

present PasBYing yia the cqnamuni¢ation fuigrface. ihiemetypied datp flock from

thd fEntdR BahdaBidnnRe] FLEENLREAS, | Ncl udi ng such
equi val ent  constructions insofar as they do not

depart fpafarming adpstdeerypiivg algosen o the gecrymtedsdatg block using a

LAy ent.i 5 : 437 \hat
deiwgé/ ai’ilt ne th> E?C\D@tgx&éé%%%g%g# gﬁéﬁ?ﬁ%gﬁé‘g%eﬁr e data

exchangepertoonmgiasegrgd endrypiion algotithngysing teensaction data and the

U0 81055015, LS, BT

t r ansact frasnittngyivivathe cquendricatipm tnteyfaee, tlre emoryptefl iragsction data

encrypti.on al gorit usi n he.opne or nore public
L B P S IR T BB KR ERREL o prodtce an
encr ypt eperfbatmglalsecid décripien plgorithm @f the emngael tranmction data to
termnal; transmting, via the communication
deprpaby GeisecR R R ALY B AR BIIeR Fiom ¢ he poi nt  of
transaction termnal to the user device; performng a
firgst decryption algaorithman the epncrypted data bl ock
usifg a d f asthed p{clpim kgéﬁllebcﬁ%}s%t a random
sessi on k@tiapa tri@adima oMt 68 dPgded orm ng a second
encryption al gorithmusing transaction data and the
random sessi on key to produce encrypted transaction
dat g on thenuaRmoderiisis: 1, idRP®nddshg: Vvia the
comuni cation interface, 'the enq(;gypt ed transaction
data frB¥Hatinga iansactiga diorethe poiptad tigpsapiiongprpipdnsact i on
termnal; and perform ng a second decryption algorithm
on the encrypted transaction data to decrypt the
trafsact i oftheaethodpf ¢liim hwhaeindife useradesise oroprisesr ni nal .
2. The .”?Et&%ge IQIEdlﬁlll’lq fgto]rin]gftllrér c;nlg% m%fé:s ?ﬁr %Eii\(/%ilgrgrﬁﬁcates and the

initiating a“transaction rromthe u
device private key; and

a processing module for performing encryption and decryption algorithms.

5. The method of claim 1 wherein the one or more public key certificates
comprise:
a service provider public key certificate; and

a device public key certificate.
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3. The method of claim1, further conprising:
initiating a transaction fromthe point of transaction
wo esoitnggs’s 4. The nethod of claim 1l wherein tPET/USE04/019437
devi ce conprises: a storage nmediumfor storing the one
or nore public key certificates and the device
private key:;, an rocessing. modul e for performn
ncrGot i on Brdnat BRES Pt hirane St S FE i
algdrithhacdmpkisedrer ei n the one or nore public key
certificates .conprise. a_service provider puplic ke
certifi cRPEOTMAREAT eRciyRRAn-Aleqsiin paing by sErgice Proyidst Riblic ey
ceVBicdR044 3 14518 pRGtct 22841 Q 843 public kY80 pRtIRG fvice provider
claiml wherein perform ng one or nore encryption
p%%hﬁgﬂfthns conprises: performng an encryption
algorith @bllféfhﬁ‘l% dnB oS Bl ASork? Uiiflethe BERL fubli€¥ey certificate and
certificate and a service provider certificate
the srrise Proyidpiimiblie kg pragues axdise peblisdiewi ce provi der
public k%&kugﬁ gg&gﬁgge@gn@ncryption al gori thm usi ng
the device public key cértifjcate and the service
provi der PRdsming duepcmypliqurdepuichon asivthe sessipu sty anditesdevice
BEPRLAL ! F d performng an encryption
pa?go?ﬁ%ﬁﬁgﬁg?%g th@ggégéPgﬁﬁkey and the device public
key to produce an encrypted data block. 7. The nethod
of aiml ' f.the first, enc tion .
o gd 1t s LRGBS ritf il SnEBRLER bRy eteortims and
the saepnd sesyptioealgorithmcempfiset hee drahdroof the follawidgSA
encryptiogn,al.gorithm ~a DES encryption algorithm and
a TripIe?bggA%ﬁgqg%ﬁﬁﬁﬁﬁngm@orithn1 8. The net hod of
claim 1 wihESaenorypiaaiulgiritirthientli r st decryption al gorithm
and the sec ecryptiaon al gorithm conprises one or
mor e of ?ﬁgpggﬁﬁgﬁFﬁéﬁm%%gﬁgk%decryption algorithm a
DES decryption algorithm and a Tripl e-DES decryption

alggorithm 9. A user device for ensuring secure data
ex g Ran ge C’%}qﬁ}qﬂg)fiﬁé claim 1 wherein each of the ﬁr%t decryption algorithm and

the second decryption algorithm comprises one or more of the following:
an RSA decryption algorithm;
a DES decryption algorithm; and
a Triple-DES decryption algorithm.

9. A user device for ensuring secure data exchange, comprising:
a processor;
a communication interface operably connected to the processor; and
a computer-readable storage medium operably connected to the processor,
wherein the computer-readable storage medium contains one or more
programming instructions for performing a method for ensuring secure data exchange, the
method comprising:
transmitting, via the communication interface, one or more public key
certificates,

receiving, via the communication interface, an encrypted data block,

-10-



a processor; a comunication interface operably

connected to the processor; and a conputer-readabl e
wat@nags7iredi um operably connected to the procPCGBUS2004/019437

wherei n the conput er-readabl e storage medi um cont ai ns

one or nore perfogmangra degryptisi dgoeithno ns tHeencrpeted datarblogk @sing a

nmet hod. f or. ur.i secure data. exchange, the nethod
conp F§FHBWS$§QH%ﬁ$¥¥§ﬁ§¥%9?36¥ﬁﬁ &Bmuni cat i on
interface, ongerimitigra@ efidiPdtion akp@yithnCeing than€aties data and the
receivjng, via the cqommunication interface, an
encr{oBtF Rty o ReduCe CRETYRAPS BeRsactipd 4aigcnd

PCT/ US2004/ 01843#ittiRE F0thértddeindni 686 h #idria08) tid @efyiptedM
on the encrypted data bl ock using a device private

key H3959EeH AR a random session key, perform ng an
encryption algorithmusing transaction data and the
random sessi on key to produce encrypted transaction

dat a0 and tThenssrdevicnef clayima Whreeis Bitronn Prapiegnblic key certificates

od tface, the encrypted transaction data. 10. The

user device of claim9 wherein the one or nore public
key cert iafprige g®videpprplic fey cegtificateyinde provi der public
key certifiG o . ice public key certificate.
11. The 3§§§@§§$ngg%$§%@§¥h]g wherein the encryption
al gorithm conprises one or nore of the follow ng: an

RSA gnery p::'f'ehg%‘s__.%ldg%%é 5B \Qﬁg%{f :E}i%{]eﬁ]%tgo% a%]o%‘ﬁ{rﬁ b Mrises

and ‘a Trip encryption a e user
orgew noee dfthefolowing: wher ei n t he decryption al gorithm
conpri ses R_gne or of, the foll ow ng: an RSA

nor
decrypti%% ﬁé@????ﬁﬁ;%fQ§§§ decryption al gorithm and
a Tripl eaDES cdegpiiqat dlgeritahgadi t hm 13, A poi nt of

transacti%n i nal for enering secure data
exchange alnp %ﬁ% gl?ch@):tlon algorithm.

12. The user device of claim 9 wherein the decryption algorithm comprises
one or more of the following:
an RSA decryption algorithm;
a DES decryption algorithm; and
a Triple-DES décryption algorithm,

13. A point of transaction terminal for ensuring secure data exchange,
comprising:
a Processor;
a communication interface operably connected to the processor; and
a computer-readable storage medium operably connected to the processor,
wherein the computer-readable storage medium contains one or more
programming instructions for performing a method for ensuring secure data exchange, the
method comprising:
receiving, via the communication interface, one or more public key

certificates,
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a processor; a comunication interface operably
connected to the processor; and a conputer-readabl e

wat@nags7iredi um operably connected to the procPCGBUS2004/019437

wherei n the conputer-readabl e storage nedi um cont ai ns
one or nore PrRFHREBHhOF hs kfidigition Mgoflﬂiinsnﬁih@ @Hieind @r More

ol Bl SR oS b SRR SRS T BB

l nt erf ace, onﬁar@ﬁmﬂpg Qiabdd InfimkRoatios Bitdrfatd, @Rt eErypted data

WD 2004/114575 PCT/ US2004/ 019437 perforn1ng one or
%ﬁcryptlon al gorithns using the one or nore

publ i c key cefetdifingatifhe 8mAMEtRh iTBERe, eBYSpie® transaction data

produce an encrypted data bl ock, transnitting, via

t he fewmaddi cation interface, the encrypted data

bl ock, recei vjighymia dEH?ptﬁﬂ'E[Qéﬁ'ﬂﬁ@Bﬂ e eh&&lﬁécf &4Raction data to

encr pted transactlon d from and performng a

decﬁégvpﬁheﬁmg@ﬁwnﬁﬂﬁon the encrypted transaction data

to decrypt the transaction data. 14. The point of

transaction termnal of claim 13 wherein the one or

mor 4. publVﬂwkeyﬁe%¢m$$ﬂcmwesmdaﬁphhsé3w@@@@ﬂh¢@@(ﬂnwm

]n@hgﬁé C%jgg %&nﬁg% certificate; and a device public

The point of transaction term nal
of clalnnﬁ@wmhpnﬂuhrpéﬁé@nnmngkmﬁamdr nore encryption
algorith Qrm ng an encryption
aIgor|thggﬁgc%%ﬂ%ﬁﬁg”mggﬁgg provi der pubiic key
certificate and a serV|ce provider certificate

aut r|t bl i d

pubitic. ey HeepeP et BB R s SheRiasHo e ome o
mbiBieRGyhth alRYitiees dotplibes: key certlflcate and t he

service prqvider public k rod

key; gen@FAIPYRE 3 COEYRI@H %8 FW%&\{/?I&P gr &églﬁké’

cefififchiéRhd @ @eraﬂcggfolvﬂiBMeHﬁlcﬁl@ aﬁﬂﬁ@n@%ﬁhcﬂ&y ke proans alsBvice provider

PUPHC

deV|ce public key to produce an encrypted data bl ock.

ckephe point of transaction terminal of claim13
wher ei'n 8a¢hn@g 4 f8t encryption algorithm using the device public key certificate

and the service provider public key to produce a device public key;

generating a session key; and

performing a second encryption algorithm using the session key and the

device public key to produce an encrypted data block.

16. The point of transaction terminal of claim 13 wherein each of the

encryption algorithms comprises one or more of the following:

an RSA encryption algorithm;
a DES encryption algorithm; and
a Triple-DES encryption algorithm.

17. The point of transaction terminal of claim 13 wherein the decryption

algorithm comprises one or more of the following:

an RSA decryption algorithm;
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encryption al gorithnms conprises one or nore of the

follow ng: an RSA encryption algorithm a DES
weraayptsidn al gorithmy and a Tripl e- DES encrype¢DIS2004/019437

algorithm 17. The point of transaction termnal of

claim 13aWEgrde¢rppﬁdﬁedgj>elqmyghaon al gorithm conpri ses
one or nore of the follow ng; an RSA decryption

al gorit hﬁqTﬂPlf?WeS@’@E?rﬂa@g@“Pcw US2004/ 019437 a DES
decryption algorithm and a Triple-DES decryption
algorithm 18. A system for securing data exchange,
conpfi si ng ASYéteE’sfé?Seﬂ'gmg@éta eXFIENES: FOPPIES IS er  devi ce

CONPri SegyseRdSfibl GRerBih AR Mevicl cHlRMises conmmuni cation
interface operably connected to the device processor,

and a devi ce x@&isarEceseadabl e st orage medi um operably
connected to def{)é%lce g@ﬁﬂnﬁﬁicﬁ{o(ﬂ SRk o é’i@ﬁff @(‘)lﬂleétgc?toqﬁé’ ddvice

conput er - r eadabl e storage medi um co hialhs one or —more
pr ogr@mblngnd nstructions for performng a nmethod of

securing data, exch %ﬂg&&er-&mbﬁ% QR Jﬁp%ﬂ%%/ co, ected to the

transmtting, viat cation interfa
one dowcepmq:eesopubl i c key certificates, receiving, VI a

the device COIL reln e e Qe Icc? p Eer??a%ablggﬂrngg ﬁlr% ﬁ&ec%ngf}}s Bne or

bl ock, perform ng a

enc mycmt po gﬂaﬁmngmhlstnictlonssfmrmrﬁrrdmg ] met}mmoﬁ sdcerikgdatd exchange,
dech/ ﬁ?({jandom session key, perform ng an encryption
al gStIPHMULRYS P#ansacti on data and the random

sessi on key to pr adhesittRigeviy fiedevits ansmaticadon thadrface, anelor
transmttin via the _device conmunication interface,

t he enchﬁIe‘Bh‘i NifERBERBh data: and a point of
transaction terni @@Jewlryg‘ﬂelﬁehd’ﬂemaeccﬂﬂm{iﬁlc@fonﬁﬂtmaﬁ&ﬂ on

term nal conprise
encrypted data block
performing a decryption algorithm on the encrypted data block
using a device private key to decrypt a random session key,
performing an encryption algorithm using transaction data and
the random session key to produce encrypted transaction data, and
transmitting, via the device communication interface, the
encrypted transaction data; and
a point of transaction terminal, wherein the point of transaction terminal
comprises:
a terminal processor,
a terminal communication interface operably connected to the terminal
processor and the device communication interface, and
a terminal computer-readable storage medium operably connected to
the terminal processor,
wherein the terminal computer-readable storage medium contains one

or more programming instructions for performing a method for ensuring secure data

exchange, the method comprising:
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a term nal processor, a term nal comunication
i nterface operably connected to the term nal

w@e@easses and the devi ce communi cati on i nter f BCEUSZN4019437
a term nal conputer-readabl e storage nedi um operably
connected to the rb@iviid)aia tiy a4 0ommuohieit®nrinteHsce, one or
termnal co el - rea%abl e storage nedi um contai ns one
or nore B’PEFE}E% RS THER et i ons for performing a
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data to decrypt the transaction data.
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