METHODS AND DEVICES FOR OPTIMIZING LOAD BALANCING
BASED ON CLOUD MONITORING

[0001] TECHNICAL FIELD

[0002] The present application relates generally to the technical field of load
balancing, and more particularly relates to methods and devices for optimizing load
balancing based on cloud monitoring.

[0003] BACKGROUND

[0004] Efficient and accurate load balancing and scheduling technology is the
foundation for the actual operations of cloud computing and large-scale application
systems. Load balancing can enable the cloud computing platform to run stably and
efficiently to fulfill high-volume concurrent requests, thus playing an important role
in cloud computing and large-scale application systems. In the field of cloud
computing, the so-called load balancing mainly refers to distributing a large number
of client requests that arrive over a short period of time across multiple backend
servers in a balanced and reasonable manner.

[0005] Load balancing systems of most current public clouds, however, support only
primary/backup HA (High Availability) technology. When switching between
primary and backup Availability Zones (AZ’s), the route preferences of load
balancing devices need to be adjusted manually; for example, a preference value filled
in each AZ at the time of launching and routing of a load balancing instance needs to
be modified manually. Then the route preferences are based on to make a decision on
to which AZ the load balancing instance is to be distributed, thereby achieving the
purpose of switching.

[0006] However, by manually adjusting the route preferences of load balancing
devices, the primary/backup AZ switchover efficiency of the load balancing instance
may be affected and the intelligent switching of the preferences of load balancing
devices cannot be fulfilled. Furthermore, misoperations are also possible, affecting
the primary/backup AZ switchover accuracy.

[0007] SUMMARY

[0008] In view of the above, the present application provides methods and devices for

optimizing load balancing based on cloud monitoring, in order to solve the problems
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present in manually adjusting the route preferences of load balancing devices that the
primary/backup AZ switchover efficiency of the load balancing instance is affected
and the intelligent switching of the preferences of load balancing devices cannot be
fulfilled, and that misoperations are also possible affecting the primary/backup AZ
switchover accuracy.

[0009] According to an aspect of the present application, a method for optimizing
load balancing based on cloud monitoring is provided, the method including the
following operations.

[0010] Statistics on traffic distribution within a controlled area of a load balancing
system are obtained.

[0011] Also, statistics on backend servers within Availability Zones (AZ’s) of the
load balancing system, as well as monitored network quality of these AZs are
obtained.

[0012] Then an AZ suitable to serve as a corresponding primary AZ of a load
balancing instance is determined based on the traffic distribution statistics, the
backend server statistics, and the monitored network quality.

[0013] As such, a primary AZ switch of the load balancing instance is performed in
accordance with the determined result.

[0014] According to another aspect of the present application, a device for optimizing
load balancing based on cloud monitoring is provided, the device including:

[0015] an acquisition unit that obtains statistics on traffic distribution within a
controlled area of a load balancing system, statistics on backend servers within
Availability Zones (AZ’s) of the load balancing system, as well as monitored network
quality of these AZs;

[0016] a determination unit that determines an AZ suitable to serve as a
corresponding primary AZ of a load balancing instance based on the traffic
distribution statistics, the backend server statistics, and the monitored network quality
that are obtained by the acquisition unit;

[0017] an a switching unit that performs a primary AZ switch of the load balancing

instance in accordance with the determined result of the determination unit.



[0018] According to yet another aspect of the present application, a storage device is
provided that stores a computer program which when executed by a processor
performs the above-described method for optimizing load balancing based on cloud
monitoring.

[0019] According to still another aspect of the present application, a physical
apparatus for optimizing load balancing based on cloud monitoring is provided. The
physical apparatus includes a storage device, a processor, and a computer program
stored on the storage device and executable by the processor. The processor is
configured to execute the computer program to perform the above-described method
for optimizing load balancing based on cloud monitoring.

[0020] In contrast with the current methods in which the route preferences of load
balancing devices are manually adjusted, the present application, by the method and
device for optimizing load balancing based on cloud monitoring in accordance with
the above technical solutions, makes a comprehensive analysis based on the traffic
distribution statistics within the controlled area of the load balancing system, the
backend server statistics within various AZs of the load balancing system, and the
monitored network quality of these AZs, and based on such an analysis determines an
AZ suitable to serve as a corresponding primary AZ of a load balancing instance, and
then automatically performs a primary/backup AZ switch of the load balancing
instance. Therefore, the primary/backup AZ switchover efficiency of the load
balancing instance can be improved fulfilling the ability to intelligently switch the
preferences of the load balancing devices so that services can be migrated to the AZ
as appropriate. Furthermore, misoperations can be avoided improving the
primary/backup AZ switchover accuracy of the load balancing instance.

[0021] The foregoing description is merely an overview of the technical solutions of
the present application. In order that the technical means of the present application
can be better understood so that they can be practiced in accordance with the contents
of this specification and in order that the above and other objects, features, and
advantages of the present application can be more clearly and easily understood,

specific implementations of the present application are provided below.



[0022] BRIEF DESCRIPTION OF THE ACCOMPANYING DRAWINGS
[0023] Various other advantages and benefits will become apparent to those having
ordinary skill in the art upon reading the following detailed description of some
exemplary embodiments. The accompanying drawings are intended for the sole
purpose of illustrating the exemplary embodiments and are not to be construed as
limiting the present application. Throughout the drawings, the same reference
numerals will be used to refer to the same components or parts. In the drawings:
[0024] FIG. 1 is a flowchart of a method for optimizing load balancing based on
cloud monitoring according to an embodiment of the present application;

[0025] FIG. 2 is a flowchart of a method for optimizing load balancing based on
cloud monitoring according to another embodiment of the present application;
[0026] FIG. 3 is a schematic diagram of an example architecture of an Availability
Zone (AZ) according to an embodiment of the present application;

[0027] FIG. 4 is a schematic diagram of an example of a primary/backup AZ
switchover according to an embodiment of the present application;

[0028] FIG. 5 is a block diagram of a device for optimizing load balancing based on
cloud monitoring according to an embodiment of the present application;

[0029] FIG. 6 is a block diagram of a physical apparatus for optimizing load
balancing based on cloud monitoring according to an embodiment of the present
application.

[0030] DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS
[0031] Hereinafter, exemplary embodiments of the present disclosure will be
described in more detail with reference to the accompanying drawings. Although the
some exemplary embodiments of the present disclosure are shown in the
accompanying drawings, it will be appreciated that the disclosure may be
implemented in various other forms and will not be limited to the embodiments set
forth herein. Rather, these embodiments are provided for a more thorough
understanding of the present disclosure, so that the scope of the disclosure will be
more fully conveyed to those having skill in the art.

[0032] Embodiments of the present application provide a method for optimizing load
balancing based on cloud monitoring, which can improve the primary/backup AZ
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switchover efficiency of a load balancing instance by intelligently switching the
preferences of load balancing devices so that services can be migrated to the
Availability Zone (AZ) as appropriate. As illustrated in FIG. 1, the method includes
the following blocks which begin at block 101.

[0033] In 101, statistics on traffic distribution within a controlled area of a load
balancing system, statistics on backend servers within multiple AZs of the load
balancing system, as well as monitored network quality of these AZs are obtained.
[0034] The area controlled by the load balancing system may be a collection of
Internet Data Center (IDC) machine rooms in a city or a specific region, and may be
composed of multiple IDC machine rooms within the same city or the same region.
[0035] For example, the traffic condition of public network load balancing systems of
the IDC machines rooms within the entire city or region can be altogether gathered to
obtain the traffic distribution statistics. The traffic distribution statistics may include
information such as a traffic usage rate and a total bandwidth of each AZ. The
backend server statistics on each AZ can be obtained through a health check on the
backend servers within this AZ of the load balancing system, and may include the
number of backend servers operating in their normal state in this AZ. The network
quality conditions of various AZs can be obtained by a statistical approach based on
the operation data of network quality monitoring of each AZ, and may specifically
include various network quality conditions such as delay, packet loss rate, jitter, and
out-of-order.

[0036] Executive body of this embodiment can be a device for optimizing load
balancing based on cloud monitoring. The device can intelligently switch the
preferences of load balancing devices by making a comprehensive analysis factoring
in the realtime traffic distribution statistics within the controlled area of the load
balancing system, the realtime backend server statistics within various AZs of the
load balancing system, and the realtime monitored network quality of each AZ,
thereby fulfilling automatic primary/backup AZ switch of a load balancing instance,
specifically by carrying out the process of blocks 101 to 103. The method then
proceeds to block 102.



[0037] In 102, an AZ suitable to serve as a corresponding primary AZ of a load
balancing instance is determined based on the obtained traffic distribution statistics,
backend server statistics, and monitored network quality.

[0038] For example, the obtained traffic distribution statistics can first be based on to
determine the instant traffic usage rate and total bandwidth of each AZ. Then the
backend server statistics can be used to determine the number of backend servers
currently operating in a normal state in each AZ. Then the monitored network quality
may be based on to determine abnormalities that have occurred in each AZ. Finally,
an AZ N currently with a relatively low traffic usage rate and a relatively high total
bandwidth as well as relatively more normal backend servers and few abnormalities
can be selected as the AZ suitable to serve as the corresponding primary AZ of the
load balancing instance. The method then continues to block 103.

[0039] In 103, a primary/backup AZ switch of the load balancing instance is
performed in accordance with the determined result.

[0040] For example, if the current AZ N is suitable to serve as the corresponding
primary AZ of the load balancing instance, then when this load balancing instance is
being distributed and routed, an appropriate preference value may be automatically
filled in so that the load balancing instance can be distributed to the AZ N for
processing, fulfilling the automatic primary/backup AZ switchover of the load
balancing instance.

[0041] The above embodiment provides a method for optimizing load balancing
based on cloud monitoring. In contrast with the current methods in which the route
preferences of load balancing devices are manually adjusted, the present embodiment
makes a comprehensive analysis based on the traffic distribution statistics within the
controlled area of the load balancing system, the backend server statistics within
various AZs of the load balancing system, and the monitored network quality of these
AZs, and based on such an analysis determines an AZ suitable to serve as a
corresponding primary AZ of a load balancing instance, and then automatically
performs a primary/backup AZ switch of the load balancing instance. Thus, the
primary/backup AZ switchover efficiency of the load balancing instance can be

improved fulfilling the ability to intelligently switch the preferences of load balancing



device so that services can be migrated to the AZ as appropriate. Furthermore,
misoperations can be avoided improving the primary/backup AZ switchover accuracy
of the load balancing instance.

[0042] As refinement and expansion of the above embodiment, another method for
optimizing load balancing based on cloud monitoring is further provided, the method
including the following blocks which begin at block 201, as illustrated in FIG. 2.
[0043] In 201, statistics on traffic distribution within a controlled area of a load
balancing system, statistics on backend servers within multiple AZs of the load
balancing system, as well as monitored network quality of these AZs are obtained.
[0044] Specifically, the block of obtaining the backend server statistics within the
multiple AZs of the load balancing system may include: determining the number of
backend servers operating in a preset normal condition in each of the AZs through a
health check on the backend servers; and determining the backend server statistics
within the multiple AZs of the load balancing system based on this number. The
preset normal condition may be configured in advance according to the actual
requirements of the health check.

[0045] Health check is a very important function in load balancing services. A load
balancing device needs to perform a health check to detect whether an backend server
is normally providing service before forwarding traffic to this backend server. If the
health check on a backend server in an abnormal state succeeds for a consecutive
number of times that reaches a “health check normality threshold”, then this backend
server will considered to have returned to its normal state and traffic will start to be
forwarded to the backend server. If the health check on a backend server in its normal
state fails for a consecutive number of times that reaches a “health check abnormality
threshold”, then this backend server will be considered to be in an abnormal state, and
so traffic will be stopped from being forwarded to this backend server.

[0046] By the health check on the backend servers, the number of backend servers
operating in their normal state that are present in each AZ can be determined, so that
the backend server statistics within the multiple AZs of the load balancing system can

be determined based on these numbers. The method then proceeds to block 202.



[0047] In 202, the obtained traffic distribution statistics is based on to acquire an exit
bandwidth of each AZ of the load balancing system as well as a corresponding
average bandwidth used at a public network exit of this AZ. Then the acquired exit
bandwidth and average bandwidth used at the public network exit are based on to
compute a first recommendation value of each AZ of the load balancing system for
serving as a corresponding primary AZ of a load balancing instance.

[0048] For example, the controlled area can be city A, and statistics on the traffic of
public network load balancing systems of IDC machine rooms within the entire city A
can altogether be gathered. For example, there are a number of N AZs in this area,
which are AZ1, AZ2, ..., and AZn, respectively; the exit bandwidths of these AZs are
B1, B2, ..., and Bn, respectively; and the currently statistically gathered daily average
bandwidths used at the public network exits are B_Avel, B_Ave2, ..., and B_AveN,
respectively.

[0049] Computing the first recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance
based on the acquired exit bandwidth and average bandwidth used at the public
network exit may include the following operations. The corresponding average
bandwidth used at the public network exit of each AZ is divided by the exit
bandwidth of this AZ to obtain a traffic usage rate of this AZ. The total bandwidth of
the AZ is then multiplied by a preset coordination coefficient to obtain a
corresponding weight of this AZ. Then the first recommendation value of each AZ of
the load balancing system for serving as the corresponding primary AZ of the load
balancing instance is determined by the following principle: the lower the traffic
usage rate the higher the recommendation value, and the heavier the weight the higher
the recommendation value. The preset coordination coefficient may be set by in
advance a technician according to the actual situation.

[0050] For example, in connection with the above example, the traffic usage rate of

each AZ can be computed by the following formula:
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[0051] The multiple AZs are sorted by sizes of their traffic usage rates. That means,

if the traffic usage rates of two AZs are the same, then the AZ with a larger total
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bandwidth would be put nearer to the top than the other AZ. Based on the sorted
result, corresponding recommendation reference values are then assigned to these
AZs according to the following principle: the nearer to the top an AZ comes, the
greater a reference value will be allocated to this AZ. Afterwards, each AZ can be
scored by its weight. For example, the total bandwidth of AZ1 may be 1G while the
total bandwidth of AZ2 may be 2G, so according to the principle that the larger the
total bandwidth the heavier the weight, plus the coordination factor r, the weight of
AZ1 would be r*1 and the weight of AZ2 be r*2. Finally, the recommendation
reference value assigned to each AZ is multiplied by the corresponding weight to
obtain the recommendation value Ra.

[0052] In this manner, the conditions of the current traffic usage rate and total
bandwidth of each AZ can be fully considered, so that a suitable primary AZ can be
recommended for the load balancing instance according to the principle that of any
two AZs the AZ with a relatively lower traffic usage rate will be recommended first
and the AZ with a relatively larger total bandwidth will be recommended first. The
method then continues to block 203.

[0053] In 203, a second recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance is
computed based on the obtained backend server statistics.

[0054] The second recommendation value of each AZ of the load balancing system
for serving as the corresponding primary AZ of the load balancing instance may be
determined by the principle that the greater the number, the higher the
recommendation value.

[0055] For example, based on the number of backend servers operating in their
normal state in each AZ and by the principle that the greater the number the higher the
recommendation value, a recommendation value Rb can be assigned to each AZ for
switching to this AZ. For example, suppose there are 6 normal and available backend
servers in AZ1 and 2 normal available backend servers in AZ2, then the
recommendation value for switching to AZ1 would be larger than the

recommendation value for switching to AZ2.



[0056] In this manner, the number of normal available backend servers in each AZ
(i.e., the distribution of normal available backend servers within the AZs) can be fully
considered, so that a suitable primary AZ can be recommended to the load balancing
instance according to the following principle: the more the normal available backend
servers, the stronger the processing capability. The method then proceeds to block
204.

[0057] In 204, a third recommendation value of each AZ of the load balancing system
for serving as the corresponding primary AZ of the load balancing instance is
computed based on the monitored network quality.

[0058] Specifically, the number of times the network quality parameters of each AZ
go abnormal during an operation period may be counted based on gathered operation
data of the network quality monitoring. The third recommendation value of each AZ
of the load balancing system for serving as the corresponding primary AZ of the load
balancing instance can then be determined by the principle that the greater the number
of abnormalities, the smaller the recommendation value.

[0059] For example, the network quality condition of each AZ can be obtained by a
statistical approach based on the operation data of network quality monitoring, and
may specifically include network quality parameters such as network delay, DNS
resolution delay, packet loss rate, jitter, and out-of-order. According to the operation
period, the historical data can be gathered, including the number of abnormal
conditions occurring within the AZs, such as long network delay, long DNS
resolution delay, large packet loss rate, jitter, or out-of-order. Then, by the principle
that the greater the number of abnormalities, the smaller the recommendation value, a
recommendation value Rc can be obtained for switching to each AZ.

[0060] In this way, the abnormal conditions in each AZ can be fully considered, so
that a suitable primary AZ can be recommended for the load balancing instance
according to the principle for reducing the occurrence of abnormalities. The method
then proceeds to block 205.

[0061] In 205, a resulting recommendation of each AZ of the load balancing system
for serving as the corresponding primary AZ of the load balancing instance is

determined based on the computed first recommendation value, second
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recommendation value, and third recommendation value, as well as the respective
weights of the three recommendation values.

[0062] Specifically, the computed first recommendation value can be multiplied by a
corresponding weight. The product obtained can then be added to the product of the
second recommendation value and a corresponding item and the product of the third
recommendation value and a corresponding item. The sum obtained as such would
then be determined as the resulting recommendation value of each AZ of the load
balancing system for serving as the corresponding primary AZ of the load balancing
instance.

[0063] For example, in connection with the above example in which the three
recommendation values Ra, Rb, and Rc are respectively obtained in blocks 202 to 204,
the final resulting recommendation value can be obtained using the formula Rating =
Ra*wa + Rb*wb + Rc*wc, where Rating represents the resulting recommendation
value for switching to the present AZ, wa is a corresponding weight of the first item,
wb is a corresponding weight of the second item, and wc is a corresponding weight of
the third item.

[0064] Therefore, according to the actual situation, different factors can be given
different weighted considerations, whereby an accurate recommendation value for
switching to each AZ can be computed. The method then proceeds to block 206.
[0065] In 206, an AZ suitable to serve as the corresponding primary AZ of the load
balancing instance is determined based on the resulting recommendation value.
[0066] Specifically, the AZ with the highest resulting recommendation value, or an
AZ with a resulting recommendation value higher than a preset threshold
recommendation value can be determined as the AZ suitable as the corresponding
primary AZ of the load balancing instance.

[0067] For example, the AZ A with the highest resulting recommendation value may
be determined as the AZ suitable to serve as the corresponding primary AZ of the
load balancing instance. Alternatively, a certain threshold recommendation value
may be set in advance, and all the AZs each having the resulting recommendation

value higher than the threshold recommendation value may be eligible, so that one AZ
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can be selected therefrom as the AZ suitable to serve as the corresponding primary
AZ of the load balancing instance.

[0068] To meet different service requirements, in an optional embodiment of the
present application, the multiple AZs can also be scored according to the resulting
recommendation values, so that an AZ suitable to serve as the primary AZ can be
recommended to the user based on the resulting scores, and the user can decide which
AZ will be selected to serve as the primary AZ of the load balancing instance. For
example, the scores that lie in the range of 1-100 points may be assigned according to
the resulting recommendation values, and the AZs may further be divided into
different sections by their scores, with the recommendation strength of each section
being given and explained. For example, if an AZ earns a score higher than 80 points,
then it may be strongly recommended to set the primary AZ of the load balancing
instance as this AZ. The method then continues to block 207.

[0069] In 207, a primary/backup AZ switch of the load balancing instance is
performed in accordance with the determined result.

[0070] Most current load balancing systems use dynamic routing protocols to
distribute 32-bit host routes. For example, a load balancing instance configured on a
load balancing device may be advertised to a router through 32-bit routing. Since this
router needs to maintain 32-bit routes, too many system resources will be consumed
by this solution. FIG. 3 illustrates a dual-AZ configuration deployed in different
places of a same city. A Datacenter Interconnection (DCI) channel is used for
interconnecting the machines rooms of two AZs. Router 3 and Router 4 belong to the
backbone network of the local area and are used for direct connections to the Internet.
Router 3 and Router 4 are connected through a DCI channel. Router 1 and Router 2
belong to the internal datacenter networks of AZ1 and AZ2, respectively. In the
traditional solution, a load balancing instance (a certain VIP) configured on the load
balancing devices is advertised to Router 1 and Router 2 through 32-bit routing. As
such, every time a new load balancing instance is added, a new 32-bit route needs to
be advertised to Router 1 and Router 2. This 32-bit route needs to be maintained on

Router 1 and Router 2, so this solution consumes too many system resources.
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[0071] In order to solve the above problem to improve the usability of the deployment,
this embodiment of the instant application further includes the following operation
prior to block 207: pre-distributing a network segment route from the load balancing
device to which the load balancing instance belongs to a corresponding router of the
load balancing device, by means of configuring a static equivalent route. For example,
in connection with the example shown in FIG. 3, a network segment route may be
distributed from the load balancing device to Router 1 and Router 2. Then through

the network controller, Router 1 and Router 2 can be directly scheduled to distribute
the 32-bit route to Router 3 and Router 4. In this way, the original 32-bit route that
needs to be maintained on Router 1 and Router 2 would disappear, thereby saving
system resources. As illustrated in FIG. 4, there are three load balancing devices LB1,
LB2, and LB3 in AZ1, and the three devices form a load balancing resource pool. In
this case, on Router 1 the load balancing IP address segment is configured as three
static equivalent routes that point to three devices, respectively. Then, according to
the configuration requirements of the load balancing instance, the 32-bit route of the
load balancing instance may be distributed as required along with the preference value
a to Router 3. The same thing is done in AZ2; according to the configuration
requirements of the load balancing instance, the 32-bit route of the load balancing
instance is distributed as required, with the preference value b, to Router 4.

[0072] Accordingly, block 207 may specifically include: switching the primary AZ of
the load balancing instance to the AZ indicated in the determined result by adjusting
the preference values attached to the corresponding 32-bit route of the load balancing
instance when the routers are distributing this 32-bit route to backbone network
routers, where the backbone network routers of different AZs are connected through
DCI channels.

[0073] For example, in connection with FIG. 3 and FIG. 4 as well as the foregoing
implementation process, the specific action of switching the primary AZ of the load
balancing instance can be done by the centralized controller scheduling Router 1 and
Router 2, i.e., by automatically adjusting the above preference values a and b so that
Router 1 distributes a 32-bit route along with the adjusted preference value a to

Router 3, and Router 2 distributes a 32-bit route along with the adjusted preference
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value b to Router 4, thereby achieving the purpose of automatically switching the
primary AZ of the load balancing instance.

[0074] Further, in order to help the user finish the automatic switchover of the
primary AZ within the specified period, the time period for switching the primary AZ
may be given according to operation experience. For example, in general the time
suitable for switching is from 11 pm to 6 o'clock in the morning the next day, but
some systems may have some special recommended times which may be more
suitable. Through the timing operating system on the cloud platform, the operation of
switching the AZ of the load balancing instance can be automatically entered. Thus,
by the above implementation process, it can be determined to which AZ the primary
AZ of the load balancing instance needs to be set, and the operation of switching the
primary AZ can be completed automatically within a specified time.

[0075] The above embodiment of the present application provides another method for
optimizing load balancing based on cloud monitoring, which can improve the
primary/backup AZ switchover efficiency of a load balancing instance by intelligently
switching the preferences of load balancing devices so that services can be migrated
to the AZ as appropriate. Furthermore, misoperations can be avoided improving the
the primary/backup AZ switchover accuracy of the load balancing instance and saving
system resources.

[0076] As concrete embodiment of the methods illustrated in FIG. 1 and FIG. 2, a
device for optimizing load balancing based on cloud monitoring is further provided.
As illustrated in FIG. 5, the device includes an acquisition unit 31, a determination
unit 32, and a switching unit 33.

[0077] Acquisition unit 31 can be configured to obtain statistics on traffic distribution
within a controlled area of a load balancing system, statistics on backend servers
within multiple AZs of the load balancing system, as well as monitored network
quality of these AZs.

[0078] Determination unit 32 can be configured to determine an AZ suitable to serve
as a corresponding primary AZ of a load balancing instance based on the traffic
distribution statistics, the backend server statistics, and the monitored network quality

that are obtained by acquisition unit 31.
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[0079] Switching unit 33 can be configured to perform a primary AZ switch of the
load balancing instance in accordance with the determined result of determination unit
32.

[0080] In a specific application scenario, as illustrated in FIG. 6, determination unit
32 specifically includes an acquisition module 321, a computation module 322, and a
determination module 323.

[0081] Acquisition module 321 can be configured to obtain an exit bandwidth of each
AZ of the load balancing system as well as a corresponding average bandwidth used
at a public network exit of each AZ, based on the obtained traffic distribution
statistics.

[0082] Computation module 322 can be configured to compute a first
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance, based on the exit
bandwidth and average bandwidth used at the public network exit.

[0083] Computation module 322 can further be configured to compute a second
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance, based on the backend
server statistics.

[0084] Computation module 322 can further be configured to compute a third
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance, based on the monitored
network quality.

[0085] Determination module 323 can be configured to determine a resulting
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance, based on the computed first
recommendation value, second recommendation value, and third recommendation
value, as well as the respective weights of the three recommendation values.

[0086] Determination module 323 can further be configured to determine an AZ
suitable to serve as the corresponding primary AZ of the load balancing instance

based on the resulting recommendation value.
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[0087] In a specific application scenario, computation module 322 may be
specifically configured to: divide the corresponding average bandwidth used at the
public network exit of each AZ by the exit bandwidth of this AZ to obtain a traffic
usage rate of the AZ; multiply the total bandwidth of the AZ by a preset coordination
coefficient to obtain a corresponding weight of this AZ; and determine the first
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance by the following principle:
the lower the traffic usage rate the higher the recommendation value, and the heavier
the weight the higher the recommendation value.

[0088] In a specific application scenario, acquisition unit 31 can be specifically
configured to determine the number of backend servers operating in their normal state
present in each AZ by a health check on the backend servers; and determine the
backend server statistics within the multiple AZs of the load balancing system based
on these numbers.

[0089] Computation module 322 can be configured to: determine a second
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance by the principle that the
greater the number the higher the recommendation value.

[0090] In a specific application scenario, computation module 322 can further be
configured to: count a number of times the network quality parameters of each AZ go
abnormal during an operation period based on operation data of network quality
monitoring; and determine the third recommendation value of each AZ of the load
balancing system for serving as the corresponding primary AZ of the load balancing
instance by the principle that the greater the number of abnormalities the smaller the
recommendation value.

[0091] In a specific application scenario, determination module 323 can further be
configured to: multiply the first recommendation value by a weight of the
corresponding item, and add the product obtained to the product of the second
recommendation value and a corresponding item and the product of the third

recommendation value and a corresponding item, and further determine the sum

16



obtained as the resulting recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance.
[0092] In a specific application scenario, determination module 323 can further be
configured to: determine the AZ with the highest resulting recommendation value, or
an AZ with the resulting recommendation value higher than a preset threshold
recommendation value as the AZ suitable to serve as the corresponding primary AZ
of the load balancing instance.

[0093] In a specific application scenario, as illustrated in FIG. 6, the device further
includes a distribution unit 34.

[0094] The distribution unit 34 is configured to pre-distribute a network segment
route from the load balancing device to which the load balancing instance belongs to a
corresponding router of the load balancing device, by means of configuring a static
equivalent route.

[0095] Switching unit 33 can be specifically configured to: switch the primary AZ of
the load balancing instance to the AZ indicated in the determined result by adjusting
the preference values attached to the corresponding 32-bit route of the load balancing
instance when the routers are distributing this 32-bit route to the backbone network
routers, where the backbone network routers of different AZs are connected through
DCI channels.

[0096] For other description of various functional units involved in the device for
optimizing load balancing based on cloud monitoring in accordance with this
embodiment, reference can be made to the corresponding description in relation to
FIG. 1 and FIG. 2, and so details are not to be given herein again.

[0097] Based on the foregoing methods illustrated in FIG. 1 and FIG. 2, embodiments
of the present application further provides a storage device that stores a computer
program that when executed by a processor performs the above-described methods for
optimizing load balancing based on cloud monitoring illustrated in FIG. 1 and FIG. 2.
[0098] Based on the foregoing methods illustrated in FIG. 1 and FIG. 2 and the virtual
device embodiments illustrated in FIG. 5 and FIG. 6, in order to fulfill the objective
described supra, embodiments of the present application further provide a physical

apparatus for optimizing load balancing based on cloud monitoring. The physical
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apparatus includes a storage device and a processor. The storage device stores a
computer program. The processor executes the computer program to perform the
methods for optimizing load balancing based on cloud monitoring illustrated in FIG. 1
and FIG. 2.

[0099] With the technical solutions of the present application, the primary/backup AZ
switchover efficiency of a load balancing instance can be improved by intelligently
switching the preferences of load balancing devices so that services can be migrated
to the AZ as appropriate. Furthermore, misoperations can be avoided improving the
primary/backup AZ switchover accuracy of the load balancing instance and saving
system resources.

[00100] Through the foregoing description of the embodiments, those having skill in
the art will be able to clearly understand that the present application may be
implemented by hardware or by means of software plus a necessary universal
hardware platform. Based on such an understanding, the technical solution of the
present application may be embodied as software products. Software products can be
stored in a non-transitory storage medium (e.g., a CD-ROM, a USB flash drive, a
removable hard disk drive) and may include multiple instructions that when executed
can cause a computing device (e.g., a personal computer, a server, a network device),
to perform the methods as described in the various implementation scenarios of the
present application.

[00101] Those having skill in the art can understand that the accompanying drawings
are merely schematic diagrams of some illustrative implementation scenarios, and that
various modules or processes illustrated in the accompanying drawings are not
necessarily required to practice the present application.

[00102] It will be appreciated by those having skill in the art that various modules of
a device in an implementation scenario may be distributed in a device in accordance
with the description of the implementation scenario, or can also be appropriately
changed to reside in one or more devices different from the present implementation
scenario. The modules of the above implementation scenario can be combined into

one module, or can also be further split into multiple sub-modules.
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[00103] Sequence numbers as used in the present application are intended for
illustrative purposes only, and are not indicative of the advantages and disadvantages
of the relevant embodiments.

[00104] The above disclosure portrays merely a few specific implementation
scenarios of the present application. The present application, however, will not be
limited thereto, and any changes that can be contemplated by those having in the art

shall all fall within the scope of the present application.
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WHAT IS CLAIMED IS:

1. A method for optimizing load balancing based on cloud monitoring,
comprising:

obtaining: statistics on traffic distribution within a controlled area of a load
balancing system; statistics on backend servers within a plurality of Availability
Zones (AZ’s) of the load balancing system; and monitored network quality of the
plurality of AZs;

determining an AZ suitable to serve as a corresponding primary AZ of a load
balancing instance based on the traffic distribution statistics, the backend server
statistics, and the monitored network quality; and

performing a primary AZ switch of the load balancing instance in accordance
with the determined result.

2. The method according to claim 1, wherein determining the AZ suitable to
serve as the corresponding primary AZ of the load balancing instance comprises:

obtaining an exit bandwidth of each of the plurality of AZs of the load balancing
system and a corresponding average bandwidth used at a public network exit of the
AZ based on the traffic distribution statistics, and computing a first recommendation
value of each AZ of the load balancing system for serving as the corresponding
primary AZ of the load balancing instance based on the exit bandwidth and the
average bandwidth used at the public network exit;

computing a second recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,

based on the backend server statistics;
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computing a third recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,
based on the monitored network quality;

determining a resulting recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,
based on the first recommendation value, the second recommendation value, the third
recommendation value, and respective weights of the three recommendation values;
and

determining the AZ suitable to serve as the corresponding primary AZ of the
load balancing instance based on the resulting recommendation value.

3. The method according to claim 2, wherein computing the first
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing system:

dividing the corresponding average bandwidth used at the public network exit of
each AZ by the exit bandwidth of the AZ to obtain a traffic usage rate of the AZ;

multiplying a total bandwidth of the AZ by a preset coordination coefficient to
obtain a corresponding weight of the AZ; and

determining the first recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the lower the traffic usage rate the higher the recommendation
value, and the heavier the weight the higher the recommendation value.

4. The method according to claim 2, wherein obtaining the backend server

statistics within the plurality of AZs of the load balancing system comprises:
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determining the number of backend servers operating in their normal state that
are present in each AZ by a health check on the backend servers of the AZ; and
determining the backend server statistics within the plurality of AZs of the load
balancing system based on the numbers; and

wherein computing the second recommendation value of each AZ of the load
balancing system for serving as the corresponding primary AZ of the load balancing
instance based on the backend server statistics comprises:

determining the second recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the greater the number, the higher the recommendation value.

5. The method according to claim 2, wherein computing the third
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance based on the monitored
network quality comprises:

counting the number of times network quality parameters of each AZ go
abnormal during an operation period based on operation data of network quality
monitoring; and

determining the third recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the higher the number of abnormalities, the lower the
recommendation value.

6. The method according to claim 2, wherein determining the resulting
recommendation value of each AZ of the load balancing system for serving as the

corresponding primary AZ of the load balancing instance comprises:
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summing a product obtained by multiplying the first recommendation value by a
weight of a corresponding item, a product obtained by multiplying the second
recommendation value by a weight of a corresponding item, and a product obtained
by multiplying the third recommendation value by a weight of the corresponding item,
to obtain a sum total; and

determining the sum total as the resulting recommendation value of each AZ of
the load balancing system for serving as the corresponding primary AZ of the load
balancing instance.

7. The method according to claim 2, wherein determining the AZ suitable to
serve as the corresponding primary AZ of the load balancing instance based on the
resulting recommendation value comprises:

determining the AZ with the highest resulting recommendation value, or an AZ
with the resulting recommendation value greater than a preset threshold
recommendation value as the AZ suitable to serve as the corresponding primary AZ
of the load balancing instance.

8. The method according to claim 1, further comprising, prior to performing the
primary/backup AZ switch of the load balancing instance in accordance with the
determined result:

pre-distributing a network segment route from a load balancing device to which
the load balancing instance belongs to a corresponding router of the load balancing
device, by means of configuring a static equivalent route;

wherein performing the primary AZ switch of the load balancing instance in

accordance with the determined result comprises:
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switching the primary AZ of the load balancing instance to the AZ indicated in
the determined result by adjusting preference values attached to a corresponding 32-
bit route of the load balancing instance when routers are distributing the 32-bit route
to backbone network routers, where the backbone network routers of different AZs
are connected through Datacenter Interconnection (DCI) channels.

9. A device for optimizing load balancing based on cloud monitoring,
comprising:

an acquisition unit, configured to obtain: statistics on traffic distribution within a
controlled area of a load balancing system; statistics on backend servers within a
plurality of Availability Zones (AZ’s) of the load balancing system; and monitored
network quality of the plurality of AZs;

a determination unit, configured to determine an AZ suitable to serve as a
corresponding primary AZ of a load balancing instance based on the traffic
distribution statistics, the backend server statistics, and the monitored network quality;
and

a switching unit, configured to perform a primary AZ switch of the load
balancing instance in accordance with the determined result.

10. The device according to claim 9, wherein the determination unit comprises:

an acquisition module, configured to: obtain an exit bandwidth of each of the
plurality of AZs of the load balancing system and a corresponding average bandwidth
used at a public network exit of the AZ based on the traffic distribution statistics; and
compute a first recommendation value of each AZ of the load balancing system for
serving as the corresponding primary AZ of the load balancing instance based on the

exit bandwidth and the average bandwidth used at the public network exit;
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a computation module, configured to compute a second recommendation value
of each AZ of the load balancing system for serving as the corresponding primary AZ
of the load balancing instance, based on the backend server statistics; and compute a
third recommendation value of each AZ of the load balancing system for serving as
the corresponding primary AZ of the load balancing instance, based on the monitored
network quality;

wherein the determination module is configured to determine a resulting
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance, based on the first
recommendation value, the second recommendation value, the third recommendation
value, and respective weights of these three recommendation values; and

determine the AZ suitable to serve as the corresponding primary AZ of the load
balancing instance based on the resulting recommendation value.

11. The device according to claim 10, wherein the computation module is
configured to:

divide the corresponding average bandwidth used at the public network exit of
each AZ by the exit bandwidth of the AZ to obtain a traffic usage rate of the AZ;

multiply a total bandwidth of the AZ by a preset coordination coefficient to
obtain a corresponding weight of the AZ; and

determine the first recommendation value of each AZ in the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the lower the traffic usage rate the higher the recommendation

value, and the heavier the weight the higher the recommendation value.
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12. The device according to claim 10, wherein the acquisition unit is configured
to: determine the number of backend servers operating in their normal state that are
present in each AZ by a health check on the backend servers of the AZ; and determine
the backend server statistics within the AZs of the load balancing system based on the
numbers; and

wherein the computation module is configured to: determine the second
recommendation value of each AZ of the load balancing system for serving as the
corresponding primary AZ of the load balancing instance by the following principle:
the greater the number, the higher the recommendation value.

13. The device according to claim 10, wherein the computation module is
configured to:

count the number of times network quality parameters of each AZ go abnormal
during an operation period based on the operation data of network quality monitoring;
and

determine the third recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the higher the number of abnormalities, the lower the
recommendation value.

14. The device according to claim 10, wherein the determination module is
configured to:

sum a product obtained by multiplying the first recommendation value by a
weight of a corresponding item, a product obtained by multiplying the second

recommendation value by a weight of a corresponding item, and a product obtained
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by multiplying the third recommendation value by a weight of the corresponding item,
to obtain a sum total; and

determine the sum total as the resulting recommendation value of each AZ of the
load balancing system for serving as the corresponding primary AZ of the load
balancing instance.

15. The device according to claim 10, wherein the determination module is
configured to:

determine the AZ with the highest resulting recommendation value, or an AZ
with the resulting recommendation value greater than a preset threshold
recommendation value as the AZ suitable to serve as the corresponding primary AZ
of the load balancing instance.

16. The device according to claim 9, further comprising a distribution unit
configured to: pre-distribute a network segment route from the load balancing device
to which the load balancing instance belongs to the corresponding router of the load
balancing device by means of configuring a static equivalent route;

wherein the switching unit is configured to: switch the primary AZ of the load
balancing instance to the AZ indicated in the determined result by adjusting
preference values attached to a corresponding 32-bit route of the load balancing
instance when routers are distributing the 32-bit route to backbone network routers,
where the backbone network routers of different AZs are connected through
Datacenter Interconnection (DCI) channels.

17. A storage device storing a computer program that when executed by a
processor performs a method for optimizing load balancing based on cloud

monitoring, the method comprising:
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obtaining statistics on traffic distribution within a controlled area of a load
balancing system; statistics on backend servers within a plurality of Availability
Zones (AZ’s) of the load balancing system; and monitored network quality of the
plurality of AZs;

determining an AZ suitable to serve as a corresponding primary AZ of a load
balancing instance based on the traffic distribution statistics, the backend server
statistics, and the monitored network quality; and

performing a primary AZ switch of the load balancing instance in accordance
with the determined result.

18. The storage device according to claim 17, wherein the computer program
when executed by the processor causes the following operations to be performed in
determining the AZ suitable to serve as the corresponding primary AZ of the load
balancing instance:

obtaining an exit bandwidth of each of the plurality of AZs of the load balancing
system and a corresponding average bandwidth used at a public network exit of the
AZ based on the traffic distribution statistics, and computing a first recommendation
value of each AZ of the load balancing system for serving as the corresponding
primary AZ of the load balancing instance based on the exit bandwidth and the
average bandwidth used at the public network exit;

computing a second recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,

based on the backend server statistics;
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computing a third recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,
based on the monitored network quality;

determining a resulting recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,
based on the first recommendation value, the second recommendation value, the third
recommendation value, and respective weights of the three recommendation values;
and

determine the AZ suitable to serve as the corresponding primary AZ of the load
balancing instance based on the resulting recommendation value.

19. The storage device according to claim 18, wherein the computer program
when executed by the processor causes the following operations to be performed in
computing the first recommendation value of each AZ of the load balancing system
for serving as the corresponding primary AZ of the load balancing system:

dividing the corresponding average bandwidth used at the public network exit of
each AZ by the exit bandwidth of the AZ to obtain a traffic usage rate of the AZ;

multiplying a total bandwidth of the AZ by a preset coordination coefficient to
obtain a corresponding weight of the AZ; and

determining the first recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the lower the traffic usage rate the higher the recommendation
value, and the heavier the weight the higher the recommendation value.

20. The storage device according to claim 18, wherein the computer program

when executed by the processor causes the following operations to be performed in
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obtaining the backend server statistics within the plurality of AZs of the load
balancing system:

determining the number of backend servers operating in their normal state that
are present in each AZ by a health check on the backend servers of the AZ; and
determining the backend server statistics within the plurality of AZs of the load
balancing system based on the numbers; and

wherein computing the second recommendation value of each AZ of the load
balancing system for serving as the corresponding primary AZ of the load balancing
instance comprises:

determining the second recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the greater the number, the higher the recommendation value.

21. The storage device according to claim 18, wherein the computer program
when executed by the processor causes the following operations to be performed in
computing the third recommendation value of each AZ of the load balancing system
for serving as the corresponding primary AZ of the load balancing system based on
the monitored network quality:

counting the number of times network quality parameters of each AZ go
abnormal during an operation period based on operation data of network quality
monitoring; and

determining the third recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the higher the number of abnormalities, the lower the

recommendation value.
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22. The storage device according to claim 18, wherein the computer program
when executed by the processor causes the following operations to be performed in
determining the resulting recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance:

summing a product obtained by multiplying the first recommendation value by a
weight of a corresponding item, a product obtained by multiplying the second
recommendation value by a weight of a corresponding item, and a product obtained
by multiplying the third recommendation value by a weight of the corresponding item,
to obtain a sum total; and

determining the sum total as the resulting recommendation value of each AZ of
the load balancing system for serving as the corresponding primary AZ of the load
balancing instance.

23. The storage device according to claim 18, wherein the computer program
when executed by the processor causes the following operations to be performed in
determining the AZ suitable to serve as the corresponding primary AZ of the load
balancing instance based on the resulting recommendation value:

determining the AZ with the highest resulting recommendation value, or an AZ
with the resulting recommendation value greater than a preset threshold
recommendation value as the AZ suitable to serve as the corresponding primary AZ
of the load balancing instance.

24. The storage device according to claim 17, the computer program when
executed by the processor further causes the following operations to be performed,
prior to performing the primary/backup AZ switch of the load balancing instance in

accordance with the determined result:
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pre-distributing a network segment route from a load balancing device to which
the load balancing instance belongs to a corresponding router of the load balancing
device, by means of configuring a static equivalent route;

wherein performing the primary/backup AZ switch of the load balancing
instance in accordance with the determined result comprises:

switching the primary AZ of the load balancing instance to the AZ indicated in
the determined result by adjusting preference values attached to a corresponding 32-
bit route of the load balancing instance when routers are distributing the 32-bit route
to backbone network routers, where the backbone network routers of different AZs
are connected through Datacenter Interconnection (DCI) channels.

25. An apparatus for optimizing load balancing based on cloud monitoring,
comprising a storage device, a processor, and a computer program stored on the
storage device and executable by the processor, wherein the processor is configured to
execute the computer program to perform a method for optimizing load balancing
based on cloud monitoring, the method comprising:

obtaining: statistics on traffic distribution within a controlled area of a load
balancing system; statistics on backend servers within a plurality of Awvailability
Zones (AZ’s) of the load balancing system; and monitored network quality of the
plurality of AZs;

determining an AZ suitable to serve as a corresponding primary AZ of a load
balancing instance based on the traffic distribution statistics, the backend server
statistics, and the monitored network quality; and

performing a primary AZ switch of the load balancing instance in accordance

with the determined result.
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26. The apparatus according to claim 25, wherein the computer program when
executed by the processor causes the following operations to be performed in
determining the AZ suitable to serve as the corresponding primary AZ of the load
balancing instance:

obtaining an exit bandwidth of each of the plurality of AZs of the load balancing
system and a corresponding average bandwidth used at a public network exit of the
AZ based on the traffic distribution statistics, and computing a first recommendation
value of each AZ of the load balancing system for serving as the corresponding
primary AZ of the load balancing instance based on the exit bandwidth and the
average bandwidth used at the public network exit;

computing a second recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,
based on the backend server statistics;

computing a third recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,
based on the monitored network quality;

determining a resulting recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance,
based on the first recommendation value, the second recommendation value, the third
recommendation value, and respective weights of the three recommendation values;
and

determine the AZ suitable to serve as the corresponding primary AZ of the load

balancing instance based on the resulting recommendation value.
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27. The apparatus according to claim 26, wherein the computer program when
executed by the processor causes the following operations to be performed in
computing the first recommendation value of each AZ of the load balancing system
for serving as the corresponding primary AZ of the load balancing system:

dividing the corresponding average bandwidth used at the public network exit of
each AZ by the exit bandwidth of the AZ to obtain a traffic usage rate of the AZ;

multiplying a total bandwidth of the AZ by a preset coordination coefficient to
obtain a corresponding weight of the AZ; and

determining the first recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the lower the traffic usage rate the higher the recommendation
value, and the heavier the weight the higher the recommendation value.

28. The apparatus according to claim 26, wherein the computer program when
executed by the processor causes the following operations to be performed in
obtaining the backend server statistics within the plurality of AZs of the load
balancing system:

determining the number of backend servers operating in their normal state that
are present in each AZ by a health check on the backend servers of the AZ; and
determining the backend server statistics within the plurality of AZs of the load
balancing system based on the numbers; and

wherein computing the second recommendation value of each AZ of the load
balancing system for serving as the corresponding primary AZ of the load balancing

instance comprises:
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determining the second recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the greater the number, the higher the recommendation value.

29. The apparatus according to claim 26, wherein the computer program when
executed by the processor causes the following operations to be performed in
computing the third recommendation value of each of the load balancing system for
serving as the corresponding primary AZ of the load balancing system based on the
monitored network quality:

counting the number of times network quality parameters of each AZ go
abnormal during an operation period based on operation data of network quality
monitoring; and

determining the third recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance by
the following principle: the higher the number of abnormalities, the lower the
recommendation value.

30. The apparatus according to claim 26, wherein the computer program when
executed by the processor causes the following operations to be performed in
determining the resulting recommendation value of each AZ of the load balancing
system for serving as the corresponding primary AZ of the load balancing instance:

summing a product obtained by multiplying the first recommendation value by a
weight of a corresponding item, a product obtained by multiplying the second
recommendation value by a weight of a corresponding item, and a product obtained
by multiplying the third recommendation value by a weight of the corresponding item,

to obtain a sum total; and
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determining the sum total as the resulting recommendation value of each AZ of
the load balancing system for serving as the corresponding primary AZ of the load
balancing instance.

31. The apparatus according to claim 26, wherein the computer program when
executed by the processor causes the following operations to be performed in
determining the AZ suitable to serve as the corresponding primary AZ of the load
balancing instance based on the resulting recommendation value:

determining the AZ with the highest resulting recommendation value, or an AZ
with the resulting recommendation value greater than a preset threshold
recommendation value as the AZ suitable to serve as the corresponding primary AZ
of the load balancing instance.

32. The apparatus according to claim 25, wherein the computer program when
executed by the processor further causes the following operations to be performed,
prior to performing the primary/backup AZ switch of the load balancing instance in
accordance with the determined result:

pre-distributing a network segment route from a load balancing device to which
the load balancing instance belongs to a corresponding router of the load balancing
device, by means of configuring a static equivalent route;

wherein performing the primary AZ switch of the load balancing instance in
accordance with the determined result comprises:

switching the primary AZ of the load balancing instance to the AZ indicated in
the determined result by adjusting preference values attached to a corresponding 32-

bit route of the load balancing instance when routers are distributing the 32-bit route
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to backbone network routers, where the backbone network routers of different AZs

are connected through Datacenter Interconnection (DCI) channels.
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