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(57) Abstract: The purpose of the invention is to implement security when a user
program is executed in a cloud environment. This system includes a user terminal
(2), a public cloud (CL) (3), and an authentication server (1). The CL (3) includes
a server (31) that executes a user program (UP) and a controller (30). The authen-
tication server (1) includes an authentication control section (13) and a library
(50). The library (50) stores user information (d2), UP information (d3), CL (3) in-
formation (d4), server information (d5), and permission information (d1) that man-

] S SRR ages the association between the UP and the server about execution. The authen-
RIS e tication control section (13) performs a process for generating UP authentication
e e information (F1), a process for generating server authentication information (F2), a
L En S process for, when UP is to be executed by the server in the CL (3), determining ex-
wrirmemm 4| ——— | ecution permission by referencing the authentication information (F1, F2) and the
B e BT permission information (d1), and other processes.
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Permission information setting process
Authentication process

1. Permssion information

2. User mformation

3. UP mformation

d4.  CLnformation

ds. Server information

F1 UP authentication mformation ifile)

F2 Server authentication information (file)

U2 User

AA. System according to the mnvention icloud securtty management system)



WO 2013/179383 A1 WAL 00N AT 00O 0 O

(BF, B, CF, CG, CL CM, GA, GN, GQ, GW, ML, MR, &ft/ABIE4E:
NE, SN, T, TG). — ERRESE (EHE250)



