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SMART | DENTI FI CATI ON DOCUMENT FI ELD OF THE | NVENTI ON
The present invention relates to tanper-free and
wo ovogaror2@r oof identification docunents, and i PCT/IL2005/000606
particular to smart passports. BACKGROUND OF THE
I NVENTI ON Security, particularly at major airports has
becone a significant concern. [No printable
identification is currently available to positively
identify a pasSeiqRT INENTIHIGATION IMDCUMEN neans
is currently available to transmt such information
securely and to associate that information wth user
S if LSS Al'l passengers entering the USA
EMWO bri ng a Machi ne Readabl e Travel
DQQWZEE%IE&:S@MT R ention® rel@ted B 'tﬂﬁPéﬁﬁ@ébérﬁi %ﬁ%??lp‘roof identification
si nce tober 2003. Starting October 2004, the
docasapand irspareiguliared starigmastponts. bi ometri ¢ data t hat
uni quely identifies its bearer. This turns the
passport into a "smart" passport, which conprises a
S ' sL.or the personal bionetric
Eﬁm&uﬁﬁ@@ﬂ@iﬁ?é@l LD@fm&ti on. The chip is
ac : S : t ri
o Secity, PRHBHRHEES et FrpEAsTas Bllonild W@ififednl Toncem. No
prin®dté edentificatidatiabasently aviiedtlé Yo bbsitiveBnidehtifyod pakeenger with high
passport bearer. The International Cvil Aviation
religbilign Nanicans (3 oakntly avaidbilego thaeswitamghridfarmabion securely and to
followed hy all such smart passport .i ssuers. Smart
assqgiRte MRATIBIGIEtIOR WD BT WECHIG PETMZFONT ar ds have been

us to stor sonal ti e ' '
P! Rt RbS B e U SR TR Hef s St Gt R A ine Readable
e et ¢ {11041 it b OBadsBort! OBtober 2003.
RIS QRIRIS, [ en QUL oo ged Qtoher 29
Starting ©ctobenR004, thisi pd3speit iineaqpredatoecoritainebionietric data that uniquely
reference, US Patent No. 6,219,439 further describes a

- identifiestits heargr. chhis demsrthe prsspeut e Gamarbnpasppodnvdengomprises a

con%g@?%%hi%a@%p E?q\%:g i%g%@%gfgrﬁﬁg%ﬁg{nggﬁ g%fﬁg !fqig?ital information.
TheSIE 4 B R A LU it b UMNRLEE ntormation

and a@hpdarks tihevith GhRENAGbA- stdfdl &Y at @ambases @b fverifiyt BlenRintity of the
so t'hat the conparison of the identifying
passploatr hearer.i $he dnttanationial HCiville Addatiors Qrgeniizetion (ECAK))pis setting the
i.s done i nmedi atelﬁson board the reader w thout
[

standard forp fplonvedomnalisueh FHAL RASMOTF ISSHELEN ext er nal

Z?ﬁ;ﬁ%& i@ﬁﬁﬁ%ﬁ@sotage %ﬂ%@v%n%ﬂ T A fsemg& Slards Mae been used to store
personal information and even biometric information about their owners to facilitate
electronic transactions. The information is stored on embedded chips, see for example
Patent No. 6,219,439, the content of which is incorporated herein by reference, US
Patent No. 6,219,439 further describes a identifying characteristic authentication system
using a smart card having stored physiological data of a user on a chip disposed therein,
and a fingerprint scan (or retina scan, voice identification, saliva or other identifying
characteristic data) for comparison against the stored data. The system is self-contained
so that the comparison of the identifying characteristic data with the data stored on the

chip is done immediately on board the reader without relying upon communications to
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prevents communi cation with external sources prior to
user authentication being confirmed, so as to prevent
wais@s/1gee@ from bei ng stolen or corrupted. US Rel/arp05/000606

No. 6,101, 477 describes a smart card for

travel -rel ated use, such as for airline, hotel, rental

car, and paynent-rel ated appl2cati ons. Menory space

and security features within specific applications
or fromovdand ex{eanal nemiroe) iorerdai Zatdushenticateythe aisen. | Hais, arrangement also

hotel chains, and rental car agencies) the abili Lo.. .
prevepiss COMEUMIERHE i WH %@@H‘raz FOLECS tRIfE & edser U@%’E‘%?ﬂtmn being

oy B HFT L i PR ERRFSE L 0,
depgrpfRest RoPEM9NE7 dddenbed i ealakoshr8 Yot Bavélagted®se, such as for

bi onetric fingerprint data. However, there is no
airligg) dtotel; ireritabtar, adbpaymedrtirelated apphidationsi Mesherydspag® and security
00 19 19 1Bl discloses a paper, of value (e.g. an ID% . q
featugies within apeaifiat anplisations PrPRIORhPIINING CEEHBEAISd(hg- airlines,

noch S5, 5T 0 TR IR b0 s POEEERUE) god sccre e
s GO THEN SIS AL ) SRR3R e based on

iris AalydienUBaPEteR . 56803 Humeribeparperedital iGemtification system based
carrier foil is only lam nated in between the two

on bmpetrinefingerpoingvéata. tHiewevirs thaee daneerenchgptiatheof the biometric
. . layers, can be separated from each other relatively
1nf01§ggti1cpry1rg@h{qqlat the plastic inlay provided with the

okR (R0 F R afiteio® Btk B Foh BB WIS ff nocbted circuit in
whidf ‘éuéﬁe%ckgﬁfeeﬁ‘@dlhgt RalyrkRA, e YeohBnahieakes With Banatddrated circuit
specl a etectors. US Patent Application 2003016461 1

prefebBcbeiagddfedtéd contaetesslys euanteyngsafie integrated diiuiigis set in the
docunents of value, such as banpk notes, certificat ec?

gap of en,atvieash partly saetaliserbcarier ifpidy Ehisstodl isi thyn dpmimated between two
The security, el e t .i.s.di d. t t

papt e dihes o R ob oD e Rled, kR e R0 paper webs,

howl}é{rﬁtg Mde¥ i€ iﬂ?&h@[ﬁ%{ftﬁ% w%ﬁlayéfsfc%ﬁt@%aﬂteh §fth 26K other relatively

grated circ ecent at ent

casiBRR thatthcopiasti iy provided RS tHY edp cah tehesefrfes possible forgeries.
rnvention include g% i cations Nos.p20040081332, P s

FurtRa(3hissez6ity 2leosit id aaaostly mabisssiekabrosaueity edment that can
and 20020143588. Anot her .problemw th existing smart
onlydye chegkipd bﬁﬁﬁ?%}sétf'SPéﬁlﬁ[jgetﬁﬁ@Fs-i ncl ude a Radio

E L@%ﬁ%t%ﬁ%h%pﬁ%gﬁ?&# 906% f)64él‘°1 153? ggﬁﬁquext 8iseﬁ)s§§<5r§%ﬁ}@ty paper for
producing documents of value, such as bank notes, certificates, etc., with at least one
multilayer security element. The security element is disposed at least partly on the
surface of the security paper and has at least one visually checkable optical effect and at
least one integrated circuit. Other recent US Patent applications relevant to the subject of
the present invention include applications Nos. 20040081332, 20030117262,
20030116630, 20030099379, 20030093187 and 20020143588.

Another problem with existing smart or "radio operated” cards that include a
Radio Frequency ID or RFID chip, is referred to as skimming, snooping or "stolen

identity". Because such contactless devices can be read at a distance with a suitable
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identity". Because such contactl ess devices can be
read at a distance with a suitabletransmtter and
woe@siizgeq it is possible to surreptitiously oOPCHIIR005/000606

information fromthe card while it remains in the
cardhol der' s possession. This may happen even if the
card is in a purse or pocket.3Simlar stolen identity
problens are likely to be encountered in the use of

transmiter apdsspaves it Byicssibhgtossstaptiiousty @btememtfomngattmefrom the card
of, information by ut hori zed r te readin

whileif FSTBRRE 1 $he fRidhOler 3 OSHEPI0Re LPi PENIAPPE SVER §f the card is in a

s SR RUBN R DA bS 8 YRR uRl e i e us

! . e REbSRAtion b thorized
of AL KIS RN FpLIne 935 A e gy unauthriz

remdfQ/ @46ing9df an IRFIDAehifsin Qﬁlarﬁmas ilctte hmrﬁdwdnsabhng mechanisms
Sel ker. These nechani sns_i ncl ude switches for
that cpreert icantagHessdireading eoft ithey card @ﬂ@%ﬂnﬁlae fineehaniian enables signal
arti

tranggﬁgwﬁl ]%)p:pr{lp,]%r ﬁ{}tsqzliq(ﬂls%t;&%; f)arf*g ngealr@sﬁ Ut m ar&l IAéophca’uons no.
103333721 B4, PYOSLIGH 1SR S0P Muldls P2 R DRI fly Edwin .

té S nmaterla om exi st rocessé

Selket.eThess Qﬁe¢thﬁH1ﬁ§ aRtluday swhohdsafof rumnamg )and disconnecting the
passports. Since these processes and steps differ from

anteaa@['romtffachlphere is no "standardi zed" manufacturing
a smart passport ior art oI ut i OBgJ kno

to
beAé PIPT agfoiolutions fi@ﬁaltvvﬁfuqmé partial FFPSFTS drpblegn. All known

soluﬁ,g?%ieaqgﬁ%gfﬂ? a lhr §g@ é)%g@{x] hgagﬁfscg%éf wﬁh r;g%éssése o HeBg materially

dlffér@fi’tr inGRl | st Prédianaesnd Eﬁ seh¥®in | eé’éﬁ‘ﬂ'dﬁ ?e%ular (non-smart)

advant ageous to provide a snart passport that “wi |
passpeﬁtsll Sino@]j thesovigobesks odndexdtegs rdiffieret frons emoll other, there is no
stenms, yet fulfill its total security and
“stam dized’ manydactpring of RusAT pRRSpOTtt Neniigr e splitionds known to be a

o EERIRTAA ol B G 8 B B p

Wlthop E{?ﬁl@?ﬁ%opg%gﬁéﬁ?%\@ys%& ch}lfJbC e(r)I:a ﬁlﬁéﬁgﬁ B¥rication step
charied. PérefSTeMRYuldbd HEvANYENU QY ﬁ’@@ld@f £ 881kt passport that will not

invention di scl oses a nethod and system for providing
reqtmecmapr avartper -of rexéstimgdnethoge apd pysisinss et fulfidlcitstotalssecurity and

particul af smart passpor The present inventi
forgerjytemuerdree! §angionss Ltamomﬁsyﬁtrﬁ@f Hyantage@nt fo dind a “generic”

ot S B SR8 LUt RIOE) o e ma

passport, which can then be issued by all authorized issuers that use such different chips

and OSS.

SUMMARY OF THE INVENTION

The present invention discloses a method and system for providing secure,

tamper-free and forgery-proof smart documents, in particular smart passports. The
present invention further discloses a smart inlay that has inventive physical security
components or "features", and which can be inserted into any standard passport, thereby

turning it into a smart passport. The smart inlay of the present invention is functionally
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turning it into a smart passport. The smart inlay of
the present invention is functionallyflexible in that
w@e@siteigee f ul | acconmodati on of existing and eP€F/i20¢5/000606
standards in the filed of smart docunents, in
particul ar of smart passports. These standards wl |
i nclude requirenments for global interoperability,
technical reliability, practicality and durability. _
flexibie ire metgirogides dutlarcdsmmddatiomsof bxikehy andcamengimg standards in the
digital representation of personal bionetyic e
filed of smatt dommsnts isgrrtetlee of serrppasspere baesspndards will include

oL Lot P LB LSRR g it
Thegﬂn%‘g&%%Bagfa%%&c#e&ﬂﬁrﬁ)'s@iike{yyké uire Ih@gﬁgp?gﬁg%&ﬁﬁim of personal

by a varile Oof manuf act ur

bior@&eie! Mifdtandtfort b d S6hthétdstA¢IBpoin th%%nés!éﬁ_&ﬁ sdakietaodn a visa. The
The bookl et may include the smart inlay in its cover

digital seprgsentedore witluinstuatet dathl Fheddamietri¢ representation aiay be that of a
exi sti_ng, non-smart sspor a da

ts) or |n t.a page. .In a .
facey pad , fipgRIPYING 075 Sk eV\/PPII“aEé?FtSthIPt e Hi% MAHE bys a variety of

ant enna. The bi tEi GdAon ARk [ X e
manRsFEs LLPRINERD e (BATSA P Sy S GO aldrgy The bookle
t | tigbasr f(Q¢ink deduvier YubetdrtldlRaideatical with that of
may%?lkﬁléllégt%gﬁlaﬁr}%lgh rrgtlﬁn orl;(t hHelgchi p vvillll be A = )
existingphogsanhi pashyrts) gnadatdatppegenin 4 vispetle vibhesticker will contain
pl anned bionetric storage needs include ca. 12 KB
the ¢iip lapdhtstagdgnitaor a face, 10KB for a fingerprint, 30 KB

o heiomsBiS BiioTRtot i GEpreach iy Pro\ins st glIag mapdt (comperison)
T ' i i t: ena | i . .
o Y W USR5 ' Bl B i ion

on the chfy WBHMRNEGPdgraplEicallpierdite meotmciorgdrs. Theglahned biometric
chi p "and antenna. Fi nal | the smart passport has to

, th
stordee neatiaintbideycaa 1@dﬁBa@<li]yoelsﬁes)8ﬁn‘eﬁ faceal OKBpfura Singerpiint, 30 KB

| SO 14443A and 14443B st andards. The present invention . .
for g &is aed SKE dor X1 averilﬁ%cﬂ A e leastmAcidTE PASSPAF Wil Tequire will

s B O B BT Rl T e o
simiPireReR brddiY ﬁ% ic?ﬂi.f"Pﬁé Hﬁé}; BES b BRSmBChAREBOR I PRred to protect the

roma regul ar non- smart paper passport to a snmart

inlajdleslsiparmd afened. diinglly,othelsmant easspiori haseitt bencadabe by isscontactless
rovided a smart el ectronic personal identification

read¢o thatsnpportohpthi ISCh§4443). and A8 Bistansterds. cat i on
oL LD U002 GONAE! L SERE IR, IROLS AN Rodate a varity of
QRS LB M Ff IS CIEPETRPEIARO, o g, ST Micro Bleoonc
ST19XFEIN3UK E’PROM. The present invention further provides an upgrade path from
a regular (non-smart) paper passport to a smart passport.
According to the present invention, there is provided a smart electronic personal
identification document, comprising: (a) a smart identification module including a
contactless chip module and an antenna, the smart identification module being operative

to store and exchange personal identification information contactlessly with an external

reader; and (b) an anti-skimming element for disposing adjacent to the smart
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reader; and (b) an anti-skinmm ng el enment for disposing
adj acent to the smartidentification nodule, the
W@raosAseéenm ng el enent bei ng configured for prRYBERL200800606
unaut hori zed theft of the information. According to a
further feature of the present invention, there is
al so provided a booklet having a plurality of pages,
. the smart identification nodul e being incorporated .
idengijfiontion emefduter ethsa gati-skipayngi plgment abgingt eriligwad ufer preventing

t.h i, ti.on, the booklet i t
unal%%‘&??g‘? a{eiﬁgﬁ%:lﬂé%tlg’gf ur t ﬁer o?ea?u!r IeSo?l ltoﬁzsggresent
| nyeRblARe thhe ér']%gfu%noﬁ%g lp‘gégéﬂtt i there i also provided a

nfion
el ectri cagl y conductive shie [ spose\ga agj acent

booklee havigkta bHgalityf b€ pagesn theinbet. idéaghcalicimodude being incorporated
further feature of the present invention, there is

withadrpoiheiagesl a hol der for carrying the smart

identifjcation nmpdul e, wherein the anti-skinmmng )

ol drieprding taias%!g‘@@a frdfurner Fos B@@@ntpz@efsma@rhgwﬁﬁvogklet is a passport
booﬁ%{t her feature of the present invention, the

lﬁ ‘i-skinming elenent is an electrically conductive

? h iAQJchcth ROA FHrthéet feRRirB O 4L prefEfandémisbil, th&ahtilsklifing element

eature of the present invention, the anti-skinmmng
is aretleoitally cohductt shielkh dispasedaidjdceat toytheantrtidewntification module.
materi al selected fromthe group of netallic

mafecPeling te enfiuther eatyse pidhe paesent atiengiony there is also provided a
holdgf FBEFAY R 4E sotert RibobiBiefiot pidtills,TBHEIEAR aiiFipuming clement
is di&is\@idtiﬁgﬁ@gol@%;_angenent el ectrically connected to the

re rdentiti

cation nodul e, the swi tching arrangenent

beiArgording t@H fedhérofeatiet o€ the/gleyerttiabititt, @elanti-skimming element
di sabling transm ssion of the information by the smart

is an electrichlly abhductineoshield digpasediimgha boldef.urt her feature

of the present i pvention, .the swtching, arrangepent is

di éﬁ@%ﬁng B ¢ arthon etves ORRSCHEPFTY IngeTHion, @t Skimming element
. cfeat of the ' t] . it £hl n .
s Rl AL DB Rl IS BT gy of meti
1natéﬁhl§3,>€o%ﬂé‘ﬂivé<§éﬂglrﬁé%§ ahdicbadidive dothpdiglesf eature of the

present inventioOn, the swtching arrangenent is

di Aposrlinged ademhdrifeaitine pf thedpieseraridvdina themtaskimming element

. _According to a further feature of the present ) i )
1nclud¢3ems\w%c,hmg casgigesmeigelaeirivalgnepnnected to the smart identification

module, the switching arrangement being configured for selectively enabling and
disabling transmission of the information by the smart identification module.

According to a further feature of the present invention, the switching arrangement
is disposed in the antenna.

According to a further feature of the present invention, the switching arrangement
is configured in order to be actuated by an external key.

According to a further feature of the present invention, the switching arrangement
is disposed between the chip module and the antenna.

According to a further feature of the present invention, the switching arrangement

is configured to selectively enable and disable the output of the chip module.
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is configured to selectively enable and di sable the
out put of the chip nodul e. According to a further
wo e@sue@26f the present invention, there is al BOI/IL2005/000606

provi ded a booklet having a plurality of pages, the
smart identification nodule being attached to one of
t he pages, the switching arraggenent including a
nmechani cal switch di sposed in the booklet such that,
whérecohiinpdold firthes febvsedf thtgressint dhvengioas thergdsmito provided a
di sabl es transm ssion of the infqrnation. by the, spart

booklgk Aevigca vty @b |p@ge%c®srsa?% lti%ntaﬁ%ﬁw%éw flkf‘aggmg attached to

one o@fgﬁ&? gagésg Stﬁg téw'lt?ﬁg)%t é@ﬂ%&?ﬁg qﬁg@@ﬂg Q!rgéég%éﬁ%é isﬁfli)trclel disposed in
the Eﬁa cf shii epobheAn@kehodkiie BVEIbELY, Nee %Wi@dﬂﬂ@gfﬁ%ng?ment disables

es transm ssion of the information by the snmar

tranbid&idd o Lhkiinformadohdy thecarati iigntificatiémmddele.f eat ur e
of the present invention, the sw tchjng arrangenment | o
i ndlogarding tbiagherthes deuhre ehthegpiesentsinyRntiemt thewheshanieal switch is

conbpSat 353t AR b 1 B gBRE o8BS Bh&ola angle, he
SRR S RSP ot PG Ribrncon by the smar

iden®iffichfien PR&EAOL 1 nvention, the chip nodul e has a power
supply voltage input pin and an out put enable pin, the

| i gietcosding do atferther felatiremifdlhe pyesconmyenton,ttbe swatcpingearrangement

. .supply. voltage input pin and the output enable pin so .
inclyggst aﬁlg@ﬁtsenmi GRHiZeH Ereh thagnwhep b, light| ssupon is gxposed to light

oS EAERY TR} 5 O SSHEE PSS hmision of e
infogl éﬁ(;% :bgghe Rartaakhtif&iton Redgleement includes an

el ement configured for at |east partially

abgaichidigg ebes tfuhagfatire obthespresepagaeatiohethseeiptinedule has a
smart identification nodule and any external reader. .
powar coippingraliaga mput pin peditam eugputt pralie egiantthe light sensor being

i pvention, the sorbing el.ement i s canf.i qur fo .
clecli - aRelet ToaS PPBSEANOYS JP1PRE IeF chiP A ghe PRiput enable pin so
. i . . t f .
v AT BRSO DY Bl SPREL 0 il SR ot of e
Chipelhggﬁregni c elenent including a circuit and an antenna
el ectrically connected to the circuit. According to a
f uAtdeerdihg o arfertbér featirp oé sampresemtanyenton, tthe anti-skimming element
. .absorbing el enent is an absorbi ngi magnet i c %I ergant. .
includes an absorbing element configured for at least partially absorbing electromagnetic
waves propagated between the smart identification module and any external reader.
According to a further feature of the present invention, the absorbing element is
configured for resonating at the frequency of the electromagnetic waves. |
According to a further feature of the present invention, the absorbing element is
an absorbing electronic element including a circuit and an antenna electrically connected
to the circuit.
According to a further feature of the present invention, the absorbing element is
an absorbing magnetic element.
According to a further feature of the present invention, the absorbing magnetic

element includes ferrite dust.
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According to a further feature of the present
i nvention, the absorbing nmagnetic el enent includes

wo esositz@2elust . According to a further feature oPCT/HE005/000606
present invention, the anti-skinmmng el ement includes
a phase-shifting electronic elenment configured for
transmtting a signal which i3 out-of-rhase with the

el ectromagneti c waves thereby generating at |east one,
i nAecordirentoea firthertfhetued ef theqragand tienimne theari-pinyaing element

inclies AP B AT AL RBE BCBI90E EPBRERRARE AR ing 4 signal which i

. LIt . . . '
ot BB SAERRU APy BYEL AL pBEOEERS P st ne intrfrence
withitHE Bldcfoffloneic $R&EEBAE nofde docunent incl uding a

contactl ess chip nodule and an antenna, the docunent

beAogordier dbithe teaclsings efathe preshain grevemeiogotiwire is also provided a
identification information contactlessly with an . )
elecigsnier personalatfientificaléon \prpesrs BBy SiSIngor prycessipar iprmation of a
identification upent .reader confjgyred for.r '
smagt ﬁieqnmnbc!: Rﬁ{spgﬁld@%ﬁ{{.ﬁg@tﬂ%% P@“@F%‘imﬂ?% éog%wt 1ncﬁf£ﬁ£% contactless
chipShdGhiah @Frai? o, 1tHE 'Hdcfuh‘fegltt' lﬂﬁng ¢ tPdtoe and exchange
p e e e 0

rocessi ng rm nal” confi gur for I ng comuands t
persbiel ideadficatderd ihRrmusibhdedritagldshly wiftonmaextemal rreaddhehe system

docunent; and (c) a communication |ink operationally .
comprisikgntp)t deersaabidentificatonpdocuneninteader wionfigurash éor reading the
f th d th [ A ' .k ncludi.
infogneiaiesTRAG 8 BoRRR e FERGLREREOu R b A Piisalibh lument; (o)

t ransm i ' t s
o rd Q5T D SHUREE 15 SERGFE SRR R for valdating
the ihﬁﬁ?ﬁtﬁﬁxeﬁbni heedcudibnt! A8 (Qadesmbfurdcatis gk opeeaidaally linking

configured for contactlessly ' reading information from

the Radepand she peaesshgdetminahecachavhihegeadér e the psesessing terminal
invention there is also provided a personal

includiegtant prerdesrandodachder areaEermans Sor B drse itFAmSPHEed diptween the
ProcgRB R HEIBE R 1 BIUing a cont act | ess. chi p
noglél:&d‘;i]‘x?ﬁ t& '%hﬁﬁlfh%i] TBatubd Ef ‘iillﬁ’e(?j gf‘é:‘s_'é%xt RRjenGoAP B tdaver §9a passport.

store a exchange persona ntifircation i nformation

read6PEGHEhIred $oycomtidilesslyashdibpdhforantion, frémeasspotes.
conprising: (a) a housing; and (b) a contactless

r eAdcomling doethe tseoliings rafdtifeopresent devansion| thereddialgp provided a
[ mafion fromthe, docunent.,

erseyEalrigon BB G RO i) Feadin ROGer R OR dlh g SHelt eleatronic
pers A L e R BB o i module and
an aftRh NGheRE Mg &R el bBskaFe 2o fstradad &adangdpeRdyial identification
information contactlessly with an external reader, the reader comprising: (a) a housing;
and (b) a contactless reading element configured for contactlessly reading the
information from the document, the reading element being disposed in the housing, the
housing having an opening therein for inserting the document into the housing for
reading by the reading element, the housing being configured as a faraday cage thereby

preventing unauthorized theft of the information stored in the document while being

read by the reading element.
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preventing unaut horized theft of the information

stored in the docunent while being read by the reading
web@seni728RI EF DESCRI PTI ON OF THE DRAW NGS ThePCT/IL2005/000606

invention is herein described, by way of exanple only,

with reference to the acconpanying draw ngs, wherein:

Fig. 1 shows a preferred enbogi nent of a smart inlay

that is constructed and operable in accordance with a
BRIpFEDESCRI PAROOIORE RHEIDRANYINfs ent :  a) cross-secti on;

b) top view, c) top yiew of three tached snart.
kg Snveimto herem dRSCHDS el | Sy TR o Bith doference to the
strip;. Fi.g. .2 S odi nents of a smart passport
acc?ﬂ%%f%’&%&?%"ﬁl&g?mﬁ%ﬁg‘w inlay according to the present
! n‘r«‘?glt 1 g,ﬂ_'ow%)a ?)Eéi%ﬁjéé%ﬁ%(ﬁlrﬁﬁ@rdf PAGEROIRIag QMBS is Bonstructed and
inserted into the inside of a smart passport bookl et;
opeffable iBasdvedencechizhal prefdrted embpdimenttdfethegmesent: air ¢rogs-section; b)
of the smart inlay: a) main process steps, h) detail i
top ofievs; pattoprview of taec aitashed smart inltays; gad -d)cyieysof gugmart inlay
._adhesive patterns overlaid with an antenna; Fig. 4
trnngxpﬁg,ﬁo% ically a summary of a set of |ogical
operat o [N L f td [ 4,z ts ;
ool o My et Btinils of"R SR ettt REDERiIng the smart inlay
accdridfhg BB Phssent dleatiofdaf dttwheldas ta sfiart passpper aviepyls) inserted into
[ nvc% ved in the fabrication and functionalization of

the inside of ssmart pasdpert onklet; smart passport; Fig. 6 shows
a shielding elenment for use wth the smart

t h&igprbshaws sehesmaticgHy sigpsiip tBe acturing Q@Lgﬁ% El?lrﬁt i(r)lIay: a) main

ooy Slepe? by Pl & Tl e ARG AN R Wi YR, M orious adhesive
pattéﬁ’l% Nefald \t\xﬁgtaﬁearﬁéﬁfat passport of the present

I'nvent on n: (a) the passport is open and

poFid.i Hekcwe gelicraatiaulyas shmasary eddeset ¢hlogidad opassivostinvolved in

is closed, with the shield preventing contactless
funotismdlinipgdhe smart prssporband senderingdt logipally-foygeyapiopfy

schemati ¢ view,of . a rt.identification nodule havin r
ST o gl SR LS4 G TR B B WBaicaion
._of I: ; a
and SRR or OF bR SRARE R e ass BT O "ri 0. a
wheno t B8hows a shielding element for use with the smart passport of the present

invention: a) in between a page and the cover; b) in between two pages; ¢) on the

external face of the cover;

Fig. 7 shows a shielding element for use with the smart passport of the present

‘invention when: (a) the passport is open and positioned over a contactless reader; (b) the

passport is closed, with the shield preventing contactless reading of the information in

the chip;

Fig. 8a is a schematic view of a smart identification module having a switching

* arrangement for use with the smart passport of the present invention;

Fig. 8b is a schematic view of the switching arrangement of Fig. 8a when the

smart passport is closed;

Fig. 8c is a schematic view of the switching arrangement of Fig. 8a when the

smart passport is open;
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smart passport is closed; Fig. 8c is a schematic view

of the switching arrangenent of Fig. 8a when the snmart
wW@awspzn7ee i s open; Fig. 9a is a schematic vi ew BET/H.2005/000606

smart identification nodule having a |ight sensing

swi tching arrangenent for use with the smart passport

of the present invention; Fig9 9b is a schematic view

of an alternate smart identification nodule having a :

| i Fhg. Serisimgckehaiinivigvaek angeagnidengficaien inedulenkaving a light

smart, passport of the present .invention; Fi 10a is. a .
sensiRh EWERB B ATEANES MRt Saraoe HLHS THEL RO RGRIPE BRatsPhfivention;

a r r o . .

it SEELES e GINE B 36 ARORIE Shnds Taatfficibd mdfife having a
ligh® GBRITAE | SvivdaMs QfrrahoRARSPALE Useadeth flRr staft p&és?ofthéf the present

smart Tdentification nodule of Fig. 10a; Fig. 11 is a
invesitibapat i ¢ vi ew of an el ectronic absorbing el enent for

use With the smart passport_of the present. inve

Fi §ig.1303 ds 2 sehtranaii 1OV e éfﬂaalﬁa}&ﬁ@ftlﬁeat%ém&d%g%ving a key

operigbenne afignedisenslol tof R HRARIE RhsBoy g pFaEHt invention;
Shﬁ%l 8p ei'Tsest {RhfrR! IR toff Al pHSBol FhdePeros "Bet with the smart
passport ot the present invention; " Fig. 14 is a

idersightetieh infodtilewf Big.dOpassport i nformation processing
systemthat is constructed and operable in accordance

wi Flig.al piset scheraéetvieiv o ran electroricprhsedring ichemaent &;use with the
Fig. 15a | fh a schematic.isonetric view of a passport

smartlégﬁgyor{ ﬁgf %reé%ﬁéw%{% and operabl e in accordance
\IIZV: g}g.?]s%ri%e ge%cﬁlgﬁxaﬁmg{xﬂgftat @égﬁafc Qﬁqurﬁﬁfgaéfé}ﬁ?ég#'@? wse with the

an view o passpor

Smaﬁ%ﬁ,ﬁssﬁéwoﬁ}% reS&tligvéhtlon®ss- sectional view along Iine
A-A of Fig. 1%b. DETAI LED DESCRI PTI ON OF THE PREFERRED

EVBEGD ISENES cliemagic edewtofiaplease ishiftidg stdotroase dewmeang $or use with the
and met hods for prqviding secure, tanper-free and

smaftqagepait pf Brprepetinéident s, in particular smart
PaFibolt &2 2obaBnfe S R PPl bRl bffcessing system that is
confARIAP ahd d}ﬂé}able in accordance with a preferred embodiment of the present
invention;
Fig. 15a is a schematic isometric view of a passport reader that is constructed and
operable in accordance with a preferred embodiment of the present invention;
Fig. 15b is a plan view of the passport reader of Fig. 15a; and

- Fig. 15c is a cross-sectional view along line A-A of Fig. 15b.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention discloses devices and methods for providing secure,

tamper-free and forgery-proof smart documents, in particular smart passports. The
present invention discloses in particular a smart inlay to be used in a smart passport, and
security features that make such a smart passport tamper-proof and forgery-proof. The
present invention further provides an upgrade path from a regular (non-smart) paper

passport to a smart passport.
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security features that nmake such a smart passport
t anper - proof and forgery-proof. The present invention
wo ooshea72¢r ovi des an upgrade path from a regul BET/IL2005/000606
(non-smart) paper passport to a smart passport.Fig. la
shows in cross section a preferred enbodi nent of a
smart inlay 100 according tolfhe present |nvent|on
Smart inlay 100 conprises a core substrate (or "
| aljigy "Da Y0@wsradecrpsehectitl ¢ piefeyed eathagdimgae s, Y émgftrt inlay 100

accordin pRae BEFROMYARIPSy R DI A By St e gupstrate (or “core

layelg'ﬁ'ﬁ'.p%r &énpﬁeg%@y pf gﬁﬁgﬁﬁé éfééaée gafr‘éfd[ %?hrpfr&\‘lh?’éa&u&d by PPG
Induhfg%g CaRHR.pEECOAT of m}t@p@ Ih&aifheraf bg ammlc an@ ofwww.daramic.com).

sives, ftor exanple poly-vinylacetates (PVAs),
Eacl o€ thiogd a@dtenaladﬂsmndessa smmnbasoﬁumplodnnt wdngmag@et@tch allows a
(EVA) or polyethylene (PE), or the f
Judxqmesr whoiset andipplicaiion ‘l’@éﬁm@e’éﬁﬁoc)!fr @&Wh"eér dor; gxample poly-vinyl-

acetglen B VARG (RPanoRlFalc BAGEHTe SPeR Mon SRS, B Kgtate (BVA) or
polygﬁ&gerﬂr#;@@éfﬂ ﬂ'%tl i csg bP %e‘% -sé%%heéi‘?é@oﬁ%ﬂh and, Art1syn are further

re su strate mat eri al may i ncl ude

adva}i't ufhin Hﬂit)@ﬂeﬁiahm rhastedihzsives iodlgduesSimat trel whiwy-bhS€d, solvent-
further conprises an enbedded contactl ess chi p nodul e

basedlOet héwttor pusksute sactivatede apigle @ufechla&; mogxpm@nh lternatiyely, the core

subsig et rras o, ViRvienn Poueshns bi traltiats. hert inlay 100
furthe ggéoﬁpgﬁés 1%112 C%ﬁ‘ig Je%f %o?lgérc)rélae??\s/belﬁ ?0 Gﬁé’mﬁ@dimt l?l‘?at includes an

S tLfhad fbge 108, & m«al hﬁ‘né@h 'k@rvm@k;sh 110 that
enca??ﬁ%ﬁég [ nP 10 ?gdpafoﬁ der added bendi ngn | exi b|pl it )

provadislia ifst tn@am imektispaderutity tdompaeapoileat dms wlm{ hare preferably
the inlay is incorporated (see below), Smart y 100
positianechenderchpileaddama clgatadss Alomatelyafn Some ERRdigents, the tear

lines, Gy o Pk Uy WAL W e DRy R Rhg 04 rRUEE bendipg, fegeibility Gn
addlrlﬁn SJJ ?%édlg?ﬂ&%toc l’lﬁa‘égﬁﬂt o WigicRTIRE M) Eﬁfn@Hgibrhﬂéﬁ (see below).

smart 1nlay 100 urthe

Sma?toﬁiﬂ’éy 106 farth@vesmpBier aifhntbhda aR0abhedllows lt\he-way eohynunication
ath | ayer of adhesive 114, preferably a hig

betxmh\zhmchlpemdsamnmtsm@mtanélesamdnbsystgne(ﬂ@? %ltﬂvyn)a The chip module
th t-t dh th t h.b
is clpplesAlT Gonaeies i Urecantsigs 1oy Eh s, fragelregs.ptohaLty, smart inlay

100 TEAS Hleb CBPYL Akttt 202 haR8IER, Y68 5ROy, i ter o

a By apAv el BtARMdh Eﬁi% @@femost preferably a
adh%égza:?}gt @g?]as a tayglyéctﬁ? t hi ckness of 225: 240 ni cron, P Y

theriididet-ty e adnesive iwithay rehsivaly high bond breaking temperature, e.g. serial

number 9534 manufactured by Apollo (www.apolloadhesives.com), 3M (www.3m.com)

adhesive sheet 9218, 9200 or 9328, or Scapa Tape G175 (www.scapatapesna.com). The
core substrate has a typical thickness of 220-240 micron, while the smart inlay has a
typical size that fits in a page of a smart passport, see for example Fig. 1b. Other
dimensions in Fig. la are marked H1, typically 380 microns, H2, typically 30 microns,
H3, typically 350 microns and H4, typically 20-50 microns. Advantageously, the chip
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typical size that fits in a page of a smart passport,
see for exanple Fig. Ib. Oher dinensions in Fig. la
wae@snerked H , typically 380 microns, H2, typPCHIL2$05300606

m crons, H3, typically 350 mcrons and H4, typically

20-50 m crons. Advantageously, the chi pmay be any

standard chi p such as a Philigs P5CT072 72K E2PROM or

a Thonpson ST19XR34 34K E2PROM Fig. |Ib shovys inatop

mayvbewny ssamtard whis poch asrd Bhil{pssRACT 0¢2 v ERRGM pnyl Thompson

r 120 Gnormally inserted in the "back cover" of a

cove
STlBXBéﬁO}LH?ESBBWl ow) conpl enented by a "dunb"” section

122. rnal ly.insert [ “fro c - " :
pabitpolt TRkt i i et B By ARG fiey, Gl sayer”) with vinyl
covérns%.at(ﬁgnﬂﬂg‘ hgisfh&dr B he B tdvek® of | & pAfport, see below)
ef ficient production purposes (described in nore
comPRingdrted rbyFag didad” stbtéors maet (norhmilyningetied iinca Utfemhti cover” of a
a set of attached smart inlays on a continuous reel, )
passperts bgesbelaws, bothewith mypigel dizgensigp iadicateghion theyfigpge. As shown in

pis 33085 5ok b e S R LR 4B 3 o s
a5, PR EPPLAE Tt SP RS OB 00 i s

thred REhy$12302137808 133! aFig20 SHARe Peinpledmiattt idldy ¢60,¢ut away from
204 (usually a back, fiber-reinforced vinyl cover, for

the emainmboas oex. The dimensionsi shywh OGbeth Figst dh and 1c are exemplary only,
(www. i cghol ] iston.com). The figure further shows an

and aset i@ EVay dBRILBE. page 206 and the rest of the bookl et

CORLENE 95 £ Bt PR o PGB o B sy 202
incomér‘c%aeﬂﬂinw\@ éo%@ﬁ@f&gsﬁﬁ??sa Bdk, %ﬂf&rzréﬂrfoﬂc:@dtﬁﬁil %?” for example

e Inlay my be g either one or both o

one irnefavthred dgekCG 141 Hstoa dwahiw &phbliston.cohs). Rtesfigurte further shows an
backbone, or both. The attachnment to the passport

extetiad booklet page B86 dod éherashef theybankigtrapngents 208. Kige2b shows a smart

passp i SRS T s R Vel ncemal
h t t eps ;| '

pos L8 SO B oS! THE 0 L HETARA PUMIGELAE b ot o e

inteﬁap{;ggé%yﬁﬁgénwi difbckls tBehé PasEdri BhokboNs @BIth. THe aftlachment to the
contihuous material "strip 300, preferably nmade of

passpestl backbonéAcan byrlons efther by sawingpartSpfethe inlayante treebackbone, by
wWth a top surface 3013 and, a bo{)t om surface 301b are
lamipation 9 a $OVEROOR PFES: §Y SlUingy PhOR Sther Xnova et al

\é\g gge%]g]%&%%téﬁé&flagﬁlbrh gtgf)g [iﬁ aql, %¥&%@g& %g&ﬁfg?t@&ﬁlg process of the
smafteidy* 8Fafle (Rent RHAGHRRA). THE hi¥ubReGing is performed in a system in

which a continuous material strip 300, preferably made of Teslin or Artisyn is fed by a

reel. Smart inlay cores with a top surface 301a and a bottom surface 301b are part of
strip 300. First, a chip hole 302 and local weakening patterns in the core layer, referred
to hereinafter generically as "tear lines" 304 are fabricated (e.g. punched) in the feed
strip in a step 350. The tear lines are designed to provide a local weak link in the smart
inlay, so that any attempt to separate the core layer from the cover will lead to
irreversible core substrate deformation and mechanical destruction of the antenna/chip

assembly. That is, such an attempt will cause the separation of the antenna from the
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strip in a step 350. The tear lines are designed to

provide a local weak link in the smart inlay, so that
wa@pysaedteempt to separate the core |ayer from t PET/URIE000606

will lead to irreversible core substrate deformation

and nechani cal destruction of the antennal/chip

assenbly. That is, such an ati2enpt will cause the

_separation of the antenna fromthechip, or the breakup .
chipofort the liviajsuie| afctheodip/ cleetwedd v deed frdine. THisoife opmimain inventive
i.nventive physic securjty feature of t.he smart._inlay ..
phy Pl P ERre AR SR i OF B3k DTesPa R GG e (i Lines may
ve i T, APEE B ALy ARk pBRSHALARLUAAEI 408 shown i
Fig. Ty Ngs fi3hfed anRk ihthé Rere RRr M @%eSaméplackb! AMPtatiednpt to tamper
tanper with the finished inlfay, e.g. trying to
witls trafiaished Hrlayoee. [taying tbrseputdie the cyte yeedrqmrtheé nomyl cover (or

an internal cover or page.if the inl a)% is inserted )
fronp @n\igternalykoviss oK |Ipage dh dee Jnlay i inseriad ibetweem wp hqokiet pages) will

IS ST T TR -
posigigfﬁgfg &t §&u?ﬁggcb2h@%o'f@(‘%§cgﬂ§eﬁ@§ %0 RERAS la¥ ®antehfa base adhesive")

ted on t urface a In step 352. The antenna

is déyasieddnedbwarpet 3O1a inwyepd5.ricamtenha basezadiasile pattern may be
shape, and may cover either partially or substantially
varighlean Isizetand shape, ofd nhay qoypr sitherguetially or aghkstantialbytetally the area

of tlfqﬁtg%g,%{) Icglj gtpsga:it Egtylglrsesg gtlpgé%lf# ﬂrqa%irﬁgﬂﬁégf%pgﬁais may be the
o BLERSTE 1 BEARETh Y Bl ISR SR b ny

of a8he, I8 SxaripRPEbr B2, an KRR cIARA A5BM. adBEsi@e sheet 9218, 9200

pressure sensitive adhesive such as D74 manufactured
or 9898 (Btapai Tiaywa GIISyor alpressure sersitive adhasive sucheaD7Mhmanufactured
first adhesive |ayer being the only layer in the
by Gnlaeiszisa (Wnev splpuami@dPddhesi ve is a t her no- set
adhesj ve suc S seri number 9534 nuf actured b
AobT 14 Gk sBF 155 ras e Bilsrybete RSP EL MR fuc g rocess, the
profpBORMENH LS Blchind AFAINBNE: M S50k 9Buibler 9534 manufactured by
Apotleg(wesv.gpolltddhesiesotne Jhleanbwet iddbesives Meehase rioregersibly and
link in the conposite layer structure, and ensures )
have aiwide eaige pf hoed-boedkdng temperatisenthabséaches prer/ 200 dggrees C. This
ature

b Ay BAHE S 1AL Hise Srcney b ete @orapdsfe Tgtttructure, and ensures

. hesi o .

i B B 1hpl P, MU ROGERRL VP REIp ey physica

secuPRY Fedturc FubfichBORE 3 tRIAAS hiBesTRARShRMAIP ABh&TPOUbed, it is further
I rTegul ar adhesive 'surface, |ayer thickness, or

. prefgmbty phttampdaasrxplaiikd fdthabdferencheoféigt Scrbdlowl desused herein, a

sone_requl ar periodic formor, . .
“patterned” adhesive means any non-smooth, irregular adhesive surface, layer thickness,

or general appearance. Preferably, the pattern follows some regular periodic form or
topology such as regular corrugations, mesh, waves, zigzag, spring-like, or other
geometric shapes. Inventively and advantageously, the first adhesive pattern may be
segmented or placed in a patterned structure 306' that has gaps or "voids", as shown in
Fig. 3b. This allows a second adhesive (glue) layer 114' (see below) to fill the gaps,

creating a composite structure of the two glues and further strengthening the product. In
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t opol ogy such as regul ar corrugati ons, nesh, waves,
zi gzag, spring-like, or other geonetric shapes.
wo poosnei7eel y and advant ageously, the first adhpST/He005/000606

pattern may be segnented or placed in a patterned
structure 306" that has gaps or "voids", as shown in
Fig. 3b. This allows a second3adhesive (glue) | ayer
114" (see below) to fill the gaps, creating a

other onpuals; the sionesmaenth afd noe-ung %mﬁl@ﬁ@nf@? theefirst glue layer that
strengt heni ng the product,. Inot er ,words,

leadp da- @ﬁo@{fﬁla&% A- SHRPRNIES: dpistiacedi oh igjpripiigled sgpcture with the
socP QL8 A 29 P SHONPLE 20, AR BT gy, 17

t S sPYR T bER €t
atteﬁ FT%ZPIM% c([i ?ﬁi&'r%tré édé r }sll‘ﬁ‘é rina%lﬁgt&{senpt %p@fn%d eﬁ@mlay from the cover

or p&geat at attabled noyr thei strang hdlesiee comptosits epwH! aaeset E‘mlure in a non-
i nl ay fromthe cover or page_ it is attached to,
adhesivoliyealdsiadi wad ceswbbolir example i tigdtearing of the alﬁeana or of the smart
e DR AP e PR ETR i B s hyered o
the &‘H{} %%éaall dn‘? £ Qd&lQSnﬁe\%%ﬂ%J%%dtQ facRfed!tB G‘EhS% lﬂ‘ovéﬁgﬁ ) 4R tear lines)

a ered on t ar ea,
whidf didyl @:il%'e ﬁ‘&@hﬁﬁp&feékz(g’ﬁdﬁdld @hiphﬁsam pftom Edésll niwdet foeseparate the
tear "l i nes) which may cause potential breakage of the
layechi p i f an attenpt is made to separate the layers. In

3
Stepsﬁ%éﬁ% prbbL B, eéﬁ@@écﬁ&r‘?ﬁﬁp&gm " Paiei Frfig. daf g pressed in

fronbﬁle? trg)?é)ossgfa[cgrlﬁt daggﬁ‘édg a ;gtrgﬂ 35 19{1 ta?lt erﬁ()oﬁ Ww&hd on top of
the pﬁ&&ﬁéa Oardhég've%y&) af aﬁmc§ %’ew’éﬂieﬂ @p%lﬁéfdd‘) ﬁé r@8pective chip

chip lead frane. This is by pressing the

congttions an thghipliéad frader Thaist fo@hmwedhby\lpmgmgmm: antenna, typically
adhesi ve pattern 306 to forma flat surface,

undmddlm heating inthadbagive pPpHemyS(Giadforrsa ﬂabwface

S50 U ST e o
covég‘gteﬁ?&dﬁ’c%dl aY; ﬁé}fﬁ%ﬂ 36858 4nblit Id'Be atthShed gV/Er 'aaé’e%bnd adhesive
S &t

not ful at function) Is I ntroduce

Jayek r1@4" 'ﬂhs’%id aghet it aaMedive e shsds trivt ful fill ahat ﬁ@llctiSn) ils introduced
glue l'ayer 306'. The introduction of this |ayer is

betvedenvithei mlay aaddiltei ooneer sikpsabdo fill ama'svblel@nm glue layer 306'. The
det d tall h
mtrqdi@%;)g: &ﬁ?ﬂp? %?e{rlwges@@y\g}n S )1/%}@8\?;(3? th%meé‘{p qte]l; erF llﬁxﬁs been determined

oS85y BRI STy LTAE bl {6 B8y isins smpein

effe{:@r RheRAlb85Md NEdHRsIvRY QRyd’ 434NCR Qs épﬁlﬁ:ﬁ aflh@sip¥@erned form

ayer), as shown i1 n both step 358 and in"a cross
(indspsideatlyi of fHegfordh), patteruing stroewera prasente loif ke first adhesive layer), as

~ shown in both step 358 and in a cross section in Fig. 3b, which shows a tooth-like

adhesive layer 306' or 114' formed on the core substrate. To emphasize, patterning
either or both adhesive layers advantageously improves the security aspects of the smart
inlay and passport of the present invention. This constitutes yet another inventive
physical security feature of the present invention

Fig. 3c shows several exemplary embodiments of geometries of patterned

adhesives according to the present invention. Embodiments A-E show a first adhesive
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adhesi ve layer 306" or 114" formed on the core
substrate. To enphasi ze, patterning either or both

wa@oadvsarores | ayer s advant ageously i nproves the SPCIML20§5/000606
aspects of the smart inlay and passport of the present
invention. This constitutes yet another inventive
physi cal security feature of the present invention
Fig. 3c shows several exenplary enbodi nents of

ovegeneith e aftepmd,tarchembadinentvBs sawsrdénegs tsectidre of a composite,
present invention. Enbodinments A-E show_a fir

twozpshesivestrsturg; withithe apkranaindha anidgie é%%@tienéﬁ@ﬂwmbodlment A

B R IR AT ——
hoffedics YOG By SROMAH 138 il S0k NGgimont C shovs

a "ssleeoMedaspaiia esilebivel prttese BE8nbverlifid boven laatatingy3 %) Embodiment D
ant enna 36 Enmbodi ment C shows a "stretched spring

shows kil vasihsatveetnp 368 aveskaidby abyamm'éﬁ rﬁnbv@ment E shows a dot

adhgg}negglage A} %Sho 1d%§{%5ialﬁt§ﬂ£ae %bée oall 5%27 zggeﬁgaéqi Ereferably also
mea?lgtt%%tﬂe %}1@ ﬁ\é% lag‘%ﬂllgysluﬁﬁ Ay ﬁ%r.%ﬁl{égl%tehé@t lig fr?ﬁ*[% same plane as

fer SO neans enna I's

the Q&Héé?de' WISHBHs fdttdépbﬁi@loﬂdfﬁ%itt‘éﬁledsﬁliebﬁfes lafe Welltki®wn in the art.
same plane as the adhesive. Methods for deposition of

paBebodicheat BE shows imcrossskttidmewoniposith@dhesive structure in which a
Embodj ment H shows in cross secti Oﬁ a conp

rscahesiecti e speonddisctye 35 (ool et Seothgikesppearance as in

Fig. a%@ggrr%aﬁ eérfoézge& rp?f‘%]%&e(r ? Eorg i’;lflgaglkh | '$§4 The first adhesive is
depb%i]e o duRRqHat it ﬁﬁé‘h??ug‘gﬁ?ﬁ {]ﬁ&tﬁ Qﬁ;{)s'seér “ﬂl‘l%ﬁ” {ithe Vertlcal direction

sive Is depos has a pfurality of

rftpldesilar’ @ (%' core substrhy®p surfddee Therdriteada i weohdamd pressed in,
Tgerpendl cular to the core substrate top surface. The
prefarabdynmdes hestings alescrihass s gtem 3561 diher amoyldum@mslve layer is then

applepllipg inan el 158 ot MAEY ROt 1 BRE SBTLLS i otng the antenna
in p\fﬁe %yﬁleoéo&lﬁﬁ ifd 8- aag{:”ﬁ% m%reraﬁﬂelé%é% E'&titoﬂe aﬁ fBPessence an

I'n p ace 1in e conmposi adhesive 'l ayer.

enla‘i’gélﬁéntsﬁphhé’ N 14 Ryith itBickReBSHA A @12” 187hAh GPEEific tﬁﬁbodlment Thus,
[Tne 114 with thickness H4 in Fig. la for a specific

the enbadhesings arhts, arthend are kdked ibetgeamna cotesubstrate386 and a cover
are | ocked between a core substrate 386 and a cover
388388 The i nvention thus advantageously prow des a

er . of cal cyrit eature sone [

navdenatiigh: [oeaigtoecdisl” duMuEe §ronbu; (4t Blbsical seourity

feat?fe%c USRRM o'fanP:'heh d adéennﬁi@!ntlehéd RIB6ECahd SRR IdfYwhich will be
eatures are geared toward providing

discussed in more detail now. All physical security features are geared toward providing
a tamper- proof product. First, the tear lines mentioned and shown with regard to Fig. la
provide security by causing destruction of the functional integrity of the smart inlay (e.g.
separation of the antenna from the chip or breakage of either the antenna or the chip) in
the case of any tampering attempt. Second, the use of preferably thermo-set adhesives
implies irreversibility and allows a choice of high enough bond-breaking temperatures.

This ensures that any attempt to separate the different layers results in layers

deformation or destruction before adhesive bond breaking. Third, the patterning either of
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a tanper- proof product. First, the tear |ines
nmenti oned and shown with regard to Fig. la provide
W@ e@an2i7ge by causi ng destruction of the functiPEEIL2005/000606
integrity of the smart inlay (e.g. separation of the
antenna fromthe chip or breakage of either the
antenna or the chip) in the cgse of any tanpering
attenpt. Second, the use of preferably therno-set
the dthtest \Wwsthe qeicbad ddhesiwer &irbbdtht goexisting) tagether) givovicles additional
of hi gh enough bond- br eakj ng tenperatures Thi s
talnprmm§ seplttyabscause dhpeadhesive sampeiestineally an shiength with the core
lers results in |ayers deformation or destruction
matgré ore adhesive bond breaking. Third, the patterning

o, S84 ShANE LG liONCL s S ARl ek ivolved i
funétfsudlibing HRCawss papashasd ‘tﬁakti@gfnetleglchﬂy alokgeriyrproof. The set of
strength with the core material. Fig. 4 shows

opesitionsundlodés fivapbasespeachofhase ucluding] aaghmcalgqmr@tmrop@rfonned on
i nvol ved in funct onal i zi n% the smart . ass ort

a devigs, sgdian qitg@q 31 qgiea] Qperstion g%qurrlfpgé JetOrgputer d%tabase In phase

4003&%@\%}? glé[?()t }, y%stﬁgtsé,r ergﬂﬁiégsm tﬁ@‘ég)rgg@ir%g ﬂ%’uHH} 88a chip serial

?g%m} h&’Qd eh Qfa@ﬁl Oy s0GH Uderial chunibék COSBMY) &R th t
nungie t abase aI n phas‘Pe ? g]cm p f&ncu onal ﬁ)y N[) e computer

databasd. eThe rdasabase ra(dom mmuﬂﬂmhaagan(quedogtcahimkrbetwﬁaem the CSN and
chi p_serial nunber I p,operating syste

the OSSN Irefenreddo I(QBBI\%)S "ﬂ@glt:ﬂehré@h'b Jtl@haa%\é%a@é Compplete circuit of the

sm da{r\igg}sp%tl al %\%ﬁp tgﬁ@%ﬁhg? l(%\gﬁlxorlta@yetgéjtgg 'tﬁg rrgf,t.}}?sa%eglstered in the
datab%%;'lﬁaéhzisbnmétl he éﬁaﬂ%@gﬁi@?g thA&i G ﬁ:ts%dc lah@Y bassport serial

mar t i ncl e ant enn

nunibeén SNT)ahdléhti ﬁige%@zﬁséﬁtﬁ’t rgsoldléts iy eeﬂr&tved eftoirn théiebooklet and
dat abase. ase 404 the smart passport is

regifteraat ironbé |qatahasc eEhlsanatabhﬁwss@@eco dogicahlinksebetween the CSN,
PSN) yi ng e passpgrt. b " retri
OSSN gk RNp Bl n Horeia o6t dpeigal ok s ik e F0Grihe passport is

oo R AREASLPoAS58 M P05, I REE BRI Pt e ot

iris, | fin é&ﬁ) ist iASerP&P §R6 Hoth $he ﬁéstspsrtta@ldache afatdbdb.aAt this stage, a
person, and ‘personal informationh, preferably bionetric

unidue. link (ﬂlsﬁ eeferred so abi"hegcrlindt 3")eisocr¢ateé bietweert tht passport and the
oth the passport and the database. At this_stage, .
personitquehich ik i ieues neingra @unbmaagn Afsgmsapr plimé lggycafémks 1 and 2

and fh PesSpudipliamting. o0 raorte GoiF B SOmple Py AFrAgE s unique "y
or Lr%géte%ﬂgoéeﬁ%g%é%@rpgr gn(%?fgn‘p% Waegﬂﬁfo%ﬁpﬁ{ thie M0 TR or the “secret”

'S may or exa y creating a uni que
is stoleVin e dasgrketand _lld_?u@ﬁaﬂyl 61 YIS pa3port (Ehip)dndgmuebe retrieved after

known in the art. e "key" or the "secret”
accessing its location in the chip memory using an access key. In phase 408, the smart
passport is presented at a border control station to identify its carrier. A check is made
to restore the unique “key” or “secret” formed by the combination of logical links 1 and
2 and the personal information of the carrier. The result of this check is matched against
the stored “key” or “secret” stored in the database and optionally in the passport. If there
is no fit, the implication is that the carrier and the passport do not match, and/or that the

passport is forged.
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is stored in the database and optionally in the

passport (chip) and may be retrieved after accessing
woe@shewasi on in the chip nenory using an acceBGI/K2$05/000606

In phase 408, the smart passport is presented at a

border control station to identify its carrier. A

check is nade to restore the uypi que "key" or "secret”

formed by the conbination of logical links 1 and 2 and

t h&iges showak d déilsdtfion-chirtt dfetheaopéretionsT hevalesdiin thod fabrication

this check is matched agai nst the stored "key" or

and furetienalization of bpth ¢ seafainiyl a0 asmagmaseit.| The procges starts with

e RRERREPA o JSESSS, BB )5 RLRER T St st
to tl‘HE ﬁe?&ﬁé@‘aofotr Fi { &8:88th DisPatent QSO}’@S 8298h&/0r8%973,710 to Landsmar.
ow-chart of t ve t he

e operations I nvolvéd Tn

Follbairig esdeneinllanbe kteps tin Mial 3az @hipholek abdtweskens@istibstrate areas (tear
inlet and a smart passport. The process starts with

lines rezre fradutel inaet cane substrate is wept5S02nifajowad byrspreadingiofithe antenna glue
simlar. to that

system | hat y be subs tiall ..
bascqbiatst iasﬁeﬁw%ﬁséﬁgm SkeRr é@ i #IseRirh of the fpganspdated chip into the

and/.or 973,10t a - EQl i hal: | Ve . .
noiHEHE 96° T R S TGO MR LRERBE OB Vi fs v
step@ 350 (ERGoNAGS)chip FuRdithallify AnflofoCeEURGAIAESIh Nogical link 1 as

step 502, followed by spreadi ng of the antenna gl ue
desdpimed {Hoves If alkh easit \feil$,ather ghip nis sepptdaD stepdS3haedtdanmther chip is

of the encapsul ated chip into the hole in step

06. A
placediin theohele, Iftheriess 15 sreoestfithithe pnicase i progedn tz@cadihﬁgive layer in
stepraff, diomizes ° il Ballfh b S0 afh O GRete By melded to the chip

B REGEFS 22 OPNEth ey b U A0y SR i op s

of th®lcere kfibdthee ikstey S14UACSRDNU test (jroassed0R i Figodnds run to test
on the adhesive layer in step 508, its wires are ]

circuit ifometibnadity,) i.¢.rtostandirsu thaaibe cireuiiris astisei B theltagidfails, the smart .
the chip electrodes in st

inls omppiskl F1 HBEA NN SR S U audpidked T el Ty in step 520
(resnf 1955 TR Gud SeBh BB 1, TR BROIGE et e B blind inlay

substtﬁt_tf HetbiaN $ifflart(OChe! Atk tinﬁaz @ikl iy Suppfied i€ st§5522, a preferably
fails, the smart inlay is nmarked and trimed into a

vinyd toover inmatstighisSéibpdied inl paretiel in atepei24, amdagllithrest efements (smart
. 520 (resulting in the product seen in Fig, Ib). To

inlay sybsicatea biindrinlasovelstrate gndreevierl age boprd tagether in step 526. The
. terial. simlar o the.smart inlay gor.e i,s suppl.jed .
bindife & preably abis b7 apafife Biasacoolaieie iy IB1itheF the intay, the

edoi I . " .
conGHBPARITH JBRERIA ol the. BRAsph il OBy op o ypeof

gluedfid sEpVES, fallowedwida tided tdse(piotess 404 H2Fig. W)einbitgir580, following
I s preferably done by applying the second adhesive o

whithagetefectedisniaet cover ismhasked: e "good" smart inlay is trimmed to strips in
step 532 and placed in an exit tray in step 534 (resulting in the product shown in Fig.
lc).

The smart passport is now prepared using the smart inlay provided in step 534. If
in the form of a smart cover, the smart inlay is glued or attached otherwise to a passport
booklet in step 550, the booklet is folded in step 552, and each individual passport is cut

in step 554. A fourth test (process 406 in Fig. 4) is run in step 556. If the test fails
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cover or both. The layers are bound under pressure and

heat (depending on the type of glue) in step 528,
wo odosoeeds by a third test (process 404 in Fi g. P@i/112005/000606

step 530, followi ng which a defected smart cover is

mar ked. A "good" smart inlay is trinmed to strips in

step 532 and placed in an exit7tray in step 534

(resulting in the product shown in Fig. Ic). The smart
(passpeplres ne$ nespost éparrsadeny; thy slhn@ﬂsmpomns ayarked as rejected and

pr.avi ded smar t

in.step, 53 n the for cove
place én%?ﬂ?ctrbwaw step gﬁ%e{f ‘ISP testh SCh Soffrﬁep%asgertﬂé tgady for issuing

550, the booklet is folded in
and ?%%egé %Iét]r%a %ﬁeﬁgﬁgl dual passport is cut in step
Stol%ﬁ‘lderﬁnfy%é%htkﬁlﬁ (process 406 in Fig. 4) is run in
Step bbb. IT the test fail s(passport does not respond
toBy Meagzdef introdetionpthe pamsppatspost ofithe present épeattiot described
and placed in a reject bin in step 560. If the test
heredpahoyveds, further @é@@@f@dtaga@,n&t éé@lynflélﬁnﬁﬂéfsby itige asngHem @ati-skimming

clemgiisy HE - %@}nﬁe&wgoﬁ‘ﬁ Bt BHiR RS POYGRES B iPOsh L from reading
info?xfn f ot tﬁ§ WTltehotﬁe%%%[fdr}P?Q ﬂﬁ%@'aﬂﬁbt%ﬁfbﬁe not iéltended for

er pro agal nst st en | entlt

use. Vo alﬁiclsmmmmgeélements arthiRsedibeéd B&bmwitg refeg emdit to Figs. 6 to 13
eneral ly prevents a passport reader fromreadin

for gmloymnt om tlag pa*seoﬁatscsqidctt Tmeﬂtrﬂ)héumg ooritigs sg 7 and 11-13 are
alsonfl, CERTIHRE G f (IARISCORAEEd dor BIATISh A PRgePRAL booklet when the

6 to 13 for depl oynment in the
passr %Iétggpoorktq&b%%ﬁrh?&%he enbodi nents of Figs. 6, 7 and
11943 it sRingQidLelheHtOMIRE bdeh AeftREr h&beld &®r use with a
for storing the passport booklet when the passport
smattopkdsporti anchemartnpassport Tieadenst iIHekevar] g well dre apprebated by those
been descri bed herei nbel ow for use with a smart

ordiparbypskillednin Srmprt Bus Apdi-skipuame §lelwxﬁs\ﬁ@n be tdepiqyed with any
con 4R e e LA BRSSO, BB, M beaaabic by
con%@ﬂés@caéﬁénvﬁ_ ‘%ﬁéﬁt?ﬂ“édﬁo?xer %?&ﬂ%eﬁtd epbikisc atI'h%n eleotrox?w personal

ocune are reada y contactl ess persona

identtidieBtioh | duhinentdaeuiypivallyepalerod. a bbeklet €Rirréxantple, a passport) or a
personal identification docunents are typically part

carddffoexsmopleca dfiving MBP) d. hedaqﬁd@pn raayd are ypecally stéred in a holder.
adr|V|n e klet or c
Pe"‘s@?glnﬂﬂ“ﬁsﬁ%%m Sepite) @Fﬂ}@%ﬁ ‘gbfi FHINET Efc{‘g%?tsk 8nd place and

t 1y includes such detail s as nane, address, and
datep élg[ﬁand
Figs. 14 and 15 describe passport reading and validation systems which further

prevent unauthorized acquisition of passport information. It will be appreciated by those
ordinarily skilled in the art that the teachings of the passport reading and validation
systems described herein can be applied to contactless personal identification document
readers and processing systems in general.

Reference is now made to Fig. 6, which shows a smart passport booklet, of the
type described hereinabove. In order to prevent a stolen identity action, the passport
further comprises a shielding element 602 (or simply "shield"), operative to shield the

antenna in the smart inlay (e.g. 120 in Fig. 1) from an external reader. In the most
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date of birth. Figs. 14 and 15 descri be passport

readi ng and validation systens which further prevent
wa@p@atkoeé zed acqui sition of passport i nfornmat POIIL20€5/000606

will be appreciated by those ordinarily skilled in the

art that the teachings of the passport reading and

validation systens described jRerein can be applied to

contactl ess personal identification docunent readers

gen@at spiiRcahsi dhicldyshenBavenageneodle cRedlseent eldcaricully shielding the
made to Fig. 6, which shows a smart passport bookl et,

antephat fie acpprlades cwithedl piefesiedaparbedimento pHighe t prependvivention, two

shie ﬁ%ﬁ!dﬁ{@'sg ,2«%#0 Yqj}a%tééﬁe{}:’gwéﬁgeggggg rttgifs%og,hl?lﬁ the chip and antenna

BRI TR A R T—
chip! %ﬂg{hys_ ds Béﬂﬁnﬁgﬁf&ﬁ?%@es $ehRl, kiddven shided artMBywllRBE appreciated

any ofile capable o ectrically shielding the
by thodecordinarily skdlbal datheeartittab tlee phiefdeneatomiytmdomartingle page of the
resent invention, twy shields are_ disposed, e

th h
PaSS@ﬁl(’eta%QQ}Q&f-allé payelerred enhadimens utheoghield He éhpglﬁf@aive element
rese N A G 18 R8G5 beBR Y hebuh fu THESERID TS B stictd may
nos AR FRnRE P E AN ERRPR 08 B} HHBPYRL el Rlioncd ctor

betviden &1 extehall coher 604 ahd anseed 609 ¥s be (D) oa bsiwgdretvpapeges 612 and
of the passport booklet. In a preferred enbodi nent,

614 takén §by). \lternatively.othesbidlg say imeernoraieddnhor aigacked to the inside part
attached to a passport page,. e.g..602 in_.a),or. 6 in
of aggxermlassrat BOvely e BOnHIST e AP YGYORILS SiekhmuSt be on the
. 1 hk
oppisif 3 Rk bREIATTh e g ool MIPORS ¥ of the passport

befdr8 tp@ﬂ“)in% 9 oPat 1R aRadMO FRAUBSE afidrhafinelyd hdstasidi 62U Bay be positioned
Al ternatively, the shield nmay incorporated in, or

exteatdlched passpbw withiideerpalr pages 66 exceverabldasdplashioned into any
_caover. The, external cover incorporating the shield )
suitzhle shage anin (f0. Spplvan extesnaleshieldinay bscatached 69 of preorporated in a
chi d antenna, ,to all ow the opening of -the sSpor t
passprOp Gy, 2k PotctyGe Paseriirh it 20E BatifoR, 1he iR be made of
any S BGAEl oo BN o RO RY chmasy e omagnctc rdiation
for &Qeile @lBeaNth tasdictivedhdlyiner, anyormlictiablcongtte, as. Preferably, the

(c).” Such an external shield may be attached to or
shielchmay per formediintosa phapspaich dsal dun foid o meshptbat Aoesrnot significantly
impigy thgolvel el e O ) DEpath 4oroTFo T dlh o ekliFmgively, the
cond TR ECATATRIACH SobAEhBLE B SRR hels if the s
passpoff f@hAlition. t he

Reference is now made to Fig. 7, which shows a smart passport comprising a first
external cover section 702 that includes a shield (not shown), a plurality of pages 704
and a second cover section 706. In (a), the passport is open and positioned over a
contactless reader 708 such that the shield in cover 702 does not prevent
communications between the reader and the chip in the smart inlay. In (b), the passport

is closed, with the shield preventing contactless reading of the information in the chip.

If the shield is incorporated internally, between two pages or between a page and a
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shield may be forned into a shape such as a thin foil

or nmesh that does not significantly inpact the feel
war@saEpe of the passport, its covers or its PemER005/000606

Al ternatively, the conductive material may be

incorporated into the raw materials used in the smart

passport fabrication. Referen is now made to Fig. 7,

whi ch shows a smart passport conprising a first
covEX 118 Balorf RaId BEEd e OkhéMaben, bk pdesport Bywlittbredosuch that the

shown), a plurality of pages 704 and a second cover
contetitssamad@teani read &) Wherecloasd be shichd prsyantsridformation theft.

positioned_ over a contagtless reader (08 such that the
shifeferenge éboey megde §dsghse tﬁr&%ﬁg- g%#hﬁﬁp gnalpyiew of a smart

i 50 SRR 208 o AGHEE, bl EugRey 1 % Wl h s
[ t: s feagi:ng he i [ i n itchi
SR 06, PACKEC GBS0 0 T (HSHIRL i nof swicing
arrafgéinwesns02vof Fige 8a avhdietivesnas pagpordris chosedeFigt 8e is a schematic
_action would be the sane: when open, the passport is
view x| switehdng suahgemant 0% of diig.ada Mdwn theateart pgsspaship open. Smart

identispHOnRERERI B (B HR o d8h oLy i np g SUAEpp antenna 806
smilf o e BRORE, Pac BUOD i "oBRNbe 6 bcht £ BT Sxchiange personal

iderpifidatibheintBmRatifReoRAc e @ly tWigh PAe ektérnalnY&idlet, 08mali ddentification
8b is a schematic view of switching arrangenent 802 of

modiilg 8084ds disposedon sitrdeast pas ofidhe pagescdios passppitgbodkdeti 808 using one
a schematic view qf switchi ng arrangenent 802

of g ineothedeieabed pheEor 006 Spidh Teigppe 10 Figs! 195, Switching

arrepgemen S faee RAtera sou-RpiAE, deReR} POl pfRufifk Rnauthorized
theFO 4! %péo%fo?n&ﬁ%pat ¥R dt Ot %ﬁta@ﬂgssexgll'ﬁ%ﬂ tglﬁloggresml Switching

Identifrcation information contactl essl
arra@xtRene802 eadeglecttivally icdanédtéd cad i oontavdedse @@ nsodule 804 and
disposed on at |east one of the pages of a passport . .
antdpnel806t BUBZUSEng cirsuilf breskeneforodslessizely mbﬁageiaﬁd disabling
ref.e£enc to Fi

b it ... 1-5. Switchj .
trangy AR i (P B UBER BB SoF b naFOMAEHESK P R ilg A, Switching

f t.,, ng: t harj t [ i :
G BT 207?26, BEKLUR] (bl HANIBh @hactess chi
mod@1& 809 RNnt & 86%6. 9t §6Hl WeCpracigted 8Cthede bedinarily skilled in the art

contactl ess chip nodul e 804 and antenna 806 acting as
thatesveitehing tarfangakent 862 cambeatispasiey tortable the eomtinuity of antenna 806

i sabling transm ssion of the information stored in

d
- thergbytanebling/disahlipgnarienna $0m . Additionallyg I milinbfe spRteciied by those

ordljégﬁfy;ggﬁéggingﬂ}eggﬁttﬁa E\%?tléhltnhgear%gﬂ]ée?ﬁént%m@aer{] be disposed so as to
enable/disable output from contactless chip module 804, as will be described with
reference to. Fig. 9b. Switching arrangement 802 is a mechanical switch typically
disposed in the cover of passport booklet 808, such that, when passport booklet 808 is
closed, switching arrangement 802 disables transmission of the information by
contactless chip module 804 and when passport booklet 808 is open more than a
threshold angle, switching arrangement 802 enables transmission of the information by
contactless chip module 804. The term “sufficiently open” is defined herein as being

open enough so as to actuate the switch. It will be appreciated by those ordinarily skilled
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nodul e 804 and antenna 806. It will be appreciated by
those ordinarily skilled in the art that swtching
waeeoangeeent 802 can be di sposed to break the PCT/IL2005/000606
continuity of antenna 806 thereby enabling/disabling
antenna 806. Additionally, It will be appreciated by
those ordinarily skilled in tyg art that sw tching
arrangenent 802 can be di sposed so as to
in thaant eladiveladnl eheocirquit if f‘bml«enﬁﬂ:@cs\lv&slsmgmrmngedwm 802, contactless
804, as will be described with reference to Fig. 9b.
chigsinedie 884 anangéiesieceye 14 Hanwah Lt a$1113;1\]/ﬁfb(3 hwhen the circuit is

el K, bR e el 808 Eotaflr BT ORBam bR hen receive and

vansid SIS CANE TR 02 ] SRRSO bt scons

whipB $S4l@r dod@&lﬂkﬂl'l@dn B&8Spos bopklet B08ds bpafed IwiteRk @hlﬁﬂar to switching
angl e, swi tching arraegemsnt 802 enabl es transm ssion

arraogemleet 802 aravasedoin v Wrgracmmgsaerhwimdnplmbfea 80w, witere the card is
tetm"sufficiently open" is defined herein as being
OPCEgen enough so as to actuate the switch. It will be

P ts Aot R8s ERR Sy Bl o h P RaflfndsAf of @ smart

1derﬁﬁ?oat1‘€>ﬁ%§&ﬁlk B899 Halir): éT‘Pi%H{ %rﬁ@ffg SRtciifk bihRh ARt 882 for use with
nor transmt data. Simlarly, when the Sircurt i s

the 'soiapts palispbyt sﬁwhecpresgntamvangenehiglﬁOs%nsmgnsmmhmgsarrangement 812
chip npdul e 804 can receive and transmt

dat
mclsdf;& anighi ssnsemeheoniigoedispshchnt.ywher |h@bte§emsm 814 is exposed to

B
tran%ﬁ&ﬁ@??ﬁd‘feg% %B? f15‘n B ﬁﬁrﬁ’ 1&5’5 ght'ﬂ%‘le g 810. Similarly,

en t e ca pene ren

thnStHeOngliltHﬁﬁld@t Firglighe senvor 8m4| @rops sﬁlwmet tiresicid loghtalevel light
smart identification nodule 810 having a light sensing
sengng tswhiching arrangemenit8121 disables amsmlmon laed sweeiving of information
ILnventi on

by e 53&%&%@3%@&@@%@1@%%%@& sk s WCéQEthwom on an inner:
A O A AT S TG e s

ass%‘tyht CE' Ngp&Hedan@ge et S eﬁ@!ﬂhcﬁﬁ Ursaiti $&drieificalidn  module 810,
recei ving of information by srrart identification

commmhitati@i & eribiéd and ywhenhthe st pagiport 13adlokexdt thercommunication is
. ht sensor 814 drops below a threshold |ight |evel,
dlsablﬂ%ht Asa rpéac‘rtg:aémttem the passpoitaneder Wpadysiapludss a light source in

R A
pusUP 67 SRS A, MO, IS HoSRGP i fREs b ta i
sensol 84 ttheesshalight source of the reader when the smart passport is placed over the
reader. The term “light” is defined herein to include ahy radiation between infrared and
UV. In order to increase security, light sensor 814 is preferably a non-visible light sensor
or a sensor of a discrete frequency of radiation and the passport reader has a similar non-
visible source (e.g. Infrared source) or a discrete frequency source (e.g. a laser),
respectively. Therefore, simply opening the passport does not render the passport

enabled for communication until light sensor 814 is exposed to the source of the reader.
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passport is opened to the page including smart

i dentification nodule 810, conmunication is enabl ed
war@sueee t he snart passport is closed the PCT/IL2005/000606

communi cation is disabled. As a practical nmatter, the

passport reader typically includes a Iight source in

order to ensure that |ight sepgor 814 receives enough

light during reading of the smart passport by the

pasRepferdnceaadmw n‘[dtrh & diig, 9bj ghhicts énaosch8idticsview of an alternate

EB“gosed so that ht sensor 814 faces the_ |ight
smaé;b ifigation em@‘élélé Onkaving e light pensipg spéiching aﬁamnent 818 for

use(” S o8 o 5 A arinsiieEh B the e SRR fuiin Bigtt] Sefbig switching
arra‘ﬁ?g?fenf ng H1GE&3SH ﬁgﬁﬁénts?f %6 Kthag GHSRIELn! rﬁodule 816 includes a

eraply a non-vi sSensor or a sensor

ch11§1| insedude 820 Shite mydudé szeotmta PovasrkuppBy p@ﬁé@@ﬁﬁput pin 822 and an
reader has a simlar nonvisible source (e.g. Infrared

outpguenadle pin 824ios cﬁqm@lcmteﬁm@hoyalgamma ighg.sensora824r Js, electrically
respectivel erefore y..qpenj ng t he sspor i
COHHE%S ﬁ%POPV ﬁé%?lgl Y he B&@éﬁ%‘l‘tt 1€r§¥§| %’tﬁi ‘P‘HPUE%%?I Pé%?i‘é o that light
| i e e 10f
1n01ﬁgﬁﬂ 1t on ﬁ%@ér%ﬁgéﬁgé‘? ﬁsgé\}\%cr%rla %glégs ég dg\&%ﬂfe% t}§e o‘ilrﬁ?ut of chip
modslgggggtl c view of an alternat e smart identification
nodul e 816 having a |ight sensing swtching

ar Rafgemeats A0 fnxade ue digh.t H0a wed 46br FigrdDaperd scdfentatt&: view of a

present_ invention. ht sensjng sw tching arrangenent
smaetlgiqnﬁéicaa@% ra0¢ulgl$e2 gltaag@g agloey oppgted pweshing aengament 830 for

use AR %, Sl ST B 30t BBerbBSHOR Bigs R ahstbrge view of
pasggﬁg d%%gﬁzﬁl)r %seeﬁﬁhvf}fﬁﬂt 1dfeHﬁﬁEét idd1 0858 - ofLF;%.'tha Smart

I's electrica y connecte tO pomer Su

1demﬁida&©ﬁ hodult 8p8rindadeaadhippipdul 838 hed ph AntthaBd0. Key operated
that light incident on |ight sensor 826 selectively

switshirig e@'rfmgsmtﬂns 850 ess tdisposedpun ehtenha ;84ﬂod1§.by§ sperated switching
Ref eren i,5 no 10a and ,10b.

arrapgegeatpahuit | NBAF o108 glf?%_ﬁma 3o COPHBHLY o HAURIG 840 thereby

pre\%gl?lngaé(ﬁtgﬁlgeﬁs%(ﬁgrcgﬁ:{r%&sglg%@f% ot‘%h%eia&tvgﬁeé gfragege F§' (?p?égated switching

arrahgéﬁ%ﬁﬂ 830 isFdcifighPR fr RSB b eXicPih] Uey? ’méstérl@ﬂ“‘bxtemal key”
reader 832 for use with smart i'dentificati on nod

is dé28edhereimas 4 PhysiSabkey wdech i nctatéromanonidy hmo&ﬁﬁlcally connected to
i ncludes a chip nodul e 838 and an antenna 840. Key

key operated awilghinghirmpseme $3fe Reswoot tegder %}?omiiud% a protrusion 834
o GO FRRE 4 B B RY 0 R SRS O e enna top
therélgf gﬁ%’?‘lhr%’ %g?g{d %g{/ ﬁf‘o%%?%@égﬁa rE%éggé H5ANPRHILi B 88% is preferably a
key, which is shaped for insertion into a recewmg opening 836 of key operated
switching arrangement 830. Protrusion 834 typically includes an electrically conducting
layer which closes the loop of antenna 840. Therefore, the smart passport is only
readable when an appropriate key is inserted into key operated switching
arrangement 830. It will be appreciated by those ordinarily skilled in the art that instead
of using protrusion 834, key operated switching arrangement 830 can be operated using
a hand-held key which is operated by a human operator, for example, but not limited to a

border control officer.
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arrangenent 830 is configured for actuation by an

external key. The term "external key" is defined
wheoositznrae a physi cal key which is not pernmanePCT/12005/000606

mechani cal |y connected to key operated sw tching

arrangenment 830. Passport reader 832 includes a

protrusion 834 for actuating key operated sw tching

arrangenent 830 so as to close the antenna | oop

t heR efeyereeabl novg made & ig4D1,t whichaizsaristhansatic &tay WF an electronic

data. Protrusion 834 is preferably a key, which is ) )
absefupedelement 842y faropse nwvihathee satali mgsesshiofy tisgeresent invention.

key .operated switchi .arran nt 830. Protrusion 834
Elef{pigams0ring FIRRGt 248 KPRTARposshin phegOf aggiart passport 844
adj¥Ehe fo & QR8T iﬁgﬁtiheﬁp)fh&fglﬁfﬁfé \Agldegtroﬂbeﬁﬁgo%ﬁrga{al%ﬁlent 842 is an

smart passport 1s only readable en an appr opricat e
antkskiminginghseleifft i RVlBick eYis OReindigtde WL hioBStructing  propagation  of

arrangenent 830. It will be appreciated by those
eledrathagnaticywskdsl batweem sthaet identitibation modebo844 amd bny external reader

protrusi on 834, key operated. swi tching arrangenent 830
Wheth SmBE BRepartd L ?ﬂ@s%fih%?nﬂ’lﬁgeddﬁ%ﬁwﬁi ighmoge detail below. When

[ h per.a for .exanpl . NO
SRS, B, DB 50 S AP AR Bl close 1ot
i . . . .
P4 0SS S PR Sl % St o clcroni
abserimg epanepB42)pthd bbstpustieneffecy ofieieaviconkd absarbirig element 842 is
absorbing el ement 842 is typically disposed in a page
congiderablyrgedugsdsargb does nat gﬁtfyeg’rcgpmmlmlwtmbuween smart identification

b SR G B THEY 300, LSELEE SN s
antéiet%ﬁfgﬁur %Tjecftl%aIBbStcroHﬁ%gt@@ P{PP3I atciri%git%fs.o - Aptepna 848 receives

ectromagneti ¢ "waves ween smart entif on

electivd B8 Gradivlicin Yra@¥inediR by SRdar idWACIficaBA tmBasRB¥6t or by any
844 is closed, as will be described in nore detail

extdyploveadeh eQirenit850pss 8 pwl f-tuddidg irssaatingacidewtreort adaptive absorbing

. identification nodule 846 is plaéfte%@clos_etothe . o

circgifs GHSPIt 339304F tuneste the eavenaycal therrersivad lesmagnetic radiation

I ej di acent tQ ctronic absorhbi ng glenment .
andﬁgﬁit?geﬂhg%sb& lﬁ%&fgl G5t gt CIgpt EnEy %‘?‘ﬁobbegbgﬁ 11@? ﬁgectromagnetm
ale 'S | d d .
PR TInA L SRR R gy Mlomagnctc waves
betwesiu | an &4 6 idendifreapion s posdule 846 ennd Elaagt eotirgalabeaddyi nghen smart
el ement 842 includes an antenna 848 electrically
passporin®dd édclosed Theseuskillgddn thetashaf elrgrieal cangirsering know how to
adi ati on transmtt.ed

| t ti by . t .
congigieh; ? {SUARDI SSHCHBIE SHETBHIG CIEGHIt okt Sllabe  eriated by those
Gl 1-C LLat - i - i ' i it . .
AT B A BB B Sy s i
holdeR§nbt SHORAY YofOémalepdsssert Bad. B AGHlrTappRiated by those ordinarily

radi ation
skilled in the art that an electronic absorbing element having a natural frequency which

is not the same as the frequency of communication of smart identification module 846
can still have a significant absorbing effect and therefore be used to form an effective
electronic absorbing element 842.

Reference is now made to Fig. 12, Which.is a schematic view of a magnetic
absorbing element 852 for use with the smart passport of the present invention.

Magnetic absorbing element 852 operates in a similar manner to electronic absorbing
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and resonates, thereby acting as an efficient energy
absorber of the electromagnetic radiation. Therefore,
W@ R00s02172850 obstructs propagati on of el ect r onAgIEL20€5/000606
waves between smart identification nodule 846 and any
external reader when smart passport 844 is cl osed.
Those skilled in the art of ebpgctrical engineering
know how to construct a suitable self-tuning
elemestd@X bfidigi 1 tuMagnkticviblsbriting apament 882 ds b,,xpid:zﬁl;sdisposed in two

ordinaril skill ed in the art that electronic
PagahebRals BRSSPEHL %wnéﬁﬁclu@géir%bmﬁfwaaommme Bhdetween the

twogrn jadlugtE iadhRhe BRsbrodae eifhen a2, aRPRLC | R be appreciated
by @&Et bRIh&r ﬁ%ﬁﬂf&ﬁnﬁl ¢hé 'H?f‘tthﬁal’ﬁd}%te c @r%?ﬁh elen}ent 852 can be

requency I'S not the sane a eque
dispeeediuen calsinitle Qfagemef tsmdte asipra85en Mimehotie Bléﬁ)rbiaﬂg element 852
still have a significant absorbing effect and
includer ef magnetic materialo typicallyndewite st,vwheihehas anhatural frequency as
absor bi el enent 842..Reference is w nmad

to.Fig.
closgzas passRle 1 es%qa@ww’fmg %}%en&y ﬁ@ﬁy’td?ig%ﬁ%gqumodule 854,

oo BB bl B SRR PRLL eyhlfentc raciaion

has 9R& ‘sé‘ﬁi@sﬁéc?he%@'e@ﬂh@rnamﬁﬂ ﬂeqﬁ@n@} B iniAdMefic absorbmg element 852 is
absor bi ngel enent 842 of Fig. 11. "Magnet1 ¢ absor bi ng

incidetineot 8hagnetid ypbsoabing delepmae852n Therqfepes migmetic  absorbing
smart_passport 856 sandw ching smart identification

elem@mﬂ% @mﬂb%tmttr%aﬂm hpagxgsa ficarermhepbsigiigllyche same as the

el ement

confitalld SRRy of et TGt Bkasiorh niddule R4 HRBAEE itk Pehting smart
iderﬁgﬁﬁh%hnﬂlcﬁilﬁggﬂ @é‘én‘ﬁ?}@xﬁ%t‘j &R ﬁgbﬂgtaaw?ieﬂg ﬁg@gg@ absorbing

rt passport etic a I ng el enen

elem®t|95de$s adi@@nettbc smattetdeatifichiion cablyle 854, i Hewdwst,, when smart
whi ch has a natural frequency as close as possible to

passploet $¥miruepamandgnbrtadertiisaton wodnte §3kist placaheloss to the passport

rendFg LA SQ U RSO BIFHCD LORS LT ATRRSA Bdhagigic absorbing
elenté% Céﬁea es&{@%pﬂgggfe% o]f‘f lﬁc%l%ﬁ?y 2R g‘%%félhgnt 852 is considerably

nge on ma

red@%&oél{ﬁ dgcé |n%ﬁ%@fec§%3mﬂﬁlﬁ5@ﬁ&{ BetWBRINSIhe RRAARB NG module 854
el enent 852 absorbs incident radiation having a

and fa passpocty readest Magheti¢ wbbrbismeieraatt852 sotypicallyafornged as a foil,
frequency of smart jdentification nodul e 854 thereby
prinfgdevegion.ntpcaner or selérmdhesivatnegnatisdsirip, gdych is be easﬂy attached to

o S O B AR B, s
in tR24rt HAVRNGE ardififh gﬁgﬂ)n ﬁmégﬁa%rfeéﬁp?d(}s gﬁgg element 852. It

smart 1dentificati 'S
willpes sipprdciated by those ordinarily skllled in the art that a magnetic absorbing

element having a natural frequency which is not the same as the frequency of
communication of smart identification module 854 can still have a significant absorbing
effect and therefore be used to form an effective magnetic absorbing element 852.
Reference is now made to Fig. 13, which is a schematic view of a phase shifting
electronic element 858 for use with the smart passport of the present invention. Phase
shifting electronic element 858 is an anti-skimming element configured for transmitting

a signal which is out-of-phase with electromagnetic waves transmitted or received by a
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reader (smart identification nodule 854 no | onger

bei ng adj acent to nmagnetic absorbing el enent 852), the
wobasneweé ng ef fect of magnetic absorbi ng el eneet/I36a@s/000606

i s considerably reduced and does not affect

conmuni cati on between smart identification nodul e 854

and a passport reader. Magnetjg absorbing el ement 852

is typically forned as a foil, printed region, |acquer
smat i8@ltfficdioasmedule86EidfCa Hnfidrp, paskp@h863. b&heagbley phase shifting

attached to smart passport 856 or a passport hol der. )
eledttonié | Eleprend B5Be (deattadeshyneoisos @ndfadi rgenetajes kint¢rferenpe with  the

elecéggﬂ%r{eéiggg}ﬁaégﬁ?ﬁgmg{igﬂryg? ti\lff? Squ g}rnag@rig%g&g@iﬁgpeglodule 860.
U O i e e

AntBRha 868 288K e@ShENalebtoREEAGYe FhdRABAVTiEA 966 Qpically shifts the
smart i1 dentification nodu a

e 854 can still have

phasé ofiithi¢ eevdivabsignbl by 180f degreem Howevad o wilb beusmuetiated by those
forman effective magnetic absorbi ng el enent 852. .

ordimeriby skidkediig thg\@.rhﬁwg qﬂ@erpplgaseisgqftwlﬂ rereate dntexfesenge or noise and
vi.ew of a phase shifting,e] ectronic, ele t ..858 f

therg 50, by o ShmRitiosuieB BV SREThAASUT 4D Ridigfe 860 and an

f . . . H . . . e "
ex R S ACE Ll ARy ety Serfring it e orinl

tranShA§ddn YOed ficin iarOideptifisgtion hivdell€860.0Meignehicept is known in the
waves transmtted or received by asmart identification

use rfchalder BR®kofg sysemst Itpadayovt bgeme Trdenarilyr ekillpthas dhe art how to
shifting electronic, el engent, 8 gener ates noi and/ or
congé%raamablﬁnpiaaﬁ%ﬁm@g WACHit; fghen é@@ﬁdﬁ%@ﬂ%%@%ﬁﬁ?ﬂ and smart

e AL B RO IE PR RO b bR TR of phse
shiiﬁﬂgermé’ct&ﬁﬁc aRReRIgSBUI {5 BRRSIRMMPNE§8Ld €4RI VESes not affect
t el ectromagnetic radiation. Grcuit 866 typically

conghifiicatiohbephansnudrt identifieaton atbdiilg8a0 ahyl th8passport reader.
degrees. However, it w |l be appreciated by those
or diigat4 is/a sphematic vieve BE adrassparhinformationp paawssingrsystem 868 that

. Wil create interference or noi.se and.therefore.

is CORYTIIEY 2B ARSHILLG O G CHRPREE VT - efitsst Prbedimet of the present

o R, Ao B SBR aE80 B for procesing

infoRfiaBibA S 4 §ARRPSSHoIN RBspord i formaBibRProtebeityl dyistah 868 includes a
nodul e 860. Thi's concept 1s known in the use of radar

pasdport kéadgr 878 tandsa pracessing riemningy 83hePansgoriacadsr 870 and processing
skilled in the art  hogw to construct .a suitab

termpinak 7% AT @pqx@tlemallyuhﬁce %mnunﬁ%?égo&ola& 52@ Ragsport reader 870

is c@rﬁﬁg aea %of’ g(gﬂtégtigsgg}r {efabﬁ%ﬂégﬁnﬁ :%ﬁléprgfg miot?xe %hgdg'?egassport. Passport
rea(feg‘i?hbi hfdcf%cél'i %ﬂc%d@ﬂ/&?@%%r 896 havig®Nsiseaud®! Yuthorization module

uced and does not affect
(SAM) card slot 878 for receiving a security authorization module (SAM) card 880. The

use of SAM cards is known in the art of data terminal security. Encoder/decoder 876 is
configured for generating encoded data from the information read from the smart
passport as well as decoding commands and other data received from processing
terminal 872. The term “encoding” is defined herein to include encrypting. The term
“decoding” is defined herein to include “decrypting”. Various encoding and encryption

techniques are known to those skilled in the art of encryption. Passport reader 870 is
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conmuni cati on between smart identification nodule 860
and the passport reader. Fig. 14 is a schematic view
wWo@R00d/1pE36port i nformati on processi ng syst em SBEI/I28€5/000606
is constructed and operable in accordance with a
preferred enbodi nent of the present invention.
Passport information processi system 868 is
configured for processing infopnation of a snart
confRasSAOfdr - séfdfsd @htoddf datmto gﬁo@em'ﬁgs séridnaly8T2 mi8admmunication
i ncludes a passport reader 870 and a processing
link 894 niReabp BT 2reafas8Pbris alsadeonftmuedntprprességngngncoded data from

term nal 87 oper ati onal.l hked .via a
PrOCESHAL ﬁ@r@@ppﬁ%’? i-i CQspANg %B%‘réii glgeépc@lg@s g encoder/decoder 882

conf. gur ar+.C e : [ r I
o AR ESd o 0L A OB Yol SORURE SRR BLAD as wel as
deodkfin® F&%gﬁéﬁgﬁ ¢0§ e SO BYPBricreate 870, VI treé fo0é | AR AR ransmitted
no e (SAM card slot 878 for receiving a security
betwasehh procssingn terneinbhe8T5AMd cipasdp@&80reatier 8T8 eisofensatied. The term
cards is known in the art of data termnal securjity. )
“traigmeitigd hetiweeniels defmedsheseinstpgnelade tiansgaitiagadata grom each device to

the GRECHE e AL Ll PR R S ST R fecodea dat,
or EERRNCLSAVRRRESE RRRTLAS Ry Moot intostion

againfie o elaabadecodi passpbst defdiRedEneuderfdetoddrBI2udaciudes a security
"decrypting". Various encoding and encryption L
authbeichndm oesiude 6SAlvOvweard alqtr&%efgos ke¢divig msacusity antherization module

encryption, Passport re r 870 isconfigured,for . .
(SASBreAth §5n EasederRcadet B8F Gas dorangorb ataicaly Shanging encryption
coO i cat i t. 1 L.S: .
ey SETEH T R Bl At BRRAR!n R0, ALRchBh iR ne the key by
an uhSuMbRatd Bhder Processing termnal 872 al so includes an
encoder/ decoder 882 for encodi ng commands and ot her

daRefdroncesBniivghdde tpdigndisa todadeFigl 16aas awehématic isometric view

decodi ng information received from passport reader |
of agmesporheaden 888 that|is gansirectas anfl apsipble imaepprdance with a preferred

et RS ERHBF B o s e SRR R ot s of
Fi P 1, 40 U AL B8, G RO 357 01 . By wy of

intrsdRiefibaUthedintioskipeigessementshiscigbaligsbvdawith reference to Figs. 6 to 13
exanple, but not limted to validation and ]

proteer ifé sataropasdporhevipas shesetl. idwevat iibris aglap nkepertant to prevent
dat abase of passpori details. Encoder/decoder

. 82 .
skinygy B snquaiheriesd seadssrvhet MsnPARsRONS (A g%%% reading by an

Lot .884 f R o . ; .

authdeieg Tesipte sETeE, Eatgoft REGHE 384 45 RHBELAR 0 mRE foformation

fronf WAaHrE Bhdspoft PASHHSt RAGEY 888 ABs Kehousiy 890 bx@iaC&dtNctless reading
changes”every 10 seconds in order to prevent

elenmeathe 802f yRogdihpe clapemy892 is configured for contactlessly reading the

information from the smart identification module of the smart passport. Reading

clement 892 is disposed in housing 890. Housing 890 has an opening 894 therein for
inserting the smart identification module of the smart passport into housing 890 for
reading by reading element 892. Housing 890 is configured as a faraday cage thereby
preventing unauthorized theft of the information stored in the smart identification

module while the passport is open.
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an unaut hori zed reader. Reference is now made to Figs.
15a to 15c. Fig. 15a is a schematic isonetric view of
w@2@aaspest reader 888 that is constructed andPOpaEr2aey/®o606
in accordance with a preferred enbodi nent of the
present invention. Fig. 15b is a plan view of passport
reader 888 of Fig. 15a. Fig. dpc is a cross-sectiona
view along line A-A of Fig. 15b. By way of
i ntAlpdublicatons! peteans and atet ngpHbaimnt medeoned bhedhis specification
above with reference to Figs. 6 to 13 protect the .
are Bengint invassratad inhdwircersiewy, byaaksvence info the spesafication, to the same
i mportant .tq. prevent . .skinmmn y an_ unaut horj.zed .
extepb By r AR SO H R EOT ROt Pt ot P LR, W3y Spcifically and
T i. t. 8 is G, o .
indi QiR PRlaPAF RPBE iplciBOEfied FRENY pERARE, "B alifition, citation or
idenP@RBA6A lof ARPSTERREAce BAUE aFfiftafias shallgletibeacoi8Busdds an admission
contactl ess readi ng el ement” 892. Readi ng el ement 892
thatisacle pafbiegioe éslavaitabboas prot &g 6 the padentgnyérion.
information fromthe smart identjficatiogn dul e of

t hét withbe appeesiased by meswns gkl ahigriegbtiag the Rissgddnygntion is not
. _.housin 0. Housing 890, h an o i Ng. her ei
imifih 5 Nl 133 S eP g LY bugna P 88 PR eibE pheFBplly Rather, the
r‘. . . »

scor B PRS0 LAl IOARI AL g, A it gdingions of the
vari6ag Eedtines elyciib&l Aotcinboveaus mwll zedatiftgdis aid nhwlifications thereof

information stored in the smart identification nodule .
thatweé het ittheprierpast whieh winand accurptomersens gulled pathened upon reading

nd patent a Plications mentioned in this

the g’é%%‘i”ﬂ%@ﬁ?%ﬁ %te herein incorporated in their

entirety by reference into the specification, to the

sane extent as if each individual publication, patent

or patent application was specifically and

individually indicated to be incorporated herein by

reference. In addition, citation or identification of

any reference in this application shall not be

construed as an adm ssion that such reference is

avai l able as prior art to the present invention. It

w || be appreciated by persons skilled in the art that

the present invention is not [imted to what has been

particul arly shown and descri bed herei nabove. Rather,

the scope of the present invention includes both

conbi nati ons and sub-conbi nati ons of the various

features descri bed herei nabove, as well as variations

and nodifications thereof that are not in the prior

art which would occur to persons skilled in the art

upon readi ng the foregoing description. WHAT | S CLAI MED

| S



1. A smart electronic personal identification
docunent, conprising: (a) a smart identification
wor@alizo7esicl udi ng a contactl ess chi p nodul e anPICHIL2005/000606

antenna, said smart identification nodul e being

operative to store and exchange personal

identification information contactlessly with an

external reader; and (b) an anti-skinm ng el enent for
WHAITSIsosLnghMadpdsent to said smart identification

nmodul e, said anti-skinm ng, el enent bei ng configured

f ot. préverrt dgctmmgmmqnzguiepﬁ&cw@m degig ety COMPRISIE .

2. The docune f claim f.urt her co

boGWI et SR tngi%ﬁmqrépmcg}ﬂgflnﬁlg g 3 ad|eds) Bip module and an
| denti I\ﬁt@ﬂé,%&i@ﬁ%ﬁ%@ f?i%hﬂﬁcét?&glrlﬂ%ﬁ‘féegel‘ff tg}a%ﬁvefto store and

sai d pages. cunment o alm2, wherefn said

book! etxdhange PefoRal idepedichedn idforiaciod avurastlessly with an external
claim1, whérein said anti-skimmng elenment is an

el ect rremdét;yandonduct i ve shi el d di sposed adj acent to

said smart _identification nodqule..

. 5. The d t of. . .
cl @)m an antiskiyaming plermeat ,ﬁ@r ispesingdj z&%n{:’gp? %Jag& Ealagfa1d&nt1ﬁcatlon

smart identificatio l. LNy said :
ant i - sKA%hg e e Al TSE?@H'ﬂﬁ% pé\fs%g{ae%!ltnbélglfgd c%.figg?e_d dor preventing
The doguiRRbriAlG R dPsaidigRhAGRI d ant i - skiming
element 1s an electrically conductive shield di sposed )
i N2 sai Théabelanent’of cThien do Cunthesrtconmfipréding m Bookidteraying a plurality of
said anti-skimrng elenent is forned from_tgn .
pages| said sinzat idgnid Beatinn medulebeing ancosporéedwithreng ¢fweid pages.
group of tallic t.erial condugt | pol [
odducthe BouBHPUG LR 3 VR S RARIRS BPARARrEbooKet.
wher ei ' k - SKi i e LNg! . ; t i
vt on g gt S8 IO, PNRRRY LA MESkinming clement is an
elecBIBAMY dod@étifd sadldaisparedladjaceat tb sald sehitridentification module.
arrangenment being configured for selectively enabling | .
anf. di Eabldoogmentidndlsisn oy Bfrtheai eniprisinges hotdesyfos gagrying said
smart identification nodule, 9. The dacunent of .claim . .
smag, idgatifieation Mmeduley VBRTEHY s3id aRtSRERMIPE P@ﬁaﬂ&j digposed in said
b ldéai d antenna. 10. The docunent of claim9, wherein
0l08%i d swi tching arrangenent is configured

6. The document of claim 5, wherein said anti-skimming element is an

electrically conductive shield disposed in said holder.

7.  The document of claim 1, wherein said anti-skimming element is formed
from an electrically conductive material selected from the group of metallic materials,
conductive polymers and conductive composites.

8. The document of claim 1, wherein said anti-skimming element includes a
switching arrangement electrically connected to said smart identification module, said
switching arrangement being configured for selectively enabling and disabling
transmission of said information by said smart identification module.

9. The document of claim 8, wherein said switching arrangement is disposed in
said antenna.

10. The document of claim 9, wherein said switching arrangement is configured

in order to be actuated by an external key.



in order to be actuated by an external key.1l1l. The
docunent of claim8, wherein said swtching
wa@eeoangeeent i s di sposed between said chi p nodedEI20e5/000606
said antenna. 12. The docunent of claim8, wherein
said switching arrangenent is configured to
sel ectively enabl e and di sablgg the output of said chip
nodul e. 13. The docunent of claim8, further
conpr i $hegloruhreklbetcldiay Rnevirrghwaid styichingpagesgersaitdis disposed
smart identification nodul e being attached to one of
betwedndsapd ghip, medilks andj seihamrignagd.r angenent i ncl udi ng a
swi tch d.in said,book]let such tha

m”ﬁﬁaagiﬁgl dg 6’5]?9'63‘ of éﬁgﬁx é’&t_,‘erglé’i spid thtg. }qggaﬂange1n§n 'is configured
G

of 18l aipe H3cumaat 6F Blasdi §1 FRBEEAOGBAtisHW 4 Bboltlet having a plurality of
configured such that, when said booklet is opened nore _
pagtd)asnid drharesidehtifieatipire mediild beingchfitachedr toaogenefitsaid pages, said
.enabl es transm ssion of sajd informtion by said rt
switching arrangenmesy ingluding, a mychanigalfwtthdispeseddnaaad gggklet such that,

whe\é\]hegé Lb%ggﬁe}tﬁaafng%%g :ﬁfaji%l ?\%ﬁiﬁﬁgghn%ﬂgngg%n;ﬂ ?igiatb?%ge%rg%%milsgion of said
infogflmﬁﬁgﬁi%afts%id Lt 180U Biohhe&he! d 11 ght level, said

g arrangenent enables transni ssion of said
i nfigr mrhie atodyne@iof daimi t13i, delndrefn saitli machanded]leswitéh is configured
The docunent of claim 15, wherein said chip module has | .
sucla thatwevhesu paidybeditletaise opeped mpote thaa aaﬁhr@aﬁ(pldt apglgpsad switching

pin, said Jjght sensor bei.ng.electrically connected t . .
oo orbedpimsSoareael i b ARl Yol SRECEhAR ensiicaion
mo(ﬁggbl e pin so that light incident on said |ight sensor

‘ectively enabl es and di sabl es the output of said

chijg. mygel @ cuktfent UFeclRs Wrekherefn shidi switchinbenginpearing includes a
anti-skimm ng el ement includes an absorbi ng el enent

light sefiscgucandfiguped atich ¢haty wieent saitl jehtbseosti igexposed to light above a
el ect romagneti c waves prgpagated between geiéd sma
r.

¢ re. . .
threskieldt ilight aleveh et Svidehingngriangensal ¢ trafggmiggign of said
ment of.claim,17,.wherein g':.lai d absorbi ng el enent

. ~d
lnfqﬂgl%tisp,#%Ygﬁﬁ}%ﬂﬁ?%ﬂd?fg%%&oﬁaog “the frequency of said
el qgtr T‘i‘i@gﬁﬂ)gzhggen‘f‘%‘fec?ailr;qS, erSacsne %héﬁ’f%&dtﬁé Mad & power supply

wherein's sorbing elenent 1's an absorbi ng

volt@F@ PR PiE apl @ARttputnelabll pig, saidilightistnsordedng alectivaily connected
: electrically connected to said . ) .

to said power supply voltage input pin and said output enable pin so that light incident
on said light sensor selectively enables and disables the output of said chip module.

17. The document of claim 1, wherein said anti-skimming element includes an
absorbing element configured for at least partially absorbing electromagnetic waves
propagated between said smart identification module and any external reader.

18. The document of claim 17, wherein said absorbing element is configured for
resonating at the frequency of said electromagnetic waves.

19. The document of claim 17, wherein said absorbing element is an absorbing

electronic element including a circuit and an antenna electrically connected to said

circuit.



circuit.20. The docunent of claim17, wherein

absorbi ng el enent is an absorbi ng nagnetic el enent.
wQ2005/T26locunment of cl ai m 20, wherein sai d abBOF/Di20¢5/000606

magneti c el ement includes ferrite dust. 22. The

docunent of claim11, wherein said anti-skinm ng

el ement includes a phase-shif4gng el ectronic el enent

configured for transmtting a signal which is

out2(of dhasdomirhénts af adlaiedt’; onherent iabsownies démertys an absorbing
generating at |east one interference with said
magslegictalemadinet i c waves and noi se. 23. A electronic

o7 Glosdio PMIBFREOTof AR 20S NIl SALT GRPEbiG dppgetic clement

inclhﬂg{feir{ifec&léton docunent, the docunent including a
contactless chip nodul e and an antenna, the docunent

beixpg qmerd@dduvsert ofsélaie landhersiihsdidearnbeisionaing element includes a
identification information contactlessly with an

phasocskifting clessmdaic eldmeend yeondigucedhfor tangnitiag aasigaakwhich is out-of-
identificati on docunent reader_ confiqured for readi

phase,with ) ciromagastig syaves herepy gieng ng at least one intetference with

. gl.ect 1 onj e al_jq ification docunent; (b) a
Sauﬁ?lggé%@?ﬁ%etfce\%ﬁ?na+ndclg§1$%'gur ed for sending comuands to
said r eadgecttic! persvahl dabhtilcdidh igtbesiRid ARsteh®for processing
t he docunent; and (c) a contmunication |ink
infozprtiohi ofiad |smdri ndectgorsai perserale ideatification goamess| rthe document
. termnal, each of said reader and said_ processing , )
including aalonfactlessdchip Bedul aaé anagyewes Jhe rdorﬂlrrm@gwr& operative to

so that data transnitted.between. sai rocessi n .
storf i sl RGO capEnnre I cuneaetol SRFETlehdy apithran external
j l:@:..sai d reader is a passport reader
rea(fcégﬁffhl@gs%?’cg %ﬁsglglr? actl essly reading information from

pagapoht persdhal Adpatificdtin | diRnideht casaden ctodlpgmed for reading the
reader for reading information froma smart el ectronic

per sonahfdroatipnfdadadtiesslyoframethe, smaw adecfrerdatpersonal identification
i ncludipg a contactl ess chip nodul e and an ant enna,

t he do Renhei ng operative to store and exchange

gﬁ r(égtn %lr Q]r'ggggir'}é Eﬁ'ﬁﬁ{\%&d}r@f%@%@tﬁp Een%ﬁr'i'é ka0 Maid reader and
for validating the information from the document; and

(c) a communication link operationally linking said reader and said processing

terminal, each of said reader and said processing terminal including an
encoder and decoder arrangement so that data transmitted between said
processing terminal and said reader is encoded.

24. The system of claim 23, wherein said reader is a passport reader configured
for contactlessly reading information from passports.

25. A personal identification document reader for reading information from a
smart electronic personal identification document, the document including a contactless
chip module and an antenna, the document being operative to store and exchange
personal identification information contactlessly with an external reader, the reader
comprising:

(a) ahousing; and
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conprising: (a) a housing; and(b) a contactless
readi ng el ement configured for contactlessly reading

wo b@sitei7es mat i on from t he docunent, the readi NECEI0@N100606
bei ng di sposed in said housing, said housing having an
opening therein for inserting the docunent into said
housi ng for readi ng by said rgading el enent, said
housi ng bei ng configured as a faraday cage thereby
pr €¥enti ogntacdedshosddimgl dlbebnt afonfigerédhffor nedntaotlessly reading the
stored in the docunent while being read by said, ) .
r eadi ndgnformatinn fras tha degwment, the yeading eleineny being disposed in said

ot o OO AL NSSE1 2b DER T T AOF B the document
i d js gt | 00 . .
passportosii Jearng e RN IGRRE PRuhE S tousing being

corrpon%ahﬁg@w@l &fl atfarsial e hefdbyspreatgting dnapdoaized eheft of the
to render tThe smart inlay tanper-proof; and c. a )
| ogi calinfemationystomsdpometie docwnpolr avhite ibeingairdad dre said reading
substrate and operative to render the smart inlay
for gerﬁleﬂﬁ@&f. 27. The smart inlay of claim 26,

rate includes a contactl ess

wh [ id. b
ch?]rg?:‘r%d%ﬁégﬁ%ﬁg'gpﬁrﬁ% said informati on exchange
gg%r ay 'c}ﬁ?@ SRstARd ,oﬁ@raﬁ%%ﬂﬁo{@ﬂﬂ&fékéﬁaﬂgé FEFbAN &P con-

ule for providing said information exchange
oper afactledsyy wath anletearréaden) said cbrecsudistraftiuribies r eomdi-
said at |east one physical security conponent is
sel ectiened todnngfie agasineresnacst i ng of at | east one

tear line and at lLeast one patterned adhesjve..,29. T
Lo ot (0N DlysicihSs ettt St Ahas CaRie o) Gria Sigie SU6-
atte j [ - gpt: j e

P e ¢ AP 2B BpetaliTeltS sehd AR lin RS E proth, o8
paict ej [@cﬁ%@ﬁﬂi@%drﬂﬁéﬁ@ﬂ%d&?oﬁ%d By ©ind coheiisttat and
form ng a conposite adhesive structure. 31. The smart

i nl ayopdratiVatowedder thieesnedrhirday forgery-peif. one tear |ine

is selected fromthe group o | ocal .core supstrat.e
t hi2dni ng hentmart dpley %léqma%ﬁfe ‘%W'PB} sal cﬁﬁzr@,éugafr?ée includes a con-

tact:fegg{chipgﬂllo%}qagﬁggyl)r%ivﬁi%g ’seﬁg1 %rfglirrrfat%(ﬁl gxél?agl'g‘é aclpe?eﬁ%iegsy and an an-
tenna connected to said chip module for providing said information exchange operabil-
ity. |

28.  The smart inlay of claim 26, wherein said at least one physical security
component is selected from the group consisting of at least one tear line and at least one
patterned adhesive.

29.  The smart inlay of claim 28, wherein said at least one patterned adhesive is
a thermo-set adhesive.

30. The smart inlay of claim 28, wherein said at least one patterned adhesive
includes two patterned adhesives forming a composite adhesive structure.

31.  The smart inlay of claim 28, wherein said at least one tear line is selected

from the group of a local core substrate thinning and a core substrate perforation.
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a uni que key obtained froma conbination of a first
| ogical link, a second |logical |ink and personal

w0 njosneeeé on. 33. The smart inlay of claim 26, Peivar2e03000606
said core substrate is nmade of a material selected
fromthe group consisting of Teslin and Artisyn. 34. A
smart passport conprising: a.”'a passport booklet; and

podti ot ThesripeC ity oF SPH4G b hf il BARBC ourity fegpure includes
a urS4iRS kERIBLARE! FdnY & ESmBInali8n T ExaRBRA] 1ikOLRELRD logical link

contactlessly with an external reader, “said core
and putsshalkinéorfmatidner condi ti oned to bind to a pass port
surface, ii. at_|east one physical security conponent

codpi ed The samrbinday ef elais20atdicsein saiskeareisubstiaje ixmade of a mate-
ot t inlay t -.pr oqf d iiji.. alogical
rial St Bpm Ui S o Rn R O dhesif PndAitisPhor o supst rat e
! 00 Rk
Fordary & b HReel COABEhRe T | ol By or ovi des

t agper - glpgggf oafsodlaegany - pr oof properties to the
passport; 3§) The smart passport of claim 34, wherein

sabd smasmarhindgy insogparatedad seisl passpeis ookletoséd smag. inlay further
. T(ﬂe smart passport of claim 34, wherein said smart
inclydipgy i s attached to an internal page of the passport.

37. The, Sc'gg(% %gl?s@lga]?@ géétaﬂfv? 31) %'6(5[,% ?éﬁ}ldn%ﬁéﬁgg Iirgi@klgaﬁérrl g%ntactlessly

| east” one curi one

t heyigr fHexteAns réddonOs Al cate si8RHatcOARtHe@aEorldii6n&NEd Bind to a pass-
| east one patterned adhesive. 38. The snmart passport

of pottaiinfadd,, wherein said at | east one patterned adhe
sive .is a therno-set adhesive. 39. The smart passport
of clihi & Isast euecplisicad speprdy companegheoynied & pald caphsubstrate and

o AL T B AR T 1o o
cl ai ;34 Jogbsr felrifPtSinpbnéiRaftorPBRit M sdiliBrd Subifrate and opera-
tive to render the smart inlay forgery-proof,
whereby said smart inlay provides tamper-proof and forgery-proof properties to the
passport; }

35.  The smart passport of claim 34, wherein said smart inlay is attached to a
passport cover.

36. The smart passport of claim 34, wherein said smart inlay is attached to an
internal page of the passport.

37.  The smart passport of claim 34, wherein said at least one physical security
component is selected from the group consisting of at least one tear line and at least one
patterned adhesive.

38.  The smart passport of claim 37, wherein said at least one patterned adhe-
sive is a thermo-set adhesive.

39.  The smart passport of claim 37, wherein said at least one patterned adhe-

sive includes two patterned adhesives forming a composite adhesive structure.
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| ected fromthe group of a |local core substrate

thinning and a core substrate perforation. 41. The
wa@pmsti2zgassport of claim 34, wherein said | ogi BEI/IL2005/000606

security feature in cludes a unique key obtained from

a conbination of a first logical Iink, a second

| ogi cal |ink and personal infigrmation. 42. The smart

passport of claim 34, wherein said core substrate is

nade. of Thenmiet passpoel ef tindmf 3 hmwhéreingsaidpatclensti antd tegr line is se-

of Teslin and Artisyn. 43. A nethod for _tanper- roofmg .
lecteahffomothgegroup o6 8flperd cargpsizhspata thiipe rad AL éugﬁtéaé%lﬁ rforation.

s R e ot PR Y B ey s
Gy 4 BB L0 oo, #5kond i

link 5hE afirFbreh@dan 43, wherein said step of providing
a smart inlay fur ther includes providi n_g an inlay
t hdp. i ndhadasart passpocion® ckimsi4, avkerepresait apse sybsitaie ds made of a

and exchange information contactlessly. with an
matersalselested Bamahe sravp QBT Bel PR AL
congi ti qned .t o, hi nd i fel
odd:  oferryd Rty PrRfRE R (b2 tlly ¢ Bhsspog comprising
the &%}Fseoﬁw strate and operative to render said snart
I'nlfay tanmper-proof, and iii. a logical security
cogponepovidingr Panattdnlayropesativectornmiquily tidenteyaandauthorized bearer
operative to render said smart inlay forgery-proof.
of thespasTpert aid saasfinkayadeptirelydiéing inlosthe passrgst:nd

attachin aid smart inl.ay to.said passport includes
at Pachi # aégpgspﬁsggar{gﬂﬁ&g@ R ngogﬁd passport. 46.

TR 96 AP Y1508 S b oy

therQH@lE68§?§0\ﬂidlﬁglA%Qﬁld3ftﬁut Hichaleat | east one physical
secu rity conponent selected fromthe group consisting

of at |éast aneorcembsirateeopamative to stose andecishnnge nefprmation con-
- adhesive. 47. A nethod for prevenfing t eri ina ...
smar ttapesspo Pith ﬁ%\teXFeﬁEF]u?f@Eera S¢ P%‘%t ‘T"gggta{?nﬁgmer conditioned to

physical,ly connecte 0. an antenna, conprising the
st epsb18fl:t§_ap&smrb§%5£%% | east one physical security
conponent opgf §dsy Bnb PHISREPEERETY component coupled to said core sub-

strate and operative to render said smart inlay tamper-proof, and
iii.  alogical security component incorporated in said core substrate and
operative to render said smart inlay forgery-proof.
45.  The method of claim 44, wherein said step of attaching said smart inlay to
said passport includes attaching said inlay to a cover of said passport.
46.  The method of claim 44, wherein said providing of an inlay that includes

at least one physical security component includes providing at least one physical secu-

| rity component selected from the group consisting of at least one tear line and at least

one patterned adhesive.
47. A method for preventing tampering in a smart passport that includes a con-

tactless chip physically connected to an antenna, comprising the steps of:
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the chip fromthe antenna; and b. using said at |east
one physical conponent to protect the smart passport
Wwo onosiieEeper attenpts. 48. The nethod of cl ai nP@WIL2005/000606

wherein said step of providing at |east one physi cal
security conmponent includes providing a smart inlay
having a core substrate hol dggg both the chip and the
antenna, said core substrate further including at
| egst op@vidinpat hent osebrysieal secorityt bemgonerg operative to disconnect
consisting of at |east one tear line positioned in

the ghip&iom the andemywt Andhe chi p and the antenna and at

| east one patterned adhesive. that gl ues

cofrt act $8 Sé}‘fﬁpf??seﬂge Sy sich _cog%pn%te{ogglt‘%tg%t the smart passport

cl ai rein said providing of a smart inlay with
fonnatta%}pggéﬁe%l%patter ned adhesive includes providi ﬁg at

| eggt OPRe WGhHP 0f elaiRUTE Sitv@eiosiid Et?m’fcbmmding dt lashone physi-

the chip and the antenna. 50. The nmethod of claimA47,

cal sebaisi cosponkempindidenprovidiagsnemartiinlagyhaning a £ore saarate holding
q . . O

bothgtgg tcg?;;] Eegé 25% eg?eagg,l %lagqi I,QB]% glﬂ)esi@% géil?%rgggﬁmgg gl.least one compo-

s SR SR D 4 KBy 8 G B n o

to b%g%hgigg? afll tRe %H%haiaﬁhaa)flléés‘t Rindtpdteasdd adigesiwathat ighees the con-

udes providing a tear line sel'ected fromthe group
tactleeHip ttd (e @ftednd.ocal smart inlay core substrate

thinning and a smart inlay core substrate, perforation.
49.  The method of claim 47, wherein said providinpg of a smart inlay with at

Jeast one patterned adhesive includes providing at least one thermo-set adhesive posi-

tioned to hold both the chip and the antenna.

50. The method of claim 47, wherein said providing of a smart inlay with at
least one patterned adhesive includes providing two patterned adhesives forming a com-
posite adhesive structure positioned to hold both the chip and the antenna.

51.  The method of claim 47, wherein said providing of a smart inlay with at
least one tear line includes providing a tear line selected from the group consisting of a

local smart inlay core substrate thinning and a smart inlay core substrate perforation.



