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FIG. 1

(57) Abstract: Systems, methods, and computer program products are provided for dynamically controlling access based on unique
access criteria. The system includes at least one processor configured to: receive an access request and data associated with a system
record, the access request associated with a username of a user, the data associated with the system record comprising a change reason
and a change identifier, provision ephemeral credentials to the user based on authenticating the user and based on the data associated
with the system record, authorize the user to access at least one target system associated with the access request based on the ephemeral
credentials, determine that the user is no longer authorized to access the at least one target system based on the ephemeral credentials, and
terminate access to the at least one target system based on determining that the user is no longer authorized to access a production server.
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