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SUMMVARY [ 0003] Systens, nethods, and instrunentalities are disclosed
to performintegrity validation of a network device. A network device nay
conprise a secure nenory. For exanple, the secure nenory may be included in
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[0001] This application is based on, and claims priority to, U.S. Provisional Patent
Application No. 61/323,248, filed on April 12, 2010, and U.S. Provisional Patent Application
No. 61/357,474, filed on June 22, 2010, the contents of which are hereby incorporated by
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BACKGROUND

[0002] Traditional security methods may allow for the binary decision on the release of
resources such as a single key used for authentication based on a successful secure boot from

reset. Problems may occur when a successful boot from reset does not occur.
SUMMARY

[0003] Systems, methods, and instrumentalities are disclosed to perform integrity
validation of a network device. A network device may comprise a secure memory. For
example, the secure memory may be included in a secure hardware module. The secure memory
may receive a root key. For example, a root key may be received by the secure memory at a time
of manufacture or a time of provisioning. The root key may be stored on the secure memory and
may not be visible to software or hardware outside of the secure hardware module.

[0004] The secure hardware module may receive a first code measurement (a
measurement of first code). For example, a processor such as a processor associated with the
network device comprising the secure hardware module may select a first portion of code to
measure. The first portion of code may be stored in a memory associated with the network
device, e.g., ROM memory, RAM memory, etc. The processor may measure the selected first
portion of code resulting in the first code measurement. The processor may provide the

measurement to the secure hardware module.
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[ 0010] A nore detail ed understanding may be had fromthe foll ow ng
description, given by way of exanple in conjunction with the acconpanyi ng
drawi ngs.w02011/13)®11] Figure 1 is a diagram of an exanmpCe/useng/o0Imsen

Evol ution (LTE) wirel ess comruni cati on system [0012] Figure 2 is a block
di agram of an exanple of an LTE wi rel ess commruni cati on system [ 0013]
Figure 3 illustrates an exanple device with a binding between device

val i dation anﬂmﬂﬂ“%ﬁ%@@&%tag&tlh% -disclosed m[ﬂg(% b afth e Rich thdyl AR 4r@t €S an
exanpl e of a physical binding of integrity chec mgﬁgand aut hentlcatlon
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ﬁ%@anéh B L PG W6t Xﬁ[%\ée\]f}%iagg IB% 1h%grlc§z'lﬁ?c.i?c(r§t %‘aﬁéx%ﬂl REELCR

devi ce authenticati on. rat es an exanpl e of
val i dat i etak&etilepmey Bﬂoalﬂedn«@yndjas@ttmmlmto om ¢ranore stages of authentication.

At each stage, the authentication may branch in a different way based on stakeholder policies. A

stakeholder may be able to manage its policies externally.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010] A more detailed understanding may be had from the following description,
given by way of example in conjunction with the accompanying drawings.

[0011] Figure 1 is a diagram of an example Long Term Evolution (L'TE) wireless
communication system.

[0012] Figure 2 is a block diagram of an example of an LTE wireless communication
system.

[0013] Figure 3 illustrates an example device with a binding between device validation
and device authentication.

[0014] Figure 4 illustrates an example of a physical binding of integrity checking and
authentication using a common trusted environment (TrE).

[0015] Figure 5 illustrates an example of a binding between validation and pre-shared
secret based device authentication.

[0016] Figure 6 illustrates an example of validation and pre-shared-key based
authentication.

[0017] Figure 7 illustrates an example of a binding due to TrE granting conditional
access.

[0018] Figure 8 illustrates an example of a binding between validation and certificate
based device authentication.

[0019] Figure 9 illustrates an example of a binding of validation and certificate based
authentication.

[0020] Figure 10 illustrates an example of a binding due to TrE granting conditional

access.

[0021] Figure 11 illustrates an example of a binding using gating functions.

[0022] Figure 12 illustrates an example of authenticating in multiple stages relating to

an exemplary boot process.



[0017] Figure 7 illustrates an exanple of a binding due to TrE granting
condi ti onal access. [0018] Figure 8 illustrates an exanple of a

bi ndi ng bwowesm3vali dati on and certificate based devi cePalifisentiodzasé on.
[0019] Figure 9 illustrates an exanple of a binding of validation and
certificate based authentication. [0020] Figure 10 illustrates an exanple
of a binding due to TrE granting conditional access. [0021] Figure 11

i | lustrates afpoexambse %A?ﬂhﬁirﬁ@é aﬂﬂexh'l%?l@ﬂz cﬁiﬂat\!vﬂgwfn!éﬁ'%b&ﬁéents ofthe [0022]
Figure 12 illustrates an exanple of henticating in nultiple stages

rel at i ngdiselogad sestemgpindrnyetingls mag be arlgmented.

[0024] Figure 13B illustrates an exemplary chip with which embodiments of the
disclosed systems and methods may be implemented.

[0025] Figure 13C illustrates an exemplary chip with which embodiments of the
disclosed systems and methods may be implemented.

[0026] Figure 14 illustrates exemplary key derivation functions.

[0027] Figure 15 illustrates exemplary key derivation details, including a signing
mechanism.

[0028] Figure 16 illustrates exemplary multi-stage key derivation details.

[0029] Figure 17 illustrates an exemplary booting sequence.

[0030] Figure 18 illustrates an exemplary boot sequence flow.

[0031] Figure 19 illustrates exemplary network communications relating to multi-stage
authentication.

[0032] Figure 20 illustrates exemplary start-up and post-start-up configuration
procedures.

[0033] Figure 21 illustrates an exemplary chip with which embodiments of the
disclosed systems and methods may be implemented.

[0034] Figure 22 illustrates an example of extending the integrity checking process to

UE communication.
DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0035] The figures may relate to exemplary embodiments in which the disclosed
systems, methods and instrumentalities may be implemented. However, while the present
invention may be described in connection with exemplary embodiments, it is not limited thereto
and it is to be understood that other embodiments may be used or modifications and additions
may be made to the described embodiments for performing the same function of the present
invention without deviating therefrom. Some of the disclosed systems and methods may provide
secure multiple stage authentication. Although generally described with reference to wireless
devices and networks, the disclosed systems, methods, and instrumentalities are not limited to
such applications and may be applicable to any appropriate devices, networks and/or systems
that may be capable of implementing the disclosed authentication. Further, the following

disclosure may describe multiple stage authentications in relation to boot-stage activities.
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[0023] Figure 13A illustrates an exenplary chip with which enbodi nents of
t he di scl osed systens and net hods may be inplenented. [0024] Figure 13B
i1l ustratwe 2an/esAampl ary chip with which enbodi nents of pChasdiizobmsed
systens and net hods may be inplenented. [0025] Figure 13Cillustrates an
exenplary chip with which enbodi nents of the disclosed systens and net hods
may be inplenented. [0026] Figure 14 illustrates exenplary key derivation

functi onggowever, ik Q04D ﬁlu;éadohlah@aq& A8 s X SIRhARHOEY, affT | vat i on
details, including a signing mechani sm
instrumentalities are not limited to boot-stage implementations. Multiple stage authentication

may be broadly applicable to implementations in any appropriate multi-stage process.

[0036] When referred to hereafter, the terminology "wireless transmit/receive unit
(WTRU)" includes but is not limited to a user equipment (UE), a mobile station (MS), an
advanced mobile station (AMS), a station (STA), a fixed or mobile subscriber unit, a pager, a
cellular telephone, a personal digital assistant (PDA), a computer, or any other type of device
capable of operating in a wireless environment. The terms WTRU and UE may be used
interchangeably. When referred to hereafter, the terminology "base station" includes but is not
limited to a Node-B, an advanced base station (ABS), a site controller, an access point (AP), a
home Node-B (HnB) or any other type of interfacing device capable of operating in a wireless
environment. The terminology "WTRU" and "base station" are not mutually exclusive.

[0037] Figure 1 is a diagram of an example Long Term Evolution (L'TE) wireless
communication system/access network 100 that includes an Evolved-Universal Terrestrial Radio
Access Network (E-UTRAN) 105. The E-UTRAN 105 may include several E-UTRAN Node-Bs
(eNBs) 120, a Home eNB (HeNB) 122, and a HeNB Gateway (HeNB GW) 132. The WTRU 110
may be in communication with an eNB 120, the HeNB 122, or both. The eNBs 120 may
interface with each other using an X2 interface. Each of the eNBs 120 and the HeNB GW 132
may interface with a Mobility Management Entity (MME)/Serving Gateway (S-GW) 130
through an S1 interface. The HeNB 122 may interface with the HeNB GW 132 through an S1
interface, with the MME/S-GW 130 through an S1 interface, or with both. Although a single
WTRU 110, a single HeNB, and three eNBs 120 are shown in Figure 1, it should be apparent
that any combination of wireless and wired devices may be included in the wireless
communication system/access network 100.

[0038] Figure 2 is a block diagram of an example of an LTE wireless communication
system 200 including the WTRU 110, the eNB 120, and the MME/SGW 130. Although the eNB
120 and MME/S-GW 130 are shown for simplicity, it should be apparent that an example of a
HeNB 122 and HeNB GW 132 may include substantially similar features. As shown in Figure 2,
the WIRU 110, the eNB 120 and the MME/S-GW 130 may be configured to support a mobile
originated power saving mode.

[0039] In addition to the components that may be found in a typical WIRU, the WTRU
110 may include a processor 216 with an optional linked memory 222, at least one transceiver
214, an optional battery 220, and an antenna 218. The processor 216 may be configured to

perform bandwidth management. The transceiver 214 may be in communication with the
-5-



[0028] Figure 16 illustrates exenplary multi-stage key derivation details.
[0029] Figure 17 illustrates an exenplary booting sequence. [0030] Figure

18 il | ustwates/mamiexenpl ary boot sequence fl ow. [ 0@B8T]USBIgOB83d 9

il lustrates exenplary network communications relating to nulti-stage

aut henti cati on. [0032] Figure 20 illustrates exenplary start-up and
post-start-up configuration procedures. [0033] Figure 21 illustrates
an exemphaj¥ssGiiig aYMl R aﬂé@h&@l@@@a@ﬂh%@ t@ﬁsﬂlﬂﬁ)nqﬁﬁ ?éc@jﬁ%q of¥ateEs and

met hods nmay be i npl enment ed 34] ure 22 illustrates an exanpl e of

ext endi ngommnmﬁmgrAq%pt@h?é@kﬁ%]g2 @@e@suw e Wit hiddarpwer. thOETAI LED
DESCRI PTh (N Ger! i b URIRA po¥Es s EMRED! MENTS

[0040] In addition to the components that may be found in a typical eNB, the eNB 120
may include a processor 217 with an optional linked memory 215, transceivers 219, and antennas
221. The processor 217 may be configured to perform bandwidth management. The transceivers
219 may be in communication with the processor 217 and antennas 221 to facilitate the
transmission and reception of wireless communications. The eNB 120 may be connected to the
Mobility Management Entity/Serving Gateway (MME/S-GW) 130 which may include a
processor 233 with an optional linked memory 234.

[0041] The LTE network shown in Figures 1 and 2 is just one example of a particular
communication network and other types of communication networks may be used. The various
embodiments may be implemented in any wireless communication technology. Some example
types of wireless communication technologies include, but are not limited to, Worldwide
Interoperability for Microwave Access (WiMAX), 802.xx, Global System for Mobile
communications (GSM), Code Division Multiple Access (CDMAZ2000), Universal Mobile
Telecommunications System (U1 VITS), or any future technology.

[0042] When referred to hereafter, the terminology "Macro Cell" includes but is not
limited to a base station, an E-UTRAN Node-B (eNB), or any other type of interfacing device
capable of operating in a wireless environment. When referred to hereafter, the terminology
"Home Node-B (HNB)" includes but is not limited to a base station, a Home evolved Node-B
(HeNB), a femtocell, or any other type of interfacing device capable of operating in a Closed
Subscriber Group wireless environment.

[0043] For purposes of explanation, the various embodiments are described in a Long
Term Evolution (LL'TE) context, but the various embodiments may be implemented in any
wireless communication technology. Some example types of wireless communication
technologies include, but are not limited to, Worldwide Interoperability for Microwave Access
(WiMAX), 802.xx, Global System for Mobile communications (GSM), Code Division Multiple
Access (CDMA2000), Universal Mobile Telecommunications System (UMTS), or any future
technology.

[0044] The terms Client and Device may be used synonymously. In addition, the terms
'device integrity validation,’ 'device validation,' and 'validation" may be used synonymously as
well. Validation may be a process of verifying integrity of parts or whole components that

collectively constitute a communication or computing device. The parts or components may be,
-6 -



[0035] The figures may relate to exenplary enbodi nents in which the

di scl osed systens, nethods and instrunentalities nmay be inpl enented.
However, wbi2be/B3bm1present invention nay be described i RCTasa@atosmse W t h
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systens and nethods may provide secure nultiple stage authentication.
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integrity checking, such as device integrity validation where such validation may be performed
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[0040] In addition to the conponents that may be found in a typical eNB,
the eNB 120 may include a processor 217 with an optional |inked nenory 215,
transcei wo=20013021and ant ennas 221. The processor 217 neg¢ThS2@ensiogur ed to
per f orm bandwi dt h managenent. The transceivers 219 nay be in comunication
with the processor 217 and antennas 221 to facilitate the transm ssion and
reception of wireless conmunications. The eNB 120 may be connected to the
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a processor 233 with an optional |inked msrmr% 041] The LTE
net wor k 8prbwis cradeiatpdpielidatipngstored yithiger by e Tak abhs! Tt ey sequsg paricu [ter

communi caklan, ARLHAH AKOHRFLqb KRS AL EOTHNL AL O AELAISKS ITRY. be

used. The various e i ments enente ny wreless
conmuni catd i capebiliffob agsess Sdmee @x@npb@entlylpés d@flcwutl@mewomcstmezm‘mlan pon

oo AR DS B AL R LR LS BORLAR 1Y
comuni cﬁsn@rﬁo%@\e)f theCtrﬁethmny s¢qoire MsrhnuyfsbmtA@qae@sss(@DMé)a@)hpatldm ver sal
Mobi | e Tel econmmuni ca ons stem TS) et chnol 9

R T e P
but i s naodterfdced tbéﬁhch@ns&tpbﬁc&ﬁo@toﬁltheQRVlcaButEhMR/&NtsNEdﬁT B:. (EﬁNBﬂ)lﬁ:s mcluasny ot her

type of interfaci devi ce capabl in n.a wreless envjronment.
Vo ¢ et Bt gang Rt S5k SRR e Bl ARG P Bt RO P s
but i s nabvitd, Bad/@thntiRe@acb a3 f Flgatd Pr odet oo atNdlivAidn NadraBné HaNBy a

fentocell, or any other type of interfacing device capable of operating in
a d osedr@ﬂﬂgé‘?c}l{?é?“@s&@ﬁfq}ﬁ‘W&P‘é‘é%eqé@vl ronment . [ 0043] For purposes of

expl anati on, [g081]V ahia@iSio. TRAb BN pHar 8 Be dOS&S ﬂukﬁfi:rﬂoﬂn 8nd-@Nford 6f ik Evol uti on
(LTE) context, but the various embodiments may be inplenented in any

wi r el ess [UowREYRSROf SHCHAE h AoF SyUonSsmebeRameTs kel afevige pehensigation

conmuni Catdcqhh. tA%nlepﬂuﬁaio%snay%If&%phéaﬂéns%ﬁ de%tﬂe UBets@lird ﬁocéé‘ﬁﬁ i G
Interoperability f M crowave Access (W MAX), xX, 4o stem for

Mobi | e cdiasioghst ﬁ@ﬁtgon(r@me foGygbc s @rmﬁthmdq\fﬂcmaeth%@ets@) (d@uvmeftm)
Uni ver sal, mrg&ssi[%ﬁ&f Wﬂh%&'&%ﬂ%@%ﬁ& §Pthé yM@meg%‘#g@ﬂ} mIeHEééEe

t echnol ogy The ternms Ci1ent and Devic e used
synony mouslugding|inlcdaids t4) ohligutvel foedavie agibeitisatidnng @garsagﬁwxvl@ang@imtwmn the devi ce

val i dati (aQ\nce i abél}i?\k/@%??/‘opyﬁet\ggﬁq bggedl'z@gg ¥é}? ﬂ:l%llﬁl \/\%%6? %@Me 4 IX ﬂedat 1 on

may be a proces ying integrity of par nponent s t hat
col l ecti vsfldyfonmmag'etemteng:sd@lrfrrnmibmamhtomyaﬁqmrmm ptgcedsvg frem withen thart s or

corrponen O%erd 3§ fi r.mar e
(FW, an or con ;\'bcﬁ?%l?on 527) X te Al este;a‘goartnﬂegsﬁ‘g?raxcm eli to a

process \hetienstte niagl@nt iequirectcurineprocssingircatwitin the TAOOPLAE tla\gced;e;\dec eis

verified er c{entlatls us%&l % Q\Eiiceceilutt engic%tlg'n Xr%rthé icrgcrléntials used for device integrity validation
may not be the same. However, such credentials may be configured to be bound to each other.

[0052] Figure 4 is an example of a device that may use a physical binding in a H(e)NB.

For example, the physical binding may be performed by the use of a TrE for both validation and
device authentication. In a H(e)NB, for example, the TrE may be designed to perform the entire
processes required for device validation. These processes may include at least a part of the
process that may require the most secure or trusted processing of the processes required for
device authentication, or the whole process itself. If, for example, the device authentication
protocol is designed to use a pre-shared-key based approach such as EAP-AKA, the TrE holding
the AKA credentials and the H(e)NB may be further bound to each other. For example, the
H(e)NB may encrypt the data that is needed to compute the AKA credentials used for device
authentication such that decryption may be limited to the TrE before conveying the data into the

TrE. The TrE may securely store the key needed to decrypt this data. In addition, a further
-8-



[0045] In the context of an H(e)NB, a binding of procedure, such as binding
the results of device integrity validation of the H e)NB with the procedure
or resul twofodenine aut hentication may be perforned. Vapcoas2mebmds nay be
used to perform binding of device validation and devi ce authentication.

[ 0046] Al though the exanples of binding nethods applied to the device
integrity validation and device authentication are for 3GPP H(e)NBs, it
shoul d b%mkiﬁ%‘%ﬁa%"b%%@taﬁd&é% WG EcImRid %&f&ﬁﬁu&ﬁb@ﬁ’tﬂiekfﬁgv&lf?ia@&b’an@tdﬁ%e

conmmuni cati on or appl |cat| on device t has a requirenent for device

i nt egri t puthenticeliomiip hegameedstiomal aropine saenrieprorosak push as IKEV2. {Iﬂblﬂ}seTypu cal
device authanthifaioh QiR sLIh BRdind plali®e SU@NB i BN PRbikdY {efiintReMEldnl | NY
t he AKA cr\gﬁtl:&afos C(t)nteal ne |Sn erllgTragstegd énvft;?;érglne%ﬁ% ef‘ ! [I%eese

pr ocedur esd messagecixclzdgs edweaahd de)EB (dndnts i ek dnd thegretwaak r:ntates on and/or the
possiblibilit bj (?i ? t

aut henti cati Oﬁm@?,] AS éﬁ%g)g %%EI%{”%(%{%% %dl{i‘%\eqﬁ&%%ﬁﬁg ?gglhglé\%‘/tlmq%\gl ﬁgus&gl ocess
and/or r écmdetne@ﬁalxd@ﬁﬂmd authéreicaticpatin @mnml@' oﬂwelogezﬂfomdrrgdnayMO tisepbssapfe

may b cP B K BAe- der o0 a SRt hsenan dcum R g S ERusFRapRgRr “enee
process afesdat @)petfsmt messagils reimecd ybetthesfaraicss sf é dd@elfmethe/pdrp@kaﬁ ofon and
the logical entit or .entities.or Qcess ed.b cess of
tovi oo adpvensbn Rl oRsyE Rl K Ry haber R IERmnihysRad “ant Tty
used in wgldasaddlbgnfehﬁd@lﬁwﬁ@su@iﬂddaibir@ﬁorpwmw&ﬁ ofletich as a physi caI TrE
and/ or a specj f|§ secr et or as) ve a direct correspondi ng

rel ationshi p {954 JRgE5eca 1d3élﬁ{1ﬂa§fb(: Q%ﬁl t‘égreéﬁﬁle?l A5 OAsd GHithare fil es or
data or keusnichthat are either used in or used by a device authentication

process. 0049] Figure 3 shows the two different types of bindings
represented at%nc ?V&‘rwa ligatigs ot Hep)ByRayde Peiosel o balwad o thepgehaied-

device i nz&}ewse& Mltweah&a%ﬁ irPshe R RBEHbEnaBY ofife ﬁ)%wgrﬁﬁgisl&ya@/&%géa@d entity,
for exanpl'e a hardware-based secure environnent that is secureéq)gNBbye dded
t

i nto thenekangsers of pindipe. Byopityaigallygrindipgthpiraytpgenvaparheny (Tnky o ey H may be
referred uélﬂ%éﬁpt%éﬁgﬁc %ysfaﬁ@cﬁ(l&&l!}i@ﬁa%&w eyéehhéglgb&bvéa{ AOrAf o fagllogag

mechani sm t a common IrkE t pe or ns Integrity c ec ing of the
devi ce, & RelNBsathe Xpysanil ciederftialsmayd prateoied ot ipagtinseieghao i end theH(e)NB.

aut hent i 0], i L8 d TrE may
reside i ﬁg%sélg pglgr%%gl[ﬁlgcg % rclﬂéﬁ%!ﬁ:s t%(%)wrregﬂﬁen%]acsiaggﬁlce (éﬁ% %%H@C%ay perform one
or nore ofthttieatfoaml | ow ng functi ons. Devi ce integrity checking, such as
device integr i.dati wher.e t| on e d.locally
on the devi cetot();yfﬂea%ﬁfglﬁ%%%lﬁurfbadtge :fn Iél? g{:ses ethie e E’é%ﬂr%ge ﬁ%aﬁg {he

capabi | i TSU/CCES@fu&QCIﬁS}SpI&C’Eﬂd mmm&gdefhgurassf fios thy &tH clag nmlprocsetdlbadkm)ﬂaht n or
by the TrE t he device authenticati.on ocess
Chat r equiiad Mou ik A BEETF gBRiy RS i FE Bt o el GloEhG “ang

t he capabi(d)NBy It @daaé elssk &mdntblgﬂy sebE Qlf(e)NBedle Ml alag ufeahe DevMtc€alidation

aut hent i catl on g & E the Tr O her capabilities may include
per f or mi (Y %@Lﬁt%fe‘gfnd g rge t h§ éﬁé‘i’?lgﬁ]ﬁ )i cations residing outside of

the TrE that [Ua¥7] e@Uink €2)S®BE UFE hity S€ARIHLY itRh REL S, BPwhithBRGriRPbi€aAl | ons
may access or use their own secret credentials 1gnot shown in Figure 4). The
&

TrE may PRr&degarsihinside feedtragd thg peblicore/inppdy avatabbe erlleRB-ddgi ce but t hat

are out sipghgu@éwtt 5 hEXAIRBESay! %%ﬁérht@ ¢his RYtpatfafd POLidk ¥ ERGicAO necdRd it er f ace
(2) of Figure 4 for device authenticati on@q&r ocessi ng on the device, and/or

an i nt er fegkethepyblistkegiayilableo the HioiNe dhe hds devich &widaten uasicapll maations
that may tﬂeeﬂﬁ'p'h@até ﬁ%%lgﬂ'ﬁ%@%&%& (e 1ihk @pd@fn&@&l th lflglﬁe gf & indicate to the device

authentication function outside of the TrE one or more of the following, for example: the ID of
the TrE, the message indicating that the TrE has successfully verified the integrity of the rest of
the H(e)NBs, and/or authorization data indicating that the TrE authorizes the device
authentication function and may be authorized to proceed with the procedures of device

authentication. The TrE private key may be used for signing this authorization message. This
9.



[0051] In addition, the non-TrE part of the device may perform one or nore
of the follow ng types of functions. One function may be a non-secure part
of a deviweauttientti cati on function. Another function nR¢ThS2610/032036
applications that do not require secure processing fromthe TrE. Anot her
function may be for applications (other than device authentication) that
require secure processing fromthe TrE. The non-TrE part of the device may
suppor t iy k66 faAGeSessh RGhMOuT i, Ohe L {BGE«SmE BeuRfprdtie @, gecaﬁabfllﬁfes dewt ¢fr

aut hentication, a nessage exchange between the deV| ce s capability (d)

and/ or abrighewlsvike Mh@dcmﬁwﬂ%@n@gﬁ(emﬁtwcace (6) of Figure 4 may be
used for messaesexAlanaas: fof. dHREhleaas. kAR  BIYLNE: ARRHiGLBE 0CCSST Ng
fromw thin tﬁ@ %JrE on the Devi (I:éems selg)%g nter aée%?qg i |gdré1 4 may be
used f or furessmgusidxahbn fdsmiydre deglnteﬂbaﬂmk t&)mthﬁﬁggurﬁdi Theql(ﬂ)Né ngayoue it y

pr ocessi h nt i ed for
devi ce aﬂ?%én@llmé(\g %hgénl?mta %? Eegt\:’%& ent| Fnﬂe es 1b§ h gleﬁ 55 )c%%l ént@l: ?uqilf/é

val i dat i &ay maybm@theblaeﬁ)manmmn Haweioar, Orsﬂﬁmlm‘mdkmvalhibb torehy deeceonf i gur ed
to be boun

that rmy utgentlcatl(ﬁlci:ulilcglgil plbOl‘t 1tS use[ '9196 sk{@ggh% ﬁlfo ey ma fg)lr[FCL‘%yt ?]%llge @EVI ce
bi ndi ng mfalylghhfeSperforrred by the use of a TrE for both val i dati on and device

perform t ne oaFNe TheahEbSan s SRHGH it ce ool VoRTT b NGG

pr ocess egeviayauthdalicaden aa&ldi@aﬁthuath@ avk, fefthd Reers pERSH sbhidity-saayitivequi re the
nost secure or trusted processing of the Frocesses reqU|red for devi ce

aut hent i CHCHH,hEMmay e rHBrEop oty hirpticaren prpgedurey, Thy BRI O HAICHIE ce

aut hent i gad biinik &iPePicd HayiRSdepRed blyPind &8 iPFiRHRSSTRY Reuk giochamed approach
such as EAP- AKA, the TrE hol ding the AKA credentials and the ;&?) NB may be

further SYERELYGT devigs aythepticatipnyiasyss thsl sscret druicpipaiogEcanp cedertiphiPiehe dat a
that is pgededH.a L %Mp%tetm LS He Qﬁthé‘}ﬁl%atlb%%ctlgﬁ quéeq% send to the

aut henti cation such that decryption imted to the TrE before
conveyi ng/A/h8ergertiar thetager th éutherEwaWH@ H()/E‘IW?W%JW @nay bstdepieted [dinké§ ineeded
to decrypf Eehis data. In addition, a further binding may be obtai ned by way
of conbi ni ng i'nf or mati on about device validation and device authentication
in the same sH969lonllyfdegice anthamticatioo dyrictign mnbpmc@ld to ewbingadathiKdEIding thet hi s

Case, deﬁhtﬁ%o t&cijﬁ&h% s%éﬂré ﬁ% dlil%E éjsgﬁgi c@gu 1cQt?o ﬁ)"rlg\adéd:]ﬁ?tt t would

reqwreacert Ininteractio ange et wee B (and
its TrE) Tahdvithiee Ndtwiarierenth thaehe AAA serv[eﬂfhﬁﬁitutmtlcke@thle u@adtye)éﬂiel er,

| ogi cal |s nothe f .bindi.n used for . ev ce
vari aat | QKOS AP huShe (RSl a0 A Pisb S e kol BR8N Bl o
use the slatmlepmsk@ta ﬁxdﬁiﬁwﬁoc@mmﬂfl}pl@ﬁn &umesﬁthvﬂ(@NBspmnﬁ:obfsucﬂqhae sanme

or commo Q tocol nessa orm ssa es. r ired to be
T anet oy M OnTHS PR B ERR b TR o8 BRI P Tt 8 IER sk ang
devi ce alptd’ﬂtﬁﬁlslsﬁai s THSt maysbenohadbréd alotet the tphyesice althdntiogtionguivabhods and

| ogi cal ?dl ng net hods may be used in conbination with each other.

[ 0054] DaFilua %chﬂrétﬁ’ll‘eﬁ‘?n%‘ﬁ? TBRetigBUNGEY: pre- shar ed- secr et - based cl i ent
aut henti cati o@061] The validation and device authentication may be bound by having the H(e)NB

and the TrE performing, collectively, a designated part of the procedure of device validation and
the procedure of authentication using the same packet or same message. This may be performed
in a common communication session or in successive session(s) of a common security protocol.
Example of such protocols may include the IKEv2 protocol, TLS, TR069, OMA-DM, and
HTTPS. The protocol may use a pre-shared-secret-based protocol, an asymmetric key based
protocol, a symmetric key based protocol, etc.

[0062] Figure 6 is an example of such a binding mechanism, where the validation data
and a part of the authentication data may be sent in the same protocol/session/message. In Figure

6, line (1) shows that the device validation function (DVF) inside the TrE may perform the
-10 -



[ 0055] Device validation of a H e)NB may be performed to be bound to the
pre shared-key based authentication in one or any conbination of the

fol | owi ngwphysiyisaditand/ or | ogi cal mechani sms of bi ndi ngPCBUSpéysB8a6 | v

bi nding the trusted environnent (TrE) to the H(e)NB by using cryptographic
keys and credentials for nessage exchanges between the TrE and the rest of
the H(e)NBs, the keys and credentials nay be protected at |east inside the
TrE, andptheaH Ig(cﬁn)vlﬂ@ intddHep cRRYin@ BRPYeYifd thﬁéﬁﬁeﬁﬁm?ﬁ&g%@%%m%ﬂeﬂ@%@ aehe TrE
and the H(e)NB for device authentication Referring to Figure
5, the TH®) ¢ presarvediye okl viiee demcegﬁhctayomre(ﬂqnealpsl(l%)tmat th¢ D¥liceayase ul , it
nay proc to
link (2) %1&%}11 d((lc%)bf{ f‘ngiEgS%Elg) (?%nﬂcgcl oﬁ%’lﬂftﬁlbﬁcgjetg §/rp él?)trllng% :aﬁlgsdt he
devi ce awmdueed foc d@\u@nnﬁegmw chaykingfand heifidg@)nNBhis Ireﬂaatmndm mppbedaied thyghe
integrit h . the TrE may use the Device Validation credenti al
st or ed |§°§%?el}“‘i“‘?‘%ﬁ§@é€‘ll§‘fﬁ‘e link (1) in Figure 5). [0057] In link (2),
the TrE nmay bEO0e3jui tplrmdle\htmhmw Keylepied authenficapin Gnctidre(Dovh) vaside thakte) NB
stored secur elfgr | nsr de }ehse I E 3 Eid TQIE“J%H b rglcret ree an?de avail able to the
H(e) NB. THe PRafUt 2EPUTEr 61" Pk %‘ era EhiS k) pair and
provi de uhateartaddd saate ka}ebde@rjzpuomamlgrh@ hmu\bd:dnﬁtsédﬁa/ndam&mle&hl AANO t he

H( e) NB. h T d ti | it he. TrE t
ey 1o sPgRe  aSSRgEPEIH P (2] RALIF CrBaoRR gt S-S Sl Rt Bapl 1 o ¢ he
devi ce amabeatupeamwﬂhd‘numddl @ypt@gﬁ;smdley%r usOuridoFhOMe i@ huthBitRa@fn t he
follow ng, for exanp the TrE, the message i ndi catjng that the

Tr E has é‘lfésé‘éf’slérf)tﬂc?vo %PWF N@H’ “Pfﬁ éhel %%@fw figpegd of the Trles Cripfo ¢HabPe) NBs,

and/ or a@t@@itb%)@ifbrﬁﬂso%t& tﬂeﬂﬁtbﬁﬁtsteﬂgnéeh@d folr R ]iH%r@déHﬂ@rT%%tté&ﬁed@yl ce
aut henti cation function and be aut horized to proceed with t

pr ocedur 8% S agEsrEee %WFFéWP‘T Eéf jagth thetigg” fhﬁtehepPﬁv Y Relp rﬁ%‘ﬂ@@d 8‘%@6 for

si gni ng i Syl fRid A9 RofiBRSROE. This authorization message may

aut hori ze the use of sone secure processing capabilities of the TrE by the
devi ce aut hent0064lk | Bis IPAK exay yitiasha deyéicelqudpmiRatiwnpreeedure by Selfda}@%] The
transter Qi AN 15k 9050 TER3A0% WOMARRNTE B ddkiie pifkL FEerBldiept i calion
function oBTskln (t)T ::aﬁees Tr EQ%Bfl ]{)e etglgrcvt egf%‘yKFi nk ?O P\?%rt e Fl}gure 5.
The H(e) KBk tlms@e@ag&@amﬁﬂm@dmwﬂHﬁEiSAJINI?éBeq\e@dnqswgvén ifiy the

si gnat ur e

pre-prov:jb‘)seigi.‘f?fgt ?ﬁqgllqg%sr lnl'E%% %athgﬁg&rly%? ;e[lrgl\?lmd‘ggﬁ‘lf%gge( av ”?%Bﬁgytﬁ éosg%l Eondew ce
aut hent i €3 tbat stlggw‘s iforexpmpler setwity paramster indérxe(Sibanong vther thinks iochkdrAmay be
depicted i C uthentlcatlon
function r%er ttﬂe Ser s cu?ceke @c%g!fs%eneratggogb()fl[tﬁw?é Q-i%roceasé\e/m%/%r & AERTiI°¢8t i on
residi ngIMAHehllﬂD trhe sttp maybedepidied lbya]ﬁrtee{W bt)mtbeFifgorerﬁ securl ty- senS| tive

functions tha y he uired for th at rocedures. This
interface for[@@ue@q%géﬂﬁerdﬁﬁyﬁﬁ‘?ﬁﬁbﬁ@ e?\'l‘f"bgn E d&picted by Iine
(5) in FigBreA SNITRespSRR Wic@sapt FARES] WgreGapaiiiell d the bﬁﬁoodem he dadédramak.cati on
may use the secret device authenticat] on credenti al e-stored in the TrE
to conput'@SEHSSILE HgY otded “&fBT%flPPHé PieRa st g‘ﬁ ‘Fftﬁlﬁ%(tsﬂlﬁ?? PaderiesPuPlc send to
the AAA ﬁeyxerpﬁcgen&mei babot g DA pRstefie Mid th@fcevel' hewi(ie sNBIDeMiCep idhi s may
be depicted in line in Figure 5. [ 0060] The device authentication
function ﬁ%?}e‘b'i’bk@éa Ct)HlFé&‘trﬁénge data, including the data conputed fromthe
secure procesgmaq CARAPAF hltazsefn@r1nQQYéVCRuﬁUR$1ﬁ@§th%§§ag@ﬁVIQJM&ﬂ%CL Py the TrE,
with the AAA Server, such that the AAA server may authenticate the identity
of the H(UéIﬁNBUHé\Re@EﬁSt mpisageriagasp EKH e est theichesen nrﬁ@cql)zyuqhwlquiegeraet@ Thi s
function,gpy. B Gankd 184 _an c@nﬁg%&ti%ﬁ l(@OﬁFﬁ?)a%/(ﬁ)éﬁ Bﬁt‘ﬂﬂﬁl %@r RCRificatbOr

exanple, in the case of the H(e) NB, protocols such KEv2, TLS, TR069 (an
appl i cat iresiedt eperCarRiEQLiolte, A@‘mew pY &pisted by ling(7- eMeﬂflgwmﬁe?olq tagtefrom

pr ot ocol i t
authentl?g?ﬁ%ﬁwﬁﬁgggﬁgﬁhﬁggegﬁwﬁ ?%??ﬁéﬁgﬁ§§$&g$%gﬂ§2ﬁ§??g é?ﬁ%%%?%hs by
itself. gmwnn@D@@nﬂth@jvakmdEmuamnahdmdévkdﬁ &uﬁheﬂDt6@0@@hzmﬁypmHMbound
by havi n IIVQI”eCE!IJg Eg Il\llgst%{]d e Trte%tee%or P‘cllengaht (Llne Tit % gl’se gftgeﬁeygnat ed
part of Fe procedure o ev ce val i'dation an 6 gcedur e 'of
authentl@ﬂWﬂ@ﬂiM@hﬂgIDhﬂ%saﬂehp&ﬂhﬁnmﬂmAEam§u§H$eagEsCﬁ@uﬁC@th@eTﬁéyforned
in a conmon comruni cati on session oriji.ln successi ve session(s) of a common
security protocol. Exanple of such protocols may include the | KEv2
protocol, TLS, TR069, OVA-DM and HTTPS. The protocol may use a

pr e-shared-secret-based protocol, an asymmetric key based protocol, a
symmetric key based protocol, etc.



[0062] Figure 6 is an exanple of such a binding nechanism where the

val idation data and a part of the authentication data may be sent in the
sanme protwoabligssxdiion/ message. In Figure 6, line (1) sheas/ush@t/osives devi ce
val i dation function (DVF) inside the TrE may performthe - 10 - necessary
device-integrity-checking to verify whether the integrity of the conponents
of the H(e)NB are preserved or not, using device validation credentials.

Not e t hat, fhenRWk %%mﬁ@%fn@%&ﬁé tHeYD-Pr R¥LAH kBY. ThErektiBnshiFhPioar aphi ¢
capability (TCC) to ger orm sone functions required for device |ntegr|ty
checki ngdamﬁe@b)‘lﬂiel(ﬁ til5eure$hi s rel ati onship may be depicted by the dotted
[ine (A) of Figggie fhe Ann schQOGR sohll SRIBAIAISL MulFPRebDf ARUEE (b

aut henti cation Fu]ncf[lleon ?8 I¥ [ nsﬁﬁﬁt e He)NB- may p(és{])?ofm a | rovgzelcure
such as avomdrtfmae-IKlELAHﬁHrReé@nB@ mmsagﬁeﬂmfeﬂt\’@rtseied aspthanromval)t ihdnding at ed

shar ed- k i LORI t S ernal  AAA
Server. - M afbpE bR AR APReRLIR: 35 1 SRED, R oL ST 0% o

devi ce aﬂkhémaue(;&\m@m) if emdwarayqusgitd blspthaI?ARlamAh@nmucatandéhaﬁeggﬂt(Agmaph| c key

for use ng.the devi ce authentication ssa e al ol | Not e

t hat the@éﬂ;'-ﬁ has) Vs b By a“tgﬁnr“ﬁa“"néf’“e Cap |tyﬁ‘f1TE£)‘“ ]%%ure@vf or

sone of bhﬁveemﬁheH(é)‘NBtefﬁﬂ$heﬂ%ﬁ6@rvf:Dﬂ“htshlﬁylbeldeﬂilbt@@@ﬂlﬂfe&? eThaiglot 6ed li ne (O
may be an int C en t he DAF the TCC that the DAF nm e
request and Oﬁl[ﬂg?] epﬁgﬂgﬁ ed'g H’leé@@gﬁ Féﬂ’i%rﬁ‘équ?ﬁf@essage}/‘”}[l%b64] The
DAF may infiytbe @h®@het IKIEVAUTHERJ:ElﬁkQﬂﬁlb@@geI 1pn<maxz‘ee@IuHee) thafc rﬁe@ﬂﬁhhﬁtﬁ: #mong
Dev_Auth_Init Request nessage to KEv2 protocol were

used, foPtEx&mss %”Chtaﬁ ihs hegeles éllfe])%y) @éssé%ﬂl? é]EF %Wh%{‘rﬁlc"lltl'@E (pl I?W?eﬁé}&%st

nmessage. (AOTHR h@/@%vzaﬁuatkbnl )RS Qa(ﬁﬂétﬁ)%t DHE)S $819EhaybbacMd Bsan(nel gl wde a
header (HDR) a_ security association t hat suggests, for exanple,
security FipapetriNog hitbraR AL opyyels Ap iy S@?W@PTQCFESWQ aP@llatﬁéor/QWC@erver t he

server's A@%hﬂl&ulmsp@p@!? 18R @f@&%n@uk aRd f&r@@rd%é%@THCe%Sd% m& a4 afe tpe
device's own |ID his step may be depicted by |ine %lnte

Figure 6! (3) in Flgu{e(fg @'@}e thep she YDA _% Way us'ﬁé_lgp lgéﬁhpr@qq@ummcglon Secret redential
Dev AUt N Rl RESRONS Gt (SEABALL N o RERQPRAITRSFAIRAI ¢ KRR LS Lo be

used as the protocol evi ce' s DAF. I'S nNess ude such
i nf or mat iS8A_BAamely oaghet HE' srﬁbm:@ﬁalqaum (TQ@iéSQﬁ@@tt@bli@ (@DbNDt@ theé the RIECDH

t ; I D. Thi t
e depi otian BBy HAR ST AlIRERS v BRGioh PinGSh YR N O T TR
Dev_Aut h \thﬁuesiDatesrsia@e a@dm«mahreﬂmyl @pplmeﬂtkﬁdmmge@@MVmﬁaa@éora n case

| KEy2 Wa%o redl Rsenhcﬁt %%%Faégl ’the%y &F ree %%Q&ts ash queva ure& Tthg entesr'fb‘ce the

Dev_I1 D, cont nop rerfirca
request bSWeeICﬁE DREQnd tile: TrIEePrAAAK%@mrb;: uasl tdelgndteadahbyudnlm Iﬁe‘ferd) |n

Figure 6.. Note that f sone of the informtion ele

b o ect Byt P BRI SienRimg iy el B GB Pl €ar FRB o 1
process. pﬁgzsﬁcaemampg 615 usiﬂg&hem)\mdl@ TiBes8 iito Bssbtbro Kt Gythanitiapi hnklicSer ver
Cert Req protected for c i and inte by use

u nfidentiali t
of the ké@é‘elﬁ’éﬁt ?%%THFFBW’{%@qwlFE PHB L 4% an NB réo%l??é ingligg Hlﬁﬂlf*—an%ﬁym%%e t he
TrE s Cr ypptgdCamrahink ipkitodoll @fe)same session, and the same message may be used to send

information elements on the results of both Device Validation (i.e., Validation_Data) and Device
Authentication (i.e., the AUTH) from the Device to the AAA server.

[0069] The AAA, after receiving and then evaluating the AUTH parameter and the
Validation_Data from the previous Dev_Auth_Request message of (see 6), may send a
Dev_Auth_Response message to indicate to the Device's DAF whether the AAA server assesses
the authentication as successful or not. This may be depicted by line (7-g) of Figure 6.

[0070] In a mechanism of binding, the TrE may control and release, to the DAF or to
the SPC_DA, access to sensitive functions or sensitive data that may be needed to compute the

necessary outputs for successful completion of authentication, which may be conditioned on the
-12 -



- 11 - to performthe encryption and signing using the D-H generated keys.
This relationship my be depicted by line (B) in Figure 6. [ 0067] The
AAA Serveworray/seid to t he DAF a Dev_Aut h_Response nessage/uSastiiobzodoul d be
an | KE_AUTH Response nessage if | KEy2 were used as the protocol),

i ncl udi ng, anong ot her things such as the header, the Syr_ID, Session_ID,

and optionally a Server Certificate (Svr_Ct) if one was requested by the

DAF, an AujihentiligRh %e@?@ﬂs@ﬂ&ﬁ‘g LA SNG&) suRR RO RS %ﬁldﬁﬁar ed

aut henti cation secret (shown as stored in the TrE in Figure 6) between the

H( e) NB arbowde Thianreer Yiading Tietlynisaympebedrepiidarediaseoth 4 mhesical-agg logivaki gure 6.
[ 0068] Tﬁgltdﬁgﬁn&ﬁ%léﬁ 107 1RG4 %Jnv&ﬁ?ﬁlewyueﬁﬂ%ﬂadﬁ%%ﬁgﬁ&t ssage (which

may be a | KE_AUTH Request message 1f | KEvZ2 were at may
i ncl ude, armn@%l]helief@mnglgsﬁsmcﬁ ths Diiiendygmdierm twhiep®evf ghtidg [Beeduroninl D, t he

Aut hent i ?e%n' ?g%lg;\x%g]lﬁg gc%esR ‘%g go%e eft]SM%? 9 QrdJaPa hefélf}{gll‘ Iﬁrﬁ}:?"lge u%agg%a Not e t hat

(Vvalidation_ epicte
t he DAF mpeogcedueésymayrilepérel oﬁemmauﬂfohmwlcn@t@mmlﬂdatﬂqn reuitts. Dethi device

Authentlc n th 0.C te and e H as
depl cte d Ib ygr?%\éaﬁ%atlon l”f%IjtS are FSU&?G%S thﬁg:{m:‘ulgl%?re}/%l Bé%aé%accessmé t he
Pr e- shar agtCADAHe el TeBY ds @épre’:‘seméceby Be adfem iGetingytio Fegrd T The EVFYrEa}IpIe\@ﬁtmut e

t he AUTH, t ed ition, the CDA
my 1ol y 5ot RS Gyt Be esxiBahitha tichiefudinanlef iRt eyt

that t he aGRéaiFROnGONRU LR Afm séWéEHThéEEl gpbeti aenMahdbaklitkd nfay @ﬁivldél’(btl(eDVF) may
al so sign the Validation Data and an(%!qﬂaddl tional related supplenentary data

using a TPES Prlpgistl @1k DElYCER e RAT oA §e HeiogAPheicr - Dat a to t he DAF,

as represent efhohy] | DAGec(Bliddion FagUE Bodhd J BeaidingEfdE SubeimeLnifiche-tl\E and
the TrE Private Key may be used to sign the Val i dati on Data before

f or war di ﬁ@"l?@ca‘*ﬁ}?ntﬂ%mDAF and is represented by the line (2). In this

exanpl e, in aggrij OJBeJi& \Iah@auehxﬁa g@é)Nﬁlnmnga%o@Jd t%ﬁerzgnffiaste SUTRAenl bk and
its assets to performboth validation and device authentication (or sone

securi t yaptgepticptiongngyhetashigyedjusing mealpnisays singlii eodthe phas dpssgberedReh i Seme Ay be
used. The, SA0E,P fn%&%ﬁlns altehﬁsc?ﬁg@?]e?% Qe 8 ?srb?d %ﬁﬁﬁ %ﬁﬁexﬁﬁﬁ%ﬁgﬁg qay be used

to sendlnformatloneemen on t res ts o Devi ce ation
(i.e., VahystatbiodinBabhedomameh DEvayeeothbeth thealevioninfoeriey che¢kiyee s0UTH) from t he

DEVi ce t Qlaﬁcﬂﬁ wgﬁgsvs%ﬁne or all of t[hggﬁn%]mrig/ ﬁ ﬁ’%f rﬁg gerau Iﬁﬁt?davbrggfh@sgd then

eval uating t paranmet er and romthe previous
Dev_Aut h fiRetorestayedssgendtvitseeifhies.fayexsapk. BhdmtvceAum maiRdrs pi@:msme pessage

to indi C?ﬁo%e Elescrlbe% for Fi urel quPeArthm@?le CLFHenttlaleus%ﬁ\e%ev1geegu%haest?c%1 1orr tthe

aut henti cation as succ de he®(7-g) of
Fi gure 6Secure Pro[:@ﬁlﬂ@]:albabﬂmy foe Clegiae MI’IG]fltlclﬁiIMSP@,_DBD'IﬁlaSFbEthﬂ’WVﬂ(’)Kby a&r and
rel ease, to. the DAF acc S ta senltlve)(/[[)/g ctions or

sensi ti vOUSE u@ﬁ&%%%@ éwﬁiéa@a&% %%Vh‘i? hinheatigRraacdigp Bt ¥0¢ o

successf e Inamel@itifeate @De Al theiling Gathi some owet btefiEYolpue®bgiht KpriedDanot he
the AAA server.

[0074] Referring to Figure 8, the key accessing and using the relationship between the
SPC_DA and the Kpriv_DA may be as shown with respect to line (6). The certificate accessing
and using the relationship between the DAF and the DevCert may be as shown with respect to
line (8).

[0075] The H(e)NB and the TrE may perform, collectively, a designated part of the
procedure of device validation and the procedure of certificate-based client authentication in a
same packet, message, in a common communication session, or successive session(s) of a
common security protocol, such as the IKEv2 protocol. Effectively, the process for this binding
mechanism may be similar to the ones described for Figure 6. Referring back to Figure 6, a

difference, compared to the case where pre-shared-secret based device authentication is used,
13-



device validation procedure first being successfully conpleted such that
access would be allowed. This type of binding nmechani sm may be consi dered
as bot h awphysi/sediland | ogi cal bi ndi ng nechani sm Fi gur @CT/Usg01a/080agr am of
an exanpl e of such a binding mechani sm [0071] Referring to Figure 7,
the DVF may performtwo types of gating procedures in terns of allow ng the
access to sone of the functions or data held in the TrE. The gating

procedur g8, #RYhedSRANHo. Mhdali Bf %xﬁﬁdﬁ% Eﬁe sERRIVEEMEGE rdsBREBEId Oh M@K UFRL] on
results. ]y t he devi ce integrity validation results are not successful, the

DVF may ﬁﬁlekleeg«t frpmpche Ak Sgeee ansi thypiersbargPecpathenTE heldT(apd thesSH(e Pr\aitsent ed by
the line (A ﬁgatdnﬁ%rvdaﬂi tE't&%ﬁl hratidiesdlYo FBY> ARH SHESPC LhE nﬁg%qgfhtg e
accessing t evi ce authentication credentials needed to p

successf didonmh@ hefit- ¢ aullage b@%mdtht e IARAhelengeirom Tiees&A tS¢pesadfthgat i ng
function r . | @qi cal. Vi ce
val i dat i ?ﬁ) o d@’%‘gﬁ?g *%ﬁﬁ%%?ﬁéwgé AF%%K}%?U %%@fé&\%é?ﬁw% ongﬁay be
bound t o leit. mels;@mm deth AN woslunglwah the SPEY DIAL hraatmﬂnasemﬂ fdemr@t@ the AAA

aut hent i catl i dat i und to
the certi rlv%rat) ehel)/%{lsftee&[lca\%fnélrlz?sl)onsc? @6@3 tsm%ge HV BA %@)’ Ach evgge usitn

mechani si®&esin@ithaAUTH ahh&ed)\ﬁ@eﬂ&ﬁ@AAlA@drxﬂbﬁ\dﬁfusS@Hﬁfﬁy vhllftﬁtypﬁﬂm bI e

T O L SRS SO D 32 S AT AR, B0, BRTRLS, v 9 2

checki ng aaméhti¢akbd thatDeoRde. @s wel | as sone or all of the functions required
for device authenticatjon. These functions nmay be based on device

certificates, 4080 cReshiss we d*f’??éﬁnb?so?:sefaﬁﬁséherﬂﬁ?cﬁe’“ldﬁ@ igepeerged. @l descri bed

for Fi gubgding n@&&%%rf&ﬂﬂﬁ:ﬁ shhﬁrl?ra@ﬂﬁﬂé éadé oUHEGhF QL sclRVh L& Alicngatibeabkon by
the Secure Processing Capability for Device Authentication (SPC DA) may be

the Priv&REHeyhslopl By i%e%b%éh%@@ﬁ.%%rk@rth%% Serygrcind iy aBayi ce

Aut hent i gRijq@ ﬁqeﬂmeaﬁ&lnpﬁt%aw %ﬁ{e é%gget ms DaNdfien Skl L infRthe oblaguiert)
along with sone other material conputed by the Kpriv_DA, t0 the AAA server.
[ 0074] Ré&PeYthe RyTtissiqa thed. gnd mmeb%gneé@w@é?\%bmﬂnmﬁﬁgﬁm@ ket at i onshi p
bet ween t he t i ne
(6). The certifi cat}Zlglg{(e:ggsgeghg %h%ﬁg%%n5%%??%@3%%1%&35& \?\‘g)eenhgﬁe DAF
and t he DewCGathentgmyobehalengsmoine fpint the Adgpsecter taothg Paeicg. Kuther, after thO®P8} The
H(e) NB a 0 I esi 0of the
procedur2&]0%Jesg%l\g/-|bg\(]algé\iléz(ijlSiB alftsl %ﬁlfgggqeﬁgé%ﬁég%%n urec% @eéﬁ%ﬁc?ﬁa@g{&g} ased
client altch€ert ascadll asrthd thUZﬁHs{emmnm(fmm theﬂ@sis’algé) toi the AAackTVEN a&:@&n'rqmﬁ igati on
sessi on, cces e _session i pr.o such as
the | KEv 2" ppséaogg gA *Fect el'y, ﬁ}? e pr oa ams %{%er% %61 Se%dt nélP HRRY anlpsm may
be siml arestamstdﬁeuthmlsatdﬁs{@reb bed for Figure 6 Referrl ng back to Figure 6,
a difference, ared.to th se wh e- shar ed- s ret based device

aut hent i cat | o078 A Eine bme TRy e leRgmd 1t CRATSHE skbut i ng ¢ he
sensi ti vauthedtiestiomek@aplk t Ehibaasgleansimier hihehichstlar@ingeref taoda duienAAbober ver

and the pre- shared ecret the TrE hol ds_(and tge SPC DA uses to corrpute and
forward ¥ tHe Feamplitiaeidegram pnegaprie mesém]m?)“ ing pReclBEIHREERNLIB % t hem

fromthe 16~L&[&bv@1@dyl [RABEN RASEELsN odth@ PNl GNald BB gLafaiB B8s MBSV er
and the Kpriv_DA. The AAA Server may request the Device Authentication

Certifi c&%eefwe@ewcérrd@sa held ip His Teﬁiﬂepwﬁhrrgéglﬁb%@us tfHke dsxree RfeE iy KYdRieh t he

SPC_DA, nmayigonpute and forward to the AAA server 1) the Authentication
Response (AUTH) using the Kpriv_DA, and/or 2) a DevCert. Upon receiving the
AUTH and t he Yerkt etdﬁecmmgee’r%@latmyesmtw@ n@ﬁémqevﬁtlﬁbe g nyevsnt t he

DevCert, jandalt G ackSLifBink SpCMBX iY Bl i, ds 'f'é‘pré%%ﬂ%‘!i by the tiRE(A*®Takihd)GRFI AR
checks, then it may have aut henticated the Devi ce.
10. Alternatively, the DVF may prevent the SPC_DA from accessing the Kpriv_DA needed to
perform a successful authentication toward the AAA server. These types of gating functionality
may provide another type of logical binding between device validation and device

authentication.
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[0076] Despite the differences, as far as the |logical binding is concerned,
a logical binding may be perfornmed simlarly as in the case of

pr e- shar edogetwb2ibased aut henti cati on. For exanpl e, theCDAR20map35066 war d
the AUTH and DevCert to the AAA Server, and may al so include the
Validation_Data in the same nessage. This Validati on_Message may be
obtained fromthe DVF inside the TrE, and may be signed by the DVF by using

a TrE Privat ejgggy Generah&&pcﬁgc]mé: bfHAVe fhedofityBv Bl ARLITH@REr AR pENARRLE bi ndi ng
mechanism In thi's exanple, there is no authentication challenge per se

f rom t he fmaponsapayde reyvi¢ede Devi ce. Rat her, after the server requests the
Device to sen it Berdhddcatsn WDQEIL nUSE&: ihi Andkidbn aldEvleVi ce may

send its Dev ro'? ]as wel Peg % 6%ecoérr\gutleéglﬁtlyV l%lenl%pd:(%v DA) to the
AAA ser veutherasatdmpasciee(dlbpdlabqvnena(yﬁn@)l 1n'Eh®raMthatsﬂe¢ pecesspayinme ppd/gr t he AUTH

?‘gale;]St EJE&.F@ a{a Al%ecg taﬁ(%g Py 0 éul[s ev%gl 1n?e ag)lallt%ﬁll‘ﬂ?agg'éat?%hp ?1%%&(&1% I on

Certifi catmobaseﬁaummmbm cation exanple. Th| S exarrpl eis simlar to the
bre- shar od- S efjpgh, ARG AN DSHARIOR QMRS i e B Byl am of

an exanpl e of a bl rring ure e DVF may
perform aacd \ylpmsblﬁfﬂmgatay ng umlaﬁﬁmdr elsi am> ma’rmeen‘to alel fomdting ofubc @s8cdt 0 sone

of the functi opsbor %? ci nd& [% on the status of the
devi ce i MEEYRY PSR Y P{S)ﬁe%SSEH?Vt‘@ mteg“ty vils® RS HBYRSE ent egri ty
val i dat i ®@mdirgsidytts gaﬁeeammonﬁmece@%uhpleﬁlh@edqv&ewlswaea@f&b It g A from
accessing the SPC DA in the TrE as represented by the Line (Ar Gating) in

Fi gure 1@apah\1hf3étpﬁ*§?qu@pg,rt ape{ar YUY Hrgihilers drtegrive eé?fé baiself YrhYaccessi ng t he

Kpr i v_DApBeadssh 4nn®REHRTR @ssStatas&idihal &%Itiﬂﬁlﬂﬂér%&tapﬂﬁhty N Grrh BEleAOA
server. ‘Fhese types of gating functionality may provide anot her tyaoe of

| ogi cal BPHEREEIEE By Rrespndiderghin f&fé&nflélrfu%ﬁﬁlan qeWe devigtuPREHENER TS

[0080] GapgmhahirgRdoPinddivitdoRfi ﬁéﬁwnﬁﬁ‘g ésrlﬁt%ﬂc[e'dt Yevid Ix &l%t A Be LOsRIERE N0 be
essential device functions may be provid The concept of

bi ndi ng Ba¢rEal igeppeeal %@@bﬁemey/%oﬂxma@ |06w1 %@p@t@efvn%@néqxtarﬁém: gwbiadm, as
descri be%&ﬁ@gﬁotng ,g%gn %&rg&@%fﬂlle’folfo M .%@ﬁgl% QGRS ffresd M and/ or

i nternedi ary or the resu , of device integrity validation
may " gat etibstiiier plrtb@@danoe (orthpreteerss doficcautivatdalioncprapplication,

communication stack execution, user authentication (to the device), device management
functions, transmission or reception of wireless signals, or device power supply and management
functions.

[0083] Binding may be defined, and implemented, as a procedure where either data
D_V, procedure P_V, or result R_V of device integrity validation process may indicate a unique
and hard-or-impossible-to-fake-or-clone relationship between such D_V, P_V, and/or R_V
toward a successful functioning of the essential function X. The three types of binding
mechanisms that were described in the earlier sections may again be applied. Binding due to
shared presence and use of cryptographic means, binding due to use of same or successive
communication protocol packet, message, session, or sessions, and/or binding due to gating or
conditional access to data D_X or a procedure P_X that may be essential for a successful
functioning of an essential function X which may be conditioned upon a successful validation of
the device D.

[0084] Figure 11 is a diagram of an example where a second type of binding, i.e., the
gating type of binding may be used between validation process (DVF) and function on device
(X). A TrE may have within it a Secure Procedure Capability for Function X (SPC_X), and

Sensitive Data required for function X (SD_X). The DVF may also gate the function on device
-15 -



[ 0082] The concept of binding may be generalized with respect to both the
type of device where binding nay be inplenented, and also with respect to
t he functworroof13vtie devi ce that nmay be bound to the pro®esaisedl1ds203€e
integrity validation. In the nost general sense, binding may be generally
considered to be inplenented if there exists a device D that has a
capability to check, report, and/or verify its own device integrity, either
by itsel f(XPﬂEseH}’aer@a'ilfa%ﬁ@ N @ 3 h HARhIME PRt BERS PeWed ﬁhe@&l ShEf@lioenti ty
and/ or a capabi | i to performat |east one function X that” may be

consi der égnchen pRafcompenerlaeruds crplteddaden peeonnggiedeg srertebig Df anddb¢ on may
be a fung%wﬂ( %{gg& funmotnqguﬁ? hita Rerif QLM %ggDaﬁ Npt ended, device X may not be
consi der e operational 1n a normal, useéful sense. An Exanple of an
essential funi08%In H’lgureal dwwisaeulgple hypesofzanmdiA © (Phohee they Vinckpmidingne or
nore of t i lan

aut hent i Cgtﬁ}e g%sukt? X\f tp%dev%g 1}1teérﬁt tv&l éﬁg&g gﬁtg%ﬁ%tg%eta%ges | Oﬁﬂhe%t‘—f'&?e 1101?6%&%%
conmuni c adpabititsHIRAC KX, en@/omB) tbensenuamf daaajslhe?ﬁunsrdathedi’Rli that mﬂebedevde(defgn; deV| ce
managemne S nsnlss .0n or rece Wi I Iess )

devi ce pc@)uv\r}ézponsﬁ%%?i 3 @hang func 1010 %lﬁ((:l ‘l’l%ns.thapmay bT %“Sl%eqoﬁgherray be
defi ned, T@ﬁdmﬂﬁﬁﬁﬁmﬁﬂﬂﬁdonﬁﬁdawﬁﬂmmedqﬂe1mﬁﬁﬂﬁcﬁmkhefdﬂam&HﬁMVbamdbgedure

e ol Moy P E LS Rk A b Shsh BBl SRR et Ut e

D_V, P_VsudindhGoCRin\thd @WVak dr a dBeiee essilielcohneoel kome Bevief (e khaicesseutd@|
function X, The three types of binding nmechani sns that were described in

the ear| PRYOSIARY BisH %arf%m%bwmt%al R0 Hi g TR B 0 VOHAr W OpFésence

and use qﬁy@a&wtXgmeéae@bmmch@taﬂn%c@wextN use of sane or successive

conmmuni cat i on_protocol packet, nessa session, or _sessions, and/or

bi ndi ng due t W08k i Neje gt examaies phprase a@éégeyeem&aﬁ%h[ﬁﬂxﬂewa procedure P_X

that may Ben@RefMhirdcibAl e @, %dﬁﬁa@ﬁ%BéébaIle{fh%rh@ﬁM‘tede:ceﬁ{bﬂe%%%@é p@lerf unction

X whi ch may be conditioned upon a successful validation of the device D.

[ 0084] Fiﬁgﬂ@@mﬂt (il@h]éll%o&@rf%rﬁ]%f Inigyfass Agstieliprspas Fandioap NdStapgethef  bi ndi ng,

e, hAchclidReT Y6 HREHREINCER d Al ARLE AT RLRRESS

(DVF) an% ?ﬁnc'?l?lgn on §IeV| ce %%]gm - qll|!1ave Wlmcl nn:l ' ecurte

Pr ocedur eudzp Wi ANt Bluétopth Fpliatar 6nmm8(lsglclex9l applivdtiGsraéht aswebmamcaomseqU| red

for func f t ice - 15 -
i tselgllfngllg ?ngﬁ%a%dse nt}a- Je }Qt:lo %rﬁg gun%{(}ﬁlST\lrfbn pazllilsr?tIa thg#]mg(ﬁ% Devi ce

needed by?uItCh@lﬂsudmswodnc ftuwtlons gammg(ﬁE@)lormnard swmlpmremdﬁxmﬁ:uultlwnewbbdﬁed in

or connect ed to t n and data

it may use fB)eg(aﬁ?entlca 101, (fedﬁgéu]?tﬂ‘f_ntlca 101, al_llihorﬁl%([\ll%ﬁsnru efptpflczﬁtlonsf Cr t%gra?pngatl ng (A

to G, woperetidnkénchMing edelpapgtiongind sngmlng aficeggHatige @efnfitc!ite)ndm eme othat @xgcticny

val i dat i ogh rpna gate the access to: A) the secure processing capability

SPC X, antis éﬁ “the sensitive data SD X inside the TRE that nay be needed

for function [@0871X SENK @Ay B} luad) Yuf 46 86tlaHeo wm, thptodeiphic enefchationyay be

i nside or, outside of the TRE, and/or D any data on the device that may be

i nsi de oPI2BHPE;SGRTHonOR XerfiaLiof fAnfis QRGLHECATTAON o BEaeg inkne SRGNBRIZEEe Ny
functi onan fiGe-9@mPin %hﬁéss@gé 28iHRAAESh ©APaRANLN tAdVeriB¥AIMR! @ypiSsephi@kya S0C)
in the device or a discrete nodule connected to the device (e.g. such as a
U CC), aleresrtion)degigtion ofdpangeenieni(insdipding dpREFCHIPN OR ARAREINGE). ceiffifaty (i

from t he \BekREKand u%ofﬁ))f 0%t fakAa D% e AQAEERr Ah@¥aRHON tRNRE!, nal
function X N [0086] Note that exanples of procedure X may i ncl ude
such f un#&tdrohdhe deviewn findayieait el norsubretib@nad/opowner of thelfleyicener dydhoapion:

transm ssi on gibgay SEERIIARE WRBIEK PRURL RBARIATE ho(IRFUGIAG AT 1)
User-Interface, d|a rocessor Functions, GPS and other Location

funct i ongnd Ieindting fEnetions, nuﬁhgntswmﬁummozakﬁbgemm@m ingrpsageaerddoonpion cat i on
function t o0l gh-1evel applications
such as §1EM§£ﬁ£€f¥%Qum%§% gﬁgﬁgnﬂgﬁaaﬁg%ﬁﬁéﬁggﬁyﬁ¥ederation and
managenent fuﬁwﬁﬂoN®QHWMB@éﬂandnsﬁm&meEMﬂadfbm@ﬂémnﬁnmﬂth)a&adodg@mm
funCtI On% Cﬂi n‘h.lng 101 UnC WOI‘ S V? SFCE[ rl’IISth{ J?lcl?gaelgsuag %S feorgla&ahen%n%UCh as
subscri bef"AlE i on, ol I'catron orizatrion for

appl i cat mm;onmyﬂgb@makﬁppheaﬁpmr(aﬁahmSzeb Ackssdetng, ]deeﬁafeyqntl naitiraich si gni ng
and signature verification, and any. gt-her function of the device.

[0087] SPC X may include, but are not Iimted to, cryptographic
en(de)cryption, signature generation or verification, random nunber
generation or usage, timng synchronization and tine-stanping, nessage

aut henti cati on code generation and verification, cryptographic key
generation, derivation, or managenent (including deprecation or
quarantlnlng) certlflcate verlflcatlon and conputatlon of secret

o, o o " o o, g, Y - ——— — Y M



[ 0088] Exanpl es of functions X EC may include but are not limted to, data
storage and handling functions, authentication functions, key generation
and usagewoen(id8dnnypti on, signature generation and ver PCIraske10/032036
configuration managenent, etc. [ 0089] Exanpl es of functions X N may

i nclude, but are not limted to, data storage and handling functions,

net wor k- provi de applications for such tasks as device managenent,

provi si oRigdes Jﬁﬁ%@nln%‘f@ﬂcu@lpsohé&&trhﬁ@@de%%'ge?w@e% B ARGESSserfl&; dinglORM
voi ce and nul tinedia - - services and gami ng functions, devi ce

managemeAiEnoae)d @é@tlfywﬁmﬂil@@tmmgmle@es single sign-on and identify
federation anfy Hﬁjnaﬂ%g,@{?ﬁ prl&ures ma b%@&ﬁ)%ne&_ e SLLOIR OGRIBURTRY be
cade. that is, thé

perforned as a cas may gate access to one

appl i cat igan acogks th eng¢ m&iceaipp,l wigRtthay applmatiah galdeagccasstotapoderatphleation or
applicati T E t I r r a,
SO CoU i GL Ay ke BT O UL L0 B DGEOULER

[ 0091] Albot bowegtonflmatrelatemsiapd el errents may be descri bed above in particul ar

conbi nati ons, at or..8 nt _can be. us {) ut the other
feat ures and E@gﬁen‘fi@l o%%au\r/eﬁrafloﬁsm%%s }ﬁg flec%?lgje\c}\na We mpar}lflﬁout ot her

f eat ur es cambinglicanenadisfcatiier vmbndan b¢ udell alvne Wahds therother dadirdsanétlomomy be

[TPLeTen 6 L0 SSTRULE iR ARSI o LIRS LR RALRLe0 1 2

conput er cwrts@rcnﬁ@a%@ﬁfmaﬁaeamleﬁ&n@ﬂ ICOMHue pfogacia Rbew &t Q)T agﬁwﬁedl uns
include a read only neno a random access nenory (RAM), a register,

cache mefsPiporagp 66%‘8%?%%‘%%@@8&%@& OF FrEGHEN; by arﬁ?ﬂ‘?rél RROAC as i nt er nal

hard di skempngr Jranpricafbe Edisss ofFBeH @tte@re@cﬁble%ﬁiragéﬁﬁhdﬁlmsﬁﬂéju&mﬂeﬁcﬁénl di a
such as CD di sks, and drﬁlgltal vgrsatl | e di sks (DVDs). OOQ}FZri3

Sui t abl e "BSPPEREEINS aurﬁ@m@éwsw@m@v (BAMx & FRSISIET, CAChgaRaioRy, splicpduistor

Pr 0CessOhpenRrp@&ided ma%HétfaQ%mOsﬁl@l?%Sﬁ@fnal Rur& QRMERL FQRAab BUREE $5Qhetoa di gi tal
si gnal processor (DSPY, plurality of mcroprocessors, one or nore

m cr opr o€BEbmsdip, rindsaibel mediomoit ﬁDaR@gFﬂlﬁ‘é’rf’éld digitgbyesesle|disks (VDs).
m crocontrol | @%]Apﬁhﬂaﬁ%{o%&ség%!Jdle,%ﬁMﬁﬂr eRifle, @ defidthilRrgofSrBksor T €1 d

Pr ogr ammabl e
special purpose processor, a conventional processor, a digital signal processor (DSP), a plurality

of microprocessors, one or more microprocessors in association with a DSP core, a controller, a
microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Arrays (FPGAs) circuits, any other type of integrated circuit (IC), and/or a state machine.

[0093] A processor in association with software may be used to implement a radio
frequency transceiver for use in a wireless transmit receive unit (WTRU), user equipment (UE),
terminal, base station, radio network controller (RNC), or any host computer. The WTRU may
be used in conjunction with modules, implemented in hardware and/or software, such as a
camera, a video camera module, a videophone, a speakerphone, a vibration device, a speaker, a
microphone, a television transceiver, a hands free headset, a keyboard, a Bluetooth® module, a
frequency modulated (FM) radio unit, a liquid crystal display (LLCD) display unit, an organic
light-emitting diode (OLED) display unit, a digital music player, a media player, a video game
player module, an Internet browser, and/or any wireless local area network (WLAN) or Ultra
Wide Band (UWB) module.

[0094] Systems, methods, and instrumentalities are disclosed to perform integrity
validation of a network device. A network device may comprise a secure memory. For
example, the secure memory may be included in a secure hardware module. The secure memory

may receive a root key. For example, a root key may be received by the secure memory at a time
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Arrays (FPGAs) circuits, any other type of integrated circuit (1C), and/or
a state nmachine. [ 0093] A processor in association with software may
be used twoiznplwoEmt a radi o frequency transceiver for RBEE/USR01A/03E0B&] eSS
transmt receive unit (WIRU), user equipnent (UE), term nal, base station,
radio network controller (RNC), or any host conmputer. The WIRU may be used
in conjunction with nodules, inplenented in hardware and/or software, such
as a cangffandadthd6Pa GRATES ﬁo@i@i@lﬁhg TR féb%?%?%% stofedTARKEERD AGrorPand

vi bration device, a speaker, a m crophone el evision transceiver, a
hands f r auymethiseatible g %@W@ardwael uisids ot Hesyeugpltpdveare gofiglaquency

nmodul at ed ( FMgebgydi I (IJTQQQ ay unit, an
organic i gh'ltvt glr)nﬂt tﬁlﬁé& o]aﬂd‘%érgmoqu%% %%%lvgﬁ?]{l)ét%%de I gl ta [ﬂéﬁésl c player, a
medi a pl ayesurengeny pilget aydeve Fpt e lenopivkesoranch asta@rrcwmsomtswmd wigndi¢ or any
W rel ess

[ 0094] S)r/llétt%%ﬁ( de%{cg%%rﬂﬁlllsmﬁ)gatﬁe gec%fsa‘ L}?,drﬁl%eﬁe:‘%h(%cfu Ig\cég s%le@@pﬁjrsli(:ﬁ) Ter ddr%gajeptgr form

i nt egri t yneasdré. dBteifost poftioa ofieddamndy bd ewralan amen@twswlmwﬁethnagtwoﬂﬂprl se a
har duar o dnar e L REREE B M RsFG S TR iRy bR e, &
root key pomign becdde esikiag ilfe filkecsle crsaaréemmr Yhegfro@sdor may pm)fwdmm:uf acture or
a tinme of I‘OVI Si Ontb ng. The r oot k‘ﬁ}é’r may be stored on the secure nenory and
may not W%I?%‘F@ OEUFOREP A IPONLr dwar e out si de of the secure hardware
modul e. [@9915] ThEhecuBeB4tlRarb afoduwa heyy Fostidt€ a ﬁﬁyké’}ﬂfa&id\/(ﬁl tRe fobf I&ly ag@de
measurenment (a neasurenent of first code). For exanple, a processor such as

a procesSWrirALOOTIEABEM RN AOF FEMREr e P?@UEFeQPF‘EVé‘?‘I%BIH‘EJ‘P? gy gerpRer sl be

har dwar e i ey, eA B8r5@1 @6itked isf Valid tyhBOMhE ifed c&fe QB eheht BARY R is TRald i T st
portion of code nay be stored in a nmenory associated with the network

devi ce, &hgn thefecodepeajureRaninidmdidy | F%Wrnph%@e prEdeEbrareRgdHeBdyr e t he

sel ect ed gfjiveSt iRl b%d%fpa@&ﬂﬁhé gaulda: ﬂgzaéufbnrléﬁ? Iffmesfﬁs&eﬂeeln%@i%haem@ nt. The
processor b%é I‘OVI he measurenent to the secure hardware nodul e.

[ 0096] Thwa laﬁnéherféﬂndwhﬁrét kpydudleo imealidg dhe penceated frptrksy magpe enseaieddy t he
root key t&%gc&é‘ﬁarﬁdvé{ré‘inoﬁﬁ’lg%l %ﬁ%&%?ﬁﬁﬁ%ﬁce@% L ESETR. %CC%JE?(? Ir%géw{( ?%Q‘Naf e

nodul e may derive or release t Irst key. A generate s valid
when t he pravidstl wilbole arredsuieasmement ghonald apdavdtarg! in tiveakiude whsart he first code

measur ement @ @V?‘fﬂedﬁrstkg%m%?ﬁéﬁ%{?l afi CO%@%P&&Q&BQX\@& %1tF?%P4r]ﬁ1n?ﬁ‘éfsderi ve

a first key b in part e neasur enent t code
measur eméng., o or mpad iecshurdeh enay bhessdaated/edh fherfgdt fketion)s Fattlso, 4 fivstal | d. The

sener etk 57, T B FELSLL S0 D P BEEHLE APRL LS TR , o
a code neEadirstemkelioldvnany hd)‘[elcmd&le ifigst Sinoti@d THat ik e sxecieherdwaraangdule may
prevent access to the first function when the first code measurement is invalid.

[0098] The secure hardware module may receive a second code measurement (a
measurement of second code). The secure hardware module may generate a second key based
on the first key and the second code measurement. The second key may relate to a second stage
of trust associated with a second function (e.g., one or more resources may be associated with the
second function). Further, a second stakeholder may use the valid second key to access the
second function. Key release may be limited to a last known good boot stage (e.g., a last known
boot stage for which there was a successful authentication).

[0099] The generation and/or release of resources such as keys and functionalities
based on integrity measurements of hardware, code, and/or data may provide authentication in
stages. Por example, a device may comprise several layers with each layer having its own

authentication secret. Each authentication secret may correspond to a particular stakeholder in a

layer of device capabilities such as manufacturer firmware, trusted execution code, operating
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[0097] The first key may relate to a first stage of trust associated with a
first function (e.g., one or nbre resources nay be associated with the
first furwOizon)130Hurther, a first stakehol der may use t ReTUsRé1d/0B1086t key
to access the first function. If the first key is not valid, the first

st akehol der may not access the first function. That is, the secure hardware
nodul e may prevent access to the first function when the first code

measur emMef\tenh Sindl Y@lphdy application® 0881 ruline:r e%%ﬁb'l@ea AL Hea ﬁ<€35 H{ng@ KsdB¥ed €CEI Ve
a second code neasurenent (a measurement of second cod he secure

har dwar e wihdabd h‘ﬁbengefﬁ@ﬂa? eligt et gage- kldy vhlib gt ke maydefupeddty adgyicand t he
second_ coflg. ARARH G HEhAR ﬂ@qc&%yfu?myare@dtﬁe RethBridicIRE RNSrShAGe Of
trust assoc ate a secon unction , one Or nore resources may be
associ at wnamatlhnbméle§emm fAuvaditlisenond késumeshlesr assaiageelovitica @ﬂlellaetﬂl@itdemonrray use
t he vali t 0

limted t(g (f)glge astré(?ioxrﬁt(‘)’&v%l% C%?ng)gg%tsc{h Q?a?é} O&%a%gée as{éﬁdénovmgﬁg )[rﬂﬁ{age for
whi ch t healgl s&a@dekes uragz bs Siedlbyalsﬂlehemmambn (@rg) a second stﬁtﬁﬂi@ﬁ]:r) Td‘l:&‘cge H@r ation
and/ or r elt‘taaeﬁ”gcgr}cl ne g)%r ¢ er%l T remeci(e@/n on ngl”t I %nall”(% ti(iln a e S %1‘
integrity r?%asurel?’rel% ot %8 war'e, “codé, dgfo dat 3 Phay" P ovideY

aut hent i @tagesmmt mveshetgﬁullyl%mthemmﬁj eepesanﬂebe gﬁnmyommmnras@wﬁlewastal | ayers
wi th each Ia Eav ng | its .own authentication secret. Each authentication
secr et mi&?gec dé AT heRUERNORT cul ar st akehol der in a |ayer of device
capabilities ﬂuom] aﬂlerlﬁﬁibfeﬁﬁtstag@rmf:herd’@ws@i mhltlwsdgedutﬁeee@aﬁdmﬁhyc\eqeand
operating s sterq and third party %Fp ications. As a further exanp a

valid fifstoty I%‘Er quliply afhepticriompaths /gy RF RaRvifdn it |aBF]ile‘Ett?até°“f| rst
boot st aggy bmeh waliffchedtivagt atki@diveiagbf MEeHyRYedifde Yhe &aplutaRt urer (e.g.,
a first stakehol der) to access firmpvare on the network device to perform
renedi at P@REIOKCE Bay PIoyidRAREOT MOTG BPlicHs sdaérdo RBSOTFARTE pages 9§ athetiedioni t h a
val id au%ri’%%'s&@& Itg@aue{en@&eoeﬁlagefaﬁcrﬁefatdwren%ma%eIah§ta9é%1d@gpcﬁ1ci @t gr boot
stage (e.qg., m dd boot stage). The valid second key may be used by a
devi ce rrﬁtrﬁlli‘@élde{@aigbe abje avaALe lﬁmk@h‘iﬁxﬁ@%ﬂﬁo access the software
conponents, e; t f ng
valid keys for(ﬁ(s)% aglgelgprtg ﬁ%’? fuﬁ%@%@ﬁlg@%&g@%@%&la t%Q%%S?%%t égxrég%gl\s{%a%nay be
grant ed bovhrerrssirdtisvige 130a Padee iSOG gey bheenligigd math 14yaiad baottstegnt i cat i on.
[0100] T nber i entication may
vary andlaigpsaﬂﬁg? (%Igf %ﬁ {ezeé. Eu &O}J\%hg?(éﬁ a?%ggtﬁtgwettrl\lt |n§g??l§rﬁ%% ?hs may be
provi ded authérgicatiogs). aMhdméBﬁviichtZOQ)autlnmglcatmsa@a Hirsit hoodlstfag@ﬂbmtce W¥smat ala gi ven
st age of teqr Faor ex ch sta WRro i de one
or ore. parh BREASRAERSLRT s SR SHATRlE: sFRGSe MR RRER I TR BR O cach
stage, t h&ly&ﬂhfkﬁ)ﬂlﬂvd&htmmlcﬂmn biica iietkel assaciated fvieh emtﬁrm;aomemagmrowde

st akehol der Spgl i.C Afst akehol der % be ablfe to g% olicies

ext er nal P§Fess hatls ‘I[“B’:[‘Eﬁlff YA Esspo et PSR YR A He GVBﬁ nul tiple
stages r ehtaéﬂunagest (0} aaec@&em;tlsaugy okt 1pOMEOsS at m‘ozmwaeea 12dGecdne ke €® a1200
may be confi ayered boot stage cap |I|t to rel ease one
or nore V&PP StP< gl %fs%“c? gf deVSriarag e dFs P‘g %‘{téijge By 'ﬁ“ean]LaFeEB‘Nté‘ﬁ%% Wien
Devi ce 120@ uauirabi Gakemd! @e Reyf dsEctiatddQaih BE 8@6ad BRY bie@ HB30QoMBYaccab 1201,
provide a valid first key to a first stakeholder, such as a manufacturer.

The fi r sthapidimist igye ﬁ%{be%léated PRy e WEhend s 2 thasticalgrig 2 finpldoRey

associ at gdeMitelict h@)ofrhi}s bt POOLprSHAALy A8 YhiRI 1Q IR 1RAGAR SRl Say iMted to
firmvare associated wi th the manufacturer. en Device 1200 aut henti cates
to a secoyidsastessioggere Pevitkscqpoeney. ¢¢- 1202, provide a valid second
key to a secopfosit ak&hOhEBhot pRHER a8%n @xa%l’é Q&e&%?egﬁ{cted-gﬁ%h@%s%ﬂfiesbﬁﬁt
stage may be a later boot stage than the first boot stage, and, the

associ at @atheytichiiomisecrete faradash bestwisgoad Eoofairzpmold bieot axecetinn maydte rilgaseq. m t ed to
the auth | boot
stage. Do LS s SRE HRL fopJRE T SBHISR AR PREAEE IR0 B e byt?

st akehol deer ¢ilvate wing tpfr bwedbytad@t&s@sted rema@o devlwenwagdmensmrel nrgcegla‘e eway,

etc. the[cpewce Tﬁijsshlngretl he b a1n HRSEETan e ezl(gerggelm AfH esosnc 9 égt;e[f“ cted
on-chi P resources an |ca i'on secrets for a nown

st age |numheAbmnbmmn&smpmomgﬂ&mmh®uMEUﬁpseﬂ@uﬁMOMHmyBeagedaiehdaseanay
allow for trusted device software/firoymware renedi ation to the upper |ayer
of code using the lower layer for a trusted renote devi ce nanagenment update
procedure to the device. This may rely on a chain of trust emanating froma
secure i mmutabl e on-chip root of trust. As an exanple, upon reset, a
particular chip configuration may be expected to release a first key. This
configuration may ensure that the processor will junp to the proper

i nt er nal executlon code mhlch may then begln gatherlng code to nmeasure

[T " .



[0103] Forms of control may include hardware anchored gating of on-chip
resources, conparison of the nmeasured integrity of conponent(s), and/or
deri vati omoabikByai1based upon the actual neasured integPCrUSed11bm®3cyst em
In the latter case for exanple, the disclosed systens and nmet hods may be
used to generate nultiple trusted control execution paths for other uses,
since the resulting key may be different fromwhat is needed for nornmnal
oper at | Oy k«%pyTtﬁ‘sSco%ﬂg@‘réﬁ“’dﬁ%S» en@tﬂe el @k ?ﬁJces%&t\!vﬂMurﬁﬁ% hayepdiineeh control
over a pin on the device which resu in a different boot sequence and
t her ef or éxwmrewéﬁwvh@y@wtlweatbeameataﬁrs@ dods Eomensure helforedbe naxt stages the

[0104] AdBEDE bELILRioTRYT BEinRLP RfiofX AT frecYich e
addltlona* ?actorseo lc)aut en??€a¥P€ %£ E%ot e&e dl%ﬁ ad@é?£%?$e {o
convent|mwdmugaoamen@ﬁ@mdAukﬁen@wmakswnnﬂenawﬂemﬂemnamemmM£$¥ynay reqU|re
the know e e ne ' or
C|pher|ng ggﬁﬂgaﬁﬁﬁﬁhﬂﬂhﬁ%ghP%&%gﬁm§ﬁ%§aBﬂ%bﬁa”%&p%g%Fgggﬂg eg%ﬁﬁyﬁéode i's
correct (passibstagdee integrity check). [0105] A resulting application
may be that e n ent Jmy. remt e 5e the.inte r|t of the
devi ce accord §5lt algotr Cl?r?gr WA l’t‘ém'%aﬁ ‘%/a”f &G %rg]u P Ohgn- FHEres

Addi t i onabihyarisamof thdmp&nﬂﬁmﬁtegttﬁkﬁdﬁﬁhd%nt((sﬁ agi/or deflvatti@ﬁ ohm’yd\hm’e& upclin t\har i ous
firmmare an sof t of a e or device ufacturer) may be
hssur e EHA e e 81 SR s ol Belite s oY Fately T HocPHYepRHIRHY

st akehol @lethoas ﬁn@y hESRO ﬂdgdﬂ&atfei rﬁlmqﬂé guéd SafrbMRE®tivh pmyﬁ)r gihsialbd, Kiged he
device functio g it exenpl ary staged boot sequence may begi n by

det ect i n&learﬁ%‘kli]tglkf’y 21H ‘ﬁ@reﬂ %%‘P SPUHAPERAEY &7 RIOHANRSHIONT 0°F 8t e

cryptogr @Qihhp}e ki ¥iein@l dARlYARA) 1Re BIP cHRSPONCE 8 PindMAhd Rk Sih@ReshySeEIeE S such
as cipheri Hg: g si gning keys and integ rltg measurenents for the next
stage i nadHEEBeo secyeresand hstedore Hillereakeys thabie alse S1sef Py themeRtivHUSLon- chi p

resources andigigy S@&ﬁ&ﬁ@a@mﬂa@%%&m%eemﬁplebeymsﬁg% aRli®nfor use.
[0107] In sone cases the information may b core trusted domain

and may Retipeleaugdeaiidaten rerbeet lgpsk ub%ddutwealﬁeﬁ@rwam@nbmarwem ohuthengigatiog or
possessi ?@arpé&térﬁ%el?tﬁgffﬂﬁgse frd RS Brea 1) Hlla'bg(l)"t's&\%é %&Hﬁ%ﬁ&ﬁ@&im .ﬁ]ﬁgt age of

i nf or mati on my Dbe re . |ntothe execut1 on envi ronnment
code baseedres og bislckiod ken avhicridyi tedeteale ¢ ) thedtonpitagappqedicgode sepirdted t o be

t rust wor de check, data check, hardware check, etc.). - 20
Rﬁ% 8g?qﬂ’§ﬂygoog)stage may have a need for privileges and controls

correspondlngHﬂﬂSht&r@hhmgamﬂwmhmimadmnbnbmgmdmeU@smnWHamkhgwhd@démtiaIs

gener at ed exl%ll ufthe ﬁe ceragrofr n antgee fél?l?t}l(%ngfitlyghwt tshrg u(fr%cﬁlka{/ 81al.s entu(t) X%c}ed? tll,]oar} I?eyond

the intefhal's or-au 11'ca

ent i ti esan independent stakeholder (e.g., of the hardware or Various firmware and software layers of a
device or device manufacturer) may be assured that other entities may not be able to modify the
independent stakeholder’s corresponding firmware or software without disabling the device
function.

[0106] An exemplary staged boot sequence may begin by detecting and utilizing the
trusted hardware mechanisms to force cryptographic keys to unlock on-chip resources and
provisioned secrets such as ciphering keys, signing keys and integrity measurements for the next
stage in the boot process. As each stage is successfully checked, on-chip resources and new
secrets and measurements may become available for use.

[0107] In some cases the information may be within a core trusted domain and may be
made available for use by the hardware but not for viewing or possession by the
software/firmware, and, on-chip resources and other information may be released into the

execution environment as each stage of code base is checked and verified to be trustworthy (e.g.,

verified to be trustworthy based on a code check, data check, hardware check, etc.).
-20 -



[0109] As an exanple, in the case of device managenent and device

aut hentication, a manufacturer nay need to have the privilege to update
firmvar e whi2ba/@3onet wor k operator may need to renedi at e POT/Uspaians2036f t war e
and/ or configuration data, but not firmvare. If a device passes the
integrity check of the firmvare but fails on the software, then the key
avail abl e may be that which allows the network operator to authenticate the
device in or dEﬁoé]O E&QH%& staB€ AP hivarRed id?pﬁ%ﬁa es dnfl cBﬁlﬁylsd&Yﬂe%nﬁlﬁg ksitst he
firmvare check as well, then the key to au icate the device to a
rranagerreﬂ?iaC%ylsibfewlﬁfaiI)O@e’f@Cé%ea@e@g C@d@ntwbtgenqieed(@qusefqm fpreaistags meaytaleyit i cat e
to the nfuhkor RN Be fod tnelifEenh bk bioRh, QGLSS: MRS bIRL AR O
r emedi atgl nst al tE)Jel ?f}?omfvaree1 renot e ylpang segre gucﬁ ¥1atX t%ﬁ‘e devi ce
may not betitkeoted in an i nsecure manner, i.e., outS|de of the root of trust
process. The e f IJP I function
Po hel p witn [AFA il BulelinYoeld SOBREe biRhERAG Sho B ARERRL o YO0,
branch d mnubctuhenmand:edrt@)laveklne Aoviaget tagpdamsf fiprvoare Whﬂtga setwoditoperfator magt
attestatio it rr agenment of.the. firmare
rust codeaam g gl TRbarind e Pt FTRpfu R BVEPE RO Al iet L s
oper at or @aﬂ@ﬂh@ﬁfﬂgnmeﬂmfmﬁmd&mbmls e tial sbﬁmd then ths Reydivhil@emty keys,
based on_ t ‘trustworthiness' |evel of the s em .as characterized by the
Pooul t obt MevhEL G R PR St iR PSS A St nat
SOme opekatwdrs. Howewnef e OdvideTR1sARY fiG@v dFBYhesk bd WelBlHe@\the o9 tGMBh@MA® boot

to a partially trusted but partiall]y untrustedstate, possibly in nultiple
st ages. ﬁ%?é*’?VliC?\tosﬂl}EPPaéefgf{%fﬂétent Ry brefrieasdnRay npdhe ey d?‘l”ér&d f%“é@ﬁ‘é‘iaé&t@ and

use cert aleeGfHRIRANAR Ma€ thk PYifmitlvePro@%anBl v in hREe bhanRIKEISEN e firhdiagat i ng
to an external user about the state of the device, or, to provide security
for appl irestslyArd eraelynsgh dha the deace Nt oigs Be BRAssl i AR ECERcRaehap+ | al | y

trusted gLl oPfhe LRR oL F@less. @‘hefa%hmalmmwtrfgge&a@aeetaa@ﬁlatése a
hi gher-strength key in the instance that higher-l'evels of trust nmay be

est abl i shegtightothkly Woormsdiglitare s, therigtheriicpiion may igkqsdiffefent paghidpe joythe

| over - St ipanah h KGN Sinkabe bELBLLIME L Yodt ARt heXELiS) Ry bE it ALE RS AP! 1 shed

based on tﬁl )boot iaélqa%eénfégeﬁ%lels at(.)t S(Elhes r%arilﬁ%}e pre- 1E)ro flﬁs%l%{)ned and the

root of trmm@mme@ﬁﬁtoﬁfdeftﬂhi@/aﬁpmsm@ﬂﬁa@SeOI‘(élyde‘tweengt hs that may correspond

to the |evel I Us/ use of

such nul ti pl e%é@sﬁ%@%ﬁ@%@%ﬁd%ﬁ éﬁdgﬁé&%@gg?d EE%? C@tgr%g %O\%})dre %ﬁ?ﬁf&s may be

usef ul vvla.ﬂ(pwedev esv: dffgrain-kepd, basedl by ther usstwargrineks’ é@/elsgfsh@m‘tﬂmyamgdctmzeds e

Crypt Ogr e%lee%s&rgmg?sn urceliﬁe%loo senlge%r I On IIl an }l [ nan eal“gtt I!Ses

wi t hout C]UI r| ng excedg VR eVl en feh 1En'ﬁye ﬁ thal b

i ncongr uenbwﬁ@s dihee diermtnvmyrstlh Ia]]te)s melsesmh todffoot foe ﬂaamnledrusgtsrblﬁ msnrtlally [0111]

The derivati o of dif 'ft?f rent / be .al | owed bg@e on di ferentdtboot

sequences %‘Ff a8 yl&érﬂlél ?f?ﬁefhgive“tlﬂé‘i‘c A Fefthan“OHE S8t of

val i d st agesate drdausp 68 Biddrepto@¥phickdyn { fot&amPll Bl tHeyifposesUhdi¢dnigg td am

di fferent boot se uences ma nate fromthe sa root of trust i ch may
{iehe W i o

use the SHREEBL? R‘é%“e drta© BRGT 85 PSS Seaay [ALPINSAHHY W3PS i net 1y

di f f er ente amslydab edhddyr RXE b Yeriv8s cvtdGlhad @yheadviRw. f@ife dphién a@p&r @tion of
roles (e.g. trusted test node versus trusted normal operation) [0112]
Al gor i t hgeRsT fdaise @ pigherystiggth ey indhe iasiance thyhhigherrevehh e Henaydy be

provi ded es Bl RaCRTBNboR feqBeRl dnll 6Midfi (AhDOF fldne] z%wérhﬁeﬂgﬁi(ﬁeﬁ {1308 RY
derivation and/or current stage signature or authentication rmay be

provi dedlovdaelsob e efesesidalshedbisgreon e Rodedluerteaerub oRekdds maydicgrer fiel d
nthe enghKRhed okl GURREbAhuPAEKNSS HE o lbittae UHAReARKI MR Rordfiond 1 €1 d
value may be inserted into a corresponding register i'n the boot stage

aut hent i ¢athe davelmd diubtahat wisy bh estehyiskedt Tapkercetine and esont sush sultphekdypot st age
aut henti S A C

1 st r at el A B A e By s B PR P e ey A

syst ens, vmﬂtdd@de;mamd neqilstb nsheE pptagraphiessoveges lmesencrlrpftmmnfoemwon to extf1@dl14]
Secur e mJl Ele w1t 8lgtal” %1rl9n00t ce%é'll%] E%lls (():ta Eren Qh ga Mle nﬁmerrt?enl%eoql fer?trt ﬁ}xarrpl e
in a secli'e har dwar & nn&fﬁ Such™ a8 boot s age cat1en nodule 1300.
Boot stagemaunhﬂaemﬁahﬁMMﬂnnddben&ﬁOO may conprise four conponents: a root
devi ce uni que secret key (root key),21a control signal and stage specific
key derivation function (KDF), a cipher engine, and a signing nmechani sm
Interfaces to the nodul e may include configuration and data bus interfaces.
The configuration register may enforce instruction and data fl ow such as
the control of the MMJU or boot execution vector, chip I/0, etc. The key
pat hs may be protected fromview by the software/firmvare by being internal
to boot stage authentlcatlon nDduIe 1300 The boot stage conflguratlon
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[0116] One or nore of the follow ng may be conbi ned: a keyed cryptographic
hashing al gorithm a device unique secret key, a feedback key path, and a
si gni ng neohanysmiiLayers of authentication secrets nayPO®/US2011/032036
cryptographically bound to a particular device and the integrity of the
measured i nformati on such as execution code and boot configuration
controls. If neasured information |acks integrity, then subsequent
dependent | aygyi$1] OfT%ﬁ%foﬁ@ereﬂﬂEeypﬁlaﬁQé RIdwRd bA&A A YifRkentlBGIYPt the
aut henti cati on secrets. For exanple devi ce does not have its

pr ocessoprequargss grsicdidereriepdagygh S}Q?ﬁh%@l&y be gsees thapencdseor! viahd eprgeal e or is in
a debug npdgye JHRP uﬂlqgiéece V\E&Qﬁeshlﬂn?ﬁ% RAN G B RYq Rccd B EhRHue MO AL TBY
generate an i ncorrect sequent y n Ot "authenticate to the
ext er nal simg @pe@‘ttedt (pélrctnynay use the [smelmpt ytlevi thacireybe jutt hudesteorthyibgtie secr et
key. A d S I e boot
st age ke%}/sllﬁc ly dlf‘flé}él%qlégd %%&alﬁy% ex ﬁ1¥1V \k{hlg} Illllg}g {dl eﬁaeh\e/:% ea&alalﬁ{l Bf 1%Yekg 5 not
exi st onumheidevmnbxbmusmmyﬂbengﬂnemamﬂm fromthe code |tself |f the code
haS been rmdlL gl Ol‘lth oggsvor (Ee Ll!l%nsal’el r‘el’tlll’lke C réms mai golrredcé The
root device u e ‘secret” oety evy g &lﬁe { ReP 3V ce
secretly Eafor(telmehl @la ppftmu]as algdsnth[g for thatext stag: 1@& dai’a\mtﬁ)ﬁﬁ:ﬂdlb’reurram diagiy be

uni que to the device.. The root devjce uni ecret ke . not be

avai | abl SeiiEeE Gt e Re PR B hoE ST TOB IR FRE e GRiERFS S orh o
root Kkey rdpiyermeld i ene\einSiyple® cﬁe@erﬁ@ﬁﬁane/sﬁdhrﬂﬁatvarpen amlyptray thY BMd 6gué ey seed
for subsequent hoot stage device uni que may al so not be visible

to sof t waf EPFiGdiareorElPdRg repigeinithy '?88“?%’ a&ﬂle%ﬂ%‘h‘?li)%‘i |W6‘ffhd?ay§Fb ni ng

nmechani smlfottaﬁlemwmv&glfné Hobestdgenutﬁe@%htﬁremmﬂ@ﬁmEt he integrity of the
device to that stagé in the boot seguen e. 0118] The root device

uni que secr et [01&3] 9‘“5%13&1’* kel al 1aedifsante 2ae el wih whiddday t hat may

be about ¢2B&uiRkAS bf hbafc10RY syg@en%omhgw afll HyhdnGealibg Iﬁwflﬁl%teﬁ{eht@@ process,
for exanple, as one-tine-programmuable fuses or in menory such that it may

be secret andlMilddeYecrieawldpié-tiage koot authapdestion ey &8 HRRIPPENIRY. 61 cxrime.d gnal s,
probi ng, ,siapl lﬁr(@miglb&h@rsﬁaltds%loot%%\ggﬁ Jﬂ&f%%ﬁ)&l%&hfé 1326 E@éfstq uni que to

t he device, not nown by anyone, see he key erlvatl n function
initiall yuthgmnatroeseqdule[ 1390 912y Forgprise fdut cpinperents ait wet @veﬁptnau@ysek@yk@eru vati on

functi On Toot ke a[cﬁr]tﬁ)(ﬂ éﬂ lﬁﬁ&/ stgg%r k)(\—,{c"i‘ﬂé ]%g/ dfeHOagitOL?Lﬂchgly Vf?m{)l}[f% Il%ﬁ'egt 1 ons.

It may g ner at e subsequent” stage It may Ure sequent
boot codend & mgmag/mbeilamﬂne)imdffamg/tptthrgma@m mahalshdé mn(frlgultanorsmmaasbua

HVAC- SHAln%er? ce Wafhe c?rllote r"tllon rf§1ster ma en orce1 ct1 ealilgl atm?lx suc as et c?)%tr?]l
obt ai ning a er s oes not revea any or mat'i-on abo

earlier IoémeMMUm}nodme&eﬁnomwcm dhhel/mems Lirted:egzlp;ttm iy be @statttd fromavidwar gel y
differen ey that bmay have no.correlation to e corre encrypt ed
ot age- <p e SRGHTRY SR PR SThHE0 Bt arohRgPE (Pl BB | o
The i nt egagd sonfipfiraticrihictMceTByy cheury hat Me Vkip lidatie @opee asificedtionioagitiate check
val ue of a caonponent or function and to thus rel ease the next stage of
functi oné‘l’qufﬁpo‘)tpmcesf 0121] Figure 15 illustrates exenplary key derivation

details, inclpdisg @iRiseirdiboBRBANUISI ot commence properly, for example, if the
configuration is for an alternative boot sequence, then the resulting stage access to on-chip
resources and device unique secret key may not come into existence, which may in-turn prevent
progression to the next boot stage and the decryption of the signing key for that particular stage,
and therefore, an external entity may not attest to the trust state of the device.

[0116] One or more of the following may be combined: a keyed cryptographic hashing
algorithm, a device unique secret key, a feedback key path, and a signing mechanism. Layers of
authentication secrets may be cryptographically bound to a particular device and the integrity of
the measured information such as execution code and boot configuration controls. If measured

information lacks integrity, then subsequent dependent layers of execution may not be able to
-2



[0122] For robust device authentication, the key derivation function nmay
generate a boot stage device unique secret key that may not be directly
readabl e wo 2or/ishd1p - 23 - software/firmvare and ext er RET/USAe111032836
Therefore the device unique key nay be sent in a direct path to an

aut henti cation or signing nmechanism External entities and software may
then provide the authentication or signing mechanismwth chall enge

nmessages a&&ssv(ﬁldhg?f[%tefhé Jﬁ%e%ﬁ&ﬁ&'ﬂ g3t Ofrot Qﬁnﬁ%oif & @4 Re %estdaﬁhzﬂz@‘{t's ce through
the off chip intefface. [0123] Figure 16 illustrates exenplary nulti-stage

key deri vatckonr jdep apdier set appropfigelyddoepgotitnet ipigamally. o6y ip e deruegaels. thepm
initial ﬁfé‘iﬁn@@glb‘?%&%ﬁ%ely%%@{ecté@ Cfﬁa? ger%% bk ?é! gt% 1
oadl n t ea

application e 'ntegrity o oot stage o
neasur ed sifeforeatly totimgtheniege tedc citraalgudesdyarhe fed into the key der| vation

function at e@ﬁ*ﬂ@“&‘% @ rfltn?lgﬁ %ﬁu’y Y& IR FC NGer KEY 1 ﬁgé(e &gregﬁeg?‘ﬁaatb%d at

each stage. xanpl e, o0t devi Cce unique sec
key) and deriedf®in the devmals(wt emgri«tey ey froe theadedsmied cadee Skegl ttrdellevwaumqm:

function, and first. k |nt|a sta e at e ThIS may
be repeatkeyclmtéljénOat i (?npt %g‘%’slvtlc(é?gbéls th {) %enel% edl%‘r[ 485 dgrlté%}gnﬁ}l af° dfeglascle “8r ni ned
[ 0125] Fingdifedlied thé d@\hd’eainﬁﬁle attr@ keyrphabyinb@aict. Ntheseg eviceunidueacaxickapl ary

illustration of Fi vvshowke lerived in nultiple stages
and how 00D b SRS D U e Ao RS SRR A At ape Koy uay

verify t hahufali@renaiddi@ite unfue @hé gevid The Fool h@mreamtquetseotdt USY mexaa ki on
e.g., that the processqr. vectors to_internal ardware integrit test

resul ts Aylaps valsreweciGdeyiqebgpt contignitap 1%%1%}%1?‘% i VES 10PBkSyi ey nef Be wigiple

proper |y (@sdisward@inwaie #hdtr@StpréRdiehe seed for[sgﬂs@ enl BoobQBde RLREBSIqA IRygXecut ed
according to proper boot COﬂflq%H;’atl on(s) code, then a final result may

be a ci pwéquhﬁ@ay sodiolbf YigjP Rk &g/s atqﬁflrwr%@uug@dﬂeéﬁthé%a@p9utt3§ntlaatw@t%r k

entity tQioM@binfe¥nhdn tﬂ%\th@yevehgsthbﬁat @augtalc@aﬁcrtﬁ@st m@tntégylty@mttectemgdtﬁﬁtw se,
if a stage boot code fail t hen the final signing key nmay be incorrect

| eadi ng t@2HInftag hagk @qywcaut henticate externally/renotely.
[0118] The root device unique secret key may be a key of adequate strength (e.g., today

that may be about 256 bits) that may be configured during the manufacturing process, for
example, as one-time-programmable fuses or in memory such that it may be secret and hidden
from software/firmware, eavesdropping on chip signals, probing, simple and differential power
analysis etc. It may be unique to the device, not be known by anyone, and seed the key
derivation function initially upon reset.

[0119] Figure 14 illustrates exemplary key derivation functions.

[0120] A key derivation function may serve two functions. It may generate the
subsequent stage key and it may measure the subsequent boot code. It may be a keyed
cryptographic hash function such as a HMAC-SHA-256, which because of its one-way property
may ensure that obtaining a later stage key does not reveal any information about the earlier key
and any bit error in the measured data may result in a largely different key that may have no
correlation to the correct key. An encrypted stage-specific signing secret may be provided with
integrity information. The integrity information may serve to validate a measured integrity
check value of a component or function and to thus release the next stage of functionality.

[0121] Figure 15 illustrates exemplary key derivation details, including a signing
mechanism.

[0122] For robust device authentication, the key derivation function may generate a

boot stage device unique secret key that may not be directly readable to on-chip
-23.-



[0127] The chain of execution may not need to track a chain of signing
keys. The boot sequence nay pass execution control to a checking sequence
(e.g., hawowariasbmsed) which rmay | oad the code measur emeoTaISa@e®sd3é or t he
trustworthy operation of a device. If the neasurenments are correct, then
the result may be a final key that may be used to validate the trustworthy
operation of the device externally. [0128] Keys and controls derived
from a vahihOanhwst 3818 a1 UNHIREK ThESHAURL dGARRGILEO BeydhaPhdRhilg 2 4EYS t hat
persist into the run-tine operation. A device nanagenent server may use

t hi s resiPabdd asiughenpgptiRpgr &@ln@m?@ynlﬁmaﬁxwr@b@ml@e@ Adsolherapay yheppetveld to a
trustwor R@auﬁﬁe@ﬁc%ﬂ&?or%%ﬁ{ é}ﬁa hrlﬂﬁ AN S m TR e§f%f\% ﬂat(gf%\@e%gss of hhe
application co Gt her  han , removing access to keys at each boot
st age mayodielap dafehendzivict a'lr@ugbrthmff dygediteant.r ol over hardware protected
domains of th essi. i fi1.6 vendor of a
specific bootﬁnﬁg Hﬁ%ﬁg 6ﬁﬁ%%ggfgggﬁﬁéﬁﬁ%gggge%%”%H?ﬁ%%f?g'&device
personalizatlBﬁ24mr@wmsbmﬂﬁhgqndgbmg@@nghﬁWﬁb@nmgipwgmnﬂomMr&pﬁaﬁaﬁoThe
executing boot o det gct t hat an |nt r|t |Iure has taken
pl ace ongpﬂwﬂﬁS%gmnaﬁ?énﬁﬁg?BEMdmﬁt egmgngu)e%Mboo oljjl in ﬂhe encrypted
secr et paﬁ:kﬁ]tredfl&lforé h@ dxexdtedd Ok cedeagey teefyd bﬁ) (1] keytﬂhn@atdndnnmbn areatint egrity

failure such as nown "integri i ndi cat | ssage" | ocat

Spect 1 oS R Ratar Pty e TR Fore bl fe oot
st age nea@mae\n@rumqmyedra&uy trodtike ) @aramlrﬂdodenh@@ﬁmﬁlymlnMIb@aéd et thegsage in
the packet's field, whic { not match the expected value, indicating to

the execdfiVHOBBOEIVoHYE- ¢ Ifiésf Qi sges ksy) pay Pﬁgfgleﬁ%fgl Ja g repeated [ 0130]

A har dwalf&rﬁ@f@@gtage@mnﬂﬂrhmdago&p@&deﬁﬁaagsede@aaﬁlh@@tI cation nodule (see e.g.,
Fi gures 13A- l detect matches between the (HWprotected, invisible to

software or f ql%lar%guré%é&lﬁ%@smwré@whowg Feueges- t \heeaspRlaryiiiisgpRsy ¢ o

gener at e carRaf.d Wah&w SN KQL m3l 808Vt ilCaRtipR |stag&sca%§ Sow @185t goderedenual
integrity-dependent hardware configurations, secrets, fuses, 1/0 and

test pi ngnaybpdaterngiped. The initifl gtpgd key Ty ot thag] thg h?gd%%ts C%feﬁyé@dcfer ﬂi&eyoqt hen
choose tgg }rés% e cAbi. £ rthat(e?%t pr&fesstoﬁl Sedtdth B mﬂe di ﬁéMb Hﬂgweg&l@%g LSt Bl wor 1 d

that a failure has octurr he contro I ng remain idle,
awai t i ng niagparorecornd Het sshirpy semsl@w HOwirsriet ssopiRpasty qud. mot ing tattinmept t o

authenticate f(ﬁZé heIf gé&tg{ag@sl aree&te Lk accordi [t(g) é%éir ont %Hﬁ%ugﬁﬁ)r §s> hﬁ)cpcodg he Dboot

st age aut hent i on nodufe may decrypt t rypte ge signing secret
(packet ) theraavbrsultherte axagheriagor mgml’@«:a whagh mhay bervsedypderaatiy by agaiork t he

stage si %ntltg Sel?r glt %8V1C€hhas 'go(glecl hal a twor%y rnanné3 r 8\{ﬂel$vlw(s)mlfﬁl agst 85t C-O%kg orized

signal, an *au access no ut “sighar, cavdu

st age” |mﬂhnh&n@aahdmﬁﬁﬁgnaynhgbamwmm&kedhqymzhymﬁne}mMnﬁa@mngrannable
fuses for man facturlng stage-only provision nethods, and/or 2) nade
accessi bEEIAEIRENY 2i ng har dware on the chip.

[0127] The chain of execution may not need to track a chain of signing keys. The boot
sequence may pass execution control to a checking sequence (e.g., hardware based) which may
load the code measurements needed for the trustworthy operation of a device. If the
measurements are correct, then the result may be a final key that may be used to validate the
trustworthy operation of the device externally.

[0128] Keys and controls derived from a valid boot stage may unlock residual ciphering
or signing keys that persist into the run-time operation. A device management server may use
this residual signing key to verify that a device has securely booted to a trustworthy state to
determine if the server may safely download application code. On the other hand, removing
access to keys at each boot stage may help to maintain privileged control over hardware

protected domains of the chip that should be accessible to a specific vendor of a specific boot
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[0133] The chip may need to provide anot her nechanismto protect the inputs
if they are not | ocked by fuses in the manufacturing process. |If they are
not | ockeslodowmdmia fuse, the boot stage aut henticati orCrasadia/osmge al | ow
provi sioning node if the device has booted securely by its own detection
mechani sm as descri bed herein. This may prevent non-secure boot code from
entering provisioning node. However, it nmay be up to the secure boot code,
har dwar e Genfjigw at P rpo’%@éjoﬁhhﬁﬁzé'd%@i'@@%ér?&taﬁﬂﬂsr_1, haneai g, hublige.chip to
protect against unauthorized access to the provisioning node mpu%s. In

ot her worte§8neg £l§e boot stage authentication nodul e may assure that secure
boot code i s Rigsut A &OBROBES Lodd1fi e 1oGRHE AHLASNLAR] Al380HRYFE that
manages the authorization rdware that protects access to provision node.

I n an enpbdé et pexthegsmecaspenigootfopeoowds embydded inl theenchpted dedeeypsckeefag. |
publi c, i vat : . e - - I8 S ot. .to
aut hent i @getnee%ab‘r%fgt Sg%ﬁ%r%ary ﬁ% %n@ngéllﬁé%&ga%t%w%rﬁgéalggecszlglg%tagkr@ﬂvg gﬁtg%f |1t i oni ng
process anlikatiempssase’ dacoreil irga spedéic ifinldwtf the encryptp@ 48k} packet. pmaaviosinghé ng node
i nputs may all ow the subseguent ages .of .signi ng.secret packets to be
decrypt edouhgo st G- MTRAMR st R Budte e i RE P o BT Tt &%
pr ot ect ediekleghish aag notnaet thabipecio vaod, inkraangdhd@ieciting ibbbieotl ©thhithua

provi sioner. . Tgein, t he proyisioning node state nmay be switched to

encrypt i GHcgbgRIuhas 6l Bhot st age code may be | oaded into the key
derivation fupaBeona hiearctchepaadein the bacdesh autheh@MiGEMbEEe 0E Ue Secr et

key may be autqnati calnqlg%/ﬁ 8enerat ed (but not visible to the user or the
sof t war e} 124t At -OHBaYfetres e §ewiset B (LYrResHendiPle & HY &l boot code

may be i ms@vhefedpBéed ddaQekitH Ghite NGV NBesaR drdeNe MR A6 a Wik ateRBndWeHAVI Ce
uni que secret key. The result may be stored in a | ocation to replace the

previ ous YEMEPCess, e.2., tp griepmity-dypsadeguiid wase srnfighatensceisesis: Becs BQded t hat
derives pgnesyRReguBiidevi ce uni que secret keys, which may be used to
encrypt the internally stored subsequent stage signing key secrets. This
process may ctddlinubhesanirellippbasr eagpenge nmhiéheg ehase ionsyic peplew ouigithe dhite new
boot st age; i L LGNl ﬁﬁ’%:&l? st age
code andgrgjééég toeﬂg%gﬁ%ﬁa%g‘t%lg%?gﬁe%hun aﬁg%mﬂhg%dé’%hgncgl@% tthe El(éév%g%agi n of

st age dewdénean g, guaitiseippetirdoeths chipagerface aegpexoror pin) togitteipt tpgelhfritiede &t age
may renai el,{{%qﬁgjﬁd't}gd. [0136] Figure 18 illustrates an exenplary boot
sequence tlow tor a device that generates and uses keys whose strength (or
ot her strengt 132] sleeue Ppeyatohathabd@ siagt awtlengentihn awdele ypy deabmold t hm i t sel f,
or node of the algorith et.c. depend on the result of the |eyel of

Cr ustwor e i fenle®Rerfifucke Tl HERERT £t RS IGREL ML LitSRiafig

pr ocedur enspdirthcodtagedigdingisagets. NEhdhoatulsagyieive @ “provisionin@ hddp” thhet sthinsichrosed

systens and net hods ma e used in si ngl e _stakehol,der (e.qg., a renote
cter ennBt R S mer g ooy et R greSeRlRiR e Bl B BT £y co
manage a 1jpvkdieusBgotealnye-piog@mnidleyfudeg fdaghersuihg-fthgrcinl ppralisioy mefots,

exanpl e, a renote user . nt.to validate if a device has correctly

obt ai ned 2p/e" P fade F“‘é\?gqu%t}/y %@Qﬂ“&’é‘gih G YIS or functionality before

usi ng the devj(a83]f OrheSBGHURAY el 0 frbhad ardtldr GOFHRhieN b proedct @B fputs if theyl 0138]
To determine a | evel of device integrity and/or functionali té achi eved, a
user may 3EHE! oekgdytikes Hehy panP EUBmREerngd BenyReet lpdet RevBY i £8c-dbfd

subs eque@Béaétaf@@aath&ﬁbag)nhhﬁu@nga@ea@lowmﬁ@ng(ﬁ@&- if thi DEViAANGE BodBY scBSyr € t he
freshness of the result). The user may then check the response to determ ne
to what &v#gewsfetegioagrachapisang degcaibehhareia ckhisRACRIETGhNUhECHE PPAEOHAS
passed. %%ﬁp&t&iﬂ%bﬂﬁisfo%?#elﬁodet RRWMSET it FRY bOEYS (RSB BE&odd) fhraigeMY

securely interact wth device for the function(s) for which integrity
have beegorfiguiatipedind other “authorization” hardware on the chip to protect against unauthorized

access to the provisioning mode inputs. In other words, the boot stage authentication module
may assure that secure boot code is executed to protect the boot code authorization sequence that
manages the authorization hardware that protects access to provision mode. In an embodiment,

the secure boot process may utilize bound keys (e.g., public, private, etc.) and a challenge
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[0139] As an exanple, if the response represents that no secure boot
process (e.g., no integrity checks) occurred, then the user may know t he
devi ce i swoanfi/gozied in a non-secure nmanner and rmay not Po@/usediitms2oae on for
the handling of sensitive data. Al so, because sone device integrity bound
keys may be unavail abl e, encrypted data bound to a secure boot process may
al so be unavail abl e. [0140] If a first stage of the process is

achi eved yoshBRO ploiio A6 il BBt IR aH@Xtﬁh&&g@Ia&%thb hiveGRRAPI thd pBoisiSHiap as the
ability to attest to sonme of its ow failed functions and send out a replay
pr ot ect edrwAd/Asd thsipgrvéseongiesnedsdapusi gnal . The renote user may deternine from
such signal tpasapt hr eflﬁﬁgyﬁbé hERS ) ARA ik SuQfuchdh spgof ed
by some ot her eV| ce, ep%\ggl ieﬁgctn?%n tot rened#ugt e H?Ese&g%?{%es CEnovm ng
that t he padwist¢ebsdntyptandpiater agenglitg Hglboot stage afithdmititioGanidukrun peptdcked
exanpl e, {i ion
keys reprr éegssée%? ]§1%Q’8%Ieﬁéa%ér ever{%It 9%1%%&0 g%%@leslléhgwl cf&al\/t:ﬁ](é: Bl%%[% s O%% may be
avai | abl eta@nnetyf’ce s&vavlnedeo tivagptioaynodé. | ﬂwﬂewbobhﬂaggsede Itnwy beelnmleélnyo &mdtey
securely modi.f n.t.he device may be where
the devi S8TTHY f‘mc ‘t“e\r}ghengg% O%Slssl%dc?nof‘“ew deélce P Sé’&fre ]t“’y mnﬁ'jneget | ocal
access t@ud@myt&calltagt:nemd @ud I(O)WVIBiblettO tt&mtsdsre)mthecsaftﬁaﬁe}) THee, thaAMwosigidey i ce

t t 1 At
e T A S i R SR R AR At

aut hent i aghehd fe dROLRIqUS&Lrel RYy. tnhs réhivinay bOMb&E iV £TocQion $blEplasEthy er
application) so sone data and code on the device nmay be | oaded and si gned
usi ng av&1alf &'K8Ys relating to the stage of integrity achieved. Q her

st ages associ 188 Véubbeq@b®bod s@€ b&eGhaydRNGHILd ihhi RSivEREwWALBRqRG aGieeVved.
[0142] A final successful stage may represent that the device is fully

capabl e UBdpererist kypurteh Basbe trad & %@W@Hﬁt@%@éﬁ@%uﬁ@éﬂm‘t ALY vy

access amgly 4sRs. This prd@IAidy c-BhﬁnderhYﬁmdn%tBﬁe@h@@wcb ttfalylﬂéty%otsma@th@tle@t ages
of functionality c‘])ls not" limted to either one or i pl e stakehol ders.

In one f @@@ﬁstag%@)d@eﬂml decargyppeing oigpng key. ni;tbéeosl@ra@eotcsfage ﬁ@@@%@emmam a
singl e represeRtahd %Fikr[ Sl b{;tnf?itto ttﬁt%%tcﬁalh Bf étag%'d'a%gmﬁg&e%a%t 18-,% Lo, key

for an autononous vValidation fromthe renote users' perspective: |s may
be used swegssaiodm@ttee modiéied seecthmtremtingnppdified attach to a network for

exanpl e. The ﬁil§€] Oﬁiﬁgr o 3¥ RhETReN x&ﬁﬁl%&%%ﬂ%%{ re%LeSHO\P? r%’&%ﬁ@éﬂh?ﬁ e to allow

for flexibili I'n t representatio ustwort ates of the
devi ce, tgeneadtetmw e kdyssWhO@@ grengidii(caithen mtrerdéwf@ecmwwltamcteng;cs deshiase

managenent functi.on st cs, an di at aut i cati
pr ocedur esypgtal%?élthmstse(ﬁger o UG 051%“%.’ rtTﬁe)lma I I}dloél\r}g rse.sulp(%%e]ftﬂ g] Ot her
aut hent i cattwvonhinesk of t]ﬁa'symm amtden@st bamlteheuegnugaheomng tpmdmepdé:dmé@durmg
di fferent ﬁ) %ses than a prinmary key needed for device's access to a
pr ef erreﬂ[1 HiE"“Sray be bound to the integrity checking process. Exanpl es

of such ' ot hef013ryt HERtdikéddystefByndiBethod tay be used in a single stakeholder (e.g., a
remote user) embodiment, which may provide a single stakeholder the flexibility to manage a
device securely under varying degrees of functionality. For example, a remote user may want to
validate if a device has correctly obtained its full level of device integrity and/or functionality
before using the device for security critical and complex functions.

[0138] To determine a level of device integrity and/or functionality achieved, a user
may challenge the device by submitting a nonce to the device and subsequently retrieving the
signed response (e.g., the nonce may assure the freshness of the result). The user may then
check the response to determine to what stage of integrity and health check execution the device
has passed. Based on the result, the user may have assurances that he may securely interact with

the device for the function(s) for which integrity have been verified.
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aut hentication for OAM authentication for application-|level services, or
aut hentication for security protocols (such as | Psec or TLS) at | ayers

ot her thawmotha/meness | ayer. Ot her exanpl es may i ncl udePautuseoiosasé on of
the device and/or its profile (e.g. a group nenbership, etc),

subscri ber/user, service(s), or application(s). For exanple, referring to
Figure 13C, a service subscription key may be sent to the KDF. The

resul ting keyioisy bgs & deMpReif HRIrGPEns8 8Gr&bnds Bt AN\ REuTBYot PRl f B6
authentication to a service provider. A'challenge to the device my

aut hent i exgsithefepks) hecustiadb dlean;thaysenmay ke Hedevas 1§ eandighted yn 2 1qR-s¢eiih a case,
the ser Vi, SURS il REIHDeIEYp TRYorf: RAMRE AleRivBRRL ORI tage In an
enbodi ment,nthe ﬁlﬁ%’egtri t@-gagkegorsuebscrl C?o% Elély ?[s' prso’\%egeé% at ‘an ear| y
st age, wdetiee iawgiitytbegnd keys ag kednaapipiblec ertcr ypredidetn hogngtocvsedadba@it pmcesat er

st age. I nf Lon may be conbined at the KDF inputs to ensure

bi ndi ngcyo]d ﬁggggggﬁﬁ%bﬁef ormati on. By binding other authentication
information i (40}t hiéaifint etged dfthecireaks ingelpevedabs) thedevicettmrhasn@niendependent
source Ofsec%l{hhce ne%b'il(ftlaeg |s190 arrﬁl\é anipp t{(‘)%%/tésg%ds'ome of it vgr]f ?a?lled Pl-ﬂletioqlls %r(fcl é)e% dut a .
systens, et Rods, and i At rudehtali’t' f'es may af't oW 1967 & ynam ¢~ extensi on
of trust réptayglrbromed 0K/ eiQhkdadiaresk digiabt Fheaomnbte gkt aiay dotedihinél@vimcesh sigrar
exanpl e, out of the factory the device may hoqt securely to a known
moont | giibie sl deien ety el POk S Rt EPEHLRE fealed FHCPOUREE i n a
vendor caéddnftd Etediatethed&idchasting #at R dsaysSseame Hialése sighalt hi s st age may
al l ow an external. managenent entity (such as a OAM or DM server)

( . to
renotel y acced4l opntinging dieicspmplatihd ecrsbtase & Bhicv e RGO ne set9id al | ow t he

aut hent i GaheicAxdnak Ralep BN BRAEBYd] bY cap@biliiS @ Ubviteteei© e tbeal SilabR. J.
new si gni ng keys or operator's certificate that may include the new signing

key, et cO)thegiiire thatimey dleaner de §ssrigrepetehr Plesetuedy ﬁ@fl#ﬁ@faﬂ'lﬁg CRER PO8S

descri bede&s el Parialeyy (60 Bfal, G4 AL AR (AR HIBYNREeSLONE LW dhagk RE iDL Keys
and a new execution stag&s% be inserted, which may al so be signed by the
ta,

successf maygeldgenl keys o zalavoi afeenhegie hdhadddbor datice maprpympel
prot ect ednpy (L0§ (éﬂls%&?&%]ie&l AL Eéf tﬂ?re%télmeé Ad tﬁ‘fglktagelf}%ﬁig!é%‘o IOtheC heck.

If the devicCe is reset, for ‘exanp t may autonmatic rough to
a new st dgecaihayt havathechpability leaufiwaricatsrihé onose uson (ad dtsd) AMfor O\ sereey or

£i . . L ti . . . b
avai 1 abl QB ERERBERH G on IR bR G LR, b RPRRGTh ATy °
aut hent i ewtilabla kpggsletng tbigrstigh of axdgaryrrehiceqt iQthervagestescamsdvath dilvat t he

device i %V&rs%?g%) conf i od. [0146] Figure 19 illustrates exenplary

| ¥.q. red. ..
net wor k cormuni %‘%{1%1%%“ elllsé)ﬁ)ler?ﬁhl% mul ti-stage authentication. [0147]

A 3GPP Rel ay [ad2] (RiNpalvagcess@il sage may tepaesddEthat the dered iafirllykEppdbte ta pekdsror eNB

(DeNB) as well as an eNB (i.e. Relay-eNB) to UEs that connect to it. Since
ol ) Nodut sy P B AR GeB eyt vy e B S dibrbe such as. enor gency
response or tpmM3I arie itevesged gafindlidd setgal Rlagss @ Mmisnctibhu@yy andys molimxed f ul |y
configured at depl oynent ti and may not have all - 28 - fupctionality to
operate fUfihy" O@i%éél%%tﬁﬁg‘ﬁgeré BenGbiR: Fevraes minoRealogp a swgiage 99

requi r emeRdcking Wil aleh oNOref@WINGA vE REUT thitfeduRII & SIFRNMuShenfiBYioN &ML n be hi gh,
resulting in a need for integrity checks that allow achi evenent of staged
oper at | OREPIYRS d%l}daSﬁ%f’io@tﬂ%f‘gréﬁloéb’é‘?rétﬁebsﬁ%ﬂt“’%t Bhig@aphyutsd thedidalg af or

post - deplyeyem@nk 600k aHLALE @M ROFbrR fedeatpal TRNQIdsEP L tems and mb@3&8hayFi gur e
20 illustrates exenplary start-up and post-start-up configuration

pr ocedur ékso bpgttensibdeiojatew derdlembility iy thgermerntading oL & ustwarey drteddnid al
confi gur ﬁE\ili&D t&ﬁfo%o%st%@fﬁﬁic@t@ﬁ, §f§%:e) nllzgﬁllitgﬂné,\lﬁgj@ce management functions
(diagnostics and remediation) and authentication procedures at device, service, and/or
application levels.
[0144] Other authentication information, such as authentication keys needed for

different purposes than a primary key needed for device’s access to a preferred network, may be

bound to the integrity checking process. Examples of such ‘other authentication’ may be
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[0149] In this exanple, the RN, if it passes certain stage(s) of integrity,
i's made capabl e of accessing a known Operator (OP) managenent box (e.g.,
OAM or Dwveenuersoiox, etc.) as well as a vendor's QOAM DRCIArse@n/o3i1ote t he RN
fails further stages, however, it may not be allowed to access credentials
(that may or may not exist already on the RN) needed for full access to OP
Mobi ity Managenment Entity (MVE). Therefore, the RN may fail full-access
aut hent i qahiRRRINtEIOAR, Lo MYE-fopbRc-Bi6Y Rival se ARIAS &F WithMBic kg @i | ur es,
however, the RN may be restricted to authentlcate to the known OP OAM DM
and may Becuriysiretgetle@uehas disec peElbnral yere dthpythahide gecassd iy cOANNDIKYBIIAY

prepr ovi 5{,9066, MeRHOKicSEGAR M @b Re addiorifs pARHS L6 ORfb SR RErARdel)hEN Passes
the furt e? st ages otlclgtlrilt eg;&?etyk/c CL g.? tLe(eI'-gﬁ %ﬁjbnow gest Ba%cess to the
credent i attscimweded serylea@te)sspp@@tMVE) For exal{llﬂiﬁef]erﬁﬁlgeo tigsel 16§edsesyasﬁt ens and
met hods . anp t f epar at e
{amper | n RSN oBR p PSSl i Srbe TR RS BT b PR g ey

i nt egrit yhaofmay heusté oraethha s atiean aessrlva:bh)rthled zéehaglengetthﬁlerdmm oAy ng pr ocess
:Elflytcﬂﬁ:’lgggtﬁg ?1catQ %Ol’il?hcf} suB crlhérua%%[i)[ c deglce 1nte§r1[ t gn Sl,gr%?él ﬁlglseel\&/lg S(%Cl”(\;lC%Su S((‘,)I{SP}UOH
event, t keymay bk&adblf—:d hthe app:rbﬁ]bdta: shed [ueyvemiediundng uke megﬂ@ztbakl&:yi shlSscnpuon

aut omat i cal l ved k| n t henti catiop ke unayvai l abl e. Fi gure
o O oY i e ey sl o Bisep g e OOt Ao Bk

di scl os e@tagals(btﬁéﬁﬁnﬁﬁﬁatﬂﬁtnﬁ@dﬁ cORmYinBEat RPKPIRipusdo efutceiiilise tbRetee Sy abl ish a
secure connection with the device using the int etgrl ty- based aut hentication

keys may "HAMIatioryPg bipgdine et i deeniGhen Hioaetipn BtoeBt INsingihceier gt ent i ti es

that rel yndip@an dan&pestichit BuRk of encHBMIBE may be probfdd®1] Figure 22 shows how
the integrity checking process may be extended to UE comuni cation. The

net work nmay pHY4Sla The disslpsedosystpms. ragthpds 7gd dnstiampngalitise miay alkeyy fary dyeanke

aut hent i Gathth deedsc tb hndwtor rs&h?eyanaeaﬁoté eoﬂ@@uﬁag&g@frde%@su piclasted 1et Buidy?
integrity or tanper event, the relay node may be able to ecrypt t he
encr ypt edheidagerydpadticvise mgs boe SeguIly Lot Hgopd rmnﬂflemed atef ISB<Fh & fryicgmay dirst

mai nt ai NG credent al% {Aa'lﬁaéd JQ%Q&?G&%&% SMI%taﬁ ntﬂ%lﬂg é.' Xt % th € one
or more of the t owm ng: a nechanismfor the stagin |ce si gni ng
keys whi maynﬂwan B?cswnaldnarltagﬁenq@a@rttntsadsu@rassttCéngd)rDl\Qserver} errettletelde?@sm nati on
of the tLysiankbRUNESSuRl. B AEULGE, aft IRWAC Rt RE SIAAFahElEARS Of
on-chi p ressurces and aut hentrcation secret e succes

measur emenity of insdnenceoutelehdals telee www vigmig keyetr stcaye’ sakrtdicae vhacmay tramde
configuration |nf.orrrat|on f t QO0t. proces be used
Lo ai pectiey Rt g Th e bio B b OSGRE ol B PRESuR8 IR Qe ¥
on-chip lhenemu n\tea&oafiglnateinea&en@,&(ers@nsd fvoh ttaufehekays adtainow;exandbn engenhayof

trustworthy repor n and re i at tvveen ext er nal

b 41 s bRk bR By AR PSR Dy (N E e SRR kR RS RS KSR B by need
for an exglddcwhich mbedé pioyeceb 8¢ KieRgedpssQt ecipletichsfitig fihAleoffQ@tatiph oleei sIfand
elimnate the need t store and protect lllby é code reference val ues; or,

aut hent i &%t 8&%&?6%?% PSYRPIP db’%‘a%‘l‘“é%ﬂ’(ﬁﬁ 00l el 19 2 gesp plage PHRRE ace such

as a chi @h@ﬁm@{w&oﬁﬁg@&twmdﬁtw Mt BE R&¥ eonfiguratidDddeShalhds] @ d @E Bshinhegri ty
Policy Engine (PIPE) ma part of the overall platformtrust system

ar chi t ecfiipenticatipg kPV PRy 9V3616WF r On exE@al Rty mat hefpaushrnets the é?‘il‘iﬁ’n I5he key
rel ease RLAGRRS on PAGEIRE B ERNLARY mERbE BdSrell URCTHE QB 0 plopding 1 ow of
the secure boot process, processing of integrity check nmeasurenments on
sof t war e caguend. dat a conponents, subsequent enforcenent actions accor di ng
to policies. @deorlle\o fusPHOSSAMPREy RALINRE AL ABHIGORIARL 0 ABR.pALT Ci es
may be defined by oné or nore exterhal” stakehol ders such as a nanufacturer
and/ or opethentigtticind may be provi si oned on the device and updated in the
field through t R r ol
the risk of c%dr%gﬁgn‘?gg%g?g %@g?@ﬁf tlaocﬁgslb()ﬂ{%jr%g% ;ﬁél'ﬁﬁ Ihﬁ gﬂ%not?%&gugh
control | €deSbf aswatles amdNEaiItfaRc]agz—eNBanﬁUEUa@t oopmcalbllorﬁenmyiewm@d%mw@ y
install i Pgpl(l;meléleonasnfgi 1nr1r1% gcenal“rl%%tsﬁ nag emer an resI tns%s %m OF: cotvaran %) flﬂnn
dynani ¢ ["dad! 1< Cohponen UrP ARG ran T e AS AR Ust At

dependi ngitspos thdyenasycr&agee ﬁlﬂlypoﬁgumlw dafpldyh’t&:ni thadamigngpert atveadls, the PI PE
may i nplenent, in response to an autigentication failure, one or nore of the
foll owi ng: power down of the platform prevent |oading of conprom sed
conponent (s) or quarantine the conponent(s); trigger alarnms to external
entities such as the security gateway or renedi ati on manager in the network
to notify a low level failure or conprom sed functionality; prevent access
to functions or secure information on the platformsuch as authentication
keys, etc.; or, prevent ‘access to secure functions on the platformsuch as

.



[0155] In sone cases failure may be so severe that even the trusted

envi ronnment may not be able to assure trust in the platform because the
core TrE Wwoneotyimali ty has been conprom sed. Fail ure at paTiuseniiesm®Be may
trigger rudinmentary operations such as generating a default root-of-trust

si gned al arm nessage, which may include integrity and replay protection and
confidentiality protection. That is, upon occurrence of a |ow | evel

securi ty afRlibMiig toBp Q@%%ﬂ%s%um€%§§®®%aﬂﬁ%mﬁﬁdéﬁ&?ﬁé@gefQaﬁh% &gi iWMRkfis Py one
or nore connunlcatlon channel s that nay be availl As the

| oaded f insdudingreighice secidty peduiremensl Ny deere'e babieh, @ﬁdtlfrﬁjﬂé ng rglteigeat ed, the
devi ce cure
I R S S R R
i nt er r ogét needepfon pedhde@syhant dimignogen andepaicttiz pgbBmentepl ace conpronlsed

sof tware and/ ong. | r 0 rel oad/ updat e
pr ocedur es orRﬁﬁ%%2%%%%?gh#%@mg§%?m?ﬂﬁm%§ﬁﬁgﬁﬁﬁbft%%t ‘&mﬁgég? y checki ng
with a fmnemhgﬂahmhhohdkﬂamhﬁm&gemﬂbmﬂanmn$u$pe¢madxmhﬁgaMnmn$mganto

i solate the ch §b9%£% 1\Lt&e fault in the conponent. [ 0157] Varying
access t6 1850 es on the platformmay be provided (e.g., by the PIPE)
dependi ng upofoitdie Inemekbxanfpls dedasfiupdsyes\eertdih stegk(d) whokdgainalsithade chfabr

conmponent i nteqri then it nay no t ted. This detected
ol or e by e teadpen ormo oD amrermns fooia e AN ot REF bk o bends

expli ci t lnenas a végabt’s OIAINDM euehr. Thiee RIS @ilsfrh@wr BagesHoanredt, duRyherdehi s fail ed
condltlon This type of integrity check failure may be referred to as an

execut i oAIPYEWP ﬁ%ﬁefslﬁr%len%%(rﬂ?é‘b?‘ai/ ReMEnBRL Y AsHBdEht RigecHet op&ll

t rust wor tamésﬁad)mam Maﬂa@éﬁerﬁﬁﬁﬁl@@ﬂME)”ﬁlﬁe&m ke RN nfaD@aiEBGEdekON  Of
mal i ci ous, ronlseg faulty or m sconfigured code and whi ch may cause

t he devi é%th?%lcﬁf&nfa&?fﬁ?tﬁ thet #\@HE Mithas Ve cpBEr Ve dudraiushe kpeate dhetner .

Thus, t heya9adisngifo AEMNECIPRNEN kD wANSP bb\@q@wah@ma?bé Hﬁ@&dtéanegat y nmay be
affected by the integrity of conponents | oaded previously. [0158] As a

resul t, térenigsuadinitbhvendv ©OMWEM usaprepaiiencd sprsosfiadengrst Hel aebnt r oI ling
execut | O?ec{%ﬁ@gh‘?éﬁanﬁ%n%%&@éﬁ Rirind! 4 £9E8¢ 1ﬁtteg1§tg(éﬂeclﬁﬂl LihdR e)fcﬂllibgv %er?]%&e&un“ me

process. For exanple each stage 1nt ot pr cess s may need
to be na@emba@é@ﬁ@hI@%@dﬂhmeqsﬁﬁywhﬁhsurenents made at that tinme.

Subsequent st ﬁﬁg%af;%adl?ﬁ% %?te&’é‘xndérﬁ&hbdlfn?@%% ag@ sARESED ng iy ous

stages throug e “secur ed neans ormation co ance or
st orage timgitmetfpianmesc e"nst&artateearepeemg moomomtgag@ssxrsa}dimtabmm adfble or phemnet er s,

r egl ster %ﬁe 1I1t|e| I'?tp’ ﬁl?%eglc et er ]%s%eci E cHjlvﬂl’n Ori'l?lt IpI'OOQf?SS IS Eung l e, an
upper |ayer app?i’cati'on TR Gn on na% N8 Rati'oh on the

!ntegr!tymnbf@mﬁwﬂmush@nmﬂEMedxﬁbanmnpmmsHMQmﬂﬁgGmnmneuﬂkﬁmmnmﬁm@enat|ons

i ncludin atln ease or successfu

bt hent | CHEGRY Gt GRS AT tats o e SR e o SRRy ot pe

functi onahtoﬁlla@wnyrmmdve@ Immtelganeleﬁﬁcaﬂ@f leyotindvhigableo|SeoWigng:. 21THaicRaTstimys be

checked and |t? |ntegr|ty y verified. The baseline TLE ma be checked
gy

i
by the RETHMPIATY chip gitbyrh inpgats\pd ferdisslpsed st et re in the
Tr E checkmpltiefed Neiiptd®r&:s@blishRecdudd tabdlign WY tREch P LERABME @degripy-event

rel ease of keys necessary for_attachnent to
based aithentication keys may fail. This may provide continuous protection for external entities
that rely upon the security of the device.

[0151] Figure 22 shows how the integrity checking process may be extended to UE
communication. The network may pass a UE key to the relay node using the integrity bound
authentication key. If the relay node is no longer secured due to an integrity or tamper event, the
relay node may not be able to decrypt the encrypted keys and the security of the communication
from the UE is maintained.

[0152] The disclosed systems and methods may provide one or more of the following:

a mechanism for the staging of device signing keys which may allow for the partial or staged
-29 .



network; trigger an alarmto network (a fallback code may be | oaded which
may enable the alarmto be sent to the network and/or the alarmmay trigger
a renot e Wol2kiwgsaate procedure to replace the TrE); or, PROWsSz01do3293¢ he

devi ce. Basi c conmuni cations connectivity code nay be | oaded, which may

i nclude one or nore of the follow ng: check and | oad baseline operating
system nodul es; check and | oad basel i ne managenent client; or, check and

| oad C0”?Hﬁﬂt@éétéxﬁ%u@Qf'tlh%fustlvfyrtlﬁnés@bf Hi&iRCEMEBod fHER sPBE f%[eamf%n()f the
following may be i nplenented: prevent rel ease of keys necessary for

at t achmeshiptresowsesand lauthenticgigparsecrg avharg thd weepssivlapgsseepentiol e dedeloptecedur e
to repl age:GRARATEN 5 d kBl hPaaKa otk TR AR ARUER IEIBYERARLS the
alarmto sent to the networ or an alarmmay trigger a renote bul k
updat e pm&@d used ¢ direcdpllae doasdloigoaldeyhich may dlptelugharnapesid onghipt e

conmponen t ; r. | eck oad remai ni ng
oper at i néesggrg‘fﬁs aﬁlﬂd g%%%%%%gsefﬂg%t&gﬁ?agog e\ﬁ%lgg nnéﬁftrgs%{glg l{%& cfl % oad dynam c,
re- | ocat abhegcaral, ard nemledlatdmﬂieezva‘eu nm&nn@lrmhtlemddu hdsyicahd mdy Hehpartglly s a

];?I lkg;g’ %aéf;ne glgrllfnna?%r} (%fat cF %)r an %xp 101P%t gckllrg]g ulieedgmn$ trhg\éo{{ prorcgslsease
pr ot ocol ahdeliigihwe e n(eécanolswf@arrdqpmédt bﬁfﬁ)éoddhdfe@@btevaﬂ@dsi @damlmmjmn@lrm&:st tvat may

be updated.renptel y by networ arm an uest renote conponent
opdate probSarkRoethehst ¢ Bk naGrCsith S Tl Bl e SETReReS! T ho Pl pe
may vary depemissng A Pifoth ﬁltéglﬂl@}ﬂﬁﬁﬁ:fy wnlgme VEPEf megbdnetoraiaivrall platteagh st age
in the boot process, decisiaons. nmay de hased on the assessed |ntegr|ty
of part Grshimdee ashitqeppge. uﬂ?fePrIP?% C%‘F%?tl fhsrpHlpiage gpsenticadnn anc ey reledse checked

at that tHideBss( Phe PR NAL cohirdBhridRduidiSndiabibdidg HHBRS in8 st@rdoappbdsgd. These
policies may adapt or be replaced by new policies depending on the achi eved

trust | ePEICESSINEOT BegEitt herk @?ﬁwﬁe@ﬁ%ﬁe sfArE MRy S SpBPRICHS SYhserprat

control | .pgrdeRbhiG¥ids a%%@@%hé&@gm/o&mﬁmu@aaueﬁ @)@%r@‘lﬂﬂi RAlbICiES may
use information passed from previ ous stages through avail abl e secured neans
of i nf or pakdiesrinaydndefirgddy ape osmpicagernahgkeholders sechds 2 praufagtaenldsn st ages
(states, ' AR urkil  th&k; B S nmay
be provi g?%%tgggtlemaﬁ% or grlr(?)l{reg Ogg%giee?llg?%@rugdhtkg ﬁletil(g%? )chml@gngn@tg Qﬁ%ﬁ der
may havepgsedsss.t o each of the policies, each stakehol der nmay have access
to sone of th | 16l . i ciation
wth a speci fﬁ’é g@u n@eﬁﬁlﬁ ?ﬂagtc %ntg)igl %gﬁ%? ﬂ(é)(r?%é&{éﬂs&{%h%a}e%ﬁ&? g%%ﬂﬁé@ may
control bewe leeyel thm@glleccpmblle:d wfwagrand ggn alne@k an@m@omtratmhs sofrogvessevend

confi gur at].gn pol i ci ati ervi ¢ control

i gher 1 Dol fih o ARy ABR 6 b tied BT BBV A el erent s
are deSCI’cDﬂﬁﬁnﬂleﬁlbd\iﬁng mn gakt Acad 1Hnstmﬁvﬂ3¢ma]‘@ieod@£ncbn’@ulﬁ)ﬁl tlo:emhgaaf progiekdih i n

the art reci.ate_t each feature or el enent ed al one or
e o RSPt e BRSPS Bt SRR e BT PERTS  he
et hods desesf thetblibeingi poweyloweof thipplan@int; @tbvem I@dhRRIP tbdroMise@r am
software, or firmware incorporated |n a co uter- 81ﬁgdable nmedi um f or

execut i oﬁOIBEIOI’ﬁmé%HbﬂHaéarntIB‘? thﬁF%‘@B%“gBtf(s (B A1aEEs GRS PEREHBf e nedi a

i ncl ude el@fity Away S BnRERtd fhadk géﬂlht@dlem@k oMok By el BlilgSSHrconnect i ons)
and conput er-readabl e storage nmedi a. Exanpl es of corrput er-readabl e storage

nedi a i népPBreMissthfungienaliy Pllewﬁt REESStD funathné Q8 3SHIeynRERSFY op Rewyatiosmr andom

access MY ak R atich 1 fIbRL BF, pr&vdft RecciRIREN e RAMIROHIHHE {0 A NRA Ys

devi ces, magnetic nedia Ssuch as internal hard disks and renovabl e di sks,
magnet o- ephentigatiopgdgosithnggnetcopt i cal medi a such as CD- ROM di sks, and di gl t al
versatile di skgssPVESdomeRaRk RERRSALy Béko%éx%?&ﬂhét@v@rﬂth\é“t&&eé&fvﬁ%ﬁ&t%

used to inplement a radio frequency transceiver for use In a WIRU, E,

t er m nal hotgwsblede atsisritustRNdie pdatfosn pedoss the enp iittefunctiopliy hasbeeh ai med:

L i TEL 00 R8T FALRR 4G KALL IR AfleRlry B AR e APl Efiink o et o

conpr isin
default root-of-trust signed alarm message, which may include integrity and replay protection

and confidentiality protection. That is, upon occurrence of a low level security failure, a distress
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recei ving a neasurenent of first code stored in a nmenory of the network
devi ce; and generating a first key based on a root key stored in a
secur e neworyiiof3ozihe net work device and the first code meERAS2@TOBL036 Wwher ei n
the first key is valid when the first code neasurenent is valid, and
wherein the first key relates to a first stage of trust associated with a
first function of the network device, and wherein a valid first key is

capabl e %EaggiBg H§§ﬂm§%¢@ﬂkh&§&n§$@&%h§hﬂﬁga%ﬁmﬁ&%ﬁ&?dﬁhﬁﬂJ&&ﬁﬁqﬁ%ﬂCt'0“
2. The nethod of " claim 1, further conprising preventing access to the first

funct i on avilehlet he first code measurenent is |nvaI|d 3. The met hod of
claim1, furtfgEeCOoNPH %aﬁ&i ﬁmcﬂohﬁ&?i WulGarfd re$ %ﬂgaé&ﬁ
stored in the nmenory o e net wor evi ce: an prOV| Ing a con

based onﬂmh@vmen@yphﬁymande&H@mgeﬁ@hdu@mngdn%acuwgﬁmammnHMMEMBmnwnﬁe second
key i S \r/T?g)lxg P%?I%Iftol}?he n%g)g)oqg et Sy q‘ﬁyf fggﬁ{zﬁe 1ht%rr¥%atlvg ts)rocedur S fO d1a Tlgge met hod
) ur er rev e n

of cl ai I SI ng unction when
the seco mj)oncad@’omp]swcemmmMsed spftwaﬂeladd/or conflgurﬁmana&t p@fdnmwu&f cod¢ ai dat3,

wherein t ond key relates to.a seco ssociated with a
second f uﬁcatd%é)%ate groae%;'es or 1nves%1gv 1n eegtférccg:g él w@lgglng nte agp ?he Kipg Bf%ﬁngm%rse d by
a secondgﬁhﬁkﬁ&ﬂhﬂ&bompnﬁmmeq&mh@efﬁﬁ@@n@ ®Uﬁ¢n¢makmanofm&fmﬂhmtmﬁthod of
claim1l, further conpri si ng:
mponent.
[0157] Varying access to resources on the platform may be provided (e.g., by the PIPE)

depending upon the level of successfully verified functionality. If a component integrity check

fails then it may not be trusted. This detected failure may be securely marked and indicated to

the network (either explicitly or implicitly), and, the boot flow may branch due to this failed

condition. This type of integrity check failure may be referred to as an execution flow failure,

whereby the checked component may not be trustworthy and starting this component may result

in the execution of malicious, compromised, faulty or misconfigured code and which may cause

the device to perform functions in an unspecified and unexpected manner. Thus, the loading of

new components and the available functionality may be affected by the integrity of components

loaded previously.

[0158] As aresult, the execution environment may change depending on the controlling
execution process and access privileges at each boot stage and each runtime process. For
example, at each stage in the boot process, decisions may need to be made based on the integrity
measurements made at that time. Subsequent stages and policies may use information passed
from previous stages through any available secured means of information conveyance or storage
that transcends the execution stages (states, variable, parameters, registers, files, etc.) to
determine its own operations. For example, an upper layer application authentication function
may use information on the integrity of previously loaded components to determine its own
operations including gating of the release of keys necessary for successful authentication with an
external entity.

[0159] An exemplary PIPE functional flow may include one or more of the following.
The RoT may be checked and its integrity may be verified. The baseline TrE may be checked by
the RoT and its integrity may be verified. If there is a failure in the TrE check, then one or more

of the following may be implemented: prevent release of keys necessary for attachment to
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receiving a nonce; and sending a signed nessage in response to the
nonce, wherein the signed nessage indicates an untrustworthy state, a
partial twosbworsdbily state, or a trustworthy state. PCT/USToig/08@B610d Of
claim®6, further conprising providing a |last valid credential when the
partial trustworthy state is indicated, wherein the |last valid credenti al
I ncl udes a last valid key associated with a last valid code neasurenent.

8. The ”%&QgﬂggﬁgﬁﬂﬁhﬁhgmoWQ%% Qﬁf&ﬁﬁdé&ﬂ@%ﬁ @E%ﬁé&ﬁwﬁ&f&Q@&biQhﬁﬁ&ﬁﬁ a
freshness of a boot state, erein the nonce is derived locally via at

| east onéo lsfseal g éppeiveask e@mﬂhﬁr algm mayigigeer aemete halkgipdappoogserd toseplace
9. The W‘a{ehﬂﬁ) ok 16 dH“Jn hVARSE! %aw@mﬁﬁ%c 6 ¥s éo%néc"u%f&’od'e%a%% 1&88&” e

menory at a time of manufacture or tine of provisioning
met hod ofwhgdhaman idgludehverr ei motetd t@é@ﬂnvenmhmlqﬁnd $ag haselinf Omrasleg wseérm ar dwar e

modul e arllrg) V\fgg rcﬁécli% El %aﬁ%gsehrgeel% ze %tt clYen? IolI) lcﬁec %né ?ofahc ug %Icllt%l ge of the
8 él i war e noadu

secure har ecure ’har o perform

|ntegrltwmﬂak$dﬁamohﬁnkmasnh@mmnbrd@ﬂﬂﬁemnbhamsguuybehaﬂdmaﬁﬂlpmﬂuke

confi gur Feasd zt)f lleys %etcesisgry or e;[tt’acﬁ[ment to network; trigger, via an alarm, remote bulk update
procedure to replace components (a fallback code may be loaded which may enable the alarm to
be sent to the network and/or an alarm may trigger a remote bulk update procedure to replace
basic code); initiate alarm and remote component update procedure; or power down device.
Check and load remaining operating system and management client components. Check and
load dynamic, re-locatable and/or reloadable functional modules, and if there is a failure, one or
more of the following may be implemented: prevent release of keys necessary for attachment to
network; send failure report in protocol to network (failure report may indicate failed
components that may be updated remotely by network); send alarm and request remote
component update procedure; or power down device.

[0160] The action of the PIPE may vary depending upon the successfully verified boot
chain. At each stage in the boot process, decisions may be made based on the assessed integrity
of part or whole of the underlying platform that has been integrity-checked at that time (or by
that time) and the policy that is to be applied. These policies may adapt or be replaced by new
policies depending on the achieved trust level. The execution environment may change
depending on the controlling policy at each boot stage. Subsequent stages and policies may use
information passed from previous stages through available secured means of information
conveyance or storage that transcends the execution stages (states, variable, parameters,
registers, files, etc.). PIPE policies may be provisioned by one or more stakeholders. As
examples, one stakeholder may have access to each of the policies, each stakeholder may have
access to some of the policies (e.g., depending on priority level or association with a specific
function), etc. As another example, a manufacturer may control low-level code policies, an
operator may control software and configuration policies, and an application service provider
may control higher level functional modules.

[0161] Although features and elements are described above in particular combinations,
one of ordinary skill in the art will appreciate that each feature or element can be used alone or in
any combination with the other features and elements. In addition, the methods described herein

may be implemented in a computer program, software, or firmware incorporated in a computer-
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receive a neasurenment of first code stored in a nenory of the network

devi ce; and generate a first key based on a root key stored in a
secur e neworyiiof3ozihe net work device and the first code meERAS2@TOBL036 Wwher ei n
the first key is valid when the first code neasurenent is valid, and
wherein the first key relates to a first stage of trust associated with a
first function of the network device, and wherein a valid first key is
capabl e Q%dQﬁéH@dﬁ§ﬁ9m9¥aﬁm£b&ﬁ%oﬁﬁﬁ&ﬁﬂ@hQ@%oﬁQﬁﬁ&ﬁﬁ§§h&ﬂ$u&kh%&ﬂﬁ&n0t'0“
12. The secure hardware nodule of claim 11, wherein the secure hardware
nmodul e i $nefligrindhede eloghprig)sigrads @T@n%ﬁlilé‘?ﬂeﬂ?wf wirekeroviraless RRNNEGHoss) ang aempuer- when
the firs re
modul ¢ of T T Moy Ay ub Tl H4Bplher peataplc ackihe iR ROGHL Bt S0

confi gur étdnlt@to a rqad oalyveenzryeR{eM), elrranlonnefcwemn@r}c(m/l)stamw@m qachehe nmenory
of the n oM h I.p st key and
t he Secoﬁﬁ& ggﬁlé% Sd%Ftofle &gl’tngrry Vﬂ%wgees %a%r%ﬁg %gdllé%%chka%%ﬁgrnﬁ%a{ isks V\ﬁﬁé

second cmdmﬂmbhdukEME@navspwalmdhaandomummnahﬁhwhseGDHEDMbhﬂmamédmmdule of
Rt T A FaR St A T R

i nval i d. radio frequencylkfansctiver ecdsrie a N\HFRME[U]@, té’fﬁﬁlnhll EbaQ:f stemloﬁ,l RINQ,3yr ahBosei n t he
second keg relates to a second stage of trust associated with a second
functi on®dRYwherein a valid second key is capable of being used by a
second stakehol der to access the second function.
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16. The secure hardware nodule of claim 11, wherein the secure hardware
nodul e is further configured to: receive a nonce; and send a signed
nessage iwonrespense to the nonce, wherein the signed ne®cags20inm@Bmas es an
untrustworthy state, a partial trustworthy state, or a trustworthy state.
17. The secure hardware nodul e of claim 16, wherein the secure hardware
nodul e is further configured to provide a |ast valid credential when the
partial typisiwaLify. state is indicated, and wherein the |last valid
credential includes a last valid key associated with a |last valid code
measur enent . 18. The secure hardware nodul e of claim 16, wherein the

si gned nessage hupd o %gﬁrﬁl%@%ngtvﬁlﬁﬁamfs&e% R a0Qat uRtdliSa AR gg;e;n

the nonce is derive y Vi east one of a sequence counter
dat e and ti nerestizing afmeasir¢nymt of first code gt@red Themsmeyrod thyanetivwelk deviagdaide of

claimll, whe € Ieﬂ{lhgrgﬁfsfget blétgéﬁ oinsa r%&t%e?gtolreﬂ iItl Q g %%%ﬁ&ﬁor”%ﬂ‘ﬁé}{ t%%r a time of
manuf acture or a tl 0 HrOV|S|on|ng. 0. € secure hardwar e
nodul e ofledtcadndhiliclfirstvode miemsuteents eberca thefinr keyiisvabid mheothetfhe cedcur e

har d?"’ar € Ir?cgguﬁflzn?ént %lelimgcﬁ %hf':‘]reithEe f{i}r(s)tlolgey%é%Xtesl ® ar}l%t s%élgg !)P tlruest gsgoc?e%cf Wil £
outside 0O € Secure’har dware noddl e:
first function of the network device, and wherein a valid first key is capable of being used by a

first stakeholder to access the first function.

2. The method of claim 1, further comprising preventing access to the first function

when the first code measurement is invalid.

3. The method of claim 1, further comprising:
receiving a measurement of second code stored in the memory of the network device; and
providing a second key based on the first key and the second code measurement, wherein

the second key is valid when the second code measurement is valid.

4. The method of claim 3, further comprising preventing access to a second function

when the second code measurement is invalid.

5. The method of claim 3, wherein the second key relates to a second stage of trust
associated with a second function, and wherein a valid second key is capable of being used by a

second stakeholder to access the second function.

6. The method of claim 1, further comprising:
receiving a nonce; and
sending a signed message in response to the nonce, wherein the signed message indicates

an untrustworthy state, a partial trustworthy state, or a trustworthy state.

7. The method of claim 6, further comprising providing a last valid credential when the
partial trustworthy state is indicated, wherein the last valid credential includes a last valid key

associated with a last valid code measurement.

-34 -



WO 2011/130211 PCT/US2011/032036

8. The method of claim 6, wherein the signed message further indicates a freshness of a
boot state, and wherein the nonce is derived locally via at least one of a sequence counter or a

date and time stamp function.

9. The method of claim 1, wherein the root key is stored in the secure memory at a time

of manufacture or a time of provisioning.

10. The method of claim 1, wherein the secure memory is part of a secure hardware
module and wherein the root key is not visible to software outside of the secure hardware

module.

11. A secure hardware module to perform integrity validation of a network device, the
secure hardware module configured, at least in part, to:

receive a measurement of first code stored in a memory of the network device; and

generate a first key based on a root key stored in a secure memory of the network device
and the first code measurement, wherein the first key is valid when the first code measurement is
valid, and wherein the first key relates to a first stage of trust associated with a first function of
the network device, and wherein a valid first key is capable of being used by a first stakeholder

to access the first function.

12. The secure hardware module of claim 11, wherein the secure hardware module is
further configured to prevent access to the first function when the first code measurement is

invalid.

13. The secure hardware module of claim 11, wherein the secure hardware module is
further configured to:

receive a measurement of second code stored in the memory of the network device; and

provide a second key based on the first key and the second code measurement, wherein

the second key is valid when the second code measurement is valid.

14. The secure hardware module of claim 13, wherein the secure hardware module is
further configured to prevent access to a second function when the second code measurement is

invalid.
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15. The secure hardware module of claim 13, wherein the second key relates to a second
stage of trust associated with a second function, and wherein a valid second key is capable of

being used by a second stakeholder to access the second function.

16. The secure hardware module of claim 11, wherein the secure hardware module is
further configured to:

receive a nonce; and

send a signed message in response to the nonce, wherein the signed message indicates an

untrustworthy state, a partial trustworthy state, or a trustworthy state.

17. The secure hardware module of claim 16, wherein the secure hardware module is
further configured to provide a last valid credential when the partial trustworthy state is
indicated, and wherein the last valid credential includes a last valid key associated with a last

valid code measurement.

18. The secure hardware module of claim 16, wherein the signed message further
indicates a freshness of a boot state, and wherein the nonce is derived locally via at least one of a

sequence counter or a date and time stamp function.

19. The secure hardware module of claim 11, wherein the root key is stored in the secure

memory at a time of manufacture or a time of provisioning.
20. The secure hardware module of claim 11, wherein the secure memory is part of the

secure hardware module, and wherein the root key is not visible to software outside of the secure

hardware module.

-36 -



