1 A RISK MANAGEMENT TOOL Field of the Invention 5 The present invention relates to a risk
management tool. Background of the Invention It is known to provide a tool for qualitatively assessing
10 risk in the form of a 5x5 risk matrix which is based on probability and impact analysis
recommended in the AS/NZS 4360 Risk Management Standard. The risk matrix includes a
probability axis ranging from 'Very Unlikely' to '"Very High' and an impact axis ranging from
'Insignificant' to 15 'Very Significant'. Risks are classified into 4 general risk quadrants according to

analysis as to probability and impact as f@oRVESKOMANAEGEMENCYitIEENTLQuadrant B (Urgent) ,
Quadrant C (Important) and Quadrant D (Minimal). The risk quadrant classification therefore indicates

the 20 extent an(%na re o%t seol{trll(\)fnerrleqluwed and allows an organisation to prioritize for resource
allocation. Howevef—tl‘lt%e—te;}%f—aﬁesﬁnw is limited since risks with varying degrees of severity
are often grouped 25 into the same risk quadrant. Summary of the Invention In accordance with a first
aspect of thg present g0drvention,thaie ispravided a sisk snanagesmentiaal;eamprisingo a risk matrix
having a possibility axis indicative of the likelihood of a risk event occurring and an impact axis
indicative of the effect of a risk event if the event 35 occurs, the possibility and impact axes defining
coordinates of a BRIFIHY € ' J-é4€h matrix location having an associated risk
severity score; 2 the rlsk matrlx havmg a plurallty of risk sections

It is known to provide a tool for qualitatively assessing
10 risk in the form of a 5x5 risk matrix which is based on
probability and impact analysis recommended in the AS/NZS
4360 Risk Management Standard. The risk matrix includes a
probability axis ranging from ‘Very Unlikely’ to ‘Very
High’ and an impact axis ranging from ‘Insignificant’ to
15 ‘Very Significant’. Risks are classified into 4 general
risk quadrants according to analysis as to probability and
impact as follows - Quadrant A (Critical), Quadrant B
(Urgent), Quadrant C (Important) and Quadrant D (Minimal).
The risk quadrant classification therefore indicates the
20 extent and nature of the solution required and allows an

organisation to prioritize for resource allocation.
However, this tool for assessing risk 1s limited since
risks with varying degrees of severity are often grouped

25 into the same risk quadrant.

Summary of the Invention

In accordance with a first aspect of +the ©present
30 invention, there is provided a risk management tool
comprising:

a risk matrix having a possibility axis indicative of
the 1likelihood of a risk event occurring and an impact
axis indicative of the effect of a risk event if the event

35 occurs, the possibility and impact axes defining
coordinates of a plurality of matrix locations, and each

matrix location having an associated risk severity score;



indicative of different risk classifications, and each matrix location being associated with one of the
risk sections; and 5 at least some of the risk events being represented on the risk matrix at matrix
locations corresponding to the relevant risk severity score for the risk event. In one embodiment, 4

risk sections are provided. The risk 10 sections may correspond to “critical”, "urgent”, "important” and
"minimal” risk classifications. In one embodiment, the risk sections are represented differently, such
as by representing the risk sections in 15 different colours or using different shading. The risk matrix
may be communicated toh& persekr by.adisplayihg thergskamattix oala digplay. Im additiem,arions

alternatively, the risk matrixeay he commepicatad tq-a 20 persishy prntingthe risk matrix.Japne
embodiment, the risk matrix_qurther com%rises at least one gr%ss risk event mark%r, the location of the
X O el ed. wit g

. mat 1 cat.l1Q n aAsS S 1a ith ,one e 13
gross risk event maerr represen%lngr%he seveﬁty ofsa %% FISKPrior to |mplementé:t|on of risk %rea ment,

and for each gross ¢isk@vent aadker a corresponding residual risk marker, the location of the

residual riskgmarker represerting:the sevedty ofthe rsk aftertisk: freptment. 36 hr peerelodiment,

the risk matix s prranged guch fhata greatey.severity isksopie vals gop, gequs agross the, Jmpact

scale than occurs across the possibility scale. 35 In oné arrangement, at some of the matrix
locations in the $&Mé& YidR seEtidif intfitlrtheYsat@Fisk Severity Sscoré X3 SisdHe-embodiment, the risk
severity score is a whole

In one embodiment, 4 risk sections are provided. The risk
10 sections may correspond to “critical”, “urgent”,

“important” and “minimal” risk classifications.

In one embodiment, the risk sections are represented
differently, such as by representing the risk sections in

15 different colours or using different shading.

The risk matrix may be communicated to a person by
displaying the risk matrix on a display. In addition, or
alternatively, the risk matrix may be communicated to a

20 person by printing the risk matrix.

In one embodiment, the risk matrix further comprises at
least one gross risk event marker, the location of the
gross risk event marker representing the severity of a
25 risk prior to implementation of risk treatment, and for
each gross risk event marker a corresponding residual risk
marker, the location of the residual risk marker
representing the severity of the risk after risk
treatment.
30
In one embodiment, the risk matrix is arranged such that a
greater severity risk score value drop occurs across the

impact scale than occurs across the possibility scale.

35 In one arrangement, at least some of the matrix locations
in the same risk section include the same risk severity

SCore.



number between 1 and 100. 5 In one embodiment, the risk management tool comprises a risk trend
chart representative of the change in risk severity of one or more of the most severe identified risks
over time. 10 The risk trend chart comprises an indication of the one or more most severe identified
risks at different times. In one embodiment, the risk trend chart comprises a measure of the number
of risks in the risk section associated with the one or mote most severe identified risks, such as 15
whether 1, 2 or more than 2 risks are present in the risk section associated with the one or more most
severe identified risks. In one embodiment, the risk trend chart comprises a 20 plurality of rows, each

row correspondingyto g giffergit Jaumber-of riskspresent in 4 sk sectigp @ssociated ;with{he one or
more most severe id%ntified rjcsks. Th riskctlrefg chart may further comprise a risk trend 25 plot
number betw ?T

indicative of chang& IR Hsk-over Tinte. THE fisk™ frehd plot may represent an average percentage

change of a plurality of risks over time using the risk severity scores. 30 In one embodiment, the risk

managemers toof gomprises avpluiality of riskieend charts, £aghdiskdrend sbart cepresepting a

different risk area, ssujgh as. g%kqs ac%gg@ted é/VlthedS!fé‘%r@Q% Jl{)%l%lﬂG()S% aregs of an, o%anlf,ann..S% In

one embodiment, the risk management toofcgr%prlses a risk reporting chart inclu in anplufa{_]i%y of
risk trend 4 charfS®aEh gk Pénd Thart RSpreSenting afdiffefént TRk area®HRd the HsRfeht Gfhrts
being disposed arduds over time.

10 The risk trend chart comprises an indication of the one or
more most severe identified risks at different times. In
one embodiment, the risk trend chart comprises a measure
of the number of risks in the risk section associated with
the one or more most severe identified risks, such as

15 whether 1, 2 or more than 2 risks are present in the risk
section associated with the one or more most severe

identified risks.

In one embodiment, the risk trend chart comprises a
20 plurality of rows, each row corresponding to a different
number of risks present in the risk section associated

with the one or more most severe identified risks.

The risk trend chart may further comprise a risk trend
25 plot indicative of change in risk over time. The risk
trend plot may represent an average percentage change of a
plurality of risks over time using the risk severity

Scores.

30 In one embodiment, the risk management tool comprises a
plurality of risk trend charts, each risk trend chart
representing a different risk area, such as risks
associated with different business areas of an
organisation.

35
In one embodiment, the risk management tool comprises a

risk reporting chart including a plurality of risk trend



a combined risk chart, the combined risk chart including a polygon having a vertex representative of
the current most 5 severe risk for each risk trend chart. In one arrangement, the combined risk chart
may comprise a plurality of concentric rings, each ring corresponding to a row in a risk trend chart. 10
In one arrangement, each concentric ring is associated with a risk section and the concentric rings are
represented differently according to associated risk section, such as by representing the risk sections
in 15 different colours or using different shading. In one embodiment, the risk management tool is
arranged to derivéarisk,management ffectiveness kby perforeanee eindex KP4) bdseéd en<amt

overall percentage; changedn risk.Z9 severity;sgore and thergby providing andndication ag 1o, hew

effectively risks are belrl%ma aged TheBrlsKCm ageme teﬁggtlveness &Palrngayig% 2 LPﬁifr:]rcentage

number betweeri 1 and 100; pré &ibly Between 10 ard 8 lp%rcen?.lﬁ In-Aédordante with A%etond
aspect of the presenty ivention, ithéredis Peavided risk Ardragenierit Systent konprisien ineemsTor

receiving forseach «isk event datar indicative of the likeliheedofihe risk event occurring, 30 the effect
of the risk event should the risk event occur, and a risk severity score associated with the risk event;

the system being arranged to produce a risk matrix having a possibility axis indicative of the likelihood
of an event occutfingaRd aRTMPABTEXS indiCstive BFiRE S8 effetkofcait EVertdfthe Skt 66cLits, the
possibility and inppactaxesdebiing cookdinatés of-a plgality et mattixdpcatenss amobling to

a row in a risk trend chart.

10
In one arrangement, each concentric ring 1is associated
with a risk section and the <concentric rings are
represented differently according to associated risk
section, such as by representing the risk sections in

15 different colours or using different shading.

In one embodiment, the risk management tool is arranged to
derive a risk management effectiveness key performance
index (KPI) based on an overall percentage change in risk
20 severity score and thereby providing an indication as to
how effectively ©risks are being managed. The risk
management effectiveness KPI may be a percentage number

between 1 and 100, preferably between 10 and 80 percent.

25 In accordance with a second aspect of the present
invention, there 1s provided risk management system
comprising:

means for receiving for each risk event data
indicative of the likelihood of the risk event occurring,

30 the effect of the risk event should the risk event occur,
and a risk severity score associated with the risk event;

the system being arranged to produce a risk matrix
having a possibility axis indicative of the likelihood of
an event occurring and an impact axis indicative of the

35 effect of an event if the event occurs, the possibility
and 1mpact axes defining coordinates of a plurality of

matrix locations; and



the risk matrix having a plurality of risk sections indicative of different risk classifications, each matrix
location being associated with one of the risk sections, each matrix location having an associated risk
severity 5 score, and at least some of the risk events being represented on the risk matrix at matrix
locations corresponding to the relevant risk severity score for the risk event. 10 In accordance with a
third aspect of the present invention, there is provided n¥ethod of reporting risk as part of a risk
management process, the method comprising: receiving for each risk event data indicative of the
likelihood of the risk evert@ccureig,the effect lof therd 5 aisk évenrtishiovlddhe risls event occon and a

risk severity scokg,agsociated wih the; ristcewent; producing adiskimatixinaving & pessibility axis
indicative of the I'}Lkelih od of an event occurring and an, 'r’gpact axis i dic}?tive of the effe%t,of an event
O te W # . on §1 e cta

if the 20 event occlrs: the Posaibilly and Tnpadtaxes Hefiling oordinatds of a plurality of Matix

locations, the risle aaatrixaavihg a prueality of ridkesectionsiindicative ofadiffidrentiidk chasstications,

each matrix ocatigibbeing associated witbone ofdhedisk sectianse eagh matrix 26 decatiopdraving an

associated risk severgg score; gndorrtlaprecsr(lagtlngfats l}g;ast  Some }(gf thg ﬁ:Sk mev%rrnlsxon the rlscklg]%rlx at

matrix locations goerpespo%gln to the relevant risk severity score for the risk event. 3 Brief
Description of thé Dfawitige Tthe Fresent if\fentibn SVt Rbw besde st ABEE, By wayF 6F @xampletdify,
with reference tothelaceompanying drawings, in which: 35 Figure 1 is a schematic diagram illustrating
a risk
10 In accordance with a third aspect of +the ©present
invention, there is provided method of reporting risk as
part of a risk management process, the method comprising:
receiving for each risk event data indicative of the
likelihood of the risk event occurring, the effect of the
15 risk event should the risk event occur, and a risk
severity score associated with the risk event;
producing a risk matrix having a possibility axis
indicative of the likelihood of an event occurring and an
impact axis indicative of the effect of an event if the
20 event occurs, the possibility and impact axes defining
coordinates of a plurality of matrix locations, the risk
matrix having a plurality of risk sections indicative of
different risk classifications, each matrix location being
associated with one of the risk sections, each matrix
25 location having an associated risk severity score; and
representing at least some of the risk events on the
risk matrix at matrix locations corresponding to the

relevant risk severity score for the risk event.

30 Brief Description of the Drawings

The present invention will now be described, by way of
example only, with reference to the accompanying drawings,
in which:

35
Figure 1 1s a schematic diagram illustrating a risk

management process;



management process; 6 Figure 2 is a schematic diagram of a risk matrix chart of a risk management
tool in accordance with an embodiment of the present invention; 5 Figure 3 is a schematic diagram of
the risk matrix chart shown in Figure 2 and indicating changes in risk severity scores between matrix
locations; 10 Figure 4 is a schematic diagram of the risk matrix chart shown in Figure 2 and including
a plurality of risk events; Figure 5a and 5b are schematie diagrams of risk charts of 15 a risk
management tool in accordance with an embodiment of the present invention; Figure 6 is a schematic
diagram of a risk reporting chart of a risk management tool in accordance with an embodiment 20 of

the present invention, Figuge 7 is a risk management sffectivepess,diagram gta risk raanagerent tool
in accordance with an e£nbodiment of ;Che prefent invention; and 25 F.i%%re 8isa %ch matic dia]gram
S e t00 d Wi an em oi;T t 0o

of a risk manage%eﬁf‘ sysf%%l%%génrd?ng to‘an embodiment of the present invention. %réscrlption of

an Embodiment ¢fthelhgstivn IntHe présent specification the term "risk” will be understood to mean
the possibility of something happening that impacts on objectives. In the present context, risk 35 is

measured in ter lof |Ikee|ll'}>00d ang |n§g%%tmgt'{ge %rigzasge%% Ilg/rgv%r}uo&{glatrelss enl%%lgyit}g acrklls(,jlfr c

8! IS
management too W?]IC?I prow&es a quantitative met
shown in Figure 2 and indicating changes in risk severity

scores between matrix locations;

10 Figure 4 is a schematic diagram of the risk matrix chart
shown 1in Figure 2 and including a plurality of risk

events;

Figure 5a and 5b are schematic diagrams of risk charts of
15 a risk management tool in accordance with an embodiment of

the present invention;

Figure 6 is a schematic diagram of a risk reporting chart
of a risk management tool in accordance with an embodiment

20 of the present invention;

Figure 7 1is a risk management effectiveness diagram of a
risk management tool in accordance with an embodiment of
the present invention; and

25
Figure 8 1s a schematic diagram of a risk management
system according to an embodiment of the present

invention.

30 Description of an Embodiment of the Invention

In the present specification the term “risk” will be
understood to mean the possibility of something happening
that impacts on objectives. In the present context, risk

35 is measured in terms of likelihood and impact.



for assessing risks, for example in an organizational context. 5 With conventional risk management
tools it is common to provide a risk matrix having 4 quadrants with each quadrant representing a

different risk classification, commonly "critical”, "urgent”, "important” and "minimal”. 10 However, for

risks within the same quadrant, conventional tools are unable to further differentiate the severity of
risks. Conventional tools are also unable to clearly reflect a reduction in risk severity which may occur
as a result of implementation of mitigating risk controls. 15 Referring to Figure 1, a risk management
process 10 is shda, therreeess beingrasad,dor examiplé by angerganisatipn, to assess, treatk

monitor and repogten, JisksnThe-process 1@ includes sk identification step20 lewherein ks
faced by an organisation are identified bg]gonsid ring sourcecsito potential risk events and_theirl
associated impactS and aTiek adsdssment Step 14 Wherdin dentified risks ard qlantified i fstms of
likelihood and coriseg@ghce and evaluated to determine the level of 25 acceptability of the risks. Risks
which are deemed to have a low acceptability level are identified as requiring treatment and an

appropriate treathegltqis (i:n(gBIeerT}lecnitgglgla risk.treatment ste H%G. The.identified. risks are then

monitored as indicated by risk monitoring s?elpS 58 030 3${nerm|netv\(/jﬁeltﬁer%ﬁe s c%%@fﬁ%gtiotnofor
each risk is still 8F1oprste, and tHe Klas8ificatioh mbaifie8 s nécessany f6réxampleBecabse bf
implemented riskqmiitigation cardrote sAs indicated at tskE reposting steps R0, thiesstatusiafdhe idegntified

risks is continually 3a.tepppted (g felevant persons fof example B % ant#  and “minimal”.
10 However, for risks within the same quadrant, conventional
tools are unable to further differentiate the severity of
risks. Conventional tools are also unable to clearly
reflect a reduction in risk severity which may occur as a
result of implementation of mitigating risk controls.
15
Referring to Figure 1, a risk management process 10 is
shown, the process being used, for example by an
organisation, to assess, treat, monitor and report on
risks. The process 10 includes a risk identification step
20 12 wherein risks faced by an organisation are identified
by considering sources of potential risk events and their
associated impacts, and a risk assessment step 14 wherein
identified risks are quantified in terms of likelihood and
consequence and evaluated to determine the level of
25 acceptability of the risks. Risks which are deemed to
have a low acceptability level are identified as requiring
treatment and an appropriate treatment is implemented in a
risk treatment step 16. The identified risks are then
monitored as indicated by risk monitoring step 18 to
30 determine whether the risk classification for each risk 1is
still appropriate, and the classification modified if
necessary, for example because of implemented risk
mitigation controls. As indicated at risk reporting step
20, the status of the identified risks is continually
35 reported to relevant persons, for example in an

organisation, so that the current risk situation of the



organisation, so that the current risk situation of the 8 organisation can be determined and resources
can be allocated accordingly. In the present invention, in addition to allocating a risk 5 section, such
as a risk quadrant for each identified risk, each identified risk is assessed and as a result of the
assessment process is assigned a risk severity score. In this example, the risk severity score is a
number between 1 and 100, with 100 representing the rfost severe risk. 10 It will be understood that
each risk is assessed and classified according to possibility and impact axes of a risk matrix 30, as
shown in Figure 2rblaepessibiity axisranges fromt¥enyiUalikel\y ol 'Very sighr' aghile therl5 impact
axis ranges fromzlnsignificagt’ 1o Aéery i gignificant’. The risk matrix 30 includes a plurality of risk
sections, in this example 4 risk quadrants 32, 34, 36, 38 20 representing differing risk levels referred
to as Quadrant A (Critical), Quadrant B (Urgent), Quadrant C (Important) and Quadrant D (Minimal).
Each risk section'32, 3¢ 381 $8¢ntludey arpltiality ofmatdist iddarions 402 édespontlingitor 1 sk
coordinates of the possibility simpaci 25axes suchthat:aadxd matrixisdefingdnand each madnts
location has an aesso%iat%g erir'?‘g ls%/ggty scqre 4i28ran%iggsfr%rg 1to OiLO%)I,SWitah 1Jpgsr%£esgﬁtinghtge
most severe risk. The risk severity scores 42 are alﬁocatedS to the matrix locations 40 such that
relatively high scBfe¥eArem30 4l dRaREFDthe first Fisk $BEforP3X ddfespoiaing™® Otadfant ATD
(Critical) and relatively lew sapfes, arehallocated tedke faurth riskosection 38 carredpandirg tceen

Quadﬁ”“[)(M"mn%&d 100, with 100 representing the most severe risk.

10
It will be understood that each risk 1is assessed and
classified according to possibility and impact axes of a
risk matrix 30, as shown in Figure 2. The possibility
axis ranges from ‘Very Unlikely’ to ‘Very High’ while the
15 impact axis ranges from ‘Insignificant’ to ‘Very

Significant’.

The risk matrix 30 includes a plurality of risk sections,
in this example 4 risk qguadrants 32, 34, 36, 38
20 representing differing risk levels referred to as Quadrant

A (Critical), Quadrant B (Urgent), Quadrant C (Important)

and Quadrant D (Minimal). Each risk section 32, 34, 36,
38 includes a plurality of matrix locations 40
corresponding to coordinates of the possibility - impact

25 axes such that a 5x5 matrix is defined, and each matrix
location has an associated risk severity score 42 ranging
from 1 to 100, with 100 representing the most severe risk.
The risk severity scores 42 are allocated to the matrix
locations 40 such that relatively high scores are

30 allocated to the first risk section 32 corresponding to
Quadrant A (Critical) and relatively low scores are
allocated to the fourth risk section 38 corresponding to

Quadrant D (Minimal) .

35 It will be appreciated that more importance is placed on
the impact scale and as a consequence a greater value drop

occurs across the impact scale than across the possibility



35 It will be appreciated that more importance is placed on the impact scale and as a consequence a
greater value drop occurs across the impact scale than across the possibility 9 scale. This is shown
more clearly in Figure 3, which includes risk score change indicators 44 to indicate the change in risk
score between adjacent risk matrix locations. A risk with a risk severity score of 80 in 5 Quadrant A
reduces to a risk severity score of 70 after implementatién of mitigating controls that have the effect
of moving to the next lowest matrix location on the possibility scale. The score change is therefore 10
points within the samesquadrdiiti Blowevers when theosame-1@ sisk 15 treatedl withrmitigatinglcontrols

that have the effegl-afynewing ta;the next-lowestmalrix jocation:on-the 4mpast scale; the dsk sgyverity
score reduces to %Ct)) This Correspondito a change i% risk severity score oft20 poinE{s Withintth.e same
quadrant. 15 It will ¢ dpprecidted that at least’ S6me of ﬁwvéer%%trix “odations 40 withir a risk section
have different risk oseVeti®yScoresAheréBy indichtingadiffererit risk vevels yand de partiédlar different

impacts shogld apevent aecus 20-assosiategdawith the Hsk. dr the-pregery@xaaples theorisk sexerity

scores range from 119 100 althourgholtfwlgrllli e un erstoogotrr;gg_,% Y, number range 9 othgrfgiaén&ng

1 H$t 10 :
methodology mayrgpe used?t e 25 important aspect béjmg that within a risk section, ifferent matrix
locations representing™fifferefit pdssibiliy - iRfprakt chs¥ficatiofsareldssigRéd a¥ark Whichtigy be
used for comparisonr pirpdsesywitls othies . matriglocationsr30 change is therefore 10

points within the same quadrant. However, when the same
10 risk 1is treated with mitigating controls that have the
effect of moving to the next lowest matrix location on the
impact scale, the risk severity score reduces to 60. This
corresponds to a change in risk severity score of 20
points within the same quadrant.
15
It will be appreciated that at least some of the matrix
locations 40 within a risk section have different risk
severity scores thereby indicating different risk levels
and in particular different impacts should an event occur

20 associated with the risk.

In the present example, the risk severity scores range
from 1 to 100, although it will be understood that any
number range or other ranking methodology may be used, the

25 important aspect being that within a risk section,
different matrix locations representing different
possibility - impact classifications are assigned a rank
which may be wused for comparison purposes with other
matrix locations.

30
In order to assist ease of understanding, the «risk
sections may be represented differently, such as in
different colours or different shading. In this example
the first risk section 32 is coloured red, the second risk

35 section 34 1is coloured orange, the third risk section 36

is coloured yellow, and the fourth risk section 38 1is



In order to assist ease of understanding, the risk sections may be represented differently, such as in
different colours or different shading. In this example the first risk section 32 is coloured red, the
second risk 35 section 34 is coloured orange, the third risk section 36 is coloured yellow, and the
fourth risk section 38 is 10 coloured green, although it will be understood that other arrangements are
possible. Each identified risk is marked on the risk matrix®@0 at a 5 matrix location 40 corresponding to
the allocated risk severity score and the appropriate matrix coordinate based on the identified
possibility - impactdlassificationek will be thderstoodtthatiByl quantifyinge risksoindhish2@ way htte risk

matrix 30 can be%Qﬁg&MIdgpgfy thesmost serious risk to an organization. Using this
methodology, it is now possible to cIaSS|fy two risks failing in the same risk quadrant differently by

allocating different risk severity scores. 15 As shown in Figure 4, four risks 50 identified as R1, R2,
R3, R4 are showR2aRIiskIRE BImaied ik i3 firse riglke SeetorP 32 iha niataX lgeatisn 30 having adrisk

severity scase of3Q anet a lisk matibn coordingtereersespanding ta 20 vary high pessibility anddmajor

impact. Risk R2 |s markeg mg@g;ecgrg%n%&gecglon 34 in.a Eeat%xalt%rc%!{oncéglgr vmga rggssee(yerlty

score of 40 and a fisk matrix ‘coordinate correspor%Q §%o f"}a possibility and moderate impact. Risk
R3 is marked in the f?&%l%@é&lbﬁ@n%é hli)dtﬂlﬂéfcafohr%aﬁévﬁglésr%k@e%%ﬁﬁpébore of 80

and a risk matrix coordinate corresponding to very high possibility and major impact. Risk R4 is
marked in the firstrisk Seetiqn.32,jA AMatbolecation 40 avigg &t i fying risks in this
10 way, the risk matrix 30 can be used to quickly identify
the most serious risk to an organization. Using this
methodology, it 1is now possible to classify two risks
falling in the same risk quadrant differently Dby
allocating different risk severity scores.
15
As shown in Figure 4, four risks 50 identified as R1l, R2,
R3, R4 are shown. Risk Rl 1s marked in the first risk
section 32 in a matrix location 40 having a risk severity
score of 80 and a risk matrix coordinate corresponding to
20 very high possibility and major impact. Risk R2 is marked
in the second risk section 34 in a matrix location 40
having a risk severity score of 40 and a risk matrix
coordinate corresponding to high possibility and moderate
impact. Risk R3 is marked in the first risk section 32 in
25 a matrix location 40 having a risk severity score of 80
and a risk matrix coordinate corresponding to very high
possibility and major impact. Risk R4 1is marked in the
first risk section 32 in a matrix location 40 having a
risk severity score of 90 and a risk matrix coordinate
30 corresponding to high possibility and very significant

impact.

It is also now possible to clearly indicate the reduction
in severity of a risk as a result of mitigating control
35 measures 1in place to manage the given risk. Management

reporting will also be relatively easier since the



risk severity score of 90 and a risk matrix coordinate 30 corresponding to high possibility and very
significant impact. It is also now possible to clearly indicate the reduction in severity of a risk as a
result of mitigating control 35 measures in place to manage the given risk. Management reporting will
also be relatively easier since the 11 severity of risks can be displayed numerically and prioritized.
The risk matrix 30 shown in Figure 4 also shows a residual 5 risk 52 for each identified risk 50, the
residual risk 52 representing the severity of a risk after implementation of mitigating control measures
to manage the givern eisk.t Aftepimplementatiorafmitigation) riskIRY ¢sdstilinnmasked-mlthe firstmigk
section 32 in a matrixlocation 40 40 having a risk severity score of 80 and a risk matrix coordinate
corresponding to very high possibility and major impact. After mitigation, risk R2 is marked in the third
risk section 36 in a matrix location 40 having a risk severity score of 15 and a risk matrix coordinate
15 corresponding feemediim PossibiitySShdshingt impaltl IR ritigation, 3RS B markedun the
first risk sedion 32 4 amattix focatien 40 davingra dek severitys sokenef 60-andiadisk matkx 52
coordinate corresﬁpondins%to mediucrplgossibilité(iatnd mafjor imBact Afgefr mitigation, 20 risk R4 is

. cpresentin seve O 15k er Y 1mplément on
marked in the second risk sectioh 34 in a_matrix location 40 having a HS&( severity score of%d' and a

risk matrix coordifte™orfeEpbhig T VERLUNIIREF SHAE Pajo? iMFat 925 Ml BELURderstbdd that
the risk matrix 3Gashewn ini idunechenables the feduction da thieoseverity ska risk ag a restilt ofi

mh@aﬂngconUng§ggye§g)@%gb§@¥st risk section 32 in a matrix location
10 40 having a risk severity score of 80 and a risk matrix
coordinate corresponding to very high possibility and
major impact. After mitigation, risk R2 is marked in the
third risk section 36 in a matrix location 40 having a
risk severity score of 15 and a risk matrix coordinate

15 corresponding to medium possibility and minor impact.
After mitigation, risk R3 1s marked in the first risk
section 32 in a matrix location 40 having a risk severity
score of 60 and a risk matrix coordinate corresponding to
medium possibility and major impact. After mitigation,

20 risk R4 1s marked in the second risk section 34 1in a
matrix location 40 having a risk severity score of 30 and

a risk matrix coordinate corresponding to very unlikely

and major impact.

25 It will be understood that the risk matrix 30 shown in
Figure 4 enables the reduction in the severity of a risk
as a result of mitigating control measures to be clearly

identified.

30 Referring to Figures 5a and 5b, there is shown a most
significant risk chart 54 and an overall risk trend chart
58.

The most significant risk chart 54 includes a horizontal
35 axis corresponding to a time line 56 and a vertical axis
59 corresponding to the number of risk events in the risk

sections. In this example, each risk section has an



identified. 30 Referring to Figures 5a and 5b, there is shown a most significant risk chart 54 and an
overall risk trend chart 58. The most significant risk chart 54 includes a horizontal 35 axis
corresponding to a time line 56 and a vertical axis 59 corresponding to the number of risk events in
the risk sections. In this example, each risk section has an 12 associated 3 rows, a first row
corresponding to one risk event in the relevant risk secfién, a second row corresponding to 2 risk
events in the relevant risk section, and a third row corresponding to more than 2 risk 5 events in the
relevant risk sectiors &dsairethis3 exarmple, each tokimnrcorresponds to 8anonths, ¢hatis; ar fis&ncial

year quarter. Theskaws may he represented djfferently, sygh as gbgi{fgfgnt caloursQr with diffggent

shading. In this examlple, the rows 1Otcorre25pondiqg to the fi{st risk sec{gign 32 @uadrant A) ar
identified in the VeRical 2XiIS'E8 48 QA 8nd are “coldured Fel ‘the rots corespbnding 18 the second

risk section 34 (©aadfmit B) arelidentified th theweridal st B9 BB andwre colbiited oange, the
rows 15 correspanging to therdthirdiisk sestier 36(Quadsant Gle ate istentified i the vertical@xiss59 as
QC and are coloured yellow, and.the rows corresponding to the fourth risk section 38 (Quadrant D)
are identified in the a\l;neé%gél axis acso%BmarllndCé)rerceof ugrlg§ Sgr(eace%, glth%%ﬁ?lltséo \r}v%abée understood
that other arrangérfemtsCarelpodsibie. THEMORE significan® risk ehart P BlotPthe AT SigAficsht
risk(s) for a monitoréd grewp of/risksovenha pasticular peridd ot tiret suchcdsotisks cotrespondirtg to

25 a particular cajegery,Qr.eorresppodingdo a particylar - «nis  example, the  rows
10 corresponding to the first risk section 32 (Quadrant A)
are identified 1in the wvertical axis 59 as QA and are
coloured red, the rows corresponding to the second risk
section 34 (Quadrant B) are 1identified 1in the vertical
axis 59 as QB and are coloured orange, the rows

15 corresponding to the third risk section 36 (Quadrant C)
are identified 1in the wvertical axis 59 as QC and are
coloured yellow, and the rows corresponding to the fourth
risk section 38 (Quadrant D) are i1dentified 1n the
vertical axis 59 as QD and are coloured green, although it

20 will be understood that other arrangements are possible.

The most significant risk chart 54 plots the most
significant risk(s) for a monitored group of risks over a
particular period of time, such as risks corresponding to
25 a particular category or corresponding to a particular
organisation or division within an organisation. As such,
each point 60 is placed according to the risk section
having the risk with the highest risk severity score and
in a row according to how many risks are present in the

30 risk section, 1, 2 or more than 2.

The overall risk trend chart 58 also includes a risk
change scale 62 and an associated risk trend plot 64
indicative of a change in collective risk, for example for
35 an organisation or a particular division within the
organisation. In the present example, the risk trend plot

64 represents all identified risks of an organisation and



organisation or division within an organisation. As such, each point 60 is placed according to the risk
section having the risk with the highest risk severity score and in a row according to how many risks
are present in the 30 risk section, 1, 2 or more than 2. The overall risk trend chart 58 also includes a
risk change scale 62 and an associated risk trend plot 64 indicative of a change in collective risk, for
example for 35 an organisation or a particular division within the organisation. In the present example,
the risk trend plot 64 represents all identified risks of an organisation and 13 the percentage change
in the total risk sevegzityscorerfordke risksidr this walys thieoriskltrenics plos providdsyars dadieatiorras to
wEetEer thdedpyeralﬁéi_sk:%msure qflr;h%kﬁrgamg@tjontiﬁénc:f%sip&@re%prl%ﬁ%r&g and thereby éﬁ
whether additional mitigating control measures are necessary. example, if an organisation has
fisks correspondii (6 the ke Showit i EiGHG , ooty Thal i SyeliFSCoHs f 86 + 0 80 +
90 = 290, and thenefdl HER Severity seorelafferanitigaton 380 40T+ 509+ 362 85: Thie by
represents escoteehanrge of 105 iwhish £guates toi g peicentage change in the-averal sisk exposure

of the organisatiqn %fe-ggg%i}t will bg qu_nde&%%g tfl%att e-most si%r}ig%% £i§lélcg§rt A5.54 gggﬁlge
overall risk trend chart 58 may be represente d]f erently than shown in Figures 5a and 5b. For

example, the risk SEEFGHROMAY B asSocidted Witk €Blumme TRstddt &< differing funtissrs bf
columns and/or rowstmay be iprovided,cand-so er.ACIniosder@o mord easily determibe HskdMithin an

organisation, and,inparficulartodeternipe the MOsty score after mitigation is 80 +
10 15 + 60 + 30 = 185. This represents a score change of 105
which equates to a percentage change in the overall risk

exposure of the organisation of -36%.

It will be understood that the most significant risk chart

15 54 and the overall risk trend chart 58 may be represented
differently than shown in Figures 5a and 5b. For example,
the risk sections may be associated with columns instead
of rows, differing numbers of columns and/or rows may be
provided, and so on.

20
In order to more easily determine risks within an
organisation, and 1in particular to determine the most
significant risk areas in an organisation, a plurality of
risk areas 1in an organisation may be defined and a most

25 significant risk chart 54 and/or an overall risk trend
chart 58 produced for each risk area. For example, risk
trend charts may Dbe produced for “national emergency”,
“operational”, “human capital” and “business financial”
area 1n a media based organisation so that risk trends in

30 these risk areas can be easily identified and tracked.

Referring to Figure 6, a risk reporting chart 70 for such
an organisation 1is shown. The risk reporting chart 70
includes combined most significant risk and overall risk
35 trend charts 71 for each of the business areas “national
emergency”, *“operational”, “human capital” and *“business

financial”, and a combined risk chart 72 indicative of the



significant risk areas in an organisation, a plurality of risk areas in an organisation may be defined and
a most 25 significant risk chart 54 and/or an overall risk trend chart 58 produced for each risk area.
For example, risk trend charts may be produced for "national emergency", "operational”, "human
capital" and "business financial" area in a media based organisation so that risk trends in 30 these
risk areas can be easily identified and tracked. Referring fo Figure 6, a risk reporting chart 70 for such
an organisation is shown. The risk reporting chart 70 includes combined most significant risk and
overall risk 35 treridretrarts 7hdorteach ghthelmmsiness agass'hational eraergeney"”, "operatiorsad",

"human capital" and-Jhysinesst finapgiak', and agombinedyisk charh {2 dndicative.of thesk4: cusrent
most significant risk i) u1‘8re gach oflthe ar'isktareag @O@icse%xamgletthﬁg%orq%ined righ cgﬁrt 72. ingludes

a plurality of conCentric rings %4,peélc§1 of which correspon 510 arowAn the fisk trend Shar éuii such

that 5 the 3 centrafifigstSiRjacoriespand 83'the3 fofermbsk rovie e tHeasK Bend clhareh 7L hat
(Quadrant Dy, angrtbe 3 eudtermashiiRgs edrrespondrio ke Sridppesmesiaows inthe-ritsktrenskeharts

71 (Quadrant A) For e g risrkit%%d Shart,71, tggggfst rg,fem( Bglgahggﬂ% m:ilﬂ;ed oghgpe %(jll éelegant
ring 74 as a point 76 adjacent the relevant risk trend chart 71, and the points 76 are joined together to
define a polygon 78" &t tis vay 15\ virtGe of fie°Shabet of theShofygBRPSAG'RT parkietiar thie I6¢5tion of

the sharpest vertides oftthe pdlygor,re elearlindiCataairis it providedRoa useras toithke mosénd
significant risk aregs ,of am prganisation, Referring. Lo, Eiguse 7, 2 rifomanagementaffectyeness.
diagram 80 is shown. The risk management effectiveness , _

10 relevant ring 74 as a polint 76 adjacent the relevant risk
trend chart 71, and the points 76 are joined together to
define a polygon 78. In this way, by virtue of the shape
of the polygon, and in particular the location of the
sharpest wvertices of the polygon, a clear indication is

15 provided to a user as to the most significant risk areas

of an organisation.

Referring to Figure 7, a risk management effectiveness
diagram 80 is shown. The risk management effectiveness
20 diagram 80 enables the performance of an organisation or
division(s) within an organisation in managing risk to be
objectively quantified by defining a risk management
effectiveness key performance index (KPI) 84 derived from
the overall risk trend charts 58. In this example, the
25 diagram 80 includes a risk change scale 82 indicative of
the overall reduction in risk of an organisation derived
from an overall percentage change in total risk severity
score, and the overall percentage risk change 82 is mapped
to a KPI wvalue 84. In this example, the KPI 84 1is a

30 percentage number between 0% and 100%.

As an alternative, the KPI value may instead range from a
value greater than 0, such as 10%, to a value less than
100%, such as 80%. In practice, this reflects the need to
35 avoid assigning a blunt =zero score to a particular risk
area, and to recognise that risk management effectiveness

is also dependent on other factors such as attendance at



20 diagram 80 enables the performance of an organisation or division(s) within an organisation in
managing risk to be objectively quantified by defining a risk management effectiveness key
performance index (KPI) 84 derived from the overall risk trend charts 58. In this example, the 25
diagram 80 includes a risk change scale 82 indicative of the overall reduction in risk of an organisation
derived from an overall percentage change in total risk §éverity score, and the overall percentage risk
change 82 is mapped to a KPI value 84. In this example, the KPI 84 is a 30 percentage number
between 0% andrli0f%0.cAsnan attemative fthed<k | value inaysastead ralgelfremiayvalieogreater than
0, such as 10%, t0,& valledgss than 100%, such as 80%. In practice, this reflects the need to 35
avoid assigning a blunt zero score to a particular risk area, and to recognise that risk management
effectiveness is also dependent on other factors such as attendance at 15 risk committee meetings,
timeliness in deliferfiRy iepoits, tandisasnr SReferriry té Figure'8 '@ fiSK Atdhagerhef'syStem Oofor 5
implementing thei figk masagemgnttosl is sélowna hhg isknmhanagement system 90 inchides asgontrol

unit 92 for contrg{g %Q&?Qrdig t&%%pe@gpn Hktﬂ?dré%( %anacgoemq{ﬁtfysgmgo, @tzleaft%%gaetive

terminal 94 for ena%%ng a person to interact with the system, in 10 particular to receive data in

of risk events, p&SEHifiy-lirisact dassificaiGRs aRa risk Sevétits “stotes for eath risk 8vent 1aitd a
data storage devicer@;efos exampiesinethe foitm of a databaset for staringtthemreceiveddata and for
storing programseq%qs_%iat%d d@t@rzls%gsab&%by the.caontrol unif; tq implemegnt tg9 gi@@mr,nanggement
tool. 10 particular to receive data indicative of =risk events,
possibility - impact classifications and risk severity
scores for each risk event, and a data storage device 96,
for example in the form of a database, for storing the
received data and for storing programs and associated data
15 usable by the control unit to 1implement the —risk

management tool.

The control unit 92 1is configured to implement a risk
management tool based on the risk event data entered into
20 the system 90, for example using the terminal 94. The
risk management tool 1is arranged to assist a person to
identify and quantify risks, for example in an
organization, and in this example the risk management tool
comprises a risk matrix 30 as shown in Figures 2 to 4,
25 risk chart 54, 58 as shown in Figures 5a and 5b, and a
risk reporting chart 70 as shown in Figure 6. The risk
matrix 30, the risk chart 54, 58, and the risk reporting
chart 70 are displayed to a person, for example on the
terminal 94, and/or printed using a printer 98.
30
After implementation of mitigating risk <controls in
respect of the organization concerned, the relevant risks
identified for the organization and represented by the
risk management tool are re-assessed and updated risk data
35 is entered into the system 90, for example using the
terminal 94. Updated versions of the risk matrix 30, the

risk chart 54, 58, and the risk reporting chart 70 are



The control unit 92 is configured to implement a risk management tool based on the risk event data
entered into 20 the system 90, for example using the terminal 94. The risk management tool is
arranged to assist a person to identify and quantify risks, for example in an organization, and in this
example the risk management tool comprises a risk matrix 30 as shown in Figures 2 to 4, 25 risk chart
54, 58 as shown in Figures 5a and 5b, and a risk reporfifig chart 70 as shown in Figure 6. The risk
matrix 30, the risk chart 54, 58, and the risk reporting chart 70 are displayed to a person, for example
on the terminal 9 eand/or penteedusagca prirnterl 88.<30 After imptementatiorf of mitigatipg. iskagontrols
in respect of the;grganization,gancerned, the relevant risks identified for the organization and
represented by the risk management tool are re-assessed and updated risk data 35 is entered into the
system 90, for example using the terminal 94. Updated versions of the risk matrix 30, the risk chart
54, 58, and the risR répoRtingchsr 70 &BPr8 them brodheed arid Hisplajed t'apersons feiexample
on the termmal 34adn ¢he presentembodimentdhpuiskiganagement system iss 5 knplementediusing
a computing sysier.gudge a persgnal, commylet it 4 display,ankeybaard gfdne compier
functioning as the terminal 94, a processor and mefhory of the computer implementing functions of

the control unit 21 ARELRAFErRR of iffe EGhPaRT Ser/ig & the oeRs 10'stGtage Belice V601
However, it will belunderstgocthat dather émplementations are possibie. Itk alsobermiderstood that

instead of, or in aggdition,, to the ferminal 94, access 19 thediskmanagementsysteqy the data
10 storage device 96. However, it will be understood that

other implementations are possible.

It will also be understood that instead of, or in addition
to the terminal 94, access to the risk management system
15 may also be facilitated from a remote location, for
example using a remote terminal 100 connected to the
control unit 92 through a communications network, such as

the Internet 102.

20 Modifications and variations as would be apparent to a
skilled addressee are deemed to be within the scope of the

present invention.



15 may also be facilitated from a remote location, for example using a remote terminal 100 connected
to the control unit 92 through a communications network, such as the Internet 102. 20 Modifications
and variations as would be apparent to a skilled addressee are deemed to be within the scope of the
present invention. 17 CLAIMS 1. A risk management tool comprising: a risk matrix having a possibility
axis indicative of 5 the likelihood of a risk event occurridg/ and an impact axis indicative of the effect of
a risk event if the event occurs, the possibility and impact axes defining coordinates of a plurality of
matrix locations, and each matrix location having an@s&oétiated risk severity score; 10 the risk matrix
having a plurality of risk sections indicative of different risk classifications, and each matrix location
being associated with one of the risk sectionsc; qcnd %t least some of the risk events being represented
on 15 the risk matrix at'matfix TotsHons CBrresponding 15 the ‘refeéVant risk severity score for the risk
event. 2. A risk managefenit $ol astcldirmeddn etmal, peredéinl 4 risk seestiensiadigravided. 20 3. A
risk managementtool asiclaimebinclaim 2awherein the sisk sections corespond taireriticabs ct

"urgent”, "importaagg'sanldn';%qigL{@%I;(reislé%la %iéicat%opesch 4¢ Aarisgirggn%gfemgntitgol as, claivm% in
any one of the preceding claims, wherein the risk sections are representeg differently Such that the

risk sections are Qs distingtishable frohk eheh Bthe@nd  impact — axes defining

coordinates of a plurality of matrix locations, and each
matrix location having an associated risk severity score;
10 the risk matrix having a plurality of risk sections
indicative of different risk «classifications, and each
matrix location being associated with one of the risk
sections; and
at least some of the risk events being represented on
15 the risk matrix at matrix locations corresponding to the

relevant risk severity score for the risk event.

2. A risk management tool as claimed in claim 1, wherein
4 risk sections are provided.

20
3. A risk management tool as claimed in claim 2, wherein
the risk sections correspond to *“critical”, “urgent”,

“important” and “minimal” risk classifications.

25 4. A risk management tool as claimed in any one of the
preceding claims, wherein the risk sections are
represented differently such that the risk sections are

visually distinguishable from each other.

30 5. A risk management tool as claimed in claim 4, wherein
the risk sections are represented in different colours or

using different shading.

6. A risk management tool as claimed in any one of the
35 preceding claims, wherein the risk matrix is communicated

to a person by displaying the risk matrix on a display.



30 S. A risk management tool as claimed in claim 4, wherein the risk sections are represented in
different colours or using different shading. 6. A risk management tool as claimed in any one of the

35 preceding claims, wherein the risk matrix is communicated to a person by displaying the risk matrix
on a display. 18 7. A risk management tool as claimed in any one of the preceding claims, wherein
the risk matrix is communicated to a person by printingife risk matrix. 5 8. A risk management tool as
claimed in any one of the preceding claims, wherein the risk matrix further comprises at least one
gross risk event markerithe ilpkaticmeithegrosstrisklevent markenedpresenting thenssegerity bea risk

prior to implemergation. gf risk 10 freatmentrandfor each grossiisk gevent:marketa cQIresPonging

residual risk marker, the location of the rescidual ”5‘1( mar_ke]E rﬁprgsenting the severity of the risk after
risk treatment. 15 8. A iR manademEAt 6 AS claiied i &nj'3hs of the preceding claims, wherein

the risk matrix is arranged such that a greater severity risk score value drop occurs across the impact
scale than oscurg across the passibility gseale.t20:10; A risk raanagerent ool @s claimed in any-one of

the preceding claims wp.erein at least some of. the matrix JC cations.in the same risk se(f‘tion %nclude
. rece 1ng c%g ms, wherelin ?me risk " matriXx urcther .
the same risk se}\)/erlty score. 25 11. A risk management tool as claimed in any one of the preceding

claims, wherein tAeTi3k sevérity’Scoré 74 twheRurib&Fetween afygp. marker, the

location of the gross risk event marker representing the
severity of a «risk prior to implementation of «risk
10 treatment, and for each gross ©risk event marker a
corresponding residual risk marker, the location of the
residual risk marker representing the severity of the risk

after risk treatment.

15 9. A risk management tool as claimed in any one of the
preceding claims, wherein the risk matrix is arranged such
that a greater severity risk score wvalue drop occurs

across the impact scale than occurs across the possibility

scale.

20
10. A risk management tool as claimed in any one of the
preceding claims, wherein at least some of the matrix
locations in the same risk section include the same risk
severity score.

25
11. A risk management tool as claimed in any one of the
preceding claims, wherein the risk severity score is a
whole number between 1 and 100.

30 12. A risk management tool as claimed in any one of the
preceding claims, comprising a most significant risk chart
representative of one or more of the most severe
identified risks over time.

35 13. A risk management tool as claimed in <claim 12,

wherein the most significant risk chart comprises an



30 12. A risk management tool as claimed in any one of the preceding claims, comprising a most
significant risk chart representative of one or more of the most severe identified risks over time. 35
13. A risk management tool as claimed in claim 12, wherein the most significant risk chart comprises
an 19 indication of the change in matrix location of the one or more most severe identified risks over
time. 14. A risk management tool as claimed in claim 13,95 wherein the most significant risk chart
comprises a measure of the number of risks in the risk section associated with the one or more most
severe identified insksc 40 1&n Aaiskrhanagemnerd tdol asatainred I claimatd, afhereim theeneasure of

the number of risks jn.the-risk section asseeiated with thesene gk, more mest severe identified risks
comprises an indication as to whether 1, 2 or more than 2 risks are present in the risk section 15

associated with the one or more most severe identified risks. 16. A risk management tool as claimed
in claim 15, wheféin thé mdst Slgnificaing Sk eRart coatprisesa 201sldradiey ofirowsS éaéhrow 3/
corresponding tovndifferent number ob 5sks presentindhetisksestion assactated owith the-gne ar
more most severe identified r(i)sis. 17 A risll§ nanagement rtcl)(sjkas claime(gﬁilrge any one of 25 glaims 12

.. Ineasure . R . n eC Oon
to 16, comprising a risk trend chart indicative of a change in collective risk over time. 18. A risk

management tooP &S efatmeldn cfairii1 7t ReheEif theTisk'eERd cMafitrepTBYEHtS art aveiatel s
percentage change ©if a.plurality of risks over time using the severity scores.

10 15. A risk management tool as claimed in <claim 14,
wherein the measure of the number of risks 1in the risk
section associated with the one or more most severe
identified risks comprises an indication as to whether 1,
2 or more than 2 risks are present in the risk section

15 associated with the one or more most severe identified

risks.

16. A risk management tool as claimed in <claim 15,
wherein the most significant risk chart comprises a
20 plurality of rows, each row corresponding to a different
number of risks present in the risk section associated

with the one or more most severe identified risks.

17. A risk management tool as claimed 1in any one of
25 claims 12 to 16, comprising a risk trend chart indicative

of a change in collective risk over time.

18. A risk management tool as claimed in «claim 17,
wherein the risk trend chart —represents an average
30 percentage change of a plurality of risks over time using

the severity scores.

19. A risk management tool as claimed 1in any one of
claims 12 to 16, comprising a plurality of risk trend
35 charts and a plurality of most significant risk charts,
each risk trend chart and each most significant risk chart

representing a different risk area.



19. A risk management tool as claimed in any one of claims 12 to 16, comprising a plurality of risk
trend 35 charts and a plurality of most significant risk charts, each risk trend chart and each most
significant risk chart representing a different risk area. 20 20. A risk management tool as claimed in
claim 19, comprising a risk reporting chart including a plurality of risk trend charts and a plurality of
most significant risk 5 charts, each chart representing a4fifferent risk area, and the risk trend charts
and most significant risk charts being disposed around a combined risk chart, the combined risk chart
including a polygon having a vertex representative of the current most severe risk for each 10 risk

chart. 21. A risk mgnagemenpt tool as claimeddn claim20, wherein the crabingd riskichast caraprises
a plurality of concentric.ringas, each rin corresp%nldrilng E%grrgw in a_ 15 risk trend chart. 22. A ri§k

management toof S8 laimeddn dlaim 21, WheTein esth concentrie NG is sssociatet with a'risk

section and the cohgenthETings are ¥épresanted 20 diffetéritly adcording o assocdidtedrisk segtion.

23. A risk mgnagement £Qol asalaimeghin claim2s swherein theaconcentricringssaredepeesented
differently by rep{ﬁ%eng_jri%lt{he risk ggctigﬂg in differe(gt coloutrs osr'.12§1 y%iinga?jﬁef%qtsiha%ﬁgr 24. A

. tre rt an mao.s
risk management tool as ¢ aimed in any one of the preceglnfg claln?s, wherein the risk management

tool is arranged Redefive’a ABR AvthageRient effe clivBRESCRPIFIG basetPdrt a chitsctivepetcsiftage
change in risk severty scoatea26. A riskchanagement tool@siclaioned imelaim@4, a  vertex

representative of the current most severe risk for each

10 risk chart.

21. A risk management tool as claimed in claim 20,
wherein the combined risk chart comprises a plurality of
concentric rings, each ring corresponding to a row 1in a

15 risk trend chart.

22. A risk management tool as claimed in claim 21,
wherein each concentric ring 1is associated with a risk
section and the concentric rings are represented

20 differently according to associated risk section.

23. A risk management tool as claimed in claim 22,
wherein the concentric rings are represented differently
by representing the risk sections in different colours or

25 using different shading.

24. A risk management tool as claimed in any one of the
preceding claims, wherein the risk management tool 1is
arranged to derive a risk management effectiveness KPI
30 based on a collective percentage change in risk severity

SCore.

25. A risk management tool as claimed in claim 24,
wherein the risk management effectiveness KPI is a number
35 between 1 and 100.



wherein the risk management effectiveness KPI is a number 35 between 1 and 100. 21 26. A risk
management system comprising: means for receiving for each risk event data indicative of the
likelihood of the risk event occurring, the effect of the risk event should the risk event occur, 5 and a
risk severity score associated with the risk event; the system being arranged to produce a risk matrix
as claimed in any one of the preceding claims. 27. A risklmanagement system as claimed in claim 26,
10 comprising at least one terminal arranged to enable a person to interact with the system. 28. A risk
management systém asiclainséd imeclaime2Z n whereinathe atiheast ®nederminal is arranged to enable a

15 person to enter datajpdicative of fisk events 2% A riskJpanagement system asclaimed dn glaim 27
or claim 28, Wher%lgitge at least (%net%eéngl?ls arranngGd?égzgt:%%Ia)é%r!(skematrlx. 20 30. A risk

% aqlve &) 1 ethoo . ven% occurr%fﬁy .
management system as claimed’in any one of claims comprising a printer arrange print a

representation oftafiskemadid 2631t Pemethdl of vepurtind Aisk ds phf of agisk eManagefent
process, thesmethad camprisings seceiving fereach dskevanidata indicative-ofthe dikellaeed of the

risk event occurring, thet%féect og %heem rlgk ler\{enta §_J1,ou|d gge rt|sk event occur ng &”%(a gg ls}g:vgrslty

. . S n O %
score associated with the risk évent; pro?ium%g a risk mairix havFl)ng a possibility axis Indicative of the
likelihood of an eveAt-EErARy aRd af fimpPact s inbfEtive ¥Y the 88 of an event if the event
occurs, the possibility and impact axes defining

27. A risk management system as claimed in claim 26,
10 comprising at least one terminal arranged to enable a

person to interact with the system.

28. A risk management system as claimed in claim 27,
wherein the at least one terminal is arranged to enable a

15 person to enter data indicative of risk events.

29. A risk management system as claimed in claim 27 or
claim 28, wherein the at least one terminal is arranged to
display a risk matrix.

20
30. A risk management system as claimed in any one of
claims 26 to 29, comprising a printer arranged to print a

representation of a risk matrix.

25 31. A method of reporting risk as part of a risk
management process, the method comprising:
receiving for each risk event data indicative of the
likelihood of the risk event occurring, the effect of the
risk event should the risk event occur, and a risk
30 severity score associated with the risk event;
producing a risk matrix having a possibility axis
indicative of the likelihood of an event occurring and an
impact axis indicative of the effect of an event if the
event occurs, the possibility and impact axes defining
35 coordinates of a plurality of matrix locations, the risk
matrix having a plurality of risk sections indicative of

different risk classifications, each matrix location being



35 coordinates of a plurality of matrix locations, the risk matrix having a plurality of risk sections
indicative of different risk classifications, each matrix location being 22 associated with one of the risk
sections, each matrix location having an associated risk severity score; and representing at least
some of the risk events on the risk matrix at matrix locations corresponding to the 5 relevant risk
severity score for the risk event. 32. A method as claimédin claim 31, comprising providing 4 risk
sections. 10 33. A method as claimed in claim 32, wherein the risk sections correspond to "critical",
"urgent"”, "importarst canice'meidimall' risk classificdtion$€34.7A atethed @siclaimed aramy onetof thaims

31 to 33, 15 compyising kspresenting the risk sectians differentlyssuch, thaf the fisk segtiens are
visually distinguishable from each other. 35. Aimetktmod as clai eqii}q claim Za‘\g Comrptrising 2
eas n e

representing the risk setfidns indifferent Soloursor usslr?glﬁn différe sﬁa&ﬁgs. 6. A method as é}gimed

in any one of claimiss81 1635 Evmprisingiédrafunicetipgthe tisk natrAix ¢6 RPN byt25 didptaying
the risk matrix on-a dispdayt 371 Akmethash-as ¢labaed i any one Of elaps S1dv36, comprising
communicating the risk matrix to a person by printing the risk matrix. 30 38. A method as claimed in
any one of claims 31 to 37, comprising providing the risk matrix with at least one gross risk event
marker, the locatioh-of the BFSSOAsIE BvErtrhafcdr tepreséntihg the se9BRE ot A AsKOFITritE 859
implementation of risk ¢teatment;, @nsd for each gross risk

10 33. A method as claimed in claim 32, wherein the risk
sections correspond to “critical”, *“urgent”, “important”

and “minimal” risk classifications.

34. A method as claimed in any one of claims 31 to 33,
15 comprising representing the risk sections differently such
that the risk sections are visually distinguishable from

each other.

35. A method as claimed in claim 34, comprising
20 representing the risk sections in different colours or

using different shading.

36. A method as claimed in any one of claims 31 to 35,
comprising communicating the risk matrix to a person by

25 displaying the risk matrix on a display.

37. A method as claimed in any one of claims 31 to 36,
comprising communicating the risk matrix to a person by
printing the risk matrix.
30
38. A method as claimed in any one of claims 31 to 37,
comprising providing the risk matrix with at least one
gross risk event marker, the location of the gross risk
event marker representing the severity of a risk prior to
35 implementation of risk treatment, and for each gross risk
event marker providing a corresponding residual risk

marker, the location of the residual risk marker



event marker providing a corresponding residual risk marker, the location of the residual risk marker
23 representing the severity of the risk after risk treatment. 39. A method as claimed in any one of
claims 31 to 38, 5 comprising arranging the risk matrix such that a greater severity risk score value
drop occurs across the impact scale than occurs across the possibility scale. 40. A method as claimed
in any one of claims 31 to 39, 10 wherein at least some2af the matrix locations in the same risk
section include the same risk severity score. 41. A method as claimed in any one of claims 31 to 40,
wherein the risk sexeritys scdrerig a whote nussberbetweenof5 1 and 100.14% A méthed as clasked in
any one of claims 34 10 Ad,, tcomprising providing a most significant risk chart representative of one or
more of the most severe 20 identified risks over time. 43. A method as claimed in claim 42,
comprising providing the most significant risk chart with an indication of the change in matrix location
of the one or more®mosPseverd % identified HBRS oviet timey 49108 method B3idlaimed ir-claifP43,

comprising providipgpthesnast significant fisk ehart with a measure ofdhennumber of risksdathe risk

section associated with the 30 one or more mos severe identified risks. 45, A met gd as claim%d in
curs across e acC

. . L I .
claim 44, wherein the measure of the number of risks in the rl_éjkc_seg:tlon associated with the one or
more most severddemifledaisks CompTisesarS5 tficdtionSdLtolwhethef a2 or more than 2 risks
are present in the risk section associated with the one or more most severe identified risks.

40. A method as claimed in any one of claims 31 to 39,
10 wherein at least some of the matrix locations in the same

risk section include the same risk severity score.

41. A method as claimed in any one of claims 31 to 40,
wherein the risk severity score is a whole number between
15 1 and 100.

42. A method as claimed in any one of claims 31 to 41,
comprising providing a most significant risk chart
representative of one or more of the most severe

20 identified risks over time.

43. A method as claimed in claim 42, comprising providing
the most significant risk chart with an indication of the
change in matrix location of the one or more most severe

25 identified risks over time.

44. A method as claimed in claim 43, comprising providing
the most significant risk chart with a measure of the
number of risks in the risk section associated with the

30 one or more most severe identified risks.

45. A method as claimed in claim 44, wherein the measure
of the number of risks in the risk section associated with
the one or more most severe identified risks comprises an
35 indication as to whether 1, 2 or more than 2 risks are
present in the risk section associated with the one or

more most severe identified risks.



24 46. A method as claimed in claim 45, comprising providing the most significant risk chart with a
plurality of rows, each row corresponding to a different number of risks 5 present in the risk section
associated with the one or more most severe identified risks. 47. A method as claimed in any one of
claims 42 to 46, comprising providing a risk trend chart indicative of a 10 change in collective risk
over time. 48. A method as claimed in claim 37, whereirtthe risk trend chart represents an average
percentage change of a plurality of risks over time using the severity scores. 15 49. A method as
claimed in any one of claims 42 to 46, comprising providing a plurality of risk trend charts and a

plurality of most significantiskichartsseaghyiste drepd chartiandieach-mest-significantriskichart; 20
representing a di ﬁrent rislé area. 50. A megpod askclaimedtin claér{; 49, cam riﬁin% prov%'din% a risk
reporting chart includingCa pluraiity of fisicttend ‘cHarts ant'a plurality of most Significant risk &ivdrts, 25
each chart represérting & @ifferent risie Brst Bnd thieo risk trelid et andmesissignifi€ant disk eharts
being disposed anesndra-combineddiskehart, the-eamhinedsrsk ichaskdncluding a pelyganchaying a

vertex representative of the current most evgrefr.isk faor ea]gh risk chart. 30 51. A method as claimed
more "mos sev%re 1den led ri

in claim 50, comprising providing the com ined risk chart with a plurality of concentric rings, each ring
corresponding to a row in a risk trend chart. 35 52. A method as claimed in claim 51, wherein each
47. A method as claimed in any one of claims 42 to 46,

comprising providing a risk trend chart indicative of a

10 change in collective risk over time.

48. A method as claimed in claim 37, wherein the risk
trend chart represents an average percentage change of a
plurality of risks over time using the severity scores.
15

49. A method as claimed in any one of claims 42 to 46,
comprising providing a plurality of risk trend charts and
a plurality of most significant risk charts, each risk
trend chart and each most significant risk chart

20 representing a different risk area.

50. A method as claimed in claim 49, comprising providing
a risk reporting chart including a plurality of risk trend
charts and a plurality of most significant risk charts,
25 each chart representing a different risk area, and the
risk trend charts and most significant risk charts being
disposed around a combined risk chart, the combined risk
chart including a polygon having a vertex representative

of the current most severe risk for each risk chart.

30
51. A method as claimed in claim 50, comprising providing
the combined risk chart with a plurality of concentric
rings, each ring corresponding to a row in a risk trend
chart.

35
52. A method as claimed in <c¢laim 51, wherein each

concentric ring is associated with a risk section and the



concentric ring is associated with a risk section and the 25 concentric rings are represented differently
according to associated risk section. 53. A method as claimed in claim 52, comprising 5 representing
the concentric rings differently by representing the risk sections in different colours or using different
shading. 54. A method as claimed in any one of claims 31 to 53, 10 comprising deriving a risk
management effectiveness KPI based on an collective percentage change in risk severity score. 55.
A method as claimed in claim 54, wherein the risk 15 management effectiveness KPI is a percentage
number. concentric rings are represented differently according to

associated risk section.

53. A method as claimed in claim 52, comprising
5 representing the concentric rings differently by
representing the risk sections in different colours or

using different shading.

54. A method as claimed in any one of claims 31 to 53,
10 comprising deriving a risk management effectiveness KPI
based on an collective percentage change in risk severity

SCore.

55. A method as claimed in claim 54, wherein the risk

15 management effectiveness KPI is a percentage number.



