A-i- - s A systemfor testing the authenticity _

of La~data carri er This invention relates to a systemfor téZ :hg
the authenticity of a data carrier according to the preanble of claim 1.

A systenlof this type is knowmn e.g. fromEP-A1L 0 313 967. Fromthis print
it ts known to selectively influencejthe physical fine structure of the IC
during chip production and thus incorporate certain structures on or in the
inte- grated circuit that are eval uable as a physical property
characterizing the cirduisystemt fpx E%ﬁﬁé&gl§getﬁp§ Hcidbposes
providing the chip with a netalligscgaihpg Baviigra randon1surface
structure which is scannable via a resistance neasurenent at several

pl aces, the obtained resistance pro- file being stored in the form of
characteristic data for de- termning the authenticity of the data carrier.
External ac- cess to the characteristics storage is no |onger possible
after |gn|t|on ofhisf iswengign Fetlateshdd @ tS¥stemtfon testing the

authenticity of a data carrier according to the preamble of
claim 1.

A system of this type is known e.g. from EP-Al 0 313
967. From this print it is known to selectively influence
the physical fine structure of the IC during chip production
and thus incorporate certain structures on or in the inte-
grated circuit that are evaluable as a physical property
characterizing the circuit. In this conﬂection this print
\proposes providing the chip with a metallic coating having a
random surface structure which is scannable via a resistance
measureﬁent at several places, the obtained resistance pro-
file being stored in the form of characteristic data for de-
termining the authenticity'of the data carrier. External ac-
cess to the characteristics storage is no longer possible
after ignition of a fuse, e.g. after the initialization
vhase. |

The above system has the disadvantage, however, that
the resistancé profile is not only elaborate in terms of
measurement technology and difficult to determine but is
sometimes even unclear, thereby impairing the reliability of
the test procedure. Furthermore, the known method cannot as-
certain faulty ignitions, whereby the fuse was not brought
properly from the electroconductive to the nonconductive
state, or subsequent manipulation of a properly ignited
fuse, both of which would permit unauthorized access to the
characteristics storage.

The'prcblem of the invéntion is to propose a méthod for
testing the authenticity of data carriers which permits more
reliable determination of authenticity and better protection
of sensitive areas of the data carrier, whereby the physical

property defermined by the integrated circuit should be de-
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The invention is characterized in that a separate cir-
cuit is provided on the integrated circuit of the data car-
rier, which the semiconductor maker realizes by slightly
changing the design of the integrated circuit. The circuit
has an irreversibly adjusted electric state characterizing
the circuit which is used for establishing a characteristic
value for the data carrier and evaluated for determining
authenticity.

In a first embodiment the circuit of the integrated
circuit includes at least one network consisting of passive
components and can additionally contain a control lbgic for
driving switching elements. In a preferred embodiment exam-
ple this network is executed as a resistor string between an
outer free contact connection, which serves as a méasuring
connection, and the ground connection of the data carrier.
For coding this resistor string, which can consist of bino-
mially constructed resistors, fuses are connected in paral-
lel with each series-connected resistor, being blown accord-
ing to the desired coding. Bldwing'of the fuses is possible
only in the test mode, i.e. after the chip has been tested
and found good. When the fuses are blown an accordingly high
current is driven to ground to the free outer measuring con-
nection, the control logic guaranteeing that only those
fuses are blown whose parallel-connected switches are open
according to the desired coding. After coding of the resis—
tor string a fuse locéted between the control logic and'the
switching elements and unrecognizable without special aids
can be blown to prevent the control logic from being oper-
ated in the test mode again. This guarantees that the coding
of the network cén only be done within the test mode by the
semiconductor maker. The'coding can for example yield a con-

tinuous number, i.e. an individual identification for the



-99y. ., :This problemis solved according to the invention by the features
stated in the characterizing part of claim 1. The invention is
characterized in that a separate cir- cuit is provided on the integrated
circuit of the data car- rier, which the seniconductor maker realizes by
sli*ghtly changi ng the design of the integrated circuit. The circuit has an
irreversibly adjusted electric state characterizing the circuit which is
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and found good, the semiconductor maker drives a high cur-
rent to the test connections in such a way that the combina-
tion of blown fuses yields the desired coding of the resis-
tor string. The switch-over from the te5t mode to the user
mode can be done by igniting a fuse and/or programming
EEPROM or EPROM cells and is irreversible.

In the first embodiment the authenticity testing can

take place as follows. The physical property of the network,
" for example the total resistance.value of a binomially coded
‘resistor string, is measured by an external device and then
digitized to encode the digital wvalue with the help of a se-
cret code stored in the device. This digital value encoded
by the device and connected with the physical property of
the network is compared with a characteristic value received
from the data carrier. The characteristic value contained in
a memory area of the data carrier likewise renders the
physical property of the network in an encoded form.

This characteristic value can e.g. be written into a
memory in the data carrier during personalization of the
data carrier. The writing of the characteristic value and
other personal sensitive data takes place during personali-
zation in a protected environment, théreby guaranteeing that
only an authorized person can perform the personalization of
the data carriers. This can be attained in simple fashion

for example if the operator must prove his identity to the



.switching el enents and unrecogni zabl e wi thout special aids can be blown to
prevent the control logic frombeing oper- ated in the test node again.
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ten into the memory of the data carrier by the personaliza-
tion device.

In a development of the invention a switching element
can also be provided which releases the physical property of
the network, under the control of a logic unit of the data
carrier, for external measurement at a predetermined time
and for a predetermined duration. This has the advantage
that the authenticity structure of the integrated circuit
executed as a separate network is available for external
measurement only for a certain time and the authenticity
structure is undetectable externally, and thus hidden, out-
side this time. For example the logic unit of the data car-
rier releases the physical property of the network for meas-
urement upon receptlon of a reset signal up to the time of
the answer to reset (ATR) transmitted by the card. Only
within this system-specific time window is the physical
property of the network detectable. The data carrier can of
course test the authenticity of the device connected with
the data carrier before the physical property of the network -
is released, in order to ensure that the physical property
of the network is released only to an authentic device, i.e.
one authorized for measurement. Furthermore the device can
verify with the help of a time-keeping device whether the
time during which the physical property of the network is

| released for measurement by the logic unit of the data car-
rier is within a system-specific time window. Such a time
window must of course always be chosen in accordance with a
data exchange protocol stipulated between the communication

participants. The particular adaptation of.the time window



.irent to the test connections in such a way that the conbina- tion of blown
fuses yields the desired coding of the resis- tor string. The sw tch-over
fromthe test node to the user node can be done by igniting a fuse and/or
:programm ng EEPROM or EPROM cells and is irreversible. In the first
enbodi nent the authenticity testing can take place as follows. The physi cal
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rier, or be processed internally for blocking the data car-
rier if necessary. The data are transferred to the apparatus
in sﬁch a way that no conclusion can be drawn on the actual
electric state of the fuse.

The electric property of the fuse is preferably checked
at each operation of the data carrier with a signal already
necessary for operating the integrated circuit. This makes
it possible to ascertain faulty ignitions, whereby the fuse
was not brought properly from the electroconductive to the
nonconductive state, with little technical effort. Further-
‘more the invention permits ascertainment of later manipula-
tion of .a properly ignited fuse, e.g. bridging of the fuse
by means of microprobes, the operation of the integrated
circuit being blocked internally in casé of a faulty igni-

' tion or an ascertained manipulation. This makes the data
carrier useless for any further application by the de-
frauder. The invention thus allows effective protection
against unauthorized manipulation of an authenticity feature
of a data carrier, permitting more reliable determination of
the authenticity of the data carrier.

Further advantages and advantageous developments are
indicated by the description of the invention with reference
to the figures, in which:

Fig. 1 shows a data carrier with an integrated circuit,

Fig. 2 shows the invehtive separate circuit in the form
of a network with a corresponding control logic,

Fig. 3 shows the data carrier in connection with a de-



L4 device by entering a secret code. The personalization device verifies
*before operation whether the entered code matches the one stored in the
device. To protect the personalization data, such as transaction limt,

PIN, etc., fromduplication these data can®be |ogically conbined wth the
measured physical property of the network during personalization of the
data carrier and the result of |ogical conbination wit- ten into the
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cashless money transfer as a debit card or as a memory card
such as a telephone card. The data carrier has an integrated
‘circuit (IC) located on IC module 2 which can be connected
electrically via contact surfaces 3 with external peripheral
devices. According to a recent standard six contacts are
provided, whereby oné”of the contacts is generally not allo-
cated. This free connection of the IC module, designated as
position 8 in the figures, is used as a measuring connection
for externally measuring a physical property of the inte-
grated circuit.

Fig. 2 shows inventive network 9 consisting of resis-
tors 13 realized separately on the integrated circuit be-
tween connection 8 {(measuring connection) and the ground
connection of the data carrier. The resistors have resis-
tance values binomially coded from left to right, i.e. be-
ginninq with the first resistor e.g. 100 ohns, second resis-
tor 200 ohms, third resistor 400 ohms, etc., and are series-—
connected. Each resisfor of the resistor string has fuse 12

-and switching element 11 parallel-connected thereto. The
switching elements can be 'driven e.g. by software by control
logic 10 to blow the fuses according to the desired coding.
For blowing the fuse a high current, e.g. 500 mA, is driven
to ground to contact 8, whereby only that fuse is blown,
with the help of the switching elements controlled by the
control logic, whose particular parallel-connected switch is
open. By driving the switches one can obtain the desired

coding, i.e. a clearly distinguishable total resistance



.;course test the authenticity of the device connected with the data carrier
:betore t he physical property of the network is released, in order to ensure.
that the physical property of the network is released only to an authentic
.device, i.e. one authorized for nmeasurenent. Furthernore the device can
verify with the help of a tinme-keeping deViece whether the tinme during which
the physical property of the network is released for neasurenent by the
l ogic unit of the data car- rier is within a systemspecific tine_w ndow.
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whose el ecttiens8aandather grguind eenneciiciked e -binomial coding of t
resistor string permits the combination of blown fuses to

yield a clear significant total resistance value for the re-
sistor string, which is digitally representable as a con-
tinuous number. If all possible variants are combined one
thus obtains a continuous number of i = 2n, whereby n corre-
sponds to the number of resistors. Another suitable coding
can of course also be chosen instead of a binomially coded
resistor string. Also, the total resistance of the resistor
string does not have to be individual for each integrated
circuit. In some cases it may be sufficient if it is class-
specific, i.e. a certain production lot of integrated cir-
cuits can be coded with one and the same total resistance of
a resistor string. After coding of the resistor string,
which is done in the test mode, i.e. after the chip has been
tested and found good, the cdnnecting line between control
logic 10 and switching elements 11 can be interrupted by ig-
niting a fuse (not shown) in order to prevent the control
logic from being operated subsequently in the test mode by
an unauthorized third party. Thus the control logic is de-
coupled from the network after the coding operation so that
the physical property of the network is "burned in" irre-
versibly. This offers high protection from manipulation on
the part of an unauthorized third party.

In the following the personalization of data carriers
with the inventive network will be described. First the
physical property of the network is measured and the meas-
ured analog value then converted to a digital value. Subse-
quently the digitized measured value is encrypted with the
help of a secret code. Then the encrypted physical property
of the network is written into the memory unit of the data

carrier as a characteristic value. Other sensitive person-



‘ternally in the data carrier and stored in the formof a characteristic
value in a nenory area of the data carrier. The characteristic val ue can be
transferred for authenticity testing to the apparatus conmunicating with
the data car- rier, or be processed inteBnally for blocking the data car-
rier if necessary. The data are transferred to the apparatus in such a way

that no conglusion can be dra on the actual electrjec state of the fuse.
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the i”Ve”t&¥§eaeBQE%Eﬁiﬁ5r%ﬂ%hebﬁ HHGQMTHR connects the network, under
the control of the logic unit, for a predetermined time into
the measuring path formed between measuring contact 8 and
the ground connection by measuring means 19 of the device.
For clarity's sake measuring means 19 are shown as a block
which already contains a voltage supply e.g. of 10 V and
analog-to-digital converter 23 for converting the analog
measured value signal to a digital wvalue. The digitized
measured physical property of the network is subsequently
encoded by encrypting means 20 using a secret code which is
stored in the encrypting means so as to be protected from
external access. The characteristic wvalue read out of memory
unit 16 of the data carrier by reading means 22 of the de-
vice is compared with the measuring result encoded by the |
device with the help of cémparator 21. Memory unit 16 of the
data carrier can be for example an EEPROM if the physical
property of the network is stored in an encoded form. If the
physical property of the network measured by the device
matches the characteristic value read out of the memory unit
of the data carrier, the data carrier is recognized as
authentic. -

Fig. 4 shows very schematically the sequence of authen-

ticity testing for a data cafrier provided with a separate
network located on the integrated circuit whose physical

property is meésurable. When the data carrier is connected

L4



. of a network with a corresponding control |ogic, Fig. 3 shiows the data

“carrier in connection with a de- -6-
vice for authenticity testing, Fig. 4 shows a flow chart for the
.authenticity testing of a data carrier,” 2 - Fig. 5 shows a further

enbodi nent exanpl e of a separate network, Fig. 6 shows a data carrier
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means is not closed, i.e. high-ohmic, due to open switching
element 17, it transmits a reset signal to the data carrier
in method step 31. Upon reception of the reset signal the
address counter of logic unit 15 is set to a defined initial
state and the switching element closed. Method step 32 shows
that switching element 17 is closed by the logic unit of the -
data carrier by software control up to the time of the an-
swer to reset (ATR) of the data carriér, thus releasing the
physical property of the network for measurement by the
measuring means of the device within this time window. The
determination of the physical property of the network, i.e.
the total resistance value of the resistor string, and the
following encoding using a secret code is shown in method
step 33. Method step 34 shows the transmission of the char-
acteristic value contained in the memory unit of the data
carrier as the third byte in the ATR which is sent from the
data carrier to the device. Method step 35 shows how the
characteristic value received in the third byte of the'ATR
is compared with the measured variable obtained from method
step 33. If the characteristic value received from the data
carrier matches the measured digitized and subsequently en-
crypted physical property of the network, the data carrier
is recognized as authentic. The result of authenticity test-
ing can also be indicated on a display of the device, if de-
sired. ' |

Fig. S shows a further embodiment example of the inven-
tive network present separately on the integrated circuit.
In this variant there is test connection 14 for each fuse
and each resistor, to which a high current, e.g. 500 mA, is

applied to blow the fuse according to the desired coding, so



. for externally neasuring a physical property of the inte- grated circuit.
"Fig. 2 shows inventive network 9 consisting of resis- tors 13 reali zed
separately on the integrated circuit be- tween connection 8 (measuring
.connection) and the ground connection of ihe data carrier. The resistors
have resis- tance values binomally coded'Promleft to right, i.e. be-
ginning with the first resistor e.g. 100 ohns, second resis- tor 200 ohns,
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di sti ngui shakiddrerttalonestah adiispense with control logic 10 and switchyes
11 in this variant. After the chip has been tested and the
network coded accordingly) test connections 14 are switched
off after the coding operation. This can be done by simply
disconnecting the test connections mechanically. Since the
test contacts are already available after production and
during the wafer test, the network provided separately on
the integrated circﬁit can be realized in simple fashion,
for example in the form of a resistor string.

' Fig. 6 shows a greatly schematized view for clarity's
sake of data carrier 1 with internal means 5 for checking
the electric state of circuit 24 having at least one fuse 4,
e.g. for protecting sensitive areas of the data carrier. Af-
ter the chip has been tested and found good and after e.g.
the desired coding of the authenticity feature of the inte-
grated circuit has taken place, fuse 4 is ignited, being
thereby brought from the electroconductive to the nonconduc-
tive state. Circuit 24 can of course also have further ele-
ments for controlling ignition, which are familiar to the
expert and omitted here for_simplicity's sake. For checking
the electric state of fuse 4 an external signal, e.g. the
supply voltage or the clock signal of the integrated cir-
cuit, is fed in via outer confact surface 3 electrically
connected with the input of the fuse, and compared with the
signal received at the output of the fuse by means of first
comparator 5. The result of comparison of the first compara-
tor is written into memory 16, e.g. RAM, as a characteristic
value e.g. after each application of the external signal.
The result of comparison located in the RAM can be trans-
ferred in the answer to reset signal (ATR) from the data

carrier to a card reading device for authenticity testing.



-yal'ue, .for the resistor string. In the switch position shown iniFig. 1 only
thesfirst switch is open and all others are closed, for exanple,; resulting
in a total resistance value of 100 ohns for the resistor string jpresent

bet ween connec- tion 8 and the ground connection. The binom al codi ng of
the resistor string permts the conbination of blown fuses to yield a clear
significant total resistance value for theire- sistor string, which is
digitally representable as a con- tinuous nunber. |If all possible variants
are conbi ned one thus obtains a continuous nunber of i = 2n, whereby n
corre- spontiket BAMhetagebermobe eximptared wiith heefenepasdl énéogmadioan baf

course als hosen. | | ) Y, e | r ot kg, So,
t he total %gé)%%tgaﬁ?e?gk %ﬁtﬁ?%gg{ps%o%ds?ﬁ %‘i d%%gg n%éﬁggzbgoogert_?n% id\?{él 3ua|
for each i ntapraeed Fhecuwietferencoimfasestion nhy degsuéf Veluet riepriesens

cl ass- specifi I ,.e. cental ' I - Lt tgd ci QUi ts can
be coded mﬁ%%tgﬁg ggdtﬁﬁe%§§%%5¥%#§ﬁﬂgggis dﬁé%eéfbg ?gé?sﬁbrgg?;ﬁ%g. Af ter
codi ng of t#koredi $honoswolad,ilshinemdrsy domet | f ¢fAethesdatbvdearirier afroer

control |1 ogr e iR A o ohh BaST R, 5 P BB HLCh i ng
a fuse (nottsdomeferenaeddn ficormatehoant it e, cofit fosel 4gasstimes bai ng-

oper at ed subsequent ¥ ig the e twpnd [, an unau}hor'zgd tgird arty. Thus
the contr ol BTSRPE PLEGERoEaRET Yo e or b k-aRLEFofne SE5aPHy
operation spatagbrt Beppbyiniced aprardsparidimg hbdekikgi sighalnedich’ dan e-
versibly. Mbsusticts high,pratection fromrmolpul g onegh LAS PR k"
information characterizing the blockage is written for exam-
 ple into a certain area of nonvolatile memory 6 of the inte-
grated circuit protected from external access. At each ini-
tialization of the data carrier this certain memory area is
interrogated by the integrated circuit, and upon ascertain-
ment of the blocking information the control unit of the in-
tegrated circuit is for example reset to the hold state or
to the beginning of the program. In this case an error mes-
sage is issued which permits no conclusion to be drawn that
fuse 4 has the improper, i.e. electroconductive, state. The
error message can e.g. be passed along with the data ex-
change protocol stipulated between the data carrier and a
device in a way not recognizable to an outside third party,
e.g. in the authenticity signal for a debit card or in the

message "Units used up” for a memory card.



- In the following the personalization of data carriers with.the |nvent|ve
‘network will be described. First the physical property of the nétwork is
nmeasur eéd and the neas- ured anal og val ue then converted to a digital value.
-Subse- TRidasHebiHdsBReflRgplatetied nmeasured walyee 4 s encrypted with the help of a
setret co crypted physical property of the network is witten
into the mw mml’tm the data carrier as a characteristic value. O her
sensitive - Claims - 8- alization data,
such as PIN, transaction |imt, etc., can of course also be logically
conbined with the nmeasured physical property of the network in the
personal i zation device for witing the result of |ogical conbination into a
menory unit of the gda rieec. g I { ches e.g.
an B GR oper at i o it LRk £8E. cFa g Y SIRERANL Y PPN lused B8
Fig. 3 srmwmnersl¢mmpfleﬂnglock dlagran1of device 18 for testing the
authenticity of a carr nven- e netwark 9., The a_ carrier
el udes not. onl§ HeEReTREEEEE: Th BeFOBR: A e SHiE Tt et ahE

optional | y quiot with memory units (6, 16) and loglc units (15) as well

as communication elements (3),

an apparatus (18) having access via the communication
elements (3) to at least partial areas of the memory units
(6, 16) for reading and/or writing,- ‘

means (5, 19) for determining a physical property of
the integrated circuit, characterized in that _

the physical property consists of an irreversibly ad-
justable electric state of a circuit (9, 24) present sepa-
rately on the integrated circuit, and is used for establish-
ing a characteristic value for the data carrier (1).

2. The system of claim 1, characterized in that the
circuit (9) includes at least one network consisting of pas-
sive components.

3. The system of claim 2, characterized in that the
measured physical property is the total resistance of a bi-
nomially coded resistor string.

4. The system of claim 1, characterized in that the
means (19) for measuring the physical property are part of
the apparatus (18) which has encrypting means (20) for en-
coding the measured physical property of the circuit (9),
the result of encoding being stored in memory means (16) of
the data carrier (1) as a characteristic value.

5. The sysfem of claim 4, characterized in that the
characteristic value is transferred from the data carrier
(1) to the apparatus (18) as the third byte in the answer to
reset (ATR). ' ' ‘

6. The system of claim 5, characterized in that the ap-
paratus (18) has a comparator (21) for comparing the re-

ceived characteristic value with the physical property of
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. vided s-m,st eée«anmﬂ whi ch connects the network, under thEe'controI of

“the logic termned tine into the neasuring path f or med

bet ween ﬂmm E t 8 and the ground connection by measuring neans 19
.of the de ty's sake neasuripg-neans 19 are shown as a bl ock
whi ch al ready contains a voltage supply e.g. of 10 V and anal og-to-digital
converter 23 for converting the anal og neasured value signal to a digital
val ue. The tdiqgidizzatl thre63urreea physd cahd penpedeyd by the appasakus (18),
subsequent engs b ns, 2 [ e S
stored in tt%‘e eng‘g)qf glor?rrn@e%%gﬁéo&agggogg gaggt ggfgg%ﬁﬁémtoefcx%gfengy%cess.
The char acteamrsitac M@Iue read out of nmenory unit 16 of the data carrier by

readi ng nmeans 2 of t C ar ur, sul t
encoded by the eV|ce VMQ%F? 8§e?fa% ngbn%g?g%%? % %e§§§%#§ﬁ%#%téiﬁo of the
data carri physdrcadde grypexiaymd £ ahneEEPE@/itf (Bheiphyeasalraplepertly Et tdhe
network is stqred i,n._an gncoded_f Q § éilcal property of the

net wor k ne&S§dr anyﬂ% §%5 %epﬁﬁﬁﬁﬂégmfﬂﬁ cAYFaEL8P sti ¢ val ue read out of
the menory unit ao.f THe glpdttemmasfi €laimhe, deharaateirekzeds ihe @Y 2cidnens

aut henti c. qa_4 shows veé¥ schemn tcallﬁ thg sequsggﬁbof aut hen-
ticity tesﬁnﬁjgdf YatH TaT¥Y? P pTRST HeUCWPEA2HCSED S & &S5t I€9bcat ed
on the integodled Wy whid Vb@se @ﬂililﬁl ¢Bb) poEpehkydhsameazwialy .1)Wigh the

data carrier is connecte
accordance chL a signal received from the apparatus (18),

and the apparatus (18) verifies whether these parameters
fulfill predetermined conditions.

9. The system of claim 8, characterized in that the
signal transmitted from the apparatus (18) to the data car-
rier (1) is a reset signal, and the logic unit (15) releases
the physical property of the circuit (9) for external meas-
urement by means of a switching element (17) of the data
carrier from the time of the received reset signal up to the
time of the answer to reset (ATR) transmitted from the data
carrier to the apparatus.

10. The system of claim 1, characterized in that the
circuit (24) has at least one fuse (4) which is brought by
an ignition irreversibly from the electroconductive to the
nonconductive state, thereby protecting sensitive areas of
the data carrier (1) from external access.

11. The system of claim 10, characterized in that the
data carrier (1) has means (5) for checking the electric
property of the fuse, whereby an external signal is fed in
via a communication element (3) of the integrated circuit
connected with the input of the fuse (4) and this is com-
pared at the output of the fuse (4) with the fed-in signal
and the result of comparison is written intd a memory area
(16) of the daﬁa carrier as a characteristic value.

12. The system of claim 11, characterized in that the
external signal is a signal absolutely necessary for operat-

ing the integrated circuit.
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ﬁ‘hnssnbettl-lasm ﬂﬁ eﬂg deV| ce via the contact elements, the device first
test p 30 whether the physical property of t he netmnrk IS
pres m ground connection and neasuring connection 8, e.g. in
.the m o he total resis- tance valug,of a resistor string. Only if the
devi ce ascer- tains that the nmeasuring path formed with the measuring neans
is not closed, i.e. high-ohmc, due to open swtching elenent 17, it

transmits a reseg. STH@alsyEthh%f:d%tl@lﬁlarlrl' ercHarkaI@iéloﬂzédeﬁx3ﬂhaHp9He
reception of the reset signal the address counter of logic unit 15 is set

to a defirfeRPFarteralstiat ¥adHe fiFe contrdmesy i@ dhshtandRedo MEeFBE step 32

shows t hat (B¥R] CHENGnE! QHEQ'[ c%?:ﬂlérchﬁﬁe@rk&héﬂ@rﬂélﬂ'tfb umé Shphhsrdat a
carrier by software control up to the tinme of the an- swer to reset (ATR

of the dat&&hr f@érauﬁha§tﬁ-§ﬂ§ﬁsﬂiﬁgtﬂﬁ§ Ay siaclt Qe ign of £t Blee ndatiar k
for measurefmppiepy(ihe neasuring means of the device within this time

w ndow. The determ nation of the physical property of the network, i.e. the
total resistanck4vaFfhe systea pdscdedm dilni @amqm%u@mmgtehbgdl ng

using a Seolelacode; bFi ShouRuEn sTPLBABSLED Wity Ml dothst £ S¢opbgvacthe

transm ssi on ar- acteristic menory unit of
t he data carenee asfohmathondibytbei AnflegratRdvdictcuist sehttlie odatae data

carrier to.lpe; devieg, MihgHesheRon® ot MR N ddted circuit is

blocked if an improper electric state of the fuse (4) has
been ascertained.

15. The system of claim 14, characterized in that upon
blocked operation of the integrated circuit the data carrier
(1) transfers an error message to the apparatus (18) which
permits no conclusion to be drawn on the electric state of
the fuse (4). '
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characteristic value received in the third byte of the ATR'is conpared wth
“the neasured variable obtained fromnmethod step 33. If the characterlstlc
val ue received fromthe data carrier matches the neasured dlgltized and
subsequently en- crypted physical property of the network, the data carrier
is recogni zed as authentic. The result-ofsadthenticity test- ing can al so
be indicated on a display of the device, if de- sired. Fig. 5 shows a
further enbodi ment exanple of the inven- tive network present separately on
the integrated circuit. In this vari advsthaet is test connection 14 for
each fuse and each resistor, to which a high current, e.g. 500 mA, is
applied to blow the fuse accordlng to the desired codlng SO
- 10 - that the conbination of blown fuses yields a total resis- tance
val ue characteristic .of t r i i § Q Elrshd%gxgg Ny
fuses 12 are papaﬁxﬁt%%nwﬁﬁnégﬁéaéﬁlﬁéé %?E §§§ ?éE egles connect'{?i
bet ween neadstteirig e rend i shySi cand pheperboundfctheedaitan canr iconfrds@nt o
the first gg}ever51bly-adjustable electric state of a circuit present
separately on the integrated circuit, and uses. the electric
property of the cifcuit for establishing a characteristic

value for the data carrier.

Fig. 2
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hodi ment one can di spense with control | ogi c. 10 and switches 11 inthis
variant. After the chip has been tested and the network coded accordingly,
test connections 14 are switched off after the coding operation. This can

~ be done by sinply disconnecting the test connections mechanically. Since

* the test contacts are already avail able after production and during the
waf er test, the network provided separgd ely on the integrated circuit can
be realized in si npl e fashion, for exanple in the forn1of a resistor
string. Fig. 6 shows_a o~ clarity's sake of
data carrier 1 with intégrnal neans 5 for checklng the el gctric state of
circuit 24 having at |east one fuse 4, e.g. for protecting sensitive areas
of the data carrier. Af =1 p has been tested and found good and
after e.g. theade Qe authenticity featurg of the inte-
grated circuit has tak LR_E 4 is ignited, beingithereby brought
fromthe el ect bnconduc- tive state. {Circuit 24 can of
course also h nents for controlling ignitjion, which are
famliar to the expert 4ind omtted here for sinplicity's jsake. For checking
the electric state of fyise 4 an external signal, e.g. thg supply voltage or
the cl ock sign thel{integrated cir- cuit, is fed in Via outer contact
surface 3 electTically ¢onnected with the input of the fuse, and conpared
with the signal received _at-fhe output of the fuse by megns of first

conparator 5. The resul f conparison of the first conpara- tor is witten
into menory 16, e.g. RAM as a characteristic valqgé .g1 after each
application of t xternal signal. The result of c E%arison | ocated in the

RAM can be tran
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ferred in the answer to reset signal
readlng device for authenticity testing.
- 11 -.

The

reference information is e.g. a value represen- tative of the
el ectroconductive state of fuse 4, and is stored in nonvolatile nenory unit

6 of the data carrier pro- tected against; gxternal access.

If there is

(ATR) fromthe data carrler to a card

The RAM state can be conpared with reference |nfornat|on by neans
,of further conparator 5 at each operation of the data carrier.

e

agreenent with the reference information, i.e. if fuse 4 assunes an im
proper el ectrpconductive state after |gn|tion, second com parator 5
produces a cét espo ng ko khﬂg gnal TCh can Dbe use 0 0C
circuit irreve |ny or tN s pur po ijnformati on characterizing th
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_inmterrogated by the integrated circuit, and upon ascertain- nent of the
‘prck?ng information the control unit of the in- tegrated circuit is for
exanple reset to the hold state or to the beginning of the program In this
gycdse an error nes- sage is issued which permits no conclusion to be drawn
thhat fuse 4 has the inproper, i.e. electroconductive, state. The error
nessage can e.g. be passed along with the data ex- change protocol
stipul ated between the data carrier and gdevice in a way not recogni zable
to an outside third party, e.g. in the authenticity signal for a debit card
or in the nessage "Units used up" for a nmenory card. o
12 Anmended Clzy' 1. A systemfor

testing the authenticity of a
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data carrier, conpri sing _ a data carrier (1) having at |east one
integrated circuit with nenory units (6,16) and logic units (15) as vveII as
comuni cati on el ements (3), an apparatus (18) feyvt+rRe—aecees e a

t he conmun (3) to at least partial areal\
units (6, lumﬂmm ﬂuﬂmr d/or witing, means} (
det erm ni ng* a.%hy5|@aISprﬂperty of the integrated circuyt} ‘fqﬁ
t hat t he physical property consists of an irreyefstb
electric state of a circuit (9,24) 1Present separafe

integrated circuit, and is used for establishing a charp

I zed jin
y adjlggt bl e

the data carrier (1). Amertledl el asimet em of cl atT § ed
in that the circuit (9) includes at |east one network consi st ng of passi ve
conponents. 3. The systemof claim2, characterized in that

t he measured physical pAoepkrsystem hEor ottasting sf—hﬁcea\l#h%mbi%Wanfy

coded r egdatallca¥ridl) comprising 4. The systemof claim1,
characterized in that _the rreans 19) I] nmeasuri ng t he physical 8 g é
?9 AEBYi ng

are part of the apfar®@ i chLhadarid¥y pefng s opgo) 1R
t he neaswieduity swith nenpeyt ymdi:st r(as,me)cuaﬁd(Eeogléhan&esulmsqf acwdllg

bei ng st(r)airst IoWéllorﬂeaélsemél‘th _ the data carrier (1) as a

characte ! The system of claim4, characterized
in that the char actwar iapparatisud 18y thawigieraeeess ona thelacompanication)

to the apaaits (18) a% 1he udsk bphetilat er&ais Ve tﬂlée%@no&@TR}mlts
(6,16) for reading and/or writing,

means (5,19) for determining a physical property of
the integrated circuit, characterized in that

the physical property consists of an irreversibly
adjustable electric state of a circuit (9;24) present
.separately on the integrated circuit, and is used for
establishing a characteristic value for the data carrier (1).

2. The system of claim 1, characterized in that
the circuit (9) includes at least one network consisting of
passive components.

3. The system of claim 2, characterized in that
the measured physical property is the total resistance of a
binomially coded resistor stfing.

4. The system of claim 1, characterized in that
the means (19) for measuring the physical property are part of
the apparatus (18) which has encrypting means (20) for encoding
the measured thsical property of the circuit (9), the result
of encoding being stored in memory means (16) of the data
carrier (1) as a characteristic value.

5. The system of claim 4, characterized in that
the characteristic value is transferred from the data carrier
(1) to the apparatus (18) as the third byte in the answer to
reset (ATR). :

6. The system of claim 5, CharacteriZed in that
the apparatus (18) has a comparator (21) for comparing the
recgived characteristic value with the physical property of
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5. The sys

conparator | i the received characteristi
il
(9) and senc¢oded by the apparatus (18), t

taking place at each operation of the data carrier (1).

physi cal

circuit

~Characterized in that the appar
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The systemof claim1l, characterized in that the physical}property of

circuit

(9) is neasurable only at a certain tine for a predetermned

: 7. -
e

durati on. _ 8. The system ofl3claim 7, characterized in that
time and duration are systemspecific paranmeters which are controlled by
t he | ogi theneiréair ¢9)t mneaduredcandi encodpd byasber apparakush i&jnalthe

recei vedcgﬁgglééggpﬁrgg?ﬁr@%%%% a8Ndabi® RRRAEAGH df Stn¥Ctatarcarididier

t hese p
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condi ti ons. 9. The

system of1lkkai m 8, characterized in that :

7. The system of claim 1, characterized in that
the physical property of the circuit (9) is measurable only at
a certain time for a predetermined duration. '

8. The system of claim 7, characterized in that
time and duration are system-specific parameters which are
controlled by the logic unit (15) of the data carrier (1) in
accordance with signal received from the apparatus (18), and
the apparatus (18) verifies'whether these parameters fulfill
predetermined conditions. _

9. The system of claim 8, characterized in that
the signal transmitted from the apparatus (18) to the data
carrier (1) is a reset signal, and the logic unit (15) releases
the physical property of the circuit (9) for external
measurement by means of a switching element (17) of the data
carrier from the time of the received reset signal up to the

time of the answer to reset (ATR) transmitted from the data

carrier to the apparatus.

, 10. The system of claim 1, characterized in
that the circuit (24) has at least one fuse (4) which is
brought by an ignition irreversibly from the electroconductive
to the nonconductive state, thereby protecting sensitive areas
of the data carrier (1) from the external access.

11. ° The system of claim 10, characterized in
that the data carrier (1) has means (5) for checking the
electric property of the fuse, whereby an external signal is
fed in via a communication element (3) of the integrated
circuit connected with the input of the fuse (4) and this is
compared at the output of the fuse (4) with the fed-in signal
and the result of comparison is written into a memory area (16)
of the data carrier as a characteristic value. o

12. The system of claim 11, characterized in

_that the external signal is a signal absolutely necessary for

operating the integrated circuit.
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t'he S|gnal transmtted fromthe apparatus (18) to the d

arrier (1) is

a reset signal, nit (15) rel eases the phys mm TN '}
the circuit measur enent by neans of a s ol
(17) of the %Qnmﬂgmﬁﬂiﬂuﬂuthe time of the received r et\lqﬂw
the tinme of t et (ATR) transmitted fromthe |[datta“carri tjo
t he appar at us. 10. The systemof claiml, dhacacterized in

that the circuit (24) has at |east one fuse (4) which is jbrought by an
ignitionirreversibly fromthe el ectrocqhdluctive to the
state, thereby protecting sensitive areas of the data carrier (1) fromthe

external access. 13. Thellsystem S;G]Ee&adlin clyj mcﬂﬁ.raziltmxasw | 2ad
[ h ng .t
st S S g e RIGHRCR Nl i

communi cRas®t ol ARRX (S Jkhe hedata e9¢%11tle?detl rand t tmmterenedn t ot hthe
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with the signal, and the result of  conparison is witten into a
menory arté‘f(df% ERAeT a6 carrier as a characteristic val ue.

12. The system of cl ai miul, ajwasimteﬁe@ﬁ Nncllhdh t1e, exharadteriged ifi 2

si gnal alﬁ%ﬁ“% n%ﬁ%?:%%rt%rlg iPeLA |ng t.he '«:%S%L%&e‘jwﬂ:ﬁc“mternany
stored reference information in the integrated circuit of the °
data carrier (1), and operation of the integrated circuit is
blocked if an improper electric state of the fuse (4) has been
ascertained.

15. The system of claim (14), characterized in
that upon blocked operation of the integrated circuit the data
carrier (1) transfers an error message to the apparatus (18)
which permits no conclusion to be drawn on the electric state
of the fuse (4).

16. A data carrier (1) having at 1least one
integrated circuit with memory units (6,16) and logic units
(15) as well as communication elements (3), characterized in
that a separate circuit ( 9.,24) is present on the integrated
circuit whose physical property consists of an irreversibly
adjustable electric state and is used for establishing a
characteristic value for the data carrier (1).

17. The data carrier of claim 16, characterized
in that the circuit (9)  includes at least one network
consisting of passive components.

18. The data carrier of claim 16, characterized
in that the circuit (24) has at least one fuse (4) which is
brought by an ignition irreversibly from the electroconductive
to the nonconductive state, thereby protecting sensitive areas

- of the data carrier (1) from external access. '

19. The data carrier of claim 18, characterized
in that the data carrier (1) has means (5) for checklng the
electric property of the fuse. T :
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‘14 13. The systemof claim 11, characterized in that the
characteristic value is contained in the answer to reset (ATR) of the data
carrier and transferred to the apparatus (18) for authenticity testing at
each operation of the data carrier (1). 14. The system of
claim 11, characterized in that the characteristic value _is conpared with
internally stored reference information in the integrateggf§¢ -J'T‘ His‘i.c -
data carrier (1), and operation of the Lgaegrat ed circui}l is _égﬁge@bikaf"s%{n
i nproper electric state of the fuse (4)=Has been ascert almed:

15. 'The system of claim (14), characterized in that upon bl ocked operation
of the integrated circuit the data carrier (1) transfers an error nessage
to the apparatus (18) which permts ABSTRACTISIi on to be drawn on the.

el ectric state of the fuse (4). 16. A data carrier (1) having
at least one integrated circuit W|th rrermry units (6 16) and Ioglc units
(15) as yeblysiin #5E i - R
separate e-physi cal

ropert conS|sts of an |rrevers bl y adj ust bIe eI ectric state and i s _used
]E) or pestzt i Sfftery for testing the au enc){ ojf a data carrier determines the physica

property of the data carrier from an 1rrevers1b1y adjustable electric state of a circuit
_ present separately on the integrated circuit, and uses the-electric property of the
S circuit for establishing a characteristic value for the data carrier.

Figure 2
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characterlsilc val ue for the dat & carrle[ (1)
carrier of claim 16, characterized®in %that the circ

at least one network consisting of passive conponenps.

The data carrier of claim 16, characterized in that th
| east one fuse (4) which is brought by -ani$gnition irr
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el ectroconductive to the nonconductive state, thereby protecting sensiti

areas of the data carrier (1) fromexternal access.

data carrier of claim 18, characterizeétb$s®raaht the data carrier (1) has

means (5) for checking the electric property of the fuse

A SYSTEM FOR TESTING THE UTHENTICITY OF A DATA CARRIER

,_

]8.
at

e

A system for testing the authenticity of a data carrier

determines the physical property of the data carrier from an

irreversibly adjustable electric state of a circuit present

separately on the integrated circuit, and uses the electric

property of the cifcuit for establishing a characteristic

value for the data carrier.

Fig. 2



