
-1-               A system for testing the authenticity
of a data carrier         This invention relates to a system for testing
the authenticity of a data carrier according to the preamble of claim 1.
A system of this type is known e.g. from EP-A1 0 313 967. From this print
it is known to selectively influence the physical fine structure of the IC
during chip production and thus incorporate certain structures on or in the
inte- grated circuit that are evaluable as a physical property
characterizing the circuit. In this connection this print proposes
providing the chip with a metallic coating having a random surface
structure which is scannable via a resistance measurement at several
places, the obtained resistance pro- file being stored in the form of
characteristic data for de- termining the authenticity of the data carrier.
External ac- cess to the characteristics storage is no longer possible
after ignition of a fuse, e.g. after the initialization 



phase.      The above system has the disadvantage, however, that the
resistance profile is not only elaborate in terms of measurement technology
and difficult to determine but is sometimes even unclear, thereby impairing
the reliability of the test procedure. Furthermore, the known method cannot
as- certain faulty ignitions, whereby the fuse was not brought properly
from the electroconductive to the nonconductive state, or subsequent
manipulation of a properly ignited fuse, both of which would permit
unauthorized access to the characteristics storage.      The problem of the
invention is to propose a method for testing the authenticity of data
carriers which permits more reliable determination of authenticity and
better protection of sensitive areas of the data carrier, whereby the
physical property determined by the integrated circuit should be de-
-2-   tectable with little effort in terms of measurement technol- 



ogy.      This problem is solved according to the invention by the features
stated in the characterizing part of claim 1.      The invention is
characterized in that a separate cir- cuit is provided on the integrated
circuit of the data car- rier, which the semiconductor maker realizes by
slightly changing the design of the integrated circuit. The circuit has an
irreversibly adjusted electric state characterizing the circuit which is
used for establishing a characteristic value for the data carrier and
evaluated for determining authenticity.      In a first embodiment the
circuit of the integrated circuit includes at least one network consisting
of passive components and can additionally contain a control logic for
driving switching elements. In a preferred embodiment exam- ple this
network is executed as a resistor string between an outer free contact
connection, which serves as a measuring connection, and the ground
connection of the data carrier. For coding this resistor string, which can
consist of bino- mially constructed resistors, fuses are connected in
paral- lel with each series-connected resistor, being blown accord- ing to
the desired coding. Blowing of the fuses is possible only in the test mode,
i.e. after the chip has been tested and found good. When the fuses are
blown an accordingly high current is driven to ground to the free outer
measuring con- nection, the control logic guaranteeing that only those
fuses are blown whose parallel-connected switches are open according to the
desired coding. After coding of the resis- tor string a fuse located
between the control logic and the 



switching elements and unrecognizable without special aids can be blown to
prevent the control logic from being oper- ated in the test mode again.
This guarantees that the coding of the network can only be done within the
test mode by the semiconductor maker. The coding can for example yield a
con- tinuous number, i.e. an individual identification for the
-3-   integrated circuit, or else be a class feature for the inte- grated
circuit. The expert will of course recognize that the invention is not
restricted to the realization of a resistor string, but that other passive
components, for example ca- pacitors or inductors, can also be used for the
network characterizing the circuit.      Alternatively a test connection
(test pad) can be pro- vided instead of an additional control logic for the
switch- ing elements for each resistor with a parallel-connected fuse.
These pads are available for example after production and during the wafer
test. After the chip has been tested and found good, the semiconductor
maker drives a high cur- 



rent to the test connections in such a way that the combina- tion of blown
fuses yields the desired coding of the resis- tor string. The switch-over
from the test mode to the user mode can be done by igniting a fuse and/or
programming EEPROM or EPROM cells and is irreversible.      In the first
embodiment the authenticity testing can take place as follows. The physical
property of the network, for example the total resistance value of a
binomially coded resistor string, is measured by an external device and
then digitized to encode the digital value with the help of a se- cret code
stored in the device. This digital value encoded by the device and
connected with the physical property of the network is compared with a
characteristic value received from the data carrier. The characteristic
value contained in a memory area of the data carrier likewise renders the
physical property of the network in an encoded form.      This
characteristic value can e.g. be written into a memory in the data carrier
during personalization of the data carrier. The writing of the
characteristic value and other personal sensitive data takes place during
personali- zation in a protected environment, thereby guaranteeing that
only an authorized person can perform the personalization of the data
carriers. This can be attained in simple fashion for example if the
operator must prove his identity to the      



-4-   device by entering a secret code. The personalization device verifies
before operation whether the entered code matches the one stored in the
device. To protect the personalization data, such as transaction limit,
PIN, etc., from duplication these data can be logically combined with the
measured physical property of the network during personalization of the
data carrier and the result of logical combination writ- ten into the
memory of the data carrier by the personaliza- tion device.      In a
development of the invention a switching element can also be provided which
releases the physical property of the network, under the control of a logic
unit of the data carrier, for external measurement at a predetermined time
and for a predetermined duration. This has the advantage that the
authenticity structure of the integrated circuit executed as a separate
network is available for external measurement only for a certain time and
the authenticity structure is undetectable externally, and thus hidden,
out- side this time. For example the logic unit of the data car- rier
releases the physical property of the network for meas- urement upon
reception of a reset signal up to the time of the answer to reset (ATR)
transmitted by the card. Only within this system-specific time window is
the physical property of the network detectable. The data carrier can of 



course test the authenticity of the device connected with the data carrier
before the physical property of the network is released, in order to ensure
that the physical property of the network is released only to an authentic
device, i.e. one authorized for measurement. Furthermore the device can
verify with the help of a time-keeping device whether the time during which
the physical property of the network is released for measurement by the
logic unit of the data car- rier is within a system-specific time window.
Such a time window must of course always be chosen in accordance with a
data exchange protocol stipulated between the communication participants.
The particular adaptation of the time window
-5-   to the application-specific data exchange protocol is a mat- ter of
the knowledge and skill of an expert and will not be described more closely
here.      In a second embodiment the circuit includes at least one fuse
whose electric state after ignition is checked in- 



ternally in the data carrier and stored in the form of a characteristic
value in a memory area of the data carrier. The characteristic value can be
transferred for authenticity testing to the apparatus communicating with
the data car- rier, or be processed internally for blocking the data car-
rier if necessary. The data are transferred to the apparatus in such a way
that no conclusion can be drawn on the actual electric state of the fuse.
The electric property of the fuse is preferably checked at each operation
of the data carrier with a signal already necessary for operating the
integrated circuit. This makes it possible to ascertain faulty ignitions,
whereby the fuse was not brought properly from the electroconductive to the
nonconductive state, with little technical effort. Further- more the
invention permits ascertainment of later manipula- tion of a properly
ignited fuse, e.g. bridging of the fuse by means of microprobes, the
operation of the integrated circuit being blocked internally in case of a
faulty igni- tion or an ascertained manipulation. This makes the data
carrier useless for any further application by the de- frauder. The
invention thus allows effective protection against unauthorized
manipulation of an authenticity feature of a data carrier, permitting more
reliable determination of the authenticity of the data carrier.
Further advantages and advantageous developments are indicated by the
description of the invention with reference to the figures, in which:
Fig. 1 shows a data carrier with an integrated circuit,      Fig. 2 shows
the inventive separate circuit in the form 



of a network with a corresponding control logic,      Fig. 3 shows the data
carrier in connection with a de-                                    -6-
vice for authenticity testing,      Fig. 4 shows a flow chart for the
authenticity testing of a data carrier,      Fig. 5 shows a further
embodiment example of a separate network,      Fig. 6 shows a data carrier
with means for internally testing the electric state of a separate circuit
of the in- tegrated circuit.      Fig. 1 shows data carrier 1 as is
employed e.g. in cashless money transfer as a debit card or as a memory
card such as a telephone card. The data carrier has an integrated circuit
(IC) located on IC module 2 which can be connected electrically via contact
surfaces 3 with external peripheral devices. According to a recent standard
six contacts are provided, whereby one of the contacts is generally not
allo- cated. This free connection of the IC module, designated as position
8 in the figures, is used as a measuring connection 



for externally measuring a physical property of the inte- grated circuit.
Fig. 2 shows inventive network 9 consisting of resis- tors 13 realized
separately on the integrated circuit be- tween connection 8 (measuring
connection) and the ground connection of the data carrier. The resistors
have resis- tance values binomially coded from left to right, i.e. be-
ginning with the first resistor e.g. 100 ohms, second resis- tor 200 ohms,
third resistor 400 ohms, etc., and are series- connected. Each resistor of
the resistor string has fuse 12 and switching element 11 parallel-connected
thereto. The switching elements can be driven e.g. by software by control
logic 10 to blow the fuses according to the desired coding. For blowing the
fuse a high current, e.g. 500 mA, is driven to ground to contact 8, whereby
only that fuse is blown, with the help of the switching elements controlled
by the control logic, whose particular parallel-connected switch is open.
By driving the switches one can obtain the desired coding, i.e. a clearly
distinguishable total resistance                                     -7-  



value, for the resistor string. In the switch position shown in Fig. 1 only
the first switch is open and all others are closed, for example, resulting
in a total resistance value of 100 ohms for the resistor string present
between connec- tion 8 and the ground connection. The binomial coding of
the resistor string permits the combination of blown fuses to yield a clear
significant total resistance value for the re- sistor string, which is
digitally representable as a con- tinuous number. If all possible variants
are combined one thus obtains a continuous number of i = 2n, whereby n
corre- sponds to the number of resistors. Another suitable coding can of
course also be chosen instead of a binomially coded resistor string. Also,
the total resistance of the resistor string does not have to be individual
for each integrated circuit. In some cases it may be sufficient if it is
class- specific, i.e. a certain production lot of integrated cir- cuits can
be coded with one and the same total resistance of a resistor string. After
coding of the resistor string, which is done in the test mode, i.e. after
the chip has been tested and found good, the connecting line between
control logic 10 and switching elements 11 can be interrupted by ig- niting
a fuse (not shown) in order to prevent the control logic from being
operated subsequently in the test mode by an unauthorized third party. Thus
the control logic is de- coupled from the network after the coding
operation so that the physical property of the network is "burned in" irre-
versibly. This offers high protection from manipulation on the part of an
unauthorized third party. 



In the following the personalization of data carriers with the inventive
network will be described. First the physical property of the network is
measured and the meas- ured analog value then converted to a digital value.
Subse- quently the digitized measured value is encrypted with the help of a
secret code. Then the encrypted physical property of the network is written
into the memory unit of the data carrier as a characteristic value. Other
sensitive person-                                     -8-   alization data,
such as PIN, transaction limit, etc., can of course also be logically
combined with the measured physical property of the network in the
personalization device for writing the result of logical combination into a
memory unit of the data carrier. The logical combination chosen can be e.g.
an EX-OR operation which is executed by the personali- zation device.
Fig. 3 shows a simplified block diagram of device 18 for testing the
authenticity of data carrier 1 with inven- tive network 9. The data carrier
includes not only network 9 but also logic unit 15, memory unit 16 and
optionally pro- 



vided switching element 17 which connects the network, under the control of
the logic unit, for a predetermined time into the measuring path formed
between measuring contact 8 and the ground connection by measuring means 19
of the device. For clarity's sake measuring means 19 are shown as a block
which already contains a voltage supply e.g. of 10 V and analog-to-digital
converter 23 for converting the analog measured value signal to a digital
value. The digitized measured physical property of the network is
subsequently encoded by encrypting means 20 using a secret code which is
stored in the encrypting means so as to be protected from external access.
The characteristic value read out of memory unit 16 of the data carrier by
reading means 22 of the de- vice is compared with the measuring result
encoded by the device with the help of comparator 21. Memory unit 16 of the
data carrier can be for example an EEPROM if the physical property of the
network is stored in an encoded form. If the physical property of the
network measured by the device matches the characteristic value read out of
the memory unit of the data carrier, the data carrier is recognized as
authentic.      Fig. 4 shows very schematically the sequence of authen-
ticity testing for a data carrier provided with a separate network located
on the integrated circuit whose physical property is measurable. When the
data carrier is connected     



-9-   with the testing device via the contact elements, the device first
tests in method step 30 whether the physical property of the network is
present between the ground connection and measuring connection 8, e.g. in
the form of the total resis- tance value of a resistor string. Only if the
device ascer- tains that the measuring path formed with the measuring means
is not closed, i.e. high-ohmic, due to open switching element 17, it
transmits a reset signal to the data carrier in method step 31. Upon
reception of the reset signal the address counter of logic unit 15 is set
to a defined initial state and the switching element closed. Method step 32
shows that switching element 17 is closed by the logic unit of the data
carrier by software control up to the time of the an- swer to reset (ATR)
of the data carrier, thus releasing the physical property of the network
for measurement by the measuring means of the device within this time
window. The determination of the physical property of the network, i.e. the
total resistance value of the resistor string, and the following encoding
using a secret code is shown in method step 33. Method step 34 shows the
transmission of the char- acteristic value contained in the memory unit of
the data carrier as the third byte in the ATR which is sent from the data
carrier to the device. Method step 35 shows how the 



characteristic value received in the third byte of the ATR is compared with
the measured variable obtained from method step 33. If the characteristic
value received from the data carrier matches the measured digitized and
subsequently en- crypted physical property of the network, the data carrier
is recognized as authentic. The result of authenticity test- ing can also
be indicated on a display of the device, if de- sired.      Fig. 5 shows a
further embodiment example of the inven- tive network present separately on
the integrated circuit. In this variant there is test connection 14 for
each fuse and each resistor, to which a high current, e.g. 500 mA, is
applied to blow the fuse according to the desired coding, so
- 10 -   that the combination of blown fuses yields a total resis- tance
value characteristic of the resistor string. As in the first embodiment,
fuses 12 are parallel-connected with re- sistors 13 series-connected
between measuring connection 8 and the ground connection. In comparison to
the first em- 



bodiment one can dispense with control logic 10 and switches 11 in this
variant. After the chip has been tested and the network coded accordingly,
test connections 14 are switched off after the coding operation. This can
be done by simply disconnecting the test connections mechanically. Since
the test contacts are already available after production and during the
wafer test, the network provided separately on the integrated circuit can
be realized in simple fashion, for example in the form of a resistor
string.      Fig. 6 shows a greatly schematized view for clarity's sake of
data carrier 1 with internal means 5 for checking the electric state of
circuit 24 having at least one fuse 4, e.g. for protecting sensitive areas
of the data carrier. Af- ter the chip has been tested and found good and
after e.g. the desired coding of the authenticity feature of the inte-
grated circuit has taken place, fuse 4 is ignited, being thereby brought
from the electroconductive to the nonconduc- tive state. Circuit 24 can of
course also have further ele- ments for controlling ignition, which are
familiar to the expert and omitted here for simplicity's sake. For checking
the electric state of fuse 4 an external signal, e.g. the supply voltage or
the clock signal of the integrated cir- cuit, is fed in via outer contact
surface 3 electrically connected with the input of the fuse, and compared
with the signal received at the output of the fuse by means of first
comparator 5. The result of comparison of the first compara- tor is written
into memory 16, e.g. RAM, as a characteristic value e.g. after each
application of the external signal. The result of comparison located in the
RAM can be trans- 



ferred in the answer to reset signal (ATR) from the data carrier to a card
reading device for authenticity testing.
- 11 -   The RAM state can be compared with reference information by means
of further comparator 5 at each operation of the data carrier. The
reference information is e.g. a value represen- tative of the
electroconductive state of fuse 4, and is stored in nonvolatile memory unit
6 of the data carrier pro- tected against external access. If there is
agreement with the reference information, i.e. if fuse 4 assumes an im-
proper electroconductive state after ignition, second com- parator 5
produces a corresponding blocking signal which can be used to block the
circuit irreversibly. For this purpose, information characterizing the
blockage is written for exam- ple into a certain area of nonvolatile memory
6 of the inte- grated circuit protected from external access. At each ini-
tialization of the data carrier this certain memory area is 



interrogated by the integrated circuit, and upon ascertain- ment of the
blocking information the control unit of the in- tegrated circuit is for
example reset to the hold state or to the beginning of the program. In this
case an error mes- sage is issued which permits no conclusion to be drawn
that fuse 4 has the improper, i.e. electroconductive, state. The error
message can e.g. be passed along with the data ex- change protocol
stipulated between the data carrier and a device in a way not recognizable
to an outside third party, e.g. in the authenticity signal for a debit card
or in the message "Units used up" for a memory card.
12                         Amended Claims                 1. A system for
testing the authenticity of a 



data carrier, comprising          a data carrier (1) having at least one
integrated circuit with memory units (6,16) and logic units (15) as well as
communication elements (3),          an apparatus (18) having access via
the communication elements (3) to at least partial areas of the memory
units (6,16) for reading and/or writing,          means (5,19) for
determining a physical property of the integrated circuit, characterized in
that          the physical property consists of an irreversibly adjustable
electric  state  of  a  circuit  (9,24)  present separately on the
integrated circuit, and is used for establishing a characteristic value for
the data carrier (1).               2. The system of claim 1, characterized
in that the circuit (9) includes at least one network consisting of passive
components.               3. The system of claim 2, characterized in that
the measured physical property is the total resistance of a binomially
coded resistor string.               4. The system of claim 1,
characterized in that the means (19) for measuring the physical property
are part of the apparatus (18) which has encrypting means (20) for encoding
the measured physical property of the circuit (9), the result of encoding
being stored in memory means  (16) of the data carrier (1) as a
characteristic value.               5. The system of claim 4, characterized
in that the characteristic value is transferred from the data carrier (1)
to the apparatus (18) as the third byte in the answer to reset (ATR). 



6. The system of claim 5, characterized in that the apparatus  (18) has a
comparator  (21) for comparing the received characteristic value with the
physical property of                                          13  the
circuit (9) measured and encoded by the apparatus (18), the comparison
taking place at each operation of the data carrier (1).               7.
The system of claim 1, characterized in that the physical property of the
circuit (9) is measurable only at a certain time for a predetermined
duration.               8. The system of claim 7, characterized in that
time and duration are system-specific parameters which are controlled by
the logic unit (15) of the data carrier (1) in accordance with signal
received from the apparatus (18), and the apparatus (18) verifies whether
these parameters fulfill predetermined conditions.               9. The
system of claim 8, characterized in that 



the signal transmitted from the apparatus  (18) to the data carrier (1) is
a reset signal, and the logic unit (15) releases the physical property of
the circuit (9) for external measurement by means of a switching element
(17) of the data carrier from the time of the received reset signal up to
the time of the answer to reset (ATR) transmitted from the data carrier to
the apparatus.               10. The system of claim 1, characterized in
that the circuit (24) has at least one fuse (4) which is brought by an
ignition irreversibly from the electroconductive to the nonconductive
state, thereby protecting sensitive areas of the data carrier (1) from the
external access.               11.  The system of claim 10, characterized
in that the data carrier (1) has means (5) for checking the electric
property of the fuse, whereby an external signal is fed in via a
communication element (3) of the integrated circuit connected with the
input of the fuse (4) and this is compared at the output of the fuse (4)
with the fed-in signal and the result of comparison is written into a
memory area (16) of the data carrier as a characteristic value.
12. The system of claim 11, characterized in that the external signal is a
signal absolutely necessary for operating the integrated circuit.       



14                13.  The system of claim 11, characterized in that the
characteristic value is contained in the answer to reset (ATR) of the data
carrier and transferred to the apparatus (18) for authenticity testing at
each operation of the data carrier (1).               14. The system of
claim 11, characterized in that the characteristic value is compared with
internally stored reference information in the integrated circuit of the
data carrier (1), and operation of the integrated circuit is blocked if an
improper electric state of the fuse (4) has been ascertained.
15.  The system of claim (14), characterized in that upon blocked operation
of the integrated circuit the data carrier (1) transfers an error message
to the apparatus (18) which permits no conclusion to be drawn on the
electric state of the fuse (4).               16. A data carrier (1) having
at least one integrated circuit with memory units (6,16) and logic units
(15) as well as communication elements (3), characterized in that a
separate circuit (9,24) is present on the integrated circuit whose physical
property consists of an irreversibly adjustable electric state and is used
for establishing a 



characteristic value for the data carrier (1).               17. The data
carrier of claim 16, characterized in  that  the  circuit  (9)  includes
at  least  one  network consisting of passive components.               18.
The data carrier of claim 16, characterized in that the circuit (24) has at
least one fuse (4) which is brought by an ignition irreversibly from the
electroconductive to the nonconductive state, thereby protecting sensitive
areas of the data carrier (1) from external access.               19.  The
data carrier of claim 18, characterized in that the data carrier (1) has
means (5) for checking the electric property of the fuse.    


