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BACKGROUND OF THE INVENTION

The | i
This invention relates to flash EEPROM memory arrays, and.more

particularly, to methods and apparatus for providing error management

for such arrays.

: _ . Brios
Recently, flash (flash EEPR_OM memory) has beén used as a new form
of long term storage. A flash EEPROM memory array is constructed of a
large plurality of ﬂoéting-gate metal-oxide-silicon field effect transistor
devices arranged as memory cells in typical row and od_lumn fashion

with 'circuitry for accessing individual cells and placing the memory

transistors of those cells in different memory conditions. Such memory

transistors may be programmed by storing a charge on the floating gate.

This charge remains when power is removed from the array. The
charge level may be detected by interrogating the devices. These
arrays may be designed to provide a smaller lighter functional
equivalent of a hard disk drive which operates more rapidly and is not
as sensitive to ph);si'cal damage. Flash EEPROM memory arrays are
especially useful in portable cdmputers where space is at a premium

and weight is extremely important.
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* As originally devised, each flash EEPROM memory device stores a
single bit of data. If a flash EEPROM memory dévice is programmed so
that charge is.stored on the floating gate, the state-is typically referred to
as a “zero” or programmed state; while if Iitt_le or no 'chérgé is stored on
the. gate:, this is typically_ considered a “one” or erased state. Recently, it
has been discovered that the transistor devicéé used for flash EEPROM
mémory array"é may be made to store charge at a number of distinct
levels greater than the charge level of the erased state. Essentially, four
or more distinct |évels of charge (including the erased level) may be
stored on the floating gates of the devices QUﬁng programming and
.erasing by varying the voltéges applied 'to the terminéls of the devices
and the duration of application; and these different charge levels (device
conditions or states) may be detected. This allows flash EEPROM
devices in memory arrays to store more than on'e'bit per device and
radically increases the storage capacity of such a'rrays; A device used

in this manner is referred to as a multi-bit cell.

~ There are a number of problems which arise from the storage of more
than one bit of data in a flash EEPROM cell. Becadse the maximum
charge which may be stored is essentially fixed for any particular
memory device, the differences between __chargele(rels "which_' indicate
the different data values stored by the cell are mu¢h smaller when a
number of levels are stored. The different charge levels are sensed by
comparison to charge levels on reference cells. Over time, charge tends
to leak from the floating gates of some of the memory devices. What |

would be relatively minor leakage from the floating gate of a device
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storing only a single bit of data may change the charge level of a muiti-
bit celi sufficiently to produce an incorrect value:for comparison to a
reference charge level. Consequently, there is chance for more errors
to be c_:aused by charge leakage from the floating gates of individual
flash EEPROM cells arranged to store a number of different charge

levels.

It is desirable to be able to correct errors caused by leakage from the
floating gates of flash EEPROM memory devices so that those errors do

not affect the accuracy of data stored.
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Summary Of The Invention
It is, therefore, an object of the present invention_ to provide appar'atus'
and a method for assuring the integrity of the data stored in flash

EEPROM memory arrays in which the memory devices are each

capable of storing more than one bit of data.

These and other objects'of' the presenf'invention are realized utilizing
apparatus including error detecting and correcting circuitry and a
method of utilizing this circuitry to detect and correct errors which can
occur in data stored in multi-bit per cell format in a flash EEPROM
memory array before those errors can affect the accuracy of data

provided by a flash EEPROM memory array.

These and other objects and features of the invention will be better
understood by reference to the detailed description which follows taken
together with the drawings in which like elements are referred to by like

designations throughout the several views.
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f ri f The Dr
- Figure 1 is a block diagram of a computer system which may utilize the

present invention.

Figure 2 is a block diagram of a flash EEPROM memory array

constructed in accordance with the present invention.

Figure 3 is a diagram illustrating a pair of memory chips and control

circuitry used in the memory array illustrated in Figure 2.

Figure 4is a diagram illustrating the arrangement of control information
and data in a portion of a meémory array constructed in accordance with

the present invention.

Figure 5 is a flow chart illustrating a method practiced in accordance

with the present invention.

Figure 6 is a diagram illustrating the use of error detecting and

correcting circuitry.



WO 96/20443 . PCT/US9S/16761

" Notation And_ Nomenciature

Some portions of the détailed descriptions which follow are presented in
terms of symbolic representations of operations on data bits within a |
computer memory. These descriptions and representatidns_are the
means used by those skilled_ in the data processing arts to most
effectively convey the subétance of their work to others skilled in the art.
The operations are thbse requiring physical manipulations i;f physical
quantities. Usually, though not necessarily, these quantities take the
form of electrical or maghetic signals capable of being store_d', .
transferred, combined, compared, and othérwise mahipulated. It has
proven convenient at times, principally for reasons of common usage, to
refer to these signals as bits, values, e'lements, symbols, characters,
terms, numbers, or the like. It should be borne in mind, however, that all
of these and similar terms are to be associated with the abpropriate
physical quantities and are merely cdnvenient_ labels applied to these

quantities.

Further, the manipulations performed are often referred to in terms, such
as adding 6r comparing, which are commonly associated with mental
operations pén‘ormed by a human operator. No such capability of a
human operator is necessary or desirable in most cases in any.of the
operations described herein which form part'of the present invention;

the operations are hachiné operations. Useful machines for performing

“the operations of the present invention include general purpose digital
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computers or other similar devices. In all cases the distinction between
the method operations in operating a computer and the method of
computation itself should be borne in mind. The present-ihvention

~ relates to a method and apparatus for opérating a computer in
processing electrical or oth'er-(e.g.' mechanical, chemical) physical

signals to generate other desired physical signals.

In this specification, a signal which includes a "#" in its name is
~ considered to be an aciive low signal. The term "assert" as applied to a
signal indicates that signal is active independent of whether the level of
-the signal is low or high. The term "de-assert" indicates that a signal is

inactive.
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Detailed Description

Referring now to Figure 1, there is illustrated a block diagram of a digital
system configured in accordance with one embodiment of the present
invention. The present invention has application in any system utilizing
flash EEPROM memory arrays, such as a computer system. A portion of
such a system 10 includes a central processing unit 11 which executes
the various instructions p_rovided to control the ope_ratio'ns_ of the system '
10. The central processing unit 11 is joined to a bus 12 adapted to carry
information between the various componenfs of the sYstem 10. Joined
to the bus 12 is main memory 13 which is typically constructed_of
dynamic random access memory arranged in a manner well known to
those skilled in the prior art to store information during a period in which

power is provided to the system 10.

Also connected to the bus 12 are various petipheral components such
és long term memory 16 and circuitry such as a frame buffer 17 to which
data may be written which is to be transferred to an output device such
as a monitor 18 for display. Rather than the electro-mechanical hard
disk drive which is typically used for long term memory, a flash EEPROM
membry array may be used as the long term memory 16. Such éf_lash
EEPROM memory array may be a single bit or a multi-level memory
system (a memory system in which a mémory cell may 'store more than

one binary bit) and may include ci'rcuitry for controlling the operation of -
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the fnemory array including all of the' operations associated with

reading, programming (writing), and erasing the memory array.

'Figure 2 illustrates in block diagram form a memory system 16 such as
that illustrated in Figure 1. The memory system 16 is joined to the bus
12' through an interface 20. Thé interface 20 provides appropriate
circuitry for providing signals furnished on the bus 12 to a flash system .
bus 21. The flash system bus 21 transfers signals between the interface
20 and a logic circuit 22. ln-on'.e embodiment, this logic circuit 22 is an .

-application specific integrated circuit (ASIC) which provides’ lbgic for
implementing and cooi'dinatihg the various operations of the flash
memory system 16 such as reading, writing, erasing, and determining
the statuslof the various portions of the flash EEPROM memory array.
The logic circuit 22 functions as a command center and controls
operatipns, occurring in a plurality of flash EEPROM chip pairs 23 via a
flash bus 24 so that those chips function together as a long term memory

~system. For the purposes of the present invention, it should be noted
that encoder circuit 55 and decoder and correction circuit 56 are
included within the logic circuit 22. As will be explained, these circqits
55 and 56 are utilized to accomplish a portion of the error detection and
correction utilized in the present invention. The logic circuit 22 is
assisted in its operations by a microprocessor 28 which is associated on
a microprocessor bus 25 with random access memory 26, and read only
memory 27. For the purposes of the present invention, the | N
_microprocessor 28, random access memory 26, and read dnly memory

27 function essentially as a general purpose prbce'ssor in a manner well
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known to those skilled in the art. The read only meriory 27 is utitized in
one embodiment to store a process utilized in controlling a portion of the
error detection and correction operation used in carrying out the

invention

In 6ne-'embodimeht, each pair of‘ﬂas_h- EEPROM memory chips 23
includes thirty-two blocks of memory transistdrs. Each chip of the pair
23 includes one-half of the memory transistors of the thirty-two blocks
and control circuitry for effecting, among other things, read, write, and
erase operations in the individual memory cells of the blocké on that
chip pair 23. As is illustrated in Figure 3 which shows one pair of flash
chips upon which thirty-two blocks of the array may be situated, each
flash chip pair 23 is joined to the flash'bus 24 by a commiand user |
interface (CUI) 29. . The user interface 29 provides command signals to
the chip .pair 23 from the logic circuit 22 of the flash system 16 and
controls the transfer of data between the memory system 16 and the
chip pair 23. The user interface 29 is associated with a write state
m?chine 30 which is utilized to control write operations and certain
internal operations of the chip pair 23. In one embodiment, the write
state machine 30 includes a micrc-contro_ll'ef including 'thé typical '
registe'fs, call stacks, program counter, and code and data storage areas
to enable the execution of a number of commands which may be stored |

in the code storage area within the state machine 30.

The chip pair 23 of Figure 3 includes a flash EEPROM memory érray 31
which in the embodiment illustrated includes thirty-two individual blocks

each including sixty-four kilobytes of flash EEPROM memory cells. Asis
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shown in the figure, the array 31 inciudes Y gating/sensing circuitry 33
for controlling the bitlines and output sensing devices of the array 31. Y
decoder circuitry 34 furnishes a_ddress information to the Y
gating/sensing _circuitry. 33, while X decoder circuitry 35 furnishes
addresses used to select wo;dlinéé during flash memory aocesses..
Addresses are furnished to the flash chip pair 23 at an address input
buffer 37 which with an address queue register 38 and an address

counter 39 controls the transfer of addresses to the chip pair 23.

Data is furnished to the chip pair és at a pair of input bufférs 40 and 41
from which it may be transferred to a data queue register 43 dr to a pair
of page buffers 44. Each of the data queue registers 43 and the page
buffers 44 provide a direct path to the array 31 under control of the write
state machine 30. The page buffers 44 allow relatively large amounts of
data to be accumulated and then written to the array 31 or to the host
more rapidly than would be possible using individugl read and write
operations. Data is read to the system from the array 31 through a pair
of output buffers 45 and 46 using an output muttiplexor 47 which is
controlled by the command user interface 29. The multiplexor 47 also

| allows the transfer of various system information from the page buffers
44, from an ID register, and from various other internal circuitry such as
status registers under control of the command user interface 29. The

* status registers (CSRs and ESRs in the figure)} may be read to
determine the status of an operation such as write or erase, whether the
operation ié complete, and whether it has been completed successfully.

These status registers also provide information of the state of each chip,
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the state of éaéh block in a chip, the state of the command quéue, and
the mode in which the chip is operating. A data comparator 48 includes
circuitry \é_lhich functions with the command user interface to compare

" addresses furnished with any command to the chip pair 23 with the
addresses on each block of the chi'b pair so that a logical address may

be rapidly accessed.

The command user interface 29 of the merhory chip pai'r.2_3 .receives a
number of commands from the flash system logic circu.it 22. These may
be categorized as read commands, write commands, and memory
system maintenance cor"n'mands. The read commands are executed
within the chip pair 23 entirely under control of the interface 29. The
write comméhds and many of the maintenance commands are éxécuted |
by the interface 29 using the write state machine 30. This is especially
true in embodiments in which the write state machine 30 includes a

programmable micro-controller.

U. S. patent application Serial Number 969,131, entitled A Method and
Clrcuitry For A Solid State Memory Disk, Wells and Hasbun, filed
October 30, 1992, and assigned to the assignee of the present invention
provides a further description of oné._arfangemeni for controlling the

operation of a flash EEPROM memory array.

As is shown in Figure 3, the array 31'is divided into a plurality of blocks
_of memory. In general, a flash EEPROM memory array is divided into
blocks which are connected so that eéch entire block of memory cells

may be erased simultaneously. With N-type complimentary metal-
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oxide-silicon (CMOS) memory devices, this erasure is typically
accomplished by a high voltage value applied simultaneously to the |
source terminals of all the memory transistors of a block while the gate
terminails of the devices are grounded and the drain terminals are
fioated. Such an erasure places each of the devices in the block into
the erased condition. When in the erased condition, a device may be
programmed'to place a particular charge level on the floating gate.
Historicaily, only one charge level greater than the erased level was
utilized; and this level has been referred to as a “zero" or prqgrammed
condition. The erased state has been called a “"one" or erased |
condition. A cell used to store dharge at only these two charge levels is
capable of storing a single bit Of data. More recently, it has been found
that a number of levels of'charge in addition to the erased level may be
stored on the floating gate of a flash EEPROM cell. With three charge
Ie\)els in addition to the erased condition, a cell can store two bits of

data.

Whether one br more bits are stored in a cell, since all of the source
“terminals of the memory transistors of a block of the array are joined
together, a cell in a charged state cannot be switched to the erased state
until the entire block of the array is erased once again. Thus, while'an
electro-mechahical hard disk drive typically stores information in a first
area of the disk énd then rewrites that same area of the disk when the
information changes, this is not possible with a flash EEPROM memory
array without erasing all of the valid information that remains in that

portion of the array along with the invalid (dirty) information.
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Consequently, in a some arrangements, when the information at a data
entry changes, the changed information is written to a new sector on a
block of the array containing empty (erased) cells rathe; than written
over the old data; and the old data is marked as invalid. Then, after a
sufficient number of sectors on a block have been marked invalid, the
entiré bldck is erased. Typi¢a|ly, a flash array writes data to be stored in
the array to some block of the array which contains erased cells. The
wriie operation progresses sequentially in the block with empty sectors,

sector by sector, until the block has been filled with data.

" Because of this_ arrangernent_by which data is réplaced, each block of
the array will after some time have a number of entries which are
marked as invalid a.nd cannot be used for storage. | Consequently, the |
array fills with data as the data previously stored is changed; and a point
will come when it is necessary to clear_ the invalid information from a
block in order to provide space .for new or changed information to be
stored. When erasure of a block occurs, all of the remaining valid data
stored in the block to be erased is written to a new block; the space from
which the data was read is marked invalid; and then the entire invalid
block is erased (cleahed up) an_d put back into use as a clean block of

memory.

it typically takes as much as a second to erase a block of an advanced
flash EEPROM array. However, because erasure need not occur with
each entry which is rewritten, erasure may be delayed until a block
contains a sufficient amount of ihvalid information that cleanup is

feasible. This reduces the number of erasure operations 'to a minimum
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and allows erasure to occur in the background when the facilities for
controlling the array are not otherwise occ_upied with reading and

writing.

Because of this érrangement by which data is replaéed in the array by
| writing it to a different physical position, the physical address at Which
data is stored varies constantly. .To indicate where specific data is
stored, a logical sector ndmber is éssigned to énd accompanies the
data. Depending on the system implementation, t_h'is logical sector
number may be the same sector number as. is used by the host
| computer. The controlier then searches for each logical sector number

when the data in the array 10 is accessed.

Figure 4 is an idealized drawing which illustrates one embodiment of an
individual block of the array and is useful in describing the way data is
“stored. A typical block is illustrated as a large rectangular area. The -
~area is divided into two individual physical'_ chips in one embodiment.
One of these chips adapted to function with sixteen bit words stores all
of the low byte data for all of the blocks while the other éhip stores all of
the high byte data for all of the blocks. In one embodiment, each chip
has its own individual control circuitry including a sepérate control user
interface 29 and a separate write state machine 30. The area assigned
on each chip for one block of the array includes a plurality of transistor
‘devices -typically arrapged in rows and columns to provide the desired
storage. The individual transistors and the various column énd row

select lines and other conductors for operating the block are not
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cllustrated in thure 4 but are well known to those sk||led in the art of
designing flash EEPROM memory arrays.

As may be seen in Figure 4, information is stbre_d in each chip of the
block 50 beginning' at the top of the block and continuing to the bottom.
At the top of each chip of the block 50 are identification fields which are
referred to as sector translation tables or "headers.” These identification
fields store data including the logical sector numbers used as addresses
for the data For exémple in one embodiment, a Iogieal sector number
is stored as three bytes in the header pomon of the lower byte chlp asa
part of the first header at the top In the figure, the logical sector number
of the first sector stored in the first header is shown as "LSN 1" although
it might be any number within the range of the array. The same:logical

. sector numbef is stored as three bytes arran_ged in a different order in
the header portion'of the high byte chip. 'A set of attributes and data for
cheeking the validity of the header may aliso be included in the header

- area of the chips. These attributes include bits indicating whether data

- is-stored in the data area below the header, whether the block is to be
considered bad and unusable, a revision humber. and the mode of

stoiége. These fields allow the accurate retrieval of data in the sector.

Immediately below the first header for logical sector LSN1 are stored
header data for each of the other sectors stored on the particular block

_ | of the array. Typieally, approxirhately five hundred sectors are stored in
a block of the array. Below the pomon of the block mcludmg the |
headers on each chip of the block are stored the data for each of the

logical sectors with headers at the top. This data includes error
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detection and correction code generated during write operations in an
area labeled EDAC in the figuré. In one embodiment, the data for
logical sector LSN1 is stored at _thé bottom (in the figure) of the data
portion of the block. Then the data for the next header from the top
(logical sector LSN2) is stored next above the data for logical sector
LSN1. This format continues throughout the block. Arrows in Figure 4
illustrate the physical positibn at which the first byte of data for each of
the logical sectors is stored. In the case of logical sector LSN1, which is
the first sector on the block, the data is written from the byte at the
position indicated by the arrow from the header for the sector number
LSN1 in the héader to a point at the bottom of the eniire_ data siorage
area. Figure 4 also shows a segénd arrow from the header for the

~ logical sector labeled LSN2 to a physical position on_the block which
storés the first byte of the daia for Iogigal sector LSN2. As may be seen,
since the sectors of data for the headers stored above are written from
the bottom of the block up, an erased area is left bétween the headers
and data which if read pro_dUces all "one” values which may be
interpreted as the hexadecimal .values FF, FF. These vaiues nriay be

‘used in managing the array.

At the very bottom of the block is stored additional staius information
d_seful in maintaining the array. In this area ma).v'be stored an indication
referred to as “questionable™ which indicates whether problems have
occurred in accessing the blo_ck, an indication that lthe bloc_k‘ is bad and

is removed from service, and certain other data.



WO 96120443 PCT/US95/16761

18

Thé manner in which the array is accessed during read and write
operati'ons in sihgle bit mode may be understood by considering
Figures 3 and 4. Before use, each of the blocks of the array is formatted
to contain a header empty storage space for data for each sector of 512
'bytes which the block is able to store , and a status area. Most of these
sectors in the array 31 are numbered when initially formatted with
logical sector numbers in serial order, but a few blocks are formatted as |
unused and have no sector information in the header areas. In one
embodiment, when data is to be written to the array 31, the data is
furnished to the page buffers 44. A starting éd_dress for the data to be
written is furnished to the page buffers 44 'o'f the low byte chip of the
array 31. The data in the page buffer is written to the data area of an
unused sector of a block having empty space. The header area of this
un'used sector is written by the write state machine with the logical

sector number furnished as the address.

With either a read or a write operation, a command word is also
furnished to the interface 29 to be used iﬁ a search for the sector
cbntaining the data being updated. _This command word includes
information regarding a search for the header including whether one or
two words are sought, whether the search is in single-bit or mutti-bit

B moda, and how many words to increment. The interface 29 conducts a

| search for the sectbr in the arréy by searching each block from the top of |
the header area down until the logical sector number is found or is
found to be absent from the block as is signified by the return of a data

-value "FF, FF" from the area immediately below the header area of the
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block. The interface 29 uses the circuitry of the data comparator to
rapidly compare an address furnished with any command to the chip
pair 23 with the addresses on each block of the chip pair sequentially so

that a i‘ogical address may be rapidly accessed.

When the logical sector number is found on a block, the biock and offset
on the block of the sector are transferred back to the page butfer With an
indication that the sector has been found. For a read operation, the
interface 29 uses this address to accomplish the read operation. For a
write operation whether an initial write or an update ot data, the write
“state machine'30 looks for the indication that the sector has been found
and uses the address to determine where the sector is stored in the
array 31. Since the new data has been furnished to an unused sector
and a new header constructed, the write state machine 30 marks the

sector with the old data found on the block as invalid.

| This operation occurs each time data in a particular logical sector is
changed. The sector number is furnished to the page buffer 44 using
the input address buffer 37. The interfaée 29 conducts a search to find
the physical position of the logical sector. The sector found is marked
' invalid, and the header and data are written by the write state machine

30 to an emptyi sector somewhere on one of the blocks of the array 31.

‘When data is to be read,-the logical sector number is furnished to the
_page buffer. The search is conducted; and, when a sectdr is located, the
validity of the header is tested. If the header is vaiid, the data may be

read. If these do not compare, the data is invalid and is so indicated.
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Whenever a éecto_r is matkéd invalid after the data has been written to a
new area, the invalid sedtor ié left to be cleaned up at some later time
when a 'suf'fi'cient.humbe:} of sectors on the bldck héve beeh mafked as
: ihvalid. Because the space marked invalid 6n a block éahnot Bé_
released for use until the entire block is erased, each block of the array
will after some time ha\)e a number of entries which are marked invalid
and cannot be used for storage. Thus, the amount of invalid space in |
the array will mount as the array is used to store data. After some period
of time, a sufficient number of blocks will be filled that it will be desirable
- to release space by moving the valid information from some especially
dirty block to some other block and erasing the entire block from which
the valid information has been removed. The process of writing valid
data to other blocks and erasing a dirty block is referred to as "cleaning
up a block™ and has the effect of freeing an additional number of sectors
equal to all of the sectors on the erased block which have previously

been marked as invalid.

‘An arrangement has been devised which allows the individual memory
celis of a flash EEPROM memory array to be operated in either single or
- multi-bit mode. The essence of such an arrangement is jhe provision of
a first reference cell which is arranged in an arrangemeni similar to the
~arrangement of each bitline. The_ charge value stored by the reference
céil is compéred by a sensé to the chargé value storéd by any selected
memory cell. If the charge stored 'by the memory cell is less than that
stbred by'the reference cell, the sense amplifier provides an output

~ signal to indicate that the cell is erased. If the charge stored by the
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memory celi is greater than that stored by the reference cell, the sense
amplifier provides an output signal to indicate that the cell is

programmed.

In its simplest form, the arrangement also includes a second plurality of
reference cells eaé_h of.which stores a charge at a different level from the

| first level. The charge stored by any memory cell may be compared by
sense ampliﬂeré to each of these reference levéls to determine the level
of charge stored by the memory cell. In one embodiment, three

~ reference levels are provided so that four different charge Iévels on the
floating gate of a memory cell may be sénsed. In order to operate the
array in single bit mode, a signal is provided to switch the first reference
cell into operation. In order to operate the array in multi-bit mode, a
signal is provided to switch the second set of a plurality of reference

cells into operation.

‘As has been pointed out above, error detection and correctioh code is
stored with the data and allows the detection and correction of up to five
" bit errors in one embodiment. As has been described, a problem which
- occurs when operating the system in _multi-bif mode is that_léakage from

the floating gates of some of the flash memory transistors can cause

errors. This leakage is time related so that when mémory cells have nbt
. been written within some period of time, leakage is more likely to occur;

~ and some data may be fost. Whether leakage occurs in a short time or
over a period Qf years, loss of data cannot be tolerated. For this reason,

arror detection and correction code is included with the data. In one
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embodiment, ten bytes of error detection and correction code is

appended to the data stored in each sector.

The error detection and correction code is stored with each sector of

data stored in the flash EEPROM array (represented by EDAC area in

Figure 4). This error detection and correction code allows detection and
correction of single and multiple bit errors. Error detection and

correction code of this type is well known to 'th_os'e skilled in the art and is ‘
widely used in protecting data stored on eleCtrOQme'chaniCal hard disks.
Examples of error correcting code and the operation such code

performs are detauled for example, m E.EaQIIQaLELLQLQQtLe.cmD_Qe_ﬂgn

Eor Engineers, Revised 2d Edition, Glover and Trent, pubhshed by

Cirrus Log|c Press, copynght 1990.

Figure 6 illustrates a simplistic method of error detection and correction
which may be utilized for errors in the two storage arrangements
described above. The method is illustrated to explain the problems _
associated v'vith'detectin'g and eokrecting errors in row and 'c'elumn !
organiZed memory arrays. For this pukpdse, only four rows and four |
columns of memory cell positions are shown. The method utilizes a
parity checking arrangement in which each row and each column are
ass:gned values dependmg on whether the total of one values stored in
the particular row or column is an even or odd number. If the total of one
values is odd as in the first, third, and fourth rows, a one is. stored with
the detectio_n and correction code to bring the value to an even number.
| If the total is even as in the second, third, and fourth columns, a zero is

stored with the detection and correction code' so that the total remains
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an even number. These errbr_checking bits are typically stored in the
sector with the data as the déta is writteh. In one érﬁbodifhent of the
invention, ten bytes of this type of error checking and_corrécting data are
stored. When the data is read from the sector, 1he parity check bits of the
detection and correction code may bé checked against the valu.es of the
data read. It will be seen that i a single bit error has occurred, the parity
bits for a single column and a single row will not match the iotal of the
values read. For example_, if the dne value stored at the inte_rsection of
the third-row and the third coldmn is read.as a zero, then the parity value
for the row will be zero while the stored patrity bit for the row‘is one; and

~ the parity value for the column will be one while the stored parity bit is a
zero. These two failures during an errof checking comparison show that
the bit at the intersection is incorrect and allow that bit to be corracted to

the proper one value.

As may be seen from 'Figure 6, it is also possible with the simple parity
checking error corréction and detection scheme illustrated to detect
multiple errors which“ oécur ina sirigle row and muitiple errors which
occur in different fows. it may be possible to correct some of these
errors bht others will be ,Unca_rrectable with the s_cheme'illdstrated. For

| example, if two bits fail in the third column, each of the rows in which the

 bits fail will exhibit an incorrect parity bit while the column will have the

correct parity bit. Corisequently. even though' it is clear that errors have
occ.urred.in particular rows, it is not known which bits in'_ the rows are in
‘error so a correction cannot be made with this simple scheme. Various

'~ more complicated error detecting and correcting schemes are available,
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~and sUch schemés will go much further in detecfing énd corrécting
errors. As explained abovc, itis 'expectcd.t.hat rﬁcre ccmplicatéd
schemes thé_m that shown would be used With the présent invention.
More particularly, codes referred to as Bose, Chaudhuri, and
Hocquenghem (BCH) code which are we'u' known in the prior art are

_ cSpecially useful as the error detecting and correcting codes tc'be used
in the present invention. Thi_s is because the type of érrors'most likely to
occur.a're randc"m ahd separate in haturé, and the BCH codes are
powerful randcm errcr-ccrrecting codes. For this reason, these codes
are preferred in the present invention. A description of BCH codes a_nd
the 'm.ethc'ds of irhplemehfing these codec is provided in a number of
‘references including, for example, Error Control Coding: Fundamentals
and_App_[matms Chaptcr 6, Shu Lin and D. Costello, Jr., Prentice-Hall,
1983. |

In one embodiment, the' ccding and deccding circ'Uitry of the error
detection and correctioh circuitry ié a pcriicn of the logic circuit 22 which
controls the operétion of the fiash sy_stem 16. This includés the
enccding circuit 55 and the c_ecoding and correction circuit 56. The
-encading circuit 55 réceive_s the data to be written to the flash memory
array and generates the EDAC code to be stored with each sector of

. data. The dcccding and ccnecti'ng circuit 56 ihcludcs circuitry through
which data read frcm the'-'fl_as_h_arra'y' is prccecsed to provide a second
EDAC code, a corrrparator for detérmining that the codes match so that
there is no error, and correction circuitry. In one embodiment the |

correction circuitry detecrs in hardware errors up to two, determines the
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position of those errors, and corrects them all in a manner well known to
the prior art. If more than two errors are found to:be present, the circuit
56 transfers the operation to the efror correction process stored in read
only memory 27. This process counts the _humber of errors, determines
their positions, and correéts errors which may be detected. Thus, the
entire error detecting and correcting process makes use of this circuitry
and of firmware stored in the read only memory 27 to carry out various
portions of the operation discussed herein. In one embodiment of the
array, the code 'utilizqd has been optimized to provide for detection of up
to six efrors and correction of five errors. This requires the géneration of
ten bytes of coded data by the error detection and correction circuitry for
each sector of data stored in a block of the array. This coded data is
stored with the data in the data portion of the sector. In order to make
sure that the data stored is not lost over long periods of time, a method
has been devised to assure that the sectors of a disk are checked using
the error correction code so that the number of errors which build up in a
sector of data does not reach the level at which complete correction
cannot be accomplished. This may-be accomplished by running the
- program of the present invention at some regular interval. For example,
~ the program may be run each time the flash EEPROM array is read in
order to check for sectors which .are being used. Alternatively, the
_program may be run each time the array is cleéned up, each time the
afray is placed in the “on” condition, or.at sdme other interval which will
assure that fhe array is consténtly checked so that a buildup of errors
does not occur. In order to assure that sectors which are not used

frequently are checked, an indication of last use may be stored with the
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data stored in a sector and some number of least frequently used
sectors run through th'e error deteétion and 'corre;::tion cifcuitry at SOme
regular interval. An alternative method for detecting'whe’t'her' errors are
accumulating in little used areas of the array is to provide a process for
'cheéking random sections 6f the array with the pfograrh of t'he present
invention each time deér is applied to the system or at some other

opportdne time.

It will occur to those skilled in the art that data related to certain
application prbgrams which are utilized ofteﬁ is of a type which will be
most subject to this data loss problem. A program is written to the flash
EEPROM array and then used only infrequently for unusual operations.
After some period, some of the data begins to be lost as leakage from
floating gates of some of the individual cells occurs. I a'secto.r which
has been stored for some period without rewriting is tested using error
correction code before the error level is allowed to reach more than five
errors, then all of the errors can be corrected; and no data will be lost.

- However, if too long a period passes and leakage causes more than five
errors to occur in a sector, then the err@r correction code cannot be used
to correct the data. | |

Figure 5 is a flow chart illustrating a method in accordance with the
present invention for correcting errors in a ﬂa_sh EEPROM memory array
| utilizing multi-bit sfbrége. The method begins whenever a sector of the
array is read or cleaned ',up. This method .r'n':ay also be instituted at some
regular interval (such as system start up) to check little used portions'of

the array in some organized or random pattern in order to detect
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accumulating errors. In the first step of the method, the data in the sector
is read through the error correction circuitry of the system and the
number of errors in the sector is detected using the circuit 56 Typically,
there will be no errors, and this will cause the program to move to a step
in which the error detection program is terminated. The data may then
be read. If there are less than two errors in the sector, then the program
utilizes the error détection and correction circuit 56 illustrated in Figure 2
to correct the errors very rapidly and terminates; again, the data may be
read at that point. The hardwired circuitry is utilized for correg:ting less
than three errors because it is relatively economibal to build circuitry for

to correct this many errors.

if ihere are greater than two errors in the sector,‘the. program moves {0 a
step in which a retry of the error detection process is initiated and the
errors are again counfed. it has been estimated that a majority of the
errors which are likely to occur are caused by noise in the system. it has
been predicted that this will occur less than once in each 450,000
sectors which are read so a retry operation overcomes this problem.
Consequently, providing a retry operation after a first detection
operation in which a number of errors are encountered is quite
advantageous in eliminating other steps of ihe process. Typically, such
a retry oberation is conducted by the process stored in read only
memory 56 which carries out the same algorithm in firmware as was
carried out by the original operation. it should 'be noted that it is also
possible to retry the operatibn and provide a longer period for the

memoty devices to latch before the comparison with the reference
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devices is made. This slower retry eliminates errors from those cells

which simply react at a slightly siower rate.

- After this retry of the operation, the number of err'ors.ar'e calculated
again. The firmware algorithm has the ability to detect six errors and to |
corfect five of those errors.: If there are still from zero to three errors,
errors not due to systerh noise are probably present; aﬁd_an error
correction is performed using the firmware érror c‘_orreé_:tion process.
After the correction, the program moves to a step at which a sysfem
refresh is implemented. Such a refresh applies the steps of fhe original
process being described to all of the sectors of the array in order to |
determine if any sectors are in fact failing due to charge loss of the

‘memory devices.

If on the other hand, there are from four to five errors detected in the
sector, the block is marked as “guestionable” in the status area beiow
the position at which data is stored on the re‘lévant biocks of the chip.
After the block has been so marked, the correction is performed to the
data at each position which has occasioned the errors. 'Then the sector
is rewritten 1o a new position on the arréy. _At'this point, the block is
tested to determine whether the block has been marked “questionable” |
twice. If not, then the program moves to a step at which System refresh
is enabled. If the block has been marked as questionable previously,
then the block is marked “bad” iri the status area of the block so that it
may be taken from service. After the block has been marked bad, a

system refresh is enabled..
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If the number of errors is greater than five, then the data cannot be
" corrected. Consequently, the block is marked bad immediately so that it

may be removed from service and a system refresh is initiated.

Although the present invention has been described in terms of a
prefe‘rred embodiment, it wiil be appreciated that various modifiéations
and alterations might be made by those skilled in the art without
departing from the spirit and scope of the invention. The invention

should therefore be measured in terms of the claims which foliow.
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What Is Claimed ls: -

Claim 1. A method of managing-daté in a flash eledtric'ally-erasable
programmable read only memory (EEPROM) array including separately
~ erasable blocks of memory devices arranged to stored data in sectors,

the method comprising the steps of:
detecting errors p're'seht in a sector of an array being read,

" terminating the detection process if no errors are detected,
correcting the errors if less than a first number of errors are detected,

retrying the detection of errors in the sector of an array if greater than the

first number of errors is detected,

correcting the errors after the retrying if less than a sécond number of

errors greater than the first number of errors are detected,

‘marking the block of the array questionable if more than the second
number of errors but iess than a third number of errors is detected,
which is the greatest the error detection process is able to correct, is

detected; and then
correcting the errors which are detected,

rewriting the sector of data to a new position,
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checking whether the block has been marked questionable

previously,

if the block has been marked questionable previously, removing

the block frbm servicé; and

if more than the third number of errors is detected, removing the block

from service.

Claim 2. A method in accordance with Claim 1 further comprising a
step of enabling a system refresh after any error correction or removal of

a block of the array from service.

Claim 3. A method in accordance with Claim 1 in which the each
step of detection or correction is carried out using Bose, Chaudhuri, and

Hocquenghem (BCH) code.

Claim 4. A method in accordance with Claim 1 which is enabled at
~ regular intervals in sectors of an array which are used infrequently in

order to detect and correct errors due to leakage in such sectors.

Claim 5. A method in accordance with Claim 4 which is enabled in

random sectoi's of the array.
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Claim 6. A method in accordance with Claim 1 in which the step of
retrying the detection of errors is accomplished at a slower read speed if

the number of errors is greater than the first number

Claim 7. A method in accordance with Claim 1 in which the step of
detecting errors present in a sector of an array being read and the step
of correcting the errors if less than a first number of errors are detected -

~ are each accomplished by hardware, and

the remaining detection and correction steps are accomplished by a

computer implemented software process.

Claim8. A method in adcordance with Claim 1 in which each step of

detecting errors present in a sector of an érray includes the steps of:

detecting the number of errors present in a sector of an array being
read; and

determining the position of each of the errors detected. .

Claim 9. A method of managing data in a flash electrically-erasable

programmable read only membry (EEPROM) array inclu'dinlg' separately
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erasable blocks of memory devices arranged to stored data in sectors,

the method comprising the steps of:
detecting errors present in a sector of an array being read,

determining the number of errors and the position of each of the errors
detected, |

terminating the detection process if no errors are detected,
cbrrecting the errors if less than a first number of errors are detected,

inarking the block of the array questionablé if more than the first number
of errors but less than a second number of errors is detected is detected:;
and then |

correcting the errors which are detected,
rewriting the sector of data to a new position,

checking whether the block with errors has been marked

questionable previously;

if the block has been marked questionable previously, removing

the block from service; and

if more than the second number of errors is detected, removing the block

from service.
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Claim 10. - A method in accoi'danc_e with Claim 9 which further

includes before any of the steps recited, the stebs of'
detecting errors preseht in a sector of an array bei’ng read,'
terminating the detection process if no errors are detected, and

correcting the errors if less than the first number of errors are detected.

Claim 11. A method in accordance with Claim 10 in which the initial
steps of detecting errors present in a sector of an arra_y being read and
correcting the errors if less than the first number of errors are detected

are each accomplished by hardware.

Claim 12. A method iri accordance with Claim 9 in which each of the

steps is accomplished by a computer implemented software process..

‘Claim 13. A method in accordance with Claim 9 further comprising a
step of enabling a system refresh after any error correction or removal of

a block of the array from service..

Claim 14. A method in accordance with Claim 8 in which the each
step of detection or correction is carried out using Bose, Chaudhuri, and

Hocquenghem (BCH) code.
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Claim 15. A method in accordance with Claim{Q,which is enabled at
regular intervals in sectors of an array which are used infrequently in

order to detect and correct errors due to leakage in such sectors.

Claim 16. A method in accordance with Claim 15 which is enabled in

random sectors of the array.

Claim 17. A method in accordance with Claim 9 in which the second
step of detecting errors is accomplished at a slower read speed if the

number of errors is greater than the first number.

Claim 18. A method in accordance with Claim 9 in which each step of

detecting errors present in a sector of an array includes the steps of:

det‘ecting the number of errors present in a sector of an array being

read; and

determining the position of each of the errors detected.



