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IDENTITY AUTHENTICATION, NUMBER SAVING AND SENDING, 

AND NUMBER BINDING METHOD, APPARATUS AND DEVICE 

TECHNICAL FIELD 

[0001] This application relates to the field of Internet financial technologies, and in 

particular, to an identity authentication, number saving and sending, and number binding 

method, apparatus and device. 

BACKGROUND 

[0002] With the development and application of Internet financial technologies, more 

users choose to use quick payment when shopping, which improves payment experience of the 

users. To implement quick payment, a bank card or a bank account of a user may be bound to 

an e-wallet or a cashier server of an online merchant in advance. In this way, when paying for 

goods, the user does not need to log in to an e-bank, and the bank does not need to perform any 

verification, so that the online payment is extremely simplified and rapid. Generally, when the 

bank card or the bank account of the user is bound to the e-wallet or the cashier server of the 

online merchant, the identity of the user needs to be authenticated, to confirm that the operator 

is a legal holder of the bank card or the bank account. 

[0003] The identity of the user may be authenticated in various manners. However, 

currently, in some overseas countries without a central unified ID system and countries where 

users often change mobile phone numbers without real-name registration, or in other similar 

scenarios, the manner of identity authentication is limited. For example, in the foregoing 

scenarios, it may be impossible to use common identity authentication methods such as face 

recognition and SMS verification code. Using the overseas market scenario as an example, 

generally, a card number and a validity period of a credit card are saved in an e-wallet or a 

cashier of an online merchant, and identity authentication is performed by using 3 domain 

security (3DS). This method can also implement identity authentication and quick payment. 

However, in such an identity authentication manner, each link in a payment path, including an 

order receiving bank, a card association, and a card issuing bank, charges a fee, resulting in 

high costs of the identity authentication manner. Moreover, in security verification based on 

3DS, the security verification code of a user is often obtained by the underground industry 

through fraud or the like, causing the user to lose money. Therefore, the identity authentication 
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manner has low security. In addition, the identity authentication manner involves many 

intermediate links, it is inconvenient for a user to perform quick payment, and the user may 

actively give up the payment. Therefore, the identity authentication manner leads to a low 

payment success rate. 

SUMMARY 

[0004] The embodiments of this application provide an identity authentication, number 

saving and sending, and number binding method, apparatus and device. Problems of high costs, 

low security, low payment success rate, and the like caused by the 3DS identity authentication 

manner in existing technologies are resolved or alleviated. 

[0005] To resolve the foregoing technical problems, the embodiments of this application 

are implemented as follows: 

[0006] An embodiment of this application provides an identity authentication method, 

including: 

[0007] receiving a user identity authentication request sent by a client of a data 

authentication platform, where the user identity authentication request includes user 

authentication information and user identification information, and a server of the data 

authentication platform pre-stores user authentication information and a registration number 

and a secret token that correspond to the user identification information; 

[0008] obtaining, according to the user identification information, the user authentication 

information pre-stored in the server of the data authentication platform; 

[0009] matching the user authentication information in the received user identity 

authentication request with the obtained user authentication information pre-stored in the server 

of the data authentication platform; 

[0010] receiving, when the matching succeeds, a confirmation result of the user for 

obtaining registration number, where the confirmation result is sent by the client of the data 

authentication platform; 

[0011] obtaining the registration number and the corresponding secret token of the user 

according to the received confirmation result; and 

[0012] sending the obtained registration number and corresponding secret token of the 

user to a third-party organization server. 

[0013] An embodiment of this application provides a number saving and sending method, 

including: 
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[0014] receiving a registration number and a corresponding secret token of a user sent by 

a server of a data authentication platform; 

[0015] matching the received secret token corresponding to the registration number of 

the user with pre-stored secret tokens sent by the server of the data authentication platform in 

batches, where the secret tokens sent in batches are associated with pre-stored user 

identification information; 

[0016] saving the received registration number of the user when the matching succeeds, 

where the saved registration number of the user is associated with the pre-stored user 

identification information of the user; 

[0017] receiving a user number binding request sent by a third-party organization client, 

where the user number binding request includes user authentication information and user 

identification information; 

[0018] obtaining, according to the user identification information, user authentication 

information pre-stored in a third-party organization server; 

[0019] matching the user authentication information in the received user number binding 

request with the obtained user authentication information pre-stored in the third-party 

organization server; 

[0020] obtaining the registration number of the user according to the user identification 

information when the matching succeeds; and 

[0021] sending the obtained registration number of the user to the third-party 

organization client. 

[0022] An embodiment of this application provides a number binding method, including: 

[0023] receiving a user number binding request and sending the user number binding 

request to a third-party organization server, where the user number binding request includes 

user authentication information and user identification information; 

[0024] receiving, when the third-party organization server succeeds in matching the user 

authentication information, a registration number of a user sent by the third-party organization 

server; and 

[0025] obtaining a confirmation result of the user for number binding, where the number 

binding is successful. 

[0026] An embodiment of this application provides an identity authentication apparatus, 

including: 

[0027] a request receiving module, an information obtaining module, an information 

matching module, a result receiving module, a number and secret token obtaining module, and 
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a number and secret token sending module, where 

[0028] the request receiving module is configured to receive a user identity 

authentication request sent by a client of a data authentication platform, where the user identity 

authentication request includes user authentication information and user identification 

information, and a server of the data authentication platform pre-stores user authentication 

information and a registration number and a secret token that correspond to the user 

identification information; 

[0029] the information obtaining module is configured to obtain, according to the user 

identification information, the user authentication information pre-stored in the server of the 

data authentication platform; 

[0030] the information matching module is configured to match the user authentication 

information in the received user identity authentication request with the obtained user 

authentication information pre-stored in the server of the data authentication platform; 

[0031] the result receiving module is configured to receive, when the matching succeeds, 

a confirmation result of the user for obtaining registration number, where the confirmation 

result is sent by the client of the data authentication platform; 

[0032] the number and secret token obtaining module is configured to obtain the 

registration number and the corresponding secret token of the user according to the received 

confirmation result; and 

[0033] the number and secret token sending module is configured to send the obtained 

registration number and corresponding secret token of the user to a third-party organization 

server. 

[0034] An embodiment of this application provides a number saving and sending 

apparatus, including: 

[0035] a number and secret token receiving module, a secret token matching module, a 

number saving module, a request receiving module, an information obtaining module, an 

information matching module, a number obtaining module, and a number sending module, 

where 

[0036] the number and secret token receiving module is configured to receive a 

registration number and a corresponding secret token of a user sent by a server of a data 

authentication platform; 

[0037] the secret token matching module is configured to match the received secret token 

corresponding to the registration number of the user with pre-stored secret tokens sent by the 

server of the data authentication platform in batches, where the secret tokens sent in batches 
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are associated with pre-stored user identification information; 

[0038] the number saving module is configured to save the received registration number 

of the user when the matching succeeds, where the saved registration number of the user is 

associated with the pre-stored user identification information of the user; 

[0039] the request receiving module is configured to receive a user number binding 

request sent by a third-party organization client, where the user number binding request 

includes user authentication information and user identification information; 

[0040] the information obtaining module is configured to obtain, according to the user 

identification information, user authentication information pre-stored in a third-party 

organization server; 

[0041] the information matching module is configured to match the user authentication 

information in the received user number binding request with the obtained user authentication 

information pre-stored in the third-party organization server; 

[0042] the number obtaining module is configured to obtain the registration number of 

the user according to the user identification information when the matching succeeds; and 

[0043] the number sending module is configured to send the obtained registration number 

of the user to the third-party organization client. 

[0044] An embodiment of this application provides a number binding apparatus, 

including: 

[0045] a request receiving module, a request sending module, a number receiving module, 

and a result receiving module, where 

[0046] the request receiving module is configured to receive a user number binding 

request; 

[0047] the request sending module is configured to send the user number binding request 

to a third-party organization server, where the user number binding request includes user 

authentication information and user identification information; 

[0048] the number receiving module is configured to receive, when the third-party 

organization server succeeds in matching the user authentication information, a registration 

number of a user sent by the third-party organization server; and 

[0049] the result receiving module is configured to receive a confirmation result of the 

user for number binding, where the number binding is successful. 

[0050] An embodiment of this application provides an identity authentication device, 

including a memory and a processor, where the memory stores a program, and the program is 

configured to cause the processor to perform the identity authentication method. 
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[0051] An embodiment of this application provides a number saving and sending device, 

including a memory and a processor, where the memory stores a program, and the program is 

configured to cause the processor to perform the number saving and sending method. 

[0052] An embodiment of this application provides a number binding device, including 

a memory and a processor, where the memory stores a program, and the program is configured 

to cause the processor to perform the number binding method. 

[0053] An embodiment of this application provides a system for identity authentication, 

number saving and sending, and number binding, including an identity authentication apparatus, 

a number saving and sending apparatus, and a number binding apparatus. 

[0054] At least one of the foregoing technical solutions used in the embodiments of this 

application can achieve the following beneficial effects: a data authentication platform is 

directly connected to a third-party organization, without joining in a 3DS system of a card 

association; no fee is charged in intermediate transaction links, and transaction costs are low; 

this application involves few intermediate transaction links, has a short transaction path, and 

achieves high security and payment success rate, thereby realizing identity authentication for 

quick card binding in a country without a central unified ID system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0055] To describe the technical solutions in the embodiments of this application or in 

existing technologies more clearly, the following briefly introduces the accompanying 

drawings required for describing the embodiments or the prior art. Apparently, the 

accompanying drawings in the following description show merely some embodiments of this 

application, and a person of ordinary skill in the art may still derive other drawings from these 

accompanying drawings without creative efforts. 

[0056] FIG. 1 is a schematic flowchart of an identity authentication method, according 

to an embodiment of this application; 

[0057] FIG. 2 is a schematic flowchart of a number saving and sending method, 

according to an embodiment of this application; 

[0058] FIG. 3 is a schematic flowchart of a number binding method, according to an 

embodiment of this application; 

[0059] FIG. 4 is a schematic structural diagram of an identity authentication apparatus, 

according to an embodiment of this application; 

[0060] FIG. 5 is a schematic structural diagram of a number saving and sending apparatus, 
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according to an embodiment of this application; 

[0061] FIG. 6 is a schematic structural diagram of a number binding apparatus, according 

to an embodiment of this application; and 

[0062] FIG. 7 is a schematic structural diagram of a system for identity authentication, 

number saving and sending, and number binding, according to an embodiment of this 

application. 

DETAILED DESCRIPTION 

[0063] The embodiments of this application provide an identity authentication, number 

saving and sending, and number binding method, apparatus and device. 

[0064] To enable a person skilled in the art to better understand the technical solutions in 

this application, the technical solutions of the embodiments of this application will be described 

clearly and thoroughly below with reference to the accompanying drawings of the 

embodiments of this application. Apparently, the described embodiments are merely some 

rather than all of the embodiments of this application. All other embodiments obtained by a 

person of ordinary skill in the art based on the embodiments of this application without creative 

efforts shall fall within the protection scope of this application. 

[0065] In some overseas countries without a central unified ID system and countries 

where users often change mobile phone numbers without real-name registration, it is 

impossible to use identity authentication methods that are commonly used at home, such as 

face recognition and SMS verification code. In the solution, to resolve the foregoing difficulty 

in identity authentication and card binding, bank channels with a credible identity 

authentication capability, such as bank branches, ATMs, e-banks, and mobile banking are fully 

used, to switch a card binding operation in a third-party organization into an activation 

operation in a bank channel with a credible identity authentication capability reversely. 

[0066] In the following embodiments of this application, for example, a data 

authentication platform is a quick payment partner bank, a third-party organization is Alipay, 

and a registration number is a bank card number and/or a bank account. 

[0067] Embodiment from the side of the quick payment partner bank: 

[0068] FIG. 1 is a schematic flowchart of an identity authentication method, according 

to an embodiment of this application. The schematic flowchart includes the following steps. 

[0069] Step 105. Receiving a user identity authentication request sent by a client of a data 

authentication platform, where the user identity authentication request includes user 
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authentication information and user identification information, and a server of the data 

authentication platform pre-stores user authentication information and a registration number 

and a secret token that correspond to the user identification information. 

[0070] In this embodiment of this application, a user is a customer of the quick payment 

partner bank and is also a customer of the third-party organization. 

[0071] In this embodiment of this application, for example, identity authentication is 

performed by using mobile banking of China Merchants Bank. A user Zhang San logs in to the 

mobile banking of China Merchants Bank and initiates an identity authentication request. The 

identity authentication request includes user authentication information and user identification 

information of Zhang San for logging in to the mobile banking, the user identification 

information includes an ID number, a mobile phone number, and a bank card number or a bank 

account, and the user authentication information includes a password and/or a verification code. 

[0072] In this embodiment of this application, after obtaining the user authentication 

information and the user identification information, a mobile banking client of China 

Merchants Bank sends the user authentication information and the user identification 

information to a server of China Merchants Bank. 

[0073] As an optional implementation, in this embodiment of this application, the user 

Zhang San is a pre-registered user before the client of the data authentication platform initiates 

the user identity authentication request. To improve the number of users binding cards by using 

the identity authentication method in the technical solution, the bank sends a red envelope to 

pre-registered users. In this embodiment of this application, before step 105 is performed, the 

quick payment partner bank generates irreversible unique secret tokens by using one or more 

bank card numbers and/or bank accounts of one or more pre-registered users, and sends the 

generated secret tokens to an Alipay server in batches. In this embodiment of this application, 

for example, China Merchants Bank generates irreversible unique secret tokens by using bank 

card numbers 6225999878762456 and 6225999878762457 of Zhang San and bank card 

numbers 6224890999097890 of Li Si, and sends the generated secret tokens to the Alipay 

server. The secret token is invisible to the outside, and neither the user nor others can obtain 

the content of the secret token. The secret token is encrypted and transmitted to the Alipay 

server through a private security network connection (VPN or a private line). 

[0074] Step 110. Obtaining, according to the user identification information, the user 

authentication information pre-stored in the server of the data authentication platform. 

[0075] In this embodiment of this application, the user authentication information of 

Zhang San, such as the password and/or the verification code, pre-stored in the server of China 
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Merchants Bank is obtained according to the user identification information of Zhang San 

obtained in step 105. 

[0076] As an optional implementation, in this embodiment of this application, the quick 

payment partner bank allocates a unique ID corresponding to the user identification 

information to each customer in advance, and each ID is associated with a plurality of bank 

card numbers and/or bank accounts of the customer and corresponding secret tokens. ID of 

Zhang San on the server side of China Merchants Bank is 00000000, and bank card numbers 

of Zhang San in China Merchants Bank are 6225999878762456 and 6225999878762457. The 

ID is associated with the bank card numbers and corresponding secret tokens. After step 105, 

the user authentication information pre-stored in the server of the data authentication platform 

is obtained according to the unique ID. 

[0077] Step 115. Matching the user authentication information in the received user 

identity authentication request with the obtained user authentication information pre-stored in 

the server of the data authentication platform. 

[0078] In this embodiment of this application, the password and/or the verification code 

obtained in step 105 are/is matched with the user authentication information of Zhang San 

obtained from the server of China Merchants Bank according to the user identification 

information of Zhang San in step 110. 

[0079] Step 120. Receiving, when the matching succeeds, a confirmation result of the 

user for obtaining registration number, where the confirmation result is sent by the client of the 

data authentication platform. 

[0080] In this embodiment of this application, when the matching operation in step 115 

succeeds and the user clicks a button “Registration number,” the server of the data 

authentication platform obtains a result of clicking the button “Registration number” by the 

user. 

[0081] Step 125. Obtaining the registration number and the corresponding secret token 

of the user according to the received confirmation result. 

[0082] As an optional implementation, each registration number and each corresponding 

secret token of the user are obtained; alternatively, each obtained registration number of the 

user is sent to the client of the data authentication platform, and a registration number selected 

by the user and a secret token corresponding to the registration number selected by the user are 

obtained. In this embodiment of this application, for example, each registration number and 

each corresponding secret token of the user are obtained. 

[0083] Step 130. Sending the obtained registration number and corresponding secret 
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token of the user to a third-party organization server. 

[0084] In this embodiment of this application, the quick payment partner bank 

automatically sends, to the third-party organization server, a bank card number and a 

corresponding secret token and/or a bank account and a corresponding secret token of a pre-

registered user that need to be saved in the third-party organization server. Further, in this 

embodiment of this application, the bank card number 6225999878762456 and the 

corresponding secret token and the bank card number 6225999878762457 and the 

corresponding secret token of Zhang San are sent to the Alipay server. 

[0085] Compared with existing technologies, the foregoing technical solution used in the 

embodiments of this application can achieve the following beneficial effects: a bank is directly 

connected to Alipay, without joining in a 3DS system of a card association; no fee is charged 

in intermediate transaction links, and transaction costs are low; this application involves few 

intermediate transaction links, has a short transaction path, and achieves high security and 

payment success rate, thereby realizing identity authentication for quick card binding in a 

country without a central unified ID system. A pre-registered user may receive a red envelop; 

both the bank and Alipay may make full use of respective channel advantages to promote the 

quick payment and acquire customers, thereby ensuring a high customer conversion rate and 

card binding success rate. 

[0086] Embodiment from the side of a third-party organization server: 

[0087] FIG. 2 is a schematic flowchart of a number saving and sending method, 

according to an embodiment of this application. The schematic flowchart includes the 

following steps. 

[0088] Step 205. Receiving a registration number and a corresponding secret token of a 

user sent by a server of a data authentication platform. 

[0089] In this embodiment of this application, the server of China Merchants Bank 

receives the bank card numbers 6225999878762456 and 6225999878762457 of Zhang San and 

also receives secret tokens corresponding to the two bank card numbers of Zhang San. 

[0090] As an optional implementation, before step 205, the server of China Merchants 

Bank receives secret tokens respectively generated by the server of the data authentication 

platform according to one or more registration numbers of the one or more users. In this 

embodiment of this application, secret tokens respectively generated by using the bank card 

numbers 6225999878762456 and 6225999878762457 of Zhang San and a secret token 

generated by using a bank card number 6224890999097890 of Li Si are received. 

[0091] Step 210. Matching the received secret token corresponding to the registration 
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number of the user with pre-stored secret tokens sent by the server of the data authentication 

platform in batches, where the secret tokens sent in batches are associated with pre-stored user 

identification information. 

[0092] In this embodiment of this application, the secret token corresponding to the bank 

card number 6225999878762456 of Zhang San and the secret token corresponding to the bank 

card number 6225999878762457 of Zhang San that are received in step 205 are matched with 

secret tokens that are pre-stored in the Alipay server and that are sent by the server of the data 

authentication platform in batches. 

[0093] Step 215. Saving the received registration number of the user when the matching 

succeeds, where the saved registration number of the user is associated with the pre-stored user 

identification information of the user. 

[0094] In this embodiment of this application, when the matching operation in step 210 

succeeds, the received bank card numbers 6225999878762456 and 6225999878762457 of 

Zhang San are saved into the user identification information of Zhang San. 

[0095] Step 220. Receiving a user number binding request sent by a third-party 

organization client, where the user number binding request includes user authentication 

information and user identification information. 

[0096] In this embodiment of this application, Zhang San logs in to the Alipay client and 

initiates a number binding request. The number binding request includes user authentication 

information and user identification information of Zhang San for logging in to the Alipay client, 

the user identification information includes a mobile phone number or an ID number, and the 

user authentication information includes a password and/or a verification code. 

[0097] Step 225. Obtaining, according to the user identification information, user 

authentication information pre-stored in a third-party organization server. 

[0098] In this embodiment of this application, user authentication information registered 

by Zhang San in the Alipay server is obtained according to the obtained user identification 

information, such as a mobile phone number or an ID number, of Zhang San for logging in to 

the Alipay client. 

[0099] As an optional implementation, in this embodiment of this application, the Alipay 

server pre-stores a unique ID corresponding to the user identification information of Zhang San, 

and the user authentication information of Zhang San pre-stored in the Alipay server is obtained 

according to the unique ID. 

[0100] Step 230. Matching the user authentication information in the received user 

number binding request with the obtained user authentication information pre-stored in the 
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third-party organization server. 

[0101] In this embodiment of this application, the mobile phone number or the ID number 

and the password and/or the verification code in the number binding request received in step 

220 are matched with the obtained mobile phone number or the ID number and the password 

and/or the verification code of Zhang San pre-stored in the Alipay server. 

[0102] Step 235. Obtaining the registration number of the user according to the user 

identification information when the matching succeeds. 

[0103] In this embodiment of this application, when matching of the user authentication 

information succeeds, the bank card numbers 6225999878762456 and 6225999878762457 of 

Zhang San are obtained according to the user identification information such as the mobile 

phone number or the ID number of Zhang San. 

[0104] As an optional implementation, in this embodiment of this application, the ID of 

Zhang San in the Alipay server is 000000. The bank card numbers 6225999878762456 and 

6225999878762457 of Zhang San are obtained according to the ID of Zhang San. 

[0105] Step 240. Sending the obtained registration number of the user to the third-party 

organization client. 

[0106] In this embodiment of this application, the bank card numbers 

6225999878762456 and 6225999878762457 of Zhang San obtained in step 235 are sent to the 

Alipay client. 

[0107] Embodiment from the side of a third-party organization client: 

[0108] FIG. 3 is a schematic flowchart of a number binding method, according to an 

embodiment of this application. The schematic flowchart includes the following steps. 

[0109] Step 305. Receiving a user number binding request and sending the user number 

binding request to a third-party organization server, where the user number binding request 

includes user authentication information and user identification information. 

[0110] In this embodiment of this application, a user initiates a number binding request 

in the Alipay client. The number binding request includes user authentication information and 

user identification information, the user identification information includes a mobile phone 

number or an ID number, and the user authentication information includes a password and/or 

a verification code. The Alipay client sends the user authentication information and the user 

identification information to the Alipay server. 

[0111] Step 310. Receiving, when the third-party organization server succeeds in 

matching the user authentication information, a registration number of a user sent by the third-

party organization server. 



13 

[0112] As an optional implementation, a registration number selected by the user and 

sent by the third-party organization server is received; or each registration number of the user 

sent by the third-party organization server is received and a registration number selected by the 

user is obtained. 

[0113] In this embodiment of this application, when the Alipay server succeeds in 

matching the user authentication information, the bank card numbers 6225999878762456 and 

6225999878762457 of Zhang San sent by the Alipay server are received. The bank card 

numbers 6225999878762456 and 6225999878762457 are displayed on an interface of the 

Alipay client. 

[0114] As an optional implementation, in this embodiment of this application, when 

Zhang San selects the bank card number 6225999878762456, the Alipay client receives a result 

that the Zhang San selects the bank card number 6225999878762456. 

[0115] Step 315. Receiving a confirmation result of the user for number binding, where 

the number binding is successful. 

[0116] In this embodiment of this application, when Zhang San clicks the button “Bind 

the number,” the Alipay client receives a result of clicking the button “Bind the number” by 

Zhang San, and the number is bound successfully. 

[0117] As an optional implementation, when Zhang San clicks the button “Do not bind 

the number,” the Alipay client receives a result of clicking the button “Do not bind the number” 

by Zhang San, and the number binding fails. 

[0118] FIG. 4 is a schematic structural diagram of an identity authentication apparatus, 

according to an embodiment of this application. The schematic structural diagram includes: a 

request receiving module 405, an information obtaining module 410, an information matching 

module 415, a result receiving module 420, a number and secret token obtaining module 425, 

and a number and secret token sending module 430. 

[0119] The request receiving module 405 is configured to receive a user identity 

authentication request sent by a client of a data authentication platform, where the user identity 

authentication request includes user authentication information and user identification 

information, and a server of the data authentication platform pre-stores user authentication 

information and a registration number and a secret token that correspond to the user 

identification information. 

[0120] The information obtaining module 410 is configured to obtain, according to the 

user identification information, the user authentication information pre-stored in the server of 

the data authentication platform. 
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[0121] The information matching module 415 is configured to match the user 

authentication information in the received user identity authentication request with the obtained 

user authentication information pre-stored in the server of the data authentication platform. 

[0122] The result receiving module 420 is configured to receive, when the matching 

succeeds, a confirmation result of the user for obtaining registration number, where the 

confirmation result is sent by the client of the data authentication platform. 

[0123] The number and secret token obtaining module 425 is configured to obtain the 

registration number and the corresponding secret token of the user according to the received 

confirmation result. 

[0124] The number and secret token sending module 430 is configured to send the 

obtained registration number and corresponding secret token of the user to a third-party 

organization server. 

[0125] Optionally, the number and secret token obtaining module is configured to obtain 

each registration number and each corresponding secret token of the user; or send each obtained 

registration number of the user to the client of the data authentication platform and obtain a 

registration number selected by the user and a secret token corresponding to the registration 

number selected by the user. 

[0126] Optionally, the user is a pre-registered user; the apparatus further includes a secret 

token generation module and a secret token sending module; before the request receiving 

module receives the user identity authentication request sent by the client of the data 

authentication platform, the secret token generation module is configured to respectively 

generate irreversible unique secret tokens by using one or more registration numbers of one or 

more pre-registered users. 

[0127] The secret token sending module is configured to send the generated secret tokens 

to the third-party organization server in batches. 

[0128] Optionally, the server of the data authentication platform pre-stores a unique ID 

corresponding to the user identification information, and after the request receiving module 

receives the user identity authentication request sent by the client of the data authentication 

platform, the information obtaining module is further configured to obtain, according to the 

unique ID, the user authentication information pre-stored in the server of the data 

authentication platform. 

[0129] FIG. 5 is a schematic structural diagram of a number saving and sending apparatus, 

according to an embodiment of this application. The schematic structural diagram includes: a 

number and secret token receiving module 505, a secret token matching module 510, a number 
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saving module 515, a request receiving module 520, an information obtaining module 525, an 

information matching module 530, a number obtaining module 535, and a number sending 

module 540. 

[0130] The number and secret token receiving module 505 is configured to receive a 

registration number and a corresponding secret token of a user sent by a server of a data 

authentication platform. 

[0131] The secret token matching module 510 is configured to match the received secret 

token corresponding to the registration number of the user with pre-stored secret tokens sent 

by the server of the data authentication platform in batches, where the secret tokens sent in 

batches are associated with pre-stored user identification information. 

[0132] The number saving module 515 is configured to save the received registration 

number of the user when the matching succeeds, where the saved registration number of the 

user is associated with the pre-stored user identification information of the user. 

[0133] The request receiving module 520 is configured to receive a user number binding 

request sent by a third-party organization client, where the user number binding request 

includes user authentication information and user identification information. 

[0134] The information obtaining module 525 is configured to obtain, according to the 

user identification information, user authentication information pre-stored in a third-party 

organization server. 

[0135] The information matching module 530 is configured to match the user 

authentication information in the received user number binding request with the obtained user 

authentication information pre-stored in the third-party organization server. 

[0136] The number obtaining module 535 is configured to obtain the registration number 

of the user according to the user identification information when the matching succeeds. 

[0137] The number sending module 540 is configured to send the obtained registration 

number of the user to the third-party organization client. 

[0138] Optionally, the third-party organization server pre-stores a unique ID 

corresponding to the user identification information. 

[0139] After the request receiving module receives the user number binding request sent 

by the third-party organization client, the information obtaining module 525 is further 

configured to obtain, according to the unique ID, the user authentication information pre-stored 

in the third-party organization server. 

[0140] Optionally, before receiving the registration number and the corresponding secret 

token of the user sent by the server of the data authentication platform, the number and secret 
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token receiving module 505 is further configured to receive secret tokens respectively 

generated by the server of the data authentication platform according to one or more registration 

numbers of one or more users. 

[0141] FIG. 6 is a schematic structural diagram of a number binding apparatus, according 

to an embodiment of this application. The schematic structural diagram includes: a request 

receiving module 605, a request sending module 610, a number receiving module 615, and a 

result receiving module 620. 

[0142] The request receiving module 605 is configured to receive a user number binding 

request. 

[0143] The request sending module 610 is configured to send the user number binding 

request to a third-party organization server, where the user number binding request includes 

user authentication information and user identification information. 

[0144] The number receiving module 615 is configured to receive, when the third-party 

organization server succeeds in matching the user authentication information, a registration 

number of a user sent by the third-party organization server. 

[0145] The result receiving module 620 is configured to receive a confirmation result of 

the user for number binding, where the number binding is successful. 

[0146] Optionally, the number receiving module 615 is configured to receive a 

registration number selected by the user and sent by the third-party organization server; or 

receive each registration number of the user sent by the third-party organization server and 

obtain a registration number selected by the user. 

[0147] Optionally, the apparatus further includes a result confirming module, configured 

to: after the number receiving module receives the registration number of the user sent by the 

third-party organization server, receive a confirmation result of the user for stopping number 

binding, the number binding being unsuccessful. 

[0148] The embodiments of this application provide an identity authentication device, 

including a memory and a processor, where the memory stores a program, and the program is 

configured to cause the processor to receive a user identity authentication request sent by a 

client of a data authentication platform, where the user identity authentication request includes 

user authentication information and user identification information, and a server of the data 

authentication platform pre-stores user authentication information and a registration number 

and a secret token that correspond to the user identification information; obtain, according to 

the user identification information, the user authentication information pre-stored in the server 

of the data authentication platform; match the user authentication information in the obtained 
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user identity authentication request with the obtained user authentication information pre-

stored in the server of the data authentication platform; receive, when the matching succeeds, 

a confirmation result of the user for obtaining registration number, where the confirmation 

result is sent by the client of the data authentication platform; obtain the registration number 

and the corresponding secret token of the user according to the received confirmation result; 

and send the obtained registration number and corresponding secret token of the user to a third-

party organization server. 

[0149] The embodiments of this application provide a number saving and sending device, 

including a memory and a processor, where the memory stores a program, and the program is 

configured to cause the processor to receive a registration number and a corresponding secret 

token of a user sent by a server of a data authentication platform; match the received secret 

token corresponding to the registration number of the user with pre-stored secret tokens sent 

by the server of the data authentication platform in batches, where the secret tokens sent in 

batches are associated with pre-stored user identification information; save the received 

registration number of the user when the matching succeeds, where the saved registration 

number of the user is associated with the pre-stored user identification information of the user; 

receive a user number binding request sent by a third-party organization client, where the user 

number binding request includes user authentication information and user identification 

information; obtain, according to the user identification information, user authentication 

information pre-stored in a third-party organization server; match the user authentication 

information in the received user number binding request with the obtained user authentication 

information pre-stored in the third-party organization server; obtain the registration number of 

the user according to the user identification information when the matching succeeds; and send 

the obtained registration number of the user to the third-party organization client. 

[0150] The embodiments of this application provide a number binding device, including 

a memory and a processor, where the memory stores a program, and the program is configured 

to cause the processor to receive a user number binding request and send the user number 

binding request to a third-party organization server, where the user number binding request 

includes user authentication information and user identification information; receive, when the 

third-party organization server succeeds in matching the user authentication information, a 

registration number of a user sent by the third-party organization server; and receive a 

confirmation result of the user for number binding, where the number binding is successful. 

[0151] FIG. 7 is a schematic structural diagram of a system for identity authentication, 

number saving and sending, and number binding, according to an embodiment of this 
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application. The schematic structural diagram includes an identity authentication apparatus 705, 

a number saving and sending apparatus 710, and a number binding apparatus 715. 

[0152] A person skilled in the art should understand that the embodiments of this 

application may be provided as a method, a system, or a computer program product. Therefore, 

this application may be in a form of complete hardware embodiments, complete software 

embodiments, or combination of software and hardware. Moreover, this application may use a 

form of a computer program product that is implemented on one or more computer-usable 

storage media (including but not limited to a disk memory, a CD-ROM, an optical memory, 

and the like) that include computer-usable program code. 

[0153] This application is described with reference to the flowcharts and/or block 

diagrams of the method, the device (system), and the computer program product according to 

the embodiments. It should be understood that computer program instructions can implement 

each procedure and/or block in the flowcharts and/or block diagrams and a combination of 

procedures and/or blocks in the flowcharts and/or block diagrams. These computer program 

instructions may be provided to a general-purpose computer, a general-purpose computer, an 

embedded processor, or a processor of another programmable data processing device to 

generate a machine, so that an apparatus configured to implement functions specified in one or 

more procedures in the flowcharts and/or one or more blocks in the block diagrams is generated 

by using instructions executed by the general-purpose computer or the processor of another 

programmable data processing device. 

[0154] These computer program instructions may also be stored in a computer readable 

memory that can guide a computer or another programmable data processing device to work 

in a specific manner, so that the instructions stored in the computer readable memory generate 

a product including an instruction apparatus, where the instruction apparatus implements 

functions specified in one or more procedures in the flowcharts and/or one or more blocks in 

the block diagrams. 

[0155] These computer program instructions may also be loaded into a computer or 

another programmable data processing device, so that a series of operation steps are performed 

on the computer or another programmable data processing device to generate processing 

implemented by a computer, and instructions executed on the computer or another 

programmable data processing device provide steps for implementing functions specified in 

one or more procedures in the flowcharts and/or one or more blocks in the block diagrams. 

[0156] In a typical configuration, the computer device includes one or more processors 

(CPUs), an input/output interface, a network interface, and a memory. 
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[0157] The memory may include a form such as a persistent memory, a random-access 

memory (RAM) and/or a non-transitory memory of computer-readable media, for example, a 

read-only memory (ROM) or a flash memory (RAM). The memory is an example of the 

computer-readable medium. 

[0158] The computer-readable medium includes a persistent medium and a non-

persistent medium, a removable medium and a non-removable medium, which may implement 

storage of information by using any method or technology. The information may be a 

computer-readable instruction, a data structure, a module of a program or other data. Examples 

of a storage medium of a computer includes, but is not limited to, a phase change memory 

(PRAM), a static random access memory (SRAM), a dynamic random access memory 

(DRAM), or other types of random access memory (RAM), a read-only memory (ROM), an 

erasable programmable read only memory (EEPROM), a flash memory or another storage 

technology, a compact disc read-only memory (CD-ROM), a digital versatile disc (DVD) or 

another optical storage, or a cartridge tape. A magnetic storage of a magnetic tape or a disc, 

another magnetic storage device, or any other non-transmission medium may be configured to 

store information that can be accessed by a computing device. Based on the definition in this 

application, the computer-readable medium does not include transitory computer-readable 

media (transitory media), such as a modulated data signal and a carrier. 

[0159] It should also be noted that the terms “include,” “comprise” and any other variants 

mean to cover the non-exclusive inclusion. Thereby, the process, method, article, or device 

which include a series of elements not only include those elements, but also include other 

elements which are not clearly listed, or include the inherent elements of the process, method, 

article and device. Without further limitation, the element defined by a phrase “include one…” 

does not exclude other same elements in the process, method, article or device which include 

the element. 

[0160] The descriptions are merely embodiments of this application, and are not intended 

to limit the embodiments of this application. For a person skilled in the art, various 

modifications and changes may be made to this application. Any modifications, equivalent 

replacements, and improvements made within the spirit and principle of this application shall 

fall within the scope of the claims of this application. 
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CLAIMS 

What is claimed is: 

1. A computer-implemented method for identity authentication and registration number 

binding, comprising: 

receiving, by one or more servers of a data authentication platform, a user identity 

authentication request of a user sent by a client of the data authentication platform, wherein the 

user identity authentication request comprises first user authentication information and user 

identification information, and the one or more servers of the data authentication platform pre-

store second user authentication information and a registration number and a secret token that 

correspond to the user identification information; 

obtaining, by the one or more servers according to the user identification information, the 

second user authentication information pre-stored in the one or more servers of the data 

authentication platform; 

matching, by the one or more servers, the first user authentication information in the 

received user identity authentication request with the obtained second user authentication 

information pre-stored in the one or more servers of the data authentication platform; 

in response to the matching succeeding and in response to receiving, by the one or more servers 

from the client of the data authentication platform, a request for obtaining the registration 

number, obtaining, by the one or more servers, the registration number and the secret token 

that correspond to the user identification information, wherein obtaining the registration 

number and the secret token comprises:   

sending a plurality of registration numbers of the user to the client of the data 

authentication platform, and 

obtaining the registration number that is selected by the user from the plurality 

of registration numbers from the client and the secret token that corresponds to the 

registration number selected by the user; and 

sending, by the one or more servers, the obtained registration number and the secret token 

to a third-party organization server. 

2. The method according to claim 1, wherein  

before receiving the user identity authentication request sent by the client of the data 

authentication platform, the method further comprises: 

generating, by the one or more servers, the secret token that corresponds to the user 

identification information by using the registration number that corresponds to the user 
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identification information; and  

sending, by the one or more servers, the generated secret token to the third-party 

organization server. 

3. The method according to claim 1, wherein the one or more servers of the data 

authentication platform pre-store a unique identification (ID) corresponding to the user 

identification information; and 

after receiving the user identity authentication request sent by the client of the data 

authentication platform, the method further comprises: obtaining, by the one or more servers, 

according to the unique ID, the second user authentication information pre-stored in the one or 

more servers of the data authentication platform. 

4. The method according to claim 1, further comprising: 

receiving, by the third-party organization server, the registration number and the secret 

token from the one or more servers of the data authentication platform; 

matching, by the third-party organization server, the received secret token corresponding 

to the registration number with pre-stored secret tokens sent by the one or more servers of the 

data authentication platform;  

in response to the matching between the received secret token and the pre-stored secret 

tokens succeeding, saving, by the third-party organization server, the received registration 

number in association with pre-stored user identification information in the third-party 

organization server; 

receiving, by the third-party organization server, a user number binding request from a 

third-party organization client, wherein the user number binding request comprises the first 

user authentication information and the user identification information; 

obtaining, by the third-party organization server, according to the user identification 

information, third user authentication information pre-stored in the third-party organization 

server; 

matching, by the third-party organization server, the first user authentication information 

in the received user number binding request with the obtained third user authentication 

information pre-stored in the third-party organization server; 

in response to the matching between the first user authentication information and the third 

user authentication information succeeding, obtaining, by the third-party organization server, 

the saved registration number according to the user identification information in the received 

user number binding request; and 

sending, by the third-party organization server, the obtained saved registration number to 
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the third-party organization client. 

5. The method according to claim 4, wherein the third-party organization server pre-stores 

a unique identification (ID) corresponding to the user identification information; and 

after receiving the user number binding request from the third-party organization client, 

the method further comprises: obtaining, by the third-party organization server according to 

the unique ID, the third user authentication information pre-stored in the third-party 

organization server. 

6. The method according to claim 5, wherein before receiving the registration number and 

the secret token from one or more servers of the data authentication platform, the method 

further comprises: receiving, by the third-party organization server, the secret token from the 

one or more servers of the data authentication platform, wherein the secret token is generated 

by the one or more servers of the data authentication platform according to the registration 

number. 

7. The method according to claim 4, further comprising: 

receiving, by the third-party organization client, the registration number from the third-

party organization server; and 

receiving, by the third-party organization client, a confirmation by the user for binding the 

registration number. 

8. The method according to claim 7, wherein receiving the registration number from the 

third-party organization server comprises: 

receiving a registration number selected by the user and sent by the third-party 

organization server; or 

receiving each registration number sent by the third-party organization server and 

obtaining a registration number selected by the user. 

9. The method according to claim 4, wherein the registration number corresponds to a 

payment account, and the method further comprises: 

receiving, by the third-party organization server, from the third-party organization client, 

a confirmation of the registration number sent from the third-party organization server, wherein 

the confirmation indicates a success in binding the payment account with a payment application 

maintained by the third-party organization server and accessible from the third-party 

organization client. 

10. One or more non-transitory computer-readable storage media storing instructions 

executable by one or more processors, wherein execution of the instructions causes the one or 

more processors to perform operations comprising: 
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receiving a user identity authentication request of a user sent by a client of a data 

authentication platform, wherein the user identity authentication request comprises first user 

authentication information and user identification information, and one or more servers of the 

data authentication platform pre-store second user authentication information and a registration 

number and a secret token that correspond to the user identification information; 

obtaining, according to the user identification information, the second user authentication 

information pre-stored in the one or more servers of the data authentication platform; 

matching the first user authentication information in the received user identity 

authentication request with the obtained second user authentication information pre-stored in 

the one or more servers of the data authentication platform; 

in response to the matching succeeds and in response to receiving, from the client of the 

data authentication platform, a request for obtaining the registration number, obtaining the 

registration number and the secret token that correspond to the user identification information, 

wherein obtaining the registration number and the secret token comprises: 

sending a plurality of registration numbers of the user to the client of the data 

authentication platform, and 

obtaining the registration number that is selected by the user from the plurality of 

registration numbers from the client and the secret token that corresponds to the 

registration number selected by the user; and 

sending the obtained registration number and secret token to a third-party organization 

server. 

11. The one or more non-transitory computer-readable storage media according to claim 

10, wherein before receiving the user identity authentication request sent by the client of the 

data authentication platform, the operations further comprise: 

generating the secret token by using the registration number; and 

sending the generated secret token to the third-party organization server. 

12. The one or more non-transitory computer-readable storage media according to claim 

10, wherein the operations further comprise: 

receiving the registration number and the secret token from the one or more servers of the 

data authentication platform; 

matching the received secret token corresponding to the registration number with pre-

stored secret tokens sent by the one or more servers of the data authentication platform; 

in response to the matching between the received secret token and the pre-stored secret 

tokens succeeding, saving the received registration number in association with pre-stored user 
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identification information in the third-party organization server; 

receiving a user number binding request from a third-party organization client, wherein 

the user number binding request comprises the first user authentication information and the 

user identification information; 

obtaining, according to the user identification information, third user authentication 

information pre-stored in the third-party organization server; 

matching the first user authentication information in the received user number binding 

request with the obtained third user authentication information pre-stored in the third-party 

organization server; 

in response to the matching between the first user authentication information and the third 

user authentication information succeeding, obtaining the saved registration number according 

to the user identification information in the received user number binding request; and 

sending the obtained saved registration number to the third-party organization client. 

13. The one or more non-transitory computer-readable storage media according to claim 

12, wherein the operations further comprise: 

receiving the registration number from the third-party organization server; and 

receiving a confirmation by the user for binding the registration number. 

14. The one or more non-transitory computer-readable storage media according to claim 

12, wherein the registration number corresponds to a payment account, and the operations 

further comprise: 

receiving, from the third-party organization client, a confirmation of the registration 

number sent from the third-party organization server, wherein the confirmation indicates a 

success in binding the payment account with a payment application maintained by the third-

party organization server and accessible from the third-party organization client. 

15. A system comprising one or more processors and one or more non-transitory 

computer-readable memories coupled to the one or more processors and configured with 

instructions executable by the one or more processors to cause the system to perform operations 

comprising: 

receiving a user identity authentication request of a user sent by a client of a data 

authentication platform, wherein the user identity authentication request comprises first user 

authentication information and user identification information, and one or more servers of the 

data authentication platform pre-store second user authentication information and a registration 

number and a secret token that correspond to the user identification information; 

obtaining, according to the user identification information, the second user authentication 
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information pre-stored in the one or more servers of the data authentication platform; 

matching the first user authentication information in the received user identity 

authentication request with the obtained second user authentication information pre-stored in 

the one or more servers of the data authentication platform; 

in response to the matching succeeding and in response to receiving, from the client of the 

data authentication platform, a request for obtaining the registration number, obtaining the 

registration number and the secret token that correspond to the user identification information, 

wherein obtaining the registration number and the secret token comprises: 

sending a plurality of registration numbers of the user to the client of the data 

authentication platform, and 

obtaining the registration number that is selected by the user from the plurality of 

registration numbers from the client and the secret token that corresponds to the 

registration number selected by the user; and 

sending the obtained registration number and the secret token to a third-party organization 

server. 

16. The system according to claim 15, wherein before receiving the user identity 

authentication request sent by the client of the data authentication platform, the operations 

further comprise: 

generating the secret token by using the registration number; and 

sending the generated secret token to the third-party organization server. 

17. The system according to claim 15, wherein the operations further comprise: 

receiving the registration number and the secret token from the one or more servers of the 

data authentication platform; 

matching the received secret token corresponding to the registration number with pre-

stored secret tokens sent by the one or more servers of the data authentication platform; 

in response to the matching between the received secret token and the pre-stored secret 

tokens succeeding, saving the received registration number in association with pre-stored user 

identification information in the third-party organization server; 

receiving a user number binding request from a third-party organization client, wherein 

the user number binding request comprises the first user authentication information and the 

user identification information; 

obtaining, according to the user identification information, third user authentication 

information pre-stored in the third-party organization server; 

matching the first user authentication information in the received user number binding 
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request with the obtained third user authentication information pre-stored in the third-party 

organization server; 

in response to the matching between the first user authentication information and the third 

user authentication information succeeding, obtaining the saved registration number according 

to the user identification information in the received user number binding request; and 

sending the obtained saved registration number to the third-party organization client. 

18. The system according to claim 17, wherein the operations further comprise: 

receiving the registration number from the third-party organization server; and 

receiving a confirmation by the user for binding the registration number. 

19. The system according to claim 17, wherein the registration number corresponds to a 

payment account, and the operations further comprise: 

receiving, from the third-party organization client, a confirmation of the registration 

number sent from the third-party organization server, wherein the confirmation indicates a 

success in binding the payment account with a payment application maintained by the third-

party organization server and accessible from the third-party organization client. 

 

 




