1/9

J01A4Q INTITO

N-0L~ O

-7
D

401A3Q IN3TTO

301A3Q "104.LNOO
NOT1VOINNWWOO
3AIS-INIITO

1I-0L~ (O

-7
D>

301A4d
T04.LNOD

INJWIOVNYI
NOIL1VOINNWWOO

05~

EX]VIE(ORENYEN

301A3Q "1041NOD
NOILVOINNWWOD
301S-43AY3S

07~

18~

301A3Q "1041NOD
NOILVOINNWWOI
3AIS-INTITO

—|

[ DId



2/9

A
Y

LINN ONIOVII

LINN TTO4LNOD INIITTO

el ~ 71 7 \
/
[ —— LINN NOILYOINNWWOO
A
391A3Q IN3TTD
oL~
|
I01A30 10YINOD 301730 104INCD
1 € —~{ NOTLVOINNAWOD NOT LVOINNWNOD
301S-4IAY3S J01S-INITTD
A BZ OM..\
\
12~ o1y iihioo | | [F0TA30 INGWZovRVA
I JOYINOD
A NOI.LVOINNWNOD
LINQ 39v401S |, [ LINN T0YINGO 05~
V1Va DNIDVNI ¥INY3S
YA W -
Y |
¥¢—{ LINn 1ndLno
391A30 ¥IAYIS
02~

¢ DI4




3/9

LINN NOILOTYISTY
NOILLYDINNWNOD
1g8~
LINN DNILL3S
18~
TINN TOHINGY | =y LINY AR THONNED
NOI L9NN4 -
~ N_w I
: LINN \_,_o:é::o_,_ < 1IN0 30Va0LS
98 ~F T Jee 65~
4 LINN NOI19313@
A 4 -
J gee ~[ 11w 1ndino
QYo 91 Ly LINN YNISSIO0dd ~
\ = J NOLLYIQIWYILNI 8¢
(0]7% y yee -~
WILIMM/4IVIY [=—= 1IN TOMINOD |- m%\m&mwm
Ge mm\ A T
Y
¢S ——{ LINN NOILYOINNWNOD MN
391A30 T0YLNOD NOILVOINNWNNOY 3AIS-INIITO

0~

¢ DId



4/9

FIG. 4
) 40
IC CARD
A1
1C MODULE 42
44— opu | ] eeprow |—47 |
/36 : \ :
| [le+>| UART [= ~ RAM |46 |
§ i% BS Ll row |45
_
FIG. 5
40
IC CARD
COMMUNICATION UNIT |~ 40A _400C
A

STORAGE UNIT

Y /4OB /410

CONTROL UNIT CERTIFICATE

—~41B INFORMAT ION

CONMAND STORAGE UNIT

PROCESSING UNIT | |l<—» 420

~42B SECRET KEY

ENCRYPTION/ INFORMAT ION

DECRYPTION UNIT STORAGE UNIT




FIG. 6

5/9

_50

COMMUNICATION CONTROL MANAGEMENT DEVICE

NW COMMUNICATION UNIT

—— 90A

A

| / /5OB

CONTROL UNIT
51B
KEY GENERATION

UNIT
52B

CERTIFICATE
ISSUANCE UNIT

538

CERTIFICATE
UPDATE UNIT

_54B

CERTIFICATE
MANAGEMENT UNIT

558
MANAGEMENT UNIT

_56B
LIST CREATION UNIT

_50C

STORAGE UNIT
_51C

KEY
INFORMATION
STORAGE UNIT

—52C

CERTIFICATE
INFORMATION
STORAGE UNIT

—53C

LIST
STORAGE UNIT




6/9

|
V1va DNIDYWNI 3AI39TY
S -
¢cs 1S~ 075~ VIVO ONIOVAI (3LdR¥0N3
1dA¥D3d
~ac
6157815 V1V ONIDYANI LdAYONT
|
L1S 1SI7 ILIHM ¥93HD
~a1e
9157 619 ~T'V1va ONIDVINI LINSNvaL
|
1S —{ ISNOdSFY d1lH JAIFHIY
1S
Z1S——3SN0dSTY dLIH G3LdAYONT 1dAYDAC
— >
01S SNOASTY dLLH LdA¥ONT LIS
— >
301A30 INITTO 904 6S
JSNOdSTY dLIH INVM
85~ 5~
9S 1SIN03Y SALIH LINSNVYL
Gg— NOTLVOTINIHLY VALAW
NO G3SYa INVHS ONVH HSI11av1S3
S 1SIN0TY SALLH INVI
|
€S LSIT ILIHM ¥93HD
s
1g—| F0IAIQ ¥IAUIS_¥od
1S3IN03Y dLIH INVI
|
0¢ J01A30 [ ﬂwb&whﬂﬂxﬁ% 0¢ ﬂwbaw;mﬂﬂm% o_\/«ﬁ, J0IA3Q INIITO .
LEIRED 301S-¥3AY3S JAIS=INTITD L DA




1/9

FIG. 8

( START )

Y
ACQUIRE OUTPUT FROM L3101
BEHAVIOR SENSOR

BEHAVIOR OF
OWN DEVICE IS IN

PREDETERMINED STATE? y 5107
ACQUIRE STATE OF

YES COMMUNICATION WITH
CLIENT DEVIGE

5108

YES COMMUNIGATION
- STATE IS PREDETERMINED
A NTE'?
DETECT OCCURRENGCE OF 3103
ABNORMALITY NO
Y
NOTIFY OF L3104
OCCURRENCE OF ABNORMALITY

S105
FUNCTION IS
10 BE RESTRICTED?

NO

A

RESTRICT FUNCTION OF
CLIENT DEVICE —— 35106




8/9

J01A30 INAITO

N-01
301A30 T0YLNOD
NOI LV INNWWOD
301S-INI1 1D
301A3Q -
INIWIDYNYIN N-0€ O
041N09
NOT 1V INNWWO9
05~
NOLYOINAHOD
ww»»wm 301S-Y3AY3S
0¢~ N

J01A3Q INIITO

301A3Q "1041NOD
NOI.LVOINNWWOD
4AIS-INIITO




9/9

301A30
INJWFOVNVIN
"T041NOD
NOTL1VOINNWWOO

05~

e 301A30 IN3ITO

301A30 IN3ITO

N-0L~ (O -0l O
= =
N N
O O
301A30 1041NOD 301A30 '1041NOO
. e NOILVOINNNNOD NOILVOINNNWOD
3AIS-INIITO 3dIS-INII 1D

N-0S~

1-08~

AVMILYD

J01A3Q ¥3AY3S

¢~

30IA30 "104.1NOO
NOILVOINNNNOD

3AIS-YIA4SS

18~

MN

XHOMLAN




	アートボード 1
	アートボード 2
	アートボード 3
	アートボード 4
	アートボード 5
	アートボード 6
	アートボード 7
	アートボード 8
	アートボード 9

