26 March 2007 1 DATA ENCRYPTI ON SYSTEM AND METHOD BACKGROMMNEXh@POTHE

| NVENTI.ON 1. Field of the Invention The present invention relates to a data
encryption systeminplenented on a conputer having a cache nenory 5

pl aced between a processor and a main kenory, and in particular to data
encryption system and nmet hod of encrypting data usi ng transformation

tabl es such as substi ﬁ@%gg? éﬁﬁ@ pthe Related Art 10
Symmetric bl ock C|pher%ﬂ%%gﬂugs ?E%% ncryptlon Standard) ci phers and
FEAL (Fast data Enciphernment ALgorithm ciphers typically enploy
successive iterations, each of which contains operations of exclusive-OR
substitution and coordi nate 15 pernutation. The substitution is perforned

by using so- called S boxes; which are substitution boxes or, sinply,

| ook-up tabl es having a prEdstetINRedE ntHhe NGNS i bl e inputs. In
general, S boxes are classified according to the nunber of input bits,

each S box being indicated by 20 Si box, wherein i is the nunber of input
bits, such, aBiefd bextBRd18%k@4.oPuri ng ci pher or deci pher for one block

each Si box is referred to a plurality of times. An exanple of a
conventional efibeypinagersly sipwenitlionbere betlses | hed awiddit a ebaceypt ifom Fi gs.
1A, 1B and 2. As shown in 26 March 2007 2
system implemented on a computer having a cache memory
5 placed between a processor and a main memory, and in
particular to data encryption system and method of -
encrypting data using transformation tables such. as
‘substitution tables.
2. Description of the Related Art
10 Symmetric block ciphers such as DES {Data
Encryption Standard) ciphers and FEAL {Fast data
Encipherment ALgorithm) ~.ciphers typically  employ
successive iterations, each of.which contains operatioas
of exclusive-OR, substitution and coordinate
15 permutation.‘ The substitution is performed by using so-
called S boxes; which are substitution boxes or, simply,
-look¥up tables having a predetermined number of possible
inputs. In general, S boxes are classified according to
the number of input bits, each S.box being indidated by
-20 8i box, wherein i is the number of inputfbits;lsuch as
87 box and S9 box. During cipher or decipher for one
block, each Si box is referred to a plurality of times.

" Bn example of a conventional encryption system will be

'-described_with reference to Figs. 1A, 1B and Z;dAs shown in




Fig. 1A, an encryption systemis conposed of a program cgnifafinl 247
processor. (here, CPU) 1, a nenory (main nenory) 2 into which an
encryption program3 is |oaded froma disk or the |ike, and a cache nenory
4. The cache nenory 4 is 5 connected 20 the CPU 1 by a processor bus 5

conposed of data Ilines, address lines and control lines and is connected
to the nenory 2 by a nenory bus 6 conposed of data lines, address lines
and control lines. As known well, the cache nmenory 4 is a small-capacity

10 nenor ¥igl | ovik ng alni- gdn speaetdi aic cesss teonpasedcampdsedie ofai a8 perdram2. The
cache nenDr% 4 stores the contents of frequently accessed main nenory
| ocat i on§oBRRECA4EFeREESSSSPReARERE  COBU jlgs Fe NENGISGUERIT JRCREY of

instructio t hrough the processor bus 5 he cach ry 4 checks 1o 15
see whet haFo; thgRdan: RERYRETRRY Rtittsd (Re SORESPCACRE Shidhe Pbn ¢ he
cache meppry 4 et unpg thecdaha teddiey CAU 1. mid EhcHeesdidrokd the sanme
(a cache mss), the cache nenory 4 reads a predetermned sizeé of data

i ncl wdi ngohhecte@questrd dataloby Bspirdeidsed f B the:gmidegtenmf yd2:4 hr ough
20 the nenory bus 6 and stores the predeterm ned size of data while

transf ertingst heddegsestldshedatandr constreictliiores candeis CRYnnectssl to :
predeterm ned size of data read fromthe main nenory 2 is, for. exanple, 32

bytes ortRo8MEREY 3 Rk 2i HIRYUEY | WS | BcAVPMRE e PREII JudISS-

execut ed dress, 25 are fre ntly,executed, the cache hit rate can be
increaséﬁigﬁﬁsit%%gﬁﬁ %%%hcggfﬁé%e%lgggé of data in advance into the cache

- menmory 4, resyd g i of- SPREU caehHeS nentds; eNCE ¥ PRI @hANCH RS ty
instructs the CPU 1 to 26 March 2007
10 memory allowing high-speed access compared with the main
memory 2. The cache memory 4 stores the contents of
frequently accessed main memory locations and addresses.
When the CPU 1 issues a request for data or instruction
through the processor bus 5, the cache memory 4 checks to
15 see whether it holds the same. If it holds the same {cache
| hit), then the cache memory 4 returns the data to the CPU 1.
If it does not hold..the same (a cache miss), the cache
memory 4 reads a predetermined size of data including the
requested data ox instruction from the main memory 2 through
20 the memory bus 6 and stores the predetermined size of data
‘while transferring the requested data or instruction to the
CPU 1. The predetermined size of'date read from the main
memory 2 1is, for example, 32 bytes or 128 bytes. Since
- instructions located near the previously executed address
25 are frequently executed, the cache hit rate can-be increased
by storing such a larger size.of data in advance into the
ceche-memory 4, resulting in_highuspeed access.-

The = encryption progiam--B instructs the CPU 1 to.




3 performa syrmetrl c bl ock cipher such as DES or FEAL cifyrch 2ob® Program
architecture is shown in Fig. 1B. A substitution table section 305
~conposed of a predeterm ned nunber of substitution tables is previously
provided in the 5 encryption program3. For exanple, each substitution
table of the substitution table section 305 has 16 entries each having
addresses 0-F(H) assigned thereto and having hexadecimal nunbers O-F
stored therein, as shown in Fig. 2. For exanple, in the case of input bits

"0000" =pRfrifbrm8EH)s yhihettraiceth1atkt ke paddr esserD(dd RS IpadEl cGifther.
.correspondi ng binary nunber "1000" iIs output. As described before, the
substi t ufliten trabterzect apnhBO&ctwre ef dsenceitowen pl tinal ifty.of 1Bi nes th
perform substitution by a data transformation section 304. 15 There_ are

pr oposedskl@\?éﬂépté%tteﬁ%%/t$%Cth3é?fhoa§5of‘3°%%ﬁ%| %§ eh@nesetRsained an
encryptign al gorith f.Qr exanml Exhausti ve.key.search D|ff res t|aI
cryot analyePs 0 Flnarira B abn ok L bR L nBR Pt g i

cal | ed téﬁbegp%&bﬁcbfeﬁgr% %0 %f”gx&ﬁ;}_ﬁgétse@%hl Is%b%%xtﬁra%ylptﬂméystens

has been proposed C. Kocher m ng Attacks on |Inplenentations .
of fouefHeJHermmbwtumﬁ; aagl&x rwctfmtens" hAdvarE esnt pi ey piaadtogy:
Proceedi ngs of Crypto 96, Plenum Press, 1995, ppl04-113). According to
timng ZISaﬁHl‘acksaddﬂ’\‘:ES%?E&treﬂ Rék) cart ggreed of thegefpt osyrd emhearinge

narr owe basgg |fference% in the amount of time required to peirform

power - r Sb’é’-f"it PBRCEREL OrE BE&FED iR hupt cS ey ci Bhérg-
For example, in the case of input bits “0000” = O(H), 8(H)

10 stored at the address 0(H) is read out and a corresponding
" binary number “1000” is output. As described before, the
substitution table section 305 is referenced a plurality of
times to perform substitution by a data transformation
section 304.

: 15 There are proposed several cryptanalytic methods of
analyzing the key used in an encryption algorithm, for
example, Exhaustive key search, Differential cryptanalysis,
and Linear cryptanalysis. |

Recently, new cryptanalysis called timing attack which

20  mainly targets. public—key' encryption systems has been
proposed By Paul C. _Kocher (“"Timing Attacks on
Implementations . of DiffieuHellméﬁ, RSA, DSS, and Other
Systems” Advances in Cryptology: Proéeedings of Crypto 96,
Plenum Press, 1995, ppl04-113). According to timing

25  attacks, the secret key candidates of a cryptosystem can be
narrowed based on differences in the amount of time required

- tb perform power-residue operation' that is 'basic to . the

public-key cipher.




26 March 2007 4 A technique for preventing tinme attacks 5@gReEm07

di scl osed in Japanese Patent Application Unexam ned Publication No.
~10-222065. A basic idea of this counternmeasure is to change in delay tine
of critical path 5 for each power-résidue operation. However, in the case
where the above-described encryption systemusing the substitution tabl e
is inplenmented on a conputer having the cache nenory 4 therein, a
cache-attack cryptanal ysis nethod, which was found by the 10 present

i nventor and Vi | [téwhrdepoy i bed I@uewen¢amgnatnmw t ks tacks chmdi dhees of the

encryption sisten1to finally find the entire key by neasuring the agnount
of tinme fegeireadt o iencrdaitaneie. St % he PPRIFEF Ok HPﬁgﬁaﬂaﬁ si's

t hod | t h h d
pover - r cETAbECRRER: FBirs THIEBhRPR moasuRe AEEI bedtrR tHe J5hRRese
Pat ent A\E@uh@@hﬁ@é‘sﬁjﬂgxﬁg ned %q& ajh 0fe WQ%/O th@e? 22063 DeLOARS path

i neffective. Cache-attack cryptanal ysis wn in Fig. 3, it is assuned
t hat 5an £oerypth opow@B-deyi dee capsvhbvies. an excl usive OR (XOR) of plain
text PO and, an n-bit key kO to reference an substltutlon table S and an
excl usi ve OR dowsiveim tekn Prleandcase n- Wherkey mﬂetoabpﬁﬁeﬁéﬁ§élpﬁ@

substitution taple S. Wien different entries _are | ooked u
subst i tu?’?%‘ﬁﬂ?%’o‘?‘é S, SXHE® ol I'BWNY 3B el SEPSHIHYSL Y e %B‘IPEI nedlSPO XOR.

ko 0 P1 Mer}%ntéﬁl #%%plﬂe# llfgvfg il Eab¥e(ddmory 4 therein,

a cache-attack cryptanalysis method, which was found by the

10 present inventor and will be described later, can narrow the
‘key candidates of the encryption system to finally find the
entire key by measuring the amount of time required to
encrypt data. Since thé cache-attack cryptanalysis method
can be applied to symmetric ciphers which do not use any

15 powerQresidue operations, the countermeasu;e described in
the Japanese Patent Application Unexamined Publication No.
10-222065 becomes ineffective.

Cache—attack cryptanalysis

As shown in Fig. 3, it is assumed that an encryption
20 device calculates an exclusivé OR.(XOR) of plain text PO and"
an n-bit key k0 to reference an substitution table S and an
exclusive OR of plain text P10 and an n-bit key kl to
_xeferencé the substitution table S. When different entries
are looked Lq> in the substitution table S, the following
25 relationships are obtained:
| PO .XOR. kO # Pl .XOR. kI, andr
PO .XOR. P1 # k0 .XOR. k1 = Ak o (1),

where Ak is hereinafter called a key,differential.




where Ak is hereinafter called a key differential. 26 Margdw@aQ®hoop The
formula (1) can be generalized from2-table nodel to n-table nobdel as
“follows: Pi XOR ki # Pj XOR kj, and Pi XOR Pj 96 ki XOR kj = Akij ..
(2), 5 wherei, j =1, 2, 3, ... n. 3he formula (2) indicates the case
where the substitution table Sis references n tinmes during

ci pher/ deci pher process. In this case, with regard to any two plain text

Pi ‘and Pj, an exclusive OR of Pi and an n-bit 10 key ki and an excl usive OR
of Pj and an rrie tf&ewuky (00K oap IH fdeierdl erdd | €somn2thebsanmodel
substitution table S and further an exclusive OR of Pi and Pj is not equal
to a keytodpftabéatinafeAkipp Weildhwss an exclusive OR of any two keys ki
and kj. Wien such a _key differential Akij i s obtained, 15 the range of
-exhaustive key sear &R c§9Rbeiﬁa r GiedXP5 -2 M'-aﬁa. For exanple, when N bits

of Ak = kO XOR kIl are Eﬁﬁgaj e .he hayst Lv arch for bits of kO
causes N bits of the of her %ﬂ %Bk%e'§§Féu#jted %r§n1the'Yef%iionship: q

= U. sXORyhéke ﬁpcyrdimﬂly, tBhe_exhaustive search for 2N 20 bits of kO and
kl can be reduced to that for only N bits of U How to obtain the key
differential Akig wEbkmbéa deéZyi béddichhesef ertenceceseFi ghieBA ahbe4B.
First, as shown in Fig. 4A, a counter table is prepared, which 25 contains
initialigeasebntier ed@blrr &spohdli nFeferamcesposti bIte®e uedust Phe key

differenéigﬂefyéééipher process. In this case, with regard to any
two plain text Pi and Pj, an exclusive OR of Pi and an n-bit

10 key ki and an exclusive OR of Pj and an n-bit key kj look up

. gifferent entries in thé same substitution table S and
further an exclusive OR of Pi and Pj is not equal to a key
differential Akij which is an exclusive OR of any two keys

ki and kj. When such a key differential Akij is obtained,

15 the range of exhaustive key search can be narrowed to 2%

2. For example, when N bits of Ak = k0 .XOR. kl are
obtained, the exhaustive-search for N bits of k0 causes N
bits of the other k1 to be calculated from the relationship:
k1.= k0. XOR. Ak. Accordingly, the exhaustive search for 2N
20 - bits of kO and kl can be reduced to that for only N bits of
kO. '
How to obtain the key differential Akij will be
deécribed. with réference to Figs. 4A and 4B. First, as
"shown in 'Fig. 4A, a counter table is prepared, .which :
25 contains initialized counters each corresponding to all
possible values of the key differential Akij.
| Subsequently, an arbitfary pair of plain texts 1is

extracted from a set of plain texts, which would cause




Subsequently, an arbitrary pair of plain texts is extracieghafdhOmoa set of
plain texts, which would cause 26 March 2007 6 different entries to be

| ooked up in the substitution table in all rounds of the cipher process.
Thereafter, a counting step of increfenting by one a counter correspondi ng
to a value of the key differential Akij which is equal to an 5 exclusive
OR of the extracted pair of plain texts is repeatedly perforned for al
pairs of the plain texts. As a result, the counters of the counter table
are updatddfasenth@mtdiesFitgy BB Iddieedownt enstht shestatntéont &lbbéeeach
having finally obtained counter values are searched for a '10 counter val ue
of zero éi adlexoueds $faltheyglipberopirgessisly Thegseféspondi F§UESARATCer ,

which determnes a key differential Akij. It should be noted that the
extrene SHEP | GBCEEMENEY APuSYePRRAIPGCBRNERE FPSFASPONAY G 53t Psfyi ng

the formla. (2)c TRcThere wikk be,dessriber, a,aathod. of htai goag set of

arbitrary plain cause di entrres to oked up

in the sdhstiukibconokabbe Schd aldt Ycted COsideran! @ 1amunteaf sacgesses in
the case where the substitution table Sis referenced ntines in a 20

ci pher/ deepphtedpyopessoriodeter, aihepaappl piftnghsuphadn érpetgpti 88 program
on the conventional -encryption system having the cache nenory 4 as shown
in Fig. ¥asulherdhs ecﬁévgﬁéﬁed’fdiﬂ%r@ﬁ@é@eirn kakele apsentiRA2%95%eaPequi r ed

L0 Derf CLLERCTAPU R/ 5T YPHhan 29, denend o g sl Bl ALY £L gLt ext-
having finally obtained counter values are searched for a
10 counter value of zero or an extreme small value to identify
a corresponding counter, which determines a key differential
. Akij. It should be noted that the extreme small value is a
value depending on the provability of satisfying the formula
(2).

15 ' There will be described a method of obtaining a set of
arbitrary plain texts which will cause different entries to
be looked up in the sﬁbstitution table S in all or a
considerable amount of accesses in the case where the
substitution table S is referenced n times in a

20 cipher/decipher process.
However, when applying such an encryption program on
‘the conventional encryption system having the cache memory 4
as shown in Fig. 1A, there are developed differences in the
amount of time required to perform encryption/decryption
25 depending on given plain/cipher = text. Provided with
different plain texts,'the:data transformation section 304
méy look up different entries in the substitution table,

. resulting in different cache hit rates when the substitution




different plain texts, the data transformation section 304 p iR 2009K up
different entries in the substitution table, .resulting in different cache
hit rates when the substitution 26 March 2007 7 table is accessed. In

ot her words, anong given plain/cipher? texts, one providing the highest
rate of cache mi ss needs the |longest encryption tinme. It is estinated that
a plain/cipher text providing the highest rate of cache mss 5 increases
the possibility of causing different entries to be |ooked up in the

subst i t utiedd et dist @dagsaed.or Ia odhsirdeicaldse amrentyisferacdesigysipher

Verification The present .inventor verified the above estimation 10 usin
SCvel | Rhsaho G BTGB R STV G Ea Ry N 1S TF MBLSHT PSE | ey

descri pt i-Qns Y1l cQvi d y M tsubishi i atj on
(see B S0 BooReFtl sBEFVRELON STUBhng MSTve varerl ! 1B ober 2.
1996, angla$anelphBrodaais PfoMBNG tAeChliam@ddgeraier § OBache kL July
22 1996). Referring to Figs. 5A-5D, M STYl i's secret-key cipher wth

64- bi& danerbheek &hd pR28shit.liegr ef keysingcldidifegeat eatta iresmndeonba ng
section, _which uses two functions FO and_ FLi. The function FGO uses
functi onlRPKRd WRi R GBEs SLREt20usiBst tedleodn aBlle9rSa sasdglerphde
substitutign %abge S9 has a 9-bit input and 512 entries (each 32-bit entry
in Sanp?%-ﬁ? g? n?%g?EFSﬁ). The substitution table S7 has a 7- bit input
and 128 @pifEgsafgagh 8-bit entry in Sanple- Program version)..

The present inventor verified the above estimation
10 using a well-known cipher algorithm MISTY1 proposed by
CUMitsuru  Matsuils Detailed descriptions of MISTYl are
provided by Mitsubishi Electric Corporation (see “Block
‘Cipher algorithms MISTY1 and MISTYZ2” version 1.11 Qctober 2,
1996, and “Sample Programs of MISTY1l in C Language” version
15  1:00 July 22 1996). |
Referring to Figs. 5A-5D, MISTYl is secret~key cipher
with 64-bit data block and 128-bit secret key, including a
data randomizing section, which uses two functions FOi‘and
FLi. The function FOi uses function FIij, which uses two
20 substitution tables S7 and S9. The substitution table S9
has a 9-bit input and 512 entries (each 32-bit entry in
Sample-Program version). The substitution table S?lhas a 7-
bit input and 128 entries (each 8-bit entry in Sample-
Program version).
25 ‘ The data randomizing section includes 8 functions FOl-
FO8, each (FOi) of which inclqdes 3 functions FIil—FIiS.
Each of the 3 functions FIil-FIi3 = references the

substitution table S9 twice and the substitution table 87




25 The data random zing section includes 8 functions FOl-2&(Brcieaph (FO)
of which includes 3 functions Flil-Fli3. Each of the 3 functions Flil-Fli3
‘references the substitution table S9 twi ce and the substitution table 37
26 March 2007 8 once. Accordingly, ddring an encryption process, the
substitution table S9 is used 48 tines (= 8 x 3 x 2) and the substitution
table S7 is used 24 tinmes (= 8 x 3 x 1). Fig. 6 shows the distribution of
the nunber of plain 5 texts with respect to cipher tinme when a nunber of
plain texcs.are éscoyptiodly MISEYhg Fiag Prshowditde pricgtssonstihg
bet ween ci pher, tine and the nunber of operation entries in s;ﬁg}i ution
tabl e SoSUES§ittdpandabie SPef st usRehiS BéfRderd cifpier & e tH€ nunber

of operaghgggggﬁgggéi %gﬁilg g;}b%tsi %f%teigﬁ?#-t %tﬂn%SSI: 'ghf;{ %ugj)gr) of operation

entries i's S € ‘nunber i €5, Whi'ch "af'e 'used’ for encryption

in a SUbSFitUFfﬂﬁ.téb%%ow%hﬁjﬁﬁxaﬂyﬁlﬂﬂﬂPfén %E Qﬂﬁiaﬁﬁﬁﬁeﬁnbﬁi%ﬁdi%.43 in
the substitution table S9 and 24 in the substitution table S7. 15 It is

under$t otdxtsomifitlgsrefpand Td haipkepl aimet exdien t akimgndeor offorpd adinpher
time causes different entries to be .looked up in the substitution table
S9 for akmBse aldre aceleeswrtedhebwf oM STEche m §99occufs Ehers tithe, -

Fig. 8, FRIFhLORHLE: PRETBRN SbPacEy tLRoan; PR BUTPER O (RESAMGY of |
cFer ot OBpEELERESLL®, AU PULTRLE! VL HRL CASt nt suenenigil o

relationship between cipher time and the number of operation
10 entries in substitution table 87. The number of operation
entries is defined as the number of entries, which are used
for encryption in a Substitution‘table; The maximum number
of operation entries is 48 in the substitution table S99 and

24 in the substitution table S7.
15 It is understood from Figs. 6 and 7 that a plain text
| taking T or more cipher time causes different entries to be
looked up in the substitution table 89 for almost all
accesses. Therefore, cache miss occurs every time, thereby
taking much time for encryption. Oon the other hand, as
20 shown in Fig. 8, in the substitution table 87, the
distribution in the number of operation entries is
approximately kept constant independently of the cipher
time. Since the substitution table S7 is a small table with
- 128 entries, almoét all entries are loaded into the cache
25 mémofy 4 after miss hit has been repeated several times,
thereby the occurrence of miss hit disappearing. In
contrast, the substitution table S9 is a large table with

512 entries and therefore the occurrence of miss hit will




128 entries, alnost all entries are |oaded into the cache@b.p@mpy 4 after
m ss hit has been repeated several tinmes, thereby the occurrence of mss
“hit disappearing. In contrast, the substitution table S9 is a large table
with 512 entries and therefore the o2currence of niss hit will 26 March
2007 9 not di sappear. Such an operation-entry distribution difference
bet ween the substitution tables S7 and S9 nmakes the above-described cache
attacks ineffective on the substitution table S7 and effective on the
substi t utiogn &igdaglpenS9. Fi guch shows apeopeiab+entof extisdctibugianset of
plain texts having_a high probability that the substitution table S9 is
accessed9dpdaienget bedyequy i Hee cFphet1pnbéens tabilest S7 t#ed cPBh@RXBFogr am
of MSTYLl,is | gaded on th nmor f a conput.er tep. 101). Thereafter
a plain fl’g;?t iag%odfeeﬁéfeftcé& eggi nﬁg?gﬁdor‘?\%%ﬁ‘ﬁ%érs ](r’sefé%e‘itg’z ©and"th FlSache
menory okyubBe i cGOBH &faph Be Cl AT %%éisg%e&gg%e The gﬁﬂ@r%h%%t&ltmohext is
set as a plain text to be encrypted (step 4) and the plain text to be
encr ypt edab3eeporypted by M STY1l encryption and 15 the tinme required for
encryption is nmeasured (step 105). Subsequently, it is determ ned whether
the nmeasured HErwryptitows iae osergbadbnt of oexgraatiéngt hanes pfesdaénni ned

threshold T %shee_l%). The threshold T is determned so that a pecessary
and suf f FEFERt PRUHBEr 2o igiiBrekalisl tan Heabotlhdt arRal1s8tisnt §28¢and t he

0118, 69) 15 THECIL Q0BT k05 PROBIRLLY it oSk AOc iR LR, LE) e

the cipher program of MISTY1l is loaded on the memory of a

10 computer (step 101). Thereafter, a plain text is generated
" 'using random numbers (step 10Z2) and the cache memory of the
computer is cleared (step 103). The generated plain text is

set as a plain text to be encrypted (step 104) and the plain

text to be encrypted is encrypted by MISTYl encryption and

15 the time required for encryption is measured (step 105).
Subsequently, it is determined whether the measured

| _encryptioﬁ time is equal to or greater than a predetermined
‘threshold T (step 106). The threshold T is determined so
that a necessary and sufficient number of plain texts can be

20 ocbtained so as to stand -the formula (2). The higher the
probability of standing the formula (2), the lower the

necessary number of plain texts. When the measured

encryptionA time is equal to or greater than the
predetermined threshold T (YES in step 106), the plain text

25 is stored (step 107) and the control goes back to the step
102. When the measured encryption time is not greater than
-_the predetermined threshold T.(NO in step 106), the control

- goes back to the step 102 without storing the plain text.




encryption tinme is equal to or greater than the predetersgpggntzapgshold T
(YES in step 106), the plain text 25 is stored (step 107) and the control
goes back to the step 102. Wen the heasured encryption tinme is not
greater than the predetermned threshold T (NOin step 106), the control
goes back to the step 102 without storing the plain text. 26 March 2007 10
The steps 102-107 are repeatedly perforned to obtain a sufficient nunber
of pl ai nThext sthpgi ng02-hdgh reobatkigddatedliithatpettersdost itlout bbhattabl@ S9 i s
accessed about 48 tinmes during_cipher process, Based on the plain texts.
obt ai nedskifkécipng, nmbaieyof dPipéperitasdls ARavingetetritedPtiebagitheY net hod

‘shown_j Fi.gs. 4 4B K di dat f_th ti
yst om atbofart e a D ADC KT AR §AHE endi fe IS TS ChePRPiined by el ng
exhaustlgﬁg'sLﬁar E?ﬁ’g‘f?rt %OQ@%EOV\Bd key candidates to determ ne the

remaining bit va of 'the key. As described above, in an encryption
system i npl enepéédgohhehenGgyditn OteRE 80 PiSidiy Bilbst thuki orthd abkgs on a
conput er having a cache nenory, the cache-attack cryptanalysis nmethod can
narr ow tdéfReyentsndilddtiesi of deherménedy pisiioy syhst enethodli pgl |shdwmdin he
entire key by neasuring the anmpunt of tinme required to encrg% dat a.

Accor di nitgs- t Hé c%'é‘ﬂe-‘lgt 2k EPgpiimal §apsidatRed Hay the LOKTREW™ tini ng
att ack. %Q&? thgrgacgﬁ-r%&ggk cryphanalysig, rethod can d aﬂ-?c—l-syl ed-jh§°
1 any Yt t'he

symet ri’c Ci pner s”whi ch™do not use power-r esi due opeérati ons, _
count er RAsdRi Gleg Chiybagsidd EQEa&%E%%SE‘séDﬁ&W oPPRIH & ahheRowaeyary ned

“Publication , .
' candidates to determine the remaining bit values of the key.
As described above, in an encryption system
implementing the encryption program using substitution
tables on a computer having a cache memory, the.cache—attack
cryptanalysis method can narrow the key candidates of the

encryption system- to finally find the entire key by
measuring the amount of time required to encrypt data.
‘Accordingly, the cache-attack cryptanalysis method may be a
kind of timing attack. Since the cache-attack cryptanalysis
~method can be applied to symmetrig ciphers which do not use
any power-residue operaﬁions, thé countermeasure described

in the Japanese Patent Application Unexamined Publication

No. 10-222065 becomes ineffective.

SUMMARY OF THE INVENTION

. Herein disclosed is an encryption system and method,

which can provide a defensive




No. 10-222065 becones ineffective. SUMVARY OF THE INVENTQ%NME%BQb@7
di sclosed is an encryption system and nethod, which can provide a
~defensive 26 March 2007 11 measure agai nst the cache-attack cryptanal ysis.
According to a first aspect of the present invention, there is provided a
data encryption systemfor performng encryption/decryption of a given

pl ai n/ ci pher text using transformation tables which transforns bit strings
of the given plain/cipher text, conurising: a nenory for storing an
encryption programincluding the transformati on tables; a
programcontrol |l ed processor provided with a cache nenory, for executing

the encrypLipn REOGLAM indnd AR atkuski noypeestipndor adjusting a nunber

of cache msses S0 as to nake it uni or any pl ain/cipher text,wherein
t he adj usti nfcceedinonteoapifisets aspeeltoarf sded i presort r ehoet hgra

ol ural i Ly of transformptyon haples |ota. e CREhe TR vol ofo RRIJ OF M g
encryption %ecryﬁf|on of” a gI'vén ppal Ci pher “text, ereln a targeted
t r ansf oenatyonidabdecmhitdlon sofioree  dlivieal yplaibée giltcack edxanomginde

transformatign tables is rel paded after_the ather transformation tables
have beEﬁan5$%¥%%Bb iﬁ?Blgﬁew éEﬁe‘HﬁHﬁVV?“fcgﬁgﬂiﬁ%rfBg% Sécorf aspect of

the pregepéni pyent)Oiphed hRHR | ToRpVisdad : aadabRoeNCLYP & 0o By$tam f or
e Or vt eod P orogran. tHetudlng hd' YSanBEa el BN LEXE  usi no 26
program-controlled processor provided with a cache memory,
for executing the encryption program;; and an adjusting
section for adjusting a number of cache misses so as to make
it uniform for any plain/cipher text,wherein the adjusting
section comprises a preload section for reloading a
plurality of transformation tables into the cache memory for
performing encryption/decryption of a given plain/cipher
text, wherein a targeted transformation table which is more
likely to be attacked among the transformation tables 1is
preloaded after the other transformation tables have been
prelcaded into the cache memory.
According to a second aspect of the present invention,

there 1is provided a data encryption system for performing

encryption/decryption of a given plain/cipher text using




transformation tables which transfornms bit strings of theyg @M 007

pl ai n/ ci pher text, conprising: a nmenory for storing an encryption program
including the transfornmation tables; a programcontrolled processor
provided with a cache nenory, for executing the encryption program
wherein data stored in the cache nmenory is provided with priority, wherein
data wth higher priority is renoved |later fromthe cache nenory; an

adj usting section for adjusting a num@er of cache m sses so as to nmke it
uni form for any plain/cipher text, wherein the adjusting section conprises
a preload section for preloading a plurality of transformation tables into

the CaEPﬁnHP&‘PrEé/tif&{ pehi ok mw’i‘lg_c%nct{ﬁ/ﬁéﬁ]!n%e%i/@lt iSctl_gi?lfgsa St VeRe

pl ai n/ ci pher text, wherein the preload section preloads a targeted
t ransf oghuen opl et @l pdkec a4  noranprikéding it @ bemoayt dokedtamdng Bhe

transfo i.on. tab er.ej |.qgher riQrity i 1.0 to the targeted
t ransf O%Hn’gﬁgﬁlérgb}pg%g%{qrrpalﬁ{e&dl%ﬂq% tE}éQot%rnS%éP 5?\15? grglﬁn?'? %)nlﬁsa'bl gs.
- Accor di pgopam-¢dntrb ldsjoe cprefeddrer ppesented nwenhi an, cather eemerpy ovi ded a

data encryption system for perfaormn encryption/ decryption of a given
ol ai n/ Cf BhoP*CEXEIRM T ThE THENR R SH Pl SRR En R AnSEOFRE Bt strings
of the tBéVeadpleal médPhen st extoviGPr wStRY prd oFRARY FLr&S10r dagaan

encryption programincluding the transformati on tables each of which
cont ai n¥1 &P ppadete s Hd Hunterr SOvEst rigdsr TPy d§FarPEhht FETPEY’ processor

provi degy Wa 58t £85 Nec FBIOH Yior f 98 8XELM | AOntiS. ENGEFYBLLAB REQEEaM and an
adjusting section for adjusting a nunber of cache m sses in such a

di recti®np 8hatot Rekauabeunsdfosachermagyed lianer eapbsrt semwbke whepredni f orm f or
any pl a‘&l@é“@@f&st@%’ é'm:q_fi%nn tcﬂ)?np%qjslé%ti 19 preload section for
- prelcocading a plurality of transformation tables into the
cache memory for performing encryption/decryption of a given
plain/cipher text, wherein the preload section preloads a
targeted transformation table which is more likely to be
‘attacked among the transformation tables, wherein higher
priority is assigned to the targeted transformation table

- compared with the other transformation tables.

According to a third aspect of the present invention,
there is provided a data encryption system for performing
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the

.~ given plain/cipher text, comprising: a memory for storing an
‘encryption program including the transformation tables each
of which contains a predetermined number of entries; a
program-controlled processor provided with a cache memory,
for executing the encryption program; and an adjusting
section for adjusting a number of cache misses in such a

. direction - that the n.umber of cache misseés increases to make
it uniform for any plain/cipher text, wherein the adjusting
section comprises: a managemént table containing a plurality

- of management entries each corresponding to the entries of




section conprises: a managenent table containing a pluraligmarcRbotfRnagenent
entries each corresponding to the entries of 26 March 2007 1|Ib each
transformation table, each managenent entry indicating whether a
corresponding entry of the transformation table has been used for
perform ng encryption/decryption; and a unused-entry manager for | oading
unused entries of the transformation table into the cache nenory by
referencing the managenent table. Thg entry | oading section nay | oad the
at | east one part of the targeted transformation table into the cache
menory before the encryption/decryption of the given plain/cipher text.
The ent gychoadLagesentt POy MYph 0adeglh maguagé&eﬁﬁrafeh% tahlesakhhg the
cache nenory, wherein the targeted transfofmtion tabFe I's | oaded after

t he ot hehethemnsf oromitd srendibicesehbye lbéercthoalednshconehiorathblenenory.
The ent I i.n ti I f Qr npt | .abl.es_ wit
prioritﬁé% ?%%3-9ﬁ%§§a£§3 5%%%%%%94Q1%&é%§§€?4ﬁé§% g&ﬁgggén Iﬁ%lg wth

hi gher pnusedtgntsy | efdnadeangdori nlbheéicacheussstbr wntwhersei mfhi gher

priority is %6 Nq%fh 2 Og 12 %§si ned to, the t%#%ﬁted tr%nsfornation tabl e
conpar ebd* W HOTIHE Bt hEFPLE arf6r nbt§ of2EABI SETCFRe B¥t My HIG&T s ect i on
may | oaghéheamdgdneasd g epart of the targeted transformation table into

the cache nenpry at a plurality of timngs before the
encrypti on/ d8BRYRIGY of O hEnGi VERTIPR alMalci et £kt at least one

part o¢f the targeted transformation table into the cache
memory before the encryption/decryption of the given
plain/cipher text. The entry loading section may load all
transformation tables into the cache memory, wherein the
targeted transformation table is loaded after the other
transformation tabkles have been loaded into the cache
memnory. The entry loading section may load all
transformation tables with priorities into the cache memory,
in which a transformation table with higher priority is left

longer in the cache memory, wherein higher priority is




The entry | oadi ng section may include: a managenment tablg gerhapor ng a
plurality of managenent entries each corresponding to the entries of the
targeted transformation table, each managenment entry indicating whether a
corresponding entry of the targeted transformation table has been used,;
and a unused-entry manager for |oading unused entries of the targeted
transformation table into the cache nenory by referencing the managenent
table. The targeted transformation tgble nay be identified by calculating
a use rate of a nunber of operation entries to a total nunber of entries
for each of the transformation tables and selecting a transformation table

having a,sopbh&f cySendatgrastdder LA 9.t RN Y1midapatahl gitAccordi ng
to a fourth aspect of the present invention, there is provided a data

encrypt i bhespshem tepnspermarhdngtehteypt Fba/ easryptlcediny gegiden

plain/ CiR{a‘?r &4 usi g %}Eaf‘%{]e%rs@“ eta%'g?i whiLh tfans QEgthht .
strings of thé given plain/cipher text, cofprising: a nenory “for storing
an encryptraosfprograomm i heblei ngtbohéhet ramsfeormatdon dlabhepleaehidly whi ch

cont ai ns redetermined n er of entries; a program.controll ed processor
o ovi dedo T S oEnah et OIS (S TP Rcary A5 EHBESREr it | oIE pPbgFam — an
adj ustinglasesftDrhdortad usti ng a nunber of cache misses in such a
direction that the nunber of cache m sses 26 March 2007 12a increases to

‘make it unifortef ofERY bPafhTei SREFLPBxIMAY WRTEIFFt nd FGPESEPRGTsecti on
conpri sesipie MBPagsIBNLigt abl @1ueant 8 NidW @aphyeabhty Lt mnrageaBat entries

each corresponding to the entries of the targeted transformation
table, each management entry indicating whether a
corresponding entry of the targeted transformation table has
been used; and a unused-entry manager for loading unused
entries of the targeted transformation table into the cache
memory by referencing the management table.

‘The targeted transformation table may be identified by
calculating a use rate of a number of operation entries to a
total number of entries for each of the transformation

-tables and selecting a transformation table having a smaller
use rate as the targeted transformation table.

According toe a fourth aspect ¢f the present
invention, there is provided a data encryption system for
performing encryption/decryption of a given plain/cipher
text using transformation tables which transforms bit
strings of the given plain/cipher text, comprising: a memory
for storing an encryption program including the

transformation tables each of which contains a predetermined

number of entries; a program-controlled processor provided
~ with a cache memory, for executing the encryptiéon program;
-an adjusting section for adjusting a number of cache misses

in such a direction that the number of ~cache misses




corresponding to the entries of each transformation tabl egM&aghoomnagenent
entry indicating whether a corresponding entry of the transformation table
has been used for perform ng encryption/decryption; and 26 March 2007 13
a cache-m ss generating section for generating a cache mss a nunber of
times which is equal to the nunber of cache hits obtained based on
managenent entries of the count nanagenent table. The cache-m ss
generating section may include: a gfagagenent table containing a plurality
of managenment entries each corresponding to the entries of each
transformation table, each of the managenent entries indicating whether a
corresp | try o e..tr t4 | e : ed...and a
cache-n?@gkg%%%£r§¥ﬁnéaggcffbna52%85gﬁé?§$i%%96.%g%ﬁégﬁgggﬂg ﬁﬁﬁgér of

ti mes whheheis eheakdfostinyffecehce betpeisea: nanbenagémensalbbblentri es
and a nunber. of used entries og t he transfornag%Qn %9%&?@3Wheégkﬂ t he used
entriesc%?gal?ﬁgﬁtiﬁiedpﬂyr?éﬁ Venc?ﬁg t%%nﬁﬁﬁgaenentrﬁable. According to a
fifth aspeeéspdndirey ptesent igimeiildsonpf thene tiranpEovindetora dabaeencrypti on
system for perforn%g%ttencrgptionLdecnyption of a given Iain/ﬁggher t ext

usi ng E7ahs IS aBPEEY whith 3R o' REEBPE st r iRGLeSPOPRE Ygi ven

pl ai n/ ciphey text, tReNMPELEh88srRa PEHRr Yeiole StREENIna8n €06ENPt iFBR program
including the transformation tables each of which contains a predeterm ned
nunber BErEpFRiRG encrptdgrdAeeshPEbPRedaplocessor provided with a cache
menory,




for executing the encryption program an adjusting secti o pbRh 286 Usting a
nunber of cache msses in such a direction that the nunber of cache m sses
increases to make it uniform for any plain/cipher text, wherein the

adj usting section conprises: a count nmanagenent table containing. a
plurality of managenent entries each corresponding to the entries of 26
March 2007 13a each transformation table, each of the managenent entries

i ndi cating a nunmber of cache hits folr a corresponding entry of the
transformation table; and a cache-m’'ss generating section for generating a
cache m ss a nunber of tines which is equal to the nunber of cache hits
~obt ai ned baseg on., managenent entries of_the count .managenent tabl e.

Accor di n§ £8°HeSTXTH BSPRELITUI 1 prds it iI9RAGTETGRI % 768 §15Fovi ded a
data encryphin®ersyst efihos RpeLitar MgeqeNcr ypt it/ degingt | 68 ekcaegi ven

pl ai n/ ci pher text using transformation tables which transforns bit strings
of the gil{?én WG phereted? PERBEFRERE: L HFAST yOFf ort1&& oPHg tan

encrypti ganRLegeaM ¢ iplddi ng the transformation tables; a
programcontrol | ed processor provided with a cache nenory, for executing

t he encrypti orfipy ogieaie—andsanoadfusting swetion ey ad@stidRg aanunber of
cache mgses i guch g, di rc%%]tt'aﬁ?l/i‘ht}at at henyaper  of .o%acﬁ.%ng'géﬁl%ﬁt' ncreases

to make 1t uniformftor any plain/crpher text, wherein the adjusting

sect i on wonprdsseseackackermespogdnegat itng seke i orenftgiesgenel at eagha cache

m ss each ti on an e try%f)f Egetransfor matjcon t%bl.e occurs
to a sev

h .
for en’cr%f:p‘_’frisdr%)/r%@%?)%ﬁfi olr"flfblﬁdcorecﬁ enf“ﬁnﬁgﬁgg? of @Phélf)?esent

indicating whether a corresponding entry of the
transformation table has been used; and a cache-miss
generating section for generating a cache miss a number of
times which is equal toc a difference between a number of
usable entries and a number of used entries of the
transformation table, wherein the used entries are
identified by referencing the management table.

According to a fifth aspect of the present invention,
there is provided a data encryption system for performing
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the

'given plain/cipher text, comprising: a memory for storing an
encryption program including the transformation tables each
of which contains a predetermined number o¢f entries; a

program-controlled processor provided with a cache memory,

for executing the encryption pfogram; an adjusting section
for adjusting a number of cache misses in such a direction

. that the number of cache misses increases to make i1t uniform

- for any plain/cipher text, wherein the adjusting section
comprises: a count management table containing.a-pﬂurality

of management entries each corresponding to the entries of




invention, there is provided a data encryption system forg ygihons ng
encryption/decryption of a given plain/cipher text using transtormation
“tables which transforns bit strings of the given plain/cipher text,
conprising: a nenory for storing an encryption programincluding the
transformation tables; a programcontrolled processor provided with a
cache nenory, for executing the encryption program and an adjusting
section for adjusting a nunber of ¢gghe m sses in such a direction that
t he nunber of cache misses increases to make it uniformfor any

pl ai n/ ci pher 26 March 2007 13b text, wherein the adjusting section

i ncl udeg, &t E%%ﬁ%g%?ﬁat55ﬁnﬁﬁﬁﬁ@§ti&£ﬂ§agke1ﬂﬁ9uﬂaﬁ98éﬂéﬂ%ngPNries.

transformation es having sane contents, wherein a transformation table

i's ref ereatedtNg | mesufioer anf ensehpt hohs déorypt icom rpspoedéngoknargi ngl e
pl ai n/cjpher, ! e&?n%g{-rﬁ p:%%r?a§gbtlleqe §e35! Qgc};[lénﬁiééag;%fn%r E’%&h@” table
e ables isTe

group, a different one o transtornati on erenced within
t he accesseibnt fansfenardton tabteciys oupss Aecondbag b atmesghhhcaspect of

the present inventio there is ovi ded a data encryptiqn system for
per f or nthg S%ficr y%‘f’i gfrﬁedeBPWE?FonCPj!of Cﬁcg?v Wi aPﬁF@F%Egr %ae?ﬁgdsugfl ng
transf onamddaedainsishi off thansbondsmdhigaiditngsmfe the given

pl ai n/ ci pher text, conprising:. a nenory for storing an encryption program
i ncl udi ng t he AFRKSEHPNEC én tabihe $SPECtpPdgtaf PEREEH d@VER6E8Es0r

provi deghdvd hja GACRA JBIML Y dathOler@A8eHL LAY NG LNCEYPL KRR rBLAGHEM a
walting tine determ nati on section for determni ng a walting tine; a

encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given plain/cipher text, comprising: a memory for storing an
encryption program including the transformation tables; a
program-controlled processor provided with a cache memory,
for executing the encryption program; and an adjusting
section for adjusting a number of cache misses in such a
direction that the number of cache misses increases to make
it uniform for any plain/cipher text, wherein the adjusting
section comprises a cache-miss generating section for
generating a cache miss each time a cache hit on an entry of

a transformation table occurs for encryption/decryption.
According to a seventh aspect of the present
invention, there 1is provided a data encryption system for
performing encryption/decryption of a given plain/cipher
text using transformation tables which transforms bit
strings of the given plain/cipher text, comprising: a memory
_for storing an encryption program including the

transformation tables; a program-controlled processor

provided with a cache memory, for executing the encryption

. program; and an adjusting section for adjusting a number of
' cache misses in such a direction that the number of cache

misses increases to make it uniform for any plain/cipher




timer for measuring an actual encryption/decryption tine HQiarchP8opi ven

pl ai n/ ci pher text; a tinme extension section for extending an
encryption/decryption tinme for the given plain/cipher text by the waiting
time when the actual encryption/decryption tinme is shorter than a
predeterm ned set tinme. The cache-m ss generating section may include: a
count nmanagenent table containing a plurality of managenent entries each
corresponding to the entries of eachsptransformation table, each of the
managenent entries indicating a nunber of tinmes a corresponding entry of
the transformation table has been referenced; and a cache-m ss generating

sectiongff, gemerat hna Cé&?@sﬂrﬁf a.pHher j0f-128.Margh 2004 13c times

which is equal to a nunber of cache hits for the transformation table,
wher ei ntraeshereriof chahbehi gsoie  obh&krmnednpaséd drramsfagaasivnentri es

havi ng 2,600t pYOIHG Shmodlohedfts?:  JheccaChe I 3% gener gLl ng gegti on may
generatée a cache sseachtime &' count “val de of & managenent entry
exceedi ng Yeifsrencednmentetue26fdar ah 260°4 ypltd ofilfeletrgnsion netrbenrstabl e may

b t ted. t f.or.mgt . tabl e _which i [ Ly identified f th
{1 anst ot G "PBI S0 ABREHAIR. O <hhot REFoLRE. EAFOetcle CPARFORfaLi on

tabl e exhibitranaroieadioh im@leasyigip N bheli fuer odnoperatimn gntries as
a length of encryption tinme beconmes _|onger. As a sinplified nmethaod, the
targetearansform tion tables 1is referericed within the accessed
transformation table group.
According to an eighth aspect of the present invention,
there is provided a data encryption system for performing
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given plain/cipher text, comprising: a memory for storing an
encryption program including the transformation tables; a
program-contrclled processor provided with a cache memory,
for executing the encryption program; a waiting time
determination section for determining a waiting time; a
timer for measuring an actual encryption/decryption time for
the given plain/cipher text; a time extension section for
extending an encryption/decryption time for the given
plain/cipher text by the waiting time when the actual
encryption/decryption time is shorter than a .predetermined
set time.
The cache-miss generating section may include: a count

management table containing a plurality of management

entries each corresponding to the entries of each

transformation table, each of the management entries

indicating a number of times a corresponding entry of  the
transformation table has been referenced; and a cache-miss

. generating section for generating a cache miss a number of




transformation table may be identified by calculating a uge.fat@eef a
nunber of operation entries to a total nunber of entries for each of the
transformation tables and selecting a transformation table having a
smaller use rate as the targeted transformation table. According to a
ninth aspect of the present invention, there is provided a data encryption
programinstructing a cache- equipped conputer to perform
encryption/decryption of a given phakn/cipher text using transfornmation
tables which transforns bit strings of the given plain/cipher text, the
program conprising the steps of: when preloading a plurality of
transfornmation tables into the cache nenory for performng
encryption/decryption, preloading a targeted transformation table which is
nmore |ikéhgst o'hidehat faclkadalanongat heunbvans bér netdton habbesfcaf t ehet he ot her
transfo ' be r.el ogded; d adjusting _a,.nunmb of cache
m sses %%g%%gg¥%$g%$§d@$¥g%éf%Bﬁg ﬁgn%gﬁ%l%&ﬂgﬁﬁaégtgaﬁgﬁelFﬁgsnﬁ%ber of
cache nossesnedi hasen far emaggueaitn/cgitpfiers hextngAecaevdhhgvadua d€nth

aspect o he present invention, there is provided a data encyryption

oy bor anfF niPRaRt frgrbe OB S e S CEooReRrg, HEncrate s

encrypt cashgeanypt idtiof tirfe ghvVelbuttal PALhPNEE tLXhantsddigerit agsteymati on
tables which_ transforms bit strings of the given plain/cipher text,

wher ei ne¥FReLRPUL erS i1QFESPPE8E- Wi th a cache menory, 26 March 2007 14a
wherein data stored in the cache nenory is provided with priority, wherein
data with higher priority is renoved | ater




fromthe cache nenory, the program conprising the steps ofgnaMA007
preloading a plurality of transformation tables into the cache nenory for
perform ng encryption/decryption, preloading a targeted transformtion
table which is nore likely to be attacked, wherein higher priority is
assigned to the targeted transformation table conpared with the other
transformati on tables; and adjusting a nunber of cache m sses on the
targeted transformation table so as {§ nmake the number of cache m sses
uniformfor any plain/cipher text. According to an el eventh aspect of the
present ‘invention, there is provided a data encryption program

| nstructing & gaches gQUF PRRS CHIPUT o1 0 PERLOTM HENCT YPLT QL AREEYP! i on of
a given plain/cipher text using transformation tables whic ransfornms bit
st ri ngstodnsherngfiien fpkalia/Wwiipteris extevishesrlel rideadh fofdt Heotmr &hsf or nat i on
tables eonfakns, s predetsnyined Durher,of ent i es,. L he, pr odram.egmpr i sing
the steps of: preparing a nanagegen PablPe cOn aining a pIurgﬁlﬁy of
managenmenanefibrmesi @actabor eeEpbnds ng trdne @t theseofimachnt ahget ed
transforng%ion tabl e, . each of which indiiates whet her a correspondi ng

entry BRPRE PFafbPEAEPT o EABFS Hss DetPdsedOf oPRFEVPEL AR ngime

encryptbesbaesr ypbhesh:. | oadi ng unusedienthi egeholihe theanshegeation table
into the cache nenory by referencing.. the managenent table; and adjusting a
nunber bFeR&EHEH XHestablf Jigh Bedifeeti Bhed nay EALCHLABERI of HABhe i sses

I ncreasggté 0o Fake iRl I3 MyOa @, RIAIAYG Bher, texta) ArGRELENgrt 0 a
twel fth aspect of the present invention, there is provided a data

encrypt?@hr%@%gf@h1ﬁﬁ@brgétﬁhg aransformation tables and selecting

a transformation table having a smaller use rate as the
targeted transformation table.

According to a ninth aspect of the present invention,
there 1is provided a data encryption program instructing a
cache- equipped computer to perform encryption/decryption of
a given plain/cipher text using transformation tables which
transforms bit strings of the given plain/cipher text, the
program comprising the steps of: when preloading a plurality
of transformation tables into the <cache memory for
performing encryption/decryption, ©prelocading a targeted
transformation table which is more likely to be attacked
among ~ the transformation tables after the other
transformation tables have been preloaded; and adjusting a
number of cache misses on the targeted transformation table
so as to make the number of cache misses uniform for any
plain/cipher text.

' According to a tenth aspect of the present invention,
there is provided a data encryption program instructing a
cache~equipped compUter to perform encryption/decryption of
a given plain/cipher text using transformation tables which
transforms bit strings of the given plain/ciphgr text,

wherein the computer is provided with a cache memory,




~,1 26 March 2007 14b cache-equi pped conputer to perfor Mg narch 2007
encryption/decryption of a given plain/cipher text using transformation
"tables which transforns bit strings of the given plain/cipher text,
wherein each of the transformation tables contains a predeterm ned nunber
of entries, the programconprising the steps of: preparing a nmanagenent
table containing a plurality of managenent entries each corresponding to
the entries of each transformationiuabl e, each of which indicates whether
a corresponding entry of the transfornmation table has been used for
perform ng encryption/decryption; generating a cache m ss a nunber of

times whhebeis egual 10oRedli Eher&{gcecgﬁéﬂe%@mér?u%r gtm s@blggntries
and a nunber of used entries of the transformation table by referencing

t he manR§edehtyt abherelinndata)with Nyl ehawuneiowft e deher aficyeds latetrhe
targete r far i | e . __of he -.m sses
uniforn? 8& gﬁ% %Fg?%/%%p%g 'tégg.%%8§%?g?§§m%%§39#HPﬁbgeﬁF%ggs%gét of the
pr esent whenvemeloadinher® pdupndvidedfa tadmsdnoratpidrontpbbdgs adnto

instructjing a_cache-equipped. conputer to perform encr i on/ decryption of
0 gi ventBrai APETEher TREY usi Ty RTEHRTORRt | S THOr S AR BRe of e bi t
stringspeélbbeingi wentplraénédi phiehsirexhatWoar etdbleacknetnt hes t mamsf or mati on
t abl es ogtfins a_predet erm ned nunber of entries, the program conprising
t he steié BtY pPelsr i Hgrarkeslint Whewiidy MRt ek aBF &C0EbhY ailfi RFSa9prdral ity of

managenesl the targeted transformation table compared with the other
transformation tables; and adjusting a number of cache
misses on the targeted transformation table so as to make
the number of cache misses uniform for any plain/cipher
text.

According to an eleventh aspect of the present
invention, there is provided a data encryption program
instructing a cache-equipped computer to perform

- encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given plain/cipher text, wherein each of the transformation
tables contains a predetermined number of entries, the
program comprising the steps of: preparing a management

‘table containing a plurality of management entries each

corresponding to the entries of eachrtargeted transformation

table, each of which indicates whether a corresponding entry

- of the transformation table has been used for performing
“encryption/decryption; lcading unused entries of the

transformation table into the cache memory by referencing

the management table; and adjusting a number of cache misses
in such a directipn that the number of cache misses
increases to make it uniform for any plain/cipher text.

o According to a twelfth aspect of the present invention,

7there is provided a data encryption'program instructing a




entries each corresponding to the entries of each transfgryattogytabl e,
each of the managenent entries indicating a nunber of cache hits for a
corresponding entry of the transformation table; generating a cache mss a
nunber of tinmes which is equal to a nunber of cache hits 26 March 2007 14c
obt ai ned based on managenent entries of the count managenment table; and '
adj usting a nunber of cache msses in such a direction that the nunber of
cache m sses increases to make it wmhformfor any plain/cipher text.
According to a fourteenth aspect of the present invention, there is

provi ded a data encryption program instructing a cache-equi pped conputer

to perf £ i pn gﬁﬁr i fo r& @Y &h ¥\ tRosl/RBEE L €XSn UsiENg
t ransf o?%rg?tl? oﬂ&%%%éecg ; I c]}}lty%)}‘r aggf g}rer%; Obi t str iy%'gs Oo t heyg)gi v%r)
pl ai n/ cephéreneptlainfeipharesehtohsihg ttransformation tehbeeswbéghai ns a

predet ep o peg, puioer; of gntires, thethBrogiﬁlg%COn {45/ 0grkhe skeps of:

generatrrng a cache mss each ting a cach an ‘entry of a

transf ownateim tabte o€cuthef ontrenstyptaohbdeckypliesn; candaadgusti ng a
nunber of cache.q%;ses in SUﬁh a directiﬁn t hat _t he nunber . of %iéhe

m sses PhETeESEL 1Y nRWEPTE Ohi PBFRIFDr ARY PFEPARE SREPTIPERY. “Afcording
to a fibtegst ho@spegre@fartifg preesefdnadgdivait | obablder eohsaiiongded a data
encryption program_instructing a cache equi pped conputer to perform

encr ypt PORFeeLrY pefo e Eefinfene P at 7 cPARBr IXESHEMNG9t ridhst8Fmat i on

tabl es whiehedr apsf or®nbi te S{d MP%@fichhe table, each of which
indicates whether a corresponding entry of the
transformation table has been used for performing
encryption/decryption; generating a cache miss a number of
times which is equal to a difference between a number of
usable entries and a number of used entries o©of the
transformation table by referencing the management table;
and adjusting a number of cache misses on the targeted
transformation table so as to make the number of cache
misses uniform for any plain/cipher text.

According to a thirteenth aspect of the present
invention, there 1is provided a data encryption program
instructing a cache-equipped computer to perform
encryption/decryption of a given plain/cipher text wusing

transformation tables which transforms bit strings of the

given plain/cipher text, wherein each of the transformation
tables contains a predetermined number of entries, the
program comprising the steps of: preparing a count
‘management table containing a plurality of management

entries each corresponding to the entries of each

transformation table, each of - the management entries
indicating a number of cache hits for a corresponding entry

of the transformation table; g¢generating a cache miss a

number ‘of times which is equal to a number of cache hits




gi ven plain/cipher text, the program conprising the stepSgghrchogpari ng at

| east one transfornatlon table group containing N transformation tables
havi ng sane contents, wherein a transformation table is referenced N tines

for an encryption/decryption process of a single plain/cipher text; and

adj usting a nunber of cache msses in such a direction that the nunber of
cache m sses increases to nake it uniform for any plain/cipher text by
referencing a different one of thejlN-transformation tables each tine
accessing the Y 26 March 2007 14d transformation table group. According to

a sixteenth aspect of the present invention, there is provided a data -

encryptj %Q{é@rﬁg ed BH TG 'g%%e%tc%% 1%9“ Ep%ﬂeC%HHEehaBQ %ifn?rm

encrypti ecryption of a gi'ven plain her text using ormation
t abl es Wity t radsfaa s tiing settrmrmg@eaf d?fle caghee muis saisn/ cnptmxcft ext,

wherein,e of t.he tr nsf or t|on tab es_contain r edet er d nunber
of entr| e]gecntjhon progrteahn? c%‘?trpr@gﬁ Si ng the %tré‘ibgs‘%‘%l Ige %Qsh?% 11rifg lg}ﬂ\g\gl ting
time;, neasuifidgn dvrachyablebnayypbhen/ tectyption time for the given

pl ai n/ ci pher text extendi ng apn encrypt.ion/ dech/ptlﬁn t] e for the gi ven
act

pl ai n/ ci pher®* G t H® weff t i HgHEF 'ivthena?Fﬁeec al the presen

encr ypt i gpddecdny,pt itk rkl Mesi SpsbeLled thamaa predespribRedpselrane.
According to a seventeenth aspect of the present invention, there is

provi debRet it Neher vt | oF2FBENBEVEBPEper [CORELHG Tencriydt | oRPBEEFYpti on of
a gi venopl A GiPRRlcryption of a given plain/cipher text using

transformation tables which transforms bit strings of the
given plain/cipher text, wherein each of the transformation
tables contains a predetermined number of entries, the

' program comprising the steps of: generating a cache miss
each time a cache hit on an entry of a transformation table
occurs for encryption/decryption; and adjusting a number of
cache misses in such a direction that the number of cache
misses increases to make it uniform for any plain/cipher
text.

According to a fifteenth aspect o©of the present
invention, there 1is provided a data encryption program
instructing a cache equipped computer to perform
encryption/decryption of a given plain/cipher text using

transformation tables which transforms bit strings of the

given plain/cipher text, the program comprising the steps
of: preparing at least one transformation table group
containing N transformation tables having same contents,
‘wherein a transformation table is referenced N times for an
encryption/decryption process of a single plain/cipher text;
and adjusting a number of cache misses in such a direction
"that the number of cache misses increases to make it uniform
for -any plain/cipher text by.referencing a different one of

the N transformation tables " each time accessing the




text using transformation tables which transfornms bit styd paschafoothe gi ven
pl ai n/ ci pher text, the nmethod conprising the steps of: when preloading a
plurality of transformation tables into the cache nenory for performng
encryption/decryption, preloading a targeted transformation table which is
nore likely to be attacked anong the transformation tables after the other
transfornmati on tables have been prel oaded; and adjusting a nunber of cache
m sses on the targeted transformati orm4dabl e so as to nake the nunber of
cache m sses uniformfor any plain/cipher text. According to an ei ghteenth
aspect of the present invention, there is provided a data encryption

met hod teknspertf i6M g BNG W@/ decryption of a given plain/cipher text
using transformation tables which transforns bit 26 March 2007 14e strings

of the gi ven*PFAFHIG phEP t éxt SWHEEW t RSRstputef  thepr ovicgeatwi th a
cache MeABEN:idher ainkdat § St o8¢ iliRgt g  gache é‘f?éwlyti'?% provisded wth

priority, wherein data with higher priority is renoved later fromthe
cache neRBEyUCEhey method @oHprissiuigpede stepepwfer whehopr elreadiomy a

plurality QN bl es j. th h pory_ f.or r.formng
encr ypt%oﬁf%%%@%@%%ﬂ%ﬁlgﬁoa ?ngga %lg;reglet ggagﬁ?gﬁ}g?%m e|xotn tuggﬁg which is
nor e | i keaysforrretigirt atkletles whercd ntiagherrnpr | bitt wHrd ngssi ghedhto t he

2ot Lhanstor UL er, (aBLe, CoTERLEd LA e Siher L anstanuation
transfotamtéon datlamo as peemekerhbgeaunbaibdf sACh&UAiIsseS wAkform for
any plaﬁgégéxgeéoég¥$éing the steps of: determining a waiting time;
measuring an actual encryption/decryption time for the given
plain/cipher text; extending an encryption/decryption time
for the given plain/cipher text by the waiting time when the
actual encryption/decryption time is shorter than o a
predetermined set time.

According to a seventeenth aspect of the present
invention, there is provided a data encryption method for
performing encryption/decryption of a given plain/cipher
text using transformation tables which transforms bit
strings of the given plain/cipher text,  the method
comprising the steps of: when preloading a plurality of
transformation tables ‘into the cache memory for performing
encryption/decryption, preloading a Itargeted transformation
table which is more 1likely to be attacked among the
transformation tables after the other transformation tables
have been preloaded; and adjusting a number of cache misses
on the targeted transformation table so as to .make the
number of cache misses uniform for any plain/cipher text.

According. to an eighteenth aspect of the present
invention, there is provided a data encryption method for
performing encryption/decryption of a given plain/cipher

text wusing transformation tables which transforms bit




According to a nineteenth aspect of the present inventiognlRERB0T S
provided a data encryption nethod instructing a cache-equipped conputer to
~perform encryption/decryption of a given plain/cipher text using
transformati on tabl es which transforns bit strings of the given

pl ai n/ ci pher text, wherein each of the transformation tables contains a
predeterm ned nunber of entries, the nethod conprising the steps of:
preparing a managenent table contaijping a plurality of nmanagement entries
.each corresponding to the entries of each transformation table, each of
whi ch indicates mhether a correspondi ng entry of the transformation table

has beepcuged: ToF perlrILNg,. SngraRblan desryphi g | 0adl ngpupused entries

of the SJ%ran T or e cac enory eren I'ng the
manageneat ptabl @ed andtiadpustichg aemunperwbéreanhéahassésrednlsuthea

direction that the nunber of sses i.ncreases t.o ke it.uniformfor
any pla?%?%?pﬁﬁpofgxﬁisZ%rﬂ%&%%fob PR di %%%Qa ht'&tH aspect

of the pIgs@ntpridVEnyi 08, réMevedi sapépVvided 8hdatacRachygpbion mREhod
instructing a cache- eqU|p€ed conputer to perform encryptlon/di réption of
a gi ven gl epppet skt TR ﬁaep%raﬁsfabﬁﬁt PERLIPEBIRE” fhiPcHTRLAREf or ms bi t

stringsypf thensgb¥RAtRLAI NGiABEr tHxlo WBREEl eRAEh Ohedd®, trapsf ormati on
tabl es contains a predeterm ned nunber of entries, the nethod conprising

the st epsr&FrminEparnAYRL HemAQRITBMT 1o08bl e PEOMadiHIhg a pltararFey of
”a”age”PPénsef%Ma‘%%] gaacl:‘abfg”;«%ieﬁncksngmwet HeeRLr &S BE &3¢Hcked,

transfornation
wherein higher priority is assigned to the targeted

transformation table compared with the other transformation
" tables; and adjusting a number of cache misses on the
targeted transformation table so as to make the number of
cache misses uniform for any plain/cipher text.
‘According to a nineteenth aspect of the present
" invention,  there 1is provided a data encryption method
instructing a cache-equipped computer to perform
encryption/decryption of a given plain/cipher text using
~transformation tables which transforms bit strings of the
given plain/cipher text, wherein each of the transformation
tables contains a predetermined number of entries, the
method comprising thé steps of: preparing a management table
containing a plurality of manégement entries each
corresponding to the entries of each transformation table,
each of which indicates whether a cqrresponding entry of the
transformation table has been used for performing
encryption/decryption; loading unused entries of the’
transformation table into the cache memory by referencing
the management table; and adjusting a number of cache misses
in such a direction that the number of cache misses

- increases to make it uniform for any plain/cipher text.




each of which indicates whether a. corresponding entry ofsd Rrch 2007
transformati on table has been used for perform ng encryption/decryption;
generating a cache mss a nunber of tinmes which is equal to a difference
bet ween a nunber of wusable entries and a nunber of used entries of the
transformation table by referencing the managenent table; and adjusting a
nunber of cache msses in such a direction that the nunber of cache m sses
increases to make it uniform for anyspl ain/cipher text. According to a
twenty-first aspect of the present invention, there is provided a data
encryption nmethod instructing a cache-equipped conputer to perform

encryption/ dgeeyphiofn ofoa gi vendiaidiCi phatediext opsi pge t ransformation
t abl es which 'gransfrg('?ns ct;it strings of the gel ven % ai n?gi pher teext,
wher ei n1BEeRt &Pt hethermst bs napionidadblaes dont ai s yppriedet eewiboed nunber

of entrgggtrgggj-rnget hqd cpgg)cgﬂes_b rigﬁgdstepgo dedY eparing %ecr%%h

managenent ~ tabl'e” contai ning a ty of nagenent “éntriFes “eac
correspendrygtiontde-gnitrices of eaclyiweansbamdalcophéabltesxt eachingf t he
manage tries. indic nmber of _cache 26 March 2007 hits for

: ' . 14
a corrggg%ﬁgfﬁﬁmaeﬁ?ri/ BFgﬁ!ﬁggt‘”&&% of FRET DI 1Pl S§&i@95: i A &PEache niss

a nunbegioént pbresnwbighet stequal whereiheeaupber ahecache dhdrmaehbai ned
based on nagenent  entries of the count managenent table; and adjusting a
nunber bFPLEEhe"THISHEY i 1 s®ERIgTarTeBeflonM e t I nffBéreSef ¢8€he ni sses

i ncr eas@sth®d NBkBo+1s Y fofdn gi%psar!%f: %@ﬁyﬂn@q%r mafblgement table
' containing a plurality of management enftries each
corresponding to the entries of each transformation table,
reach of which indicates whether a corresponding entry of the
transformation table has been used for performing
'encryption/decryption; generating a cache miss a number of
times which is equal to a difference between a number of
usable entries and a number of wused entries of the
transformation table by referencing the management table;
and adjusting a number of cache misses in such a direction
that the number of cache misses increases to make it uniform

for any plain/cipher text.

According to a twenty-first aspect of the present
invention, there 1is provided a data encryption method
instructing a cache-equipped computer to perform
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the

- given plain/cipher text, wherein each of the transformation

tables contains a predetermined number of entries, the
method comprising the steps of: preparing a count management
table  containing a ~plurality of management entries each
corresponding to the entries of each transformation table,

each of the management entries indicating a number of cache




According to a twenty-second aspect of the present invenydppatfegre 1s
provi ded a data encryption nmethod instructing a cache-equl pped conputer to
perform encryption/decryption of a given plain/cipher text using
transformati on tabl es which transforns bit strings of the given

pl ai n/ ci pher text, wherein each of the transformation tables contains a
predeterm ned nunber of entries, the nethod conprising the steps of:
generating a cache mss each tinme a4gache hit on an entry of a
transformation table occurs for encryption/decryption; and adjusting a
nunber  of cache m sses in such a direction that the nunber of cache

M sses hiEEe@ses al @Jrakapbhdatilyf @nik Ol Famh P! @l HRReR 1 cheXlan1A¢cor di ng
to a twenty-third aspect of thé present invention, there is provided a
dat a en@fPPRFRBANFe® h6dChe nBLsacRi RgNhetachetégabppbdchodpueaiato tger f or m

encrypt ign/ dgghiypt i one of I v | ai I r usi.ng farnmation
t abl es which transfornscﬁ%¥g%t§?%§s ggéghggggi%%%&%lZ#ﬁ/é%%ﬁ%gﬁ?%it, t he
met hod evohpiesi mf t hdvest epsnbf :maprepesniing tableeaséndnead jwaisifray mat i on

table g ontai_ni N _transformation tabl es. havj S contents,
mhereinﬁgﬁg?gaﬁgfgﬁﬁggigﬁsFEEI&ﬁsf?%ﬁe?eﬁ%ﬁﬁcﬁf??ntggFoi gn HHPSL

encrypt o6n/ dechy ptnissgy odessealsed sitngl Rake ai 1 ciyrhiefordneXtfor amgyadj usti ng
a nunber . of ?ac e msses in such a direction 26 March 2007 14h that the
nunber BtItRCHFHTSE S ncreases to make it uniform for any plain/cipher

text by refexenstdichq@ @iof f gr eﬂhe@@ﬁ—&fcoﬁd"e a@pbb@nscﬁﬁr ne@d Ofﬂ)r%%@hﬁs each
time accessing the
. invention, there 1is provided a data encryption method
instructing a cache-equipped computer to perform
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given plain/cipher text, wherein each of the transformation
~tables contains a predetermined number of entries, the
method comprising the steps of: generating a cache miss each
| time a cache hit on an entry of a transformation table
occurs for encryption/decryption; and adjusting a number of
cache misses in such a direction that the number of cache
misses increases to make it uniform for any plain/cipher
text.

According to a twenty-third aspect of the present
invention, there is provided a data encryption method
instructing a cache-equipped computer to perform
encryption/decryption of a given plain/cipher text using
transformation tables which transforms bit strings of the
given-plain/cipher text, the method comprising the steps of:
preparing at least one transformation table group containing
N transformation tables having same contents, wherein a
transformation table is referenced N  times for an
encryption/decryption process of a single plain/cipher text;

and adjusting a number of cache misses in such a direction




transformati on table group. According to a twenty-fourth aspash b7t he
present invention, there is provided a data encryption nmethod instructing
a cache-equi pped conputer to perform encryption/decryption of a given

pl ai n/ ci pher text using transformation tables which transfornms bit strings
of the given plain/cipher text, wherein each of the transformation tables
contains a predeterm ned nunber of entries, the nethod conprising the
steps of: determining a waiting tinggn, nmeasuring an actual
encryption/decryption tinme for the given plain/cipher text; extending an
encryption/decryption time for the given plain/cipher text by the waiting

time whep,{hene %@&r&@ér SOET YRUH O LI Y B Q2 AlT® oS r3Rer L@l uhR2Bra

predetermned set tine. Also disclosed is a data encryption system
i ncl udi hgr aanpembaynf oipkeor tayt ahy enefgpehoingr aghaffenenudpng ohe

”a”.SfO AL Qn tt%%]n% oFAGH i B WRIEN (Gontal s %B@SdeBSEg}erg?O”HH’Qer of

entr|es whi ch i €s at east one” transformation up containing
N t r anst oamsf ¢om t itcablted lravirobgpsame cont ent s, mhereln a transformation

table is referenced N |nes for e |on/d cr i.on roce s of a
singl e pl ai M/ gte% a%y PO&J&?’F?MFFBSC& % sSOt° f BFeEXBEuUti ng the
encr ypt i %Pt O, amehend &L§aq.hﬁ3'vaYap| aped beinwmemttibe m@ﬁhydand t he
programcontrol | ed processor, wherein, each time accessing

tr ansf o RARETHH 1%bl e §r ouFERTEAPEPRAE onEBPUHRE N ??ansPSFﬁﬁFWon t abl es
i s refesgnepsh Wl hidethe iaecessed; 26 iMChp 2004 /cdfher text using

transformation tables which transforms bit strings of the
given plain/cipher text, wherein each of the transformation

" tables contains a predetermined number of entries, the
method comprising the steps of: determining a waiting time;
measuring an actual encryption/decryption time for the given
plain/cipher text; extending an encryption/decryption time
for the given plain/cipher text by the waiting time when the

- actual encryption/decryption time is shorter than a
predetermined set time.

Also disclosed is a data encryption system including a
memory for storing an encryption program including the
transformation tables each of which contains a predetermined
number of entries/ which ‘includes at least one
transformation table group containing N transformation
tables having same contents, wherein a transformation
takle is referenced N times forran encrypt ion/decrypt ion
process of a single plain/cipher text; a program-

‘controlled processor for executing the encryption program;
and a cache memory placed between the memory and the
program-controlled processor, wherein, each time accessing
the transformation table group, a different one of the N

transformation tables 1s referenced within the accessed




transformation table group. As described above, the nunbejq Rf:Ga%e M sses
for a transformation table may be nmade uniformfor any plain/cipher text,

“which 26 March 2007 15 causes encryption/decryption tine to be nade

substantially equal independently of the nunber of operation entries for
the transformation table. Accordingly, it may be very difficult to extract
plain texts used to determine a key differential, resulting in
difficulties in cryptanalysis. BRI EEiDESCRI PTION OF THE DRAW NGS Fi g. 1A
is a block diagram showi ng an exanple of a conventional encryption system

- Fig. 1B is a diagram showi ng a program architecture of the conventi onal

encrypt £ eRnsySERM i bk %eaifld Yr@dupchemati ¢ di agram showi ng an exanple of a
substitution table; Fig. 3 i's a schematic di agram showi ng a sinplified,

dat a randoni Zhgdeeetilrd f gpoexpl bhat honbef aicaciedeattiszsies dromptanal ysis
met hod; . Ei IS: & SC ic diagr shgwi;ng jnitiali-zed nt er

tabl e uggég?g ég‘lflg}%la %g"%%%. ffrgérl nti%ar% 4&%% g. |£§ﬁa Isf§ ematic di agram
showi ngpaainnaiplyer otesai ,nedhichunt er table to explain how to obtain the key
differential Ok; 26 March 2007 16 Fig. 5A is a diagram showi ng a data
random zi ng _




section of MSTYl; Fig. 5B is a diagram show ng the strucigigrfoohwnction
FLi in the data random zi ng section of MSTY1l; 5 Fig. 5Cis a diagram _
showi ng the structure of function FQ in the data random zing section of
M STY1; Fig. 5D is a diagram show ng the structure of function Flij in the :
data random zing section of MSTY1l; Fig. 6 is a graph show ng the
distribution of the 10 nunber of plain texts with respect to cipher tine
when a nunber of plain texts are encr%pt ed by MSTY1l; Fig. 7 is a diagram
showi ng the rel ationshi p between ci p r tinme and the nunber of operation
entries in substitution table S9; 15 Fig. 8 is a diagram show ng the

rel ati onshi p between cipher time and the nunber of operation entries in
substitution table S7; Fig. 9 is a flowhart showi ng an operation of

eXtVaPtifEbéh§§§ éHc ﬁ%l%nyaéE§yE§Y%Hgt§mQ'gB Bro%%gl'gﬁbst%gtEQQE the
substitution table S9°i s accessed about 48 tinmes 26 March 2007 17 dur| ng

ci pher prceess; iFidgpengAnicdyaoll sble d:ua@@am@hmeﬂrgtanneﬁ@rtgtpﬁsorforsys_tem
o Sy LRt SOaheaLLoL | e ARCEIRIha kN 8y " $erd08 15 2

di agram show ng r ogram arc ecture trypti on’sys cordi ng
to the fi rc‘s:tfmmmddl mtextfacg: plAin s taxbbonksedi agr asetshomimeg ankegcrypti on

SySten]aC%ffé%éyén%gaﬁ,Sggggftfggofgrﬁ?%ff%uf%?%spagsgr§ptanalysls
BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1A is a block diagram showing an example of a

conventional encryption system;

Fig. 1B is a diagram showing a program architecture

of the conventional encryption system;

Fig. 2 is a schematic diagram showing an example ©of a

substitution table;

Fig. 3 1is a schematic diagram showing a simplified,
data randomizing section for explanation of a cache-attack

cryptanalysis method;

Fig. 4A is a schematic diagram showing an initialized

counter table used to obtain a key differential Ak;

Fig. 4B 1is a schematic diagram showing a finally
- obtained counter table to explain how to obtain the key

differential Ak;




invention; 10 Fig. 11B is a di agram showi ng a progran1arqﬂ;M%%%ghg7 of the
encryption system according to the second enbodi nent; Fig. I's a

di agram showi ng an exanpl e of a use entry managenent table enployed in the
encryption system according to the sEcond enbodinent; 15 Fig. 12Ais a

bl ock” di agram showi ng an encryption system according to a third enbodi nent
of the present invention; Fig. 12B is a diagram show ng a program
architecture of the encryption systemaccording to the third enbodi nent;
20 Fig. 13A is a block diagram showi ng an encryption 26 March 2007 18
system according to a fourth enbodi ment of the present invention; Fig. 13B

is a di agram shb%i ng?fa prioglamEadhiactafiawingt ehe dafer ypansierdydnaem
according to.the f.o mbodiment; 5 Fig. 13C is a diagram show ng an
d.t046 Oénﬁ?§@H§

. exanpl e of “atdse hagenent table enployed in the encryption system

according to the fourth enbodi ment; Fig. 14A is a bl ock di agram show ng an
encryption systemaccording to a fifth enbodi nent of the present 10

invention; Fi FidABB sidf i aHarashenbRgng PrOJsaruatGREt 8¢t Widctionl the
-encryption system according to the fifth enbodinment; Fig. 15A is a block

di agr am Ehbwingthefiats exatdphiz bhgascenhtoypef dIsSyslem according to a
si xth enbodi nent of the 15 present invention;

5 Fig. 5C is a diagram showing the structure of function

FO1 in the data randomizing section of MISTY1;

"Fig. 5D is & diagram showing the structure of function

FIij in the data randomizing section of MISTY1;

Fig. 6 is a graph showing the distribution of the
10 number of plain texts with respect to cipher time when a

number of plain texts are encrypted by MISTY1;

7 Fig. 7 is a diagram showing the relationship between
cipher time and the number of operation entries in

substitution table §9;

15 : Fig. 8 is a diagram showing the relationship between
cipher time and the number of operation entries in

substitution table S87;

‘Fig. 9 1is a flowchart showing an .operation of
extracting a set of plain texts having a high probability

20 that the substitution table S9 is accessed about 48 times




Fig. 15B is a diagram show ng a program architecture szkﬂﬂa%hbﬁb 7 exanpl e
of the encryption systemaccording to the sixth enbodinent; Fig. 16Ais a
bl ock di agram showi ng a second exanple 20 of an encryption system
according to the sixth enbodi nent; 261Warch 2007 19 Fig. 16B is a diagram
showi ng a program architecture .of the second exanple of the encryption
system according to the sixth enbodinent; Fig. 17A is a bl ock diagram
showi-ng an encryption 5 systemaccording to a seventh enbodi ment of the
pr esent ¢4ﬁkﬂﬁ|QﬂPhqﬁgprQEH$ss a di agram showi ng a program architecture
of the encryption systemaccording to the seventh enbodinent; 10 Fig. 18A
is a block diagram showi ng an encryption systemaccording to an eighth

enbodi nent of pr |nv tlon 18B, i s.a di agram show n

progran1arch|t52§u fﬁﬁfjf%e encr %%%99bn§5886?8| t FAHI RS kﬁ%t]

- enbodi nenlystekd Bickorifg S8 b£005 gdiagr e p tem
according to a ninth enbgldl ment of %hée@pr%gﬂéﬁgﬂx\%%eﬁﬁ onnccr[élé 3510%9%}/‘155 a

dlagraw1$mmmmu}q@ program architecture of the encryption system according

to the ninth enbodinment; 20 Fig. 20A is.a bl ock di agram show ng an
encryption systemaccording to a tenth enbodi nent of the present -

5 Fig. 10B is a diagram showing a program architecture

of the encryption system according to the first embodiment;

Fig. 11A is a block diagram showing an encryption
. system according to & sedond embodiment of the present

invention;

10 Fig. 11B is a diagram showing a program architecture

of 'the encryption system according to the second embodiment;

Fig. 11C is a diagram showing an example of a use-
entry management table employed in the encryption system

according to the second embodiment;
15 - Fig. 12A is a block diagram showing an encryption
system according to a third embodiment of the present

invention;

Fig. 12B is a diagram showing a program architecture

of the encryption system-according to the third embodiment;

20 _ Fig. 13A is a block diagram showing an encryption




26 March 2007 20 invention; and Fig. 20Bis a diagran1shﬁwk%gmﬁgg§ogram
architecture of the encryption systemaccording to the ten enbodi nent .
DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS 5 First Enmbodi ment Referring to
Fig. 10A, an encryption systemaccordihg to --a first enbodi ment of the
present invention is conposed of a programcontrolled processor (here,

CPU) 1, a nenory (main nenory) 2 into which an encryption program3Ais 10
| oaded froma disk or the Iike, and a cache nenory 4. The cache nenory 4
is conneétédemo apeoTPiNd Uy a apr dosssdr bukodEmennpaosied the datrasknhes,

address Lines _and control lines and is connected to the nenory 2 by a
menory badBV8RELRPésed of data lines, address lines and control lines. 15
As known well, the cache nmenory 4 is a small-capacity nmenory allow ng

hi gh- speed access conpared with the main nenory 2. The cache nenory 4

stores the conteats198 ikl @UUENLy¥aRCERSReHM N FESRLY LPERLLoRsuRRd
addresses. Wien the CPU 1 issues a request for data or 1nstruction 20

t hr ough ¢hethbeoersspptbus Systbe sacbedimgoty 4hehesksth cenisedinidet her a
cache hit occurs. If a cache hit occurs, then the cache nenory 4 returns
the hit data to the CPU 1. If a caché m ss occurs, the cache nenory 4

reads a predeterm size of .data includjng the requested_data or ‘
instsucti on 26 fr gﬁg%oé‘? 3194 AgATh S R iR ﬁﬁrfx?g‘lpr]neou@ﬁ fhe'fenory bus
6 and StM#S, management table employed in the encryption system

according to the fourth embodiment;

TFig. 14A i3 d  Bleek diggram showing ah encryption
system according to a fifth embodiment of the present

10 invention;

Fig. 14B is a diagram showing a program architecture.

of ‘the encryption system according to the fifth embodiment;

Fig. 15A is a block diagram showing a first example of
an encryption system according to a sixth embodiment of the

15 present invention;

Fig. 15B is a diagram showing a program architecture
of the first example of the encryption system according to

the sixth embodiment;

'Fig. 16A is a block diagram showing a second example

.20 of an encryption system according to the sixth embodiment;




the predetermined size of data while transferring the regug ta or
instruction to the CPU 1. The predeterm ned size of data regﬁﬁgpgﬁ1the
main menory 2 is, 5 for exanple, 32 bytes or 128 bytes. The encryption
program 3A instructs the CPU 1 to pet¥forma symetric bl ock cipher such as-
DES or FEAL cipher using a transformation table to performbit-string
transformation. The structure and operation of the 10 encryption program 3A
will be described with reference to Fig. 108. It should be noted that a

maj or part of EhgrypéBoAs GpeddhiyeAmi Shich@ngubstapdbgpbhy agans tastilkat of
decryption operation, provided that the key generation and the data 15
transf or-@dt ithe isecond eeempdte orf oplee aenonyRk eopesy ot emwdaicaordiver & or der .
Therefore, hereipafter, encryption and decryption are denoted by
encryptiEhﬁd§&F§BtF@99déﬁﬁn5h input text is denoted by a plain/cipher

text. Referring to Fig. 10B, the encryption program 3A is 20 conposed of a
key generation section 303 and a data random zing section including an

i nput section 202, a7apresoad $ACHONG3Ldrad MG iAANS P BRI QR LI8at i On

304, and an output section 306. The data transformation section 304

per f & nesgabehi taddooniiugi ngoa subsivdritii opmballimeaectddHn b 3@xesehich is
conposed, of a predeterm ned nunber of substitution tables. 1) Targeted
substit utNBANEEBEE Anpng the substitution tables included in the 26 March
2007 22

Fig. 17B is a diagram showing a program architecture
of the encryption system according to the seventh

10 Fig. 18A is a block diagram showing an encryption
system according to an eighth embodiment of the present.

‘invention;

Fig. 18B is a diagram showing a program architecture

- of the encryption system according to the eighth embodiment;

A5 ' Fig. 19A is a block diégram showing an encryption
system according to a ninth embodiment of the present

- invention;

Fig. 19B is a diagram showing a program architecture

of the encryption system according to the ninth embodiment;

20 _ Fig. 20A is a block diagram showing an encryptiori

system according to a tenth emb'odi,n.lentl of the present




substitution table section 305, a substitution table mhic%ghd LSchpy | i kely
to be attacked (hereafter, a targeted substitution table) 1s previously
sel ected based on the cipher algorithmof the encryption program3A. In
the case 5 of M STYl as shown in Figs?05A-5D, the substitution table 59
shoul d be selected as the targeted substitution table because the nunber
of operation entries varies according to encryption tinme as shown in Fig.
7. In general, a targeted transformation table is a transformation table
exhi bi t i nigreerttOi drrerrehdof i ncreasing in the nunber -of operation entries
cording to encryption tinme. Alternatively, a sinple nethod for identifying
the targeted transformation table is to identify a transformation table

h I ' the total number of ref d.entr
(aperat ron " 15F5Arr P2B) S T nb BRE AN I or ScRPPREE A0 A R % g

108, when,d R LREIHRHHBAPEISREM Fhcokfiindl lked chad el dhRligRni0l)  the
i nput section 302 i nputs a“plaln/cipher text and perforns initial
pernmutation thereof. The prel oad section 311 | oads the targeted 20
substitution table into the cache nenory 4 before the data transformation
section 304. 2) Preloading schene The preload section 311 is an entry

| oadi ng neans % he_nunber of cache m sses to be made. 25
apprOX|nEF§F§Iga&8N P rTgﬁy BFEEHPEPpﬁ@POP§%FN3§ prel oading all or a part
of entries of the targeted substitution table into the cache nenory 4. For
exanple, preloading all entries of the targeted substitution table into

the eachei26tMefpbd2R84

Referring to Fig. 10A, an encryption system according

“to~a first embodiment of the present inverntion is composed
of a program-controlled processor (here, CPU} 1, a memory
(main memory) 2 into which an encryption program 3A 1is.

10 loaded from a disk or the like, and a cache memory 4. The
.cache memory 4 is connected to the CPU 1 by a processer bus
5 composed of data lines, address lines and control lines
and is connected to the memory 2 by a memory bus 6 composed
-0f data lines, address lines and control lines;

15 i As known well, the cache memory 4 is’ a small'—capacity
memory allowing high-speed access compared with the main
memory 2. The cache memory 4 stores the contents of
frequently accessed main memory locations and addresses.
When the CPU 1 issues a request for data or instruction

20 = through the processor bus 5, the caehe merhory 4 checks to
see whether a cache hit occurs. If a cache hit occurs, then
the cache memory 4 returns the hit data to the CPU 1. If a
cache miss occurs, the cache memory 4 reads a predetermined

size of data including the requested data or instruction




23 nenDry 4 is perfornmed once, which causes the cache hlt%ﬁ t he
targeted substitution table to becone 100% in other S, the cache m ss
rate for the targeted substitution table to becone zero. 5 The data
transformation section 304 repeatedl yzi perforns the basic transformtion of
m xi ng the plain/cipher text after initial-pernutation with extended keys
generated by the key generation section 303 by referencing the '
substitution table section 305. As described before, since 10 the targeted

substi t utfrem ttd embas RERHry 02ded riolghhe HAGheno FEMOLY 4 B¥dt e J¥er) oad
section 311, there is a high probability that accessing the targeted

substi t utthen toatsices t exaisees] t 136 zecc oif etz 20f v id&c hee raints.f efFari nex amgblee, when
all entries of the targeted 15 substitution table are preloaded into the
cache nefSAfested hedalrheChi t ipgtELLEAohe ﬁcar gebed EFFst ikuti on Thebl e

becones r words, _the cache m te for,the targeted
L PR et el A e (ST A ERS AT e it Bend PE%

substitution tan econes

substg t uFhbenkaklbas,ohepythan, Ehezgobg% geted substitution table is
substantial ly kept at a c¢onstant valu 8 any ci pher/deci pher text

exhibits the Tpprexicmimlivrsageogeaber 30f ¢agheustssesnaurdmg tiheto
encryption/decryption process, causing the tinme required for

encrypt i BAF egny pt isommes rie dpockxicimttelly sughal as 2BERceor BEAH| wipher s very
difficult to extract Ia|n texts, which are used to determ ne a key

di f f er entFaRI Ak ? hattHeRSTORBAEEPE onbabhet het @ ac MeXfOTE k eﬂypﬁéﬁanysu s,
res“|t'n9réﬂsf8£$§ﬁibx? defe@§|v S{g@gg&geagalﬁstégg%a %%QF at%ac

10 encryption program 3A will be described with reference to

It should be noted that a major part of encryption
operation is the substantially same as that of decryption
operation, provided that the key generation and the data

15 transformation in the decryption operation are performed in
inverse order. Therefore, hereinafter, encryption and
decryption are dencoted by encryption/decryption, and an-
input text is denoted by a plain/cipher text.

Referring to Flig. 10B,. the encryption program 3A is

20 composed of a key generatioh section 303 and a data
randomizing section including an input section 302, a
preload section 311, a‘data transformation section 304, and.
an- output section 306. The data transformation section 304
performs substitution using a substitution table section

25 305, which is composed of a predetermined number of
substitution tables. |
71) Targeted substitution table -

'Among ‘the  substitution tables included in the




26 March 2007 24 cryptanalysis. The data obtained by thg gaid 2007
transformation section 304 is subjected to inverse initial pernutation by

the. output section 306 to produce a finally obtained 5 cipher/plain text,
which is returned to the main progranf that called the encryption program
3A. In this way, the encryption process for a single plain/cipher text is,
termnated (step 307). 3) O her preloading schenes 10 In the
above-descri bed exanple, only the targeted transformation table which

exhi bi t s sabistdgtadn ferdassi sect hont BESnurbesulpst iper aeh ohabher iwbg ch
according to encryption tine 1s preloaded into the cache nenory 4.

However , - hemﬁﬁgse £kl v ehiPi oRSi s 2héEkeR t dBer63ERES rex @nplt@raetethe
cache 15 L .has ficient _capacit all substitution tabl of

t he subsf??g?ﬁﬁﬁéﬁg Ieg%%%%%oﬁiéo I§P§05F &BaﬁgéeFﬁ?é t%%se@acré ﬁg%nry 4,

In this eapReraa3dbstichit ben thablénd:Q,HR8 od §togith Coai s TRSkhbki kaky to be

attacked, 1s |oaded after other substitution tables have been | oaded into

t he Gachef2BIfeWdr ys4shdhe teabdagsi.ss5RkRan,t haesebbbictituitannt abbe et gobe

left is prevented fromrenoval fromthe cache 4 according to a sweep

al gori t hih8utA abel Repleebed Resenthy Usadpetatlgosbblini tAtiennatibdry, in

the case_of a cogﬁuter avin% a 25 function of provjidin lQrity to data
4

stored i n°tABSBachB. "UfieRbr § PQﬁHﬁR&?ﬁu%PQﬁ%?ﬁkﬁ%ﬁ%ﬁsngg%% §?gstPeaned
later,  Lherstast SHRSTALULLOON' 3R #s3104 d b, alLAEhef, Wit Rabhhea

- transformation table is a transformation table exhibiting a
10 trend of increasing in .the number of operation entries
S Taccording to encryptison time. " Alternatively, a ‘simple "
method for idenfifying the targeted transformation table is
to identify a transformation table having a small use ratio
of the total number of referenced entries (operation
15 entries} to the total number of entries.
As shown in Fig. 10B, when the encryption program 3A
is called and started (step 301), the input section 302
inputs a plain/cipher text and performs initial permutation
thereof. The preload section 311 loads the targetéd
20 substitutioﬁ table into the cache memory 4 before the data
transformation section 304.
2) Preloading scheme
The préload section 311 is an entry lqading means for
adjusting the number of cache misses to Dbe made
25 approximately equal for any plain/cipher text by preloading
all or a part of entries of the targeted substitution table
into the cache memory 4.  For example, preloading all-

entries oflthe targeted substitution table into -the cache




priority and be |oaded into the cache nenory 4. 26 March gpﬁgﬂmggoihe first
enbodi nent is directed to the symmetric key encryption such as DES, in
“which a section of referencing the substitution table section 305 is
provided within the data transformatimon section 304 in the encryption
program5 3A. Accordingly, the preload section 311 is located inmediately
before the data transformation section 304. As another prel oading scheng,
the preloading step of the preload section 311 may be perforned

i medi at eleyhoaft & thepestarheSt@PRS0Iwhidh t Bh$s€aSEhet BEchEN Bl tewBedi nent
can be 10 applied to the symetric key encryption in which not only the
dat a tr afsfrortiet tergsted sub304 thdtioal sebflketonpatomsed00én 3020&hdrt he key
generation section 303 can reference to the substitution table section

305. Fur MREFS t Hehpr ER6RGI il 3t epatsn Tr péhPorrelelicd SYRSHRERARPRY of

| ocati on Lt For exanple, the preloading step is perforned
innediatZFglgfkglggﬁgm gﬁrgtep 301 and i mredi ately before the data

transf or mat i onpisect it 5 304raﬁ%wﬁse%ﬁ idedSippssiRL th?%B%é&?' y call
a preloading programfor preloading the targeted or necessa 20

substutupemﬁotmblenenbasﬁbet@aﬁb50ﬁmaaiyn4obeh@kengathbnglaﬁh¢cepﬁéyption
program 3A. As descri bed before, the preload section 311 is capable of
adjustinEeKHeaﬁﬁﬁﬁeﬂﬂdﬁi@dcm@IWM§§§éqm)Mﬁ;hnﬁR$EQQ&do&¢MateEyeéqDaﬂ for
any p|aln/CI %ext bé greloadln 25 al | or a part of entries of the
targetedb¥ub ?tu $Hn FEBPEALiIfRO FRECLERheE3 %%nDPy 4reBeTeRALRTestBE t he

targetedsubstltutlon table section 305. As described before, since
10 the targeted substitution table has been loaded in the cache
- memory 4 by the preload section 311, there is a high
probability that accessing the targeted substitution table

causes the occurrence of a cache hit.
For example, when all entries of the targeted
15 substitution table are preloaded into the cache memory 4,
the cache hit rate for the targeted substitution table
becomes 100%. In other words, the cache miss rate for the
targeted substitution table becomes zero. Since the cache
miss rate for the 'substitution tables other than the
20 targeted substitution table ié substantially kept at a
constant value C, any cipher/decipher text exhibits the
approximately same number of céche misses during the
encryption/decryption process, causing the time required for
encryption/decryption to | be approximately equal.
‘-  25 Accordingly, it is very difficult to extract plain texts,
.which are used to determine a key differential Ak that is
therkeystone in the cache-attack cryptanalysis, resulting in

- effective defensive . measure . against the cache-attack




substitution table are not always preloaded into the cachg paREDIow74. For
exanpl e, about one half of the entries of the 26 March 2007 26 targeted

- substitution table may be prel oaded into the cache nenory 4. Such part

prel oading al so allows the nunber -of 24%cache misses to be nade approximately
equal to sonme extent for any plain/cipher text. 5 Second Enbodi nment
Referring to Fig. 11A an encryption systemaccording to a second

enbodi ment of the present invention is conposed of the sane hardware
conmponentsyasanhd ybisst enbodi ment: the CPU 1, the nenory 2, and the cache
menory 4, wherein an 10 encryption program 3B is |oaded into the nmenory 2.

Referring to FIRS %2ba wrtadm@ady dey ofhpr ohrtean BRAnNsfopmapbRed S6FTaORey
gener at i section 303 an data_ random zj ng,section includin i nput
Jectt on 3985758 RIS ot itk 2Bect Pohigba FHETUA TP S9ea BRt 1y
managenmept;+da+sectd on; 312, nuggd- adi ng 19R, 313 +aRdan

out put sect%on 306. 'ﬂgidafgn¥ra§§fo?ﬁ%%?gkgsed€ioﬁﬁ%%gﬁyberforns ©

substg t utipReugpngihha st yhakhon 4 abkeusael ot 888, mwhirchpirsgeamposed
of a predeterm ned nunber of substitution tables. 20 The used-entry
managenebhatectildrd3ltheisescaypimnagamerdrambBa.t o kan&de semay esthehi ch
have been actually wused in encryption/decryption process anong the entries
of . the®Reb¥Pt1oki ORTPSBFE sEBLi 0R 3GH-nIHe unlREY eHhsE | obeithg $8cti on

313 acceéggﬁi&r‘lgedZ%tlzggd?Ofﬂtri es whi ch have not been actually used in

3) Other preloading schemes

| 10 -In the above-described example, only the targeted
o transformation table wWhich exhibitg a trend of increasing in
the number of operation entries according to encryption time
is preloaded intoc the cache memory 4. However, the present
invention is not limited td this example. If the cache
15 memory 4 has a sufficient capacity, all substitution tables
of the substitution table section 305 are preloaded into the
cache memory 4. In thié case, a substitution table to be
left, which is most likely to be attacked, is loaded after
other substitution tables have been loaded into the cache
20. memory 4._ The reason is that the substitution table to be
left is prevented from removél from the cache 4 according to
a sweep algorithm such as LRU (Least Recently Used)

algorithm.
Alternatively, in the case of a computer having a
25 function of providing priority to data stored in the cache
memory 4, since data with higher priority is removed later,
the target substitution table should be attachéd with high

priority and be loaded into the cache memory 4.




encryption/decryption process anong the entries of the subgiabdnulohen table
section 305. A conbination of the used 26 March 2007 27 entry nmanagenent
section 312 and the unused-entry loading .section 313 provides a an entry
| oadi ng nmeans for adjusting the nunb2s of cache m sses to be nade
approximately equal for any plain/cipher text. Hereafter, the used-entry 5
managenent section 312 and the unused-entry | oading section 313 wll be
described in detail. Fig. 11C shows an exanpl e of the nanagenent table of

the used-entryrm@anagesentmseaineAt3d Jdiee fBORoeNERhet @ketirS PNV} ded
for each substitution table having a high 10 probability of attacks by the
cache- at eackyptypnamlglsi & ab8S, hash aghirehy ;endadteiorasofi awrfreaspanidigng
substitution table. Each entry of the managenent table is initialized to a
val ue i hBBcatubifitidtion tabkdt sgsddont 8he dsamravifiedfwithin the

encryptign/decgryption pracess. In, Fig. C. "uynused" is 15 denoted by a
symbol "8aé%e%fQﬁ§§?Eﬂ%Q#W}ys%?géonsd%é%i@Hti t%&ﬁﬁyﬂg%?ﬂggfqﬂr

probapi I bhy of AbkBtlisnbey, I eLALENGEE 18U NALAS ANCEYA! | 9 dagiahidon
process, a correspondi hg entry of “a correspondi ng nanagenent table iIs
changed immadyvatedyi beifeati vheoldatiésetrand foldkidil GedPionsedd . i s pdenot ed
by a synbol "0". In other words, the entry of the substitution table
correspopRiPhlgero ahedpading| apehewew t bheo" prelbhdingnagément afabltée s an

operation entry. Wen the substitution table section 305 is not 25
r ef er endREET AL hEeehd PYptildn/patr Bt PET foraees s iaijfer , after the

start step 301. 1In this case, the first embodiment can be
10 applied to the symmetric kéy encryption in which not only
“the data transformation section 304 but also the input
section 302 and the key generation section 303 can reference
to the substitution table section 305.
Further, the prelocading step can be performed at a
15 plurality of locations or timings. For example, the
preloading step is performed immediately after the star step
301 and immediately before the data transformation section
304. Furthermore, it is possible to separately call a
preloading program for prelocading the targeted or necessary
20 substitution table into the cache memory 4 before calling
the encryption program 3A. |
As described before, the preload section 311 is
capable of adjusting the number of cache misses to be made
'_ approximately equal for any plain/cipher text by preloading
25 all or a part of entries of the targeted.substitution table
into the cache memory 4. All entries of - the targeted.
substitution table are not always preloaded inﬁo the cache

memory 4. For -example, about one half of the entries of the




the unused-entry |oading section 313 references the manageipny, Jogb! e of
Fig. 11C to execute loading, that is, referencing and reading, all entries
“that have never been 26 March 2007 28 referenced, for each substitution
table having a high probability of at&acks. Assuning the substitution
table S9 of M STY1 as the substitution table having a high probability of
attacks, the 5 total nunber of entries in the substitution table S9 is
512, and the maxi mum nunber of operation entries operating in

encrypt i ¢rdetegbtsudrs tfidutd oni nglbd « endy ilse 48rePsadedcinbed thien daice 9,
attackers may clear the substitution table S9 before starting the
encrypt i B¥HFYgram 3B8USHd ReHdr ik loadinghahsa sildgvs pilg nnueker o
encrypte e maxi num nunber qf _cache.m sses for the substitution table
S5t 2P ag s s N ol eRRESKiREdYs it i RoPExE e

encrypt e¢or LR¢ phAk UM pHEbeL Qf cache m sses for the substitution table
SO is 1, which nmay not be developed. 15 In the case where the nunber of

cache nmisses is a maximum of 48, the number of operation entries is also
48 and therefore the unused-entry |oading section 313 reads 464 (= 512 -

48) eéntr onginEphpdipase, the nunber of cache nisses becones "a snal
certain value" because there are_20 left in the cache nmenory 4 many ot her

entries that riidterthebhdr el éPenddd S EHRE IQIbsTYFHEM 0ACCRBIPANYY aft er
hand, i.n.the,case__where the

nurber of° cacee e as SuBEELRERE ol ArF e Nt i o b erREPHRSEnt 11 e
.is al so dr ange AL ehOFr@uihe components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an

10 ericryption program 3B is loaded into the memory 2.

Referring to Fig. 11B, the encryption program 3B is
composed of a key generation section 303 and a data
randomizing section including an input section. 302, a data
transformation section 304 including a used-entry management

15 section 312, a unused-entry loading section 313, and an
output section 306. The data transformation section 304
performs substitution using the suﬁstitution table section
305, which is composed of a predetermined number of
substitution tables.

20 The used-entry management section 312 uses a
management table to manage entriés, which have been actually
used in-encryption/decryption process among the entries of
the substitution table section 305. |

- The unused-entry loading section 313 accesses and.
25> loads " entries which have not been actually used in
encryption/decryption process among the entries of the

substitution table section 305. A combination of the used-




25 unused-entry | oadi ng section 313 reads 511 (= 512 - 1)26ﬁ%ﬁ692®§ In this
case, the nunber of cache m sses becones ,a large certain value" %ecause
there are not left in the cache nmenory 4 many other entries that have
never been 26 March 2007 29 referenc@d in the substitution table S9 after
only one cache . m ss have occurred. Accordingly, the finally obtained
nunber of cache m sses becones 48 + "a small certain value" when the
nunber of cache msses is the maximumof 48, and 1 5 + "a large certain
val ue" weatriyhenanabenent ceacheéon SFEB iahd ttige MuALBYA-OHhtdy Wiehnpans
that the difference between them becones snmaller. This provides the

count er nE&SHAEON alfal Mo TiieTathen aehhck dopgiagaimgans Baseddgmsttiargsame
reason aghthe first enbodi nent as describhed before. 10 | n the above

descri ption, Y}L}{%b%uggg G SIS ohPy PSUBRES t BPPER*1BBFBLYhAAYY a hi gh
J gbabl lieby ohp Crﬂﬁ'a_i@lt/tc??ﬁe?r erkoaded | q{etﬁ?e%tfq%ll{se‘j't%%t ' %sle%a—%'n%grysecu on
r a ed o

p

313. - The unused entries all "substitution és may be lo0a

achi eve mbragbfichal AdERMNMEIP akry TPhe duEiBediaratyRebanl hgo sk thicgh:  12A,
an encryption systemaccording to a third enbodi ment of thé present

i nventi oAlBswidApbeedesoiribrd $manmdehardwar e conponents as the first

enbodi nent: the, CPU 1, the nenory 2, and the cache nenory 4, wherein an

20 encryption Pprdyr Akt 3ehrys| gaderrampbet BE rdrornamagaRsndy rialgleoofi g.
n tion 303

12B, th [ 3C i f [
e BB CR s PG e BT PBR F oFORRD dA2r nplhoLBRTaRnSDS, CAPu o

and a d
f | is provided for each substitution table having a high
10 probability of attacks by the cache-attack cryptanalysis and
“'has as many entfiééméé'3“bbffééﬁ&ﬁdihgmSﬁbétifutiéh table.
Each entry of the management table is initialized to a value
indicating that it is not wused at the start time of
encryption/decryption process. In Fig. 11C, “unused” is
15  denoted by a symbol “OI”.. Every time an entry of a
substitution table having a high probability of attacks is
referenced during the encryption/decryption process, a
corresponding entry of a corresponding management table is
changed to a value indicative of “used”. In Fig. 11C,
20 Tused” is denotedrby a symbol‘“o”. In other words, the
entry of the substitution table corresponding to an entry
labeled with “o” in the management table is an operation
entry.
When the substitution table section 305 is not
25 referenced in the encryption/decryption process any ionger,
the unused-entry loading section 313 references the

management table of Fig. 11C to execute loading, that is,

referencing and reading, all entries that have never been




transformati on section 304 including a used-entry nmanage tion
312, a cache-m ss generation section 314, and an outputmgg%%$%%E@86. The
~data transformation section 304 perfornms substitution using the
substitution table section 26 March 2807 30 305, which is conposed of a
predet erm ned nunber of substitution tables. The used-entry managenent
section 312 uses a nanagenent table to nmanage entries, which have been
actually 5 used in encryption/decryption process anong the entries of the
subst i t uredsreslsied, sedoitoneddb. Fhbstathé-iminss tgédrer abagingect omighy

gener at es aE ngn¥ cache nis;gs as a difference between the maxi num nunber
of usabl BTEREPEES NGt RETAGHKBer of actually used entries in 10 a

encrypti onl deck yiih o, PLACeSS A GO At LoR ol ddhegusgflorentrys ggpagenent

section 312 an cache-mss generati Section 47 provides  a

cache-m gapadiusting #BBNE hevingdhURLLRIpHRSBUTREY, SfF gachexd, ssee to be
made approxi mately equal for any plain/cipher text” Hereafter, 15 the

used-fent tytahnagabent ofeehtohe312nantet Babeadhetibas tapdaesat hen 54€G¢t i on
314 will be described in detail. The managenent table of the used-entry
managenmedfd &8 | Baxdnunaqunbegy | 9Ed AR rtel gmeentirges1etat broviided for

h bstitut] tgbl e havi hi gh, babi | it f 20 attacks hy th
cache- at TACKVRF Y BRATRPS AP E AT A 3L HARG CEEr 185%85 abEoRFESHONGHng

fg?:ﬁietngieﬂaoﬁi]bﬁﬁgﬁ e\r%‘j:%c‘icﬁ%s 3&!@?% Egko%ﬁ@b's%bﬁﬁ‘i%iﬁ@oﬁo%% &059
ypt i on/ decryption process any [onger, e cache-m ss
before starting the encryption program 3B and therefore,
10 when a single plain text is encrypted, the maximum numbexr of
- cache misses fbr“the'substitution“tablé”sg is 48 It is~
further assumed that, when a single plain text is encrypted,
the minimum number of cache misses for the substitution
table S92 is 1, which may not be developed.
15 In the case where the number of cache misses is a
maximum of 48, the number of operation entries is also 48
and therefore the unused-entry loading section 313 reads 464
(= 512 - 48) entries. In this case, the number of cache
misses becomes “a small certain value” because there are
20 left 1in the cache memory 4 many other entries that have
never been referenéed in the substitution table S9 after 48
.cache misses have occurred. On the other hand, in the case
- where the number of cache misses is a minimum of 1, the
‘number of operation entries is also 1 and therefore the
25 unused-entry loading section 313 reads 511 (5 512 - 1)
entriés. In this case, the number of cache misses becomes

“a large certain value” because there are not-left in the

cache memory3-4 many other entries that -have never been




generation section 314 ref erences the managenent table széﬁlﬁfdh‘ltooilc to
cal cul ate an adjusting value that is a difference betwee e nmaxi num
nunber of usable entries and the nunber of actually used entries for each
substitution table having a high protmbility of attacks. Thereafter, the
26 March 2007 31 cache-m ss generation section 314 generates as nmany cache
m sses as the adjusting value. Such cache-m ss generation can be perforned
by, for exanple, issuing a read request to the nmenory 2 at intervals of a
time periredegudled drothe Isukger thitdont e dal s Bizedhainliys gy mddrd to be
witten into the cache 4 at a tine. As in the case of the first

enbodi meMisscohgivder otherredbst i tAccordimdgle, SOtlhé MSTMIlwms diimined

substitutio tabl e haV| ng, a hi gﬁa probability of attacks, having 512
entries P JPeTIRT REENTIeT 88 As aewail&e&qrﬁamng Vaelue

attacker g, nay %I e%u{i@ ?E)L}Il[)sééllé uegln?f tabl e Sglg?ﬁfg%%gg@.t ?frft é;%g the

encryption program et el ore,

encrypt eq, “hhe ;Fg¥i @@@t@&ﬁb%m@"caﬁ@% t%S%%%Heqr &éﬁ%a%msndltslgésoqst abl e
S9 is 48. It is further 15 assunmed that, when a single plain text is

encr ypt edhet heinimun nadn aynbearidf meshe mhasestHor dili€eegshati dtwet abl e
S9 is 1. In the case where the nunber of cache msses is a naxi mum of 48,
t he numbEhesf IE)?E‘?I%\% oterthdres i sThiso Mgovideandhdecsote miea segache- ni ss

_ generatlon sec 314 calculates the adjusting value of 0 (= 48 - 48).
Ther ef or 892 eFasgsﬁé‘tﬁia§i‘ |%r3G%1ﬁ%‘? at ¥t s oPaIRd oPRertMandamen

reason as the first embodiment as described before.
10 In the above description, the unused entries for only
substitution tables having a high probability of cache-
attack are loaded in the unused-entry loading section 313.
The unused entrieé for all substitution tables may be loaded

to achieve the similar advantages.

15 Third Embodiment

Referring to Fig. i2A, an encryption system according
to a third embodiment of the present invention is composed
of the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an

20 encryption program 3C is loaded into the memory 2.

Referring to Fig. 12B, the encryption program 3C is
cémposed of a key generation section 303 and a data
randomizing section including an input section 302, a data
transformation section 304 including a used-entry manageﬁent

- 25 section 312, a cache-miss géneration section 314, and aﬁ
| output section 306. The data transformation section_304

performs substitution using the substitution table section




the case where the nunber of cache misses is a mninum of ydyr Liheygunber of
operation entries is also 1. Therefore the 25 cache-m ss generation section
314 calcul ates the adjusting value of 47 (= 48 - 1) and generates a cache
mss 47 times, resulting in the finaP?y obtained nunber of cache ni sses,
being 48 (=1 + 47) In this manner, the nunber of cache 26 March 2007 32
m sses is made uniform This provides the effective counterneasure agai nst

the cache-attack cryptanal ysis based on the sane reason as the first
enbodi metP%as dEskGh bells bepBPesed | aft he atreslaleywringd omunlter caehe- ni ss

generatiqn.is .. per.for for only substitution tables having a high
pr obabi | istuy%fltélaclﬁél-aai%&qﬁ‘ The cache-m ss generation nmay be perforned

for all substithliondablesety aGhitupddls SidUdAGAdvaIbages, 40 Fpurth
i g. 13 i 0 a

Enbodi ment Referring to Fi A, an encryption system according t

fourth emaadigemehtoftale AfesfiMadan\e@Rid iy, | SACiPasakk ved NecBELy
har dwar e conponents as the first enbodinent: the CPU 1, the nenory 2, and

t he cachessdnony dncuwpeteon/dacriptiocr priices spragsmegn 8hei enltadded dfmt o t he
menory 2, Referring to Fig. 13B, the encryption program 3D is conposed of
a key gehBFafPBAtiEuticn %@‘@lénée&télé?ﬁlamﬁandom zi ng section including an
i nput section 302, Cacat_arnis'fransforn%tii on sec on 304 including a _
used-entry nanagener?t% Sttt i IN"818 - 8 "calREXAPEs %ﬁer%efrf%lf'ﬁtg%%t i%h 316,
and an QahPubasret 98s3Q6 5 sThe gdata P hhaRS HAHIREOR 13e GlA R0 humbe r
 of usable entries and the number of actually used entries in
10 a encryption/decryption process. A combination of the used-
"entry” management section 312 and’ the caché-miss generation
section 314 provides 'a cache—-misé adjusting means for
adjusting the number of cache misses to be made
approximatély equal for any plain/cipher text. Hereafter,
15 the -wused-entry management section 312 and the cache-miss
generation section 314 will be described in detail.
The management table of the wused-entry management
section 312 as described before (see Fig. 11C) is provided
for each substitution table having a high probability of
20 attacks by the cache-attack cryptanalysis and has as many
entries as a corresponding substitution table. When the
substitution table section 305 is not referenced in the
encryption/decryption process any longer, the cache-miss
generation section 314 references the management table of
25 Fig. 11C to calculate an adjusting value that ‘is a
. difference between the maximum number of usable entries and

_the number of actually used entries for each substitution

_"table having a high probability of attacks.. Théreafter, the"




perfornms substitution using the substitution table sectio . ichis
conposed of a predeterm ned nunber of substitution table%?hé§¥iﬁggh
~used-entry nmanagenent section 315 uses a managenent table to manage the
nunmber of cache hits for the substitygiion table section 305 in
encryption/decryption 26 March 2007 33 process. The cache-m ss generation
section 316 generates as nmany cache m sses as the cache hits. A

conbi nati on of the wused-entry managenent section 315 and the cache-m ss
gener all o AR 34y IOV 85° <2 RGN~ 1 £9 RALUALERN 3 HEAPS IRhe

adj usting the nunber” of cache msses to be ng e approxi mately equal for
any pl ai micispiieras exhe Hafjaattiay, vdlig useduent yhcharadere fersacitiom 315

and the cache-nmiss generation section 316 will be described in detail.
Fig. 13Cosimovee arerbcampice luf, ther nenagelent isabliergoh re@d heavsed- dstry
managenent section 315. The managenent table K -------------- i's, provided

for each STPEPAEY orf tabl d T HBAFRE S REgH FrBBab?PF T 199 0P Btacks B the

cache-att Y, i nd _.has ny entri.es a cQrr ing
subsfsltutli%g%e%btﬁ%ea%pa%chagﬁﬁ ySlo%etﬁéaggﬁégé)r%rrﬁleﬁscaebqse@?sg?ni%%ﬁa %zned to
zero at 1jtcbhenst apbhbi ge,ef senrgrypti on/ decryption process. Every tinme an
entry of a substitution table having a high probability of attacks is

ref erenced durdAsmginhhehencragd i ofi/ daer ypiraan efis@dansnt f heonsedeenttine

managenent section 315 increnents a corresponding entry of a corresponding
managenmeftbeibLathon @abdse. 89 of MISTYl as the substitution table

“having a high probability of attacks, having 512 entries and
10 up to 48 operation entries. As described in Fig. 9,
“attackers 'r'né'y clear the substitution table 89 before
starting the encryption program 3B and therefore, when a
single plain text is encrypted,‘the maximum number of cache
misses for the substitution table S9 is 48. It is further
15 assumed  that, when a single plain text is encrypted, the
minimum number of cache misses for the substitution table S9
is 1.
In the case where the number of cache misses is a
maximum of 48, the number of operation entries is also 48
-20 and therefore the cache-misé " generation section 314

calculates the adjusting wvalue of 0 (= 48 - 48). Therefore,

no further cache miss is genérated. On the ofher hand, in
the case where the number of cache misses is a minimum of 1,
the number of operation entries is also 1. Therefore the
25 cache—miss'generation section 314 calculates the adjusting
value of 47 (= 48 - 1) and generates a cache miss 47 times,
resulting in_the finally obtained number of cache misses

being 48 (= 1'+ 47) . In this manner, the number of cache.




Wien the substitution table section 305 is not referencegg i dtMBo7
encryption/decryption process any |longer, the cache-m ss generation
section 315 references the managenent table of Fig. 13C to calculate the:
total nunber 25 of cache hits and gené?at es as many cache m sses as the
cache hits. Such cache-niss generation can be perforned by, for exanple,
issuing a read request to the nenory 2 at intervals of a tine period equal
to or longer than the data 26 March 2007 34 size that is pernmtted to be
witten M Yhe dachade atuk fanime, ASTHis t eqeistieof thwe feffgctive
enbodi ment onsi der the swubstitution babl e S9 of MSTY1 as .th

subst i t utT O THBIE S H Hh RIFPE htlyh FREBSpREFEG oY é‘@l?&?%&vﬁ??gﬁa?lz
entries apd YRe! G AR 0985%&10%@“% leesj;iéétd ?n%ro'dt]ﬁ%n'tn EL9-gk . ldpckers
may clear the substitution table before” starting the éncryption program
3B and t herfefrer.e, when a single plain text is encrypted, the nmaxi num
nunber of cache 10 m sses for the substitution table S9 is 48. It is
further assunéd that abakendassirngkeéopl aithet extchiesméser yenedattile i\ ni mum
nunber of cache misses for the substitution table 59 is 1. In the case
wher e t h@exdrEERDf fodchemhiBseshst Huaonmxiadhedf B8Vinte Aunthedhof

operati.o tri.es,is so 48 d therefore 48 entries of the.managenent
tabl e of Bﬁ?gékigétyhéj\%le G el"lfgcq:&fc% an']gh? hféa?}éﬁﬁlf‘hfﬁgggﬁtefﬁgéoﬁa@ Yan
initial pyalyergbribd The caghe- ’%&%&%P&%%aﬁ%‘ 0po 314 100-AL NEhet he
total nunber of cache hits by cal cul ating the sum of

similar advantages. '

10+ - Fourth Embodiment

Referring to Fig. 13A, an encryption system according
to a fourth.embodiment of the present invention is composed
of the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache hemory 4, wherein an

15 encryption program 3D is loaded into the memory 2.

Referring to Fig. 13B, the encryption program 3D is
éomposed of a key generation section 303 and a data
randomizing section including an input section 302, a data
transformation section 304 including a used-entry management

20 . section 315, a cache-miss generation section 316, and an
output seétion 306. The data transformation section 304
performs substitution using the substitution table section

- 305, which 1is composed of a predetermined number of
substitution tables.

.25 "The used-entry management section 315 uses a

: management table to manage the number of cache hits for.thé

substitution ‘table section 305 in encryption/decryption




20 val ues obtained by. subtracting 1 fromthe val ue of eashnfch Biobri es
that is not snmaller than 2. In this case, the total nunber of cache hits

is 0. Therefore, no further cache mss is generated, resulting in the
total nunber of cache m sses being 48 On the other hand, in the case
where the nunber 25 of cache msses is a mninumof 1, the nunber of
operation entries is also 1. Therefore, one entry of the nanagenent table
of Fig. 13C has a value of 48 and the remaining entries have an initial

val ue of froddis caches Nathe2biMa Gkt i o3P GRNEIG 1A% R 31 6is
calculates 47 (= 48 - 1) cache hits and generates a cache mss 47 tines,,
resul tingndny tdeeché i makbys obsaithed cawhizerh 0fs cachecnimbsrstbenngf4&he= 1 +
47). In this manner, the nunber of cache nmisses is made uniform 5 This
provi des WIRAETEst | vBarzgpietreasarblagai isitd t hend cathe- aagdle-miss

tanal ysi d on th _as_the first embodi nent
Geltr | Do NGO n THE 2Boya BedePrBEABR, T heRESs “GoNGAEn | s

: “aBove BesRFPBLIEA, het: SN |
Caches o (SR TheY caeRaok Ha' SReCRPRRnEE "Baths) Mloskl L7 7ap) e ©

Ion may be per a

subst i t Utaipprcdilas 0 @qitieveos hanysiglid i/ APt ages: . As e reedard exanpl e
of the present enbodi nent, the wused-entry nanagenent section .315 nay have
a functi Gheof usad-gehey amanggeneathesatssonThEl lseddenthsy wachgemests
section 315 nonitors the managenent table of Fig. 13C and, every tine a
cache hi FeBEEdOBnFeChdrBhY L hEliﬁcpénﬂﬁﬁéélpﬁguénoﬁetah}-entry becones

equal to or grffé?rlgea%h%WSt%%l£§§55 érgf the management table of

10 the used-entry management section 315. The management table

substitution table having a high

is provided for each
probability of attacks by the cache-attack cryptanalysis and
has as many entries as a corresponding substitution table.
Each entry of the management table is initialized to zero at
15 the start time of encryption/decryption process. Every time
an .entry of a substitution table having a high probability
of attacks is referenced during the encryption/decryption
process, the used-entry management section 315 increments a
corresponding entry of a corresponding management table by
20 one.

When the substitution table section 305 is not
referenced in the encryption/decryption process any longer,
the cache-miss generation section 315 references the
management table of Fig. 13C to calculate the total number

25 of cache hits and geﬁerates as many cache misses as the.
cache hits. Such cache-miss generation can be -performed by,
_for exanmple, issuing a read requeSt to the memory 2 at

intervals of a time period équal to. or longer than the data




managenent section 315 generates a cache m ss once. This §Q¥E§%Q&g7exanple
can al so provide the effective counterneasure simlar to the
above-described first exanple. Fifth Enbodi nent Referring to Fig. 14A an
encryption systemaccording to a fifish enbodi nent of the present invention
is conposed 25 of the sane hardware conponents as the first enbodi nent:
the CPU 1, the nenory 2, and the cache nenory 4, wherein an encryption
program 3E is | oaded into the nmenory 2. Al 26 March 2007 36 Referring to
Fig. l4Bsitbethatr Vpt ipgrmitegdamabhéeswreerpasaatof thekeyaganes abton
section 303 and a data random zing section including an input section 302,
a data ¥tia@sformation section 304, and an output section 306. The 5 data

transformation section 304 perforns suhstitution by referencing a
substitution tihl B2 skBRi 6A580%f ' thasdddmsty aupadidianfost FeReidalt &BPe i s

ref erenc I or._an_e yREI ryptiQn process..of,. a sin
plain/pi%ﬁk§£iggfié%hgé§&gs?$%u?%p%ﬁ#ggﬁé %gcgﬁgn %%Fuﬁiﬁﬁoﬁ%éggd of a
pl urgli thaPfngubshi Htp%bé@ﬁpé%l S9! ydingxa, Bawﬁ%egléueﬁw&egl QRgqt abl e
group containing N fargeted® substitution tables 305-1 to 305-N having the

sanme conigenttsx  Afhepparsiciighe @ghatrhésil pheras exdedarignet yared Fiyy.t he, dat a
transformation section 304 referencing the substitution 15 table section
305, thetd@Keranshay maeliear sethieon B tidagrion i makukeres8? ngbelierear get ed

substitution tabl roup, ,
starting %h% eg%ryptlon program 3B and therefore, when a

single plain text is encrypted, the maximum number of cache

10 misses for the substitution table S9 is 48. It is further

~ assumed that, when a single plain text is encrypted, the

minimum number of cacﬁe misses for the substitution table 89
is 1.

In the case where the number of cache misses is a
15 maximum of 48, the number of operation entries is alsoc 48
~and therefore 48 entries of the management table of Fig. 13C
have a value of 1 and the remaining entries have an initial
value of 0. The cache-miss generation section 316 obtains
the total number of cache hits by calculating the sum of
20 wvalues obtained by subtracting 1 from the value of each of
entries that is not smaller than 2. In this case, the total
number of cache hits is 0. Thérefore, no further cache miss
is generated, resulting in the total number of cache misses’
being 48. On the other hand, in the case where the number
25 of cache misses is a minimum of 1, the numbér of operation:
entries 1is also 1;' Therefore, one entry of the management
table of Fig. 13C has a value of 48 and the remaining

entries have  an initial value of 0. The -cache-miss




references a different one of the targeted substitution - to
305-N within the accessed targeted substitution table gr%ﬁ%i.a?%oz%%z

descri bed above, with each reference to the .targeted substitution table
group, sone cache m sses inevitably gccur, making the nunber of cache

m sses for each substitution table uniformfor any plain/cipher text. The
substitution table section 305 nay be conposed of 25 a plurality of
substitution tables, which are divided into a predeterm ned nunber of

substituty I S © t giyni subsgti {.Qn t-ahl es
305- 1 totde?g%-rtﬁf%\;i %’5 the sgfré; %%%‘?‘g%?gggzgma%h%zooﬂ3‘7"%5)% r?tﬁ@

Enbodi merindAcgendiraget0 a stadie enfied mamt @fimkBe presentindg Nvignt e a

| engt h of encryption/decryption tinme is adjusted so as to nake it

di ffi cul finaldet eirraneed keybe rdicfff ernchis alissder deitngo 48xdrplles df7)t-he

si xth empodinent w | be described below. 1) First exanple Referring to
Fig. 15AIMafbdiicmMpsinegn e amtheordt ngache” BIFPESt 16x BRERe W 4% -si xt h

compohentids PREVEEES: SMSod roRtL itRe GRUME CieRE Hifor #0200 THE cache
Ret or i ngr oG e e ear ot are by oo am AR e g B oteat oy key
gener at i ohrsecembbdifidnandsaddataibed before.
| In the above description, the cache-miss generation is
performed for only substitution ﬁables having a high
10 probability of cache-attack. The cache-miss generation may
- be performed for all substitution tables to achieve the
- similar advantages.
As a second exaﬁple of the present embodiment, the
. used-entry management section 315 may have a function of
15 generating‘a cache miss. The used-entry management section
315 monitors the management table of Fig. 13C and, every
time a cache hitAoccurs and thereby the incremented value of
any entry becomes equal to or greater than 2, the used-entry
'management section 315 generates a cache miss once. This

20 second example can also provide the effective countermeasure

--similar to the above-described first example.

Fifth Embodiment

Referring to Fig. 14A, an encryption system according

.to a fifth embodiment of the present invention is composed

25 of the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an

encryption program 3E is loaded into the memory 2.




random zing section including a tiner start section 321, éﬂ@Mb7section
302, a data transformation section 304, an output section , a timer
determ nation section 322, and a waiting section 323. Atimer T used in
the sixth enbodi ment 20 may be a tine¥ i ncorporated in the CPU 1 or a
software routine included in the encryption program 3F. The data
transformati on section 304 perforns substitution using the substitution
tabl e section 305, which is conposed of a predeterm ned nunber of
substitution tRfesridgcanbimiagi on4Bp afhd hentirpptishaprogeeli ope 32%, the
tinmer determnation section 322, and the waiting section 323 provides a
tinme adfoBPagfe medns af okeydj gshengtaohengeletéon26 30Br cknd00d 88ta
encryption/ ecrégtion time for any plain/cipher text to a . predeterm ned

time. WERTERBLEAREY ST PBr ot AHERY saRalpgy tarifdtian etf2 (st ef2861), the
timer st 1 Qn.321 I; tiner T 5 and the input cti 302

i nput s a€%%%$ﬁ§%#gﬁé§%tg%%%§%§ %ggfoﬁ%g}%ﬁt?%fb%%r%%?%f¥6n3¢§éreg € The
datas traasd ordedn Ofo Seeti O 304 tBehf 0OBFE tHErBUPRS T I RN t¥3iRG BE‘e key
generation section 303 and the substitution table section 305 as déscri bed
bef ore. N ditencahg abtabaeiltbyiéhetatala teansbar pation section 304 is
subjected to inverse initial pernutation by the output section 306 to
produce a fi nASISPrERhi ka8t @ plhabspidiut itcaxt talPher ebd t eeferpaceidmreN
deterniqgtion ection 322 determ nes whether the current time count of the

15 ti mer 9% | 6 t R Y R egdteahvindd Fax iBhaneSsme Of ek, single

plain/cipher text, the substitution table section 305 is

10 composed of a plurality of substitution tables including a

T targeted substitution  table t group CEsntdining N 'Eé’f@é’téd'” ’
substitution tables 305-1 to 305-N having the same contents.
When a single plain/cipher text is encrypted by the
data transformation section 304 referencing the substitution
15 -table section 305, the data transformation section 304, each
time accessing the 'targeted substitution tablé group,
references a different one of the targeted substitution
tables 305- to 305-N within the accessed targeted
substitution table group; |
20 - As described above, with each reference to the
targeted substitution table group, some cache misses
inevitably occur, making the number of cache misses for each
substitution table uniform for any pléin/cipher text.
The substitution table section 305 may be composed of-
25 a-plurality of substitution tables, which are divided into a
predetermined number of substitution table -groups, each
gioup containing N substitution tables 305-1 to 305—N having

the same contents.




Wen it is determined that T < Tnax (YES), the waiting sgCii.QR 2387

prol ongs the encryption/decryption tine by a difference tine interval Tnax
- T. Wen it is determned that T >= Tnax (NO or the waiting section 323
conpletes the 20 waiting step, the figally obtained cipher/plain text is
returned to the main programthat called the encryption program3F. In
this way, the encryption/decryption process for a single plain/cipher text
is termnated (step 307). The maxi mumtine Trnax is determ ned depending on
the -25 encryption tinme distribution. For exanple, the nmaxi mum.
encryption tinme as showmn in Fig. 6 may be used as. the nmaxinmumtinme Trmax.
A tinme sl3igtth Enborigerentthan the maxi num encryption tine in Fig. 6 may be
used as the maxi mumtinme 26 March 2007 39 Tnmax. According to the first
exanpl e of thefASFR¥RLIN@nhHEEI ment sixthengtmbodiment ypofonttecr yptdsomtt i me
for any .plain/.cipher_text is made uniformat around the maximqum5 .
encrypti O WﬁnﬁépnAccéTdiﬁ%???htthﬂ|§ﬂCQ%Rﬁ&QQ/QﬁQﬁHRR%PnthEl@ﬁfeéﬁive
counter . gainst. the c -attack. pt anal ysi,s. 2).Second exanpl e
) S A R e TR A L St e T R W

exany e dfi fitbeenicith . embpaidpniwbs Gomosed of de saREen har@WRfiSent
conponents as the first enbodinent: the CPU 1, the nenory 2, and the cache
menory 4wihkebei deanrikadryplown program 3G is | oaded into the nenory 2.

Referring to Fig. 16B, the encryption program3Gis
1) First example :

Referring to Fig. 15, an encryption system according

to a first example of the sixth embodiment of the present

) | invention is composed of the same hardware components as the
first embodiment: the CPU 1, the memory 2, and the cache
memory 4, wherein an encryption program 3F is loaded into
the memory 2. |

Referring to Fig. 15B, the encryption program 3F is

15 composed of a key generation section 303 and a data
randomizing section including a timer start section 321, an
input section 302, a data transformation section 304, an
output section 306, a timer determination section 322, and a
waiting section 323. A timer T-used in the sixth embodiment

20 may be a timer incorporated in the CPU 1 or a software
routine included in the encryption program 3F. The data
transformation section 304 performs substitution using the
substitution table section 305, which is composed of a
'predetz_armined number of substitution tables. A combination:

25 of_ the timer start section 321, the timer ‘determi-nation
section 322_,7 and the waiting. se_c,t‘ion 323 provides a time

adjustment ' means for adjusting a -length of

i




15 the sane as the encryption program 3F of Fig. 15B, proyd gedn Jopat the
time weighting section 323 is replaced with a constant walting section

324. Here, a conbination of the timer start section 321, the tiner

determ nati on section 322, andthe coistant waiting section 324 provides a
time 20 adjustnent neans for adjusting a length of encryption/decryption
tinme for any plain/cipher text. As described before, the tiner

determ nation section 322 determ nes whether the current tinme count of the
tiner T escrymililosrdebaypéipnedeiver nfaed ampxi pLuaih ) oepdepx teWhentdt ai s 25
determned that T < Tmax (YES), the constant waiting section 324 prolongs
t he encr PFEFGHEIRLRPEt LdMStine by a constant time period Tc. As in the

f th ' ' T .th tant 26, Ma 2007 40 ti i od
To can be al SATURY oF 1P nER GLRSHBIng G hb 2 EndPyRAIIRY | 3 APERFERL | on.

F t te g i y t t | . TRXI
encryptt e A i il g R T CRibE 331 thel g PEHBELET e

5 nmed nuamenamept igputi RRdrioni BoH HByuRe usediasni/Bepneensiant bhAe
period Tc. Since the peak of the distribution is |ocated around the center

as shownpenffrgs 6, inipéak of peemotyptioon titierdicst.ri buti drhaft edathe
constant, waitin section 324 is shifted to around the maxi mum encryption

10 ti ne_.tﬂ%%ﬁ#ﬁ?%@?%épﬁépﬁ}eppw tRIESOBRRI BPE rigthel etttk UARRTUM
ercr VoU 0l SRt ok 1 S o porlicoLuptlin Shste DeLkPR of
to detersedeién k®Ys as described before.

10 The data obtained by the data transformation section
3047 is subjected 'to "inveérse initial ‘pérmutation by the
output section 306 to produce a finally obtained
cipher/plain text. Thereafter, the timer determination
section 322 determines whether the current time count of the

15 timer T is smaller than a predetermined maximum time Tmax.
When it is determined that T < Tmax (YES), the waiting
section 323 prolongs the encryption/decryption time by a
difference time interval Tmax - T. When it is determined
that T >= Tmax (NO) or the waiting section 323 completes the

20 waiting step, the finally obtained cipher/plain text is
returned to the main program that called the encryption
program 3F. In this way, the encryptidn/decryption process
for a single plain/cipher text is terminated (step 307).

The maximum time Tmax is determined dépending on the
-25 encryption time distribution. For example, the ‘maximumn
_ encryption time as shown in Fig. 6 may be  used as. the -
maximum time Tmax. A time slightly longer than the maximum

encryption time in Fig. 6 may be used as the maximum time




differential and providing an effective counterneasure lf pg@angh7t he
cache-attack cryptanal ysis. Seventh Enbodi nent According to a seventh
enbodi ment of the present invention, a length of encryption/decryption
time is adjusted so as to nmake it difficult to determne a key 20
differential. Referring to Fig. 17A, an encryption system according to the
sevent h enbodi nent is conposed of the sane hardware conponents as the
first enbodinment: the CPU 1, the nenory 2, and the cache nenory 4, wherein
an encrygij.gn program 3H is 25 |oaded into the nemory 2. Referring to Fig.
17B, the encryption program 3F is conposed of a key generation section 303

and a data 26 Mee6hd2RQ7 4l random Zj Agr secdthidc] u@ NoRe t 1 MErxiat art
section 321, an input section 302, a data transformation section 304, an
~out put seobpdnmg®d, e tiergtiebdr rnwatyipin. aetdd@y@2hn at ifhé r $orr ardom
number generation section 325, a random nunber 5 determi nation section 326,
a secondPlaABdémirbfBer LeBheris | BAdesan] BArB2 AL apdoxngai the g Medmwh 328.

the TPUttERTPE i8R RS oG T Medt IR (HeETncPIREPR  ERROUAEH aH
SUBSt | LU P9 CAE 6 SBnti on H0E TR RREC]  TBHad B SFORSt e
nunber otrgpbshalykien tables. A combination of the tiner start section
321, the tiner determnation section 322, the first random nunmber
2) Second example
' Referring to Fig. 16A, an encryption system according
10 to a second example of the sixth embodiment is composed of
 the same hardware components as the first embodiment: the
CPU 1, the memory 2, and the cache memory 4, wherein an
encryption program 3G is loaded into the memory 2.
Referring to Fig. 16B, the encryption program 3G is
15 the same as the encryption program 3F of Fig. 15B, provided
that the time weighting section 323 is replaced with a
~constant waiting section 324, Here, a combination of the
timer start section 321, the timer determination section
322, and. the constant waiting section 324 provides a time
20 adjustment. means for adjusting a length of
encry'p'tion/decryption time for any plain/cipher text. As
described before, the timer determinatibn section 322
determines whether the current time count of the timer T is
smaller than a predetermined maximum time Tmax. When it is
25 determined that T < Tmax (YES), the constant waiting section
324 prolongs the encryption/decryption time by a constant
time period Tc.

As in the case of the maximum time Tmax, the constant




generation section 325, the random nunber determ nation 15 geedd Mp7326, the
second random nunber generation section 327, and the waiting section 328
"provides a tine adjustnent neans for adjusting a | ength of
encryption/decryption tinme for any pimin/cipher text. In Fig. 17B, program
sections simlar to those 20 previously described with reference to Fig
15B are denoted by the sane reference nunerals and the descriptions
thereof wll be omtted. When the timer determ nation section 322

det er m nesmehapedisdTBX C¥RS)bet A Sd I Sle deMIQBG NHEBBRA1 A§NES@L itd:
section 325 generates a random nunber r which is 25 either or 1. Wen the
random nenbeyptdéter nt et | ol stedbuaion326 detder rmixaeplehatthe = DnSYERL t he
second random nunber generation section 327 generates a waiting tine t
from rahd®fh REFBEFH JendFadesntoTRehadift ithe M mun $ncay@dHoR Xdmar ch

2007 42, det.erm ned. w.t hj,n r.an fromO to he maxi pum encr iQn tine.
The wai t%ngl&?ct?%ﬁl%‘% Sﬂ]‘@l%&r]rés erf%rt%ﬂcpﬁpti%%g%cﬂ:%f‘i &h ?g% %&et he
gener=At Ltin i ; n At .is rmae h T >= 4 ( when
D e e TR e 1o C ot o€ 2 ey S s e { R
finally obtetsmed timbepepiadnTEextsifceetueng@alko dfh@h@BidA stRYEeatdwn hat
called the encryption program3H 1In this way, the encryption/decryption

- process i9rlacstadl arpuaidn/tdiphemtdiexasi shbenmiimatiidy.( sd.epa 3023k oF
Accordingly, the characteristic of the encryption tinme distribution as

shown i PRSP Hecdnde i iietidriiiidas  afdsnt t ity | FOPBARDSI alALERPRer
_htexts e%ggéﬂféﬂ“3§éQe %gtLgﬂifted to around the maximum encryption

10 time. Accordingly, plain/cipher texts exhibiting the actual
- maximum encryption time are mixed with the shifted peak of
the distribution of Fig. 6, and thereby making it very
difficult to extract plain texts used to determine a key
differential and providing an effective countermeasure

15 against the cache-attack cryptanalysis.

Seventh Embodiment

According to a seventh embodiment of the present
invention, a length of encryption/decryption time is
adjusﬁed so as to make it ndiffiéult to determine a key

20 differential. |

Referring to Fig. 17A, an encrybtion system according

to the seventh embodiment is composed of the same hardware
'components as the first embodiment: the CPU 1, the memory 2,
and the cache memory 4; wherein an encryption program 3H is

25 loaded into the memory 2.
| Referring to Fig. 17B, the encryption program 3F is

composed of a . key _generatidn ‘section 303 and a data




maxi mum encryption time and other plain/cipher texts are régughPRpd in the
sane encryption tinme zone. This nmakes it 15 very difficult to extract plain
" texts used to determne a key differential and therefore provides an
effective counterneasure agai nst theygache-attack cryptanal ysis.. Eighth
Enbodi ment According to an ei ghth enbodi nent of the present 20 invention,
a length of encryption/decryption tine is adjusted so as to nake it
difficult to determine a key differential. Referring to Fig. 18A an

P CEafdShEMAGOOLE Ny 1 Rc1 161 5% 901 RiRIROLTER! d o IPoRel Mt e

sanme hardware nponents as rst e dlnent menory

-2, and thinpecheerervhy %02 anrejétaantga%re&mgﬁl%ogf;@&fénI S04l 0aged into
the nenory 2. 26 March 2007 43 Referring to Fig. 18B, the encryptlon
program 3utiput ceprptsed of0&G key tgerar atieorrsenbicabn30ea@ntba data a
random zi ng section including an input section 302, a data transfornation
section SFGArS%nr AUt "R F o#EEHA Tt HoR aREGHLENNdRSer agairsIdan d#ﬂfmifl on

331, det t 332, d t t
et i 8 B o IO, 6 S Oy T dSTBed At o
using thesesUlst ida4 1 of 4 abl g,5e¢h] OQe%Q? &ﬁ% 'SACQEB8§E%O%Eé% -

predet er mi ned nunber’ of su stltutl n b onbi nati on Sf 't he' random
number gesher adéwemisectinbod3@dnt t hayr asglom t&m@erlﬁ@@%m@@éa ORnS&gtd on

332, and the constant waiting section 333 prOV|des a tine adjustnent neans
for adju§PUngla(H? a software routine included in the encryption
program 3H. The data transformation section 304 performs-
10 substitution using the substitution table section 305, which
~is composed of a predetermined number of substitution
tables. A combination of the timer start section 321, the
timer determination section 322, the first random number
generation section 325, the random number determination
15 ~section 326, the second random number generation section
327, and the weiting section 328 provides a time adjustment
means for adjusting a length of encryption/decryption time
for any plain/cipher text.
In Fig. 17B, program sections similar to those
20 previously described with reference to Fig 15B are- denoted
by the same reference numerals and the descriptions thereof
will be omitted. When the timer determination section 322
determines that T < Tmax (YES), the first random number -
. generation section 325 generates a random number r which is
25 either 0 or 1. When the random number determination section
326 determines that r = 0 (YES), the second random number
.e generation section 327 generates a .waiting time t from

- random number generation. - :The waiting time t is randomly




| ength of encryption/decryption tine for any plain/cipherqogixinood® In Fig.
18B, program sections simlar to those previously described are denoted by
the sane reference nunerals and the descriptions thereof will be omtted.
Wien the output section 306 producesd4a finally obtained cipher/plain
text, the random nunber generation section 331 20 generates a random nunber
r which is either 0 or 1. Wien the random nunber determ nation section 332
determnes that r = 0 (YES), the waiting section 333 prolongs the
encrypt i oieftedenriypd onitliive byrangenstrant Ovatd i Bpet ineecipem otherfgpetien r =
1 or when the waiting section 333 conpletes 25 the waiting step, the
finally &5{&-ned cip%é@/pléW&Pﬁ%&g i sseggignned 348 t hepwailangpogr dha hat
called the encrypti,on program3l. In this way, the 'encryption/decryption
process “PGFYRC Pﬁdfjgcﬁlyé)l%gr/o@i gHee thé\ktgi‘% g8 ﬁFﬁEF@dweé'ltéggB(*}?)m_e 26 Mar ch
2007 44 ; n L e [ o L b, t ne ependi Rg t he
encryptigﬁgﬁiESPZ%gt??%%?ﬁ%ﬂggs%gggcgfggd f?%gFﬁgg)IG%#mgbrgexagﬁlgﬂ?the
constant themewpefivg FediSiorseB2B0 domsddtdhe vmxi paTane YPELON tiHe. A
time period 5 slightly shorter or l.onger than a half the maxi num
encrypti §aneiliy obtRiged aigyhdre/piseih asekhe isonsttantndd nec phei ocifc.
Accordingly, the characteristic of the encryption tine distribution as
shown i nP¥PgraB bBebnedlimdetBenfRELE¥PLieD. Pregurm - n Iohdhis say.ci pher
Lexts exbibl LhagyboSoATHURk BRI ALOPYSD LT BEnd9e g Atidheine same
text is terminated (step 307).

10 Accordingly, the characteristic of the encryption time

distribution as shown In  fig. 6 becomes indeterminate,”
resulting in that plain/cipher texts exhibiting the actual
maximum encryption time and other plain/cipher texts are
developed in the same encryption time zone. This makes it

15  wvery difficult to extract plain texts used to determine  a

key differential and therefore provides an - effective

countermeasure against the cache-attack cryptanalysis.

Eighth Embodiment

According to an eighth embodiment of the preseéent

‘20 invention, a length of encryption/decryption time is

adjusted so as to make it difficult to determine a key
differential.

Referring to Fig. 18A, an encryption system according

to the eighth embodiment is composed'of the same hardware

25 .components as the first embodimént: the CPU 1,  the memory 2,

.aﬁd the cache memory 4, wherein an encryption program 3I is

loaded into the memory 2.




time and these are developed in the same encryption tine @ZRnReres00t her

pl ai n/ ci pher texts. This nakes it very difficult to extract plain texts
used to determne a key 15 differential and therefore provides an effective
count er measur e agai nst the cache-atta¢k cryptanalysis. It should be noted
that the waiting section.333 may be |ocated at any |ocation of the
encryption program 31 as shown in Fig. 18B. Alternatively, it is possible
to 20 distribute the waiting step of the waiting section 333 anong the
encryption progeasxr3ings tshomy| N1BBY. 488 Ncrt/BtERROGi rRyfarnficgerdifng to a
ni nt h enbodi nent of the present invention, a |length of

encrypt i semgeseypt iodn & nmkeys g2headjtisied ssxtdson 0 It8ke antd dief fidatla to
determine a key  differential, Referring to Fig. 19A an encryption system
accor di n§22EONEEIRI2FPET 1 ( e hied it Ane dSGH ChioreopPdsed Sfattthe sane

har d t he .fi nbodi t: the CPU 1 h 2, d
R cher o LCOBOREILS 5 A Lt Sy EOSLIETL e 04 1, L he Ty 0
menory 2puRbRef ?éﬁb?'gtti@n':'sgctlgﬁ’ 3%@? SN GLRAO R R 3D¢iahindi$ o tGYHPOsed

of a key generafion section 303 and a'data random zing section I ncluding
an inputseetioon33Q?, andlad acohseast oveRLiaRy SRWUiUh 3B . anThLt PHtsect i on

306, a random nunber generation section 334, and a waiting section 335..
10 The dbransfanssbieat isertdect i Y 3p4rferher reuksathigtittinn onsingi et he
substi tuélillggt{@gilzfogecéaitt?lne B%Séct\ghcin(:hgo%,cogﬁgcs:gd is cdmposed of a
predetermined number of substitution tables. A combination.
10 of the random number generation section 331, the random
~ number determination section 332, and the constant waiting

section 333 provides a time adjustment means for adjusting a

length of encryption/decryption time for any plain/cipher

text.

5 In Fig. 18B, program sections similar to those
previously described are denoted by the same reference
numerals and the descriptions thereof will be omitted. When

. the output‘ sectibn 306  produces a finally obtained
cipher/plain text, the réndom number.generatiOn section 331

- 20 generates a random number r which is either 0 or 1. When
the random number determination section 332 determines that

r = 0 (YES), the waiting sectioﬁ 333 prolongs the
encryption/decryption time by a constant waitinQ time period

Tc. When r = 1 or when the waiting section 333 completes

25 the waiting Step, the finally obtained cipher/plain text is
returned to the main program that called the encryption

program 3I. In this way, the ‘encryption/decryption process

for a single plain/cipher text is terminated (step 307).




of a predeterm ned nunber of substitution tables. A conbddgil@noeh the
random nunber generation section 334, and the waiting section 335 provides
a time adjustnment nmeans for 15 adjusting a |l ength of encryption/decryption
time for any plain/cipher text. In H4g. 19B, programsections simlar to
those previously described are denoted by the sanme reference nunerals and
the descriptions thereof will be omtted. Wen 20 the output section 306
produces a finally obtained cipher/plain text, the random nunber

gener ati on secThen 3dhstganer atiege a paribag tldre d¢arf r oper andearmeer
generation. The waiting tine t is randomy determned within a range from
0 to thedeRensimdertt ybE¢ opnermetiThe tiaie | dlyssethiivipR5a835lemcalibags t he
encryption/decryption ti by the generated waiting tinme t, Thereafter,

t he finaﬂpng%iaiiéﬁ' cﬁgﬁeﬁ%ﬁmﬁi?¢e§?ei§°P§F6Pﬁe&%ﬂ?t9ﬁ¥¥@ﬁnTﬁr6§ram
that cabbed ddheaengrydtinn RLogkam Sholdihle way. the 26,Mceh;2q07 46
encryption/ decryption process for a sing p}aln Ci pher t XL S terni nat ed
(step 304)ighecqr dish@ntert hechal @gg€Fi Stth@nof 4 henener yehé onphixARum

di stribution as showmn in fig. 6 becones indetermnate, 5 resulting in that
pl ai n/ ci pherypeivs éilebiini iy g.het anbhyabemdadim £nchie ptooathhtie tdmenot
provi de the sane encryption tine and these are devel oped in the sane
encrypt i BRT{PHeTCzone as other plain/cipher texts. This makes it very

difficult to q§ter 1.ne .a key differential and therefore 10 provides an
“effective coun‘%?ﬁ%kgﬁp"a S G R IRR A T SPeLRL encryption time
distribution as shown in fig. 6 becomes indeterminate,

10 . resulting in that plain/cipher texts exhibiting the actual

‘maximum encryption time do not provide the same encryption

time and these are developed in the same encryption time

zone as other plain/cipher texts. This makes it very

difficult to extract plain texts used to determine a key

15 differential and therefore provides an effective
countermeasure against the cache-attack cryptanalysis.

It should be noted that the waiting section 333 may be
located at any location of the encryption program 3I as
shown in Fig. 18B. Alternativély, it is possible to

20 distribute the waiting step of the waiting section 333 among

the encryption program 3I as shown in. Fig. 18B.

 Ninth Embodiment
According to a ninth embodiment of the present

invention, a length of encryption/decryption time is

- 25 adjusted so as to .make it difficult to determine a key
differential.

Referring to Fig. 193, an encryption system according




attack cryptanal ysis: The waiting section 335 nmay be | ocabef.atn Y
| ocation of the encryption program 3J as shown in Fig. 19B.

"Alternatively, it is possible to distribute the waiting step 15 of the

- waiting section 333 to a plurality. ofslocations in the encryption program
3J as shown in Fig. 19B. Tenth Enbodi nent According to a tenth enbodi nent

of the present invention, a |length of encryption/decryptiontine is 20
adjusted so as to make it difficult to determne a key differential.

Referringd ocifégniZ@h SbEdchiomt i 98 YshBascardidie t&nd heatrentahe
enbodi nent i s conposed of the sane hardware conponents as the first
enbodi nedoripmen®2U ak, thee fimmtr eridodimeand tthe cRthd ,nmeber ywethorwher,ei n an
encryption program 3K is |oaded into the nenory 2. Referring to Fig. 20B,
t he encr #pi SRS reyemminesy 26 MereBOFn gRcEPRbSSBIPrEgrankdy is
generat i gn %eecti.or% SQ?LFand a data random zing section including an input
section 3099°% d&¢g afSTSr¥ati-on section 304, an output section 306, a

ek S5 oo AUEDELRETSLALLOF “agh, O ESon el VIO BATERE 37, 15, o,
and a watbinpgss€ect o@n 335kelhegdakaattbanskeciabnon 398ct haa 384 perkor ns
substitution using the substitution table section 305, which is conposed
of a prededeniiziasd medidonofimstibstingt aoningblkesedt iconbidiat i andabaof t he
first random nunber generation section 336, the
transformatidn section 304, an output section 306, a random
number generation section 334, and a waiting section 335.
10 The data transformation section 304 performs substitution
""Using the substitution table section 305, which is composed
of a predetermined number of substitution tables. A
combination of the random number generation section 334, and
the waiting section 335 provides a time adjustment means for
.15 adjusting a length of encryption/decryﬁtion time for any
plain/cipher text.
In Fig. 19B, program sections similar to those
‘previously described are denoted by the same reference
numerals and the descriptions thereof will be omitted. When
20 the butput‘ section 306 produces a finally obtained
cipher/plain text, the random number generation section 334
generates a waiting time t from fandom number generation.
- The waiting time t is randomly determined within a range
from 0 to the maximum encryption time. The waiting section
25 :335 prolongs the encryption/decryption time by the generated
waiting time t. Thereafter, the finally obtained

cipher/plain text is returned to the main program that

called the encryption program 3J. ‘In this way, the




random nunber determ nation section 337, the second randojg ypHERRH7
generation section 334, and the waiting section 335 provides a tine

adj ust mrent nmeans for adjusting a length of encryption/decryption tinme for
any plain/cipher text. 15 In Fig. 20B}j6 program sections simlar to those
previously described with reference to Fig 19B are denoted by the sane
reference nunerals and the descriptions thereof wll be omtted. Wen the
out put section 306 produces a finally obtained cipher/plain text, the
first ramtemypiiber/ 20 rgetdoat pebceest ifor 336 igryier alles re diphdemuakder r,
which is  either 0 or 1. Wen the random nunber determ nation section 337
det er mi né$ teamipated ((psSp, 30A¢ .second random nunber generation section

334 generates waiting ti t from random nunber generation. The waiting
time t isr and%%??/r‘%%n‘g%i’e?ﬁ?%eﬂﬂwft‘ﬁ%r S tafgets Hj‘% GCS YPihe OReobitiiFm
encrypti I - The itl eci i on..335 ol,0 the . .
encryptigﬁfggggggg§gn %?negﬁgwﬁhéh%eggﬁgteggvfﬁr%ﬁ%f%nlﬁgqgﬁerﬂﬁgﬁtﬁ’: 1, or

the V@it ireguseehhoin33thL£ONBh 8l £3ctPRe WaihRG 25V £ ZP0¢he 48cti@R, the
finally obtained cipher/plain text is returned to the nmain programthat.

cal | ed thexémgnyenicaypiioegr dmmdK. do Thet ebaw,i dehetlsecoatler andayphimher
generation section 334 and the waiting section 335 are allowed to operate
only whehim§ @nd gthegeqddiengisvelredtharactes i sEme ofnerepteirt yemen ti me

ol ai 1/ ci BREF Lkt SRR DPUFAR EABPREL LEFE ax i mub BRI on 1 o8 not
provide §fersaie: e YRIt@mine a key differential and therefore
o 10 provides an effective countermeasure against the cache-

“rattack cryptamalysigs o T T o e e e

The waiting section 335 may be located at any location
of the encryption program 3J as shown in Fig. 19B.
Alternatively, it is possible to distribute the waiting step
15 of the waiting section 333 to a plurality. of locations in

the encryption program 3J as shown in Fig. 19B.

Tenth Embodiment

According to a tenth ' embodiment of the present
invention, a length of encryption/decryption time. is
- 20 adjusted so as to make it difficult to determine a keyi
differential.
Referring to Fig. 20A&, an encryption system according
.to the tenth embodiment is composed of the same hardware
components as the first embodiment: the CPU 1, the memory 2,
- 25  and the cache memory 4, wherein an encryption program 3K is
léaded into the memory.Z. |

- Referring to Fig. 20B, the encryption program 3K is




10 time and these are developed in the same encryption tijEMaZa®oas ot her
pl ai n/ ci pher texts. This nakes it very difficult to determne a key
differential and therefore provides an effective counternmeasure agai nst

t he cache-- attack cryptanal ysis. 15 T#e waiting section 335 may be | ocated
at any location of the encryption program 3K as shown in Fig. 20B.
Alternatively, it is possible to distribute the waiting step of the
waiting section 333 to a plurality of locations in the encryption program
3K as shewmposedd g.020B  ZeyMaigehe2Q@4 o9 dadim  BO3A dald encragatd on
system for perform ng encryption/decryption of a given plain/cipher text
usi ng tr@agidoniEtingn et ien wichudisgshor mshitt stetitgs 302t he glaten

plai n/ ci pher text conprising: a nenory for stori an encryptl on program
i ncl udi n%rtall?é O FRASIMERS S ON abf) b 2B W&mﬁﬁfgﬁw | 48 pr Bcdsidit

provi ded wi tih a0 fn?)%r”en%%%ratcgénﬁﬁ%g' N %ée&c;g%tén%npr r%@ﬁ(and an

adj usting sec adj usting SO as e it

uni f of m Heke2RY nBkabh/ GRRgHN! §%Y, \é/n%re%fdm R8RSl 1S Rl Mk tGQIFPT 1 Ses
a prel oad section for preloading a plurality of transformation tables into

the cacheemedony 334, perdmi miag eagtypyi oedatiopt i3ps. of aTpeveriata
plain/cipher text, wherein a targeted transformation table which is nore
likely t rpesfarpatked Feofg orhe3Q4 apstéomaisi crrhsibltart jon preivadddeaf t er

the other fr formation fables have _been preloaded into the cache nmenory.
2. The dﬁ’t’lasghg}l%?f‘on ?erﬁe&tc"&‘ﬂl ﬁé)%t'o YRACH 11HheTARPTHE éﬁ{]

I oadi ng f?&é{:é’?mgflgboﬁgﬁb{aﬁ ot *%%%ltwl&éféaﬁeé he jay %ﬁ&%amn

;‘t r ansf or 1 on elin e cacC
10 of the first random number generation section 336, the

“random number determination section 337, the second random
number generation section 334, and the waiting section 335
provides a time adjustment means for adjusting a length of
encryption/decryption time for any plain/cipher text.

15 In Fig. 20B, program sections similar to those
previously described with reference to Fig 19B are denoted
by the same reference numerals and the descriptions thereof
will be omitted. When the output section 306 produces a
finally obtained cipher/plain text, the first random number

20 generation section 336 generates a random number r, which is
either 0 or 1. When the random number determination seétion
337 determines that r = 0 (YES), the second random number
generation section 334 generates a waiting time t from
random number generation. The waiting time t is randomly

25 determined within a range from 0 to the maximum encryption
time. The waiting section 335 prolongs the
encryption/decryption time by the generated waiting time t.

When r = 1, or the waiting section’ 335 completes the waiting




menory before the encryption/decryption of the given plai®gi.Ra®00% €xt. 3.
The data encryption systemaccording to claim2, wherein the entry | oadi ng
section preloads all transformation tables into the cache nenory. 4. A data
encryption system for perform ng encrdpti on/ decryption of a given

pl ai n/ ci pher text using transformation tables which transforns bit strings
of the given plain/cipher text, - conprising: a nenory for storing an
encryption programincluding the transformation tables; a

progr am sbapy othed fimaddss abyaiosd ed plid AV @il £iac heexenbsy ret arnedetut i ng

t he encrégti on program wherein data stored in the cache nenory is provided
wi th pri®Bhet waimhereigradat Bhakt Ivadilgiter thei oeneyyPEipBmieda® eskirom t he
cache nepgory; .26 March 2007 0 an adjustjng section for adjustin nunber
of cacheliTbeEeres 40% FIraast i TaRdpinT BRIPEY SHRFPTAGNN o pREORextl

wher ein ' ' egL] o] [ ad_s [ f r ding a
Bl ar al {637 o 0% anat Sendr roctlofiees; &F8 RLEbaLantoTBRLraRe SRR PERT 0
encrygptientdecryption of a given plain/cipher text, wherein the prel oad
section preloads a targeted transformation table which is nore likely to
be attacked adkomeogrdiemalyandfher it ttaatl osic whereha anghgptipni dimey is
assigned to the targeted transformation table conpared with the other

t ransf orfetioPtahties 2%, shawrdati® efdBypt Ponbsyetem atbErBPRELIP8tENny one

of the recedi ng cl ai erein the preload sect.ian .prelgads_one
transfo_rxpr?astqclglrfnqgab?etgsﬁ?:om‘{]ﬁé"fmgqgng?§gﬁt € ?’&bdféqgt yﬁbﬁ ?Fﬁflﬁés f or
per f O Mhfii nBRETIRLEOBL HSST ¥RREOROIM G 0bXEP: BLAIMCCI PR LAXEvpRiof data
-encryption systemfor” performng encryptfion éecrypu on of a gWen

pl aio/ cigiher aeaAt thsistg Aransde@idmaipeen iabliese Waed teraiSfoyith bikestrings

of the given plain/cipher text, conprising: a nmenory for storing an

~ encrypt izonepr egr anthacl udl agn{ bepheansfextoat i on This makes it very
difficult to determine a key differential and therefore
provides an effective countermeasure against the cache-
attack cryptanalysis.

15 The waiting section 335 may be ldcated at any location
of the encryption program 3K as shown in Fig. Z20B.

- Alternatively, it is possible to distribute the waiting step

of the waiting section 333 to a plurality of locations in

the encryption program 3K as shown in Fig. 20B.




tabl es each of which contains a predeterm ned nunber of ey {i.R$:2087
‘program control | ed processor provided with a cache nenory, for executing
"the encryption program and an adjusting section for adjusting a nunber of
cache msses in such a direction that the nunber of cache m sses increases
to make it uniformfor any plain/cipher text, wherein the adjusting
section conprises: a nmanagenent table containing a plurality of nanagenent
entries each <corresponding to the enigies of each transformation table,
each managenent entry indicating whether a corresponding entry of the

t ransf off@m$ion tabl e has been used for performing encryption/decryption;
and a unused-entry nmanager for |oading unused entries of the
transformation table into the cache nmenory by referencing the managenent

table. 7. A Hata 2riatg snpyptiay system ffor P& mBigneaiyptiepdespetiooneide civ@st i on of
a gi venpRinpdighet itBRClsih@ Handhhstioh! BBRE KB | 1RMsRnMBICBiRQO 6f thd divdhl es

i
which transforns bit strings of the given plain/cipher text, conprising: a
menory PBIVCERNST fexly CamPEHF ypt i on program i ncl udi ng the transformation

tables each of wha gher§érptial Reorifg RINCERIAIBHh NGEgrariRiuddE B8ttFdneRimation
progra ntroll ed processor provided with a cache nenory, for executing

t he en%%ﬁi on program an adjusting section for adjusting a nunber of
cache m sses in spehran-dontatied procédsat pitovided wither caahe tabitey, Iforse@sutingcr eases
to rrakethi t uniformfor_any plain/cipher text, wherein the adjusting
section gc?r?ﬁ?’méoé‘sgm%{a%ﬁ% enment table containing a plurality of managenent.
entries each an adjusting section for adjusting 2 number of cache misses so as to make it

uniform for any plain/cipher text,
wherein the adjusting section comprises a preload section for preloading a
| plurality of transformation tables into the cache memory for performing encryption/decryption
of a given plain/cipher text, wherein a targeted transformation table which is more likely to be
- attacked among the transformation tables is preloaded after the other transformation tables
- have been preloaded into the cache memory.

2. The data encryption system according to claim 1 wherein the entry loading
section preloads the at least one part of the targeted transformation table into the cache
memory before the encryption/decryption of the given plain/cipher text.

3. The data encryption system according to claim 2, wherein the entry loading

section preloads all transformation tables into the cache memory.

4. A data encryption system for performing encryption/decryption of a given
plain/cipher text using transformation tables which transforms bit strings of the given
plain/cipher text, comprising:

a memory for storing an encryption program including the transformation

tables; .
_ ~ a program-controlled processor provided with a cache memory, for executing
the encryption program, wherein data stored in the cache memory is provided with priority,

wherein data with higher priority is removed later from the cache memory;




corresponding to the entries of each transformation tabl eyq gRgd JARAGENENT
entry indicating whether a corresponding entry of the transformation table
has been used for perform ng encryption/decryption; and a cache-m ss
generating section for generating a cache mss a nunber of tines which is
equal to the nunber of cache hits obtained based on managenent entries of

t he count managenent table. 8. A data encryption systemfor performng
encryption/decryption of a given plagn/cipher text using transformation
tabl es which transforns bit strings of the given plain/cipher text,
conprising: a nend® gdipgingseetcnor adiugingraypiniten obeashe ansdes Soasi tngnatklaet

transfo[,gpgnlnqara,{yaﬁ;pé,@a R&G&:of which contains a predeterm ned nunber of
entries; a program con{)rol [ed processor provided with a cache menory, for

executing the en¥P§/pinitha FeiustnkRgction cqajpises adgraead peaton der rigloading iy a
nunber gy raﬂlwetraﬂhféﬁﬁ&mh RatidtCi htoethe @bé@%érﬁ&yﬁ&%erﬁhﬁn@ Hﬁaﬂﬁtloﬁfdeﬁﬁfﬁlﬁl m sses

increases to make it uniformfor p ai n/Ci pher t ext wher ei n
adj ust i ﬂ@a §é’€f‘|Hﬁ\”’8‘8hﬂrt?§e§’he"8'“ctbﬁrli’(e'?%%'g'é%er’qaéﬁlaeta@&f“ﬁdatf%ﬂsf?&“at'm
plurali ta})leﬂvhml?@gﬁf@ﬂtely BNbd bitscked Gindhgthe SResTeintitioh Gatidie whBidin Aghaf each

t f bl h of th t t ' mb
of “cachBVAY a1 BFRped: iF 7B Brem el ERERITORoN (R ¢ St Porihd oBNg:  and

26 Mar chrax@hatis2taklesache- m ss generating section for generating a cache

m ss a nunber of tines which is equal to the nunber of cache hits obtained
based on managenent entries of the count managenent table. 9. A data
encrypti on syst enfifeor dgger f @rcmvrigornGyypin ondabecinypt Fonany anrngi \wén the

pl ai n/ chphebidecialted, Ngnddeansiar paticn tadtlies whiichus LaRSH QNI Rktict rings
of the gallb\ﬁ_%n in@l alt éC!: cfﬁgl’ mtexgg(rty a%orgprpll%k”gl%ty of timings for performing

encryption/decryption of a given plain/cipher text.

6. A data encryption system for performing encryption/decryption
of a given plain/cipher text using transformation tables which transforms
- bit strings of the given plain/cipher text, comprising:

a memory for storing an encryption program including the transformation
tables each of which contains a predetermined number of entries;

a program-controlled processor provided with a cache memory, for executing
the encryption program; and

‘ an adjusting section for adjusting a number of cache misses in such a
direction that the number of cache misses increases to make it uniform for any plain/cipher
text,

wherein the adjusting section comprises:

a management table containing a plurality of management entries each
corresponding to the entries of each transformation table, each management entry indicating
whether a corresponding entry of the transformation table has been used for performing

~ encryption/decryption; and '

a unused-entry manager for loading un‘used entries o©f the

transformation table into the cache memory by referencing the management

table.-:

7. A data - encryption system for performing

encryptiqn/decryption of a given plain/cipher text using transformation




a menory for storing an encryption programincluding the $¢pRshofipation
tabl es; a programcontrolled processor provided with a cache nenory, for
executing the encryption program and an adjusting section for adjusting a
nunber of cache m sses in such a direction that the nunber of cache m sses
increases to make it uniformfor any plain/cipher text, wherein the

adj usting section conprises a cache-m ss generating section for generating
a cache miss each tinme a cache hit onsmn entry of a transformation table
occurs for encryption/decryption. 10. A data encryption system for

per f or M-y e&nciyplt | GFFTGERTPpt R ion FFiRIYi 0&n thpl 4T ci PHiér/ ti@Rer usttig

t r ansf oromatriieimgt abl es which transfornms bit strings of the given

pl ai n/ ci pher text 1£S1 QG for i r ! rogram
Phel udi ng the. &1 son SRy 18t Bind o BRpisiond B Ao G "OeElol et
provi detdbigisterchobwichecantains § prefleterrained numbpry of emdesincr ypt i on program and an

adj usting secti o, hRfraRtlbatiloied pRELIP Broviabd SRR RcdEhe Hetndr! forS&ieluth

direction that the nunber of cache m sses increases to nake It uni fgorm for
any pl afh§/SEFYREIN RreEM; wherei n t he adj usting section includes at |east one
transformation tahl eagiseufy seotical BbNGaN.dtianst anddd on 4Bk e shayiiag sane

cont ent 5, \herglD 3.4 r ansf Qrae L.t abl e, felarenced N.tigeg, Lo an
encryption/ decfyption process of a single pldinsci pher text, wherein, each
time actedSrhd Ot i@yt Pifhsf GPRat it6htt abl e group, a different one of the N

transformation tatepsin ti ddpistihgBedtian vbhprisest he accessed transformation
tabl e group. 26 March 2007 tv\??g 11. t'I'.h.e datz? eqcr ption {sﬂ_?/?sgenhaccor ing to
any one of clai me &'3"g99Bent, iRleeFantaining & flyralty ff maragegisn &IeS sl y a
y . A .
t ar get ecbrtesporsfirar toufie entri¢sadi eacimrandforinsation tabld, ekeH yabhaydhaeent entry indicating
whether a corresponding entry of the transformation table has been used for performing
encryption/decryption; and
a cache-miss generating section for generating a cache miss a number of
times which is equal to the number of cache hits obtained based on management entries of
the count management table.

8. A data encryption system for performing encryption/decryption of a given
plain/cipher text using transformation tables which transforms bit strings of the given
. plain/cipher text, comprising:

a memory for storing an encryption program including the transformation
tables each of which contains a predetermined number of entries;

a program-controlled processor provided with a cache memory, for executing
the encryption program;

an adjustihg section for adjusting a number of cache misses in such a
direction that the number of cache misses increases to make it uniform for any plain/cipher
text,

wherein the adjusting section comprises:

a count management table containing a plurality of management

entries each correspdnding to the entries of each transformation table,

each of the management entries indicating a number of cache hits for a

co'rrespondi_ng entry of the transformation table; and




attacked anong the transformation tables used for perfor m&garch 2007
encryption/decryption. 12. The data encryption system according to claim
11, wherein the targeted transformation table which is nore likely to be
attacked is identified by calculating a use rate of a nunber of operation
entries to a total nunber of entries for each of the transformation tables
and selecting a transformation table having a snmaller use rate as the
targeted transformation table. | 1352A data encryption systemfor
perform ng encryption/decryption of a given plain/cipher text using
transformati on tablcashenmise HeneEtisg Gpeionpr getaratingsa eachehwisgi 3 apmber of

pl ai n/ ctipBe WhicB%d equel BPiheSiuRtber 8f CRADhs bIREInSY BhidiDorPfaBidmdst bRRePEOIr am
i ncl udi gl%\é he transformation tables; a programcontrolled processor

provi del®gotR menagementi@blsry, for executing the encryption program a
waiting time determ nation section for determning a waiting tinme; a tiner
for measuri ng an Ecc%ltjal encr pti?n/ ecr%/rPtion tinme ,fo[ t he given .

pl ai n/ ci pher %t ext”; CRETYRYIAN. RSIEN 126 RETPMINg PRRYRtioRGeAYPiaR of a given

encr ypt plam/digher ekt osing itraasfommatioh etablgs viehictp | teinsloerh it stiagd dpythé hgivenai ti ng

time when. tF tual encryption/decryption time is shorter than a
pr edet eg'%‘”?@g‘egﬁeﬁf?%ﬂs"i . The data encryption systemaccording to claim

13, wherein the vaimenmygy for sering s dndripgion nregraet wekding the cidesirmativad
maxi mum.gj.ae and the actual encryption/decryption tinme. 15. The data
encryption systemaccording to claim 13, wherein the waiting tine is a
constant tine perd gFregiB-cTheodatch REaessppti prPvdyed emitic eorcditiig mepow-ai m 13,
wher ei nsdhexedt@iid Rfe tdnBBydtS o prameanl shadet ermi ned tinme period. 26 March
2007 an adjusting section for adjusting a number of cache misses in such a
| direction that the number of cache misses increases to make it uniform for any plain/cipher
text,

wherein the adjusting section comprises a cache-miss generating section for
generating a cache miss each time a cache hit on an entry of a transformation table occurs
for encryption/decryption.

10. A data encryption system for performing encryption/decryption of a given
plain/cipher text using transformation tables which transforms bit strings of the given
plain/cipher text, comprising:

a memory for storing an encryption program including the transformation
tables; _

a program-controlled processor provided with a cache memory, for executing
the encryption program; and

an adjusting section for adiusting a number of cache misses in
such a directicon that the number of cache misses increases to make it

uniform for any plain/cipher text, .

wherein the adjusting section includes at least one transformation table group
containing N transformation tables having same contents, wherein a transformation table is
referenced N times for an encryption/decryption process of a single plain/cipher text,
wherein, each time accessing the transformation table group, a different one of the N
transformation tables is referenced within the accessed transformation table group.




54 17. The data encryption system according to any one ofrglgidimeh3 to 16,
wherein the tine extension section extends the encryption/decryption tine
by the waiting time at all times or randonly. 18. A data encryption
programinstructing a cache- equi pped conputer to perform
encryption/decryption of a given plain/cipher text using transformation
tables which transfornms bit strings of the given plain/cipher text, the
program conprising the steps of: whemspreloading a plurality of
transformation tables into the cache nenory for performng

encrypt i on/ d€br y ptheotata gnenvption sygtemn aenogling:te anyaanefalrokaims 6ric t18bweeraisi ch i s
mor e 'tHéeddg’usTang Q@ctn%ﬁt ﬁg%dorﬂ)@%gétgét&ﬁﬁﬂﬁﬁéﬁ&%ﬂl@ﬂhkﬁ@. ﬁ:%r@lﬁ%e?yrtotﬂée ot her

transformation ve Deen prel oaded; and adjusting a nunber of cache
m sses B‘ltﬁoﬁﬁ‘éa'ﬂ’a'f‘%ﬁleé@“{sff’ﬁﬁpﬁﬁmﬁ ysiedfennesorsng grCryRYONER@YRYMS: nunber  of
cache m sses uniformfor any plain/cipher text. 19. A data encryption

program:i ”St{émt'ﬂ% %a@f Qggﬁ%g&rppﬁ%gf%f%g ]?Jln% 0. P&h LB{ M, wherein the.

encryptlon/decr ption o np ci pher fext usin frans or mat’i on
tabl es WHA%ERSY t FRSFOTRELBI tE38L% | HyPoflst HTgi vékelpl dicn/%6i phiérchedxtis
wher ei niddnei tigRpy etalbsl aployiadest witd & acacher nﬁrm[lie;t;atﬂd‘m‘éﬁiﬂedatca ast or ed

in the cache,pBopProk ks Reovided. i th tB@'@JahLyormM%e{aaneg%ﬂ W1tBe fggher
pri orlt% is renoved | ater fromthe cache_ nenor program conpri Si ng

the steps GFSWHABHBF el 'GRAF nd* 5N uF al TRV BF P%lean§?tcfr nﬁfl &ﬁetatﬁrégteidnto t he
cache nersyodreriqretélgreni ng encryption/ decryption, preloading a targeted
transformation table which is nore likely to be attacked, wherein higher

priority is S|g to the targeted tra sfornatlont bl e conpared with the
ot her transf Edﬁ%&Bﬁ’%@m“ te&?jj UsP? an%f?{’&(ﬂt“"?f SRR i H€Mon t he
t ar get epiahrommsf asxtahiding tlaastbenzion tables owiirek @rahbBiemiki biestrings ohahe gNedses

uni formlfﬁc an Y’Sg{ncl nIC| her text. 20. The data encryption program
accordl%a 5) & T@prﬂﬁj wherein one transformation table is prel oaded
into the cache nearmremay far sipring ahi éncryytioh i progrgs  inoludipe rthe rtranafprmation
encryptjgptdecryption of a given
‘a program-controlled processor provided with a cache memory, for executing
the encryption program;
a waiting time determination section for determining a waiting time;
a timer for measuring an actual encryption/decryption time for the given
plain/cipher text; _
a time extension section for extending an encryption/decryption time for the
given plain/cipher text by the waiting time when the actual encryption/decryption time is

shorter than a predetermined set time.

14. The data encryption system according to claim 13, wherein the waiting
time is a difference between a predetermined maximum time and the actual
encryption/decryption time.

15. The data encryption system according to claim 13, wherein the

waiting time is a constant time period.

16. The data enc}:yption system according to claim 13, wherein the

waiting time is a randomly determined time period.




plain/cipher text. 21. A data encryption program instructyd@fh 2007
cache-equi pped conputer 26 March 2007 55 to perform encryption/decryption
of a given plain/cipher text using transformation tables which transforns
bit strings of the given plain/cipher text, wherein each of the
transformation tables contains a predeterm ned nunber of entries, the
program conprising the steps of: preparing a managenent table containing a
plurality of managenent entries eachsgorresponding to the entries of each
targeted transformation table, each of which indicates whether a
correspondi ng entty ofThe Hata epcrypsierosysigmi ageprdingoib @mhens obeleims (13 todl 6f wherein

per f or MR QinfN ExYRidrOMAGE EXBhAIOMe dreRBlicHddiRIbESH iRy tRe V\%ftin% Hifhe at all
transformation table into the cache nmenory by referéncing the nanagenent

tabl e; HAES &dP049Mrg a nunber of cache nisses in such a direction that the
nunber of cache mi sses increases to make it uniformfor any plain/cipher
text. 22. A data encryption programinstructing a cache-equi pped conputer
to perform encryﬁioﬁﬁ%‘ér‘*ﬁﬁﬁyp BPIZMINGEet ﬁicﬁP@'ﬁHWg?%igmB‘ét?rntﬁ

t Ir ans ; Opéf&irmh i Cufhct'y@bdnrﬂvﬁedfmtiﬁﬂﬂ of hrgamf f;ﬁeﬂm&ipbérttefﬂtdsidggﬁarﬁforﬁ@ti%rgiameﬁl which
plain/c r text. . wherein each.of t ransformation tables cgntains a
Dy dot PR R abiobS 8 B B P BB e Tt PP r T RS RS of
prepari ng a manageeanirelbadihga pundldy ofi trapstarmdtion ahbldsyintef theraadgenemorydnt r i es
each co i . rl ransfor i O g . € of
oni oh 1 TRk st R o 8B ha BBl SRRl Bk IS8R o
has beelikelystodbd altadsed Bwong the tramsformation tebtkecafigp theoothegtrarsfertiatien tablesche

m ss a ﬁg{m on Qfeiddd@BS;hi ch is equal to a difference between a nunber of
usabl e entri egﬁa’aencii a ’m?nber of used entries of the transformation table by

referencing the rasiteegre mumbgbpecachadnissisuat thadargeied ttrasfopnativadhele spsses on
the tar gefoeraletRd AkRBAIRE Ehe R hfornfor by PRikRiphBeeuer of cache m sses

uni form for any plain/cipher text.

19. A dafa encryption program instructing a cache-equipped computer to perform

encryption/decryption of a given plainfcipher text using transformation tables which

transforms bit strings of the given plain/cipher text, wherein the computer is provided with a

- cache memory, wherein data stored in the cache memory is provided with priority, wherein

data with higher priority is removed later from the cache memory, the program comprising
the steps of:

when prelcading a plurality of transformation tabkles into the

cache memory for performing encryption/decryption, preloading a targeted

transformation table which is more likely to be attacked, wherein higher

priority is assigned to the targeted transformation table compared with the

- other transformation tables; and
adjusting a number of cache misses on the targeted transformation table so
as to make the number of cache misses uniform for any plain/cipher text.

20. The data encryption program according to claim 18 or 19,
wherein one transformation table is preloaded into the cache memory at a
plurality of timings for performing encryption/decryption of a given

plain/cipher text.

21. A data encryption program instructing a cache-equipped computer




23. A data encryption programinstructing a cache-equi ppegs gy to
perform encryption/decryption of a given plain/cipher text using
transformation tables which transforns bit strings of the given

pl ai n/ ci pher text, wherein each of the transformation tables contains a
predet er mi ned nunber of entries, the program conprising the steps of:
preparing a count managenent table containing a plurality of managenent
entries each corresponding to the entgdes of each transformation table,
each of the nmanagenent entries indicating a nunber of cache hits for 26
March 2007 prebbra correspontiaagventny o6f 4 heiteransfanreiphen ttabt epsing

gener at E%s@o%@b& Mss18 NUAbE! afrahidess Which isg-ggual of o acnugbgr, of
cache hi |ned bhased on managenent entries of the count nmnagenent

g
t abl e; iﬁn(? ﬁ%tltenxd: a g%rrﬁ%&e i CHCHE® M EEESOTR “SU hE3R & r BT IR fhat t he
nunber Bfed@—a%lhrenﬁ@ Sgeter AEredses. t Benpkwren aenpfiging ftbe dnys pifai n/ ci pher

text. 24. A data gBgdrnRtd %n@g?é?:%r@@éﬁlé‘%&rﬁtbﬁﬁﬁqb%plﬁra@@%?@n@r%bﬂ@ﬁderﬁ%pm er
to perfou?ﬁrapt encryption/decryption of i ven pl ai n/c¢i pher text usin

t r ansf of Rt PUFESPRIRG tuifie RNtries Hh SREM 13" Qﬁ’ief* t?c”ﬁf"ﬁ’@%“%f taplee egrly o whic

pl ai n/ cmal&arestm@therv@%&egpoaamb @ft?](tcﬁfethbrtadh%fdﬁrhaﬁid fiiblel abéh%en cRe8d a?rns a
e program conprising the steps o

predet erm.ned nu {lﬁ"@i ries,
gener at P%J&O"g'”@a?@ﬁ'é{p ec@’é’ Wtime a cache hit on an entry of a
transformation tdbadingasused ehties @ tieypdristonneiaT tplel int; thakachedheabiyty a

numnmber %ferggq%e%énms%gﬁ%m?rg?% h a direction that the nunber of cache m sses

I ncreases &ndany pl ai n/ ci pher text. 25. A data
encrypti on progr adjustisg muwinbeg oacaeiehmﬁsesqm pwhda deectiputtieat the npabérosfm

encrypt %ﬁ%éﬂ%geans*%eg %’?‘%‘%‘%’?’ﬂh ?5( ?h%ﬂ%leﬁe@%xt using transformation

t abl es or s pl ai n/ ci pher text, the
program conprising the steps of: preparing at |east one transformation

table group gont 3l gh@A%n g@p@é@fam tﬂﬂ:tm%gglaﬁﬁ? Qﬂéﬁsﬂég c%ﬂg'ate%&mnﬁ

wherein a transformation S re eren
encryption/decryption of a given plain/cipher text using transformation tables which

transforms bit strings of the given plain/cipher text, wherein each of the transformation tables
contains a predetermined number of entries, the program comprising the steps of:

preparing a management table containing a plurality of management entries

. each corresponding to the entries of each transformation table, each of which indicates

whether a corresponding entry of the transformation table has been used for performing
encryption/decryption;

generating a cache miss a number of times which is equal to a difference
between a number of usable entries and a number of used entries of the transformation table
by referencing the management table; and

adjusting a number of cache misses on the targeted transformation table so

as to make the number of cache misses uniform for any plain/cipher text.

23. A data encryption program instructing a cache-equipped computer to perform
encryption/decryption of a given plain/cipher text using transformation tables which
transforms bit strings of the given plain/cipher text, wherein each of the transformation tables

contains a predetermined number of entries, the program comprising the steps of:
' _preparing a count management table containing a plurality of
management entries each corresponding to the entries of each transformation

table, each of the_ménagement entries indicating a number of cache hits for




encryption/decryption process of a single plain/cipher textj.a3tbdad usting
a nunber of cache m sses in such a direction that the nunber of cache

m sses increases to nake it uniformfor any plain/cipher text by
referencing a different one of the N transformation tables each tine
accessing the transformation table group. 26. The data encryption program
according to any one of clains 21 to 25, wherein only a targeted
transformation table which is nore likgly to be attacked anong the
transformation tables used for perform ng encryption/decryption is selected
as an adjesresPongbjeertr27f thhe rdatpranciopptdtdn: program according to claim

11, wherein a targéiepslingtd adghbaniBlal Qimberiftimdai whicH & dRaPtd 4 keimpbet 6f be
attacked is ide tlflzjﬁ??q/ calculating a use rate 26 March 2007 7 of a

nunber &FCNGIUF &Pt Pymagagemest Etries pffhe cont mapagement iableagnd, of t he

transformation tadjigingansubdrasticatite midseans bachatdiredtiohahatethl avimbgr af
smal l er _use rate .as the.t

f bl 28. A dat
encrypt 3 eﬂ?%ﬁqﬁdﬂ?rﬁsseﬂ%@?g%guﬁ‘foé'tggﬁ'gasné{mn%ﬁ@ggé%ﬁpu?er to per?o?m

encryption/ decr yption of a given plain/cipher text usi ng transformation

t abl whi h f th I

vx/ﬁerglsn e:agh of t'ﬁ% %r ang\(?’k 't Pamrgﬁwgﬁvctagge c%ﬁﬁ%gﬂ@pgé ?0 é'? %P%'i%fhhunber
of entr ee@ypttoh@eprryp@ramf c@ngimrslp@nltnhberstte@susmg torstormativnn galdesnavticmg
tine; ”EMI’H?‘:%I%"%% Gq?v%rﬁmﬁlh ﬂérdtgﬁr an}gngf?lréatch %Pthgqganéfgl%?&o}{%ﬂﬂes i ven

pl ai n/ci pher text; “ext an e :%ep tio ecryption tine
pl ai n/ cFyHaRps ﬁ@mdetgvmtrﬁé num@elmf@gtnps, pregran n@naﬂngathe steps of: _
encryption/ decryp@éngeagllnqeaIc%cﬁ@%g@reatcha&n@ predst ehrlm BednSeleryt b 29.

The data_encr Lon program ac ordin Ia|m28 rein the waiting tinme
is a di ?]faersgn%ngtcb%r%mg T 3-prédet et %@ ﬁ*Z SRR R fre rlgnd t he act ual

encryption/ decr ypétqléjﬂtlntgl ‘mcpumgﬁ oThercHatr seat rlypréina preogetann adedrdieng to
cl ai m 28umvabBesei dhchbenM@id | NYrtdd® tb SmakeCONSEARLrd 0¥ RO/ ipddin/cipher

text.

25. A data encryption program instructing a cache- equipped
computer to perform encryption/decryption of a given plain/cipher text
using transformation tables which transforms bit strings of the given

"plain/cipher text, the program comprising the steps of:
preparing at least one transformation table group containing N transformation
tables having same contents, wherein a transformation table is referenced N times for an
encryption/decryption process of a single plain/cipher text; and
adjusting a number of cache misses in such a direction that the number of
cache misses increases to make it uniform for any plain/cipher text by referencing a different
one of the N transformation tables each time accessing the transformation table group.

26. The data encryption program according to any one of claims 21 to 25, wherein
only a targeted transformation table which is more likely to be attacked among the
transformation tables used for performing encryption/decryption is selected as an adjusted
object.

27. The data encryption program according to claim 11, wherein a targeted
‘transformation table which is more likely to be attacked is identified by calculating a use rate




31. The data encryption program according to claim 28, whesgidfp7vaiting
time is arandomy determned tine period. 32. The data encryption system
according to any one of clainms 28 to 31, wherein the tine extension
section extends the encryption/decryption time by the waiting tinme at all
times or randomy. 33. A data encryption nethod for performng
encryption/decryption of a given plain/cipher text using transformation
tables which transfornms bit strings of7ythe given plain/cipher text, the
met hod conprising the steps of: when preloading a plurality of

t r ansf ophaniwhet eidpesationteotriehdo adctabnuratvayrof eftties fqyeaaf:b loﬁth@gransformation

encrypt ia%@sdﬁ%égl%btﬂ@ga HF{&@%?H& %b‘eagwg\gr}(i% Lhas! e”EJté 2 11‘11 Yéﬁ!&' chis

nore 26 Marc 0 be at anong he trans

t abl es HppssomMatien Whleer transfor mati on tabl es have been prel oaded, and

adj usting a nunber of cache m sses on the targeted transformation table so
as to nmake the nunber of cache m sses uniformfor any plain/cipher text.
34. A data efferyphid8id aRstRbRn Propraseinelusting g cepls-9pLinrse/ @aEste Berfem a

gi ven  phayilibRideBgptione %t éJSg;nFéh tmaa:ﬁrﬁ.f:@érrr@ém OofisigP IlaRSfolRALR tdbdds Wdighe  Di t
stri ngs of .the given \Rgl ain her V\Qere n the conputer | rovi ded
with a "ﬁéﬂ[ﬁ"wgs TV S S %se'ﬂﬁécfbafcthﬁtr%ﬁmﬁﬂpg %. ded
with prcmﬂamsya pmdaereahineaiatnabwdfbnﬂneghﬁé plRGia@T ednyprisihg thestepeer: | ater fromthe
cache nmenory, the,nethod con?%?@ng the steps of: when preloading a

plurality of tranEPIHEY B & into the cache nenory for perforning
encryption/ decr yphemnng)amhﬂaallengyptldn&tegqﬁp&m fimefos ther gedn wainfcipheretexthi ch i s

nore likely to b i orlt t he
targeted transf orf E’t%ltdoﬁ EF'%' @mgﬁﬁp&&ﬁgqﬁ%ﬁ k‘g %‘f Ia‘{’%é’n %Xﬂ%’f }%3

t abl es; waiting tidg wdenrloe actual reperyptidn/denciptiomiims ds stumtet Hrantaapgdetednined set
transfotr tion table so as to nmake the nunber of cache m sses uniformfor
any plain/ci pher text. 35. The data encryption nethod according to claim 33

or 34, wherein one
29.  The data encryption program accotding to claim 28, wherein the waiting time

is a difference between a predetermined maximum time and the actual encryption/decryption

time.

30.  The data encryption program according to claim 28, wherein the waiting time
is a constant time period.

31.  The data encryption program according to claim 28, wherein the waiting time
is a randomly determined time period.

32. The data encryption system accbrding to any one of claims 28 to 31, wherein
the time extension section extends the encryption/decryption time by the waiting time at all
times or randomly.

33. A data encryption method for performing encryption/decryption of a given
plain/cipher text using transformation tables which transforms bit strings of the given
plain/cipher text, the method comprising the steps of:

when preloading a plurality of transformation tables into the cache memory for
performing encryption/decryption, preloading a targeted fransformation table which is more




transformation table is preloaded into the cache nmenory ajg RaRinWopyity of
~timngs for performng encryption/decryption of a given plain/cipher text.
'36. A data encryption nmethod instructing a cache-equi pped conputer to
perform encryption/decryption of a given plain/cipher text using
transformation tables which transforns bit strings of the given

pl ai n/ ci pher text, wherein each of the transformation tables contains a
predet erm ned nunber of entries, the ggthod conprising the steps of:
prepari ng a managenent table containing a plurality of managenent entries
each colikeds probelaftacked anfoegeahe tiaesfomiationddbles affesftbe wtiter drandferoiation éabtds of

whi ch i pgical %%rel%%hgﬁd a corresponding entry of the transformation table
has been- Used for performng encryption/decryption; |oading unused entries

of the transfornmetdlsatigbl @ i mebarhe céachechrendigsdsy opef Ehenciargetade
managenepinstaidaeiomdbbd] St NG dakdlrdder n@de € a8 @ abhs $@8sdsN ubLiGRm aror
directi h t nupher of cache m sses increases to make it uniform for
any pl a?ﬁy%ilp ne/rlp[t%eext. 6 March 2007 59 37. A data encryption nmethod

i nstructing a cache-equi pped conputer to perform encryption/decryption of

a given plai g4.ci phefatd @KEryHTIn BelHod Yol %ﬁarmwea@r%mm%ﬂyﬁ%n bf @l s bi t
strings of ,the given Igéjal n/ ci pher text, wherein each of the transtormation

tabl es P@BYfiRNshded |iegidtepiomriiennizhissr Wiyeh dransfoges Rithatrings 196 dhe diysni si ng
t he st epRintfiphep t@pawha@indthebdngRid it gréfdel faRtatadhaomambhy idktdiy dafa
managengnt ent F‘I es , each cor_re(sﬁﬁ.‘%n&l ng to the hent,rl es of Eaﬁh o
t r ansf oPWER Brite £BFRE MENAY &t PRKIIES) WRARTOLe MhelRin LR, With BgPeTRISGIEng
entry ofentdved lataishotheehclembmablyethb asethebdomisieng fties stggs éfor m ng
encryption/decryption: generating.a gache m.ss nunper of .tines ichis
cqual to a ot 1 areiereBERRA 8 BB ErER RC AR he St e e of
used enperfamingferchptitn/desypdionapreloadinglal tergelpd trafseommatiomigblehehichaisagensent
t abl e; ' ' ber 1 [ ' I at the
hanber DY @eabR, BBt Rignd pAEIE aBUORES, o B Sr GRS
t ext. compared with the other transformation tables; and

adjusting a number of cache misses on the targeted transformation table so

as to make the number of cache misses uniform for any plain/cipher text.

35. The data encryption method according to claim 33 or 34, wherein one
- transformation table is preloaded into the cache memory at a plurality of timings for
performing encryption/decryption of a given plain/cipher text.

36. A data encryption method instructing a cache-equipped computer to perform
encryption/decryption of a given plainfcipher text using transformation tables which
transforms bit strings of the given plain/cipher text, wherein each of the transformation tables
contains a predetermined number of entries, the method comprising the steps of:

preparing a management table containing a plurality of management enfries
-each corresponding to the entries of each transformation table, each of which indicates
~whether a corresponding entry of the transformation table has been used for performing
encryption/decryption;
loading unused entries of the transformation table into the cache memory by
referencing the management table; and .
_ adjusting a number of cache misses in such a direction that the number of
‘cache misses increases to make it uniform for any plain/cipher tekt. '




38. A data encryption nmethod instructing a cache-equi pped,£nPpytfip7t 0
perform encryption/decryption of a given plain/cipher text usi ng
transformation tables which transforns bit strings of the given

pl ai n/ ci pher text, wherein each of the transformation tables contains a
predet erm ned nunber of entries, the nethod conprising the steps of:
preparing a count managenent table containing a plurality of nanagenent
entri-es each corresponding to the entgges of each transformation table,
each of the nmanagenent entries indicating a nunber of cache hits for a
correspondi ng entry of the transformation table; generating a cache mss a

number of L1 8PS YA bR ndibe NEDUADS coBfe o658 QR0 BhAGHh Dased

on nanagenen_ entrl es O manage |ng a
nunber encrgptiohéleaiyptiars of na sgivén aplaim!ceben dextt hsing ttr@smrm@tmn @ablesao'ﬂecnri sses
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encryption method i Astructin e-equi p conput er to perform
encr ypt FONRIBea Pygstetasmings nHinBWﬁniﬁ'Ie&:l the meﬁmrcwenemeﬁgensménsf ormation

tables which transhsingsa mahaéénﬁéﬁ?%?olé’t‘:oﬁtgﬁln@'é’BIﬂram{yadfnn&ia@Qﬁémt@t*ﬁes
wherein each of the transformation tables contains predet er m ned nunber

of ent r PRR CYTFRSPARIIAG & dsnBRlIes A SeHle trapgipenalen 1able, gaGRCel Woigy I

gener at ivAghar &arespindimgeditly dfi the tainsRERGIoR thble adNbedt tiggd abr Berforming
transformation  table occurs for encryption/decryption; and adjusting a

number SRCEAIOREeRYRIN: i n such a direction that the nunber of cache nisses
i ncreases to rrakegerferajingfaocaméOﬁ:sﬁlaynmhwerrdmimﬁsanhlbmet equil fo A diffdrence

. hod ,
cnor ypt POAPREE D BPFET 5HO% QR ARG Armpe: pinard Fades dermiseyelierd: fels on
tabl es hhiaﬁshenc_tumgathshmwgememttame lands of the given plain/cipher text, the
O T " OadiiMind SeRB of RSAIE 1 ol A b0y WhATRL QUABLL 8, L0l @

group contai ni ng sf or nmat
t r ansf otanhe inissesatiirenses ta waka Iewm@dnlfortanwr@ialﬁlophemext encryption/decr ypt | on
process of a single plain/cipher text; and adjusting a nunber of cache

m sses in such a direction that the nunber of
38. A data encryption method instructing a cache-equipped computer to perform

encryption/decryption of a given plain/cipher text using transformation tables which
transforms bit strings of the given plain/cipher text, wherein each of the transformation tables
contains a predetermined number of entries, the method comprising the steps of:

preparing a count management fable confaining a plurality of management
entries each corresponding to the enfries of each transformation table, each of the
management entries indicating a number of cache hits for a corresponding entry of the
transformation table;

generating a cache miss a number of times which is equal to the number of
.cache hits obtained based on management entries of the count management table; and

adjusting a number of cache misses in such a direction that the number of

cache misses increases to make it uniform for any plain/cipher text.

39. A data encryption method instructing a cache-equipped computer to perform
encryption/decryption of a given plainfcipher text using transformation tables which
transforms bit strings of the given plain/cipher text, wherein each of the transformation tables

"contains a predetermined number of entries, the method comprising the steps of:




cache m sses increases to make it uniformfor any plain/cydRechiRy by
referencing a different one of the N transformation tables each tinme
accessing the transformation table group. 41. The data encrypti on nethod
according to any one of clains 36 to 40, wherein only a targeted
transformation table which is nore likely to be attacked anong the
transfornmati on tables used for perform ng encryption/decryption is selected
as an adjusted object. 42. The data gncryption nethod according to claim
41, wherein a targeted transformation table which is nore likely to be
attacked is identgeneestingy cacdicmisateadytime asacheatieon af estrynefradteansioimatper at i on

entri estarb[éc?cc&%tf?rlen@gxgpo%d q?gﬁ r |n s for each of the transformation tables

and sel eC rARSr o nat e having a snaller use rate as the
targeted tr ansf cdisting marlmee of @ch%nmealreﬂmhyq)tilrenuorrematdue innwberueft i ng a

cache: egu ARG CHIPUIES 1d AalEf Lo G, YR GRIRgEyPLi on of a gi ven

pl ai n/ ci pher text using transtornation transforns bit strings
of the given plain/cipher text, wherein each of the transformation tabl es

contains a p&@detﬁﬁ%mdﬂmﬁ{a% ifficlifPa hbR-JRidped SRFRI % Paride Steps

of : determining a walting time, neasuring an actual encryption/decryption
tim f o?nw@oe/%%wtwnapﬁ/q:lqw@r plaiiyeiphere tavth r éging damsfopmation: Etiasn yhi

encr yptIrwdiﬁl%fbl{@irin?@ofth@@wfa@blairﬂ@prﬁslr‘t/é"}@ tid Retho8 b&hgﬂ"s.ﬁgetxqb siipstohe  wai ting

time when the actua encr%ptlon decryption tinme is shorter thap a
predet er ni ned setPreRariRg at legst ofgdrangian @m%lﬁl%wpr@nmn%'émmaatm claim
43, whetables Hahﬁgwahiel dvBitentsYBvhefein @ tebﬁsfoﬁhamﬂabetnwaareacéu edgrhed for zad

maxi mum t | e _actual enc 0 n time. 45. The data

encr ypt 5V nﬁ@ﬁ’ﬁ%‘ﬁy 888F‘??eﬁ§°fe S'@%P‘ﬂ"&ﬁ‘%ﬁ%‘? ﬁ the waiting time is a
constant time peradpdtingl@.nuiiber datachenalsged inosuched biesttias tiet dhergumnbercdfai m 43,
wher ei n cHS #@s'e% u%geases 0 fndke i?urqi%r}rgl%mr é/nydp?éir%%lp eretgxttblyrlr'gfepe%ang a different

one of the N transformation tables each time accessing the transformation table group.

41. The data encryption method according to any one of claims 36 to 40, wherein
only a targeted transformation table which is more likely to be attacked among the
transformation tables used for performing encryption/decryption is selected as an adjusted
object.

42. The data encryption method according to claim 41, wherein a targeted
transformation table which is more likely to be attacked is identified by calculating a use rate
of a number of operation entries to a total number of entries for each of the transformation
tables and selecting a transformation table having a smaller use rate as the targeted
transformation table.

43. A data encryption method instructing a cache-equipped computer to perform

“encryption/decryption of a given plain/cipher text using transformation tables which

- -transforms bit strings of the given plain/cipher text, wherein each of the transformation tables
contains a predetermined number of entries, the method comprising the steps of:

determining a waiting time;

measuring an actual encryption/decryption time for the given plain/cipher text;




47. The data encryption nmethod according to any one of cl#g g4I 0b® 46,
wherein the tine extension section extends the encryption/decryption tine
by the waiting tine at all tines or randomy. 26 March 2007 63 DATA
ENCRYPTI ON SYSTEM AND METHOD ABSTRACT A data encryption system

i npl enented by running on a cache-equi pped conputer an encryption program
including transformation tables each of which contains a predeterm ned
nunber of entries. Al or necessary opnes of 5 the transformation tables are
| oaded into the cache menory before encryption/decryption process. This
causes encrypt i caxtahdingypt ernyptiondetrgotioe timedfer thebgivemplaialdpheeguaby the

i ndepen f K tion

t abl e. Q&%éyvgr"vﬁeﬂqﬁ]{l Cuﬂer@@p?&?&é}b{pﬂgﬁﬂHFﬁ %ﬁ rée)ﬁ(’g%&nﬂ%ggﬁ%@ﬂ@ﬁ%eg% ne a
key dif¥f®@eential, resulting in difficulties. in cryptanalysis. FIG 10

44.  The data encryption method according to claim 43, wherein the waiting time is
a difference between a predetermined maximum time and the actual encryption/decryption
time.

45, The data encryption method according to claim 43, wherein the waiting time is

a constant time period.

46.  The data encryption method according to claim 43, wherein the waiting time is
a randomly determined time period.

47.  The data encryption method according to any one of claims 43 to 46, wherein
the time extension section extends the encryption/decryption time by the waiting time at all
times or randomly.
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DATA ENCRYPTION SYSTEM AND METHOD

ABSTRACT

A data encryption system implemented by running on a
cache~equipped computer an encryption program including
transformation tables each of which contains a
predetermined number of entries. All or necessary ones of
the transformation tables are loaded into the cache memory
before encryption/decryption  process. This causes
encryption/decryption time to be made substantially egqual
ihdependently of the number of operation entries for the
transformation table. It is very difficult to extract
plain texts used to determine a key differential, resulting

in difficulties. in cryptanalysis.

FIG. 10




