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CLAIM OF PRIORITY UNDER 35 U.S.C. §119 _
[0001] The present Application for Patent claims priority to Provisional Application No.
61/164,276 entitled “Electronic Discovery System” filed March 27, 2009, and assigned to the

assignee hereof and hereby expressly incorporated by reference herein.

FIELD
[0002] In general, embodiments of the invention relate to methods, systems, apparatus
and computer program products for electronic discovery and, more particularly, identifying and

adding custodians in bulk to a case or matter within an electronic discovery system,

BACKGROUND
[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation, a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents must
be scrutinized manually. Furthermore, digital data is difficult or impossible to completely
destroy, particularly if the data is stored in a network environment. This is because the data
appears on multiple hard drives, and because digital files, even if deleted, generally can be
undeleted. In fact, the only reliable means of destroying digital data is to physically destroy any
and all hard drives where it is stored.
[0005] In the process of electronic discovery, data of all types can serve as evidence.
This can include text, image, calendar event data, databases, spreadsheets, audio files,
multimedia files, web sites and computer programs. Electronic mail (i.e., e-mail) can be an

especially valuable source of evidence in civil or criminal litigation, because people are often



in which electronic data is sought, |ocated, secured and searched with the

intent of using it as evidence in a |legal proceeding, an audit, a

securities investigation, a forensics investigation or the |iKke.

E-di scovery can be carried out offline on a particular conputer or it can

be acconplished in a network environnent. [0004] The nature of digital data

makes it extrenely well-suited for investigation. In particular, digital
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addition to ent ying, locating and reéetrieving di gital data, the most

cri ti cidcation, retrieval and preservation processes, especially in instances in which the enterprise
system includes disparate technology infrastructures and the like.
[0G08] As previously noted, e-discovery, as opposed as conventional discovery of printed
materials, provides for the ability to filter or search the data so as to reduce the volume of data to
only that which is relevant to the request. Such searching is typically accomplished by
determining a specific date range for the request, providing key words relevant to the case and
the like. Improvements in the area of searching are greatly in need to further add efficiency to
the overall e-discovery process.
[0009] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entry, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the manner
in which the data is presented for review adds efficiency to the review process and ultimately
drives the cost of the review process. Therefore, improvements in the manner in which data is

presented for review are also desirable as a means of increasing efficiency and reducing costs.



part of any el ectronic discovery is the preservation of data, which

i nvol ves mai ntaining an original source copy and storing it for
preservation purposes or furthering processing. This too becones a daunting
task for the enterprise systemthat enconpasses a nyriad of different
technol ogy infrastructures and the |like. Therefore, a need exists to
inprove the identification, |location, retrieval and preservation processes,
especially in instances in which the enterprise systemincludes disparate
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how t as ow ar e nmahaged ng on case requirenents and the
| i ke. who may require addition, as custodians, to a case or matter. This information may include, but

is not limited to, first names, last names, email addresses, telephone numbers, employee numbers
and the like. If the e-discovery associate is not in possession with enough information to
positively identify an individual as the individual that requires addition to the case or matter, the
e-discovery associate is tasked with searching various databases or the like, either manually or
electronically, to confirm the identity of an individual and to gather the requisite information
needed to add the individual, as a custodian, to the case or matter. Such searching is a time-
consuming endeavor that is exasperated when a multitude of individuals require addition to a
case or matter

[0013] Therefore, a need exists to be able to positively identify individuals for addition,
as custodians, to cases or matters within an electronic discovery system. The desired solution
should provided for performing the identification in bulk, such that a large number of individuals
can be simultaneously identified without having to perform separate searches. In addition, once

a plurality of individuals have been positively identified as the individuals that require addition,



[ 0012] One specific problem associated with electronic discovery is the
identification and tinely addition of individuals, referred to herein as
custodi ans, that need to added to a case or a matter. A custodian is an

i ndi vi dual that possesses information, in particular electronic data, such
as e-mails, docunents and the |like, relevant to an assigned case or matter
and, therefore, collection of the data fromthe custodian is necessary.
However, in many instance the electronic discovery associate is provided
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the present invention relate to systens, apparatus, nethods, and
or matter and, in some embodiments, uploading or otherwise transferring custodian profile data

to the case management system/database, as need be. Additionally, embodiments of the present
invention provide for configuring the system to perform automated e-discovery activities, such
as communicating preservation hotices, collecting data or the like, on the group of custodians
based on their addition to the case.

[0016] A method for adding, in unison, a plurality of custodians to an electronic
discovery case provides for specific embodiments of the invention. The method includes
receiving, at a computing device, a plurality of identifying data items. Each of the plurality of
identifying data items is associated with one of a plurality of individuals potentially requiring

addition to a case within the electronic discovery system. The identifying data items may



conput er program products for electronic discovery and, in particular,
providing positive identification of individuals for addition, as

custodi ans, to cases or matters within an el ectronic discovery system The
identification is performed sinultaneously, in bulk, using disparate
information related to the individuals In this regard, individuals can be
positively identified through one specific identification procedure,
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i ndi vi thebide.chws ersdiohhmitediton d dirst neme.tadash osine, apalgetronie mdilf (pimal) eddressdamans, t he
present_inventian proyides for in ] i fi i "

C it SRRRYE bRy R G | B RO BP0l iSHly o b E IR PR e

upl oadThgmethod tfieienirgRides auasdsiirgl ving comphinel daviqeppddelser,dalatmbhise, futk acase
manage st eni dat abase,. as_need be. _Additionall nbodi nents of the
o oo oD nitieg ety o e Hhs SHG Ao AGEOEy SHtre e GR8ReF SRS aonnt od
e- di SCOMBE¥ed Ghith\thd iR diadll fTtha SleGRIIR Mk &R biyY steE FRFHE {he MndiRIdl i6E8des
collecting data or the |like, on the group of "custodi ans based on their

addi t i defermpningevia a sempto@IdEyise peackeser. stchgsibgtivgen tha plwsglyaf identdyne dptat y of

L odi | L . ; . .
embod oA e e g aREbBRR A the ARGl SRP el 73 hAPUBRRRMALS for 0 i ng
devi ceegach of therdetdrinined inatches) tcuftyding pebfilea that @ndudelaahstafpottivm qiltherdstd ty  of

identifying data itenp is associated wit ne aof a plurality of_.individuals
pot ent PpRgted Baiths ot Axbirorg e tetapiiod Brfcs RetePedt pSB S cover y

Sy st emie e a ik Mibdr fitgdu BortAfufed th QA ifB¥isor, A phudaley oPbistcilifs AO4 cdsk Bhde@dnt 0, a
first nane, a |last nane, an electronic mail (e-mail) address, an enpl oyee
nunber thepresepted cyrdgrian profilgst nanme, an operating system account number or
the |i The nme : el Mg (e IV gF- 1 j ice
procesgdcz?rl?zE a datégh%gdelgél [sOL ﬁ&gg @%lb ni P%lg&%ﬁr%gﬂg)tqw egrn%tl‘ﬁ%%&{eﬂgwﬂfgﬁl n the
el ect r coyputihigsicvice pyocesgst, etnfeasT h pordiah ab isalattasscestaaridh ths sogodiaenitaviheh t he

custodians in the, el ectrqnic discovery syste urther, the had i ncl udes
dot er i AmORATET, Y th OGP Rk oo At nca b AsAEEn pepReehiny At

pl ur al yder irphut theedds thel praraBiFtol cidi@iBnsan thetdase. dat a associated with the
cust odi ans_and presentin at a conputing devices, for each_ of the

det er m%d8] mat chégcordipg tefarier sprafic pakodimarts; the methed ferthep insfudss 1567 in8n of
the dapd, asnaRithe iecdh bchl Ssd 43 dbritburdiid idili B ah kiterdiieaidRh B dliig udes

receiving, at a conputing device, rst user 1 nput configured to add, in
uni sonpn hepllumbtyiof pustédimssiided tarlse ¢ase andiagmtibg senla computag geaseproegdsor,

cust odj,an ofiles. [0017]According,.to ci.fic { ment t he. et hod
Furt nel el st gy 0 e MR ER G pla BEP b BRSPS
por t i odisedverh@tiday taft s eomdfuailatiéd &F o greseewsibo dotae to Bll or & partieAsLthennagenent
system wherein_ the input occ rslﬁgéggg ugg %%égased on _recejpt_of the

first Getedigngsgdedtnsic Qo andeor gp viarsaveocigied wih all gpa

[ 0018] ggﬁgﬁg}-ﬂlgchgoéihﬁstdaggd@gﬁgggsg_c enbodi ments, the nethod further
i ncludes recelving, at a conputing device, a second user input configured

to ini {0EPE an elnepedibnrmbelincns of theangthod, detemminingengdthgs gicludgs of cust odi ans
added t,g the. nd initati Vi 2 evi.ce pf or, the

ol ect r SREE e O ohl bl clbep thofins AIRHN ML SENAERMBE TR | "F e
case. Ihecigle@atithahd custidimey Boryexambicyiftitye identifhiag datariteni is atfiranr bkt ame,

preservatjon natjce to all or a portion of the custodi ans added to_the
case( s fhegapere 1&%&«5&& g mophan prRAGR iar decafs ep‘é&r%eiwﬁd ‘gﬁldgmlfya';g a
por t i ORaQfitetN€af ahIOJEANMRH AR UataBadeN €I & inbHEd hihPle SRR ot heeNbOdi MmNt S
of the nethod, determ ning matches includes )

employee number. In such embodiments the method may further include receiving, at a

computing device, a second user input that selects one of the custodian profiles for inclusion in

the plurality of custodians to be added to the case. The second input/selection is based on the



determ ning nore than one match between one of the identifying data itens
and the data associated with the custodians. For exanple, if the
identifying data itemis a first or |last nanme, the database is likely to

i nclude nore than one match for the nane. Conversely, if the identifying
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[0022] In specific embodiments of the apparatus, the bulk custodian entry application

further includes a custodian data upload routine configured to automatically upload at least a

portion of the data associated with the custodian into a case in the case management system. The

automatic upload/entry is based on receipt of the first user input that adds the plurality of

custodians to the case.

[0023] In further specific embodiments the apparatus includes a preservation notice

application stored in the memory, executable by the processor, and configured to receive a

second user input operable to initiate communication of a preservation notice to each of the

plurality of custodians added to the case. The preservation notice application includes a

preservation notice routine configured to initiate the communication of the preservation notice to

the plurality of custodians based on the second input.



application stored in the nenory, executable by the processor, and
configured to receive a second user input operable to initiate

comuni cation of a preservation notice to each of the plurality of

cust odi ans added to the case. The preservation notice application includes
a preservation notice routine configured to initiate the comruni cati on of
the preservation notice to the plurality of custodi ans based on the second
input. [0024]1In other specific enbodi nents the apparatus includes a data
col | ecfaoa#] app! i lnatheo spstforabodimentethrapparatys inrluden adsitecdipctineapphientiessor

and confi d to receiv ond user in r.abl
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that include at least a portion of the data associated with the custodian. Moreover, the computer-
readable medium includes a fifth set of codes for causing a computer to receive a first user input
configured to add, in unison, a plurality of custodians to a case based on the presented custodian
profiles.

{0027] Thus, further details are provided below for systems, apparatus, methods and
computer program products for positive identification of individuals for addition, as custodians,

to cases or matters within an electronic discovery system and for the addition, in bulk, of



I dentified custodians to the cases or matters. By perform ng positive

i dentification of nultiple individuals via one specific identification
procedure, w thout having to search nultiple databases to verify the
identity of an individual/custodian, the present invention adds efficiency
to the e-discovery process. In addition to positively identifying

custodi ans, the present invention provides for adding the identified
custodi ans, sinultaneously, in bulk, to a case or matter and, in sone .
enbodi identificd anstodtans eghoeases eranattesse Bymgrfomaing pagtivaidensdicationpeionylfipledat a t o
t he case. nman n . .

accorpl TLPRER B pog Rt P AL AR Frcolfic Rty favihg WS mhlifle databases
enbodi fevdridy theifntigeotdnandieidualioastotien chepictant infvertion adds efificieacly wrtbe e-

particyl arl ointed out.in the.clains.. The follow,ng descript.ion and the
annexe ISEFPVQ%/M ﬁ'@%e%eg ng}lloﬁ 19 ROEYE, ﬂde%téfy?’ﬁiCHStPﬁHlF’EFs%%ﬁ “%%.hﬂrr‘ es of the
one or ,AR{Rs firhAdin e identifRe Sestd Bl §iRSItAMRBuilfdh Galki 168 caBOVEMSHer 28, iUt a

few of "the various ways in which the principles of various enbodi nents may
be enpbayeembediaentyiuplagdingror pthicsyise Bansfrdngienstodianelilg datade thegasn

enbodiE&@%%g%@ﬂ%égﬁb&ﬁﬁﬂ%%é@%ﬁ@%ﬁi BRI EF DESCRI PTI ON OF THE DRAW NGS

[ 0029] escri ments of the invention in general terns,
ref er efR8Wi | | ndovttieecomadishmenthd tlaciomypagynd gelaedmdsghe onhorcho@r e not

necessarily drawn to scal.e, and wherein; J0030] FI i.s, schemati.c di agram
o on® abbedime Chuhfoc) B et SR er Rt dsSdied anbar et B R hbp B 00,
di SCOVgla¥nd. eSS Howind dakEpfistARFIEhMaldRx eBaWHiINES BétFordt int dieildcas@nflustaient i on;

features of the one or more embodiments. These features are indicative, however, of but a few of

the various ways in which the principles of various embodiments may be employed, and this

description is intended to include all such embodiments and their equivalents.

BRIEF DESCRIPTION OF THE DRAWINGS
[0029] Having thus described embodiments of the invention in general terms, reference
will now be made to the accompanying drawings, which are not necessarily drawn to scale, and
wherein:
[0030] FIG. 1 is schematic diagram of an apparatus configured for determining cost
estimates for an electronic discovery request, in accordance with embodiments of the present
invention;
[0031] FIG. 2 is a more detailed block diagram of an apparatus configured for
determining initial and dynamic cost estimated for an electronic discovery request, in accordance
with embodiments of the present invention;
[0032] FIG. 3 is a flow diagram of a method for determining an initial cost estimate for
an electronic discovery request, in accordance with embodiments of the present invention,;
[0033] FIG. 4 is a block diagram of an enterprise-wide electronic discovery system
highlighting computing device monitoring, in accordance with embodiments of the present

invention;



[0031]FIG 2 is a nore detailed bl ock diagram of an apparatus confi gured
for determning initial and dynam c cost estimated for an electronic

di scovery request, in accordance with enbodi nents of the present invention;
[0032]FIG 3 is a flow diagramof a nethod for determning an initial cost
estimate for an electronic discovery request, in accordance with

enbodi nents of the present invention; [0033] FIG 4 is a block diagram of
an enterprise-wde el ectronic discovery system highlighting conputing

devi ce[00B4] t or i EG.i5ris ablock dingrien off anrelestronigidisnYEy BIANAZEE SPFYs@Nt | nvent i on;

[0034] FI G, 5 is..a bl ock d] m .ectroni c di scovery nmanager server,
I n acc?ﬁpalgﬁg% %ﬂ% %I%or%ﬁrggﬂsnéﬁ&ilg%egl}t%egér@gent I nvention; [O0035]FIG 6 is a
bl ock ioagy am of FIG. @t abRek dgranes! d duteasedopat iroai dediopoligoyergygttam in

accordance with agn enbadi nent the present invention; [0036]FIG 7 is a
bl ock H&ERTERACGVIR %HFO'@&{W%OE%F\?@FC tﬁnvgﬁﬁ‘érf’ect roni ¢ di scovery system

[0036] FIG. 7 is a block diagram of a collection server in an electronic discovery system,
in accordance with an embodiment of the present invention;

[0037] FIG. 8 is block diagram illustrating electronic discovery management structure, in
accordance with an embodiment of the invention;

[0038] FIG. 9 is a flow diagram of a method for initiating a case or matter including
creating search terms, creating and sending preservation notices, sending reminder notices and
creating and sending surveys to custodians, in accordance with embodiments of the present
invention;

[0039] FIG. 10 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention; and

[0040] FIGS. 11 and 12 are flow diagrams of methods for harvesting different data types

in an electronic discovery system, in accordance with an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0041] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not ail,
embodiments of the invention are shown. Indeed, the invention may be embodied in many
different forms and should not be construed as limited to the embodiments set forth herein;
rather, these embodiments are provided so that this disclosure may satisfy applicable legal
requirements. Like numbers refer to like elements throughout.
[0042] As may be appreciated by one of skill in the art, the present invention may be
embodied as a method, system, computer program product, or a combination of the foregoing.
Accordingly, the present invention may take the form of an entirely software embodiment
(including firmware, resident software, micro-code, etc.) or an embodiment combining software

and hardware aspects that may generally be referred to herein as a “system.” Furthermore,



I n accordance with an enbodi ment of the present invention; [0037]FIG 8 is
bl ock diagramillustrating el ectronic discovery managenent structure, in
accordance with an enbodi nent of the invention; [0038]FIG 9 is a flow

di agram of a nethod for initiating a case or matter including creating
search terns, creating and sendi ng preservation notices, sending rem nder
notices and creating and sending surveys to custodians, in accordance with
enbodi ments of the present invention; [O039]FIG 10 is a flow diagramof a
met hod cRBpdiggats @ﬁﬂ‘ﬁrpf%ﬁﬂd@éﬁ%ﬁl@ myay taks the lorm of A remPRISTIB 0By RYMCEAR 2i n

accor d@&ﬁgu%ﬂ‘l- o agﬁ: HERedH Hﬁﬂ%ﬁ;&g%t@@%&ﬁ:ﬁ:%%mh%M@édaﬂﬁ?ed%ﬂ‘i’.héxg&ﬂ%':' Gs. 11

and 12 ar l agrans o esting erent data types in
an el ef048hi ¢ di SopwEtaplespsipier-réadalde omdikanoey b elizzd. dteedinpatet- of t he

Iprl\l\eléﬁlq't eéqrﬂ)\{g rnr;[e}ilum may be, for exampIA‘ bul,E notI:I)ESgﬁltPTl Ol\clac%mc magneM:E opgca \ THE

electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium,
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory (CD-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if
necessary, and then stored in a computer memory.

[0044] Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming
language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program code
for carrying out operations of embodiments of the present invention may also be written in
conventional procedural programming languages, such as the “C” programming language or
similar programming languages.

[0045] Embodiments of the present invention are described below with reference to
flowchart iflustrations and/or block diagrams of methods, apparatus (systems), and computer
program products. It may be understood that each block of the flowchart illustrations and/or
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block
diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the

flowchart and/or block diagram block or blocks.
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[ 0041] Enbodi nents of the present invention now may be described nore fully
hereinafter with reference to the acconpanying draw ngs, in which sone, but
not all, enbodi nents of the invention are shown. |ndeed, the invention may
be enbodied in many different forns and should not be construed as limted
to the enbodinents set forth herein; rather, these enbodi nents are provided
so that this disclosure may satisfy applicable |egal requirenents. Like
nunbers refer to |ike el ements throughout. [0042]As nay be appreciated by
one of [B%6) | in These enmput«trmogm@s@awnwmaéwb@e@or inggrgswruts reaslalale net hod,
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access nenory (RAM, a read-only menory , an erasabl e programrmahbl e
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rredl a such hose su nternet or an intranet. Note that the
comput mVent&adabI e medi um coul d even be paper or anot her suitable nmedium
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then' capEplobidhatiprd@dd o b&sitivedteRifiaetion Sndivid0gls &Rdiring addisivh taklgodimaper , i f
necessary, and then stored in a conputer nenory. . [QQ44] Corrpu%)ﬁ_m Cﬁrogram
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| anguage suc Java k, C++, or the . However, the
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pr ogr ampdagiveB igeraidgisig custodians, the present invention provides for adding the identified
custodians, simultaneously, in bulk, to a case or matter and, in some embodiments, uploading or
otherwise transferring custodian profile data to the case management system/database, as need
be. Such bulk addition of custodians lessens, and in some instances eliminates, the need to add
custodians to the case on a one-by-one procedure. Additionally, embodiments of the present
invention provide for configuring the system to perform automated e-discovery activities, such
as communicating preservation notices, collecting data or the like, on the group of custodians
based on their addition to the case.
[0049] FIG. 1 provides a schematic diagram of an apparatus 10 configured for providing
identification and addition of multiple custodians to a case in an electronic discovery (i.e., e-
discovery) system; in accordance with embodiments of the present invention. The apparatus 10,

which may comprise more than one computing device, includes a computing platform 12 having
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[ 0045] Enbodi nents of the present invention are described below with
reference to flowhart illustrations and/or bl ock di agrans of nethods,
apparatus (systens), and conputer program products. It may be understood
that each block of the flowhart illustrations and/or bl ock diagrans,
and/ or conbi nations of blocks in the flowhart illustrations and/or bl ock
di agrans, can be inplenented by conputer programinstructions. These
conput er programinstructions may be provided to a processor of a general
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managenment systepl dat abase, as need be. Such bul k addition of_ custodi ans

| essen8ichas ST ioe SaRse aitich fiapedata ?%ECI?FE%&’“?‘&“%@% fans to
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present invention provide for configuri ntg the systemto perform autonated
(i3

e- di sculeatifyingcdatajitaniss®?, andubhdaig assosinted tatthadptpassanstodiwith therustodiens 28
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appar ainag rdsilt basellioguhept of thp idevtiflinigdata item 22. For example if the identifying data
item 22 is a first or last name, it is highly likely that multiple data matches 30 will exist between
the first or last name and the data associated with custodians 28 stored in the database 24.
Conversely, if the identifying data item is an employee number, an email address, or an operating
system account number, the match determination should result in a single data match 30, or in
some instances no match, between the identifying data item 22 and the data associated with

custodians 28 stored in the database 24.
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identification and addition of nultiple custodians to a case in an

el ectronic discovery (i.e., e-discovery) system in accordance with

enbodi ments of the present invention The apparatus 10, which may conprise
nore than one conputing device, includes a conputing platform 12 having at
| east one processor 14 and a nenory 16. In specific enbodinents of the

i nvention the apparatus may take the formof an el ectronic discovery
manager server 110 as shown in and described in relation to FIG 4. The
nenor y [0062bf appAdditionallyobulk sustediy goeyapplicstipah8 &eludgs sgspnd eser ingsifae®,  whi ch
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entry H5B] cat i oRefeBingddFlGohahdwn isrcthongalstatled blodk diagrast effapparatus 48, 26 t hat

is configur to access a.data base 24 w thi he, el.ect ronic di scoyery
syst enpiedderion b fe SRErPuG AR Sprtaticin 010 OSpRURF B L6 frsfoRe
associ disesiery éderptisd WetemShodth in HIG. @) at@ddiag to@hisddimheaits bfde plesérs f urt her

configured.to _determ ne data matches 30 geIV\%ﬁ the identifying data itens

22 andWVREIQPat e ABRBR A HYisRPEiBrlopERYC aideriticati eriang Fuik ¢t odi ans 28
st or ed cidfodis @%s@s/%ﬁtterk withiod ddaik@veRt Setethdh a&dltim&brbﬂ§ﬁ1§?§e?§er geag than

one data match 30 may result based on’the type of the identi ng data item
22. FoFlexhhighbglits varipas plikrnati expbedjingatsa The apnapatuy Kl0angy ingludoend gggnorpane, it

s hi ah . . ) ) . . he f|
or 1ast! S Gosbobiblte R IARS TREVR PR RS Hidtbho RSl b BRAHES e, 12 111!
dat abapeafdéed Ganxe faal of computidpedevibent i f yi ng data itemis an enpl oyee

nunber n. emai |,_address, ar. an operating.syste ccount nunber, the match
det or miHRE] on s bG PPl 1D inglides SpmaV s RO L RASEn F5EVE A BHE P ns  ances

no mat edhitinBeiniRPplidaiend. C@d?ﬁﬁﬁtﬂxh'ibﬂitﬁﬁhﬂﬂiﬁ&ﬁﬁeg%leﬁfbgy!laf?wkﬁ‘éﬁ RapssApiated with
custodi ans 28 stored in the database 24. 0052] Addi tional |y, bul k
cust odivelatilennd gorryeletileanqnenry.1wch acicadtenlysadiontandearaceess memaee(RAM and

ROM), EPROM, EEPROM, flash cards, or any memory common to computer platforms.
Further, memory 16 may include one or more flash memory cells, or may be any secondary or
tertiary storage device, such as magnetic media, optical media, tape, or soft or hard disk.
[0055] Further, computing platform 12 also includes processor 14, which may be an
application-specific integrated circuit (“ASIC”), or other chipset, processor, logic circuit, or
other data processing device. Processor 14 or other processor such as ASIC may execute an

application programming interface (“API”) 42 that interfaces with any resident programs, such
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32 that is configured to present, for each of the determ ned data matches
30, custodian profiles 34 that include a | east a portion of the data
associ ated with custodi ans 28. For exanple, the custodian profile 34 may
include, but is not limted to, a city, state of residence and/or
enploynent, a job title, a job code, a tel ephone nunber or the |ike. The
information presented in the custodian profile 34 provides the

user/operator the ability to identi fﬁ t he individual as the individual that
t hey desstullecusgpdipncentry applecation &3.\datarpoHeqtior applicatipn oY, PresraReRsficey st em

Ther ef f Moconfigured for a

user/ 09 IF'go(r?lcsft%orbqs eétd}gcﬁhl tg?ﬁ“@‘é?{ %d‘?%ﬁé %ﬁrﬁgr@%ﬁes 034 from anongst the
prese n[(nSJd6])r ofil Rmr:asm‘ 14 endudes varims@rodesqimg subktensddssmhbadiednn dandwatehe

| | f t di a l.ect t odi fil
Foa clitiia oelh o spraederspersh it ar i DE RLGEn B o Fappp@i g ped |
addi ti gR.o F&ﬂ&&ll@@tﬁ@h}ﬂﬁf&t&ﬁ)ﬂ Iﬁeﬂvbﬂkk @dr Hntphe pEReSingGubkysithiz Ahlowdse

managenment system 40 of the e-discovery system [Q053]Referring to FIG 2,
shown initiskingspdmgatanipg gopmyaicatinng gnd pfdeiging data wifl ofsr netyorked devipesy
exanpl i

ol o r o SRR pdlle GYA Iy TR0AER: 370! Bocsshl RIS RRaAb Mol |
enbodi needtis cafjurickion pithdbetkt cuswdmntentyyl appTiwetlcapki’a daa gellertion applicatidn Hured to
provide ide addi tion tfo cases/ mtters

f
Wi t hi np’ﬁﬁer?éé%’lpélb 5%4@%3&’&’@%“ Is'hbcﬁﬂlgf”i’?n&or o) usfﬁi\.';‘fieaa}%e Greater detail, FIG

2 hi ghfgoatt s \Gomipatts phitfoeh Natadieivhan irsades. commﬁ@namsamuaulaw embydibdid ude
one or nore of any type of computerized devic present apparatus and

met hodbaréaﬁreaéaawaiengwfw% Pl soptrpations, thergpLs ww@leé&w% 18RS, fIRQng

[ 0054] ghae, 2RRAlah éneh% bf‘?ﬂe A QTRH | A0wBl b fRReh 2ht NAler CRRikEGE e and
execute routi nes nd appl I cati Conput i ng platform 12 | ncludes menory
16, vxhelc(ctrqmy dissnypary seysieol. aTlmse canmlmmatlvmlra@dul@ %mymcbd@ hthasreqeiaite onl y

and/ or ndo cCCcCess ne Rg\/lr sh or
any rreprfg Ve c,sgﬁa%e%?@‘f\ﬁ Og)rrlbrlr%a 9 SE@ﬁro ﬁ)érr%sra lflém ¥ ﬁ%&v ﬁ%le one

or noreoﬁlﬂnaﬁlbatmrmﬁyecﬁeﬂll s, or may be any secondary or tertiary storage
devi ce, such as nmagnetic medi a opt i caI%ngl a, of t %Hl hard di sk.

[0055] KiPEher | c%ﬁﬁwaowyaptgflﬂb?mewnél W%&%E%Poréigmes whi ch rmay
be an appldi&ad Ogllgragﬁmﬁbﬁ g, Mﬁ&l?ﬂ%ﬁé&x@ab?é ByeptbbesborAdlafd bonfurd thedenthy PSEL

processor, ircuit, or other data processing device. Processor 14 or

ot her potomwést@mwnégdd\@lstpdnﬁezy inyaison cotearwisg pefeaed foon "Privdk drifing
interface, (AP i i th any resident programs, such as
bul k cu%sfe’l t Ihmet?rllltnl‘}in e%g%{)?lggtsg&te §,§te ata collection application 50,
preser[mtwpn notTleaebLﬂ]pahstm&n aryapplidatibi @8 irickeles fiot exbr imerfdee 208mbdisy 16 of

the apggﬂr gglye% tg' %c?celve a plurality of identifying data items 22. Each of the identifying data items

22 is associated with one of a plurality of individuals potentially requiring addition to a case
within the e-discovery system. As shown in FIG. 2, the identifying data items may be a first
name 22-1, a last name 22-2, an employee number 22-3, an email address 22-4, an operating
system account number 22-5, such as a Windows® identifier/account number or the like, other
identifying data item 22-6 that provides for searchable criteria within an e-discovery system
database (24 of FIG. 1), such as a unified directory database (122 of FIG. 4) or any
combinations thereof.

[0060] The bulk custodian entry application 18 additionally includes custodian match
routine 26 that is configured to access a database within the electronic discovery system, such as

the unified directory database, which stores data 28 associated with custodians. The custodian
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[ 0056] Processor 14 includes various processing subsystens 44 enbodied in
hardware, firmmvare, software, and conbi nations thereof, that enable the
functionality of apparatus 110 and the operability of the apparatus on a
net wor k. For exanpl e, processing subsystens 44 allow for initiating and
mai nt ai ni ng comruni cati ons and exchangi ng data wi th ot her networked

devi ces. For the disclosed aspects, processing subsystens 44 of processor
14 may include any subsystem used in conjunction with bul k custodian entry
appl i caetchmoutie 2§43 el qansiguise taggierming dammaghessiOhesyseathoidentfying data

appl i caLl g = : . 1.OOS r
orbt 1 ofbing 52 & AF a2 ARBERAA SHine s U8 EBAMCE i U6 ARloiagRO 2ESEITIULE
har dwanetgd,fin g irstanedimhara then oan data et in3 manssulheased by thelipe ditlebl es
comruni cat.L ons on vari ous.conpopents. of. the.a ratys.110, .as wel |
oo bt teeanb bR 24 ore it i {8 RS RS o €2 BOERS PR Bme 1R o
CoMMUNhipAlyl 19kl Metuh @R daRmAtees 30 evill BList RakécaitheiRbsAwa mame bhd Madna,

sof tware and/ or conbi nations thereof far establishing a network

0 )
comun?-8 asspeipted satisustpdians. [Guepely. if theydaiidyipe dep dam 13 prcrRlfyre DR
conput | : j Ak fch is
exgguta ﬁgg%%k%g%ggéégﬁ5%&%§ﬁ§&%§ﬁ%?%%9gg@§%ﬁ? é%%l yépote%$?% cﬁ%@%dians
and adih xsisglodatamstchi 39, oninsome (wt4reesmcswalchfbetwasd theoideifying ditaliten)22 t o a

case/matfer W thin an el ectroni.c di scovery system [0059] The bul k custodi an
entry 3%%&?gg%??ﬁ“fﬁ”#ﬁ@?ﬁﬂ%ggpwp%t user interface 20 that is configured to
recei VEpea1p! ur al Alitiohallydenk cistédigh ehadyapplicitn 28 inchalehse@bnd Wer intkefice f yi ng
data itens 22 is associated with one of a plurality of_ individual

pot ent PAfhayIscaptierrhig Paersit fassaghooidhe ddemipadtiarn mafehes 3G sstdimpraiiet em  As
shoun 51 gfa} folidle 2116 d G0 bthfartlah Gssobiaftl WHRMOGusthdidn S PliadRplZid. @

| ast name an enpl oyee nunber 22-3, an enuil address 22-4, a

oper at curtpodiarsprefileadanyninclnderibut is 2t Bmitel foha eity, stawyaidesmdefied and/or

i dentifier/account nber. or, t | ke, her J dent i-fVvi.n i - 6
that - pPooioaBERy B ion kR it Rhe e el bRt AE AL FreilupBl St Ee s 2y
(24 of tifeldustodihm profitd3Bprotidosiihk nedt/ operaas e abilita t@idantly (Heiddioidubl £5.thet) or any

O 0 bnghect L 00Ol Uk chstpdian, cot Gy SRRLLSRLI 0.8

aCCess soH@bah A& 1k B idaddtfonSIPEdrTR 0t fOH PEQYEhAaS VSIS mSHpl @ftolihe

uni fied directory database, which stores data associated with

cust odpraides 3ffeone ampegst thg presented profiles and receive a user input that adds, in unison, the
plurality of custodians 36 associated with the selected custodian profiles to a case/matter within
the electronic discovery system.
[0062] In alternate embodiments, the bulk custodian entry application 1§ includes
custodian data upload routine 48 that is configured to upload or otherwise transfer at least a
portion of the data 28 associated with the added custodian from the database 24, such as the
unified directory, to the case management system (40 in FIG. 1).
[0063] In other alternate embodiments of the invention, the electronic discovery system
may be configured such that the addition of the plurality of custodians to a case automatically
prompts an e-discovery activity to be performed on the added group of custodians. Thus, the
memory 16 of apparatus 110 may include data collection application 52 configured to
automatically collect data, such as active email data or the like, from the group of added

custodians 36 based on the addition of the custodians to the case. In addition, the memory 16 of

apparatus 110 may include preservation notice application 54 configured to automatically
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match routine 26 is further configured to determ ne data natches 30 between
the identifying data itens 22 and the data associated with the data 28
associated with the custodians. As previously noted, in nany instances nore
than one data match 30 nmay result based on the type of the identifying data
item22. For exanple if the identifying data item22 is a first or |ast
name, it is highly likely that nmultiple data natches 30 wi |l exist between
the first or last nanme and the data 28 associated with custodi ans.

Conver §emijpunicateope of igaretnresgrviatoripetices todhe peoup Af addst sydedignsiddrasedan Bemi |

addresgdmﬁs gﬂhggﬁ&ﬂﬁﬁﬁg)&%%5§p1account nunber, the match determ nation

should result 1n a single data match 30, or in sone instances no natch,
bet weefDoHe i denRefeyringgo #d6Ga3 b flom didsramds ddpectatbifa ME&hadebir gogtdvealy t h

cust odi ans, .[ 0061 di.tionall bul k cust adi an, entry.application 18

ol RSB RSl B ptogbt e B e R Preglt BB ghC8MRE o, cach
of t he a@@hgnRumEsh, dhaalifbe hasodids sk atotandd Wiltserdbodimaits bigikude a

| east a portion_ of the data 28 associated with the custodians. For exanpl e,

the cuSTSeHt AN epHoT i MEvent ¢y Dlyslity @b idepiityinedatigtens 4t feseivedby acompYfingst at e
of res 'd?\fi{:z% %a?ﬂgf( tHE %d% Bt itent ik QB olibdel Srith@dnk 8Pa gﬁgzﬁi’ty ?i;) i%llﬂivﬁﬁlaﬂ Rt NUTber

or the e Information presented 1n the custodian p e 34 provides
t he usere/mpamtialk anstotiiaes foialcageywithon iherecirbyic diseovanysxstetiu aTheaidenttiping datevi dual

that they .desi 0 add.to the.case within,the el ectroni¢.di scovery system
Ther et S7 i 8 BBl WL BSS EOd nG iG e B0 o,

user/ opesladee Thos, $@nfblind @t itgthemey flchde Aut preaiot liddtedth, fitsd Muaging 8imé,he
presented _profiles and receive a user jnput that adds, in unison, the

pl ur al Pl gdresssepployseugen delsrhone BUMRET PPTHMSSKIER LEPUBLRYTRET 80 ffof i | es
to a cagg/ matter within the electronic discovery system [0062]1n alternate
enbodi nents, the bul k custodian entry application 18 includes custodi an

dat a upd@®ad r out AhBvetd 84, trateldctronigniiscgvare datalaseshdues oymibeddiragtosieist r ansf er

at least. a ttion of the.d 2 ocl.at ed. w i.an from
the aatssaed By Shplind AV eiPr TRGH MG P bAoA B HRLBRAT,

sy st emw(thQuitodikhdawitHih thed ébdhicriibheaty spdtérer Thé eusedime iy e ctife dubedians

i nvention, the electronic discover stem be configured such that the
addi ti éﬁlwdf%%“h?aé?%?%“% Oktggf‘b%‘?dz 0y 1%%% BHEHS PHVISPSEr onpt s an

e- di scQuarid aslds¥d thit 4OnftQuReiktyodcied on the added group of custodians.
Thus, the nenory 16 of apparatus 110 may include data collection

appl i c&066h 52 cahﬁvémﬁ ataomaighesrase detenmigeddstw wattheplieglitysefddensidyingt i ve
o |, S0 b0 e LR DL 0URE AU, B R BB gl o
appar anted bhdidentyfyingcatadenpmesy prowide fonmoet thaeorepiata matth. oForedamplef a fist ed to
auto mato} a%‘tI rllaﬁle will typically result in more than one data match.

[0067] At Event 88, for each determined data match, a custodian profile is presented at a

computing device. The custodian profile includes at least a portion of the data associated with

the custodian. The data that is presented in the custodian profile provides a user adequate

information to identity the individual and the desired individual that is desired to be linked to the

case/matter at hand.

[0068] At Event 90, a first user input is received at a computing device that is configured

to add, in unison, a plurality of custodians to a case. The custodians being selected by a user

based on the presented custodian profiles.

[0069] In optional Events (not depicted in FIG. 3), at least a portion of the data

associated with the added custodians mat be uploaded or otherwise transferred from the
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communi cate one or nore preservation notices to the group of added

cust odi ans 36 based on the addition of the custodians to the case.

[ 0064] Referring to FIG 3 a flow diagramis depicted of a nmethod 60 for
positively identifying individuals to add, as custodians, to a case in an
el ectroni c discovery system and adding, in unison, a plurality of

custodi ans the case, in accordance with enbodi nents of the present
invention At Event 62, a plurality of identifying data itens are received
by a coOaphase/Haifigd direstory s cate filpwithinehease paprgergniesypiemraf thee-diseygmat ed
with o raki k. i D M &@%F I 1ol ans for a
case w Fﬁ%} @hogﬁééllegllg%’é%ﬁ?{g’ %’?gﬂaéﬁ}%?‘?}%@?g{@hm&%ﬁé I gﬁally?a &?O%ﬁggalg}a itemis
any dap@nipt &mtigmarcf habldiscowdrbaiivity, sich psoonvennicalng phaswatigundticestodhaini f i ed

directory or | i ke. Thys,.identifyjng data.ite incl ude, but are
ot 11 B adsfbd e Fans o e sl O e St Rt FER B RGBS e

t el ephgngdpaber, operating system account nunmber and the |ike..[0065] At
Event 84, an electronic discovery database, such as a unified directory is

accessHW78) a cofpammears favradingppewdsisk. of prempatipeePTisc-WKISEIGHPREE o
ot o AR R ARG AR thd bl B Yl liioh W the Glnh Al inHiSARY 6 Y

system custodi an ‘beractive custo ssigned to curre
cases/ neivbek gatos deshiebegliabbog) FAGS. 4ad2 e Herest providaland destablidainsletailelyi ousl y

assi gned cases.that are not current.ly.actjve. At ,Event 86, . data
mat ¢ heghoé‘ﬁcgbﬂécﬁfé‘fwtggﬁl SBGL%A%@H’“@HQ dﬁsfcﬂ‘#’ g‘i intr§fa§?n fo[al%g%ﬁ yilRg"® egl?ﬂ ¥ s and
t he datndfié eslyaheths vhdhhplehatly dedcpiBbdanbsdiness of theifential Ababeembsdied

previously noted one identifying data item ma%/%;l)rovi de for, mogre than one
dat a n#ithin othegclestranip discovery sysiemser oplydmplemeat selact PeripnsRliths cleoml i n nore

t han OHFSC%{P@% h{cﬁaei{lﬁ&%ét Event 88, for each determ ned data match, a

custodian p e I's presented at a conputing device. The custodian profile
i ncl udg®7a} | easFIG. 4idlnstiapes anfexehplatadlectregisaliscavay systerh 10hin asogrdatiean. The

92t LSBT D L SRR SR el
desi r edist®vebesystcik B ik thetioraass/ tedinbRiy platfoandf ad NGBHAL fdreranp8@, a first
user i rqgt?c}nali osr nrn%gi-enia}/igrgal %E)rpgra%igrrltp agct:l Imrg: ud%gg Im% tithcrlleaéf siersvegs(,)lr'}l];(i:hgulljés?gnd

network storage devices in communication with one another over a communication nefwork. In

particular, an electronic discovery management server 110, at least one database server 120, a

collections server 130, enterprise personal computers 140, enterprise file servers 150, including

at least one personal network storage area and at least one shared network storage area,

enterprise email servers 160, a conversion services server 170, a short-term staging drive 180,

and a long-term network storage network 190 are all in communication over a communication

network 102. The communication network 102 may be a wide area network, including the

Internet, a local area network or intranet, a wireless network, or the like.

[0072] As shown in the block diagram of FIG. 5, the electronic discovery management

server 110 provides user interface management for via user interface 118. In some

embodiments, the electronic discovery management server 110 is a web server that can be

accessed via a web browser. In one particular embodiment, the electronic discovery

management server 110 is an intranet website server that may be accessed utilizing a2 web

browser on a machine within the enterprise. Through the electronic discovery management

server 110, the user interface 118 may be presented to a user for the purposes of managing the
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to add, in unison, a plurality of custodians to a case. The custodi ans
bei ng selected by a user based on the presented custodi an profiles.
[0069] I n optional Events (not depicted in FIG 3), at |least a portion of
the data associated with the added custodi ans mat be upl oaded or ot herw se
transferred fromthe database/unified directory to the case file within a
case nmanagenent system of the e-discovery system In other enbodi nents, the
addition of the group of custodi ans nmay autonatlcally prompt initiation of
an e- délsgeonis discarenypreqpss adal raeceesshieniTibed harein Hieb arerinherend erdei E¥s to the

gr oup q?%ﬁ% %ﬁﬁk f data
fromt %ﬁlsgagggg’u@u s%s lg g%e 8 &Haﬂlgntggﬁgnﬁ %r\c/llﬂ{ ?ar? gﬂ kﬁg&/l%aeﬁ{/gf ng of a
conposinteface mt&hpniemloyeder @hmfacttomﬁthe cﬁmpamye—rhy) seiwst anglestivingtdisrayerye -

| ted t ut { f t k stat
avor | BRREERBO AP ergitee soid o S, FtsoTg raabfeAp BRI Buc: 211

|t Shogﬂeﬂep@etﬂpﬁé&ﬂttﬁéb disb@ve‘éy ﬁltaﬁafgeﬁﬁﬁy\/ﬂnﬁi&ihéﬁﬁﬁ irité€deilng tehandge nadesy FI GS.
4 - 12 are by way of exanpl e onl| %/ and, as such, %desently descri bed
&) B

enbodi erstrdiansscollpetionpaed colistedulatan dt deplldhesppireiakd hreveh that &% r oni ¢
di SCOVELi R LGITR Hé%rthgﬁgey 1dté}134c rl"?ff‘fo &?ﬂoﬁ?ttheqﬁﬁﬁdapﬂﬁcﬁgns%%uﬁitﬁ'ﬁ)h{eﬁ% c

di scovery system herein descrl 0071]FIG 4 illustrates an exenpl ary

el ect rMeleedlshosmg\tmnyg@ymdemdiﬁbthaharamt@n@taﬁpwcvﬂs&hulérpeﬁwﬁoﬂllpmﬁnﬁtﬁﬂst he
invention..ln sone enbodi nents, the environnment of the electronic discovery
systent1¥8 i s the information technol ogy platform of an enterprise, for

exanpl poasnat i onRéfe@ing Adhitito REG] 18 eledioplrdidchodty ntanaodnivat stehes 180 imiht i t ude
of servers, nmachines, and network storage gevl ces |n1§§ ication with one

anot hegorpmupicaionswifhitie dalebass seuerigPiand FIH’ petioas peryer €tronic
di scovely IRDAHTRA o 80Y SThd dlabadl sd-R2550, Od@%h&ﬁ{ ﬁahﬁésloa@amgfmnlcﬁﬁzlcﬁs

§0
col l ections server ég enterprise personal conputers 140, enterprise file
ser ver & cbBfigurbitl pravidg database sevicefer herckshatic d@@mnkmgmagp@g@t servehl Hhd at

| east on u@i{o\le}?lgg g—, e el}ltleécf ot [.-7% custl%| %nttagzgsg rl?f i Pob & %g%l,%la%lﬁg toa

conver térm staging arive
| ong- t gidMided vistddigisOtha g atabase |<12459ﬂnalli fnchidks dlammmmgm pza'ni:u}a{r casesy ard

comruni cati on_network 102. The .co tion network 102 . ma w de area
net wor RNSGIREFQNgPtRRNS dai@basad 3¢, dtich ’g‘nf Efatayelling 19 eRbeRiQss bFWéPB&%’?ak

Wi T el egs HReLWRAons Qrvdr180.) P48 of B0 ?&]:?ﬁné baumséshwitie iRl dtkaddisegenmoes Fl G
5, the electronic discovery nanagenen
discussed in detail below. It should be understood that multiple database servers could be

employed instead of a single database server, and reference to a single database server is for
illustrative and convenience purposes only. For example, the Unified Directory 122 could be
stored in one database server and the ongoing collections data 126 could be stored in another
database server.

[0074] Regardless of the number of database servers employed, it is an object of
embodiments of the present invention that data relating to custodians and cases be stored in the
database server 120 independently. While custodian data in the Unified Directory 122 and case
data in the case database 124 may be linked or correlated within the database server 120, for
example, when custodians are assigned to particular cases, custodians may be managed
separately from cases. Therefore, when a case is initialized and a custodian is assigned to the
case, information for that custodian (such as data storage locations for that custodian) is accessed

by the electronic discovery management server 110 in the Unified Directory 122 in the database
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server 110 provides user interface managenent for via user interface 118.
In sone enbodi nents, the electronic discovery managenent server 110 is a
web server that can be accessed via a web browser. In one particular

enbodi ment, the electronic discovery managenent server 110 is an intrartet
website server that may be accessed utilizing a web browser on a nmachi ne
within the enterprise. Through the el ectronic di scovery managenent server
110, the user interface 118 nmay be presented to a user for the purposes of
managi seyvari@0 ard butedomite pditicolw easy, ptherbes manepliy inpys by teessdiscayestr i bed
herein _that are.inherent thereto. For illustrative purposes, it may be
assurreﬁlaﬂ%ﬁ%inﬁoglﬁg?set he primary user interacting with the user interface
118 i s[gwaspnpl oyRetherm&e/ ik addition todepiraincupdywinginlege vhsustodiah ect r oni ¢

di scovery managenent role, and hereafter is referred to as the "e-di scovery
nanagefanagggeqy @é&é%eéamaﬁera?rgﬂ%ﬁssa%ﬁagﬁs fiafuseed ré’-el%ws ?6@ &agimtiier nmay
utiliz ot:&@eéé%ﬁfiné RHRE EQfRLid8F dafs IR 3BRoGEAS SSragt WehiRHsAAng Sledttded | ons,
and collected data. It should be appreciated, however, that any individual
coul d diseovehyeareglee s¢paraged fere casegnansggieent ancheustnslisRgnAaECRent racessses. Har ei n
attribyted t he .e-di scover :] ted
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Di r ect onitindeeasesd idata coliactad dtam thezustagipe may be shated with the atlgr sesekfy tq which

i ndi vi dual ' & F(Ig %lm ' .relating
to par ﬁ}e%bl tg@ﬁ%%%g%%g? e&hﬁ%‘ﬁgm "ralﬂégco g@ﬁ%%gs at ggg)geé]%zbéﬂﬁ%llgg cﬁlll(%cl udes

dat a r disedviengsystencdlol et beorasegbaradgwitiino ent akase imgndgementpbisgelianons sewer 130.
Each of the for elgﬁai[tarllgﬁdat abase i thin the dat abaﬁ.e server i,s_di scussed

12
in det HAPagsEIeBHO BRAcHeBk ¥en thosgh 1555 SHEIPTADY @%%&“ﬁﬁtag data mg, <

coul d hebemahay:adepanati9atcRlfardnb REIHIE 1ERE BRISEn HEKYESus dnstofRiesi®ee to a
si ngl e database sewer is for illustrative and conveni ence purposes only.

For exawpigemenhe!l tppyardbelpstrania EpopvaryPressti- d be stored in one dat abase
server (ﬁﬁg t he olcgg%rg%%gl; ections data 126 could be stored i n another

dat abage sewer. rdl ess of the nunber of database sewers enployed,
it is §0078bj ect Withengrodicn@stediaoimdnhgenrmeseenrdingve samosmbpddamendaostheel at i ng

to custodi ans and cases.be_stored in.the data server 120 independently.
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for exanple, when custodi ans are_ assigned to particul ar, cases cus%odi ans
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and a glgst Q'tﬂ@cds&dﬁaﬁ&ﬁfed 65‘?&&?ﬁulﬁélﬁl%sodrlf@s%élﬁitﬁ'epﬁ_&ﬂue%ﬁﬁﬁoeﬁfdﬁ&& i an
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discovery process. Since the human resources identifier is always unique for each custodian, in
some embodiments, the Unified Directory 122 may be organized around the human resources
identifier. All of the information relating to how the Unified Directory 122 is generated is a
multi-step process that utilizes multiple applications and methods of identifying relevant

information.
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managenent and case nanagenent processes, and as di scussed further bel ow,
dat a managenent processes relating to the collection of data from custodi an
storage locations during electronic discovery are al so separated from case
managenent and custodi an managenent processes. In this regard, the data
collected froma particular custodian is stored separately fromboth the
custodi an informati on and any rel evant case information (as discussed
below, it is stored in |ongtermnetwork storage network 190), but is |inked
to a cl0978Hi an, Hewiesample, the elepironi¢ disgevervpanssemet sesetel 1905 8 dathase | s
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r esour BeEIGa the élactqup%aﬁquem mgnageraet ey ! LOnthecallestirn sEveriog. enarsifat i on
into tRe.Gus hﬁddoﬁﬂnﬁmahb&ﬁetw%ﬁ& 1 ng s@nﬁ@ eBRiREn ! %H@gro"f?é&uﬁxﬁ

information. Information for the Unified D rector 2 may al so be obtai ned
f r om t hpplivathegkl2ds Sfrtheheonifighusd iaideniilytaad maninoiyip thed&/tdme SfbrV@ 120 theopest
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addi t i gfforn@itiod idlat@igi to@ panicalafredrhBuner 1@retclaﬁean’aywﬂerdataﬂmcseﬁvbemOaﬁﬁ\database some

enbodi ments, info i n the Unified Dir ctor 122 enerate hr ough
appl i c&VSriL0 O hapros AR DIty RUDERpOF pryetd BiEF idshidipes &@fﬂy
manage fRYartRGlaY 85mpdker to'tl'ib RRlJalaaY krfthe Uni¥iIaRectiFp ooh. BRBEiSted dthIhRWRsdrn FI G
4, a profile scanni (gﬁapp ication 112, and a nmapping appl ication 114 are
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each conputer, such as conputer na and ress,.and.a list of al
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identificatlon) associated wth each conputer. According to different
enbodi nents, the profile scanning application 112 may be run on the

el ectroni c di scovery nmanagenent server 110, the collection server 130, or
anot her server in the comunication nggwork 102. In sone enbodi nents, the
profile scanning application 112 is further configured to identify and
transmt to the database server 120 the nost recent date and tinme at which
a particular profile was | ogged on to the machi ne. Wen information
relating to a particular conputer is received by the database server 120,
t he dat abase server 120 uses the profile information, which may include



list may be presented to the e-discovery nmanager when a collection of a
custodian's local machine(s) is initialized, as discussed in detail bel ow

[ 0080] I n accordance with sone enbodi ments of the invention, the napping
application 114 is configured to crawl the communication network 102 and
exam ne the enterprise file servers 150 residing on the conmunication
network 102 to |locate and identify the path of any personal network storage

area on each server. As used herein, a personal net wor k storage area is a
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the path includes a user identification. [0082]1f it is determned that the

pat h i pethselenetwerk sisageqies sdthimibe @&"Fﬁ’tﬂseﬁ Se@ﬁ@&rﬂéloéhat&l%%ranﬂ%?&t‘i’rf i cation,
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t r ansnilos¢ pathdwere daiesﬂadsad By oﬁBOortehmexpamd are l;heeﬂfon@sﬂmna&pemm fn cation and

the path of the. HonmeS hat formatio received. b h

it abaesoRltayit ST BRSmpis A be e SEt Bl Re b ERIFRIORAMES on 1o
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associated with that _user identification._ ln sone _enbodipents, the mapping

appl i c 8wt the mappingapplicelior it altsmnisitoecatewithinipats e idenfibing Homespagese

dat abaﬁ?%ﬁﬁ M ®bdihelts! # 1sCtHQI: [ﬁth e HOPFRs otforhPabRidnAhe AmhfifcdiRat time
t he ace was accessed e partlcular user, for exanple, the | ast
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server 130 conpares paths for the sane user to determne if duplicative
entries exist. This advant ageously enabl es avoi dance of nultiple

coll ections of the sane data. Thus, the profile scanning application 112
ultimately generates a |ist of aneSpgges used by each custodian, and this
list may be presented to the e-discovery nmanager when a col lection of a
custodi an's HoneSpaces is initialized, as discussed in detail bel ow
[0083]In addition to storing a |i st of personal conputers and HoneSpaces
used by a




particul ar custodian, which lists were generated by the profile scanning
application 112 and the mapping application 114 respectively, in accordance
wi th some enbodi ments of the present invention, the database sewer 120 is
al so configured to store a list of any shared network storage areas used by
the custodian. As used herein, a shared network storage area is a network
storage area associated with nultiple users who read data fromand/or wite
data to it. Shared network stor%ag areas may also be in the form of network
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may have al reaqi/‘; undﬁlrdlt aken.all ocal copllectjon process on 1L’he custodi an's
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event, the e-discovery manager nmay be aware of the particular drive
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scan the folders for any folder havl ng a nane rese I ng that nane given by
t he usetorage dens may aknpe peatht foul aimefwdrk storagealeeideduyr faldeisor othecessecksby t he
user, determ ne.the size. of such files nd retri.eve the path of..any, folder
Cor " st TP i ety dribigr A0 e Hen 0 oY BurBRism p e,  eve
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automatically, to the Unified Directory 122 in the database server 120.
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the Unified Directory 122 may be accessed to determ ne the particul ar
storage locations that need to be addressed during the

i nvestigation/collection. This is advantageous as it allows a conpletely
autonat ed investigation/collection preggess, rather than relying on the
e-di scovery manager to manually input the targeted nmachines and file
servers at the tine of collection. [0086]It should be noted that the
Unified Directory 122 nay be regularly or




continuously updated as new information i s gathered using the applications
descri bed herein. Mdire particularly, the electronic discovery managenent
server 110 may be configured to automatically retrieve data fromthe human
resources databases and Active Directory and any other rel evant sources,
such as information technology directories or lists, as well as deploy the
profile scanning application 112 and the mappi ng application 114, at

regul arly scheduled intervals. Alternatively, rather than periodically
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122 which 1s particularly relévant™to ‘el ectronic discovery is enpl oynent

st at us whithdefsti¢ has staoedHiee Addididiatyninssomgrearbodineentsethg eodisdom ey e mayr om
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el ectronic discovery managenent sérver 110 is configured to determ ne
whet hebrowise outits tlooiaaticulas daiye imgnidenetoscamihedaldlersder anytlolder haying a nameso, to

transm.t : ol : t a(ﬂqlﬁ%n an

el ectr Beﬁf:%glél%%%%tg}%g{ae%r&%%%g%F?ﬁ%?ﬁ%ent%ﬁé%ag%%}&g?est %tt erm nat e gst%gt us and
i Nqui r bptheaser detedehd e sizh of shdey ambretribve tHegpatthef ang follerabefhacedsDodi)an’ s
data col sect eg. In the event the nanager responds in the affirnmative, the
el ect r Biiding MR REHEht server 110 is configured to automatically

i ni tiatggshe varTRUSHEILY fahd HMhOSREESPESesthat then BE &ERA eithBV@RkIaNY or
Theref ore,” the custodian's data maﬁ/ be advantageously collected prior to

any desttemeti¢adly, tortheaifigd Datsctory 12% indle dasahase 56Vt 44 eBhusythe Aifed i nat i on.
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[ 0089] CASE P&].1(33{090 W.th r rd t as nagenent processes,. accordi.ng to
Sore. ot RerLaser Sk B pisthdit Ak Doy CrHEne s f REgvel Rk b
utilizing the user interface 118. In this regard, the e-discovery manager
may enter into the user interface 118 certain information about a
particular matter or case, such as a case nanme and/or nunber, a short
description of the matter/case, a legak identifier, the particular
requester (i.e., who asked for the case to be opened), nmanagers or contacts
for the matter (i.e., individuals involved in the substance of the matter
rat her than the process, |like the e-discovery nanager), custodi ans, etc.
The el ectronic discovery managenent server 110 is configured to store this
information in the case database 124 in the database server 120. The case




user can use the user interface 118 to view a profile of the matter or case
including all the information. [0091] Once the matter and/or case has been
initialized, the e-discovery nanager may add custodians to the matter or
case. In sone enbodi nents, the electronic discovery managenent server 110
is configured to add nunerous custodians to a single matter or case at one
time. In this regard, the e-di scovery nanager may use the user interface
118 to enter in identifying information about the custodi ans. The

i dent i data stgred by dhereusiodians and ange hn msttigatiemordolectivoof haystodian isdnibéted.he sane
type. Eqr e l.e nane .ent €r. f i,an n._. il
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to search the Unified Directory 122 in the database server 120 to deternmnine
whi ch tegisdifgadeciipe associated with the input information. In the case of

a huma ourceg | LEJ i jan in the
Unifie@x%ﬁfector3Skgggkgé&%éﬂg?ﬁ%ggﬁﬁ&ggﬁ %92?%g%gﬁgn%§&$ﬁhﬁhe case of a
nanme beintiguanstyeupddied muihéw plferncitish ddiathesedmingibe apphiptioins dgL6BA] Hdrein.

el ectroni c di.scoyer nagenent server 110, aft sear chi the Unified
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pr esenhyibAaRiaa rdthe e URAY fré MR Hud A rdsbBreds Hatfas@f andlActics BireetbANmdmRY Chi ng
the input identifying information. In the event only one match was returned

for a phenielelindsowess, gichiap germatien tachmelagy dirrctyien s by, as well a5 éerlorothe
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profiles associated with the nmatches to determ ne_the correct custodian

that showieehin raeldiae sohe Aea palbin e defasewees updatgofmythspinsianee, gacdhiod8yver y
manage : I .

cor por SeBrYf RRRAEnto16e PRI iR AT QRop iy PIRERN e (R BBIn 1 on
can i nfhelmifid%ieDeeatioryd8Y evgpmepnager as to whether the | ocated custodian is
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cust odhigidsicaRlaRGtRfind@Ya duetodidt &dkstbied ih]£ias €o Mt dMiodRi s eaktiol@es O Sone
enbodi nents, "addin custodian to_a case or qg%ten i nvol ves i pki ng
1

correl %P%rém@e&gggéﬁ;%gwtwégg.| Thys, whea thedrads ofmeprationigo eI ified he case
or mat gg{eﬁbﬂ’ b erl @Rt 3h NS Rnl reﬂ%gg%d ﬁ@%ﬁgtgaiﬁghasqlgam ROBAgENt S,

upon a g-custodi'ans to a matter, t el ectroni c di sCcovery managenent

ser ver setidd 128 iscoonfigerad tostore in Hietlimafied Phectonydd? hesivodatoindanysdevant i on

noti ces sur,veys 1o the,cust.odi | hj eqgar r rvapli otices
ot S cieORan R, P ol HRE il Afterd SrabOlySael € e o PRERGRY EcOH o

| i nkedihe@ld duta sathet iplsatill lagaitpf e usiadian dptaliasethd Phifieliremorg $20nF@f t he

preservation notices and surveys to custodians added to the case may be
aut one RIS & the eXeRS the Proflesearingg qsehiﬂt@ggé’? i%g‘{lﬁg?f&tl?eavngerwnﬁlrﬁomu% case

prof i | gsbhiabd GAH3QubbEiaR hEEsi e SirSHAVEMpuIRIAYEHRA wif "ﬂYeeJuSt%éﬁPt 0

transmt a particular preservation notice and survey at a particular date
or ti nprepiouslpisnoalopgaridentified, thadatabase segves | 2his configuredity sore isthedingfiedpei ng
added b# étg 933 in orrmtap & Fo?%%tc%cc \i E%er,”%r\‘;@e%%{s.i@éfaéi%ﬁ{éé% \Whe§ ﬁﬁn% fhe
preservaflo Mot ces and Surveys {0 be Transmtted. 11 Some enbodi ment s,

t he el esthpuer wasdirsiddantifiyd amhabanths blds@mpeiter Whe nb $orgonidegitiodd Id thid wasm t

t he preservation notices and suryeys via_a standard .email,  function. The
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transmtted to custodi ans together, and one survey nmay be tied to nore than
one preservation notice. Wien a custodi an responds to a survey, the survey
response is received by the electronic discovery managenent server 110 and
stored in relation to the rel evant cugfodian in the case profile in the
case dat abase 124. Furthernore, the eTectronic discovery nmanagenent server
110 may be configured to store all or a portion of the data received in the
survey response in the Unified Directory 122 in the custodian's profile.



[ 0094] According to sonme enbodi ments, each transm ssion of a preservation
notice and survey to a custodi an, and each correspondi ng response, is
tracked in the relevant case profile in the case database 124. The
el ectroni c di scovery nmanagenent server 110 nmay al so be configured to
transmt rem nder notices if responses to the surveys are not received
within a predefined period of time. The el ectronic di scovery managenent
server 110 may al so be configured to schedul e rem nder notices to be sent
t o cusewelsrs used hydhs eiadian; %uﬁlmf@gwh@%@law@r%iaah@ theriie pYingestigalian  dut y
to pr e&ecroYl%‘ctIdno‘??ﬂedc%t‘éHﬁHts pertaining to the matter. In sone enbodi nents,
a preservation notice has been sent to a custodian, the electronic
d|scongﬁShanage@mnka$eﬁmﬁmmﬁﬂ@1mﬁy&ahﬂ@ﬁdkﬂnﬂxmwQEkv@nblspwﬁméMhaging or

of 1 hemaRp SRR RotED o mBIRSEEL Hr SR e BT ORarethnd gy
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custodi ans serve to inform the collection process. For exanple, one survey

may | nggludes apsundaten i eraplp e statusrof goarisylas eustadiag, theSlSHPRIA diRSe@E hen
storin T I h i nform
the aqirt een REeB TR fotfhed BeBlE M AR RS po Bt FereRNTRY
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t he us@r‘?1 the emp} 053}?“'%1 a[rggﬂpr@ﬁ?gpcﬁlﬁgtf&na%ggko?% trege Fch terns
to a Cag&rddic difdovery. melrﬂgéiﬁéﬁt s&naqdlormmrﬁiguieheo daatdas &haﬁm@ee&t«fdﬁm ia case
may al so access the case profile in the case database 124 using a_web
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with access e case and case nmnagenent applications of the electronic
di scovawmyiring raagvewhﬂhersb?r memagml@oulﬁﬂuﬁe thepprounatedaeustodianf s datecaiectadhinghe s,

not es and, fasks coul d rel n r l,A some
enbodi FEAE &° W%&getré"\%ﬁ?gm%r% Ei &t par%tlroélg étircoc‘:'g O%P% %%q&}trr%grtverclc}gpl ete
and thg o‘éhﬁ@dré@f@i dutdhh i Aeintiaraha get@iicoleftivr probdses Gfthé)plfescgm irsenticn,
transmt a_notice to the custodians that th t he task nijgds to be

conpl et Berelope theystodian glatmae avantagsously selsclrdPriopyq 4y degaicor gr

attach ablltltg%aﬁ <618 ‘BQXﬁfsé'd HRIRIGMmindion! NGeRRHAGIH TRRAGRPoRMchiGhEase,
may upl oa vant files to be attached to the case profile. [0096]Wth

r egar deledraniediswaenhminagensent sereercl 1§ masonas commanigate ity the maneges ankway act s or

cear cn gL a R a AT 1 ok i AR KR BeREARE) (02 11T0 (e

under | 0089] i ssueSABB the case. Storing the search ternms wthin the case
profil adva eous,as it creates a recor ge searct;n‘%)(gﬁl that is to

be und@qgéken wi WA Tesand i capemapAs e e RLPTARSSCS; Qfgordﬂlg P §HAF ¥R %P & he
dat a, @@e%@%sﬁlﬁghéewbywem&my IR MAERIhOGsel nisoe 18gbpdhrent s of

t he present "I nventi on, when a decision is
regard, the e- d1scovery manager may enter into the user interface 118 certain information about a

particular matter or case, such as a case name and/or number, a short description of the
matter/case, a legal identifier, the particular requester (i.e., who asked for the case to be opened),
managers or contacts for the matter (i.e., individuals involved in the substance of the matter
rather than the process, like the e-discovery manager), custodians, etc. The electronic discovery
management server 110 is configured to store this information in the case database 124 in the
database server 120. The case database 124 is configured to house this information such that all

information relating to a particular matter or case is related within the case database 124 and a
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made that it is time to collect fromcertain custodians in a matter, the
e-di scovery manager nmay use the user interface 118 to rel ease the
custodians fromthe matter to the underlying case. This release triggers
t he commencenent of collection of the custodians' data. In sone

enbodi nents, the el ectronic discovery nmanagenent server 110 is configured
to allow all custodians assigned to the matter to be released to the case
at the sane tine. In addition, in instances where the e-discovery manager
has pr eser cursksy thor wsat witbrijeo Uifstooieve a profidé efftbe wiatter af cesedndduding all e el ect roni ¢
di scover, nagenment server 110 is configured to allow a group of
custodf“ﬁ 8%be rel eased froma matter to a case at the same tine.

[ 0098] P94 [ 0099DkRCRe Mattttsinddi sasehasbdzaanitiblien; thé b-dischwry mahdgec tiagn,

whet her _manual ly by the e- di scover NS&? er. o %11% being rel eased froma
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stored In e Unified Directory 122. Therefore, the el ectronic discovery
managenentime.emvbis régedd, e diseryenhmanagst way use the wicr inderfce  hetocWiérddli an to be

collected.in the Unified Di Ly 1 . ”q'g t i:nf or mati on
st or ed'¥® %#ygfgﬁ?%tuﬂgu% q%f) leltfﬁél%? &ﬁgﬁasi éﬁgﬁ%ﬂugﬁg:l S ofgtzogneéog gér&tcﬁgo%géti cul ar
cust odiéess dobBivertv B¢ obthe enhd Bpt.cBor ékample, anamermay be edtbred dmtonesostbdiansnt hat

t he system 100 can address, inpcludin ersqnal conputers, email accounts,
and nef®ai pddressd o é&sn,e_f"mg Pﬁﬂiléﬁ%ﬁgmgﬁ%aé’é’ﬁ’iﬁdm%ﬁ BPPVES.
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includes at | east one personal conputer(s) associated with the custodian,

then t iedi8krsot inpwi axcadidspepdingyprm Hedeprofidesiang nfometon beiagrecaived t Bicol | ect
the 11 L2seSl BIERELRGENLDRS sGOEr PlOAL Bontldifedth GG MRy HIERGONE 1o XRRRTETENT
\Y/ | eve e entl

server may 1 et rel évant machine | ing information, such
as dondicUnifiediBiredtbryaddrie g, datmbase, sevad1 2ety deteithina lzah alstolliopsamt of a | ocal

col l ection appl.icatjon 132 running on collections server .13 as_sho in
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to utild t he ' i denti.fyl ' ' Uﬂﬁlr' ctronic
di scovLdroé‘i}mnag?rrg%lgg{ad\ﬂ%rﬁﬁdfggﬂé’glg%}gg%g{)%%%ltlg’ t eb]&gcé%?gl 1%ngll?ﬂ(i:eﬁst odi an
conput ?inec‘rch lﬂ.’h\iviggthnednmm ﬁle_atifyﬁg in’_é]mtnatidlzr}q ésddomﬁg!llrﬁd tl pressnt dnovgh pﬂcliq wsat i on 132
is configured.to be automat.ica insta on.the. t.arget odi an' s

per sondieitist it 8 ofl PRRS e up B PRt b bR

conf i gghRGbnk BN WisHbRritd FoOPsdOiul @fset dTansla identiBsiginfigmatiod, i dl@tehicst or age
of the personal conputer 140, for_exanple, by gﬁl ng a com‘re(é,m al |

avai | aliseoveppmieaagemsnt seioh | Hbiscprfigysed ioctomsdis Ligg cyiodian @_tl@r%éd‘?%e
SNapsn el ik Rad ot RARHCORTEHIRR Al LPHE SOOR o OHRA bRL makfidral IRERHIRr L£OPI €5 of

the files inclu in the snapshot to the collections sewer 130. By
t r ans mipttticuigr seh ef thattadéntiSying rdowmmdips tben it muliégple aratehes waybe presantrd har d

drive of the rsanal conputer. th ocal - col.| } i i 32
advant g‘&@%ﬁ@%ﬁ%&"%@'ﬁ%ﬂf g‘(ﬁ?%gﬁl tl[l%u%g)hnt??ljﬁaﬁgﬁ%%&is%%#é# ann%% | ?\é' wi t hout
subst aisc@ery Hagddee i@RGEviEw a8 intikgipleatislodizalptailts @octanal Witk thieammtd@R tand

determine the correct custodian that should be added to the case or matter. In doing so, the e-

discovery manager may consider the other information in the profiles, such as corporate title,
work location, associated custodians, efc. Such information can inform the e-discovery manager
as to whether the located custodian is the one intended. The e-discovery manager may then
select the correct custodian for addition to the case or matter and confirm that all custodians

selected may be added to the case or matter. According to some embodiments, “adding” a
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even interact with the data stored on the hard drive as the snapshot of the
data is being transmtted to the collections server 130. [00102] I n addition
to the functions descri bed above, the | ocal collection application 132 may
al so be configured to transmt to the database server 120 a catal og of the
files included in the snapshot to be stored in the ongoing collections

dat abase. This catal og may be referenced by the collections server 130 in
order to determ ne whether collection is conplete and to resune interrupted
col | ectustriangd atchee qranatier mfvolves enkingedretatingdeti qustodian ipyofile in the Uoifitdnce wit h
sonme epbodi ne the |l ocal, collectio lisgation 132 is configured to
conpi | g’%ﬁﬁaﬂft 1&23@ HCCARGOTRAE IOT 83 (ic%ta | ecfoz\cé'ér y managenent server 110 a

l'i st oLoopg} wor k  Ae&edifi€ ®Ssobftenibd8imdnts, Updmgidiignubtodiangto of maattesxhel e,

network applications and file servers that the. user has used or_.accessed.

Thi s | pletrasic disenyamananageyen sererghlds sontighesd e inale e Liapsissianef | n ¢ he
custodi an’ e SOt e b At od

trans ﬁ%%%%%ﬁ%%% éﬁlsgisﬁgl%ée%\%ggaﬁig%%fng t 8}@(&)%1eaﬁenbodli fr:ren_t of the
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servercﬁgggg%ﬁﬁgaé] ﬁmggﬁgogﬁg%ﬁPﬁ%ﬂ?gfxgﬁ%ééﬁg@gﬁéﬁ%%n5&%@%@%§%%%%géagenent
ser ver thkk@sdrayy bé adtbAsted focaxptibRy thernhaobe prgsed pptricivns oithinlthe tase gatfde mi ne
when tq attenpt a collection froma custodiﬁﬂés machi ne.. The conput er
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Therefore, 1n the event there is a custodi an whose |ocal machi ne needs to
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det erm_ne en th hine . Qi { e =N i.f appears to
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di scovdlsyovenmgegementsenver 1 1010 coffiguréed tostaosthill thenréseadatiarendtives drababveys
collectjon application 132 jmrediately. [00104]1f a custodian profile (for
a_cust St AR Rgionc ajth é‘é‘?’?ﬁﬁ?aﬁl‘?ﬁ%%ﬁg‘elﬁﬁseﬁv IR DS %ﬁé Beds or
Shar ed ,[ija¥&Rittel G Bustdans It(%%ﬂfcﬂ BhE oflk SEAKARYy FERNAIGE MRAE thak bMEpreddiativay
undertake to collect the files fromthese file servers by initializing the
file soovkee dBhdncreustodiangpipprdstty oFuysy thesly S ceneneis restcd BY dsilsetrenis  ( as
shown i.,n_Fl ' r ks ' ' 34 - i gured
to accglssgo‘{egém%%{igg&s%gtr%lé‘)reﬁ g@%@esgﬁ gdtl 11-1,[‘31‘%%%181:9{:/02@9 %)éé‘%\\%%lﬂ %tgﬂd erlﬁt egﬁ ile

ser ver pidfil@inthoeSpdateboe 124 Shatledndic the elecomic tveovent managsinditrsgrvenl tohe fil e

sewer, and conpress, has and transmt, the copi.ed data to_the.collections
Server T b SonRaTRt o LERAN ofbportinE PEe dprreeRrR e S i el SR E B arred

W th pﬁ%d[bi@éﬁdrngigﬂﬁehm&djﬁi’épﬂyﬁia to only copy files neeting certain
criteria, for exanple, files that have certain fjle extensions.
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atoh nat gt nrevert 3y Bpamhg of REERIEFOLA LR ddpls Rl (BT REbY
over | oagh&sittidpeancdry 6 the pledredidhectiocoahédemerptise’ slinféraraton teelindeiyrent s, t he
file server collection application 134 copies %H; or a ‘Exortion of the files
resi di ARATAEFTREDE BIOSDs B} ydshitiqny thesurycy fesperse IRV (e cpfodifRs seaieda tiprm
custodian's profile and transmts themto the collections server 130.

[ 00105]If a custodian profile (for a custodian released for coll ection)

i ncl udes an emai |
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address for an email account on the enterprise email server 160, then the
el ectroni c di scovery managenent server 110 nmay undertake to collect the
files fromthe enterprise email server 160 by initializing the active emnail
col l ection application 136 running on collections server 130 (as shown in
FIG 7). In sone enbodinents, the active email collection application 136
is configured to access the particular Mcrosoft Exchange server within the
enterprise enail server 160 on which the custodian's account resides (which
i s knothe doHedignproccste Honbxamide.icon simey wae thquive ehie What pete@riDiterage devjces 22) |
copy a i di an up
Co a piissarGian yE5 e sk ey 75 A0 ofTBlecBubEHTREE: ind JREHIRET T
seven (eysn heiadditibo of SlearabDlestto dre)custodiah peofderint the Daifted atabagnidi2l thatt 0 t he
col | ecti ons server, 13& 00106]Regard|ess of the storage resource |ocation
f r om wita¥ begsgdlatesi Rd%ol I ected, or the particular type of data being
col I ectgps) t he cabiRdihs @NSonKkEENRIdindfs 63hé pabdnd va%ﬁhdrpm%teodlﬁco%l? data first
(while the collection s still on 0|n in the short-term staging drive 180
unti| wiveagsaimayaitilias the gperéuterfens il tackmergdy, ngteh taskpoand sepsch BTMHE et of
data r I r I set
o t he b oel IRhE e bRk &’E%{SS%E# s el By S P12k

Furt he !pmfﬂem théease dhtlame il hesisga web bikBGet amlnﬁaﬂy 4kl ditachnixantss odes itasks) randt i on

to the electronic discover nt server 110 to tored in t

dat ab SRR 1013 SRR . e Ol SEAREAR= P Gt SY R e 1 e
Dat abagg:edsd thd hsé a{@&als@ﬁlaﬁa'gehﬁﬁt dppRE£idns Hif AE BRE(reHic ib@verimghapanédtcul ar
coll ection, whether it was | ocal collection, an active enmnil coll ection,

a fil esaueihlOche sy ﬁlatt@t‘?,f theraftachments nofes @nd skl dcbepnythingssle vang o

refere e er the
dat a hzgl{s% agéé?\ra%%t%l e Sﬁg{et ﬁ{b%f]gﬁ%ﬁ{f {éaﬂre%%é( % gl% at%{akls g{raggg{r%g@%rugéﬁggs f%]El%te

col | ectomplstesmiie d@frocmnpaoesy meagrasnt sﬁyvemfl 10 Imecodﬁgr@red to fpesmEmenticst or age
to the o e st agi driv shing is

Gent; oo SliaB T ol felSnCisi Ao Solabfre B RiES ot ot nce. the data
has entgfcend. With md@ra@aﬁ%ag&e@r@@oﬂ&ymkgé% thé &onltfet/RRhadeeepmeari |y

ready for review Indeed, it _is I|i that the data may need to be

pr oces §&§ ‘EéYBI?@aq ’telqvﬁntfé%%@%@ﬁ@’héﬁép wgcessprAileor review by investigators
and at foIoBEY S, %am@the%&ﬁcﬂeehﬁé Y diB%vERGh g%r he 40 cdribsc a,rn whi ch
they are c IIecte sent to the |ong- tern1storag area network 190.

Ther ef orsageatmay akﬂdﬂrgpruam tsms@éhﬂmde: pmﬁiesto be Iapplwdtvehmyarblangdplceﬂeqted t he
conver si on fethces sever . 0le ereqa b%?;%%cde%é¥ g tandtese

st anda 8P 3AtEN fltﬁﬁ%stp%sﬁ% rﬁi PATK 6’F| 8 §1PSUCAR Efﬁ 3&?% I's g@%r ypt ed
and st araidfdih#etle case prefile Biddﬁ/ﬁl&dgdoﬁs ddiecreatoga teetnd oftins e@ehiap et ietbwer k 190
and may renmin there to be acce sed. for reVJeM/Qrégoses égg% 8]Wth

r ef er eHELeTiFbG Vish Fspsct & thy dafpsag aids iorgamiraliopobthediat: evdiscustodduithest es t he
el ectr @pi,&. di scovery managenent structure of the present invention,
according to some enbodinents. As illustrated in FIG 8, certain processes
descri B¥7her ei nAgerydibe testnegmbadidents @ﬁhnp@ﬁ@tmvenmwhmagmm 15 as

repr esent I e ock
520, "ot tial i Be b Gt ST LA A TR SR P s RS BB g0

t he eI egéc ﬂh@mcﬁ: :ﬁeﬁmmesyo &yea‘sem ﬂ:ﬁﬂodlmsaffd’rﬁﬂ@eﬁht&utd’thé haderlyagease. Cilsd odi ans

and dat ed |nde e dent .of ggg ano&ﬁ? ver, there |s stil
an ele 8g€’f§ %%‘5 O ‘?C“BPB Su¥o Snidﬁ‘nt@‘t SOt B hat s
concepm&aélecueﬂfé d1§co§éi‘9 Hlaﬁa%dﬂﬂﬁé@{?éitl 005k doRfbure®d Aok A ALRIRBS aﬁ@ﬁe@ﬁ)

correctly assigned to nore than one category. Therefore, while t
ar chi t dxstmatter &f ba ieteasside ein cpeatahs wins tige AN Additienrin frstanaes ‘bhef%ﬂi@teodl ans,

Chan: oADaye A hann b R RE R8T ollos IR IR AT R BB e ©

case ndizagenemhngatregioseyver $1Eiseatfipmedfo alow a group of custodians to be released

e-v-—

from a matter to a case at the same time.
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matter or case as a framework for litigation support activities, as shown
in Block 202. As described above, the e-discovery manager nay enter into
the user interface 118 certain information about a particular matter or
case, such as a case name and/or numnber, a short description of the
matter/case, a legal identifier, the particular requester (i.e., who asked
for the case to be opened), managers or contacts for the matter (i.e

i ndividual s involved in the substance of the matter rather than the
procesK09B] ke t hBA®Adi scovery nmanager) etc [00110]1t is noted that

P eor [@Bel M O B AR AL theASRARALE L AQRYA WS B BIBIRR O

al | ow the sanme custodian 1n mu e cases hi's provi
el ect r discavech mamnger of byyheingneledset! fi@mpa ms&ettto ammnﬂm&hctromhdmem&qaﬂwtem ity,

wher eby_ evi dence associ at.ed, wi t h e cust odi eusedl tlple
cases. 1oGh cotte BrotrrbRY o SabEr R B B I S B U7
i nf or Mebtednn i UiiReCORE:tEF12DATRerb RN, itk él&@mel@tcﬂg@asey mugmehe&rv&heo case
dat abase 124 houses this information such that all information relating to

a par t Pecgssss thesptedianprofilesef thecystadipndg bﬁmllffpwdﬂ%@e&agﬁeddlatr%%é 239md and a
user, %’c&a e bfrl 1,5539%?1?({ Qfiof ABLB%hereifile Hﬁl[%a%l?%f obfﬂatsrsﬂ’o frkfle 1O View

and ed| e natter or case e next pr cess V\Athl n
case npartiggannustodian tlime musietatdodincted. Phees aeweny differottilees owthatdhe syetpel

specifig.to t as s Bloc 204. Inthis ard, the

oPar L eofiui dillest Bichline Sach ARl BB of Ritntsr b Tork SEReR arefener at e a
new prgﬁ;ﬁfdﬁfgtm@ﬂesiﬁeéscaga Shsre8 Wrey S rel evant to the particul ar case or
matter to be stored in _the case profile in the case database 124 or,

al t er nH1G10@) y |ifﬁr@u%toﬁa%@f%@wqﬁmaeéeleaseé fprreljeciiopbiagydesas feag 9§ t he
dat abaﬁ%ggyvgasr?#%@g QssbliGted 3t tRE Qtis‘td(ﬁanofhehlﬂ% RO Bsc6AS6 nhagBicher at

i ssue. ase nmanagenent Is the creation of search terns
pert i nesrvert1d O timy Lmdsaa,keasccrlbpirtbsﬁms@d thppe madukeszdﬁlereﬁwedhselﬁcttmnb above, the

e-di scqvery nanager ar [ for he user
i nt erfﬁ@%% e’ﬁ‘ﬁntsewﬁﬁl w”d‘u‘éfe%%evgﬁ% x%F: fLast §é‘§er%§f¥‘ rm s s 'to be
appl i egudh@is dbRaiahdind) AP ¥@hERdert Narid@agimiitilizé depteifeneobobcatentisctionhe sear ch

terms may. be limted to be used with particul ar custodi ans and/or with
part i caPRicalin \iedpangar sollegiiens servrel Fé‘??“f“elfl 7]- be saved in the case

dat abaggdpf so Tﬁ@bcéﬂasﬂec@iaﬂaﬂﬁmaeammse&mQu%a th ®e RapIYR2A Ry gRt 2 and used

in connection with storing the resulting responsive data. [00113] The
pr oces seectidnseatver | Hyprraapibengerven withihire netsrorln biZete anyaf ihp gatemsise pergonal

parti CU| mputers 140. Therefore, for a particular custodian, the local collection application 132 is

configured to utilize the machine identifying information supplied by the electronic discovery
management server 110 to be deployed to the identified custodian computer. According to one
embodiment, the local collection application 132 is configured to be automatically installed on
the target custodian’s personal computer. The local collection application 132 is further
configured to generate a snapshot of the data residing on the local storage of the personal
computer 140, for example, by using a commercially available application such as the Volume
Shadow Copy Service, store the snapshot in a storage area on the personal computer, and
transmit copies of the files included in the snapshot to the collections server 130. By
transmitting the data from the snapshot of the data stored on the hard drive of the personal
computer, the local collection application 132 advantageously allows the custodian to continue to

use her machine without substantial interference from the local collection application 132 and
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case or matter also falls within the case nmanagenent category, as
denonstrated by Bl ocks 208 and 210. The e-di scovery nanager or a case
contact or manager may use the user interface 118 to upl oad docunents and
enter notes and other relevant data, including updates and rem nders, to be
stored in the case profile of the case in the case database 124. Once these
attachnents, notes and updates are added, they may be referenced whenever a

user views the case profile through the user interface 118. The cost
est i maevesnntaweiwidls thedatarstorest enstha hardrdyen o the sagnshet|of thaslagcis bsisg t hat are
cat ego&' ed, o%?esc%ﬂg&{bgggé;g&twgy ocesses, as shown in Block 212. In this
regard, the electronic discovery managenent sewer 110 utilizes a cost
est i maftoed2jappl i lnatidicion toothd @retionsniestrited absite, the 1dral wdktiiowgapphichtioadB2wi ng

data, base n a nu r of factors i,ncludin for, exanpl e,, nunber, .of

st odian &% BreTHIERE thamveul Bt drapsesiytion adaed e ey Piftoct B,
nmanageiRRhaRh&qo bOSbrdes thR dﬂg@iﬁg olfctibsdatAbased MhiveatHdd @g\y Bé REQERRE bl hat

are represented by block 214. [00114] Movi ng now tq custodi an rmanagenent,
cert ai tegpbretionseseries |l 39 inprdgritn detexmiae whelbgolegionds sampiptg sndithssienent are
shown j - i . S Al U J he Unified
b ect SEgTPg tote ot i B ERERS ANt SRR I Bl ot ¢ he
pr oc esembodiients, thaloEdlColl&tion @ppltbatiot b32eis goufigusside compid¢ sndigensmitdgtheent of

custodi.ans wi t.hin the scope . of a se. or tter. In that regard, the first
o ocuront difiofen MaBEaRG i & HRTRRH v ek cesobtet DR et SRRS8 on o

cust odinaRRline0fod eLaile, Hetwirtk bfplicaBEnsHa \ile setvar B6kth2 dsbr hASusde sEidcbRed.above,
the e-di scovery manager may use the user interface 118 to link a

cust odi b list ofrvonsees mpp ke sthecdin thie datpbpierseeb30 inshe qustodie spapkiiednibgr case
prof i Eniidtifecf L2 AWAR S Ard R drandfiiSion bihe HRHAGHAN B Rl g Wbh ase
profile are correlated. next processes W thin custodi an nagenment is
t he t r enbodimsitorf thefinpentiserthatdcalrvol edtion@pplaratios L3 /g genfigired iotcothprnss, as

shown j n. Bl ock, 2 nd. t resent at.i f the.surveys cust odi ans, as
shown Mnegapisade RSBl paRE Waliiellh B O RN 148, Ver ' 210" Uaes & he
cont acfooitpdior mat inGomi Rmibbéinte s e icRBirenip ditdvesy mandgb@etiniefvicetii Mnagct ory 122
to transmt the preservation _noti ce&r%%) and_survey(% stored in the case
prof i | Bilizs aaqEruiss moAitarPe apRlicai A dnismipewher @ ﬁl_aat_r%coglﬁﬁf_ M FuREtion is
used, SQdd t’s&Qﬁﬁ&f‘|®he'c8ﬁ1§ﬁﬂ$ﬂdoﬁﬁorﬂ%%§ﬁc§ﬁ%ﬁmﬁ'IkecoHH frb@th Mhhigp iy y 122 is
the custodian's emai | address VWen the Custodian checks her enmil, the

sur veynetivotk Hi2pad detsaniae mirdchanfdhe ¢nterpiise, pesedalweapuichel ddpenenlingat nmessage,
the surwvey.w Ll .be presented fo.her, ) LM such t hat
when SRESFROF & rg St BRETL S Gt ook o otk PR pERE MBS BE R 170 ¢ e
dat abasgmmeertrsnitbZidg bpplicatier Bies configuecdiagletepnint wthen dnadmhdiancjoitsala an' s
profile. [Q0115]Alsp falling w.thin custodian nmanagenent _is t.h rocess of
rel _easp?rgoeijﬂq]lda?-awgmlrtameslgsﬁafheecmpatean@a%?nga@@ﬁ%mq#ﬁ> ﬁddEji%“gé‘E The

e- di SCOUAIhiIIBERNENy HaRgerhdif s4S8T 1 10MhA N MefldidifaliR th&IoKallcbBectiat 0di an's
profile so that thé custodian is now activated for collection of data. This
may ocapplicefianhild imimedistele dat abase 124 since the custodian's profile is

| i nked 4-hgj-€et 0. [o)e]] j I [ L4 QAL C
di scov (%O}ﬁﬁ nage%%?ﬁé&e]?l}/élg)%&el@&frd]a%#s%g{:ags@@%ﬁgﬁcﬁgF%%lo%ﬁgmg%sgﬁ'Ip gﬁgnd
i ni ti afdrHneSphes bt Siar&dhBades) theh e alentionitslidatay staoagogent eredril 0d smay

identified jn th rofile. Therefore, as, represented.by Bl oc 30, the

el ect r BRffeEt @686%‘59%#&%@ se 8lg ebyers iy nﬁ?@m&ﬁ PEF %?lﬁﬁé‘togr m ne the
dat a t ypesamith J496AihO8S cAfectidd fric? 168 (RIANLS LERIdY) 20Ge I3 fgverhe
custodian's profile in the Unified Directory 122. ternatively, the

e- di scealisctiormenpligationttdyd ineamdigiied toaeessitheficaaperlocdedatihe eigen Phaccessi ng
and Vi GG hORCURLP Ao S0 bf Psndrdd Bl coRPmblabil (6285, BRRIAIEN

cust odi an managenent al so 1 ncludes a nunber "of ‘tasking an ow
pr oces sarser] daitcoarpeess,dpsle sed treukniythBlcopikd @82 fo the collections server 130. The file

server collection application 134 may be programmed with preset instructions that allow it to
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[00116] The | ast category is data managenent, represented by Bl ock 240. One
maj or set of processes within data managenent are the processes relating to
the harvesting of data, as shown in Block 242. These processes include the
collection of data fromall the different storage areas of a particular
custodi an, including the custodian's | ocal storage on her personal
conputer(s), the custodian's netwirk storage areas, the custodian's enail
and any other areas, as are described herein. Al of the data in the

vari ougnlsrtc@maél@s meeta@ Jestainspitesty, fongxampladips thathave certpin Elsiexieasipdhs ser ver
130, ailt@%%ﬁéél ﬁaﬁﬁeﬁég'% &Q}fh&%‘iﬂaﬁgﬁ@én?ﬁll %g%%%éé%ﬁécaen ichﬁ?ﬁ {An or

process pon ections server ata res Ing froma
parti cﬁbmrcopplhgé'ﬂﬁslhavnngseﬁamﬁwatenlslymsbmtbd attnbmthte Killer of the feregdiagyisng dri ve

180 unt the collection is co e,. whj .ch nt it toredlnthe
ong- t BYEGPS JuheF iR BRRAEE § ohindretel ep e profuiab ik e Rpured

i dent i fydeNfbr RRdfsIECIn sbRR chitoBBRINGY 1HIME SsiSerichlléctiph apithesh My BhRek 244. The
data nmay require decryption or standardization functions to be applied to

it in eedigpredde sereratea pize sdimaihalhe filgs gesigingembeprgeed Blspewer.sly atge next

roces ato the
P omver SrbitineheineT1Yd il Goiifn TRIRGEUPTY iy AifSimEREMY Bekiothe BiecdiBha 10 (12
shown procsis GodpyilgGind Gacenitting ddte) i ths sicoestisratestdlls bdlow a pn’@ietmnmédt o the

o Sl TSGR an a5k Shbodmep e B BREr PaIEE St AT S et

Wi th paddfi kHd&b deteingin® ivhs@ar Liurki@ildarfoRleomedt istolleuting &S Pfikkfseiver RElutile case
dat abase In this regard, certain search terns stored in the case

profil @ozéﬁ@a%ml@w aloy of Rearfing Riet.i2nf, indhesenighatihy folder doesdaslids syck ypes of
dat a aHQJrR[F §§ tcﬁb&e%’%&t‘%gll&@ s&hctﬁ&saso Ald svd}@rweﬂ%hamg %rste@aep BRALGR, t er s

be app ata collected for a speC| ic Case. In either
i nst aneeprdilgtoalifaentembodinats therfjle mm%rg:eﬁm’hton@pplmhom K3 mgﬂ@s at he case

profile, .deternmnes the sear hterms | i.ed,

sear chP ?%‘PRSF% HesTRading P A S %efvﬁrﬁocaggpasg'ﬁrpgﬁ’t%veélalfla E:sree é%én%er m
st or aggrofild sl trdnb@itS RMab thesolfectitink kerber 13pPI i ed to t hat data and t he
results WI|| be generated and &resented to r rs, for al ysi s.

Fi nal | {00183 wi ¢ hiT@isastadige profils, @re%ﬁfode?éltr@l@ﬁe C %Ct“&n}ﬂélﬁ'éfa 4l 5o

| nCl Ud G &s T BES A ack ik bﬂ%@ﬂf&gﬂ@%ﬁiﬂ%ﬁ&pp@ﬁ%ﬁ M ctRhR di@BigFent ed by
Bl ock 250 [00118]Wth reference an exenpl ary process for

managi mgnagetestseresr i Guiay auideriakic anmlpetah@ﬁl’ewﬁpm the entempristicmaihteret 160 e

presen an nti re created
= by VBB s LD SRR s R o o SO A B A

cust odi s}&ﬂﬁl ARG dyeth soand ém}mlaﬁﬁa,ts dse a&:hommmhccﬂleotidm éi:@llgattam 1B6rki ng t he

custodlérg% rofiles of the d ] tory 122 t e case rOfllcsg Next ,

as repPREIEHFYIdoBsreR] e Rarkigy: ar Wwﬁﬁw&@@ SRS BT

cont acths®én WRRAIES c@gﬂﬁmss%ﬁ&ﬂt Ire@fd% (\Mﬁclbﬁ;. kaBih bastdlol tkainforRefiMeRtReded OF
the case, including instructions as to @aggn% ying the search terns to

parti cin féﬁ Unhifies Ripgséary d22)e epptycdfi carpdl logit e@wclfuépg@@@m deletaé bydicer ni nat i on
that n%lE ,%}31%% ﬁéde&e?mmﬁgpgﬁf’)d 5%? Phgr 18 tﬂ@aéotilg ticd! (fb Pé&:a’@lec Qé/%n dl\. there
eca iTe

is no matt reser ron notfces are no ré for nple
for an pﬁbldbtthe ddilectidulp enqaﬁmﬁﬁtsthmcdmedmalssm tiei ogliections sdreerildit i al | zation of

data col ]l ection. ther hand, if t ther than just a
case, “TEEE he" cResrER o theoste i fofRon ol FBich Sigais Bne setledRigi T

Bl ock gkdarticddfd %%Blﬁaata'beﬁgw@éctéanma%u&@m@&n%aqm@ danBlaek tokidkeitife
transmtted to the custodi ans added to the matter, perhaps using email. As

shown dafaBrs¢whibathe callgctinm Fill ongeinekinhrishog-tpmy Sthging ApYol&mtiAdies hown i n
Bl ock fﬁglﬁculﬁp@ol ﬂ]nqg 95m@9fe' Et?acgg%‘a’fc%dé Al g@t 83 dzﬁg f'ésgc& n% ﬁfoﬁ{‘&xé‘ ﬂ%‘?lcﬂglt I Ces
e an

to cus Ians e notic sent over enal y rem cust odi ans
about télEechoesed venhicopy t]netdataeseiatn dibiaﬂpng@nnmdoregfsa;rcnjmeawerkt 180ffort permenens ur veys.
Wth regard to surveys, | he even Sur\v. ed or d S|red

accor d?‘%&‘gf"o%%'ﬂ%e{ﬁm%&e CBH@H%VW%%ﬁg&{‘%‘H% tkf“ﬁiarg‘i#v“é THRPYR Waved in t he
case profile in the case database 124. As shown in Block 322, it is
possible to enable the survey to be attached to and transmtted with the
preservation noti ces.
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[ 00120] Next, as shown in Block 324, the e-discovery manager may rel ease
custodians fromthe matter to the case, which initialized collection of the
custodi an's data. As shown in Block 326, the e-discovery manager or the

el ectroni c di scovery managenent server 122 accesses the custodian profile,
determ nes the data types and |location to be collected, and initializes the
applicable collection applications to go collect the data. Once the data
has been col |l ected and a uni que barcode has been_ assigned to each dat aset
based BICHMUC disgavepunanageneit servan! L9ia be slaredda theglatpbpssiserien g Wigrerample,
origin : : | : in
I i T S T e R RO e

i nst r udteipartsulae goltadiiony Whsther 8 evas alodabeatiectionh es ective amaH cobeotrenralylelserverppl i ed

h | d i :
anal v raTo3b e Thetelhrie Pkl R SEptet RErRAFRE R Frs Ay ERERs
managi pagia of deidadh. aftdr shadatvhad®dden ¢dpicaas diclang ervistdrtagegesaidhostkreotthef t he

present | nvention. First, as represented by Block 402, a custodian. s added
to a nielicsforsseryas b0 qomnarfsdhe aghing of thedlata s PERRARARISIGRRESTP (e qriginahdatini f i ed
Di r ect g e 438ink Aribé MPehd & hOchily 8ABcRABErgl tHE Rk FonPlielslobfig diffcOr der Lo
| ocate the custodian's profile, a custodi an search nodul e may DBe enpl oyed,
as showB0.in Bl ock 404. Therefore, the e-di scovery nanager may enter any

i denti fAH i nf oxnat.k h od] r. it h§ythe custodian's
name, Ldeﬁtlg\glr k usfe)]rfr{&] thgﬁ?tlg?‘ ?%%%télrg(ﬁfh%g%'ﬁ%nggftﬁmggg?egglte tgor]i'rllgo’étuigtn %tdi an search
][md ul enudelsdﬁﬂ;aieed}t foereivrt:a@ut Indeddoit ﬁsaIE]kethat{)tﬂe dsa graly n‘ﬁétbto%&iﬁrbceﬁheﬂibém ory 122
or a mtc | f npre than one tch is obtajned, t user jnterface 118

wil | pisesaRkably daytale réﬁ‘ae\afg?aweﬁtrﬁet%s ERGABRY ﬁ%{ pley @eéﬁw the
associ gt %rﬁftéﬁ inl tRS fdr@ 1A Yh§hith EB&]dcfbH%ﬂ@@éhlt%E@&igat@m ktBrdgBhavay, the

correct custodian is identified and the profile of that custodian is |inked

to t henelpprloptd. dfhsraferseacoprdingtio spme piobadinems, thedate sutitbegopiyd BIitbek 406, the
el ectr 9@{g%rs9dnss% &s 3§er@§{j‘?@%% a §§}r§§ bt dek ¥ afi§ %t%&&-&lﬁa&’éﬁ g%xibn%{lé_ Ig§¥ |

particul'ar custodian added 1s a nenber of”"‘the enterprise
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or not . odi N J j :
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Bl ock détthin fAdcésB& of the present invention may affect more than one of the foregoing.
[00109] The first process that falls within the case management category is creation of a
matter or case as a framework for litigation support activities, as shown in Block 202. As
described above, the e-discovery manager may enter into the user interface 118 certain

information about a particular matter or case, such as a case name and/or number, a short
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other hand, if it is a matter, then preservation notices are required.
Therefore, as shown in Block 410, a preservation notice is sent via emi
to the custodian or custodian stand-in. As shown in Block 412, the
custodian may then be inactivated fromthe case because, for sonme reason,
data does not need to be collected fromthe custodian. In the future, when
it conmes tine to coIIect fromthe custodian the custodian wll be

reactivated, as shown in Bl ock 422, élll 24!After a preservat| on notice is

sent , éeSéIEPfé?ftﬁfﬁ%ﬁ me‘tprr’cgsenatf@aluglertt%r SR aeqpcetEion-&s WhaaskegdHent server
110 asg a&; g tyhELNB E- S RYor Snth &SI HRAnatf? (S AMRvId0alBiRelved ffthe! t shoul d be
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preservation notice, and the answerﬁ are coLI ecﬁ} y the el ectrg

di scovEgOveRREEEREt RS Y aRion e hatesraabiiy erehtar%%s agarigl M%o, as
shown bﬁbgjs%g&%be%gaﬁ%ﬁmﬁgtch&@s for the preservation notices and
surveys may also be transmtted to the custodian, as shown in Bl ock 420.
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is known based on the information included in the Unified Directory 122)

copy aPwtighas qusiogiags @ai/tmetlhpwtlﬂ%rrdﬁrwgteé aeip tegelleg wgrehpers vell be §i“tj’ﬁat ed
prior pekkete dhbase’i24R) frat fieyen fRYSaRy géheh% hiteed@ datfdddQRed ANd transmi t
the copied emails to the col|ect Fons se The emai |l collection
appl i cadmmcnqnswﬂlstorm@thaMSEItm’grwppmsewedﬂta ng buI k requests and for
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In this regard, the email collection a&pl ication (136) serves to reduce
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managenent server (110) to be stored in the database server (120), for
exanple, in the custodian's profile in the Unified Database (122), in
relation to the stored informati on about the particular collection.
Therefore, the barcode can be used fogszreference at a later date to
determne the origin of the data. After the data has been copied to the

| ong-term storage area network (190), the collections server (130) conpares
t he hashing of the data in pernanent storage to the original data in the
staging drive (180) and, if the hashing is identical, purges the data from
t he staging drive (180). As such, barcoding is performed w thout the need




[00127] At Event 512, the collected email data nay be associated with a
specific search termset or sets. Wien the search terns are applied, a
listing of the files and docunents including those terns (the "search term
hit list") are presented to the reviewer and al so stored in the database
server (120). The reviewer may provide an indication of this to the

el ectroni c di scovery managenent server 110, which may then nake a

determ nation that other docunents within the search termhit |ist are nore
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It
electronic discovery management server 110 uses the contact information in the custodian’s
profile in the Unified Directory 122 to transmit the preservation notice(s) and survey(s) stored in
the case profile to the custodian. In some embodiments, a standard email function is used, so
that the only information needed from the Unified Directory 122 is the custodian’s email
address. When the custodian checks her email, the survey will appear as a message therein, and
when she opens that message, the survey will be presented to her. The survey may be configured
such that when she fills it out, the survey is automatically transmitted back to the database server
120 for storage in the case profile and the custodian’s profile.

[00115] Also falling within custodian management is the process of releasing custodians
from a matter to a case, as shown in Block 228. The e-discovery manager uses the user interface
118 to mark the custodian’s profile so that the custodian is now activated for collection of data.
This may occur within the case database 124 since the custodian’s profile is linked thereto. Once
the custodian is released/marked, the electronic discovery management server 110 may access

the custodian’s profile and initialize collection based on the various data storage locations
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with a specific search termset or sets. Wen the search terns are applied,
alisting of the files and docunents including those terns (the "search
termhit list") are presented to the reviewer and also stored in the

dat abase server (120). The reviewer nmay provide an indication of this to
the el ectronic discovery managenent server 110, which may then nake a
determ nation that other docunments wthin the search termhit list are nore
likely to be responsive. [00132] At Event 528, the NSF files or any other
file tideadfiefindes prodle dibetefarerms sspeerapige by Blarki23Bdbe sleetrani¢ disioxeynay be

encr yp}lﬁga Eﬁlﬁ:ﬂ?&h)’epti f‘@m‘dﬁ Llﬁgm@ti&ﬂ?rd\éf%}&rﬁg 1P d 081 éaﬂl I%C . LAgnse W th
enbodi nents of the present I nventron. e encryption ol "NSF files occurs at
t he usbarvéstadddy amaeksing ller @bdanyirgfile rethe $ mifidtdBirediay p a3 s Wiemlatmetye $hsag-y f or

decryption. The decryption application, allo for decryption of the NSF
1ot gieoVaey HaerT Y eI Aot Stk e Pt PR “hnana ey y ot i on
appl i cahstqiar’ ¢ %@ﬁld @iﬁdllh@& wilta¢as€tlafigeaiBioailiaMmbiige it Prihdedes st em
creates a database of the ID files, associates the database with the

user / eReRigé fasking aad eddlosrripgestrs chaf pesepresntrdity Blpgod 3] At Event 530, the
S er . . >
0 edebgggﬁ ser ﬁélaﬁgﬁﬂggctarg% @atéﬁl%néeg}g{gg?g@d?sgﬁ}gﬁw BfocRPabYBhs nARRLCat i on

and, a t 532, t set IS e requestor/revi ewer for
anal ysbSprof&ek3diliatiata BlanagentBars ihprprp¢assss rdatingdb dht lhavestingofcdata s

el ectrgnic ¢ r ta stored.o e itorv. for.th ur PRSE .0
regul at 1o m% f‘@rn SPPET é’?c?%% t@eo‘gol(f%%tfo %gﬁ%afgm? ﬁlcla ed_(cl:)tg?r!g?tisg()? Snd
Exchang@a{emipasedudi c(ohbin, Giclidigy thekastodibin’ E%Ral stardgs orClidripersomli s extract ed

frominput systemand manually entered in a designated third party system
for dafempPHeRYely F‘}St‘f‘bm%‘iﬁtﬂf’ﬁmﬁ%e ayegs, the I?EStB‘iF"E 68’inﬁ‘g %‘B By 3ET Brs

i ol emprt ek Akd Rerefn@UDGr thO8&kh iPRe vASAR storage areas is copied and transmitted to the
collections server 130, as described in detail for each particular collection application or process.
Upon reaching the collections server 130, data resulting from a particular collection is
temporarily stored in the short-term staging drive 180 until the collection is complete, at which
point it is stored in the long-term storage area network 190 in association with a specific
identifying barcode. The foregoing process is represented by Block 244. The data may require
decryption or standardization functions to be applied to it in order for it to be searchable and/or
otherwise usable, so the next process that falls within data management is the copying of the data
to the conversion services server 170 for analysis and conversion as necessary, as shown in
Block 246, Once the data is converted, it is returned to the long-term storage area network 190
to be used in review.

[00117] Also falling within data management is the association of particular data sets with
particular sets of search terms stored in the case profile of the case database 124. In this regard,
certain search terms stored in the case profile are stored with the intention of being applied to
certain types of data and/or certain custodian’s data. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the electronic discovery
management server 110 accesses the case profile, determines the search terms to be applied, and
associates the search terms with the barcode of the appropriate data sets in long-term storage.

Thus, the search terms will be applied to that data and the results will be generated and presented
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as short-termstaging drive (180) to attach a barcode to the set of
journal ed data resulting fromthe particular collection. The barcoded data
is then copied and communicated to the | ong-term storage area network (190)
for permanent storage. At Event 540, the collected and barcoded journal ed
data may be associated with a specific search termset or sets. [00136] At
Event 542 source-to-processing is inplenmented to insure t hat any | oose
files are properly formatted in a standardized format, In this regard,
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N e S e R e e P
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data seise bﬁnﬂaﬂ@d@dreht@&l By tike- cﬁﬁtﬂiv&@hﬁarﬁ@@ aanaatorsmna}mbaseaﬂatﬁsaemlzbék&xtt he
jourmal ed data set is exported to the_ requestor/reviewer for IyS|s
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| ocal lcatton (132) 1s 1 enented to coliect data
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to one_enbod
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| ocal collection appljcation (132) na be enpl| oyed to coIIect g ta from

net wor Rl Jus a caseo dhthere Ay nopatier bs Wse PIeeriaot SRS aEpRItTeBECHHY s
| ol enppinGfle, 3br & RAGhEDhk PrRELQRII Ve itraight to the initialization of data collection.

On the other hand, if there is matter, rather than just a case, then the creation of preservation

notices is required, as shown in Block 312.

[00119] The preservation notice, as shown in Block 314 is transmitted to the custodians
added to the matter, perhaps using email. As shown in Block 316, a reminder notice module
may be employed. As shown in Block 318, the reminder notice module transmits periodic
reminder notices to custodians. The notices may be sent over email and may remind custodians
about the preservation notice and/or remind custodians to fill out surveys. With regard to
surveys, in the event a survey is required or desired, according to Block 320, a survey is created.
The survey may be saved in the case profile in the case database 124. As shown in Block 322, it
is possible to enable the survey to be attached to and transmitted with the preservation notices.
[00120] Next, as shown in Block 324, the e-discovery manager may release custodians
from the matter to the case, which initialized collection of the custodian’s data. As shown in
Block 326, the e-discovery manager or the electronic discovery management server 122 accesses
the custodian profile, determines the data types and location to be collected, and initializes the
applicable collection applications to go collect the data. Once the data has been collected and a
unique barcode has been assigned to each dataset based on the particular custodian and storage
location from which it originated, as shown in Block 328, the search terms previously stored in

the case profile may be assigned to the dataset based on the input instructions regarding the
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as short-termstaging drive (180) to attach a barcode to the set of |ocal
PC data resulting fromthe particular collection. The barcoded data is then
copi ed and comunicated to the | ong-term storage area network (190) for

per manent storage. At Event 554, the collected and barcoded | ocal PC data
may be associated with a specific search termset or sets. [00140] At Event
556 source-to-processing is inplemented to insure that any |oose files are
properly formatted in a standardized format. In this regard, accordlng to

one entsamhiens. dihcsarsatchicavis My beapplicd te theedatagetand shewesills sevsd t9 B evancy
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accordance with enbodi nents of the present |nvent€agpg‘£§ decry |on
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S|gn| | es at a rom net wor torage C snare rrye or ace.
At EveHimagghaniong ngaiqhds g@ﬁw&{? t%\laeémrﬁﬁ éﬁ%wﬁl:ﬁrﬁf‘eha o5 and; aﬁg?"éﬁént ed
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According to one enbodinent of the invention, the file server collection

appl i ctis way, mmyenmusibélaauﬁ iderdifledypad thermyefile @Btﬁah@qﬁ‘-h@ﬂﬂhéhﬁ@édo ther any

manual entry & &mé Fmg dlscovery manager or the like. [00144] At Event 568,

the bafd ng app |ca?|on Is inplemented at a staging | ocation, such
[00122] As represented by Block 406, the electronic discovery management server 110

may determine whether the particular custodian added is a member of the enterprise “do-not-call
list.” In this regard, there may be an indication in the custodian’s profile in the Unified Directory
122 that the particular custodian should not be contacted regarding collections, and an alternative
contact should be used, such as an administrative assistant of the custodian. Alternatively, there
may be a separate do-not-call list stored in the database server 120 that must be accessed and
searched to determine whether or not the custodian appears on that list. In either instance, a
determination is made as to whether or not the custodian should be directly contacted, and in the
event the custodian should not be directly contacted, the contact information for the custodian’s
assistant (or other stand-in) should be obtained. This information will be used later for
transmitting preservation notices and surveys.

[00123] Next, in accordance with Block 408, a determination is made by the electronic
discovery management server 110 as to whether the custodian has been added to a matter or a
case. Ifitis a case, then the custodian is verified, as shown in Block 424, supplemental data may
be added to the custodian profile in the Unified Directory 122 as required, as shown in Block
426, and then the various collection applications are initialized by the electronic discovery

management server 110 for collection of the custodian’s data, as shown in Block 428. On the
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as short-termstaging drive (180) to attach a barcode to the set of network
storage data resulting fromthe particular collection. The barcoded data is
t hen copied and communicated to the | ongterm storage area network (190) for
per manent storage. At Event 570, the collected and barcoded network storage
data may be associated with a specific search termset or sets. [00145] At
Event 572 source-to-processing is inplenented to insure that any | oose
files are properly formatted in a standardized format. In this regard,

accor dpthgr hasdoih it ibarmeleriieR Peservaling: NokeesAre BHUIred gkisrefprecas shpwn @kglﬁch ed for
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preservation notice, and the answers are collected by the electronic discovery management server

110 and stored in the database server 120, as shown in Block 416. Reminder notices for the
preservation notices and surveys may also be transmitted to the custodian, as shown in Block
420. Next, once it is time to collect data, the custodian is released from the matter to the case, as
shown in Block 418, and the various collection applications are initialized by the electronic
discovery management server 110 for collection of the custodian’s data, as shown in Block 428.
In this process, the custodian’s profile in the Unified Directory 122 is accessed in order to
determine the various locations where the custodian may have stored data. Finally, as shown in
Block 430, the custodian’s data is collected.

[00125] Referring to FIGS. 11 and 12, flow diagrams are presented of a method 500 for
harvest data from various data sources, in accordance with embodiments of the present
invention. At Event 502, the collection of data ensues and, at Event 504, the type of data is
identified. Data Block 506 signifies active email that is collected from an exchange system or
the like. At Event 508 the automated active email collection application is implemented to
collect email from identified email address. As previously noted, and in accordance with
present embodiments of the invention, if a custodian profile (for a custodian released for
collection) includes an email address for an email account on the enterprise email server (160),
then the electronic discovery management server (110) may undertake to collect the files from
the enterprise email server (160) by initializing the active email collection application (136)

running on collections server (130). In some embodiments, the active email collection
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col l ector application, such as EnCase(r) may be executed on the devices of
interest to collect data. According to one enbodi nent of the invention, the
forensic collector application may be automatically depl oyed on the device
of interest without the know edge of the device user. In accordance with
anot her enbodi nent of the invention, a conputer nonitoring application may
be inplenmented (not shown in FIGS. 11 or 12) that nonitors the network to
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the barcode can be used for reference at a later date to determine the origin of the data. After the
data has been copied to the long-term storage area network (190), the collections server (130)
compares the hashing of the data in permanent storage to the original data in the staging drive
(180) and, if the hashing is identical, purges the data from the staging drive (180). As such,
barcoding is performed without the need to execute the barcoding application on an exchange
server and, as such no human intervention is needed in the barcode process. In accordance with
embodiments of the present invention, one barcode may be assigned per custodian, per data type
and per event (i.e., case, matter, efc.)

[00127] At Event 512, the collected email data may be associated with a specific search
term set or sets. When the search terms are applied, a listing of the files and documents
including those terms (the “search term hit list”™) are presented to the reviewer and also stored in
the database server (120). The reviewer may provide an indication of this to the electronic
discovery management server 110, which may then make a determination that other docaments

within the search term hit list are more likely to be responsive.
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[ 00153] Data bl ock 596 signifies collaborative data, such as data residing
at discovery sites, for exanple LiveLinlc(r) or the like. At Event 598, a
di scovery site collector application, such as a LivelLinke collector
application may be executed on the devices of interest to collect data.
According to one enbodi nent of the invention, the discovery site collector
preserves at |east a portion of the discovery site database in the

e-di scovery database, including all files and all revisions of the files.
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Unified Database (122), in relation to the stored information about the particular collection.

Therefore, the barcode can be used for reference at a later date to determine the origin of the
data. After the data has been copied to the long-term storage area network (190), the collections
server (130) compares the hashing of the data in permanent storage to the original data in the
staging drive (180) and, if the hashing is identical, purges the data from the staging drive (180).
[00131] At Event 526, the collected non-exchange server email data may be associated
with a specific search term set or sets. When the search terms are applied, a listing of the files
and documents including those terms (the “search term hit list™) are presented to the reviewer
and also stored in the database server (120). The reviewer may provide an indication of this to
the electronic discovery management server 110, which may then make a determination that
other documents within the search term hit list are more likely to be responsive.

[00132] At Event 528, the NSF files or any other file types associated with non-exchange
server based email that may be encrypted is decrypted using a decryption application, in
accordance with embodiments of the present invention. The encryption of NSF files occurs at

the user level and, therefore only the user has the password necessary for decryption. The
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el ectroni c di scovery. Enbodi ments herein disclosed provide for an
enterprise-w de e-discovery systemthat provides for data to be identified,
| ocated, retrieved, preserved, searched, reviewed and produced in an
efficient and cost-effective manner across the entire enterprise system 1In
addi tion, by structuring nmanagenent of e-discovery based on case/matter,
custodi an and data and providing for Iinkage bet ween the sane, further
efficiencies are_ realized in terns i denti.f yi ng Iocatlng and retrieving
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simul taneously, a plurality of custodians to a case within an
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing file conversions may
be required on EML formatted files, MSG formatted files and the like.

[00137] At Event 544, the journaled data set is loaded into the analysis application and,
at Event 546, the journaled data set is exported to the requestor/reviewer for analysis.

[00138] Referring to FIG. 12, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection application (132)
is implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard
drive. According to one embodiment of the invention, the local collection application may be
autodeployed thus, obviating the need for any manual entry by the e-discovery manager or the
like. In other embodiments of the invention, the local collection application (132) may be

employed to collect data from network storage.
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el ectroni c discovery system the method conpri sing: receiving, at a
conputing device, a plurality of identifying data iiens, wherein each of
the plurality of identifying data itens is associated with one of a
plurality of individuals that are potential custodians for a case within
the el ectronic discovery system accessing, via a conputing device
processor, a database within the el ectronic discovery system wherein the
dat abase stores data associ ated with custodi.ans in the electronic diifovery
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[00141] At Event 558, the local PC files that may be encrypted are decrypted using a
decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the PC files data without the knowledge of the
user/encrypter. The decryption application finds ID files that exist anywhere in the enterprise
system, creates a database of the ID files, associates the database with the user/encrypter and
subsequently decrypts the data.

[00142] At Event 560, the local PC data set is loaded into the analysis application and, at
Event 562, the local PC data set is exported to the requestor/reviewer for analysis.

[00143] Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 566, the file server collection application (134) is implemented to
automatically collect data from shared drives and/or HomeSpace. According to one embodiment
of the invention, the file server collection application (134) may be autodeployed thus, obviating
the need for any manual entry by the e-discovery manager or the like.

[00144] At Event 568, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of network storage data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190} for permanent storage. At Event 570, the collected and
barcoded network storage data may be associated with a specific search term set or sets.

[00145] At Event 572 source-to-processing is implemented to insure that any loose files

are properly formatted in a standardized format. In this regard, according to one embodiment of
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initiating, via a conputing device processor, the electronic discovery
activity on the plurality of custodians added to the case, 3. The nethod of
claim1l1, wherein receiving a second user input further conprises receiving,
at the computing device, the second user input configured to initiate
comuni cation of one or nore preservation notices to each of the plurality
of custodians and wherein initiating further conprises initiating, via the
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[00148] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector application, such as EnCase® may be executed on the devices of interest to collect data.
According to one embodiment of the invention, the forensic collector application may be
automatically deployed on the device of interest without the knowledge of the device user. In
accordance with another embodiment of the invention, a computer monitoring application may
be implemented (not shown in FIGS. 11 or 12) that monitors the network to determine the
addition or subtraction of computers to the network based on network status indicators, such as
ID’s/IP addresses returned from the network.
[00149] At Event 584, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of forensic data resulting from the
particular coliection. The barcoded data is then copied and communicated to the long-term
storage area network (190) for permanent storage. At Event 586, the collected and barcoded
forensic data may be associated with a specific search term set or sets.
[00150] At Event 588 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing may be required on

EML formatted files, MSG formatted files, IPD formatted files and the like.
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associated wth the custodi ans. 8. The method of claim7, further
conprising receiving, at a conputing device, a second user input that
sel ects one of the custodian profiles for inclusion in the plurality of
custodians to be added to the case, wherein selection is based on the
determ nation of nore than one match between at | east one of the

i dentifying data itens and the data associated with the custodi ans.

9. An paratus for addin S|nultaneously, a pluralit custodJans to a
case w[q%ﬂlﬁﬂ an &@Y@b?ﬁ%%ﬁl@%%ﬁ}“%% eteﬁ%ryﬁtﬁg GYPEgMSESi ng. a

conput j bttab @id&hb@% Mbﬂgn@éwitﬁa%o&m%m@ bPEEHRREnt I EnBoEMREY; a

hul k custodi an“entry application, stored in the nenory executable by the at
| east dfpwym:oo(aplslsrdhoraaib)wsrfot desrypion of the negwvark storaga dae withowt theseovdedgs gur ed

to rece uraI| entl of the
pl ural P#% B?Gr/e APk ylﬁnégcgﬁgfjg n?pé) atr}gl %gdéglglfg%{%at emﬁgnme%?ﬁ% pI urality
of i ndimesitiad §stchtreateea ﬂmﬂ&{s& bathedDHe haodattotheaatabse withithé n t he

electronlc dlscovery syst a custodi an match routine configured to
accessETEair Ep sisa \ﬁF‘?%ﬂW@lﬁé‘emtéﬂFedjrﬁ*’c di scovery system which stores data

associ Fﬁyo?slzw th cAstRd mstlﬁrfgreﬁﬁé QARLA8s RIGNER (RELWBRT doPBcddbH bAd,iat Y Of

i dent i data itens and the data associated with t he custodi ans, a
secondEues 59%4.ithendtyok stonge @Lﬁr sstlisteaprisisie the requastog svievet ferpaalgaiser mi ned

ITat ¢ hefolg)lg st odi 'Qta B[O%{( Sbgglgél%t%g ?({)lﬂl%l)l"é. 93 9&&%11 Oc&ta%ﬁg]é\ { &Séo@g ust odi an

i ncl ud ust odl an “name ess an recelve a first

user | Elwsl foe emmprﬁzdLinRMdhe Isltemalt Eaemde&l a;d1scav¢11y sitataoltegton bpplicsti@di ans to

a cas eSlPC% ag(ajl L?\peLtirn(® Eolﬁ\acszgg %gp 1(:¢E:L:tl1'losnt I(I)'ig)if ge e)&%l?t.reé |0§: ﬁ'ie d%{']i(ges of interest to collect
data. According to one embodiment of the invention, the discovery site collector preserves at
least a portion of the discovery site database in the e-discovery database, including all files and
all revisions of the files. In this regard, the discovery site collector application queries against
the database to define what files need to be retrieved, then copies those files based on the result
of the query. Metadata pertaining to the files is retained in the case management system tables.
In accordance with another embodiment of the invention, the discovery site collector application
collects the documents and the related metadata and uses the metadata to automatically rename
the files.
[00154] At Event 600, the barcoding application is implemented at a staging location, such
as short-term staging drive (180) to attach a barcode to the set of discovery site data resulting
from the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. At Event 602, the collected and
barcoded discovery site data may be associated with a specific search term set or sets.
[00155] At Event 604 source-to-processing is implemented to insure that any loose files
are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source-to-processing may be required on

EML formatted files, MSG formatted files, IPD formatted files and the like.
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- [00158] Specifically, embodiments of the invention previously disclosed provide for
positive identification of individuals requiring addition, as custodians, to cases or matters within
an electronic discovery system. The identification is performed simultaneously, in bulk, using
disparate information related to the individuals. In this regard, individuals can be positively
identified through one specific identification procedure, without having to search multiple
databases to verify the identity of an individual/custodian. In addition to positively identifying
custodians, the present invention provides for adding the identified custodians, simultaneously,
in bulk, to a case or matter and, in some embodiments, uploading or otherwise transferring
custodian profile data to the case management system/database, as need be. Such processing
adds further efficiency to the overall e-discovery management process.
[00159] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other updates, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible.
[00160] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit

of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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receive the plurality of identifying data itens, wherein the identifying
data itens include one of a first nane, a last nane, an enumil address. an
operating system account nunber or an enpl oyee nunber, 13, The apparatus of
claim9, wherein the first user interface i.s further configured to receive
the plurality of identifying data itens, wherein each of the identifying
data itens correspond to a specific data entry in the database. 14.
The apparatus of claim9; wherein the custodian match routine is further
configured to determ ne nore than gpaives ch between one of the identifying
data itens and the data associated with the custodi ans. 15. The
apparatus of claim 14, wherein the second user interface is further
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the plurality of identifying data items is associated with one of a plurality of individuals that are
potential custodians for a case within the electronic discovery system;
accessing, via a computing device processor, a database within the electronic discovery
system, wherein the database stores data associated with custodians in the electronic discovery
system;
determining, via a computing device processor, matches between the plurality of
identifying data items and the data associated with the custodians;
presenting, at a computing device, for each of the determined matches, custodian profiles
that include data associated with the custodian including a custodian name, job title and email
address;
receiving, at a computing device, a first user input configured to add, in unison, a
plurality of custodians to a case based on user selection of the presented custodian profiles;
uploading, via a computing device processor, at least a portion of the data associated with
the custodian into a case management system, wherein the upload occurs automatically based on
receipt of the first input that adds the plurality of custodians to the case; and
in response to adding the plurality of custodians to the case, automatically initiating, via a

computing device, collection of active email data from each of the custodians.

2. The method of claim 1, further comprising:

receiving, at a computing device, a second user input configured to initiate an electronic
discovery activity on the plurality of custodians added to the case; and

initiating, via a computing device processor, the electronic discovery activity on the

plurality of custodians added to the case.

3. The method of claim 1, wherein receiving a second user input further comprises

receiving, at the computing device, the second user input configured to initiate communication of
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one or more preservation notices to each of the plurality of custodians and wherein initiating
further comprises initiating, via the computing device processor, the communication of the

preservation notice to the plurality of custodians.

4. The method of claim 1, wherein receiving a second user input further comprises
receiving, at the computing device, the second user input configured to initiate electronic
collection of data from devices associated with each of the plurality of custodians and wherein
initiating further comprises initiating, via the computing device processor, the electronic

collection of data from devices associated with each of the plurality of custodians.

5. The method of claim 1, wherein receiving the plurality of identifying data items
further comprises receiving, at the computing device, the plurality of identifying data items,
wherein the identifying data items include one or more of a first name, a last name, an email

address, an operating system account number or an employee number.

6. The method of claim 1, wherein receiving the plurality of identifying data items
further comprises receiving, at the computing device, the plurality of identifying data items,

wherein each of the identifying data items correspond to a specific data entry in the database.

7. The method of claim 1, wherein determining matches further comprises
determining more than one match between one of the identifying data items and the data

associated with the custodians.

8. The method of claim 7, further comprising receiving, at a computing device, a
second user input that selects one of the custodian profiles for inclusion in the plurality of
custodians to be added to the case, wherein selection is based on the determination of more than
one match between at least one of the identifying data items and the data associated with the

custodians.

9. An apparatus for adding, simultaneously, a plurality custodians to a case within an

electronic discovery system, the apparatus comprising:
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a computing platform including at least one processor and a memory;

a bulk custodian entry application, stored in the memory executable by the at least one

processor and including:

a first user interface configured to receive a plurality of identifying data items,
wherein each of the plurality of identifying data items is associated with one of a plurality
of individuals that are potential custodians for a case within the electronic discovery
system,

a custodian match routine configured to access a database within the electronic
discovery system, which stores data associated with custodians and determine matches
between the plurality of identifying data items and the data associated with the
custodians,

a second user interface configured to present, for each of the determined matches,
custodian profiles that include data associated with the custodian including custodian
name, job title and email address and receive a first user input configured to add,
simultaneously, a plurality of custodians to a case based on the presented custodian
profiles, and

a custodian data upload routine configured to automatically upload at least a
portion of the data associated with the custodian into the case management system based

on receipt of the first user input that adds the plurality of custodians to the case; and

a data collection routine stored in the memory, executable by the processor and configured to

automatically initiate collection of active email data from each of the custodians in response to

adding the plurality of custodians to the case.

10.  The apparatus of claim 9, further comprising a preservation notice application

stored in the memory, executable by the processor, and configured to receive a second user input

operable to initiate communication of a preservation notice to each of the plurality of custodians

added to the case and including a preservation notice routine configured to initiate the

communication of the preservation notice to the plurality of custodians based on the second

input.
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11.  The apparatus of claim 9, further comprising a data collection application stored
in the memory, executable by the processor and configured to receive a second user input
operable to initiate collection of data from devices associated with each of the plurality of
custodians added to the case and including a data collection routine configured to initiate
collection of data from the devices associated with each of the plurality of custodians based on

the second input.

12.  The apparatus of claim 9, wherein the first user interface is further configured to
receive the plurality of identifying data items, wherein the identifying data items include one of
a first name, a last name, an email address, an operating system account number or an employee

number.

13.  The apparatus of claim 9, wherein the first user interface is further configured to
receive the plurality of identifying data items, wherein each of the identifying data items

correspond to a specific data entry in the database.

14.  The apparatus of claim 9, wherein the custodian match routine is further
configured to determine more than one match between one of the identifying data items and the

data associated with the custodians.

15.  The apparatus of claim 14, wherein the second user interface is further configured
to receive a second user input that selects one of the custodian profiles for inclusion in the
plurality of custodians to be added to the case, wherein selection is based on the determination of
more than one match between at least one of the identifying data items and the data associated

with the custodians.
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