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METHOD AND SYSTEM OF BLOCKCHAIN DISBURSEMENTS

CROSS-REFERENCE TO RELATED APPLICATION
This application claims the benefit of, and prionity to, U.S, Non-
Provisional Application No. 17/391,490, filed Augnst 2, 2021, The entye disclosure

of the above application is incorporated herein by reference.

FIELD

The present disclosure relates to facilitating benefit disbursements
through the use of takenx and blockebaw, specifically the use of a blockchain to
amnage the distribution and vse of provided aid to mncrease mteroperability and

scaling of aid distribution.

BACKGROUND

Throughout the world, aid organizations and other non-profit groups
provided money, food, shelfer, and other rescurces to those in seed. Inruany places,
such as those that have suffered fron devastation national disasters, several doven aid
groups might all operate in the area to help those that bave been displaced or are
otherwise in need of assistance. Qften times, each of these aid groups will utilize
vouchers or spectalized pavinent cards in order to disburse benefits to recipients that
are provided assistance. A 'recipient can receive such a voucher ot spectalized
paynient card, present it af ap authorized merchant, and recetve specific goods or
services that ave supplied, or rexmbursed by, the aid organization.

However, these aid grotps often act independently of one another. As
aresult, a recipient receiving a benefit from more than one aud gronp will often have
to register with each aid group, receive separate vouchers andior payment cards for
each sid group, and have (o Keep teack of which merchants ¢an be used fo redeem
which voucher or pavioient card. Likowise, each aid group can have thetr own fenus
and conditions regarding redemption of benefits and thus every merchant will offen
have to perform onboarding with each individual atd group and can have o keep track
of different data and processes for teceiving reimbursements as a result of provided
zoods or services on behall of the aid orpantzation. The result 1s a system that can be

iaborious for both recipients and merchants that can also be difficult'to scale both



b2

LA

WO 2023/014525 PCT/US2022/038139

vertically and horizontally, which can be exceedingly detrimental in the simations
where these aid organizations often operate,
Thus, there is 2 need for a system where interoperability of the
disbursenent of aid benefits can be mereased that also provides for easier aud more
¥  effective scaling to ensure wider and more easily disbursed and nsed benefits for

those m need.

SUMBARY
The present disclosure provides a description of systems and methods
for facilitating benefit disbursements through the use of tokens and blockehain, An
10 aid organization creaies tokens for recipients to use in place ef traditional vonchers
and pavment cards, where the token is a digital value that 13 associated with fiat
cuprency. The tokens are stored on a blockeham and distributed fo a recipient via a
blockehain wallet by a platform. The recipient presents their token to a mierchant and

fransfer ownership of the token to tlie merchant using the blockchain wallet in hiey of

L

presenting a traditional voucher or payment card. The merchant provides the goods or
services 1o the recipient aiid redeems the token via the platform by proving ownership.
The platform nforms the aid organization of the vedemption, who then transters the
corresponding amount of fiat camrency to the merchant’s bagk. The result 15 a system
that can easily be scaled due to the versaiility of a blockchain. Additionally, any

20 number of aid organizations and merchants can be mvolved with very little necessary
onboardig, enabling significant inferoperability and allowing for an aid recipientio
receive disbursements through a single bleckchat wallet. As avesuli, the use of g
blockechain and disbursement tokens provides for belter scaling, mteroperabdity, and
ingréased ease of use over taditional aid dishirsement systems.

A method for facililating benefit dishursements through the use of
tokens and blockcham includes: receiving, by a recetver of a processing server,
beneficiary infonmation from a first computing system, the beneficiary nformation
imeluding at least a beneliciaty wWentifier; storing, i a blockehaiy, a blockcham data
entry, the blockchain data entry including at least a dishursement token assoctated
30 with the beneficiary mformation and a recipient value generated using a public kevof
a cryptographic key pair: receiving, by the receiver of the processing server, a
redemnption message Tom a second computing system, the redemplicitnessage

mclading at least the disbursement token, a digital signature generated using a private
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key of the cryptographic key pair, fransaction account data, and a redemption amount;
validating, by a processor of the processing server, the digital signature nsing the
public key of the cryptographic key pair; and transmitting, by a tranumitter of the
processing server, a transfer message to the first computing system, the transfey
message wcluding at keast the fransaction account data and the redemption amount.
A system forfacilitating benefit disbursements thrcugh the use of
tokens and blockeham tncludes: a first computing system; a second computing
system; a blockchain and a processing server, the processing server mchding &
recetver receiving beneliciary information from the first computing system, the
heneficiary information including at least a beneficiary identifier, wherein the
blockcham stores a blotkehain data entry, the blockchain data endry nchuding at least
a disbursement token assoctated with the beneficiary information and a recipient
valae generated using a public key of a crvptographic key pai; the receiver of the
processig server farther receives a redemption message from the second compiting
svstem, the redemption message cluding at least the disbursement token, a digital
signature generated vsing a private key of the crvptographic key pair, fransaction
acconnt data, and a redemption amount, and the processing server further includes a
processor validating the digital signature using the public kev of the cryptographic
key pair, and a transmifter fransmitting a fransfer message to the first computing
svsten, the transfer message including at least the fransaction account data and the

redemption amnount.

BRIEF DESCRIPTION OF THE DRAWING FIGURES

The scape of the present disclosure is best understood from the
following detailed description of exemplary embodiments when read in conjunction
with the accompanying drawings. Included in the drawings are the following figures:

FIG. 118 a block dingram Sustrating a lugh level systein architecture
for facilitating benefit disbursements through the use of tokens and blockehain in
accordavee with exemplaty embodunents.

FIG. 2 15 a block dingram illustrating the processing serverin the
svstem of FIG. 1 for facilitating beonefit disbursemients i accordance with exemplary

embodiments.
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FIGS. 3A and 3B are a flow diagram tllustrating a process for
fagilitating benefit disbursements through the use of tokens and blockcham 1w the
system of FIG. 1 in accordance with exemplary embodiments.

FIG. 4 15 & flow chart tlustrating ast exeniplary method for facilitating
benefit disbursements through the use of tokens and blockehain i accordance with
exemplary embodiments.

FIG. 51§ & block disgram Hustiating a computer system arfchitechire i
accordance with exemiplary enbodinents.

Further aress of applicabilify of the present disclesure will becoine
apparent from the detatled description provided hereinafter. It should be understood
that the detailed description of exenplary embodiments are infended for tHusiration
purposes ounly and are, therefore, not intended to necessartly it the scope of the

disclosure.

DETAILED DESCRIPTION

Svstem for Facilifating Benefit Dishursements

FIG. 1 illustrates a system 100 for facilitating the disbursement of aid
benefits through the use of fokens and a blockcham for tracking of the distribution and
redeniption of aid benefits.

The system 100 can mchide a processing server 102, The processing
server 102, discussed in more detail below, can be coifigured to operate as a
centralized platiorm to enable the distribution and redemption of fokens o be used for
the disbursement of aid benefits on behalf of oie or more aid organizations or other
enfities. Inthe system 100, a disbursement system 104 can be a computing system
that ix operated by or on behalf an aid orgamzation, non-profit organization, or other
entity mnterested in provided aid benefits to one or more recipients. In order to regéive
benefits, arecipient can register with the processing server 102 via a recipient device
106, The recipient device 106 can be a mobile computing device, such as a celludar
phone, smart phiotie, smart watch, wearable computing device, efe., that 1s configured
to execute an application program fot a blockehain wallet, discossed m more detail
below.

Registration with the processing servetr 102 by a recipient device 106
can include the transnvssion of a device identifier associated with the recipient device

106 to the processing server 102 slong with wdestifving niformation for the recipient
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as a user thereof. The device identifier can be anv value that 1s unigue to the recipient
devite 106 among other comiputing devices, such as'a media access confrol address,
serial number, registration number, identification number, username, e-mail address,
felephone number, ete. Idenitfving nformation for the recipient ¢an include any value
or contbiitation of valnes that can be used by the recipient with ann aid organization or
other entity for the receipt of benefits therefrom. For mstance, identifving
information can include information from a govémment-issued identification card,
such as a driver’s license or passport, a social seciity nwuber, a fax identification
manber, date of buth, legal name, ete. In an example, the recipient device 106 can
register an account for the receipt of aid benefits with the processing server 102 by
providing a social security mumber {e.g., identifing mformation) and e-inail address
{e.g.. device identifier). The recipient device 100 and processing server 102 can
conunuicate nsing any sttfable commubcation network and method, suchas viaa
wel page, application program, application programming interface, efc.

The processing server 102 can recgive the registration data from the
recipient devive 106 and register a new profile for the recipient in a database therein
or otherwise accessible thereby, such as discussed in more detail below. In some
emnbodinents, the recipient device 106 can be provided with a blockchain wallet,
discussed iy more detail below, as part of the registration process. Ta such
entbodiments, the processing server 102 can generate a crypiographic key pair to be
used as the blockehain wallet after receipt of data from the recipient device 106 aund
can electronically transmit the eryvpiographic key pair to the recipient device 106, The
recipient device Hi6 can store a private key and public key that compuises the
cryptographic kev pair aud thus have control over the Blockchamn wallet, In some
embodiments, the recipient device 100 can already have a blockehain wallet therein,
where, duning the registration process, the recipient device 106 can provide the public
key for the blockchain wallet o the processing server 102, I some cases, the
proceéssine server 102 can generate a cryptographic key pair to serve as a blockchain
wallgt fot the recipient device 106 as part of the registration process, but can refain the
cryptographic kKev pair in the reciptent™s profile and not provide the prtvate key
thereof fo the recipiaitt device 106 duectdy.

Onee the recipient is registered, the recipient can contact the aid
organization or other entity to request benefits. The recipient and aid organization can

interact using traditional methods and systems.  As part of the inferaction. the
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recipient can provide the aid organization with at least the identifving information
used durnig vegtstration with the ptocessing server 102, such as presesiting the
governmernt-issued identification card to the aid organization when reguesting
benefits.

1f the aid organization is interested W providings benefits to the
recipient {e.g., the recipient qualifies to receive benefits under the program being
operated by the aid organization), then the disbursentent sistem 104 for the aid
organization.or other entity can generate one or more tokens. A token can bea digital
data object that corresponds to one or more units of' a fial currency and can be used by
the recipient in place of a traditional paviment instrument to receive aid benefits from
amerchant. A token can include a unitque deitification value that'is unigne to that
token anong all tokens generated and distribated by aid organizations or otheér entities
that utilize the processing server’s platform, In some cases, each disbursement system
104 can generate or otherwise identify the unique identification value for a new token.
In other cases, the processing server 102 can generate or otherwise identify unmique
identification values that can be assigned to dishinsement systems 104 for use in
generating new tokens. A token can alse include a header or other data fields that can
contain values that can be nsed in identifying usefnl information for the token or in
redemption of the token. For nstance, a token can mchude a value indicative of the
fiat currency to which the foken is associated, a value that indicstes the amount of the
assoctated fiat currency the token represents, one or nyore values mdicating the goods
or services for which the token can be redeenied, one or niore values identifying
merchants through which the token can be redeemed, ete. In some embodiments,
each token can be associated with a single vnit of a cotresponding fat currency. Iu
snch embodiments, the disbursement svstem 104 can generate a phuality of
disbursentent tokens for a single distuibution of atd benefifs. Forinstance, a siugle
token can be equivalent to $1, andthe disbursement systern 104 can geperate 100
tokens for distribution to a single recipient to represent distributing $100 in goods or
services 1o the recipient.

The disbursement system 104 can generate the token(s) necessary 1o
distribute aid benefifs to the recipient and can'electronrcally transnut the generated
token(s) to the processing server 102 using a suitable communication network and
method. In embodiments where the disbursement token can include information

regarding the associated cutrency, value, and any restrictions on use of the
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disbursement token, the disbursement system 104 can electrontcally transmit the
dishursement token(s) to the processing servet 102 without such data in addition to
the token. In other embodiments, the disbursement system 14 can electromeally
fransnutsuch information, sach as the fiat currency associated with the disbursement
token, the corresponding value m that fiat corrency of the dishursement token,
wdentifiers for any merchants throngh which the disbwsement token can be nised,
product information regarding goods or services for which the disbursement token can
be redeented, ete.

The dishursement system 104 can also electronically tragsmit the
identifying tnformation for the recipient to the processing server 102, The processing
server 102 can recerve the wdentifving wformation and disbursernent tokens and can
identify a profile for the vecipient ustig the idemtifving inforpation. The processing
server 102 can identify the device identifier for the recipient’s recipient device 106 1
the identified profile and can then procead with distribution of the disbursement
token(s) to the recipient device 106, In an exemplary embodiment, the disbursement
tokend{s} can be stored in a blockehain with distribution thereof to the recipient device
106 being performed via transferring ownerstup of the distawsement token(s) to a
Mockcham wallet executed by the recipient device 106 ov otherwise attributed to the
recipient device 106.

To facilitate use of a blockeham, the system 100 canfnclade a
blockehain network 110 The blockeham network 110 can be comprised of a plurality
of blockehain nodes 112, respectively, Each blockehain node 112 can be a computing
svsten, such as iHustrated in FIG. 5 discussed in more detail below, that is
configured fo perfonn fitnctons related to the processing and management of the
blockehain, including the generation of blockchain data values, verification of
proposed blockchain transactions, verification of digifal signatores, generation of new
blocks, validation of new blocks, and maintenauee of a vopy of the blockehain.

The blockchain canbé a distribiited ledger that 1§ comprised of at least
a plurality of blpcks. Each block can include at least a block header and one or more
data values. Fach block header can include af least a timestamp, a block reference
vahie, and 4 data reference value. The timestamp can be a tune at which the block
header was generated, and can be represented using any suitable method {(e.2., UNIX
tumiestamyp, DateTune, etv). The block reference value can be a value that references

an earlier block {e.g., based on timestamp} i the blockchain. In some embodiments,
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a bloek referance value i a block header can be a reference to the black header of the
muost recently added block prior to the respective block. In an exemplary
embodiment, the block reference value can be a hash value generated via the hashing
of the block header of the wost recently added block. The data reference value can
sunitarly be a reference to the one or tore data values stored w the block that
includes the block beader. In an exeroplary embodunest, the data reference value can
be a hash value generated via the hashing of the one or mote data values. For
instance, the block reference value can be the root of a Merkle free generated using
ihe one or more data valaes.

The use of the block reference value and data reference value in gach
block header can result i the blockchain bewng immutable. Any atteimpted
modification to a data value would require the generation of a néw data reference
value for that block, which would thereby require the subsequent bleck’s block
reference value to be newly genvrated, further requiring the generation of a new block
reference value in every subsequent block. This would have fo be performed and
updated in every single blockchain node 112 14 the Bockehain network 110 prior to
the generation and addition of a new bloek to the blockehain in order for the change to
be made permanent.  Computational and conmmnication inutations can make such a
modification exceedingly difficult, if nof impossible, thus rendenng the blockehain
munutable.

I soine embodiments, the blockeham can be used o store mformation
regarding blockehain transactions conducted between two different blockchain
wallets. A blockehain wallet can include a private kev of a cryptographic kev pair
that ix nsed fo generate digital signatures that serve as authorization by a payver for a
blockehain transaction, whete the digital signature can be verified by the blockchain
network 110 using the public key of the crvplographic key pair. In some cases, the
ferm “blockcham wallet™ canrefer specifically to the private key. Tu other cases, the
term “blockchain wallet™ can refer o & computing device {e.g., recipient device 106,
etc.} that stores the private key for use thereof in blockehain frausactions. For
instance, each computing device can each have their own private key for respective
crvpiographic key pairs, and can each be a blockchain wallet for use in transactions
with the blockchain associated with the blockchain network., Computing devices can
be any type of device suitable to store and utilize a blockehain wallel, such asa

desktop computer, laptop computer, notebook computer, tablet compnter, cellnlay
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phone, smart phone, smart watch, smart television, wearable computing device,
miplantable computing device, efe.

Each blockchain data vahie stored in the blockehain can vorrespond to
a blockehaiu ransaction or.other storage of data, as applicable. A blockchain
fransaction can consist of at least: a digital stgnatare of the sender of carrenov {e.g.,
the recipient device 106) fhat is generated using the sender’s private key, a blockchain
addrass of the recipient of currency {e.g., a merchant system 114} generated using the
recipient’s public kev, and a blockehain currency amount that is transferved or other
data being stored. In soine blockcham transactions, the trausaction can also niclude
oneor more blockchatn addresses of the sender where blockchainy currency is
currently stored {e.g., where the digital signature proves thewr access to such
currenty). as well as an address generated using the sender’s public key for any
change that is to be retained by the seader. Addresses to which cryptographic
currency has been sent that can be used in future transactions are referved to as
“putput’™ addresses, as each address was previonsly nsed {o capture output of a prior
blockeham transaction, also referred to as “nnspent fransactions,” due to there being
currency sent-to the address iy a prior transaction wheve that carrency is still unspent.
In sone cases, a blockchain fransaction can also include the sender’s public key, for
use by an entity in validating the ttansaction. For the traditional processing of a
blockehain transaction, such data can be provided to a blockchain node 112 m the
blockehain network 110, eithier by the sender or the recipient. The node can venfy the
digitad signature using the public key in the crvptographic key patr of the sender’s
wallet and also verify the sender’s access to the funds {e.g., that the unspent
transactions have not vet beew spent and were'sent to address associated with the
sender’s wallet), 2 process known as “confirmation” of a transaction, and then include
the blockechain fransaction tna new block. The new block can be validated by other
nodes in the blockchain network 110 before being added to the blockchain and
distributed to all of the blockehain nodes 1172 it the Mockchain network 110,
respectively, in iraditional blockchain intplementations. In cases where a blockcham
data value cannot be related to a blockehain transaction, but instead the storage of
other fypes of data, blockchain dats values can still inchide or otherwise mwvolve the
validation of a digital signature,

In the system 100, blockchain fransactions can be used i the

blockehain to transfer ownership of disbursement tokens. The processing server 102
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can receive the distursement token{y) from the disbursement system 104 forthe
recipient and can submit the disbursenient tokents) to a blockehain node 112 mthe
blockehsin petwork 110 for incluston 1n a new blockehain data entry with-a
destination address generated using the public key of the reciprent device’s
Mockchais wallet, As a result, the blockchain wallet of the recipient device 106 can
thus have owaership of the disbursement token{s) ouce the new blockchain
transaction has been added to a block, confirmed, and added to the Wlockehain. In
some embodiments, the processing server 102 itselfcan be a blockcham node 112
ihe blockecham network 110 and generate a new blockchain data value that inchades
the disbursement foken{s) and the destination address for the recipient-device 106 and
mclude the new blockehain data value in & newly generated block that is confirmed
and added to the blockchain.

Onee the disbursement foken(s) have been successfully added to the
Blockchain, the processing server 102 can provide a notification message o the
recipient device 106 to inforn: the recipient that the disbursement token(s) have been
distributed thereto for use iy veceiving aid benefits. Insome embodinents, the
notification message can include a fransaction identifier or other value unigue to the
blockchain data value that includes the disbursement token{s} for use by the recipient
device 106 m identifving the blockehain data value on the blockehain for verification.
The recipient can be free to use the disbursement token(s) to receive aid benefits
subject to any limitations and restiictions on use 'of the tokens.

The reciprent can visit or otherwise interact with a rerchant through
which the recipient wants touse their disbursement token(s), such as divectlv at a
storefront for the merchant, via a merchant application program, via a'web page; via
telephone, etc. The recipient can select one or more goody or services for which one
or more disbursement token{s) can be used as payment. In an example, anawd
grganization can give the recipient tokeas corresponding to $50 that can be used o
purchase food from authorized merchants, and the recipient can visit a grocery store
and use tokens to purchase $20 worth of milk and rice. To facilitate such a payment,
the recipient can iitiate transfer of 20 tokens worth $1 fo the merchant, initiate
frausfer of a single token worth $20 to the merchant, of intfiate anster of a single
token worth more than $20 to the merchant, where the recipient device 106 can be
tssued one ormore pew tokens for the balance after the fransterred token has been

redeemed by the merchant.
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T order to wansfer a disbursament token to the merchant, the recipient
device 106 can provide the disbursementt foken as well as a digital signatuve that 1s
indicative of the recipient device’s ownership of the disbursement token to a merchant
systemn 114 {e.g, foa blockchaw wallet thereof) associated with the merchant. In
embodimets where the reciprent device 106 stores the blockcham wallet (g, oran
application program used to access the blockchain wallef, such as a digital wallet
spplication program) locally, the recipient device 106 can generate the digital
stgnature using the private key of the ervpiographic key pair of the blockehain wallet
using a suitable signature generation algorithm. In other emsbodiuents, the processing
server 102 can generate the digital signature for the disbursement token during the
distribution process, where the digital Signature can be electronicslly travisnutted to
the recipient device 106 as part of the notification message discussed above. The
recipient device 106 can generate or identify the digital signature, as apphicable, and
electronically transmut the digital signature to the merchant system 114, The digital
signature can be electronically transmitted to the merchant system 114 nsing any
suitable communication network and miethed, such as via radio frequeticy, Bluetootli,
wireless network, Iocal area network, etc.

In oneexample, digital signatures can be tiansmitted using machine
readable codes, such as bar codes or quick response {QR) codes. For mstance, the
recipient device 106 can generate or wlentify the digital signatire and then geperate a
machine readable code that is encoded with the digital signature. Tn another example,
the processing server 102 can generate the machine readable code eiwcoded with the
digital signatwe durtng the distribution process where the machine readable code is
electronically transmitted to the recipient device 106 i the botification messasge. For
mstance, the recipient device 106 can receive a QR code or an image of the (R code
irta short essaging service (SMS) nipssage or e-may from the processing server 102
The recipient device 106 can then present the QR code ot inage thereof to the
merchant systein 114 when redéeiming the vecipient’s aid benefits. The merchant
svstem 114 can use an opiical imaging device fo read the macluune readable code and
ihen decode the digital signature therefrom. In such embodiments, traditional cellular
phones capable of veceiving SMS messages or e-niails can still be used for the receipt
and use of disbursement tokens in lieu of smartphones.

In embodiments where the disburserment token wicludes data wdicating

the asseciated fiat currency, value, and authorized usage, the merchant system 114
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can identify such data values in the disbursement token itself to verify that the
dishursement token is suitable. Formstanee, the ruerchant svsten 114 Can venify if
the disbursement token ts of suitable value to coverthe goods or services being
purchased by e recipiestt. Tn another example, if the disbursement token is restricted
to which merchants the token can be used at or for what goods or services the
disbursement token can be used, the merchant system 114 can wdentify such data
the disbursement token to determine it the disbursement can beé used at the merchant
and for the goods or services being requested by the recipient. In embodiments where
sdch data 15 not inclnded in the disbutsement token tiself, the merchant system 114
can electrontcally transmit the dishhusement token to the processing server 102, The
processiig server 102 can identdfy a profile associated with the disbursenient token
and 1dentify data associated therewith as provided by the disbursement systein 104
during nitial distribytion of the token. The processing server 102 can then provide
such data {e.g., fiat cuirency, currency amouurt, merchant restrictions, product
restrictions, efc.}to the merchant systern 114 for the merchant to use i verifying that
the transaction is suifable. In some cases, the merchant system 114 can provide the
disbursement token along with information regarding the desired purchase {e.g.,
transaction amwount, merchant identifier, product identifiers} to the processing server
102, Insuch cases, the processing server 102 can rdentify the profile for the token
and used the data therein to deterine of the frausaction is sutfable, and provide 2
result of the determination to the merchant system 114, If the transaction is suitable,
the nierchant system 114 can proceed with the fransaction by recetving the digifal
signiature for the disbursement token from the recipient device 106,

Once the nuerchant sveten 114 has received the digtial signature fora
disbursernent token, the meérchant can provide transacted for benefits to the recept
associated with the reciptent device 106. The recipient can then be done participating
in the systemt 100 as they can have received thet benefits from the aid organization
viz the disburseent token{s} and transferred digital signature(s) to the merchant fo
use the token(s) to recetve goods or services for the benefils.

After the merchant system 114 has received the digital signature, the
merchant can be free to redeein the corresponding dishursement token(s) to teceive
the fiat currency asseciated therewith from the aid organization. To redeem a
disbursemernt token, the meichant system 114 can electronically transnut the

disbursement token and the Jigital signature to the processing server 102 using a
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suitable communication network and method along with account information
associated with a fransaction acconnt to which the merchant would like pavment io be
made. The account wformation can inchide an account number, routing mumber,
andfor any other data suitable to facilitate a payment transaction, wire trausfer, or
other suitable type of payarent frony one wansaction accouut to apother. The
processing server 102 can receive the disbursement token, digtial sigonature, and
account mformation from the merchant system 114 and vertly the digital signanie.
To verify the digital signature, the processing server 102 can identify the public key
af the crvptographic key pair associaied with the blockehain wallet to which the
disbursement token was distributed and use the public key to verify the digital
signatute using & suitable sighatie generation algorithm. Upou successiil
verification of the digiial signature, the processing server 102 can defermine that the
authorized recipient device 106 successfully released ownership of the disbursement
token and thereby spent the disbursement token with the merchanf. The processing
server 102 can, directly or via a blockcham node 112, ransfer ownership of the
disbursement token 1o a new blockchain wallet, such as associated with the processing
server 107 or disbursement system 104, to prevent repeated usage of the disbursement
token, such as by having a new blockehain data value added to the blockchain that
eluades the disbursement token, the digital signature, and a destination address
generated using the new blockchain wallet.

After the digital siznature is verified, the processing server 102 can
elecironically ransmifa message 1o the disbwsement systern 104 using a suitable
conmmunication network andmethod mstructing the disbwrsenent system 104 to
nifiate payinent on the disbursenient token to the merchant. The message can mclude
the disbursement token anddor the flat crrency and cwrrency amwount associated
therewith as well as the accourt information provided by the merchant system 114
The disbursemienit system 104 can recetve the information from the processing server
102 and instruct 8 disbursement bank 108 to'fransfer funds to a merchant bank 116
associated with the merchant. The disbursement bauk 108 can be a bank or other
financial instituiion or entity that has issued a frapsaction account to the aid
organization or other entity for use in funding electronic pavment transactions. The
merchant bank 116 can be a bank or other financial institution or entity that issued the
transaction account associated with the account inforrpation to the merchant for use

receiving fimds m electronic payiment transactions. The disbursement bank 108 can
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receive the cwrrency amounnt and account information from the dishursement systeny
104 and can mitiste an electronie pavinent tansaction {e.g., or wire transfer or other
suifable mechanism) for the cwrency amount to the ixdicated transaction account
issued by the merchant bapk 116, The mwerchantbank 116 can receive the ampuntof
fist currency from the dishursement bank 108 and credit the merchant’s transaction
account accordingly. The merchant can thus receiving the fiat currency egmivalent to
the disbursement token following redemption of the disbwsement token with the
processing server 102.

In some embodiments, a recipient can use a single blockchain wallet
for multiple disbursement svstems 104 and/or merchant systems 114, Tvsuch
embodiments, 8 new destination address can be generated by the blockchany wallet for
each disbursement token veceived thereby, where the destination address can be used
it the generation of or transmitted with a digital signature. In other embodiments, a
new blockchain wallet can be wsed for each disbursement systém 104 from which a
recipient device 106 receives disbursement tokens, where each blockchain wallet can
be managed via a single application progran: or vnigue application programs on the
recipient device F36. In embodiments where the recipient device 106 receives QR
codes with digital signatwres directly from the processing server 182, the processing
sérver 102 cait nse ohie or inore blockchain wallets for each recipient as necessary.

I some embodunents, the processing server 102 can utihize the
platform for the distitbution of disbursement tokens that are associated with nwltiple
fiat carvencies, In such embodiments, each disbursement token can wmdicate {e.g,,
divectly in the token or in a token profile stored by the processing server 102} the fiat
crrrency with which # s registered. When the merchaot system 114 inifiates
redemption of a disbursament token, the merchant system 114 can indicate that it
wanis o receive currency in the associated fiat currency of the dishwrsement token or
via a different currency. I a different currency is indicated, the currency atiount for
the disbursement token can be converted from the associated figt cutrency to the
different currency as selected by the merchant systern 114, Any suitable method can
be used to perform the currency conversion. In some embodiments, the disbursement
foken tiself (ee,, divectly i a data value in the token or stored 118 token profile for
the disbursement token in the processing server 102} can indicate conversion factors

for conversion from the associated fiaf corrency to one of inore other fiat currencies.
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The methods and svstems discussed herein provide for the facilitation
of the distriburtion of atd benefits o recipients by one or more aid organizations or
other entities throngh the use of disbursement tokens that are stored in a blockchain.
This results in & systern that 1s significastly more scalable than traditional sysiems and
that can provide for itnteroperability across multiple aid oreanizations; non-profit
orgamzations, and other groups, and across nmltiple merchants, such that a recipient
can receive benefits from a large number of organizations using a single recipient
device 108 without the need for multiple payvment instruments. The use of
disbursement tokens also enables merchanis fo castly accept payimient for redemption
of benefits across any number of aid orgamzations that can be quickly redeemed for
fiat currency Using standard electronic pavinent trapsactions. The result 15 a svsiein
that is vastly improved over traditional Svstems for added conveniente for
organizations, recipients, and merchanis.

Processing Server

FIG. 2 illustrates an embodiment of the proeessing server 102 1n the
system 100, It will be apparent to persons having skill in the relevant art that the
embodimant of the processing server 102 illustrated in FIG. 2 is provided a3
dlustration only and can not be exhaustive to all possible configmrations of the
processing server 102 suitable for performing the functions as discussed herein. For
example, the computer system 500 dlustrated in FIG. S and discussed i more detait
below can bea suitable configuration of the processing server 102, Additional
components tthe system 100, such as the disbursemient svstern 104, recipient device
106, disbursement bank 108, blockchain node 112, and merchant system 114, can
include components ihustrated 1 FIG. 2 and discussed below.

The processing server 102 can mclide a receiving device 202, The
receiving device 202 can be configured to recetve data over one or more networks via
omne of more nebwork protocols, In some wstances, the recetving device 202 can be
configwed fo receive data from disbursement systems 104, recipient devices 106,
blockehain podes 112, mwierchant systenis 114, and other svsterns and entities via ong
or more communication methods, such as radie frequency, local area networks,
wireless ares networks, cellular cormmunication networks, Bluetooth, the Internet, ete.
T some embodiments, the recetving device 202 can be comprised of multiple devices,

such as different receiving devices for receiving data over different networks, such as
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a first recetving device for receiving data over a local area network and a second
receiving device for recetving data via the Internet. The receiving device 202 can
receive electronically transmitted data signals, where data can be superimposed or
otherwise encoded on the data signal and decoded, parsed, read, or otherwise obtanted
via receipt of the data signal by the receiving device 202, In some instances, the
receiving device 202 can inchude a parsing module for parsing the recetved data signal
1o obtain the data superimposed thereon. For examiple, the receiving deviee 202 can
inchude a parser program configured to receive and transform the received data signal
mito usable mput for the functons performed by the processing device to carry out the
methods and systems described herein.

The receiving device 202 can be configured 1o teceive data siguals
electromically transmitied by disbursement systems 104 that are supermmposed of
otherwise encoded with disbursement tokens and data associated therewith, such as
currency amounins, merchant identifiers, product identifiers, efc. The receiving device
202 can also be configured o receive data signals electronically trapsinitted by
recipient devices 106, which can be superimposed or otherwise encoded with
registration data (e.g., device identifiers, identifying information. public keys, etc.).
The receiving device 202 can also be configured to receive data signals electronically
transinitted by blockohain dodes 112 that can be superimposed or otherwise encoded
with blockchain data values, blocks, confirmation messages, etc. The recaiving
device 202 canalso be configured to receive data signals electronically transmitted by
merchant systemns 114, which can be supenimposed or otherwise encoded with
distnwsement tokens, digital signatures, and account information.

The processing server FOZ can also inelude a comnpmication modale
204, The conymunication module 204 can be configured fo transmit data between
madules, engines, databases, meniories, and other components of the processing
server 102 for use in performung the functions discussed herein. The communication
niodule 204 can be comipriséd of one or Hiore conununication types and utilize
vartous comnmmnication methods for comnmmications within 4 conypuiing device, For
example, the communication module 204 can be comprised of a bus, contact pin
conmnectors, wires; et In sonte embodiments, the conummunication module 204 can
also be confignred to compunicate between internal components of the processing
server 102 and external comiponents of the processing server 102, such as externally

connected databases, display devices, inpuf devices, ete. The processing server 192
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can abso include a processing device. The processmg device can be configured fo
perform the functions of the processing server 102 discussed hevein as will be
apparent to persons having skill in the velevant art. h some embodiments, the
processing device can include andfor be comprised of a plurality of engines and/or
modules spectally configured to perform one or more fimchions of the processing
device, such as a guerving module 216, generation module 218, validation medule
220, ete. As used hevefn, the term “module™ can be software of hardware particularly
progranuned to recetve an nput, perfornt one or nore processes using the mput; and
provides an-output. The mput, output, and processes performed by various modules
will be apparent to one skilled in the art based upon the present disclosure.

The processing server 102 can include a recipient database 206. The
reciprent database 206 can be configured to store 3 phurality of vecipient profiles 208
using a suitable data storage format and scherua. The reciptent datsbase 206 can be a
relational database that ntilizes stinetured query langnage for the storage,
wlentification, modifving, npdating, accessing, gtc. of structured data sets stored
therein. Each recipient profile 208 can be a structured data set configured to store data
related fo one or more recipients and/or recipient devices 106 and caninclude, for
example, a deviee identifier, identifying iformation, disbursement tokens, digital
sighatures, public kevs, private Keys, ete.

The processing server 102 can include a token database 210. The foken
database 210 can be configured to store a plurality of wken profiles 212 using a
suitable data storage format and schema. The token database 210 can be a relational
database that utilizes struchwed query language for the storage, identification,
modifying, updating, actessing, ete. of structured data sets stored theretn. Each token
profile 212 can be a stmctured data set confignred to store data related to one or more
disbursenient tokens and can include, for example, the disbursement token, associated
data values {e.g., fial currency, crrency arpount, merchant identifiers, product
identifiers, ete.), & blockchaim transaction wlentifier, a public key of the blockchain
wallet to which the disbursement token was distributed, efc,

The processing server 12 can also include a memory 214, The
memory 214 can be configured to store data for use by the processing server 102 'in
performing the functions discussed herein, such as public and private keys, svmmetric
keys, ete. The niemory 214 can be configured o store data using suitable data

formatting methods and schema and can be any suitable type of memory, such as
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read-only memory, random access memory, ete. The memory 214 can include, for
example, encryption Kevs and alporithms, comunmication protocols and standards,
data fornmatting standards and protocols, program code for modules and application
programs of the processing device, aud other data that can be sustable for nse by the
processing server 102 m the performance of the finctions Jisclosed herein as will be
apparent to persons having skill in the relevaut art. In some embodiments, the
memory 214 can be comprised of or can otherwise include a velational database that
utilizes structured query language for the storage, wdentification, modifving, updating,
aecessing, ete. of structured data sets stored therem. The memory 214 can be
confignred to store, for example, eryptographic keys, communication information,
dats forimatiiug rules, distribution token valires, blockchain data, signature generaizon
algorithmy, currency conversion data, account mnformation, ete.

The processing server 102 can include a querying module 216, The
querving module 216 can be configured to execute gueries on databases to wdentify
information. The querving module 216 can receive one or more data values o1 query
strings amd can exeente a query string based thereon o an indicated database, such as
the memory 214 of the processing server 10210 ideptity information stored therein.
The querving modale 216 can then ontput the identified information to an appropriate
engine or module of the processing server 102 as necessary. The querying module
216 can, for example, execute a query on the recipient database 206 toidentify a
recipient profile 208 that includes dentifying mfcrmation réceived from a
disbursernent system 104 to identify a recipient device 106 to which dishursement
tokens are to be distributed.

The processing server 102 can also tiiclude a generation module 218,
The generation module 218 can be configured to generate data for use by the
processing server 102 i performing the lunctions discussed heredn. The generation
medale 218 can receive instinctions as mnput, ¢an generate data based o the
mstmctions, and can output the generated data to one or more modides of the
processing server 102, For example, the generation module 218 can be configured to
generate notification messages, confirmation imessages, blockchain data values,
blocks, digital sigoatures, machine readable codes, distribution tokens, nnique
identification values, ete.

The processing server 102 can also include a validation module 224,

The validation module 220 can be configured to perform validations for the
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processing server 102 as part of the functions discussed herein. The validation
module 220 can réceive nstructions as mpul, which can also clude data to be used
i performing a validation, can perform a validation as requested, and can output a
result of the validation {o another module or eugute of the processing server 102, The
vahidation module 220 can, for example, be configured to validate digital signatures
and ervplographic signatures using suitable signature generation algorithms and keys,
validate disbursement tokens aund uses thereof, efp.

The processing server 102 can also include a transmitting device 222,
The transmiiting device 222 can be configured to ttansmut data over one or mote
networks via one or more network protocols. Tn some instanees, the fransmitting
device 222 can be contfigured to trausnit data to disbursement svstems 104, regipient
deviees 108, blockehain nodes 112, merchant Systems 114, and other entities via ong
or more conununication methods, local avea netwerks, wireless area networks,
cellular communication, Bluetooth, tadio frequency, the Internst, ete. Tiy some
entbodiments, the tansmitting device 222 can be comprised of nwitiple devices, such
as different transmitting devices for transmitting data over different networks, such as
a first transmitting device for transmitting data over a local avea network and a second
transmitting device for transmitting data via the Internet. The transmitting device 222
can electrontcally transmit data signals that have data superimposed that can be parsed
by a receiving computing device. In some tnstanees, the transmitting device 222 can
include one or more modules for superimposing, encoding, or otherwise fornatting
data into data signals suitable for transnussion.

The transmitting device 222 can be configured fo electronically
transinit data signals to disbursement systems 104 that can besuperimposed or
otherwise encoded with disbursement tokens and account information. The
fransmutiing device 222 can alse be configured to electronically transmuit data signals
1o recipient devices 106, which can be superimiposed or otherwise encoded with
disbwrsement tokens, digital signatures, maching readable codes, notification
messages, ete, The wansmilting device 222 can also be configiwed to electronically
transntit data signals to blockehain nodes 112 that can be soperimposed or otherwise
encoded with dishursement tokiens, destination address, blockehain data valaes,
blocks, confirmation messages, ete. The transmitting device 222 can also be

configured to electronically fransput data Signals {o merchant Svsterss 114 that are
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supertinposed or otherwise encoded with determinations regarding disbugrsement
tokens, data values associated with disbursenent tokens, ete.

Process for Facilitating Distribution and Redemption of Disbursement Tokens

FIGS. 3A and 3B dlustrate a process for facildating the distribution of
disburseinent tokens via a blockchain and redemption thereof for the distribution and
redemption of aid benefits in the system 100

In step 302, a recipient inferested n receiving aid benefits frof an ad
organization or other entity can register for the receipt of benefits via disbursement
tokens with the processing server 102 using s recipient device 106, The vedipaent
device 106 can electronically transinit at least a device identifier associated with the
recipient device 106 and identifying information associated with the recipient to the
processitg server 102 nsing 4 snitable commumcation network and method. In step
304, the receiving device 202 of the processing server H)2 can recetve the data from
the recipient device 106, In step 3006, the querying module 216 of the processing
server 102 can execute a guery on the recipient database 200 of the processing Server
102 o tnsert a new recipient profile J08 therett for the recipient that includes af least
the device identifier and identifving information.

it step 308, the disbursement system 104 associated with the ajd
organization or other entity that wants to distribute benefits to the recipient can issue
one or mote disbursément tokens intended for the recipientio the processing server
102, Each disbursement token can be a data objectthat includes a token identification
value and sdditional data values mdicatmg the fiat cwrency and amount thereof for
which the disbursement token represents and any vahies regarding restrictions on use
and redemption of the disbursement token. Tn step 310, the receiving device 202 of
the processing server 102 can receive the disbursement token from the disbursement
svstem 104, which can be accompanied by the new recipient profile 208 that was
created in step 306 that contams wdentifyving mformation assocsated with the recipient
to which the disbursentent token is being issued.

I step 312, the querving module 216 of the processing server 102 can
execte a guery on the token database 210 of the processing server 102 to store a new
token profile 212 therein that'includes at least die disburcement token and wdentifving
mnformation associated with the recipient. In step 314, the processing server 102 can

register the disbursenment token. Registration of the disbursement token can include
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performing fouctions necessary for the distribution of the disbwrsement token o the
recipient aud use theréof. AS part of the tegistration, the generation niodule 218 of
the processing server 102 can generate a cryptographic key pair comprised of a
private key and a public keéy to serve as a blockchain wallet for the disbursement
token. The generation modunle 218 can also generate a digital signature nsig the
private key and a signature generation algonthm and generate a destination address
using the public key, The transmitting device 222 of the processing server 102 can
electronically transwuit the disbursementtoken and destination address to a blockchain
node 112 inthe blockchain network 110 for inclusien i a new blockchain data value
that is included in a new block that is generated and added 1o the blockchain, The
generation modude 218 of the processing server 102 can also geverate s R tode that
is encoded with at least the penerated digital signafure and the disbursement token. In
some einbodiments, the'querying module 216 of the processing server 102 can
execitte a query on the token database 210 of the processing server 102 to update the
token profile 212 associated with the disbursenent token to add the exvptographic key
pair thereto,

In step 316, the transmitting device 222 of the processing server 102
can electronically tramsmit a netification message to the recipient device 106 using a
suitable commumnication network and method, such as via SMS message, e-mail, an
application prograny, ete. The notification message can include at least the QR code.
Ini step 318, the recipient device 106 can recaive the nofification message. The
recipient can take the recipient device 106 {o a merchant and select one or more goods
or serviges for pruchase nsing the disbursement token. In step 320, the recipient
device 106 can display the QR code on a display device thersof for reading by the
nmyerchant system 114, Instep 322, the merchant system 114 can use an optical
imaging device, suclias a camera, to read the QR code. In step 324, the merchadt
systemn 114 can decode the disbursement token and digital sigoature fivin the QR
code using traditional metheds. In cases where the disbursement token can be subject
to ong or more restrictions on use, the merchant systern 114 can fust veridy (e.g.,
directlv or using the processing server 102} that the disbursement token 1s being nsed
i accordance with any applicable restrictions, such as on nerchant, product fype,
amount, etc. In step 326, the merchant system 114 can electronically transmiit a
redenphion message fo the processing server 102 ysing a suitable conmmnication

network and method.  The redemption message can include at least the disbursement
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token, the digital signature, and account information assoctated with a transaction
account for which the merchant would tike to receivé the fiat currency equivalent to
the disbursement token.

In step 328, the receiving device 202 of the processing server 102 can
receive the redemplion message from the merchant system 114, In step 330, the
processing server 102 can validate the digital signature. The querving module 216 of
the processing server 102 can exequte a query on the token database 210 of the
processing server 102 to wdentify the token profile 212 that weludes the disbursement
foken and identily the public key stoved therein. The validation msodule 220 of the
processing server 102 can validate the digital signature using the public key and
signatute generation algorithm. Uponrsuccessinl validstion, 1o step 332, the
fransmithing device 222 of the processing server 182 can electromcally transmit a
pavient mstrnction message to the dishursement systemy 104 using a suitable
communication network and method. The pavment nstruction message can mnclade
af least the disbnrsement token and the account information received o the
redemption nessage.

I step 334, the disbursement gvsteny 104 canreceive the payment

svatem 104 cafr Initiate an slectronic payment traisaction for pavient of the cwrency
amount of fiat currency corresponding to the disbursement token fo the transaction
account associated with the accomyt information received v the payment instiuction
message. Inmitigtion of the electronic payment tiansaction can inchide providing the
currency amount-and account information to the disbursement bank 108, The
disbursement bank 108 can transfer the appropriate ssount of fiat curreney to the
merchant bank 116, which can ¢redif the transaction account indicated 1 the account
information with the appropriate amount. In step 338, the merchant can accardingly
recetve payment of the appropriate amount of fiat cuitency following redemuption of
the disbursement token that was aceepted as pavment for the goods or sérvices
transacted by the recipient for thetr aid benefits as provuded by the aud erganization or
other entity.

Exemplary Method for Facilifating Benedit Disbursements

FIG. 4 illustrates a method 400 for facilitating benefit disbursements

through the use of tokens and blockchain.

-
(g%



WO 2023/014525 PCT/US2022/038139

1d

oy
A

30

In step 402, beneficiary information can be received from a first
computing system {e.g., dishurséntent system 104) by a recetver (e.g., recaiving
device 202} of a processing server {e.g., processing server 102), the beneficiary
information includiug at least a beveficiary wdentifier (e g, identifying mformation).
In step 404, a blockchaw data entry can be stored mya blockcham, the blockehain data
eniry including at least a disbursenrent foken associated with the beneficiary
information and a recipient value generated using @ public kev of a crvptographic key
pair.

In step 406, a redemption message can be received by the recetver of
the processing server from a second computing system (e.g., merchant system 1143,
the redemption ruessage including at least the disburseinent token, a digital signature
senerated using a private key of the eryptographic key pair, transaction account data,
aiid a redemption ammount. In step 408, the digiial signature can be validated by a
processor {g.2., validation module 220) of the processing server using the public key
of the cryptographic key pair. Instep 410, a transfer message can be transmitted by a
transmitter {e.g., transmifting device 222} of the processing server to the first
computing systemn, the transfer message inchuding at least the transaction account data
and the redemption amount.

Inn ohe embodinvent, whersin the beneficiary wiformation can comprise
the disbursement token. In some embodiments, the method 400 can fuvther inclade
generating, by the processor (e.g., generation module 218) of the processing server,
the disbursementicken based on at least the received beneficiary mfonation. In one
embodinent, the beneficiary mformation can further include a cwrency amount, and
the redemption amount can be less than or equal to the cturency amount. In some
embodiments, the beneficiary information can Harther include the disbursement token,
and the trapsfer message can further include the disbursement token. In one
embodiment, the method 400 can forther include: receiving, by a receiver of a fourth
computing system {e.g., disbursement bauk 108). a payment instruction from the first
compuiting system, the pavment instruction mchuding at least the transaction account
data, the redemption amount, and source acconnt data; and imitiating. by a processor
of the fonrth computing system; au electronic payment transaction for payment of the
redemption amount frony a first transaction account associated with the source
account dats 1o a second fransaction sccount associated with the fransaction account

data.
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T some embodiments, the method 400 can also inchude transmitting,
by the transimiiter of the processing server, a notificaiion message to a third
computing system {e.g., recipient deviee 106}, wherein the third computing system is
identified based on at least the beneficiary identifier. T a further enbodunent, the
notification message can melude the private key of the covptographic key parr. In
another further embodiment, the nolification message can include a machine readable
cinde encoded with the private key of the crvprographic key pair. In vet another
further embodiment, the notificationt message cart include the digital signatare.

Computer Svstem-Architechue

FIG. 5 illustrates a computer system 500 in which embediments of the
present disclosure, or portions thereof, can be implemented as computer-readable
code. For example, processing server 162 of FIGS. 1 and 2 and the disbursement
system 104, recipient device 106, disbursement bank 108, blockchat node 112, and
merchant svstern 114 of FIG. 1 can be implervented 1n the computer svstenm 500 usitig
hardware, non-transitory computer readable media having instructions stored thereon,
or a combination thereof and can be implermented in one or more commputer systems ot
other processing systems. Hardware can embody inodules and components used to
mnplerment the methods of FIGS. 3A, 3B, and 4.

If programmable logic 1s used, such logic can execnte on &
commercially available processing platform configured by executable software cade
to become a specific purpose computer or a special purpose device (e.g.,
programmable 10gie arvay, apphication-specific intégrated cironmit, efe ). A person
having ordimary skill in the art can appreciate that embodiments of the disclosed
subject matter can be practiced with varions computer system confignrations,
melnding nmlti-core multiprocessor systems, municomputers, mainframe computers,
computers linked or clustered with distributed functions, as well as pervasive or
nyniature computers that can be embedded mio vittually any device. For mstance, at
feast one processor device and a memory can be used to miplement the above
described embodinients.

A processor unit or deviee as discussed herein can be a single
processor, a plurality of processors, or combinations theteof, Processor devices'can
hiave one or more processor “cores.”” The terms “computer program medium,” “noy-

fransitory computer readable medivem,” and “computer usable medium™ as discnssed
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heremn are used to generally refer to tangible media such as a removable storage unit
318, a'removable stordge undt 322, and a hatd disk wistalied in bard disk drive 512,

Various embodiments of the present discloswre are described in ferms
of this exanple computer system 300, After reading thius description, it will becone
apparent to a person skilled in the relevant art how to unplement the present
disclosure using other computer systems and/or cormputer architectures. Although
operations can be described as a sequential process, some of the operations can m fagt
be performed in paraliel, concurrently, andfor  a distributed environment, and with
program code stoved locally ot remotely for access by single or mulii-processor
machines. i addition, in some enrbodiments the order of operations can be
rearranged without departing frevn the spint of the disclosed subjeet watfer.

Processor device 504 can be 3 special purpose or a general parpuse
processor device specifically configured to perform the functions discussed herern.
The processor device 304 can be connected fo a communications mirastiochue 506,
such as a bus, message quene, network, multi-core message-passing scheme, etc. The
network can be any network suitable for performing the functions as disclosed herein
and can include a local area network (LAN), a wide area network {WAN), a wireless
network (e.g., Wik1), a mobile conununication netivork, a satellite network, the
Infernet, fiber optic. coaxial cable, infrared, radio frequency (RF), or any combination
thereof. Qther suttable network types and configurations will be apparent to persons
having skill in the relevant art. The computer system 508 can also inchude a main
memory 30% {e.g., random access memory, read-only memery, etc. ), and can also
inelude a secondary memory 318, The secondary memeory 510 can include the hard
disk drive 312 aud a removable storage derve S, such as a Hoppy disk drive, &
magnetic tape drive, an optical disk drive, a flash memory, etc.

The removable sforage drive 514 can read fom and/or write fo the
removable storage wait S1R o well-kvowih manner. The removable storage unif 518
can iclude a removable storage miedia that can be read by and written to by the
resiiovable storage drive 514, For example, if the removable storage drive 514 is a
floppy disk drive or universal sental bus port, the removable storage unit 318 canbea
floppy disk or'portable flash drive, respectively. In one embodiment, the removable
storage unit 518 can be non-transitory computer readable recording media,

In some embodiments, the secondary memory 510 can‘include

alternative means for allowing computer progranms or other mstructions o be loaded

b
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into the computer system 300, for example, the removable storage unit 522 and an
mierface 520, Examples of such mieans can toclude a program: carfiidge and carttidge
iterface {e:g., as found in video game systenis}, a removable memory chip {e.g.,
EEPROM, PROM, eic.) and associated socket, and other removable storage noits 522
and iterfaces 520 as will be apparent fo persons having skill m the relevant art.

Data stored in the computer system 500 {e. g, i the mam wemory 508
and/or the secondary memory 519} can be siceed on any type of suitabile computer
readable media, such as optical storage {e.g.. 8 compact dise. digital versatile disc,
Blg-ray disc, ¢te) ot magetic tape stofage (e.g.. a hard disk ditve). The data can be
configured in any type of suitable database confipuration, such as a relational
database, a structored query langaage (SQL) database, & distributed database, an
objeet database, ete. Swuitable configurations and storage types will be apparent to
persons having skill in the relevant agt,

The computer system 500 can also inclide a conirmunications interface
524, The communications interface 524 can be confignred to allow software and data
to be wransferred between the comprater system 300 and external devices. Exemplary
commuications interfaces 524 can include a modem, a network interface {(e.g. an
Ethernetcard), a communications pout, a PCMCIA slot and card, ete. -Software and
data transferred via the comnmmivations interface 524 can be wi the forme of signals,
which can be elecironic, electromaguetic, optical, or other signals as will be apparent
to persons having skill ity the relevant art. The signals can travel viaa
conupunications path 326, which ¢an be confignred to carrv the signals and can be
implemented using wire, cable, fiber optics, a phone line, a cellular phone link, a
tadio frequency Hnk, eic.

The computer system 500 can farther include a display intertace 3032,
The display mterface 302 can be configurad to allow data to be franstorved between
ithe computer Systern 300 and external display 530, Exenplary display mterfaces 502
can mclude high-definttion multiniedia interface (HIDMI), digital visual iterface
(DVY}, video graphics array {VGA), etc. The display 530 cau be any suitable type of
display for displaying data transputted via the display interface 302 of the computer
system SO0, mcluding a cathode ray tabe (CRT) display, liguid crystal display (LCDY),
light-emitting diode (LED) display, capacitive touch display, thin-film transistor

{TFT) display, ete.

]
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Computer program meditm and compufer usable mediun: can refer to
menories, such as the mam memory 508 and secondary memory 510, which can be
memory semicondnctors (e.g., DRAMs, etc.). These computer program products can
be means for providing soffware to the conputer system 500, Computer programs
{e.g., computer control logie) can be stored in the main memory 308 andfor the
secondary memory 310, Computer prograrmus can alse be recetved via the
commntications anterface 324, Such computer programs, when executed, can enable
computer system 500 to implement the present methods as discussed herein. In
particnlar, the computer programs, when executed, can enable processor device 504 o
implement the methods ilhustrated by FIGS. 34, 3B, and 4, as dizenssed herein.
Accordiagly, such computer programs can represent controllers of the conymiter
system 3. Where the present disclosure 13 implemented using software, the
software can be stored o compiier program product and loaded uto the computer
system 500 using the removable storage drive 514, interface 520. and hard disk drive
512, or communieations interfsce 524

The processor device 304 can comprise one or more modules or
engines configured to perform the functions of the computer system 500. Each of the
modules or engines can be implemented nsing hardware and, in some mstances, can
also utilize software, such as corresponding to program code and/or programs stored
m the main memory 508 or secondary memory 510, In such instances, program code
can be compiled by the processor device S04 {e.g., by a compiling module or engine)
prior to execution by the hardware of the computer system S00. For example, the
program code can be source code written in a programining language that is translated
mto a lower level lanpgiiage, such a5 astembly lauguage or machine code, for
execution by the processor device 304 andfor any additional hardware components of
the comyprater systern 300, The process of compiling can mehde the use of lexical
analysis, preprocessitg, parsing, semautic analysis, syntax-directed translation, code
generation, code optinsization, and any otheér techniqués that can be suitable for
translation of program code tdo a lower level language suitable for contiolling the
computer system 308 to perform the functions disclosed herein. Tt will be apparent o
persons having skill in the relevant st that such processes result in the computer
svstem 300 being a specially configured computer system 500 nniguely programmed

to perform the functions discussed above.
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Technigues consistent with the presemt disclosure provide, anwng
other features, systenis and methods for facilttating benefit dishurserpents flwough the
use of tokens and blockcham. While various exemplary embodiments-of the
disclosed system and niethod have beea described above i should be understoed that
they have beent presented for purposes of example only, not imitations. It is net
exhaustive and does not himit the disclosure to the precise form disclosed.
Medifications and variations are possible i light of the above teschings of can be
acquired from practicing of the disclosure, withowt departing from the breadth or

scope.
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WHAT IS CLAIMED IS:

1. A meethod for facilitating benefit disbursements through theuse of
tokens and blockchain, comprising:

receiving, by a receiver of a processing server, beneficiary mformation from a
first computing system, the beneliciary information including at least a beneficiary
identifier;

storing, it a blockchain, & blockcham dataeniry, the blockchain data enfyy
meluding at least a disbursement token assoctated with the beneficiary information
and a recipient value generated using a public key of a cryptographic keyv pair;

receiving, by the receiver of the processiiyg server, a redemption message from
a second computing system, the redemption wessage including at least the
disbursement foken a digital sighature gederated using a private key of the
civptographic key pair, transaction account data, and a redemption amount;

validating, by a processor of the processing server, the digiial signature using
the pubidic key of the cryptographic Key pair; and

transmifting, by a transmitter of the processing server, a transfer message to
the first computing system, the transfer message inclnding af least the transaction

gecount data and the redemption amount;

2. The method of clamm 1, wheret: the benefictary nformpation comprises
the disbursement token.

3. The method of claim 1, frther comprising:
zenerating, by the processor of the processing server, the disbursement token

based on at least the recerved beneficiary inforsuation.

4, The method of claim 1, further comprising:
transmitting, by the fransiitter of the processing server, a nofification message
to a third computing system, wherein the third computing system is wdentified based

on at least the beneficiary identifier.

S The method of clai 4, wherein the notification message includes the

private key of the eryptographic key pair.



WO 2023/014525 PCT/US2022/038139

1d

oy
A

30

5. The method of claim 4, wherein the nonfication message includes a

machine readable code encoded with the private key of the crvpiographic key pait.

-

7. The method of clairo 4, wherein the vetification message wcludes the

digital signanure.

& The method of clanm 1, wherein
the beneficiary information further includes a currency amonnt, and

the redemption swount 15 less than ot equal {o the carrency amotnt.

9. The method of clatm 1, wheremt
the beneficiary mformation further inclides the disbursement token, and

the {ransfer message further inchndes the disbursement token.

10, The method of claim 1, further comprising:

receiving, by a receiver of a fourth computing system, a payment instruction

from the first computing system, the payment instruction including at least the

transaction accowt data, the redemption amount; and source account data; and

nitiating, by a processor of the fourth computing system, an electionie

payment transaction for payment of the redempiion amount from a fivst transaction
aceonnt associated with the souree aceount data to a second fransaction account

associated with the transaction accowut data.

1 A systemvfor facilitatine benefit disbursements through the use of

tokens and blockchain, comprising:

a first computing system;
a second computing system;
a blockchain and

& processing seyver, the processing server including a recetver receiving

&

beneficiary infonmation from the first computing system, the beneficiary infornwation

meluding at least 3 beneficiary identifier, wheremn

the blockchain stores a blockchain data entyy, the blockehain data entry

ixcluding at least a disbursemnent {oken dssociated with the beneliciary mformation

anxd a recipient value generated using a public key of a eryptographic key pair;

30
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the recatver of the processing server fiwrther receives a redemption message
from the second computing system, the redemption miessage meluding at'least the
disbursement token, s digital signature generated using & private key of the
arvptographie key pair, transaction account data, and 2 redernption amout, snd
the processing server fiuther includes
a processor validating the digital signature using the publie key of the
crvptographic key pair, and
a transmitter transmitting a transfer message to the first compating
sysiem, the transfer message mcluding at least the fransaction account dats and the

redemption amount.

12, The system of claim 11, wherein the beneficiary mformation comprises

the disbursement foken.

13, The system of claim 11, wherein the processor of the processiug server
farther generates the disburseinent token based on at least the received beneficiary

mformation.

14, The system of claim 11, further comprising:

a third computing system, wherein

the transnutter of the processing server fransimits & notification message 1o the
third computing systent, wheretn the third conputing systent 18 tdentified based on at

least the beneficiary identifier.

15, The system of claim 14, wherein the notification message inclides the

private key of the cryptographic key pair.

i6. The system of clatm 14, wherein the notification niessage includes a

machine readable code encoded with the private key of the cryvptographic key pair.

i

e

The system of claim 14, wherein the notification message meludes the

digital signatus.

18, The system of claim {1, wherein

[FH]
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the beneficiary information further includes a currency amount, and

the redemption amount 18 less than or equal 1o the cwirency amount.

19, Thesystem of claim 11, wheremn
the beneficiary adormation forther mcludes the disbursenment token, amd

the wansfer message further inchudes the disbursement token.

20, Thesystem of claym 11, further coruprising:
a fourth computing svstem, the folth computing system meluding
a receiver receiving a paymentinstruction from the first computing
system, the pavnient mstructiont includitig at least the franssction account data, the
redemption ampount, and sowrce account data, and
a processor nitiating an electronic pavment fransaction for pavment of
the redemption amount front a first ansaction account associated with the source
account data o a second fransaction account associated with the fransaction account

data.
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