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SYSTEM AND METHOD FOR AUDITING A NETWORK Background of the
Invention A computer network may encompass a large variety of different
computing devices linked together across different domains. As the network
changes, specific 5 information about the network or a particular computing
dew_ce_ on the SmmﬁME'ﬁHGHT@R@XUEWWMNEWORK
administrator may desire to determine the software installed on the

computing devices comprising the network, the version of the installed

software, or the configurationBicdievimeasdosf the heterdiknin a conventional
system, ngtwork device information may be obtained.by usi network .
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evaluating the results of the task programs. Task programs are tools that ar
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senntevis @atigechtdi goartdinatedée eshedhking vexdsc Unione@ncataal system,
collection, and aggregation of each ta rogram over disparate 3.netwo Ks..
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and provides the formatted data to the service. The service stores ¥he
coltectedctiatetwoek dattibagappliclient sadesgheddite thadfmcrévieviothatesultst is
of %Hﬂga Y communicating with the 25 service. The collected data can be
compared and filtered according to rule-based templates that define

acceptable device configurations. Reports can be generated based on the

15 templates such that a client cagugxﬁlg?‘;eoﬁﬁglﬁ% Otﬁ\sk programs
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executed over the entire network. I
A network is audited by running task programs and evaluating the results of the

task programs. Task programs are tools that are configured to retrieve information
about a particular network device. A service is arranged to coordinate the scheduling,
execution, and data collection and aggregation of each task program over disparate
networks such as multiple domains. Each task program executes at a scheduled time
and provides results to a parser. The results may be in various formats to allow for
flexibility in choosing task programs. The parser formats the results and provides the
formatted data to the service. The service stores the collected data in a database. A
client can schedule and/or review the results of audits by communicating with the
service. The collected data can be compared and filtered according to rule-based
templates that define acceptable device configurations. Reports can be generated based
on the templates such that a client can evaluate results from task programs executed

over the entire network.
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According to one aspect, a system is arranged to schedule the execution of
tasks in response to requests that are submitted by a client. The tasks may
be scheduled for execution across disparate networks. An interface is
configured to receives the requests that are provided by the client and

submit the\(RAHERIS P ASEEWICE; al 18 1ERI ViGH A taREIR NGRS RRERLABN of tasks
with a scheduler database to store and retrieve each submitted request. The

scHBAETRPRSCOHiTgUrSts iBabaethebaaiRe Yot Fhghfestécdapeuiry thescheduled for
exegetignoinmer6dsthe peauestswexac Ul thrcrenuastsane rep e ttoeistaius Riquests

the requests. Brief Description of the Drawings 10 FIGURE 1 illustrates a
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theapraseatinvespian: QR E isdunstinnalRloekstirgiamrittstratinghdubmitted
system for auditing the status of a network, in accordance with the present
invESTHSA: FLEUREE QIS AR i bR SPaRFIR A AgIa s starhee the
auditingfiog ihesiatus Rlgadalabkute arcRifrRBEe Mithdha iIrRsaRtuinyention.
FIGURE 4 is a logic flow diagram illustrating a process for scheduling the
ex&BWBFof applications, in accordance with the present invention. FIGURE

5 is a logic flow diagram illustrating a process for scheduling the execution of
applications, in accordanc Wit?&%&{ets(e)plt if‘}’ﬁ{‘ ion. 20 FIGURE 6 is a

logic flow diagram illustrati T Ty whether a task
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pregent i@\éﬁ%i@& Iélqgﬁgg isa ngigeﬂawndiagram illustrating a process for
reportlnB Cco ectecP[1 ata, In accordance with the present invention. 25
Detailed Dé&dsiptichinfihetiPreldried BrmgrodimbutBliedly sietenibfed aaditing the

”e%%[{é io‘if%‘h%‘&%rl%yiﬁ%élﬂ%at&é&%‘ﬁgch%'p%ﬁéhq fYRlAYNg the results of
the tas s tha

programs. Task programs are toots that are configured to retrieve
informatioNlGhRIE & paftiettianaidiookidierive ilusentiog isgsemdedaaditing the

CO%EQﬂH@B? m?etwork, in accordance with the present invention.

FIGURE 4 is a logic flow diagram illustrating a process for scheduling the
execution of applications, in accordance with the present invention.

FIGURE 5 is a logic flow diagram illustrating a process for scheduling the
execution of applications, in accordance with the present invention.

FIGURE 6 is a logic flow diagram illustrating a process for determining whether
a task program pass or fail with regard to template rules, in accordance with the present
invention.

FIGURE 7 is a logic flow diagram illustrating a process for reporting collected

data, in accordance with the present invention.

Detailed Description of the Preferred Embodiment

Briefly described, a network is audited by running task programs and evaluating
the results of the task programs. Task programs are tools that are configured to retrieve

information about a particular network device. A service is arranged to coordinate the



2 scheduling, execution, and data collection and aggregation of each task
program over disparate networks such as multiple domains. Each task
program executes at a scheduled time and provides results to a parser. The
results may be in various formats to allow for flexibility in choosing task

prograagiddIeRARRIToRalsihe nesls ﬁi@a@@@%ﬁ@&ﬁdﬁ@aﬂﬂfﬁﬁﬂﬁ%?«%ﬁ? over
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to the service. The service stores the collected data in a database. A clie

carliSBREER REBRISY SeRh &R THE IS sz dRReBy sk ARG Uik A the
senipedulbe walesied detaccanshrcempared andiHared argoseinovieiBieformats

based templates that define acceptable server configurations. Reports can be

gefieAlRY o5 8eyiBilithanehpriteasal P8RS cIiEMt RA R VAT asifts and

5 fropréesiePrrREBMfdEHaKRs WaH R he entireRebWaiked ISt ali¥&ed data in a
Operating Environment With reference to FIGURE 1, one example system for

impteARsREn G HEThGER T Shlfeios iRpUs g celel St by compiifgting

devigt 10sdpaneputingc dikclevigatd Obhrpay digpaeniighuatlasead Mienbids to rule-
server, a mobile device, or any other computing device that interacts with

datPHAIHERER BRSEaTtIARSRIARI ST OB 9ERNbaSEPesTifdlratighnerated

compaeting dRyiempREHRIcaNNCHIRES @inleastARe RINCERSINER SN irdQrh@aRd
system memory 104. Depending on the exact configuration and type of
coistiy QGTbe SHIEMTHEMSry 104 may be volatile (such as RAM), 20
non-volatile (such as ROM, flash memory, etc.) or some combination of the

twa,. System memary 104 typically includes an operating system 105, one or
m&éﬁg%m%%ﬂ%clude program data 107. The present
invention, wrhickefershescolred imrdetaib etdumis oy emeiiehpithisnsiiiens
memory 104. Computing device 100 may Eave additional featur«re@or .
funCSALRE) Mt S5 SR BN L O SN D &TiCeMRIS RS HISE 198 Gemputing

15 additicivall datasiaragendi@vicesas(serriovaalscand/ormobHeedaonable)syalilas,
for example, magnetic disks, optical disks, or tape. Such additional storage
o AR R B R O T AE S DAY Ao pibastom. 1n a
stovagebhid. doafmpuieivslemEppumedivivy1 0T yge Mojatikehalrd at least one

processing unit 102 and system memory 104. Depending on the exact configuration
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and type of computing device, system memory 104 may be volatile (such as RAM),
20  non-volatile (such as ROM, flash memory, etc.) or some combination of the two.
System memory 104 typically includes an operating system 105, one or more
applications 106, and may include program data 107. The present invention, which is
described in detail below, is implemented within system memory 104.
Computing device 100 may have additional features or functionality. For
25  example, computing device 100 may also include additional data storage devices
(removable and/or non-removable) such as, for example, magnetic disks, optical disks,
or tape. Such additional storage is illustrated in FIGURE 1 by removable storage 109
and non-removable storage 110. Computer storage media may include volatile and
nonvolatile, removable and non-removable media implemented in any method or

30  technology for storage of information, such as computer readable instructions, data
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nonvolatile, removable and non-removable media implemented in any
method or 30 technology for storage of information, such as computer
readable instructions, data 3 structures, program modules, or other data.
System memory 104, removable storage 109 and non-removable storage

11Qiprenat £¥253pias RbeaRYIEsRRI@ES RiRdia: emRYyiensiasawr JprRdia
includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other

metRsAFtdASRIBAPNCBIMREShIC dgiags LA SkamB B LT SBiHer Hptres

stopadRa MEgRplikCaSsRlEHeMATNAtiadanRt HasnatiG it STORAIERDILNEEPROM,
magnetic storage devices, or any other medium which can be used to store

thefR g Ato P RS hBFIRhERMEP8Y SdRROM eddmsttg clivisd D VD) or
10Q+ Ry SED sorapeltaiasteRAQNedia ManbecRapk ohdenier 43R storage or other

Computing device 100 may also have input device(s) 112 such as keyhoard,

motEENHENSIOEES HTHHvics) tBLh ptir BevREN &2 10 Rt stsGitSysired
114nFoiehaBo R MG MY SRAREE iR cREIRERy ISmPahalaevid INiudesly such computer

Computing device 100 also contains communication connections 116 that .
all ST iE Thediadny RsrhATh lms it BrreP BBHEt Y teViBdnfy el pvadnput

OVeIeAinGENOIR. sINBIWOKKSHOSIH O dasal prea bR andoideuahaaput device, etc.
networks, as well as other large scale networks in,cluding but not limited to

intrAHERS gy eslih hitSUElb ASA BB L0 APFBREEH BT 4T 612 b Ak &g FpdsH-

communicasiapunied @ Gemonulicatiainme denmani tpsalyhe @vRodiediy allow
computer readable instructions, data structures, program modgﬁles, or other

datds ﬁvﬂﬁ%‘bFé{‘é‘&lBB{%a&‘idWé‘i{ %%EF]CQ@QLE&}%’(# WESRldF ot aﬁgls{gbaﬁetwork.
mexbanisky, iaciddochdesranydniomaatianvaaiveey Aeaiakd e t@gMas other large

"modylated data signal" means a signal that has one or more of it ..
S eGPt B ot L AT kBB o - ABHRYRGATon
in thenfigniah Byovikaymef exaipRief aigmatilintitationdconumunaoation saedidia may
includes g,iéed m d(iia LhCh as a Wiredaget\[vo.rk or direct-wired connection,
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media and communication m d(iia. 25 . . . .
transport mechanism, and includes any information delivery media. The term
“modulated data signal” means a signal that has one or more of its characteristics set or
changed in such a manner as to encode information in the signal. By way of example,
and not limitation, communication media includes wired media such as a wired network
or direct-wired connection, and wireless media such as acoustic, RF, infrared and other
wireless media. The term computer readable media as used herein includes both storage

media and communication media.

Scheduling the Execution of Applications

FIGURE 2 is functional block diagram illustrating a system for auditing the
status of a network. The system includes client 200 and scheduler 210 in a first domain
(i.e., domain 1), client 220 and scheduler 230 in a second domain (i.e., domain 2),

service 240 (e.g., web service), and database 260. Domain 1 and domain 2 each include

4



Scheduling the Execution of Applications FIGURE 2 is functional block
diagram illustrating a system for auditing the status of a network. The system
includes client 200 and scheduler 210 in a first domain (i.e., domain 1), client
220 and scheduler 230 in a second domain (i.e., domain 2), 30 service 240

(€.9.sINBMSENHR), FioH dataageddbla Iamaia ¥ andiiaionteaahiticHEE be
4 a scheduler and a client such that data associated with application

ex&eHG6E HESrhE bR from each domain. Clients (e.g., clients 200 and
220) can Eruasithe, xeartizmnahan applisatiopat dsehadiisd Jing ippration at

service 240. In one embodiment, the :\jllfplication is atask 5 prog]éam‘. The

task {TgRaRT R DErehea i S O iA e S ULBmAnt B eBr Lentinards 2 fpsk

5 sofpremRatthARER R0 2RGA WAL PBETIRHIAN S A tiBS a A WA plédiSe RIS software,
The requested data is collected during execution of the task program. The

refteIRTE AT Rt RS UM RSEBIE O SEHI RES APt RIS o Fig-to e
cligggslevicedtiaticiorated dusigle dhe-dfopsrenp entipeh RO Ak thquest is

network (e.g., in the same domain) where the application program resides, a

CliNHBUREA A RSI¥At. A4 another portion of the network (e.g., in a
different desorif) Gifiesnidrerpviiers thdispplicatomaregrastsasidess tic

some other client device that is Iocaz%ed outside of the netwark and §a?rrang

d
10 CHRFRRRICEES BATHOR R LB AER 00 or B IS ARREE b ication
weprsgrviteddiaé Hrovidas ddiaot #mZ00reasiSH aMehGuinpiHingtheweikrk (e.g., in
such aé the | tern,@. éS,%rvice 40 communicates with database 260. Service h
248 FUREIvR e TSR SEABUISF 25 (APSt) 98 BRSEER difsac 56 other
andldetedsvie ihariplocessashiside et sisiavedaaesufrittecbnalidtite with
200 and 220. I@gﬁ{ient request invog/fs tasks in both do.matigs, tworﬂ' bs .
are 5 SSEEE ST kiR SEIBB Csiis 240 M, satW(??fOSSrtYfﬁ? Bt BE @@ gient
15 thexeamecclgroasn @asaspediaic?dorkoudBa) thehedulet. 210 polls service 240
for requerséﬁ. Wh request. is retrie eé?qb scijtz ﬁul r 210, th .
corresportihY Ko LSBT BRAGHSIE R SRS L Ry cYaelion e ves requests
from scheduler 210 (or 230) to access database 260 and determine if unprocessed job
requests have been submitted by client 200 and 220. If the client request involves tasks
in both domains, two jobs are created in database 260. Service 240 returns the job that
20  belongs to the same domain as scheduler 210 (or 230).

Scheduler 210 polls service 240 for requests. When a request is retrieved by
scheduler 210, the corresponding application program is scheduled for execution at an
appointed time. Scheduler 210 initiates execution of the corresponding task program
when the appointed time is reached. In one embodiment, a user may cancel a request

25  before the appointed time of execution. In one example, scheduler 210 is scheduled to
audit multiple (n) devices (215) that are located within a particular portion of the
network (e.g., domain 1) with the scheduled execution of the task program. Scheduler
210 is arranged to trigger a parser (not shown) to collect the data from the output of the
application program when execution of the corresponding task program is complete.

30  The parser then processes the output for communication with service 240.
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appointed time. Scheduler 210 initiates execution of the corresponding task
program when the appointed time is reached. In one embodiment, a user
may cancel a request 25 before the appointed time of execution. In one
example, scheduler 210 is scheduled to audit multiple (n) devices (215) that

are locategbwdthin2oRarics a6 RostiRR G faatyasktie. OvheRMAIGub vt toB ed by
scheduled execution of the task program, Scheduler 210 is arranged to
trigRFOF AU 80 (St SHERNPH O 0B ABRHATE ULREORET th S Dsthlie df thgxecution at an

appieatiaBdiagast e £Xe0 uivnef the cRIsa IR NEtakRIPgrartk Srogram
complete, 30 The parser then processes the output for communication with

serVieenshe apparisddiing: 5 3ershsd- pBlS S FRBPIa 5B RG2S InhsAwed to
reciRpt InIepRiMes) dyvReRgdsle 2 QrdhecaaraesRRRCARBRRISAAMPRBBNof the

is scheduled for execution at an appointed time. Scheduler 230 initiates

exdEHNBH 8 e CURAIR FI i e SKSFGTA e SRpiontAbhp KsthRsagiARe iScheduler
reagiierd. dn-ppeExampler sGhedier 3Ris seheushialR augitnogiielagpitation

devices (235) that are |ocated within another Particular portion of the network

(e.§TOqHBIISY Gits tHAsehE AeH SRARASHBKRECELEM AF SGFaNEte cBg iser

23Ghisngrangest digar Iopesemich ROIRE! e datdifomahe output of the
application program when execution of the correiga?nding task pgﬁgram is

complete SPREParsdrs disHgrddaLsed YRe WlRpGt it S GATERTdReRedulers

sendee 240240 SWVida 4O dsaaipadigedauleceive solieciesd dataciiam waehd
of the schedulers (e.g., 210 and 230). In one example, scheduley 210 (ar
zgéﬁﬁ@&ﬂﬁ@%& %‘@-eﬁaa ST 0loA SRS O TS piEsceive and

senviceed4hissagniigioiadiiy iecaiveiand tHy ogesh e ssagessticlvdimpesyliss and
from the schedulers. After service 240 receives and processes data from the
o ST L 5D S0 o TEQTHE I AR 0 15 S6ui Figpase
dewvee. in the network may be serviced by a particular scheduler. For

example, device 11 is serviced by scheduler 210. The devices may includ
vors R e e LR AP b DA AP E R i For

newxamkplk) aodceramplenideddavictsdelg. 2 devichs Eha)arepathclhidesaivers,
farrrr(l)lilégsfj savﬁitcc gg?g]tigr%rs\,/%rrsany other hardware that exists on a network. In one
example, the devices (e.g., devices 215) are part of a server farm such as content servers
in a network.
FIGURE 3 is a functional block diagram illustrating a system for auditing the
status of a network. Client 200 includes user interface application 202. Scheduler 210
includes task programs 214. Output parser 212 communicates with service 240 and
scheduler 210. Scheduler 210 communicates with devices 290. Devices 290 includes
target 292 which is in communication with task programs 214 to collect data associated
with each task program 214 on scheduler 210. Target 292 may correspond to a single
or group of devices, clients, servers, routers, switches, or network nodes.
Service 240 includes configuration management database (CMDB) web service

250, scheduler web service 260, hosted template user interface 258, and scheduler

parser 264. CMDB web service includes CMDB parser 254 and data collection/polling

6



20 in a network. FIGURE 3 is a functional block diagram illustrating a system
for auditing the status of a network. Client 200 includes user interface
application 202. Scheduler 210 includes task programs 214. Output parser
212 communicates with service 240 and scheduler 210. Scheduler 210

CORBMINICA%8S Wil vICRE 0V 28 VP 2RIADSIIAEI DS ENER! 282 ol

in communication with task programs 214 to collect data associated with

caSRMSk Mdglprbase SA0salulsrotisralige i srms HekhEd3snddd and

singlgcQk16F AUR e @RS e S FHIRNIS RAT YRLBa SORGIEd SMMERER (OMBRING K mplates
nodes. Service 240 includes configuration management database (CMDB)

webService 250, scheduler web service 260, hosted template user interface

5258, and gaheluEy B PARENAS date VIDBMGDSL i ik SRS CMIB A §81ser

254 and data collection/polling 6 module 256. Scheduler web service 260

incilifs&eehByons Labodiansph he g sardntedargiteasdgnpiideniser iptgsface
inclypeiscnizuralianvans@esnan datahase @Bt sehrdulersiaiabase

285. Configuration man_a%)emen,t database 280 includes templates 282. 5
CIiERPOGHHy Sersan B EHE IR RN R e p GRS D tiRrhby scheduler

userehierase240.0Rerendedimprt e Hserfiteifpir 48 ehclEntssideebSfbwser type
interface application 202 that is stored locally on client 2Q0 for execution. In

10 oGP TR BOY SO AT USSR LS (8IS AR, (STqE RIS PRI COTRST e Tn

hostad hybehetibedineh, sesvise 260:hes ihis Bxampleilisandst@fagewnloads the
application 202 is a web-bro sergt)]}](ﬁpel of applicaﬂé)n that ccg)perates with
cliehfEaiAtacses gH BRSBTS RS PSP EHBIRE A ¥ mbodiment,

the user inigsiacaioipybbetaiv el esiaes hakdovmionelalbes usarfiviidaest 200 to
oL 2cahen clefeteqtests N ket e, omalon ot .
15 viathgheduensRiviceR6e: Schenider 2hbpoilsscheduiek padghanesaBhelitled for
O S e et et o e o
in thegpedikadsd@rgiiam schedule information. In another embodiment, task programs
in multiple domains are scheduled for data collection. Each scheduler 210 is arranged
to initiate program execution at a scheduled time in accordance with entries in scheduler

20  database 285.

Scheduler web service 260 is arranged to receive client scheduling requests.
Each scheduled event in scheduler database 285 may have one or more corresponding
entries in the configuration management database that includes data collected/processed
from target 292 during a previous or current execution of the task program.

25 Scheduler web service 260 is arranged to receive and respond to scheduling
requests from clients and/or scheduler 210. In one example, a client requests entry of
execution for a new task that is parsed and added to scheduler database 285. In another
example, a client requests entry of execution of another new task that conflicts with one
or more previous entries in scheduler database 285 and scheduler web service 260

30  returns an error message to client 200. In still another example, client 200 requests
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receive the task program schedule information. In another embodiment, task
programs in multiple domains are scheduled for data collection. Each
scheduler 210 is arranged to initiate program execution at a scheduled time
in accordance with entries in scheduler 20 database 285. Scheduler web

SerMigs $6CNSAIaNSE kD AR6@IMENClE HRANSAWNING IBAVESES: nfe€Brevious entries
scheduled event in scheduler database 285 may have one or more

corfeSesidbeg JRiRRAEE 13 I d L BFHRINAE AXAERKy & T dequpss sninytof execution
inchdrs datacalieeiedintRRaBseeh ROk RIEEL KOS FHEVID A PIAM @HERE in scheduler

current execution of the task program. 25 Scheduler web service 260 is | .
arrdhgResto fecide AL pETRIES den 00 MgV I RessTriRTIRRE e it the

scheduder 210. In one example, a client requests entry of execution for a
new task that is parsed and added to scheduler database 285. In another

example, X AMHYEYRES 8RS BRELI SPeHbtRBOHEN Al thigceation for the

conflisisswithifngo Bk RGFeINE Miabbac0 sV scherikendatahase 38 antd file
scheduler web service 260 30 returns an error message to client 200. In still

anGHBF- e XARPIL kst SBPRsgHELY Prosstsr dPE RBbPRBES til AtbmIgY Hew

taskpiftabaueidemene @ammorerReevioygantries in scheduler database 285.
In yet another example, a client requests entry of execution  of yet still

another nEWEISPIRST dArctusstrrony strdbrerridishenihrisanren datnds

datebase?Bp @nd &chesluBipaihsaRice PHk iavides syseltdatastacs nverting
editing the 5 entrjes. In one example, task program 214 may specify an .
outBSHIRBY ot SRt P th B e Bt 6ty %{W&é@f&%@&&?ﬂ%ﬁﬁﬁ%&fﬁ% 250t

viageiiedley @ 1 wilh anbagseecialediie: pame2 Thedviptt diledsta into a delimited

Suheca el Bicsesd O WP parec 212 0 Do pRRORl .

schiaffelentafkwhaidhe fecuesireddata isuntoaiv@ok by SBaiBuRdE:sAUEb

o R e e oleeed e by cosTing Mo e a1,

datahnseLdtk Haaferambodindein tipat Raesrihd ohvertdithe 2ta into a

delimited CMDB web service 250 receives the parsed data from output parser 212 and
stores the parsed data in configuration management database 280. In one embodiment,
the data is stored in tables corresponding to data type. Examples of the types of data
include metabase entries, share permissions, hot fix information, registry entries and
allowed users. Configuration management database 280 is a central database for data
collected by task programs 214. In one embodiment, the data collected during the
execution of a particular task program is stored separately. CMDB web service 250
allows auditing tools to communicate with configuration management database 262 and
access the stored data.

Data related to a specific task program execution and stored in configuration

management database 280 may be referred to as a job run. Client 200 may access a job

run in configuration management database 280 through CMDB web service 250.



text format such as an extensible markup language (XML). Data collected
from 15 different task programs is converted into a uniform format that is
understood by configuration management database 280. In one
embodiment, output parser 212 converts one data format to another format

based on ipyifieEmeient 2064 CMNEIYeRSaEVIGE 200l da68 INESTD@RAIIRM of a

data from output parser 212 and stores the parsed data in configuration

maitsl BFRerda AR 9888 ribheca BB EHR RO WeeHU AR s Wisiireifor

tabfee A as@PREia iR datRtyReddxampias ofdihe b/rrs @i dainingldsimple basis
metabase entries, share permissions, hot fix information,, re%istry entries and

all s SRR RS Hak RS A sk RIAEAHASE SB6I98 Acniigeess or failure
5 daigbaperéaraiabd, setactedaby dask Pieiamsedd 4tdn AeAMboRANSHEE he rules

data collected during the . execution of a particular task program is store

) d
separ& iy riationdsubeishetonplas IGVEDR HER§HIMHE o LomM bR dsser 254
withy eeifiguaationttgRres eett taiphasablapthaeeasaithm steseaion

Data related to a specific task program execution and stored in configuration
maRABRRBSEHEHADASE P8b may be referred to as a job run. Client 200 may

access a [Ohedtin0i wanfigunaiorenanagpeert Watahasr 80ty degh GMRBes for
web servjce 250. 8 Templates 282 are used for anal zinﬁ the data Conedﬁ%&

10 quAngraxatutIRSP A0 ik BB CrEmpie 28 Na Rohfitfir &l o plY

rul@oardotdabnssipermikasing mbthpdasaiuing aqlectadheadmt iz 66ected during a
example, the rules provide a simple basis for acceptable behavior resulting .
frof344R Prot By i ?JQ n &&E%ggssP?&fﬁﬁée@lB%%epa%cﬂ?efﬁ%n?ﬂon is

sechitly vatinbeiamaisacusiyciesid i) klieotl28eksiablishied traaildasyior@spect to
template and T&% its the template to CMDB web service 250. CMDB parser
25N URRHGLD 1 SF8UERE each template and store the template in

15 configuratish fipanagameant gairnadet2ile Chornh200 qayikbhatangetu@omized
o A e 21010 oo e s 10 S B S,y
relatipRsbips onaydie eorbioeqsdidgfinedalods o Date thatpheoteetepoddiingto the
a collected data may also be retrieved from configuration management database 280. In

one example, the template is stored on CMDB web service 250 for evaluation of

20  incoming data from task program 214. In another example, the template is defined as

part of configuration management database 280 such that the rules are applied to
collected data in response to queries from client 200 via service 240.

Client 200 may submit/edit templates through a user interface. In one
embodiment, the user interface is a client side user interface application 202 that is

25  stored locally on client 200 for execution. In another embodiment, the user interface is

a server side user interface such as hosted template user interface 258. For this
example, user interface application 202 is a web-browser type of application that
cooperates with hosted template user interface 258 through a network connection. In

still another embodiment, the user interface may be a web interface that downloads the

30  user interface for template editing and/or submission to client 200 when requested by
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job run is evaluated by each rule in the corresponding template. A
determination is made whether an item associated with the collected data
passed or failed with respect to the rules outlined in the template. 15
Configuration management database 280 can be queried based on

CUSIERIZESD. IRt HAY) Qlienti0hieyedirve R daiacalrelaciam ddebiidmay

The data m%%/ be retrieved from data collection/polling module 256. The
tenfipiidte lospfbspr RbfT 18 dnkoten s MR Ay U612 Fetfedriinisided from

configusgtiopyuanagernent database 280. In one example, the template is
stored on CMDB web service 250 for evaluation of 20 incomin9 data from

task progratfi SAEREIRthisFeRSIE [AHBEMRENS BRAHBRTYS (paabfate task
configpratiaasmanaaanipohdaiaaseoafsiat) dishiterwanaReprRdiTMDB

collected data in response to queries from client 200 via service 240. Client

200V RbaSF st AT ethspihtedetArangrssober s ath frsBRe termpsstErRsults.

thernsak iigibaca daataieptisideduses ivtaidapsedappligrtion 2B BiIed%n the
stored locally on client 200 for execution. In another embodiment, the user

intSRSEE TS CrBEGEr S (ReriIRePRed W iR R eRRIA R AtEeger? 1S

intgliaas RS, fropdilis wanaropled usaldiviedaed apRrljgatian20Z il @he rules do not
web-browser bt[%p_e of applicatjon that cooperates with hosted template user

intdSSSENRrIgH S KISt SRR TRV SRR Ko Kb A O trarisons
useh dhterdagaamayike avwebcbd@dace that downloads the 30 user interface

for template. editing and/or submission to client 200 when requested by .
client zoo@ﬁﬂm 9@?&?@?&%8 ﬁ&‘&%&lﬁ‘éﬁf&r@mﬁﬁﬁ‘rb eaé&ﬁﬁ?&rfa%émamn
thaiwryatedsidenl esapiaerecliratid0, hasteanic boDE:wedseiee@Bleyd and
dovfynloade from CMD%{\g{e[ﬁ service 250. The c%ected data_is compared to

[

the' BBRALS G e e e SR A v B IadGed P TrRGplh gl ceted
to thereoreparisospaliciotjdPous aatifiectiroyoh GAdBawehisary(tesekots a
whethekthe data rfl#J assed or failed Witgareg)pec @ expected results. In di

on & BIRBS B RGN RAES T B S BEa o g e S A I e ding
therepelectest termpiatesidb alinthe velgisdpissiotangives teayiatevtikbltaiget

292 : .

9 C(;?lﬁguratlon management database 280 such that various aspects of each data
collection can be viewed as may be desired.

Report requests are sent from client 200 to CMDB web service 250. CMDB
web service 250 submits the template to configuration management database 280 for
evaluation. Configuration management database 280 runs the rules to evaluate the
template.

CMDB web service 250 is arranged to receive and respond to report requests
and template submissions from clients. In one example, a client requests entry of a new
template that is parsed and added to configuration management database 280. In
another example, a client requests retrieval of template from configuration management

database 280 for editing. In still another example, a client requests a report from a job

run using a previously defined template in configuration management database 280.
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functioning properly with regard to the executed task program. If all the rules
do not 10 pass, the table includes detailed information about which specific
rules and comparisons in the template failed or succeeded. Client 200 may
request a customized report that identifies detailed information associated

with templgtg euplbalitie ioyBEMRIRatcaliasisdhdatancar . fierathand to the

formatted according to the rule set associated with the template. The report is

selESEE MRk RS Reh gt RIFGAE IS rFes SSAMBlG dateMPlpthnay
20Qseinaisca tteoREE Mo PRIITMRateR anagRMeNtdalalkasawBRdo The

generate the corre.spondiggt report. For,any]%rlﬁven job run, several different

teriplate AL H¥Iaya Bl AChRGutiBRHR AT A At HE8oS 887 Kleh The

thageyaligeoep@Eie Of Badhdatoh AR GliaR KRR DEn\AMAH JF FaANRE A patch
desired. 20 Report requests are sent from client 200 to CMDB web service

250 PRI N iVaRYSRT I S dinmntalknke daoh bk nhe SFgET fipgrvere previously

managemanisdaiahase2B0 Rt MyVallaliak lkepliguaicndianagenentusing the
database 280 runs the rules to evaluate the template. CMDB web service

25630 IPRRIAG {8 YEEIANY fEARRSoRC o he R R At - XK te il kemplates

submigsionsiramlianis feRenexapapicoAtElieaesesisantfysaftalnaw
template that is parsed and added to configuration management database

280. In ahtHeR Exhih I SceNtHagrBi HstrRg HPIRSHIERY Adipduling the
configuiiatian Mmppagament TalphasssAaQier adling. 40stiiRrothetkxamilgcsts a

aclientr q%()ests report from a{'_ob run using a previously defined template

i CORROIFatto A AGEHRE T BB BE 28 “H6°K e Emplate may be
evaluatedaoaf@ihanebiekUuos that Whaoges e thervesubis fradaskrequest for
programs may be evaluat %over time. For example, arlégm late may be

B G ERE ERE SRSl e P RETRSH S R e sl ima bprtored
resulihéhahedelvicivadae Vedsiurl Bludik 4¢ouits frarcaydiddglihedasgels stored in
seryers. Tlae15 t m%Iate eterménestwtﬁfttg]@ge %Bé)t fiﬁ( [ rcluded on gr‘%?g 1

of SR5EPS N BtHPARIdyRTET Ay BSHE LY RSIFSYAT HE RuE TS A e
senlisthay wellenpré¢iettsdyuler database via the scheduler web service.

Advancing to block 420, the task is initiated according to the schedule. The
schedule may be event triggered. For example, the event may trigger at a specified time
and date. Alternatively, the event may trigger when an action is completed, such as
when a specified user logs on to the network. Continuing to block 425, data is collected
from the output of the executed task program.

Moving to block 430, the data collected from the task program is parsed. The
output parser processes the collected data and converts the data into a format that may
be easily communicated by the CMDB web service to the configuration management
database. Proceeding to block 435, the parsed data is sent to the CMDB web service.
Continuing to block 440, the data is stored in the configuration management database to
determine whether the task program was successfully executed. The process then

terminates at an end block.
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30

evaluated as not having the hot fix. A week later another audit may be run
using the same template to verify any changes since the previous audit.
Multiple result templates may be used to report on different aspects of the
same set of audit result data. 10 FIGURE 4 is a logic flow diagram illustrating

a processHur RIS WiRgJEe Rxeian Rl RRRIAMIONHrdR8ARGRESRABID $he
at block 400 where the client requests a schedule for_ task program execution

thrEbE s ARRdisalRnT orfrRAipkr 1S P8R AbBlogeS 9 uherie firashsdrlfeaolls

ProgeseasdieesdBsid @ inRlgRENRBIRYA IR X EBR KROVEStASKIRHSEIm. The
such that the parsed data may be stored 15 in the scheduler database.

MotiRE ek apty thh achsduley semisguR Jeistrtsdfadelayms trbufied brep user.
datghase. wiosesdinedakioek Aleutbe-achedylen raidgyasaiaeseeddtking queue.

request by polling the scheduler database via the scheduler web service.

Advancind tB BIUEREA9I 05K 240k HRCiHiFaEEAARIRgAdother difddreeipd froma

schgdilgteraydeverentiogaasadob.ahexasmpiay theRveheR¥HHY 6 Md@rerun the
specified time 20 and date. Alternatively, the event may trigger when an

actishfY BbpBIRtACRE N S tiMen A PRCIHMY GO bl b Figtivig Jobs do
Conbnatagete dlogkef2egairriscnallestaewformibe utphimkdae g xerdah existing
task progIrfam. Moving to block 430, the data collected from the task program

is phrRed AHE RSP0 BROCEECR HRY SRR REEE R 188D pemeet the
datgsénte dermatihat may 25 be easily communicated by the CMDB web

service to_the configuration management database, Proceeding, to block 435,
the parsewéﬂaaéosgemﬂh% BRI SR AUET S 3 HISCR A database

theel@iazis thtosest dulhrenednigyical oTh tag etienrtdatabasedemeetemniheecheduler
whether the task program was successfull cuted. The process then
MRS R R e A R A,
pragesgsBorrseRedhiel gpthescprenul onehapppkajids sofdepprotessotgihéduler in
block 500 where the scheduler polls the scheduler database for a request to

scAGI&CMRA R xecution of a task program. The scheduler contacts the
schedulerpsec¢iatiie WaikieRinesf thabhvas ulmitiad the jobsesm the scheduler

database through the scheduler service using a poll function. The scheduler in a given
domain retrieves scheduled jobs belonging to the domain. The scheduler wraps the
retrieved data based on information provided by a maintenance function. The wrapped
data is then forwarded to a working queue. If the poll function is not operating properly
(e.g., a network problem), the poll function is placed on hold. Once the operating
problem is resolved by the maintenance function, the poll function resumes and data
continues to be retrieved.

Advancing to block 520, the job is scheduled. An implementation function
retrieves the wrapped data from the working queue, and sets a timer based on user
requests. The user locates the scheduled job using the user interface. In one
embodiment, the user may cancel the job before the scheduled time. The poll function
forwards a cancel command to the working queue. The implementation function

cancels the time set for the job when the cancel command is detected.

12



5 If a job was submitted, the job is retrieved, analyzed and forwarded to a
working queue. Continuing to block 505, the user creates a step, a job or a
scheduled job from a user interface. When creating a job, the user may
retrieve an existing job and rerun the retrieved job at a scheduled time. The

user may CompRE:ad BI85 eHstbR:IANS deirRahaqebessHOgcHS@IRd time. The
requirements. A new job may be composed by selectin e_xistina 10 steps. If

a rég0lFeRFatRPJHEGHONAKISEEES Haty NP Py B8 dhsd 1B Pt RAS TR St steps
therhapesmpaas IRMentsrdewipgHapiactkiad Batle ueps HHEHRRHRIBAMSENR. For

job to the scheduler database through the scheduler web service. The job is

coVRMBIFIRtdR FBMNSRIAR tRErS huanS A LCBISARR. HEF sxhsripler Ty gradzes the
5 MaytgRAd diferenb demainsduring the samessierQf Akthadetidihustibeask

step is separated into multiple jobs corresponding to the scheduler in each
domRFF B SLENBRE o block 515, the scheduler retrieves the job from the

schedulerviatabaselbeRUC0, e sehastulanseivifetsity TRONchedcliamiyereate

scheduler in a given domain retrieves scheduled jobs belonging to the

dorREHPYNRT ACHERLIR i A5 HRE OTEME 8 Uatebased on information
provided Py dvdintabdeefonstian olifaivpganped tdatedsdthendocnarsed it gers
a Workin? queue. If the poll function is not operating properly (e.g., a network

10 b BT RE PBTF R R fi0h e MASER A 6ATBIRVE SEthe S U REP ISR RFiQutPUt

res@dwedfethg lnriienaneedfigian tibedsalfuncieh respmes ar aatdce.
continues to be retriev % SQ&V ncing to block 5%0, the job is scheduled.

An implenERtHHBAS IR WenspER gt olnbind RFsiRiHE of the job
quesigp@neldsdis ehnabhaseshQhusehetRikiesieding WsRMIEBIESHE L s attribute

scheduled job ysing the user interface. In.one embodiment, user ma
ey A e e A A e S (Y
15 conmandtte dbenveackilgeiueue. The implementation function 30 cancels the

time set f |[ob when the cancel command is.detected. 12 Continuing to
plock 525t I KBd el 8t Ot HEAD DL e S AT, Fnierer it whether

a task program pass or fail with regard to template rules. The process begins at block
600 where a client establishes template rules for filtering and presenting collected data.
In one example, the rules provide a model of acceptable behavior resulting from task

20  program execution. In one embodiment, a template may be applied to the data collected
during execution of more than one task program. Proceeding to block 610, the template
is submitted to the CMDB web service. Moving to block 620, the CMDB web service
processes the template.

Continuing to block 630, the template is stored in configuration management

25  database. Advancing to block 640, the template is evaluated. The template is compared
to the data collected during execution of the task program and stored in the
configuration management database to determine whether the data run passed or failed
with respect to expected results. In one embodiment, the template evaluation is
performed “on-the-fly” when the client requests the report to allow for flexibility when

30  running different result templates against different jobs. In another embodiment, the

13



5

implementation function triggers the job run by opening the job and accessing
the steps that comprise the job. The steps may include parser steps and task
program steps. For example, a job may contain more than one task program.
The scheduler reorganizes the 5 steps so that the output of each task

prographic PARANGHIRRIRFHIAN L AR P RIQSKMA dSIORBRIRIrMAYIR 19 a
block 530, the task program is triggered. The scheduler may create multiple

protaiales (5 iR & R rstpamaar ssrd 2Pt e B tBop IER BB c{ the

OUtRHIIAESEV dR iiiga 8 g fURR SERGERL A0 F8F $hd B i VRIS DRRPERS O ed in a
run the parser at each parser step. The parser process the output data of the

tasHAAORIaPHE A SUBRRRY M FR4EILS dRrBRIgRINESTARSEr hiiBService, Proceeding
Confipisigdsobiask b4l ithe selednien GoMp EaD IR B st Bbthaults of

job is updated. In one embodiment, the scheduler schedules a new job if the

job'BSitAHie fysBElioMglrToRs SERRASRF HonRRIESSNRY FBoHENy RS uldes web

ThedpracessitiRpldfxtEsminaiggcinait o b Ingk i YRRk iehategituflawf the
diagram illustrating a_process for determining whether a task program pass

or EIPRIAIF RIGETH 16 HelPiald ARSI TREY JREELAL BRYNSBY BRSCRSBY§ ners o the

a clientaktphlishes demplate ofles fenifiefing anskiieseritesaallegtathstaiant an end
In one example, the rules provide a model of acceptable behavior resulting

10 o988k 20 program execution. In one embodiment, a template may be

15
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25

applied topfEURIRTCRIlERIEd Mhiidg exes o afinar o iharole igstting data
program. Pr(?ceeding to block 610, the template is submitted to the EMDB
Oﬁ@mée}maaiﬁ@ef&w& &5k mEOERIB B RS SWhsi Cee Prodicias dingk 700

web

temﬂi@ieIl(é@]i@ﬂ%k&gdbés@@%fjﬁﬁﬂom&teﬂ?h@t@dfaﬁ@ﬁ%ﬂﬂ%ﬁﬁ?ﬂﬁ%@dlﬁﬂtion. The
management 25 database. Advancing to.hlock 640, the template is _.
R SmTLRY B Nk A e e D e AT F T aing

of the tasladragoan anbl s¢Rrerbinitbeliearvigeration nnedgamericdaiabasation
determine whether.the data runt}g

o oHBHF B LR SAE R oIt SORN o RO el R b sty 20

wheie thmplieniyequlastsdaetheportfigurtiovn foraflexdpiliy ddiebase. In one
embodiment, the configuration management database runs the rules to evaluate the
template. Proceeding to block 730, the report is sent to the client. Processing then
terminates at an end block.

It should be understood that the foregoing pertains only to the preferred
embodiments of the present invention, and that numerous changes may be made to the
embodiments described herein without departing from the spirit and scope of the
invention.

The above specification, examples and data provide a complete description of
the manufacture and use of the composition of the invention. Since many embodiments
of the invention can be made without departing from the spirit and scope of the

invention, the invention resides in the claims hereinafter appended.
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30 running different result templates against different jobs. In another
embodiment, the 13 template evaluation is performed as a batch process
where the results are stored in a database (e.g., the configuration
management database). In another embodiment, the template evaluation is
perprmadipnitheniyyogthe first request, and then stored in a database
such that subsequent requests do not require reprocessing. Proceeding 5 to
block 650, the client is notified through the CMDB web service about the
results of {the tempiie AvVRILaIRAY IO e @A N iRl IS C48RIising:
through the CMDB web service and displayed on the user interface to inform

the client f/AEEREIAISCER s edriaTaRIYEESEEY iR e LR ATHEY thévks.

deteHRiFie atRERssAN6BaNaeD L9 dRpangbieHyhidsed on the results of the
template evaluation. Processing terminates at an end 10 block. FIGURE 7 is

a logic flod“8fdYram illustrating a process for reporting data collected during
executionef iattaslc P RG AArRRcE SR Legiag RSl aIb Al ack TRt adeseiir
client requests a report of the data associated with template evaluation. The
clidRHLEIER BeSpdihy reviewing a specific job run and the corresponding
data. 15 Adyeainert@bipsie 4@ntha alicobsalass ignaplaeframdkre and

configuration management database to generate the corresponding report.
Coﬁ%ﬁYﬁ@?@%l&SE%?sfﬁé%plate is evaluated at the configuration
managemestildatabasraledane @nhadimen igneenfiguration management
database runs the rules to evalyate the template. Proceeding to block 730,
the report is senPRtHE SHEAECPPHEERSH S then 20 terminates at an end
block. It should heevwderstpestdhaidhe foregoing pertains only to the
preferred embodiments of the present invention, and that numerous changes
may be made to%%%%ﬂ%gerﬂ%eﬁtéscribed herein without departing from
the spirit and scope of the invention. 25 The above specification, examples
and data %rovide complete s.cri[i;ion of .tré%%rﬁa ufactllljlr(%%ﬁje use of the

composition of the'vaitiBiP SIAER 'S e ast one of a group

comprising: a software audit, software deployment, a software patch/update, account

permissions settings, and a hardware audit.

3. The system of claim 1, wherein the scheduler executes the requests on a
target, and wherein the target is at least one of a group comprising: a computing device,

a client, a server, a router, a switch, and a network node.

4. The system of claim 1, wherein the interface is at least one of a group
comprising: a client side user interface application that is stored locally on the client, a
server side user interface hosted by the service, and a web interface that downloads a

user interface to the client when requested.

5. The system of claim 1, wherein the execution of requests comprises

collecting data from the output of the task.
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of the invention can be made without departing from the spirit and scope of
the invention, the invention resides in the claims hereinafter appended. 14
WHAT IS CLAIMED IS: 1. A system for scheduling the execution of
applications, comprising: a client that is configured to submit requests for
scheduled execution of tasks, wherein the tasks are arranged across
disparate networks; a service; an interface that is arrani;ﬁed to receive

requests fom th&kgiehiteMPEakMR | revfirssts teedrbediitss shreinaged to:

database gisangdeRiRepORRSIAIT Wi die aalvice to store and retrieve
submitted requests; and a scheduler located in a domain that is arranged to:

poll the sARAXKIFIPFRYAESTECASaROGSIPBIOIRS SIS itISFARII b .

2. The system of claim 1, wherein the tasks include at least one of a group
comprising: a software audit, software deployment, a software patch/update, .
account permissiORSXEHMGE KT & HUFiaremRidng appd e, qhewrlaggied in
1, wheteindhaseheduler executes the requests on a target, and wherein the
target is at least one of a group comprising: a computing device, a client, a
server, a router, a switch, and a network node. 4. The system of claim 1,

wherein the interfaeesis il ARL10MWah &k PhE BHATIRINGE Acdl ipnthsisenés@main
interfacgeapplication that is stored locally on the client, a server side user

int@TAEE PR AR tR &8 vice, and a web interface that downloads a user

interface to the client when requested. 5. The system of claim 1, wherein the
execution of requests comprises. collecting.data from the output of the task.
9. q T?le systempo claim 1, whergein the cl?ent 1@ locatgéj t1n a different domain

than at least one of the tasks.

10. A method for scheduling the execution of applications, comprising:

submitting requests for scheduled execution of tasks, wherein the tasks are
arranged across disparate networks;

processing the requests in a service;

storing the requests in a scheduler database;

executing the requests on a scheduler when scheduled;

collecting data associated with the executed request;

processing the collected data; and

reporting the status of the requests to a configuration management database.

11. The method of claim 10, wherein processing the requests comprises

parsing the requests such that the requests can be stored on the scheduler database.

12. The method of claim 10, further comprising sending the requests to a

scheduler.

16



15 6. The system of claim 1, wherein the scheduler is further arranged to:
process the report status of requests; and provide the processed report
status to the service for storage in a database. 7. The system of claim 1,
further comprising another scheduler located in another domain. 8. The
system of daim hwhesaisitbeshpnt s I0rated i toeame denain Rethér
least one of the tasks. 9. The system of claim 1, wherein the client is located
in SURRSHEST THSAIAIRS tHaeaH RESYHRR BT BHEYAURIE0. A method for
scheduling the execution of applications, comprising: submitting requests for
scheduled execution of tasks, wherein the tasks are arradré%ed across

disparate KbtworkBS Retodths e iloeaecin collsriing dafa s timlad dilbatas
in aachesiisqeaialagsi @xeeiléthenteaupatoPhe Shatidespban
scheduled; collecting data associated with the executed request; processing
the collected data; and reporting the status of the requests to a configuration

managemgst datpagrthdd of BRIMELDOF IR ElRiIpRotEsiviatRiR RIeaessing tgher

requests.comprises parsing the requests such thag the requests can be

be
stofeRBsHiP USRS the codeaisd<ata suerbah tinsoflseiadAia Ga pred in a

CogifsigaEenaiagdheriaqursibdeea scheduler. 16 13. The method of claim
10, wherein executing the requests further comprises executing the requests

when an event occurs. 14. The method of claim 10, wherein collecting data

associatedayith thige exesodast teaHes) compsisesollent po e okitpiehat&®r the

executed request.
requests.

17. The method of claim 10, further comprising storing the collected data on

a configuration management database.

18. A system for scheduling the execution of applications, comprising:

means for submitting requests for scheduled execution of tasks, wherein the
tasks are arranged across disparate networks;

means for parsing the requests in a service;

means for storing the requests in a scheduler database;

means for executing the requests on a scheduler when scheduled;

means for collecting data associated with an output of the executed request;

means for parsing the collected data; and

means for reporting the requests to a configuration management database.

19. The system of claim 18, further comprising means for polling the service

for the requests.
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15. The method of claim 10, wherein processing the collected data further
comprises parsing the collected data such that the collected data can be
stored in a configuration management database. 16. The method of claim
10, further comprising polling the service for the requests. 17. The method of

claim 10, fyther cpmpeeindstanng themalertedaiama.semhgutE i the
management database. 18. A system for scheduling the execution of

appREaStsHaB Qb RSHRFSHBENR RnagBmiRhtl #YSests for scheduled
execution of tasks, wherein the tasks are arranged across disparate
networks; means for parsing the requests in a service; means for storing the
requests in a scheduler database; means for executing the requests on a
scheduler when scheduled; means for collecting data associated with an
output of the executed request; means for parsing the collected data; and
means for reporting the requests to a configuration management database.
19. The system of claim 18, further comprising means for polling the service
for the requests. 17 20. The system of claim 18, further comprising means for
storing the collected data on a configuration management database. 18
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