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[FIG. 3]

GENERATING, BY WHITELIST COLLECTION SERVER, WHITELIST
CONSISTING OF VIRTUAL ASSET E-WALLET ADDRESSES,
WHICH ARE CAPABLE OF BEING TRADED NORMALLY, BY
COLLECTING AND ANALYZING TRANSACTION DATA FROM
CRYPTOCURRENCY TRADING SITES

Y

STORING, AT WHITELIST DATABASE SERVER, WHITELIST
GENERATED BY WHITELIST COLLECTION SERVER

Y

PERFORMING, BY CRAWLING SERVER, ONLINE RESOURCE
CRAWLING USING PREDETERMINED KEYWORDS ON AT
LEAST ONE OF SURFACE WEB, DARK WEB, OR TELEGRAM

Y

STORING, AT URL/WALLET ADDRESS DATABASE SERVER,
CORRESPONDING URLS/E-WALLET ADDRESSES BY ONLINE
RESOURCE CRAWLING PERFORMED BY CRAWLING SERVER

Y

EXTRACTING, BY ONLINE BLACKLIST ANALYSIS SERVER,
HIGH-RISK VIRTUAL ASSET WALLET ADDRESSES ACCORDING
TO SPECIFIC CRITERIA BY ANALYZING WHITELISTS STORED
IN WHITELIST DATABASE SERVER AND URLS/E-WALLET
ADDRESSES STORED IN URL/E-WALLET ADDRESS DATABASE
SERVER, AND THEN GENERATING MAIN BLACKLIST
CONSISTING OF EXTRACTED HIGH-RISK VIRTUAL ASSET
WALLET ADDRESSES

Y

STORING, AT MAIN BLACKLIST DATABASE SERVER, MAIN
BLACKLIST GENERATED BY ONLINE BLACKLIST ANALYSIS
SERVER

3/7
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[FIG. 5]
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[FIG. 6]
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[FIG. 7]
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