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a card has been dictated by the need to have portable supports that
offer grefdiGlyparity as to the protection of these data. Apart fromtheir
structures, they are used for storage and processing applications that need
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secure el GiRMresTMhSy 'dte Aisdl Y08 sfFA58 and processing applications that need few
inputs-outputs. In fact, according to norm ISO 7816, only one connection is used for
this function in a bi-directional mode in half-duplex mode.

15 In this way, the evolution of these cards is limited by this structure limiting their use to
control applications while the fast data processing is carried out in other units.

This is particularly the case in pay television, where the signals are coded by a key
that varies with the time. In the flow of audio/video data arriving at the decoder are
added management messages (EMM) that contain the keys in encrypted forms.

20 When such a message is recognised it is directed to the smart card serving as
security module.

In this embodiment, the smart card contains the different keys that allow to decrypt

these messages and to verify if the subscriber has enough rights to view these data.

If it is so, the card sends again information allowing the decoder to decode the coded
25 data.

This method has several drawbacks. The first one is that it must supply the keys in
clear to a decoder that is not considered as a secure element. This is also the reason
why the keys are changed at regular intervals, typically every second. Although this
structure is satisfactory in many respects it has a real problem in other applications,
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why the keys are changed at regular intervals, typically every second.
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Any structural modification of the card is confronted with a problem of compatibility
15  with the readers ISO 7816 and ISO 14443 that will not understand this new
specification.

The aim of the invention is to have a smart card that respects the compatibility with
the existing readers and that proposes other services, particularly the possibility of
decoding the coded data inside the card at the speed required by the data rate.

20 This aim is achieved by a smart card comprising a rosette of eight contacts ISO 7816
and at least one standard bi-directional channel, characterised in that it comprises a
high speed channel linked to non used connections.

By non used connections we mean connections that do not have particular functions
by the norm or connections that are no longer used in the present generations of
25 cards.

In this category we find well understood the two connections RFU (Reserved for
Future Use) as well as the connection Vpp that allowed to supply the non volatile
memories with a tension higher than 5V (normally from 12V to 21V). With the coming
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substituted in the specialised nodul es
totally carried out inside the card. For this purpose the data arriving through the fast
15  channel are directed towards a specialised decoding module. In fact, these data do
not have to necessarily travel through the microprocessor, they can go directly to the

specialised decoding module by an internal fast bus.

To this end, the smart card according to the invention comprises multiplexing means
that allow a direct access between the fast channel and one or several specialised

20 modules. These means also allow to direct the fast channel flow towards the
microprocessor if necessary. If certain microprocessors cannot process data at
speeds of several Mb/s, other more developed versions make this processing
possible and can substitute certain specialised modules. Thus, the microprocessor,
by software (programmable), will be able to be substituted in the specialised modules

25 carrying out mathematical operations thanks to electronic circuits (non
programmable).

According to the invention, the multiplexing means allow to serialize several
specialised modules. The card according to the invention can comprise a first data

compression module whose output is directed towards a coding module.



25.carrying out mathematical operations thanks to electronic circuits (non
programabl e). According to the invention, the multiplexing neans allow to
serialize several specialised nodul es.-4he card according to the invention
can conprise a first data conpression nodul e whose output is directed
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I

fast bus.M#HBEEMER Q% are generated by the central unit for exanple
to qualify the data flow, transmt the control words in coded form or
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15  the microprocessor.

The data processed by such a card are generally organised in blocks. Each block
begins by a block identifier and describes the type of information contained in said
block.

In the reverse function, that is the coding of data, this module can insert control data

20 in the flow arriving from the fast bus. These control data are generated by the central
unit for example to qualify the data flow, transmit the control words in coded form, or
transmit routing information. To this respect, this module comprises a buffer memory
that receives the blocks of data coming from the fast bus and the blocks of data
coming from the central unit. If the buffer memory contains a block of control data, it

25 isinserted in the flow at the end of a block of data coming from the fast bus. This flow
is then transmitted towards the shaping module to be directed towards the fast
output port.

Thanks to this structure it is possible to process all the flow inside the smart card, in
this way greatly increasing the security of the data. It is also possible to create a

30 complete flow of coded or decoded data inside the card including the management
information such as the control words.



comng fromthe central unit. If the buffer nmenory contains a bl ock of
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The 1/O link is directed towards a UART (Universal Asynchronous Receiver

15  Transmitter) which is coupled with a buffer memory (BUF). The signals arriving in the
UART are formatted and filtered in order to eliminate the noises and other
interferences. The buffer memory (BUF) is used to memorise the incoming data
before they are processed by the microprocessor.

A similar processing is carried out by the non contact channel (B). The signals
20 emitted by the reader are used at the same time to feed the card. This is why the

aerial of the card (20) has a quadruple function, i.e. to transmit and receive the data

between the card and the reader, to provide a clock for the microprocessor and to

supply the card. The supply module (SPL) transforms the high-frequency carrier into

a voltage that is usable by the card. Above this module is an shaping module of the
25 modulated signal such as a modem.

The voltage thus obtained is transmitted to a supply management module PWRM in
charge of the selection of the supply source, particularly when several sources are
available. In the embodiment where the card is supplied galvanically by the reader,
the supply management module (PWR) selects principally the galvanic current



aerial. of the card (20) has a quadruple function, i.e. to transmt and
- receive the data between the card and the reader, to provide a clock for
the mcroprocessor and to supply the cafd. The supply nodul e (SPL)
transforns the high-frequency carrier into a voltage that is usable by the
card. Above fthis npdule is . shaping,nodul e of the 25 nodul ated si gnal
such as acqmﬂ‘@ﬁfonﬂﬁge6%@@%[92&%@9&%8%?’9@%9@y tis dhenistkyted ta the,glements
managemengs ifgd4k@ PWRM in charge of the selection of the supply source,
particul arly when several sources are available. In the enbodi nent where
the card is supplied galvanically by the reader, the supply managenent
nmodul e ( PRy infefreation gecodeadby tiye AR i theni accessibéon ite staridagd bue (BTB

reader. Thi t.ed voltage VP is then distributed to e _el.enent of
the car d_llﬁpi%éqefﬂ%g% o %@%5&_%‘3‘? fﬁ%ep _F)ESta:\IBWSatgc%g%PEItﬁed'ﬂf@W@s
stand@ d hetwveehRemschiischfAtAg odrittal anithiCRU) h8snmanaddfehi SotitfolleFNiFsr RY'S
allows to link all the nodul es 5 between thenselves with the central unit

(CPU) as MemQi¥mesdsciheeasdhas a mamerysassesily (MEdBaeompesed af @ priegramme

f
vorki g rEeRRY (EM G RRARERNS s B0 FRan ANLC B, AerRlE Wy e
can be mafiN\gaAM)y These tifferentmegedrics\édn be thasageaiby @ mefforg onaidges Mg

nanagenen+ of the access rights to the different 10 nenories. The car
accor di ng! Pi§ MREUlen3ISAt FARPERMH NS Banagemast Off thet agress( gy toclpeediBiatasd

by a@ottm@rﬁ%&.i n the figure. This HSB bus can be of the parallel type or
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15  customisations information. On the fast HSB bus are connected specialised coding-
decoding modules according to the different supported protocols. In this way
modules of the IDEA, DES, triple-DES, Hash or AES type are foreseen. Furthermore,
other specialised modules such as compression or decompression modules can be

added according to the needs.

20 A module using the FPLA technology (Field Programmable Logic Array) allows to
programme the operations of future coding algorithms. The central unit CPU can
configure this module to carry out the operations necessary for the coding of
information or any other function. This type of module normally arranges the single
function blocks (shifting register, XOR for example) which are connected according

25 to the needs to carry out the chosen complex function.

An important aspect of the invention is represented by the elements that compose
the fast channel. A first protocol detection module DP is in charge of the formatting of
the signals and of recognising the used protocol. The signals are converted
according to the internal protocol, for example on a synchronised bus series with
30 three wires. This module is in charge of the adaptation to the norm defined for the
external interfacing. The detection of the protocol is done automatically, for example
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As is described above, the extraction and injection module FF functions in both

directions and allows to insert the control blocks towards the fast channel.

It is known that this type of card does not have an internal clock generator, but that it
is dependant on the clock signals coming from the reader. In our case, we have

20 three possible clock sources, either the classic input CLK according to the norm ISO
7816, the C1 clock extracted from the non contact transmission, or the clock
accompanying the fast bus C2. The clock management module CLKM manages
these different sources and makes sure that the card receives the clock pulses. This
module also comprises means for multiplying or dividing the frequency according to

25 the needs. This module can produce several clock pulse signals according to the
needs, for example a first frequency for the central unit CPU and a second frequency
for the fast modules (DVD, PKC, IDEA...).

The management of the different clock sources responds to criteria defined in terms
of hierarchy. The order of priority is normally the source ISO 7816 (CLK), then the
30 non contact source ISO 14463 (C1), and finally the fast channel source (C2).
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dat a.qnTh s it f i I [

i r od Ccorccaned ouf By ind o Bl SHRRR oll AERE e ndH, TIRRE dfarel bat

i nt er f aceeitieatbeadt tnestype 180nY816 (gdieasicpornbbthe yppdSd ng448 (tleetromagneits i n
an acceptct‘g{ol e Brot ocol for the card. It nust be noted that the

i denti fi CH18§of the type of card, and also of its communication
capacities, is 10 carried out by the traditional channels well defined in

t he nor maddmamgcitianphRicert ebbiRfiertoPthd ademanb Extratlibn( 874 VARCHIN O
of the type IS0 14443 (el ectronmagnetic channel). According to a particular
enbodi mennhodeletiife i Iogatad insigle betreader. dn thiaavaysjadidhe dlow eaniarrivertpy the fast

locatgd 14ihe), s BRaHRls, by ' BsYinteHlace! Hhd i1 GAMHE "lekfePndl Tl 2!
recognition of the management messages will be made. The latter will be sent by the
traditional channel to the smart card.



15. channel , for exanple, by the USB interface, and it is in this reader
that the  recognition of the managenent nmessages will be made. The latter
will be sent. by the traditional channel9to the smart card. -9 CLAIMS 1 A
smart card conprising a rosette of eight contacts of the 1SO 7816 type
conprising a decoding nodule, a centrg##@ﬂéﬁ (CPU) linked to a first bus
(STB), at |east one standard bi-diretts channel , and a hi gh-speed
series channel linked to non used connections by the standard

bi - di rect{ 0“a|AC§]ﬁ§ﬁQ¥ardC&tﬁﬁ9ﬁélﬁg'éﬁgsétfb ‘“o‘ﬁ%tlghtt B&tﬁb&hoﬁlﬂ?@qIS@e‘?B?é type

channel is connected to a second (HSB) In that it conprises
mul ti pl emompmdg@demmganddwemau@mtralwmﬁ (QBU) lhgk@m@m fiept mudSérsB)

mau es RO G EERGR BRIkl 2ol fot hDd 4 RER il f gt bhameT ki tfear d

accor di ngndrp uskai ddnhectibvad DEX“%' étaﬁdaﬂm bh@tredti@ﬁaﬁcﬁaﬁmélgchéwg&: MOt es

are of the type such as | or t A smart

card accdhgi hightspeedaseries Cbm%{d’p‘ é?qn@@QtQ%td Iﬁa$ect0r‘n’\|§}O s t( H@Eéxémﬂg in fiaatuit e
Cod ho- asIPTEEH shifuBleXnd fic i (LA Gr¥ plrafier Rdhit-Bbadifig Hedtiae

char act erlirked by théaSedohdgb\wr(HSQ 3aid eﬁﬂlhgédeo]pdu@hdnﬁnnrﬁﬁtple)f%@nﬂ@tﬂh tﬂelé FF)
in charge ecei Vi and ¢ e data of the high-speed channe

with the MLAKLPPW&PQ}%HMé@kﬁagg {']r%b Hgﬁ-"hg the recognised data to the
central unit (CPU). 5. A smart card according to Claim4, characterised in

that the xtragt smanaegrd 'dUcS%hé’nto”@iiélh? 1, FEharaetdisbdcih #a

control data and a menory low ng to 1 nsert these dlata I'n tﬁegdata
fl ow comi dg:ddmmmddulea qie@ribedynmsuqh-%]DEA AESs irbash, &S] axddpledES. t o any
of the preceding clainms, characterised in that the standard bi - di recti onal

channel '3 of Ahfmgﬂncgr%ngggérd}nbo ?o a(?lgf?rr\ gharac%erlsed In ﬁ1at the multiplexing
module (MUX) is connected in star configuration and allows to serialize several
coding-decoding modules.

4. A smart card according to Claims 1 to 3, characterised in that it comprises an
extraction and injection module (FF) in charge of receiving and comparing the data of
the high-speed channel with the predefined values and of transmitting the recognised
data to the central unit (CPU).

5. A smart card according to Claim 4, characterised in that the extraction and
injection module (FF) comprises an input of control data and a buffer memory
allowing to insert these data in the data flow coming from the high-speed bus (HSB).

6. A smart card according to any of the preceding claims, characterised in that
the standard bi-directional channel is of the non contact type according to 1SO
14443.



