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| NTERNET CCNTRCL SYSTEM AND METHOD TECHNI CAL FI ELD OF THE | NVENTI ON
This inve Siselated in general to the field of netwopde g8y
syst ens. re partlcularly, the invention is related to an Internet
control system and net hod. 1 2
BACKGROUND OF THE | NVENTI ON In a fully automated environnent,
appl iances that change the various paraneters of the environnment can
be inked to a control area network (CAN) and a controller. 5 The
appliances may include heating, ventilation and air condi tioni ng
(HVAC) .systens, |ighting systens, audio- vi sual systens,

t el ecommuni cati ons systens security systens, surveillance
systems, and fire Propepihfr contRol/SvdEm s medigfple. One of
nore easy-to-use user Interface, such as a touch panel , may be

el ectronically Ilnked to.the control area network to accept user

i nput and display current system status. Panja, Inc. of Dallas,
Texas designs and manufactures such networked appliance control
systens.

TECHNICAL FIELD OF THE INVENTION
This invention is related in general to the field of

network control systems. More particularly, the invention
is related to an Internet control system and method.



3 SUMVARY OF THE | NVENTI ON I n accordance with the

present invention, a system and nethod of Internet control network is
provi ded “‘%690167135 elimnates or substantially reduces thecguseshiasy ages

5 associated wth prior control systens. In one aspect of the -~
i nvention, the boundaries betweerp the Internet and the control area
network are made transparent and the Internet becones a device on the
control area network. The Internet is controllable by 10 user input
entered on the user interface, such as touch panel . The Internet
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Texas designs and manufactures such networked appliance

control systems.



For a better understanding of the present invention, reference may be

made to the acconpanying drawings, in which: 5 FIGURE 1 is a
sinplified to IeveI bl ock di agram of a system and net hod of coupling
one or nor Q@ E systems to the Internet construct &EFHEHHRg to
an enbodlnent of the present invention; FIGURE 2 is a nore
detail ed bl ock diagram of a 10 systeﬁ1and nmet hod of coupling one or nore
control systens to the Internet constructed according to an

enbodi ment of the present invention; FIGURE 3 is a nore
detail ed bl ock diagram of the processes and conmuni cati ons between a
web server gy 15r Tk Nt@UBRtIORPP! i ance server for coupling one or
nor e e fnternet constructed according to

an embodi nent of IR h@CFPESSRCS MAdt | BRe Present invgmijmm.4 as systeme

detai |l ed blgek deeagbamo¥ Iteernet cdﬁﬁmeﬁeﬁpfi:kaﬂ§ep§§bY?EdpEa?i§%§ses for
0 | nt er ne

coupling one, or 20 nor contr syst

const ruct e®liminat@dor of ngs‘f%s%?f‘%’n%]o]dy ‘%ﬁesc hé s e SdsRdviandagrsn:

FI GURE 5 | assdo®ietdetaitrdpbloekcohagsans pétéme, I nternet appliance
server software,._ device _enul processes for coug}l i n%gone or nore

or .
control systens 1% t%réeZSas‘De?ﬁt ePhet  RonstF Rt P e c &
enbodi nent hdtwéen the pneseneti raneht tbe; control arekl GuUREwdrk saxe

flovehart, ofade PLOGRSSatBnbNEAN Bne 1ncp0BLCBECRROY dehobscd eantEal area

net wor k devi ce ccor to an iment o Sent 1 nventi on;
30 FIGUREL 7 airgag 1e e‘mhlart oTh% pr&esseti n-ivmt@htahllable bat er net

appligcat i ond sy a3 68REN Ant@d R NG WeRK SRy 1nterfa{'5eerf§’19@1a990'%@h'&ﬁ to an
enbodi nent of the present inventio GURE 8 illustrates

a bl ock di RffHtof alé6nt FBFe3Bet Jsilst‘-é’rﬁﬁhr?racﬁépaﬁﬁ%e F t KR VEBEchi ngs

of the pr?&ﬁmmmnas firoweindNnaster controller in the control area S
FI GURE 9 |s bIock di agram of a control area network deV|ce in

accor dance W fe teag__ }gs of the pr sent i nvention

FIGURE 10 is a Bk e ofSFRTti n§ con"p}b%enf‘gvﬁﬁt’jon' ‘&’iﬁtrf‘&t ar ea

netwg k masd@plications such as web browsers and applications
executing on web servers of information content providers
become devices on the control area network. The Internet
applications are capable of sending commands to and

receiving commands from the control area network.

20 In yet another aspect of the present in invention, a
communication protocol is provided. The communication
protocol <comprises a packet protocol. The packet

protocol has a protocol field for indicating the type of

protocol, a length of data field for listing the length

25 in bytes of the data field, a data field containing sub

protocol data, and, a checksum for determining the
integrity of the packet.

In yet another aspect of the invention, a dynamic

message protocol generator is provided to enable a

30 scripting language such as VBScript or JavaScript capable

of directly communicating on any TCP/IP network

connection.



FIGURE 11 is an exenplary packet for nessages in accordance to
teachi ng the present invention; FIGURE 12 is an exenpl ary

nessage st WS%MW&EE 13 accordance to teaching the presel}bri,&\‘&p‘t"b@n;

and 10 is an exenplary nessage strucCture in
accordance to t eachi ng t he pr egent i nvention.

6 DETAI LED DESCRI PTI ON OF THE | NVENTI ON FIGURE 1 is a
sinplified top-level block diagram of a system and method 10 of

I nternet control system which coupl e one or nore control systens to
the Internet 5 constructed according to the teachings of the present
i nvent i on. BREHE DESGRIREHIGN, f2F THE Qﬁﬁﬁﬂﬁr H%hg system and net hod 10
of the present ipyeniipaceée thQeAPtAnd¥nd Oof the pEOBEHAI CALENWE bR
control, and be controll ecl%by oae %r nore | nternet nodes or,fnt er net
appl i cati oSSBT Gt MY magfe Yo W e 2GEPTRRRYL RS, S isysfem

connect ed hyhich: control area network (CAN). These |Internet

applications y, i ncl ude .weh .hr.o rs, web server. applicatiops of
i nf orirati on cont%ﬁmﬁo:\&i 48r §, salﬁngqé‘%é‘iel\ésgtp"ﬁ i RHS ot 05 <I%t')“"gr"‘“""‘o‘P er
wor ds, the gecyspn cahdamletivpdunriTaticaplpngt ocmé ki noreundanteslare

t ranspar ent n I q&@% G e rdr et wor e

| nt er net, s’sﬁgﬂ%ﬁ%t ét%he ntlerﬁ:"rezt(:}‘,et ‘We%%mtruaelgnf \g?'ﬁéftldgﬁg %gnt &ht
provi ders emprdimerd of Prlmwseresent inwgpiiareti ons become devices in the

control system prdyre 2 isdefi BidddNaed ad9%Cenidck N GRUID! oFySpem can
send 20 control conmands to_and/ or receive control nessages from

a rlSter THHEIDIFRE MPRNOEhel EOWPEHRI @RRaCT NBPWEr RORTrol SYREPBFnafter,
the word | néereigé rhyebRetl s6nucedct&dr£é€6rding tot 8naBmbBlimeet 6f the
Wrld Wde Wb and vi,é:ei versa. System 10 includes a control
networ k portdf BZFEFC 1% e bet ween the Internet 22 and one or nore
cont rol ar BEGURE Wir kiss 3@ amore81 de€anfledl Ereesk ndiagrhs IE abhbe31

are |ocal t Kk cat Lo u ran rt.... tocol s
such as Et h%%\cg%,s%%d%L?ﬁﬁﬂgﬁééékgg?fi %%%%F ch'd an?ea‘jveirnc‘g111 Dgﬁgl as,
Texaky, thelrtsingee PPN esesava0 foinveoupbing toRe At elMedAnect a
variety Ofpogevifesystens t8PRINANGAS rithtd/ Qns CAM B M ccordih to

underlying network, connectivity 34 may be wired, wreless, power
line FreRedimenfy ofythgiREHIVY riARSAGIGN nedium  Coupl ed
to control area petywe kg 3s aad mdrar de@aphedaliiociof d88gramdess Cehe

appl i ances and/ or equi nt, including control \
PP f‘nternetqapgﬁante server ‘processes for coupling one or

20 more control systems to the Internet constructed
according to an embodiment of the present invention;

FIGURE 5 is a more detailed block diagram of the
Internet appliance server software device emulator
processes for coupling one or more control systems to the

25 Internet constructed according to an embodiment of the
present invention;

FIGURE 6 is a flowchart of a process in which a
content provider 1is a control area network device
according to an embodiment of the present invention;

30 FIGURE 7 is a flowchart of a process in which an
Internet application 1is a control area network user
interface according to an embodiment of the present
invention;

FIGURE 8 illustrates a block diagram of a control

35 system in accordance with the teachings of the present

invention;
R T B



area network wuser interfaces (CAN U/F) 35, nmaster controllers
36, and Internet appliances 37-39. Some

7 i may be coupled to control area networks

vi-a additiaﬁgﬁwﬁﬁ?%rnedlate conmmuni cati ons devi ces, such §Qﬂ§§ggﬁ&ﬁ§ 232
controller (not shown). Cont rspl area netmork user interface
device 35 is any 5 device that 1is capable of receiving user input
and di splaying or indicating control network status. For

exanpl e, a touch panel, a conputer terminal with a noni tor, keyboard
and pointing device, and any device with simlar functionalities may
serve as control FAFHRE18 is aebheek diegramteffaceoBsrolaereesaeithedki n
detail bel ogeyice inM hBcbPEaHSE @fit¢oningl & ﬂf‘gté"DBE PAEd alprla%em: the
present invention, Internet applications are al so capable o]
functlonlnglageEBH?Fol area network user interface devi ces without

the use of cusmtmzamd igedi sabeﬁl é5agraﬁp8|‘| gauiteng edmbbecHs8r o end.
Master controll er g nﬁ%a % a  CPU- based control l er that

contrdls thé EBﬂﬁﬁﬂ?c%F?%n%e er; interface 35 and Internet
appliances 37-39IGURE 15 is anopatalplaary Opat&éel VEorUse¥ssddynit $n
received b S 20 2ce .devi ces s connands and

i nstruct gcg Janég t?o%%%%ﬁ ?rﬁ%ﬁrﬁﬁ zﬁﬂﬁl ven et accordlng to the
conmand. NhsterFéﬁﬁREolﬂér 36 mayp absempbhryeamhsaeweceStructhra coéntrol
area net wor k30, Benbedtsatlych ondOML Prddehe tnvedAdls.andhe system

st atus and/ or tﬁe status1o each eV|ce may sent to control area
net wdfk user intEEEHRE 13 léevﬁéeseﬁ@mpéﬁ§ﬁla?essage structyger néd

appl i ances 3¢c39dah8edeviees thatcBaRg  thé €CEiYR KOMMBNAS nfams BRSt er

controller 36 and operate or act according to the command. | nternet
appl i ances 37-39 30 may i nclude equi pnent that affect or nonitor the
vari ous paranmeters of the prem ses. For exanple, Internet
appliances 37-39 may i ncl ude heat i ng and air condi ti oni ng,
i ghting, video equipnent, audi o equipnent, sprinklers, security
caneras, infrared sensors, snoke 35 detectors, etc. in a residential or
comerci al control area network. Househol d appliances, such as a hot

t ub, fireplace, mcrowave oven, coffee naker, etc. may al so be



8 Internet appliances coupled to the network. | nt er net
appl i ances 37-39 nay al so be capable of providing a current st at us
of its o state to nmaster controller

on/ of f, rrperéé@re settings, 5 current anbient terrperﬁém’?%o“’"ﬁsght

i ntensi ty settings, vol ume settdngs, threshold settings, and

pr edet er m ned al phanuneric strings reflective of operational states.
Master controller 36 is also operable to receive user input from
nodes of the Internet 22 via control 10 network portal 12. Connected to
I nternet 22 are content providers 25 and 26, which may al so function
as cont r ol DETAILE D RESGRARNGION @Fe T HEnINVENTEOlevi ces. Cont ent providers
25 and 26 are typi e tk en a . _provide static
and/ or dynamic |nf(’§?irga¥}i gﬁpaﬁd%gg Tik Q@& Qef% %R’%ﬁe%f S 0?19\5’6 28ag gs

Cont ent pr @viHeFtepprpéafieshed 10 of eieéarnﬂg gonthre lwedy seemewhdca abl e
to mne datauphes eqme or marelat abgses: (9951-_@195\““{0 IRg Wftatagg%% are_

typi gal |y 2\ og hypert ext | angua
var i olcl?é’rStrUs’:cﬁ ﬁﬁorﬁéﬁ%ua&fésth&ndtea‘éﬁib@%\mﬁﬂg t@@f Drenﬂmtonmsnts

such as Mn@rre(a&cifotr\ Actnze SesVetat RAGES of emp16 §)Ig s GRRERN @lﬂhfwa]y
rog i amm ng nterrace

I nterface E%C%Jo) ngf . Serrver c Atp cation

(1SAPI), gctl ve PLESER SFusT bR ‘?r(‘: 3 Rat ‘-%ké‘bﬁﬁé%b Pages

mor e dynanﬁ@mmur”c%aanddlmer gotitvel, 2=mnd be coedm‘qwmesyecbﬂ@ blre

I nternet 22 _are < 4,Lhat _ma serve_as _control
o f%%%fHéywﬁ%éé or Iggﬁéﬁg Rgér§a§égaﬁd%£f

area_net wor user intertfaces are® apﬁﬁ cation
progPans t RAE cdh Berasc@wisesedirese W@tmtp?@geSS\fsm connecaetienty provi der s

25 and 25 apetdegode-dhe,y@ehspagesayVeb se e - gatl
“nclude NETSCADE NAVI GATOR  and %&@gi‘?eﬁ\nemﬁﬁgr&’ﬁgtb%@ f or
exanpl e. T9Hi caPFyldg web hQrowsesgcutied as@EBehr owBRLiappiroati 68 on her

personal  inforg@pdhelcoandndCgesvasielie \Wid drlide Mah via fogial THp
connecti on rnet, servi ovider. The Internet 35 or Wrld

nt
W de Wb rraE?lgIrsow%recedcc%%%eae%’ﬁag{lh‘é? mERfls COMmUNiGRTH ol RABFECABdens
andldi gi tabosuldacmlnlseraﬁe nesa(fishyent bet¥lenuserlovkes cyna@ueshréar a

partlcularng@gogﬁgeagg the Internet, so that the Internet, web

information. content providers and web browser

applications become devices in the control system. By
definition, a device in the control system can send
20 control commands to and/or receive control messages from
a master controller on the control area network.
Hereinafter, the word Internet may be also used to refer

to an Intranet or the World Wide Web and vice versa.
System 10 includes &a control network portal 12
25 coupled between the Internet 22 and one or more control
area networks 30 and 31. Control area networks 30 and 31
are local area networks operating under transport
protocols such as Ethernet, and AXLink and PhastLink of
Panja, Inc. (Dallas, Texas), the assignee c¢f the present
30 invention, that interconnect a variety of devices,
appliances and/or equipment. The underlying network
connectivity 34 may be wired, wireless, power line
carriers, or any suitable transmission medium. Coupled
to control arez networks 30 and 31 are a plurality of
35 devices, appliances and/or equipment, including control
area network wuser interfaces (CAN UI/F) 35, master
o fontrollers 36, and Internet appliances 37-39. Some

~



9 particular web site by entering or specifying a uniform
resource |ocator (URL). The URL is associated with an | nt er net

pr ot ocol (u@?oﬂﬁqg:{%gss of the specified web site. Eve;,hﬁgwg.,gg
0 the

connected t rld Wde Wb and 5 I nternet has a uni que

addr ess. This address is used 7t 0 route nmessage packets to specific
conputers and users. Internet protocol or IP is the nessage
transport and comuni cations protocol of the Internet and Wrld Wde
Wb, 10 Wen the web browser requests a certain URL, a
connection is first established with a web_server of a cont ent

provi der @@®icessmayqhressunledytor gRntpRL, arpa networkgpdft @pd Ik ansport

protocol {{HTBHdike@HRs! irtermdiERite commbSSeethdis t BeviBBsSerafdh t o
downl oad an HTM_ f|5§2 %I'ge b server receives the request and sends

151
a web page®fifR RS nERRLeh Y OWRyhi ch decodes the file to
di spl ay cohorobt pBai nespeckf uedrf ohaBEfabet Hevieeeas. i\émpages

wi t h_dynam,c_conte royided. b ateway interfaces such . as and
| SAPP are ‘é?‘ét‘:ﬁ?ab?xtéagppflscaﬁ%%bsl hatt ar€S 2% U5 t‘ﬁé’ut\/\ek?mggrver

upon userdisplapshg or Thedierééogi ngontrol ngawewky apptisatiorfdrs able

to read pagggﬁ{;fg 'F‘éorgg&ér?” panel, S f’“}ﬁ%ﬁnﬁ%aﬁeq%%h and

generate an output in t rm-of an . € 1N response to the
par anet er pahiesr, keyboaxtht REf veginbingld dyri@e.c and iFner &sviee cont ent

to web 25 ;i rpagesniuses ASRctiofwli 8£44 Pt Al §e S84 Vals Skde- XECcyaly e
scripts that are direct I,¥ mgorggrat ed_in fhe HTM. web , pages. Upon
reqlist fBFEWPRE VUBSHelDtEREACHeP? - sePFefescribedesiac dessithd ARy scri pt
in responsgitl itpaUtupar atetesntrol ar¥al urswWrk ggbetal es x herwainegpage
with dynanmic_content. Sg. nt Usj_ng cgntrol, net wor k _port al ea\]bé» users
may accessPTeSERT {BYPRE!ORr oAHEF IO kEPBOLGAGE SRS vPACWED SHr 3 and
24 accessiof wbinqagesipr ovisdedoyrebntaraa natwebkkpordeat interfak? or

val ue-addeg.ypb.pagcs WG oghDy S0l enbePrUders ap  ABANLZS.  For

exanpl e, a UsSer Wwho has a control area nétwor k epl oye
| uxiby resppbhecations enntheluser’s &mdi ous aspects of the hone

envi ronnent nayvys€ed WeBntrollebr OWREr ; APPLLGALA Pyt 04r emddtpelys JENI t or
her home. coﬁﬁgoller that controls the communications among user
interface 35 and Internet appliances 37-3%9. It is
operable to receive user inputs received by user
20 interface devices, such as commands, and instruct the
appropriate Internet appliance to act according to the
command. Master controller 36 may also poll each device
in control area network 30 periodically to monitor its
status. The system status and/or the status of each
25 device may be sent to control area network user interface
devices for display.
Internet appliances 37-39 are devices that «can
receive commands from master controller 36 and operate or
act according to the command. Internet appliances 37-39
30 may include equipment that affect or monitor the various
parameters of the premises. For example, Internet
appliances 37-39 may include heating and air
conditioning, lighting, video equipment, audio equipment,
sprinklers, security cameras, infrared sensors, smoke
35 detectors, etc. in a residential or commercial control
area network. Household appliances, such as & hot tub,

T " fireplace, microwave oven, coffee maker, etc. may also be



may change the tenperature setting to decrease energy use, for

exanpl e, because she will be |eaving on a business trip straight from
wor k.  She w8 use the surveill ance caneras to VI sure
security has )rél'())/té).}1 been breached. She may even be abl e #ﬁb%’ﬂg{;&y

pr ogram her VCR to record certaingfavorite prograns that wll be
broadcast while she is away. An exanpl e of val ue-added web pages
provi ded by content providers is the provision of an

i nteractive 10 ver si on of the television programmi ng web page,
www. t vgui de, com A user may request this web page, determ ne

avail abl e DPROSFRRT ARRAncesngouplegk ten the netwogdrt aj rifrp:raxg'ream
ptions nayapsl psgrededstoagnalye theo pe E?Eébﬁ.@ tYgn ﬂ?,h vi sion

and tune to_a Pal‘{[:l cular 15 channel scheduled to broadcast e sel ected
program or THTEERT SFBEREmM Ofe VAR t PPRERFIORAE sEFaEeed ter ogramher
Anot her exacqheroileal u&eaddadcmtnsnagﬂs/d)f@,w Ct%ingié/&:ature tiegs,

provigders i ro ecured we at an el ectric
corrpafly rrayé%%%lggg t0 s‘Il ﬁm%r?é’utrﬁé 28 gf:jllgt en"b‘%?%?h‘?b S&G5IRFS of the
air condltlmﬂm@esm@mqﬁ, thr°sh|otls{ pattingpatiagd QUIduTRIIS:Iinad
anticipati oy 50f t t Yet anot her
exanple is a nuri b% S e ﬂat a secﬁ‘\'rl?tél)flc PQ{ 6“?/ (3B access,

page
nmoni tor and cont‘ﬂﬁt?ﬁe%’g@ﬂ kher sgpveis | adce andefrabéeZSto nEcEtioet | on
systems of id&r CUTHHTEr Srom nodes of F&@R%r?t%*%eac mohe gef ailed hlock

di a m of a stegl gnd net hod 710 of coupling oné or nore control
n

syst to t‘T‘Fet”f?ﬁ)ér-ﬁéftE Er uctERESERYI Ry ¥@)t%ﬂﬁnet 22 amgodiomgemnt of

the pr eserﬁrovm/eemlaﬂ andOm'ﬁrOthl@meﬁan alsdﬂef‘!&%*kl&?r%' cba Ry

i ncl ude a vg—:"%) §e9&0%§: c‘(loueg he Internet 22. Wb server 13

is al so cou o-an Iﬁ?%?ﬁb?c%pﬁﬁyéﬁéé (1 AYOBEETBr PERAVAIRRISh may

al so be 25 aodupﬁ@date atywitaloly nethor ke sesyer thQt @@rméf@tke nenaor K

server 40 | ed. o] rarl 30 that 35 . i sever al
upl ed-£0: € Qkﬁ?h d%%a ﬁ 1A%ormat C??%ncogggpgn% 50,

appl.i ances a systens suc
heatlithg, VeH i EgEMore £ ameb aPiigeS Qondentorpr@vnéé-ﬁ/A@pplamttems 51,

fighting WEABnPdn the web server are able to mine data stdred
in databases {(not shown). The web pages are typically
developed with hypertext markup language (HTML),” and
various other scripting languages and programming

20 environments such as Microsoft® Active Server Pages
(ASP), Common Gateway Interface (CGI), Internet Server
Application Programming Interface (ISAPI), JAVA, ActiveX,
Cold Fusion, etc. that make the web pages more dynamic
and interactive.

25 Also connected to the Internet 22 are web browsers
23 and 24 that may also serve as control area network
user interfaces. Web browsers 23 and 24 are application
programs that can be used to request web pages from
content providers 25 and 25 and decode the web pages. Web

30 browser applications include NETSCAPE NAVIGATOR® and
MICROSOEFT INTERNET EXPLORER®, for example. Typically, a
user executes a web browser application on her personal
computer and accesses the World Wide Web via a dial-up
connection to an Internet service provider. The Internet

35 or World Wide Web may also be accessed via other means
such as cable modems and digital subscriber lines (DSL).

T e " ¥®he user makes a request for a particular web page or



audi o and vi sual systens 53, and security systens 54. Control area
network 30 is al so coupled to user interface devi ces 55 and master
controll er wWe oos7135 It may be noted that control net\/\p(;.lg,u 12
my 5 beai npl enented by a single stand-al one systemthat as?dbhtﬁbls
sufficient nenory and processing power or several separate
systens with distinct functions as shown in FI GURE 2. Wb server 13
is operable to receive requests of web pages from web browser 23 and
to respond by 10 generating and providing the requested web pages. The
information _content of the web pages may be dynam cally, obt ai ned by
communi cat | RGER-CHIRA SHReF1i2, D&hie&pq@ng Or sppeiAPbiedt e covEfinrmat e

with nmaster regButrelel elo@cot a (URL) . CTHd r ORLNGtW0s ksS@LyeEa 4QitR et ain
status and g%lge Control_network server 40 is used only

r .15 i.nf or. i.Qn. ]
i f t hePESEECHr é’tr&;&co&g‘ra#g sidMTES SoHfert o Ran i fisd aeb site.needed
t o operate Ehergontompuaseea nehwecked |tonmayhde World tWidghtwed , and
| ogically, A server_ 14 i i cect| coupl ed .t.o the.network and
functlgons aggggéé\??tcg{a()sn ?hé"i@“g &%etav@/odrrl?.ss‘Corr‘e}éﬁfisagﬁf%?%dlgt L?e\fﬁb
browser aretgempute messadfelpasderer thG,spalviidh o elenpsitteres eowiarscts st.0
nast er |1 {a Serv n ol server
40. Naste%neggh%?olfg?ég%eél tdhr:n°%i ngérlléﬁteg g&%%?%%ri%?%’r‘w‘% %{x)lp i ances
and/ or syst EABEMPRIFRE1IEBAL rRFOHRAMWor REt hret IRGernefcagdi figrid fige
recei ved cogapnd. FIGURE 3 is a nore detailed bl ock diagram of
t he proceS@gs and co ni %ati ons between a web server 13 and an
IntetBet appliantBSBer TBE 1%°% oPXHFRT nFeGHESES ndr ecertain cdiRinol asyst ens
to the |Intecorheconshr uct efli ascorditapliehdd with enhed nandvaf édheapresent

i nvention. b_server 13 . y inclu one or nore CA processes 70

f or respondfﬁl\é\gen% ptrgvéaerreﬂggs 3 onFFRET FREr Y aﬁﬁeonﬁRBr nbre ASP
processes 7ByperterstspotidengrbotASProegeedt s (HATMt heequest | Akernden It is
cont enpl at egdg by 4h oor@gngdebnv&n{}@ﬁﬂ 3 ot_her C es le to
handl e ot hersexteengi ons to. oc? 8??1’%?%%%551 oi?ﬁvggqg]ség 5 §/a al so
be p¥dvi dedwelptserver ggcgiygsciheerpiaaesy bpdt sendsegemebi pagnt fddet hat

web to the web browser, which decodesl?the file tS€WM8b11$ My
nmerely pass, tEr ough.the,recei ve%,l P msssa%e if extension
processi ng TFECHBE PR 8§8CIipdr fREMAT gn the scggewi-al BPoPEESS

process, suehthsdgnamitcerdmitermigpedvided bySystenapr eheeekatt ESBLcpr ocess,
whi ch takesaé hEGﬁiPand ISAPI are executable applications that are run
20 by the web server upon user request. The executing
gateway application is able to read parameter information
associated with the request and generate an output in the
form of an HTML file in response to the parameter values.

Another way to add dynamic and interactive content to web

25 pages uses ASP. ASP scripts are server-side executable
scripts that are directly incorporated in the HTML web
pages, Upon request for the page, the web server

executes the ASP script in response to input parameter
values and generates the web page with dynamic content.

30 Using control network portal 12, users may access
control area networks 30 and 31 via web browsers 23 and
24 accessing web pages provided by control network portal
12 or value-added web pages provided by content providers
25 and 26. For example, a user who has a control area

35 network deployed in her luxury residence to control
various aspects of the home environment may use a web

e " ¥browser application to remotely monitor her home. She



5 message fromthe Internet and forns a nessage of the type and
protocol understood by |A server 14, The | CSP protocol is
desi gned byy,,Bagjsss! NC- The CE, ASP and ot her proGREHRRIBYs DE
dynanlcally spawned when there is a request of the corresponding
type received by web 10 server 135 ASP process 76 may include a
dynam c protocol generator 82, which enables web pages provi ded by
web server 13 to generate, send and receive TCP/|IP nessages to
A server 14 and the Internet. In other words, dynami c
protocol generator 82 enables a crlptlng 15 | anguage such as
VBScri pt omapavabanigs teebdmramtainsf settingj rigrt dpcseamani €RRIFY on any

TCP/ 1 P net woy COFFH}_eCTe';&ﬂ\ple,

are descri bed server 14 1 ncludés
ler 7XRusigfth 'Qélp sEBﬂ’ﬁﬁHFcéﬁ'é’g‘ Voi‘-‘t‘H‘ -CGl Spe oB@¥s 3160 Afe a‘H\‘%ASP

handl er 785urve1¢ﬂﬁhéé1@éﬁﬁ&ﬁ%C@be&l@hhml@SBthQ%e%%cﬁﬁltyHm@ﬁfﬂét72 and
78 are operable to provide ghtranslatlon function froml|P

hand

prot ocol uREEH PTRRCRBHt r o

to s
of o
cont
Inte

berﬁéélss% dynayi %eorakgg%ggeggrag or 82

to a

&r B3YnEVREr »P§ R remte%a&ﬂqw or
AXLi nk i n Rady ayCRneo cenbrdl c@lrealﬁetﬂ&@rdﬁuéirogrla:ﬁlssajh\&&r whidll eoper abl e

pawn agﬁg{gg@re kgg_cagb (s awa virtual device that is representative

r asso

a P yS|c§' device directly connected to a

r ol arfkra me&mmﬂb orfa vahtemdpedvivklr oegplsedotovitied by

rnet. - Mldipl e r3aidmare; ! Ogﬁgalb*éiﬁyé & o'fayanbe é‘oerz?c

to a single control “area network or corftent provid
Devilfes, WRAHN pWfsi cihe Or‘*°leVls1%I C A EOFHHEAETHIS gnEé a sS§&I%®™m

i dentifier Jaystemidd. cam A asdbi aiey deMfRdudentli ki cakh orpdyuTber

(devi
nMess
to
such
13

and

detai |l ed bl‘o

coup

ice ID),used to

n
ages. GRFEEDe o %nﬁ%? Sr BEGEIRT cGRPEFEErs 289  FayCX be

£Lannect ed

needed.

di cate the destination or orlglnatlon of

% provi ded

t reansd atre bro«;rrme propitdoals used bat erbalibygdi rol Amerleerthe

as ICSP to other APT tqgols ed. in the ontral _area
us etﬁ%rks St(J%L(:h"n i&

Y c"‘o?‘r1 ﬁ&&?uﬁﬂ<° Panfigiiiticol
conuért er ichamtelnefc@tmﬂgﬁd fta marcmomml tsheempébyceﬁed rprogram Idx server 14

a cont ré)r.lctgafdﬁg A58 WA 30 r.aerc.%rtcr'%h%a%lect rograEI GURE 4 is a nore

gran1of the 5 [ nternet a nc

server processes for

ling one or-AnOthe¥nﬁ%?meﬁn9@ﬂVa%%@n%ﬁﬁﬁé)W%P PaEES REREkRE by
construct etontent a6£6V i t 0saBhembediviBAbnOl it Re JuASR wdb/ gfigeoON.

that an electric company may access to slightly raise the

20 temperature settings of the air conditioning systems of

its participating customers in anticipation of

demand brown out conditions. Yet another example

high

is a

web page that a security company may use to access,

monitor and control the security, surveillance and fire

25 protection systems of its customers.
FIGURE 2 1is a more detailed block diagram of a

30

system and method 10 of coupling one or more control

system to the Internet constructed according to

embodiment of the present invention. Control

an

area

network portal 12 may include a web server 13 coupled to

the Internet 22. Web server 13 is also coupled to an
Internet appliance (IA) server 14, which may also be

coupled to a control network server 40. Control network

server 40 is coupled to control area network 30

35 links several appliances and systems, such as

protection systems 50, heating, ventilation and
T e #onditioning (HVAC) systems 51, lighting systems

that
fire
air
52,

-



Coupled to CA handler 72 and ASP handler 78 is a sof tware device
emul ator 90 that is operable to spawn one 10 or nore software | ogical
devi ces 86,%&09£1§5re sof tware representati ons of devices connected
to'the cont area net wor ks or content providers conncREHHSWI119%6e

| nt er net . Sof tware device emul ator .90 communi cates with a protocol
converter layer 92 which provides a prot%col translation 15 function

bet ween the | A server protocol and the control area network protocol,
if they are different. A CAN transport protocol client 94 is
also provided to communi cate wth the control area network coupl ed
to I A agédigeraridl. v2Gual systdyst I53,usanaf §@é1§v\@f§ sly;g;léﬁggl sg@evi ces,

| nt er net I i h,as .web .cont ent ders appear to | A
server 14 nooﬁtgggré%?tat ﬁggwgg\% c@s ot e‘if"‘l%lea 'to us%BnEF‘B?rféFéa
net wor k. devihesebbrand mpstegppeatsolibat 36. | nt er net appl i cations
| i ke content pro d t her ygb . b dir

%t ﬁkg‘%b D65 48023 c&H f‘hgtwégx DOT @I“%%”magrea

conmmuni cat e mast er contr Qerd t Re
net wo? ks the |l§§%}@’nented coyméndsingbe d@ddinceldne spetewmorithadd hasea

networks. suffisi&htarlmemddit eraed al%&'dc“e%tél aBBﬁéL tQ.be 98¥é?§f on

the control area network that can be controll

control | er. SSPRIAES eTYTUHET ol | Sighiaaty it é’é’lﬁ—‘eion aéonﬁﬁﬁag tbnt he

| nt er net apmimnnmlans Web server I3 GUREopelrard e deiaddJ&drbheekedi agram
of the I nt arn rver soft devi ce emul at or

leance e
orocesses 9O f ¢F€%o0 paﬁ nsg 58" ﬁ% PTIREFDI %\@staé‘r?s & 35espPopfe PVt er net
const@ uct edgemenating ta@darpwbwlm@nttheof requestéde Waespagesnventheon.
ot ator 90 A AGLHIESAN cLREERRlor the G 19l 4 SYSLED Bt Gl LT,

sof tware device core
Sof t war e de’Reainede bMOOCeBRADAFeEiRg Witht HA webrserverd, whichviss a

device appih&adhpa wogbmplleta%f agern( A4 e,ll%ontrol eéofk;tsw,e devi ce
core 100 al so conmunicates with t control area net S via

control are%‘”h%‘t%rl@qq“@rd%eﬁé§ve5 401190 okpiimt statge ahdo otket udes

a QAN mmﬂ:om&a@e Controlocessesri 0dergedevice §t akedMjfilyenpace
process 10 vi,ce state storage process 106. CAN"I nput

4 a
nmessage th&%r oces $3° t% s COPERASIET 0 OFecBFDET nﬁ%tﬁ%%sa’g%%“%d
parse the fiegdsd otot twermetsag'eheocdattecrdﬁ neréa Maetagekl0 Itdesty nedion.

The rressagecmniﬁgatdfpn §8§§E§3|1FE§ égg{:wf server I (Rgl cal eéléctel to

receive
coupled to the network and functions as a device on the

20 network. Commancds entered at a web browser are sent to
web server 13, which relays the commands to master

controller 36 via IA server 14 and control network server

40. Master controller 36 then instructs appropriate
appliances and/or systems in the control network to act
25 according to the received command.

FIGURE 3 1is a more detailed block diagram of the
processes and communications between a web server 13 and
an Internet appliance server 14 for coupling one or more
control systems to the Internet constructed according to

30 an embodiment of the present invention. Web server 13
may include one or more CGI processes 70 for responding
to CGI requests from the Internet and one or more ASP
processes 76 for responding to ASP requests form the
Internet. It is contemplated by the present invention

35 that other processes able to handle other extensions to

HTML or other types of requests may also be provided. It
~2s also contemplated by the present invention that web



software | ogi cal device may represent a device on a control area
network or an Internet application on the I nt ernet. Devi ce
state mai NHRYWASBs Process 104 is 15 operable to detgsfiS6iridos
current state of a software | ogi cal device and to determne a
next state in response to the processed nessage. Device state
storage 106 is operable to store state transition |ogic of each

sof tware | ogi cal device for use by device state mai ntenance 20
process 104. Referring to FIGURE 6, which shows a flowchart of
an enbodi ment of a process 150 in which a command entered at a
CAN user | nservexeldsnael poeeby pasa thnoeqh phevideeived IPometsisegent er net
according toe LhE RSO bRYeasoty 14\ #0: -Uagirealers dalddn aguser

i nterface device coup control area network, as sehdwn in

bl ock 152. SW%ePIOtOCOll nPEPFAEE: deide Ady B dRtaKIethasentgpla

conput er systérﬁ”%f@ioc\%lh areep) t oprokeyboarghasd MPHREs feheexappl e.
The user may enter an al phanuneric string ciick on a 30 button icon on

the streen,Me}RRAFE at TRt eo PERERR bRt Iormspén@?ssa% eff EBE t¥R$ ot her
suitabl e gt .protihmwl da:tnaiers..oodenbpy MRy $&ffdere 1he useahet 018590
submt the entered ta h pushi - S mt but.t on, as
shown A ESfesaigfh é r e @rfa Cdevi ﬁg;r‘f f(r)%%% 835
control systtErernessagessasompyr aki niyntahe canltler expatated a:viden theréhés sender
AL eC DL AN p o de EPSRAES, coBfesSlRUing ype MIAYUASRy TBE MRSTEr

controll er then ends the mes

15 10 sepyeD the c%?reroeeea netmey kinasughoandiynabiockresgcothe
sender andyedLLAPbents2, akRicKPeHabied Py v'%agalé“' Qk'Svmcc Bpmpkpat i on
of system ID and deyice ID. The recipi ent be determ ned by the

data enter etPTRAT he2user 9°NFGRTS  SeRdarpre, recﬁ‘?é’%s’%?"ﬁ%‘?/ R&v7&2g6Shed a

but ton assom atred serverw Lh upeat ivag thet\é@be@age OTfnt hﬁhcéent ea&a@row der.
The ntent  provider. is é%e\u ousl assi q uni g

conbi nat i on Ba¥st eRFPECSERY a TéE 9D enablesSthe m§F§rpcbn9r ol l er
on tifat netlamduaeresves aheVBGcrlpnessagaval&t:mmmesetheoarbiseagé as

shown i blECCBl, compun 00 BLPUbychaANNele 81 A e,azp0ck ket thobhe

subm t butto e user nt er ice IS turne & nast er
control | er Beraiki cafe d¥ranihergatacps tgsneratent . 82THre descgubggiate of
t he out put wdwagpel of the submt button is

IA server 14 includes =a CGI handler 72, which

20 communicates with CGI process 70, and an ASP handler 78,
which communicates with ASP process 76. Handlers 72 and

78 are operable to provide a translation function from IP

to a protocol used in the control area networks, such as
PhastLink or AXLink in Panja, Inc. control area networks.

25 IA server 14 1is operable to spawn a software logical or
virtual device that is representative of or associated

with a physical device directly connected to a control

area network or a content provider coupled to the

Internet. Multiple software logical devices may be
30 connected to a single control area network or content
provider, if needed. Devices, whether physical or

logical, are assigned a system identifier (system ID) and

a unique device identification number (device ID) used to
indicate the destination or origination of messages. One

35 or more protocol converters 92 may be provided to
translate from the protocol used internally in IA server,

"=~ " ¥uch as ICSP, to other protocols used in the control area



15 conveyed to the user interface, which may highlight the subm t
button or display a predeterm ned character string as a neans of

f eedback t r. In bl ock 164, the mast er contr
ﬁvec; §PZ67H'§5‘3 Bt1/6800h Eﬁt@he

forwards t ssage to the protocol converter associated wt

reci pient software 20 | ogi cal devic§3in the I A server. The protocol
converter then transl ates the nessage fromthe sender protocol to
the recipient protocol, as shown in block 166. Note that pr ot ocol
conversion is not necessary or is null if the sender protocol is the
sanme as the recipient protocol. 25 In block 168, the translated
message i s fdtoest cuch as  ddiandd sercoPhapedimdk.t he Fof s dadgi cal
devi ce that epresent I pj gnt., conv vi der Tge.

reci pi ent conver%eo%t%r Zlgltaog‘ietc%es{fg:yi c‘egrge:(}:l%i \Pelgé‘{%cgﬁr)rsesggﬁéogﬁ stores
the messagelAorgerar i ardhtaa smtustluregest retopeci f3¢ S0 the ozamé on

speci fied by an dniae val us SUGILAS oRYTRER. p1ock dMIEMEOLEESHONDS Lo

t he channel nunber of the recipien software [logi‘cal device, as
showP i n blotieq®L agpélance segVered®FRBBIIRS | §9ac e bing bynspedi fyi ng

the index pore RUARELL ThHessahd wareg | eghcalrdevicee t heniangased the 35
state of an out channel of the sane channel number to ON, as

ut Al ) .
shown in bl‘?ﬁ?@’%‘i’lﬂg 9% ARy BEPABEBENEhRT eddlt Presenrfpyiigwer er
physi cal orcdusiedl ,tommydlavaaad@e@r mPreand ASP handler 78 is a
16 hannel .each Jjndicatlv of . a _spegific function
par anet er osro%’%%%‘rt@?vﬁﬁt%%l%i,a“e%%ﬁ%ch%ﬁ& l?nﬁpﬁg@gh‘ﬁn“o spavn Gl and
an ol put olmanmekrestsatfaéware logical dPeviodscalol,y whotchat aret softtivsoreet i on,

the reciplflfirecentad /MR NGE BROLECE! BAAEREKS ddiecpUI BUL CRANNGl St At es
of the software Togi cal device associated therew th, as shown
in bl ock 1MEtwWares | af eFRBECRPPPIrOFLIdSeH Sr et ifictessl to thet Hattemmedut put

channel st a§ord$a N andi thebphiPheoth8odaldhmunicat &S SREERL gd gddvddiat
channel has been changed. Lp block 10 176, the Internet appllcatlon

queries tHPIERFtSaredYer 32 WhgreaPrYe AT 2 BEOtPREL FdrRpsifFion
specigyi ng fulecismdptween thealire. sertvarrespereel 4Me shbt wmdogi cal

devi ce sends the message .to .the |nternet application, ,a hown

P FERK DRSO e T arer Rkt dpl FRBYI AT eclAsate neshagdils

and uses andratssomtcopdphgetd t lvd idatta |94 aniappradpre at providedmariver .

The softwar 1 eyvi s SRR dhe L pRut o C stat e,y as
& SJEQA‘CQ Wi ER ttlﬁce]\lsc%ci?; rd? }:QQt Em,twgﬁé(nn%?wféd L8t &

shown in bl oc ., and turns out put State of the sane
i ndex val ueseméeshbdn in

20 By the use of software logical devices, Internet

applications such as web content providers appear to IA

server 14 no different than devices connected to a

control area network. Therefore, it appears that

Internet applications like content providers on the web

25 are able to directly communicate with the master

controllers of the control area networks to issue

commands to devices in the control area networks.

Similarly, Internet applications appear to be devices on

the control area network that can be controlled by the

30 master controller. The master controller is able to issue
commands to the Internet applications.

FIGURE 5 is a more detailed block diagram of the

Internet appliance server software device emulator

processes 90 for coupling one or more control systems to

35 the Internet constructed according to an embodiment of

the present invention. Emulator 90 includes an Internet

T e #Bontrol system protocol (ICSP) software device core 100.



bl ock 184. 20 The master controller recognizes a change in the
i nput channel state of +the software |ogical device
represent i mp edey1dsnt ernet application, as shown in bl ock PcT/USRA1796! N

response, the master controller turns OFF the out put channel of the
user interface device, which is 25 usted to notify the user that the
request ed action has been conpl eted, as shown in block 188. A change
in the col or or shade of the displayed button or the display of

a predeterm ned string nay be used to informthe user, as shown in

bl ock 190. T roce(i% ends in bi(%k 192. . FIGURE 7 is a

fl owchart Jd‘f?re‘ﬁ?“ Com“‘nlﬁi‘bﬁésé’lﬁbotﬁﬁ ek P eivemt er net
applicationr:fam@tloes*as applicatiser blﬁbgﬁc%ﬁcelhﬂergcéontipi Syisiteem
according t chi o] he resent i_nvention. bl ock 202, a
user E'%i{é(}r%rean eJE&%ﬁts taflgtr? a sr‘i’t e PSR SR | 6’ﬁ't‘ 135

| nt er net amsnteal Gremyndeverkappld catnonokbxecati ngt@br& I/O qu/aeiésserver

of agweb content ppauiderr agyveh ROWSEL, py Suitable
| nt er net - based applcatlgn progrte%m Heiules 2 caN ‘nm* " me¥s

17 PTORRS 3G etftet PR TR | Yir baynaénbparabkeprocrsseildd amd

al phanuner i géving etlekedkdyrddte gskesthe @FLi VoM nput meWsa g
di spl ayed i mage or ic a co |nat|on of eysttokes entered by

the user. & erﬁsec?mefg%\ppﬁ CRSTGRLSs to FRERLVEeqiRRits mesRABEEi @@d to
the contrgarsystem fliglds of shecidadsifancbP RAURSHaNd PRI er of

t he qreci pi eqt LriasOftmare | ogical device, as_shown.in block 20 The
web *° ears;éesrl'vler‘ra“|‘sonc‘or#iiéggtpgds %eh $2- 103 ol Aet SBBGEFe&Fi 6n SaREWaTe

recei ves tHegizalessiagdceontai niageihe eriter atbdaige. as Recallshawati n

bl ock 206. s ke, Meb serven it hanyi pst ateg s Pl,qmore processes
to handl esot hea recei veg messgvve'9 ay{-‘é{, ePr % wn ih BtC C‘Zoé”JO *For
exampl e, &°OGrPr oRESI rﬁ’ﬁ?‘*@é‘( or aﬂprUW%inEtoaIEP@ridlceu@@h seni ghe or an

a wg 15 rogwser _con ectlng to the web server he Instanti ateé
pr ocess extolpzfd:ta\gi&‘a &% r BRFERBIPD n%ss%}g%-?'é‘éeliﬁe%tefr(ﬁﬁ a soffwarat er net
appl i cati ol cgrictaflordesy i dress@geo OficBermine BRI HOEO| stises by bAspehyer 14,

such as | P t of a content provider connecting.tqQ the web
thacag e REGERIEec, mesiay aniir Ve caty e | ALOTREE (DY Sa1 a

ASP pr oceSSnrtwcn@Et De Vi dad ¢ hﬁé‘ﬁrkeaﬁé%écr%mées | Rolhe; %ase of

server,

| CSP m@bg@ ttcraamtmiatdaycrar&ltm chogiloest aatn sedtivate

protocol CQREATSION deviR SRYNCTIY 0GRS §LGN-$ENGE L0 rointenance
20 process 104.

Referring to FIGURE 6, which shows a flowchart of an

embodiment of a process 150 in which a command entered at

a CAN user interface is delivered to a content provider

on the Internet according to the present invention. A

25 user enters data on a user interface device coupled to a
control area network, as shown in block 152. The user
interface device may be a touch panel or a computer
terminal with a2 monitor, keyboard and mouse, for example.

The user may enter an alphanumeric string, click on a

30 button icon on the screen, push a button on the touch
panel, or effect any other suitable input. The data

entry may require the user to also submit the entered

data, such as pushing a Submit or Enter button, as shown

in block 154. The user interface device then forms a

35 control system message incorporating the entered data and
the sender and recipient of the message, as shown in

g " ®lock 156. The master controller then sends the message



| CSP nessage to the software | ogical device associated with the

reci pient device in the control system as shown 25 in block 210. The
reci pi ent Qﬁob&%ﬁggfied by a systemID and a devi ce | Berrusoo11796
The software [ogical device then stores the nessage content in an

i ndexed position in a data structure, as shown in block 212. The
software | ogical device turns ON 30 the i nput channel associated with
t he i ndex nunber, as shown in block 214. The master controller
becones aware of the input channel state change by periodically

pol I'i ng the channel states, as shown in bl ock 6. T ster
control | er ARP AFherF R TRt P IRA (1S YR ed 39 ¥Ry Jtrhé’ k lgﬁa%‘? stat es
by sonme nechapi&m other thecipiemt akhe specifibstier pont ol | enighen
requests IREIESSA0S COPIYLAh 1p ank"USAY 15T TR PUCDSICRE Sent
bl ock 218. mayheesdbteanénkdgbyalthdeviasa t hehesendsbyt ke user. meBsage
content to the nmastei.co | er. ' f rds t h s cont ent
o t e phy< e Hey; 615 noihe Shm (Bree ‘UL, puccor' HEsBReRa0fat0y
220. The wiichh cepdatnyethe heebspagedatfa Wil ertterdccorav gy, BBeshown

I n block 222,nredh® provide®BSILE CRMFAlJ RN yTBYa 8 Sgnsend ol heysagRedata to
a user interface 1n the control area network to update the

di splay, @eBhowtieon Ry 1D B sofdsiEir® 118y cal devi ce then

turns OFF the inpwd ARdtedt pYhreaneel sonaghi® netsewn tdcdiwvek 2R6.  The
OFF states of the in_péjt and ut channel s notifies,the #ggernet

out fi
applitati oMesPiEH 2 proms%%r?fb%lirﬁgfﬁlgiol #5 ¢ AROERf taP e Bgi- R8I devi ce
to det esot et t beanmelt s aade oas patishadneitst abessubhat button

appropriate -action_has gq,eal A L d N respanse st q,, the 15 .. .gntered

data, as sHown“'R BISck 228, 'ea%e.re‘glc%‘éslandsﬁ‘ﬁn' _ Y proek™836"

It may be noredrehberthe bsélefténpbatamdcodtata is beinghesmel sThfes to

notify the gecipheal ddatndabachsc channdiV/abiabhe <ithil NSucssndes that

an action as been 20 conpl et ed i s merely provided he.r,elﬂ_ as an
exarifl e. @oryeved tonddfs RS béntsEdarey tMNISDS iRt i bRGNLIght the

FIGURE 8 il{ushi@at 8steol! O£kddbposamobradeein@hed charagystestdifgi n

accordance with the tea%n ggsd‘o’f E:hg pr ei%gnt‘ In vent.i Of ‘ F;:E,JRE 8

shows an | ier RefSAEYS ¥ vEFEIR3S< 259 thRHupfed: t 012 g:ljl?rca'?i 0% of "5t abases

314. Wb sesyess 3d3ntrollenr etsempl édrivartibe theéermess83€é via the

cormuni Cat'gxr:]oéégoef converter associated with the recipient software

20 logical device in the IA server. The protocol converter
then translates the message from the sender prctocol to
the recipient protocol, as shown in block 166. Note that
protocol conversion is not necessary or is null if the
sender protocol is the same as the recipient protocol.

25 In block 168, the translated message is then sent or
otherwise conveyed to the software logical device that
represents the recipient convent provider. The recipient
software logical device receives the message and stores
the message content in a data structure at a specific

30 location specified by an index value, such as a number,
which corresponds to the channel number of the recipient
software logical device, as shown in block 170. The
stored message is accessible by specifying the index
number. The software logical device then changes the

35 state of an output channel of the same channel number to
ON, as shown in block 172. It may be noted that each

S - #levice, whether physical or logical, may have one Oor more



313. Wile the Internet is used as a network, the web servers coul d

be connected to any systens or w de array networ ks, |ocal area

net wor ks oWQ #a783%et s. Commruni cati on 30 | i nes 313 can bePEHSHVYIZY or

Wi rel ess connection. Internet 316 is coupled to an Internet

appl i ance server 320. Internet apy i ance server 320 is coupled to a
plurality of control area networks 322. Each control area net wor k has
one master 324 and a variety of control area 35 network devices 326 ’
whi ch can include touch panels, audi o/ vi sual equi pnent, and

the 1|ike. arga s 4 : £ 19
net wor k devr ce %26 care elqnucrllvcﬁte‘rﬁe td" tRe ?%?%lrfnécf funcngﬁbl i ances
descri bed anAmRREtYy. or property. FPeptherveezclichaneeiomput Br¥ehaning a

Processor, jinput arfdlCdh aSufdud Nn¥) MYQrol @ processor, and nenory. Wb
5 server 312 runs _ a web server program oper abl e to provide web

pages to a r Rftrestiiepl tisePT Re 1fequiliGrREiIQser the recipiepfl |y

usi ngs a webr promwses . apollcatlon chatrbases Fldpue opsindl estosé 0be
informati on .t hat n be use

d b web server 312 proyide content
that may LGRS HOTEIRET e U8 S ko s ST SRAIASER dCVREE SRR Seni <
can incl udﬂmowmfmrratlboh 15dch Hse Gixelnst sapplersevnsnomecognlzes
listings, a sto n. or ~an t ¥
| nf or mat | ot e s BB L O Boret o ecedatnd: RorEotBEe thgcdall o6
15 assmcezrarrad 3&6thstt‘hé @oahestlr twa sofoeawat vrdraasaetcocat eq block
acrqgs the wogld iptercorpesked f ysel ;3pd camput th 6 rmygécatr on,
i ncl udi ng the part of the Interneat%rlé'nownl ] o ﬁ W)?IdS ; .

Wi | e syst eABIER sholkr Vigh $érverhsizdata by commraibting the mtxé?ﬁet 312,

web server s;alifucan ben 29°snon§§ﬂn%teeds<59"@é{‘:){°SM.%'{JQ.@an &wﬁ:aar gandet wor ks,
| ocal area net wor ks or, I ntranets. I nt ernet appl i ance

server 320 GR€ a™G&FAGE opfrabte tEternet gpplisabighrevdy b entdevi ces
connected tadiddie 178 er nhe Interndibapphficaohbnokecateasnehwonkssdge.

| nt grnet [ eryer, 320, 1 ne_emh nt £

transl ate %QPA @mgs%g%sa%%%erég g\/\é% §%?v§?”%l to“gs%égg %geabl e

by control maEmeEnet WEhR é@\fiu@@ge:%z.@glcal device furrsys@EMm B9, idpvtces 326

comuni cat g M AdL Ot BeLee, as §%WW§e§nO%H§¥§Sg§§ Cgﬂgemhfﬂgﬁbwe£ﬂgrk 322

or different 30 control area netwo vices 326 also
recei ve OUtH%fss%@%%n%ren%?%?%doﬁ)uY—%?déa@ﬁeLeéﬁiCrHﬁla?eaaﬁeﬁmwk 322 or
block 184.
20 The master controller recognizes a change in the

input <channel state of the software 1logical device
representing the Internet application, as shown in block
186. In response, the master controller turns OFF the
output channel of the user interface device, which is
25 used to notify the user that the requested action has
been completed, as shown in block 188. A change in the
color or shade of the displayed button or the display of
a predetermined string may be used to inform the user, as

shown in block 190. The process ends in block 182.
30 FIGURE 7 1is a flowchart of an embodiment of a
process 200 in which an Internet.application functions as
a user interface in the control system according tc the
teachings of the present invention. In block 202, a user
enters and submits data on an Internet application. The
35 Internet application may be an application executing on a
web server of a web content provider, a web browser, or
- BRY other suitable Internet-based application program.



generated by the master 324. Al nessage sent by device 326 is
routed through the master 324 on the control area net wor k 322.

20 w0 00/67138 GURE 9 is a bl ock di agram providi ng an exgripbsaby1796
control area network device 326 in accordance with the t eachi ngs of
the present invention. Device 326 conpdi’ses t he communi cation line
440 coupled to a comuni cation jack 5 442, which, in one enbodinent is
an RJ45 jack. A nessage handl er 444 is coupled to conmuni cation Jack
442. Message handl er 444 is further coupled to one or nore ports 448.

Each port C S vel s 450 an channel s 452. Each
port 448 nay%beﬂgg%%ggfe%%? rggge,zég \?OD c%%ﬂ%%ﬁoﬁ’o A5HF N ™ in
turn conn@dp@aﬂnmenicnshEIDgn°nteredcdnnetheru@ﬁrﬁﬂmha.Eﬁtisatiﬁh
interface , fo&i%&ﬁ E eyel 4 ig C a_yol tage
regul at or %56 * I%? I n‘fﬁ n c%%ﬂect?Qto gqu%- 9%H§%§ ace 462 and
provi des akedlsttapksgutedEreEdRh Ehanaeer 452The éohﬁQOBédamﬁllcatbona

rel ag 458 e Ch*ed_;tﬁ‘esﬁé”“coﬁ@@@@ﬁéﬁ £8 &hd Wasdidko1 sySOARechor 461
and provides a contact out I n operation, nesSsages In the

first prot§®ECIiYdqy &° 1P aéﬁ?ﬁﬁﬁI??&&P°¥E+n6?b?€ﬁﬂhdebél6B€apb?npanja

Inc. are softvd’a&@ll/tﬁ;hcm/l adwrmwnl g8t kaBwhi 1@ 4AQdy oo e, Soﬁﬁe@ew&blCh as
hanﬂler 444 receives

20 a naster control | er ed §§$ggh

messages. - NESsagd %%n%? V¥V Pespdhefdfe R lCatlo“reﬁ’é?vmg

t he nmessageecandessenl ng? mm5swm5$mm&aimnnghene ent el ofutat eaport
4484 ¢ shown 1n0r5 4c4§ itﬁ’ a cpot r\%b Oggpygr%hggpybsg ...gtgg\“ 5& 25
that 'is discreetly a dressabl duPd" be an
infrared geRerBode BEYFEESES “Fhe#@ndéan bhe r°”elVRmt|maa§ag@n sasin a
devi ce. SRR pi)z‘?tbléé& Mpul d rhe exa'mllenug%ie Eed %Q%O%tsegr%§{ ports 448

can comunicate wth t out si de wor rough “an RS- 2 nterface
464, diffeP&RVised ?n?é?@é%e§°5rﬁﬁf%Qﬁ%N$acé“aﬁq |process may beAs part

of a port é%w‘@h@nﬁbshéﬁal@rQ}xﬁmoﬁbgﬁﬁtsp\ In tHehapned o & pep of

porg 448 agd can take on a, 4§y val ue of either on or off In one
di ment PTENSR po??nneC“lng4 cEReh&RP uperBeEs, 531 chRARBIEIaES

Channel s 4520@@653&erqu cdbky commecties €0 melsmeyyH8radehedafirle in an

on or the Internet application and forms a message of a
protocol used by IA server 14, such as ICSP. 1In the case

of a content provider connecting to the web server, the

20 message 1is preferably already in the form of a ICSP
message transported by IP, which does not require
protocol conversion. The spawned process then sends the

ICSP message to the software logical device associated
with the recipient device in the controi system, as shown

25 in block 210. The recipient is identified by a system ID
and a device ID.

The software logical device then stores the message
content in an indexed position in a data structure, as
shown in block 212. The software logical device turns ON

30 the input channel associated with the index numberx, as
shown in block 214. The master controller becomes aware
of the input channel state change by periodically polling
the channel states, as shown in block 216.. The master
controller may alternatively be triggered to query the

35 channel states by some mechanism other than time. The
master controller then requests the message content at

e " #she specified index number be sent to it, as shown in



21 off condition. Relay 458 is connected to a contact out

468, which allows on or off control of whatever port 448 S
connect ed two 00/&h3snel s 448 are bi-directional and can PCTRS00/1 1959t
channel s, output channels, or input/output 5 channel s.

Level s 450 are in sonme ways simlar tol8hannels. The mai n di fference
Is that | evels can take on any nunber of val ues instead of just a
binary 0 or 1. Typical uses for | evel s include setting vol une

| evel , setting light |evel, 10 etc. Thus, the purpose of

nmessage in IS, P 0COlmy nd_and, receive controls for
devi ces, vmbitl?ﬁ%(aréefgftac%%d §8ftwaref=ol§§r]ncf;§| IG5 ot RN k 58895ReIThes send
and recei v&ests@tges content giel £bhet nagtenf comitrodner, moicexafgdweardd or the

device 15 ¢heShWs AROVE N R AITESIAYG L .be s .t vi.ce 326 i ch
woul d turn on a tel evisj onn, set a vc?l Ml?\jae E<I%}tgrlct(%hgl tie c?%qrg% si on,
and then pSYFEET/scddl Fhavelipndorkt iZ3P- The devdse telcediveisorthscr een.

Thi s scoul d dae aaceaPhicsledddd @ingly, 4@5§Hﬁ§n $eNp iR deysse and
interpreted bsx; massa%fe éo handlgery 444. The nessage n}é;)e/él%fai/e g%geom‘rand
to turn th83Ster CQITRQLIen, MV alfoaa@nfhdtenciane Hakentot 8 s channel

whi ch woul dntterfacent ial the redmyrdl0 tayda t hetBkRVi 660Mipdate t¥2 TO
set the vol l.evel , t ssage,co 0 S the level at a
certain valdgg%ilsa?/r’ec%?vggmg e 3538@‘5&%‘%%3‘}@ AgAtwarend agdffdnd goes
to |l evel 48@vdreg tttesn tburns OFFt hbevdlripage amwgubatput 46Ganhiedh,i masturn
wouh@ thengget,nt he, 1 I | by AN gonnect é% . The scrolling
B BSSK o Thr oVie t AT por T2 b Bhr dugh HHES Res 50

nessage 1 then go thrpug port
and di spl aPEdPyt tHERRG ks i B ohl khneke ednterseri apppocat3on, whdBh9 460.

A device camybepariisghchDlor feeel orr caBlek@hkbNglogical dMG& @ both.
User interfaces are things_ such as touch pan%ls, one way Wwreless

handhel d t FERERPEPEr , C8f chBPBI and  owhpet s champl  @hmted| i ddatdevi ce
provi des tberopettatel 36tionMidwdsechortak&eVviiGe. resfOhs&XaW! €he | R
2

genggatorsenggged data, as shown in block 228. The process ends in
block 230.

It may be noted that the use of input and output
channel states to notify the recipient that data is
available and the sender that an action has been

20 completed is merely provided herein as an example. Other
means may be used for this function.

FIGURE 8 illustrates a block diagram of a control
system 310 in accordance with the teachings of the present
invention. FIGURE 8 shows an Internet web servers 312

25 coupled to a plurality of databases 314. Web servers 312
are coupled to the Internet 316 via communication lines
313. While the Internet is used as a network, the web
servers could be connected to any systems or wide array
networks, local area networks or Intranets. Communication

30 lines 313 can be any direct or wireless connection.
Internet 316 is coupled to an Internet appliance

server 320. Internet appliance server 320 is coupled to a
plurality of control area networks 322. Each control area
network has one master 324 and a variety of control area
35 network devices 326 which <can include touch panels,

audio/visual egquipment, and the like. Control area

T e 55
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controlling devices that can control a VCR television, or ot her
item Each device in the systemhas its own uni que devi ce nunber, as

wel | as po Ws and channel s and | evel s t hat coulﬁgl cessed.
5 R‘}L‘? 10 illustrates a block diagram of rout G SO 1756
conponents of a master controller 324. ;g’hese conponents conprise a
connection manager 530, whi ch provides connections between

hi gher | evel nanagers and | ower |evel drivers. | CSP connecti on
manager 530 is coupled to a 10 phast link driver 510 via a PL to | CSP

protocol conVErSHEN device22326 AN AX | :éﬁqugfbxgég5l%d S Gpupl ed Lo LCSP

connecti on manager 530 via an AX 0 P protoco convers?%n 520.
Phast | i nk aapbldngsks aiss axdey grgvpooisdyol s used on control access
net wor ks. 15 iJJd.Qnakdy, _an RS: 232 driver 514 is coupled to | CSP
connecti on rranage?]eg3§%\c;::vt§‘a ] d?‘?\e/ercqé%g?tceoruspl ed'10%a? PTOCKeEPTP stack
524 and an diRpoas eanTATELORmeMEgero G 6processot CSEndorgeinyan mMagipger
530 is coupled to ﬁi\ ernet driver 516 via TCP/IPb§tac‘_k 524 ang | P
port onnect§oftmanagef 20 ° SETYEE oBSOUF e PPEFA pPoiYeRTOV LA
connecti vi twed 0 J¥gek32to a devyueesingd &kbey nethdri yequdd6ipgovides
connectivity to devi ces %t %%ched to an Ethernet connection.

(o

| CSP connectyRAFaenadei %36 i pE&*to | CSP message di spatcher

532. | CSP messagersbspad chier 532 6p8r2Ble t9end JrRSSaf@siO thd f engpt
manager s i ncluding a diagnostic manager 534, a device manager '536 or

a confi gur f3rPe used RihdiRh sgrers 312 to pmqvide |gmptgirot bRl may

CONViS i On 1B22,-6Q9AYBEYHS bl @M controPNaskhi Mot ddPicd C8Fs.andrnyice
ver sa. In sone 30 enbodi ments PL to I CSP protocol conversion

522 is oper@®l e include o igdoFmpetiipnex suabonkAg &8I t + pses nessayesishon
miltiple ;s {IR5Sa085% rdestdned stfoq{JT ﬂr@?-maccqrmxe%ﬁi%y £r 8ypénd
mul ti pl e out'goi ng” nessages into a single packet for evi Ces.
AXlink to |GSPLipTermelotorvat shean B20uservént ssontrol access network
23 devES _ between devices that use the AXink protocol to
| CSP prot ocol and Vice versa. | CSP connection manager 530 is
operldbl e to provimieernet 3lpouts nghéunctlilerdliicry.cf hESRocdsnettcahednnager
can route  oyosd O dr2CaLoPRE! O Srel O5Rle JEV C&S, " GIRLC JRA! CLSnBlF Lo e
communication, including the part of the Internet known as
the World Wide Web. While system 310 shows web server 312
connected to the Internet 312, web servers 16 can be
20 connected to any system of wide area networks, local area
networks or Intranets.
Internet appliance server 320 is a device operable to
act as a gateway between devices connected to the Internet
316 and control area network 322. Internet appliance
25 server 320 is, in one embodiment operable to translate
messages generated by web server 317 to messages useable
by control area network devices 326.
In system 310, devices 326 communicate with other
devices on the same control area network 322 or different
30 control area networks 322. Devices 326 also receive
messages generated outside the control area network 322 or
generated by the master 324. All message sent by device
326 is routed through the master 324 on the control area

network 322.
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devi ces. Routing is acconplished by first routing a nmessage

to the appropriate systemnaster and then to the correct device.

The destination_w.l| be contained in the header of the.Bag

di scussed B ®E71Po | P port connection nmanager 526 1I's operagﬁe to
manage all 1P connections, excepp standard |Internet protocols.
Standard I nternet protocol 528 provides for standard prot ocol s such
as HITP, FTP, SMNP and SMIP. | CSP nessage di spatcher 532
determ nes the category 15 of the message, such as diagnostic
nessage, devi Cergure 9SRECId i 1oEeSag8grand IVidiWAL AAN eiRepIGey and
rout es themto their specific nmessage nanagers. These |nclude

the di agnosxqa:nginagéﬁasm@tworxéi KR8V ke mBRRgekn 536CogAgnce withpkhe
Conflgurat' LY em%%e 53§hé”%r%@lé?9t q%wemq%aer%e@pce 326 compr@dRE 11 is

a di agram o ary packet for messages in accordance to
t eachi ng t hthepraaseminigatderi dgane 440 coupdefli Lot &f icormang ca tdodt éGK fi el d

670, and in, one n§;m§ yi Zg: Rcol af inRlsdag
identffl es 4[% which, for &?éo é) ssgc%lkond% {)ﬁ% packet vvlth sorre 25
protocol . hdmtigith 44 das acdupled 6t7<2 cnmmoaiestl-h@ tiacHl 442 Mespadieer of

bytes in the ta p |on e_packe Ela I be one
of t wo tg'l?é?ﬁoef ?é\%‘g %nger coubﬁ'ed to g’&lcas?rfﬁngkg g?%ééb(r;%gdcast
flag will sg},{tgha;hnaadmasﬁt cCompriseessage t@ralmozdewmselm a4 3fet ward . A
newbie flag.is 30 |an g ficeld 674 when a device js to the
network. THIEPRGHS ‘{if.?ée re;giﬁb épgng‘@yf ch?mc‘[ar?é1 e e an R%d i cating
thatigt receimesdddsh W%ﬁag@hﬁtﬁm ﬁ.he ﬂ@y\bl econnects detd ces nlne-m.n
Destination system field n:? for %%4 tAddr esshor}tg:3 of the
nmessage to ?@&&F%P-sp‘é%@f?%ds?sgé 53088 hRLrehlg I exany

25 EafPMiuRigatdsm a&g@dnhae@eao €9r beledlecdge t IﬂecanagbaaMSG
nmessage with its acknowl edge and response. ssagg %
field 692 amidesdaget@s? acoORects o @preeéemRin hd @ faceissg i ng

sent in themp@&i@és a SoltdRCbadeEt. | sLacedatdy resding &mermsaage

field 692 nd performng the appropriate functions. Some comands
are Hesi gne‘tpfcﬁlr G‘@h@l}’nl éadi ofibet wedh &Vdévi EenRffhger =© 2 LiJEERd i n

the master SLher poeHAl @doieaded Eehract ourCeBBUNI Cation with the
connection manag ocated in the 10 master. TABLE A below lists

exenpl ary nessagbs operatbien, messages in the first protoccl, such as
Phastlink+, PL+ or ICSP developed by Panja, Inc. are

received by a communication line 440 from a source such as
20 a master controller 324. Message handler 444 receives the
messages. Message handler 444 is responsible for
receiving the message and sending the message to the
appropriate port 448.
Port 448 is a control output or input on the device
25 that is discreetly addressable. An example of a port
could be an infrared generator device. There can be
multiple ports in a device. Each port 448 would be
numbered separately. Ports 448 can communicate with the
outside world through an RS-232 interface 464, different
30 interfaces or no interface at all.
As part of a port 448, channels 452 are provided. A
channel is a part of port 448 and can take on a binary
value of either on or off. In one embodiment, each port

448 can have up to 63%,535 channels 452. Channels 452 are

(83}
w

" ®pypically connected to relays 58 which can be in an on or



valid between a device nmanager and the device or naster. First

colum lists the command, the second colum lists t he val ue of the
command, t O®BHETAES col um |ists the valid response f rrecuosw/idmeéi ce
for that command, and the fourth 15 colum lists the valid response for
the master of that command and 4the fifth colum lists the
description of the command. For exanple, command i nput channel OFF
status is sent froma device to a master, which sends the input
channel off_ status to the master. The value of the 20 comand

sent in theEbnraprditarte ofReIRY cHIhahd foosngcseg to a cpptegB0gsBit
Because theygeyi ggiks 2¢26L8Y otnheoﬂreééfa%oﬁétealoo%f W V\/ﬁté§e?2p{ TP Y for

t he devi ce. The master response is € comand
for acknow kslgeonnegcteaé to. Chaapelsptit8nage bliedd srrandnaidianat esrt hat

t he i nput czj}g(\e/i Céggﬁgnelc LhSnbAst heoggggg_t atclrllgnnelgus, t,hi S %L{d%\l\pcul d be

sent by a t'er “bei ng qler y- the nastef to sa its
i nput5 channehansels. t he of f status or it can be sent unsolicited.
The master woul d. t edgrre

h 30
TABLE A Yr%'g SE86 2p8Ks8 5‘%61 J@VS\@%"H &S FOn $82MB8SH ptTith

Messages Friin difference is that levels can R4 Gn &BﬁTEmeer of
Acknomﬁedge -None ne Eﬁnflrnatlon of ness

recei pt. lue?\lak“teag of Just agg%@t’éy n&~ None Wl‘-?&lcéétté‘é aiftoe"d
delivery ofle@véEssagelude setting volume level, setting light 1e&2Al,
systentls |n one enbodi nent, a conplete control area network with

st%gle #eSt er . Thus, nessage can be directed to one of

many different comispl taée@qagb%rkﬁ message |ih ORgL £1REGEHBHE G@nttrool
systemfield is two bytesm 5 size. Destination device field 678

lists the ni@@érahfereceive gaptrealenfort Beviessagehishpairgg afdichedrhe

devi ce "angg, controfadhde BdwWer & befaeen O and 6% D32 ce: P AL on
port field 680 lists the specific port of the device that the

message i s @Gt inearingr . infarpakienbodi Fent adsegdeot ook 1the deMimsorts up
L0 005535 PORLSm ObblE, U8VhEEsage could be SBHECROSURLINL' B Qg e the

nunber of a system e nessage ori gl nates. ou(c evi ce
field 684 would [ugns artheaddeilerishan,t rethessagéunei giewgledfbrorhhe | f t he

television, and then perhaps scroll some information
across television screen. This could be accomplished by a
message sent to device 326 and interpreted by message
20 handler 444. The message may have a command to turn the
television set on and that would be sent to the channel,
which would then control the relay to turn the television
on. To set the volume level, the message command to set
the level at a certain value is received at message
25 handler 444. The command goes to level 450 and then to
the voltage regulator 456 which in turn would then set the
level by two-pin connector 462. The scrolling message
might then go through the port 448 through the RS-232 port
and displayed on the television connected to serial port
30 DB-9 460.

A device can be a user interface or a controlling
device, or both. User interfaces are things such as touch
panels, one way wireless handheld transmitter, or custom
panels. The controlling device provides the control

35 7 s#methods for a device. For example, IR generators are



device nunber is O, this indicates that the master of that 15 control

area net wor k is the enunci ator  of t he communi cati on.
Source port field 686 |ists the port-where t he nessage ori gi nat ed.
An i nport af0 BERELL of addressing is the sequencing % ﬂ-@g‘g%&
There are certain nessages and circunspgances 20 under which nessages
must be delivered in the order intended. This requires that
each devi ce be guarant eed the correct order for delivery. However,
whi | e nmessages destined for a certain device nust be deI ivered in
t he 3 ndeg; - o4t o) r e pos

desti ned f%‘rgﬁg??f%a?g%tgdgﬁ cﬁstmt L4 ngé“z?‘? 2 %Iﬁopgc%%ﬂ SR 3”123

i ndi cat es doheradyenopgach deviggn igectne befstent hesnessagevr supigqueed from

th t t « th | d
hog ?cl)ﬁntemtil ei'%l i nu@%?érrle%ed ggsgﬁg%aon? ﬁémé& tgggee‘%%%ltn%rl aneqa e

reaches zeleve’smhettheul:@m FEsdwmsizero, the mast er generates an

error nessage i i that; t he ssage has not reached the sender
W|thg an air. I\/Eéég% %0 r1611 BEEACERd %g'é“i% dﬁ?%ﬁ‘é“ uRF queC ting
i dentifi cartd:momnber of a mdorerm cessagbler 3JDis nﬁ&w ¢orﬁbom@nwed by

| ow | evel . Cirn‘a

Val ue  VafPBPReSponde COBREEHIPRi omanager 530, Whlc“ provides
Messages Fe@fhections between higher 1eREYl GanagdASTERG MueChaavel ON
St at us 0x0084 Error 0x0001 I nput channel__turned ON (PUS

stat us nmesSEHECFPUSH) ICPPeATE SN er FAPABRE Grithnéf G—“?—ﬂﬁteﬁ © %0085

Er rog 0x99sd1ihRpyEi¢banpedb Luenad -(REFEASHP protocol conversion
OFF status rressa%@h(Dew ce- >Mast er

( RELEASE) €% put ziver %’bxeeoeyouc@%@dseio &8s TREPAR t urn ON
message. (Masigiz>Peyi Qel an BRXlink to ~CSP Px008801 conversidd Ryl ce does

not support channel s,

t hen Phastlink and BAxlink are )@}(@g@;v protocol smsggg@e 9% only
ACKed. Qut pyt+ £h Qg(l:eg\l @t dhsks 0x0086  Error 0x0001 CQutput turned ON
status (Device- > ster) message. Qut put
Chahbel OFF dditkonebl¥y, 0x00BT;23DxE08Ter Gut puts tepupBRE to ICSP

(Nhster->q§gﬁggg tion manager 530 W%008%pp driver ngs%%%$led dev] ce does
TCP/IP stack 524 and an IP port connection manager -:526.

ICSP connection manager 530 is coupled to ethernet driver
516 via TCP/IP stack 524 and IP port connection manager
20 526. RS-232 driver 514 provides connectivity to RS-232
devices and Ethernet driver 516 provides connectivity to
devices attached to an Ethernet connection.
ICSP connection manager 530 is coupled to ICSP
message dispatcher 532. ICSP message dispatcher 532 can
25 send messages to different managers including a diagnostic
manager 534, a device manager ‘536 or a configuration
manager 538. '
PL to ICSP protocol conversion 522 converts from
phastlink (PL) to ICSP and vice versa. In some
30 embodiments PL to ICSP protocol conversion 522 is operable
to de-multiplex incoming multiple messages into multiple
messages destined for ICSP connecticon managers and
multiple outgoing messages into a single packet for PL

devices. AXlink to ICSP protocol conversion 520 converts

~ b5

g



or not support channel s,

Ox 0001 then nessage is only

ACKed. Qut pwb oolsmnasel OFF 0x0087 Error  0x0001 QgpyéoohHoped
OFF St at us st at us nessage.
(Devi ce->Master) Input / Qutput Channel23 0x0089 Error 0x000l I nput
and Qut put ON Status channel
turned ON (Device->Master) : message.

| nput / Qutput Channel 0x0089 Error 0x0001 [Input and Qutput OFF
St at us messages between devices that use thehAWbehkt proedc€EFto
(Devi ce- > st at us nessage.

) .
Feedback gggéﬁglpEQFOCOl aquﬁﬁﬁ? RERa - N A | ndi cates t he feedback

state the nmasterICSP connection manager 530 is operable to provide
mai nt ai ni ng. Chlx Funct; 1 .
gener at ed fpeuting functionality. ICSP connection manager can route

Di agnesti ¢ pyr peees. mksesbackl Sdannedvidds, remotXQ¥kter¥ And rembhé
I ndi cates the feedback ) . ) )
state the na&Y:fefs Routing 1s accomplished by £first routing a

mai ntai ni Ngne§Phye to the appropriate system master and then to the
generated for -

Di agnosti c peFpesesdericet VAPfedestination will brOcOAtadredsin GRE0SA A

| evel val uepchangeds {MRSILID GB)scussed below. or | f
devi ce does not xQ01 support
| evel®, then 1P port connection manager 526 is operable to mangagssage isS

only ACKed.,igvely Vabige *ions,) & rcleﬁé. soe(aorg)c?ébfd Eﬁkesrarnepx%%gi:&sgys?g)e(lcm)l

val ue changed. vi ce- >Mast er
OxQ001 UseStamdardnsiztemngtVhgimrtododyi )8 provides for standard

"String”. Eﬁé{ggols I\%usthera)s HTTP, FTP, %%%8§ndE§&95. PXCCOLELSed ho

transfer a vi ce-> "String”.
Conmand ICSP message(0x(GpEtcBe@0®E32 Qi&XPimitisedthe thaergbey a
(Ma ->Dev'ce):h sa c . " "Cbnnand".d Comand
x008C Errdr  ~"Bx0BBP28ed PBPrafst e R IBSTiCe- Hrspdry  device
"Command". spieglifsd evebg¥al und confOyQEREL offf M¥ssage@X0EA rBageests the
status of (Master->Ngpst.er) e o] specified
| evel val uet'j.\{'?em to elr 'specific message managers. &‘hgﬁ@égcipfiet he
| evel does t¥é diagnostic manager 534, the device manager 536, an@XisSt,
t he response , ) ] nmessage i s
ACK. the configuration manager 538 and any other managers.
20 FIGURE 11 is a diagram of an exemplary packet for
messages in accordance to teaching the present invention.
The first field is a protocol field 670, and in one
embodiment, one byte size. Protocol field identifies the
format of the data section of the packet with some
25 protocol. Length of data field 672 indicates the total
number of bytes in the data portion of the packet. Flag
field 674 can be one of two types of flags. One is a
broadcast flag. The broadcast flag will send a broadcast
message to all devices on a network. A newbie flag is
30 placed in flag field 674 when a device is added to the
network. This will then cause a response from the master
indicating that it received the message from the newbie
device.
Destination system field 676 allows for the

35 " "3ddressing of the message to reach a specific system. A



27 Conmmand Val ue Val i d Response Description

Messages From DEVI CE MASTER Request

Qut put Chamebo/s7133x000F Error 0x0086 Requests the st atper/0§ooniddgUs
speci fied Qutput (Master->Master) _ 0x0087 channel
or ALL CQut put 25 or channel s
that are ON 0x0001 (if channel
=0). |If t he request
is for all channel s and
none are communication algorithms to correlate in the @i ¢ drel

response | §ressage with its led d re ACK
Request Porte aL?nt " Of&ﬁlgw EFPor and &BBBBSeRequest nunber of ports
(Mast er - >Mast er )Message command field 692 and messethdey diatixe.694
Assunmed 1 i 1 e 5 :

response. Port- Count the actual mesgagagbeing (pent gipobhe MARKSE of
port$ used HacH Dezcket >Mastdygdoded by reading the message field OB ce.
Sent upon (al\r/ladster- Mast er) reporting by

2 devi ce performing’ the appropriate functions. Some GMRandsas nore
than one are designed for communication between a device RBidagedent by
a master C . _ as a response
to located in the master and other ones are Régtesgeporforcount .

Request Quiqadmiidadlon w014he EtbBhect 18%0Q0%haRBAUESEs PaMIDEE afp Lount
out put channel s Yusedmbg(,él\/asterf >Mast er)
speciti ed ﬁ@rst"eo“n TABLE A below lists exemplary messages that are

device. ASSMIBY between a device manager and the device or master.
256/ port if_no X L. '
response. GitgRkt Chuffel 1E5GAt the cormaad, Eheorsecomk0001umhunbert sof
channel s usgd (IRULE NI &ohmand, the third column lists the vald¥
specified port. Sent (Master->Master)
upon repor tieFPompseg from the device for that command, and the fourth
deviee/ porte 1k .'1t f ts the wvali

) £ alid res £ e ter of
mor &t han 2§|61 giﬁanng?s. ponse for the master of that
Sent by a mwesmandasrg the fifth column lists the description of the

response t t = : .
Qut But Cha%r?gsgéo%z‘nt FRe§UEs Plesy SORRRG frput hegded OEF Gtatuspidoo
Request numsleert ofréivhst edevibst @) a master, which sends the input
Lg\ég!?igzeg:g% _nel off status to the master. The value of thepgqumes
8/ p@odt if memmand sent in the command value of the conrRgpROFER1d &wel Count
0x0092 Err.qr 00 00Q1l Number of |evels used (Device->Master)
by specifié‘(f’po V890 BECARSS: &PesPedi&e) 15 sending the message there
upon repOrTils_ngn@yrasponse for the device. The master response 1is
device/port if it haﬁ‘ ,

0x0001, which is the command for acknowledge and the

description of the command indicates that the input
25 channel is in the off status. Thus, this command would be
sent by a device after being queried by the master to say
that its input channel is in the off status, or it can be

sent unsolicited. The master would then send back an

acknowledgment.
30 TABLE A
Command Value Valid Response Description
Messages From
DEVICE MASTER
Acknowledge 0x0001 | None None Coniirmation of message
receipt.
Nak 0x0002 | None None Indicates failed
delivery of a message.

R Y
X



nore than 8 | evels.
Sent by a naster as a

response t oweespszsIs PCT/U!
Level Count. Request String Size 0x0013 Error 0xoo§?' gﬂﬂggt
nunber of bytes (Master->Master) 24

supported by

devi ce/ port for a

singl e SEND STRI NG. .

Assume 64 b§YeSelRf he, 1n one embodiment, a complete control area
response. StLi | €5 : 3 Ergor._ 0x0001 Nunber of
bytes/stringé %g6gce§éﬁgst%”)51ngle X083, kRls, “essage - can sgﬁported
by device. ¢hmetted>Nmstarg of many different control area netwdeRk . upon
reporting b¥,,1
devi ce/ port i
supposts thahzé€4 bylestination device field 678 lists the number the
strings. Segt by a_ i ) )

nester as a ?gé%Sné’gatto the message is being sent. The device range
Request streafl Blez€anywhere between 0 and 65,535. . Destination port
28 o go%g%nq, " .. Val ue Val i d Response
Descri ption.j._lel lists tne specific port of the deekegebaFr She

DEVICE MAShERsage is deequeeld GIETBNOLS 28e emboQ¥ROLA +ELT Qhotof¥0094
Requgﬁt nunber of bytes c (Master->Master)
suppdPted byUPPOrts up to 65,335 ports on the device.

device/port for 8curce system field 682 is the numi

singl e SEND COWARD, & 1s the number of a system
Assune 64 bypesejfthfy message originates. reSporse. device fiRdvhmAd4Si ze
0x0094  Errpfses OXOWdvi Nunpere Oéhé%{% MEAY ; £ebiEVI ¢¢- gllster)
supported by devi ce. _ (Master-> §¥%ﬁ) Mdinated £rbREV! 8" EHE

Sent upon r@pvk€engumyer is 0, this indicates that the master of that

a deysce/pogfnifoil area  net i ; £
supports than 64 %yt e? ea network is the enunciator of the
commands. Seermpyi@ation. Source port field 686 lists the port-where
master as ESRONSELd %riai Request
Command g‘lﬂge. &g orFi'e(%f'uneast’tedl_'eveI Si ze 0x0015 Error 0x0095
Requests the dat&ntyppertant aspebhstodr -adddsafihg is the sequencing

s a
f one embodiment control system field is two bytes in

supported Ey $né§¥%I h . .
Assume BYT { s %eﬁ)) ihere are certain messages and circumstances
20 under which messages must be delivered in the order
intended. This requires that each device be guaranteed
the correct order for delivery. However, while messages

destined for a certain device must be delivered in the
order intended, out of order messages are possible when
25 destined for different devices,
“Allowed hop count field 688 indicates how many hops
can occur before the message is purged from the system.
Each time a message passes through a master, the allowed
hop count field is decremented by one and checked to see
30 if it reaches zero. Once the count reaches zero, the
master generates an error message indicating that the
message has not reached the sender with an air. Message
I.D. field 630 contains the unique identification number

for a message. This message I.D. is used by low level



I f no response. Level Size 0x0095 Error Ox0001
H ghest data type (Devi ce->Mast er)
supported for a | evel. (Mast er - >Mast er)
Sent upon %Wﬁ"?-’ﬁg by PCT/US00/11796
a device if it supports 26
nore than BYTE (Type
x10) data types. Sent
by a naster as a
response tktoﬁﬁ‘(?éi: Value Valid Response De ipti
: 3 i cription
Level Sizeg, Request Stjat US | wMessages FromX00 0016 Brior Ox0096
Request stljatus of the (Vhst elrcexMiES fT@RSTER
devi ce and ¥puPgpannel ON Status G/ PxPR84 | Exror | 0x0001 | Input cl¢@EDGurred @y
(B : status message (PUSH}.
0x001  Sent (Dﬂiz‘:cq%ag@er; 0 (Devi ce->Nhster)
updat e MaSUFputd Channel OFF S{aAVas L[S0 RIVESEEE Y 0x0001 | Inputr channel turned
St at us. RELERBE)NaSt er OFF status message
as a respo vice->Master) (RELEASE)
utput Channel ON 0%0006. | 0x0 0x0086 t urn a
Request St p&b‘fj rer->Device) Request Bjev C@cog%ﬁf %@m @Qw g?)X(mg?
Type of device, (Mast gr - >Devj @xe support cz\annels, then
version, etc including 0x0001 message is only ACKed.
_ ; Output Channei u 0x0086 | Exrror 0x0001 T N sta
sub- devi ceisracPis Shanne TR, PR i Frror % gage EPOAY STB0001
Response t 6 @BVErannel OFF  ( DY OxBE7 | GRSbEN, )| 0x0087 | out
0x0098 Non@Master->DeN@AE | ndi cat es| d¢<aeds, gl | messag(ewbm @viedeydsCe)
previ ousl y) request ed 0x0001 Ehen maseage is only
Devi ce I nfjo has been ACKed.
t ransf err ejfoutpur CrannelRBGUEST NEXOEHT |[HRbHS | 0x00ddX buc Efdn@d orr UXU0Z1
Request t hieStatwt us of a (Devj ce >MHst er) | status message.
Syst em nask pv1c°—>Masce*) L I\Il—\r\t af = E\)%%%L r’ Master Cé at L:C‘
t %0 tror 0x%0G01 | Inpuit an 51
0x0021 O(O&fﬁ atui)’ 6\6 st gr St at usled ?o chﬁme‘ K/é%ber»De\l ce)
i ndi cat e vjaiDeoiss-Sateas (Mask er - >Mast er) message
of a Mast efrInput / Output ChannelThd 0x04B]| | farror f j|dJxg001f i I9Et°“l=\_ pl aced
. h w hOEF Status d fli el d ed E zi
in the evice—>Master) ( MESsagdeCo nd) ield oit qessﬁ e Any
Message [afeddoack Channei TOB(UI I §(0x00181 Bn/a Pl [aGed mdﬁicaceswae foeabdak T 4 abl e
| engt h "MD' 5 (MessggeData) fielld. state the masfghewf ol I gwi ng
: : N nly
is a nore [detailed description of gixenpl ar‘yngmgf@gs
Acknow edg Diagnostic purposes.
Feedback Channel QFF 0x0019 | N/A N/A Indicates the feedback
state the master is
maintaining. Only
generated for
Diagnostic purposes.
Level Value 0x000A | 0x008A O0x008A | A level value changed.
(Master->Device) or If device does not
0x0001 support levels, then
message is only ACKed.
Level Value 0x008A | Exrrox 0x0001 | A level value changed.
{Device->Master)
String 0x000B | 0x0001 0x0001 | Used to transfer a
(Master->Device} “String”.
String 0x008B | Exror deOOl Used to transfer a
(Device->Master) “String”.
Comnand 0x000C | 0x0001 0x0001 | Used to transfer a
(Master->Device) “Command” .
Command 0x008C | Ezrox 0x0001 | Used to transfer a
(Device->Master) “Command” .
Request Level Value 0x000E | Error 0x008A | Requests the status of
{Master->Master) ox specified level value.
0x0001 | If the level does not
exist, the response
message is ACK.

T maree

o
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29 This message is generated by the master or device to

confirmrecei pt of a nessage sent. The Messagel D field nmust
natch t he gﬁbgm@ﬁksnessage s Messagel D and the Res parEasdii7gshoul d
be se Message and paraneters: Field Val ue('s)
Descrlptlon MC Ox0aon Acknow edge Val ue
<None> Not hi ng Nak Thi s message i s generated by
t he master when the destination system device for the nessage does
not exist. 10 Thi s message indicates that a previous nessage was not
rout abl e by dokeandast er . The Nbssegdlalid etgomaeSt | Pt cidrion the
ori gi nal ssage's Messagel D fand t{Hessavepndas® by t shoul d bg set.
15~ Message and parammkens 5rnmr | Trhs R oxoes | Tamess St e o
. quest ou b ests e sta
Descri ption scatus R)E S6002 , ﬁa }Z@E UBed Output
<None> {Mabteg->Master) | npdt Channel ON {Sxatals (r@ewalce:- mgbam
The | nput annel ON nessage i § generjated mh§p° C?““:jn PUSHed
or Input channel is turned ON firom a [20 evi ce ég ia 'ﬂalgégggﬁl
Message and paraneters: Field Va ﬂﬁéﬁ%ﬁ £BSﬁmbpkb0n
MC 0x0084 | npyt Chanrnel ON {val ue gfc*;nen MBpanse, B }
Devi ce . '0x0010 { E rg‘,?( d'Ox%&SO Request f?xﬁ!bg* © ovg‘:év"SI gned
16-bit val . ystenH useaUnshgnes fé’
val ue. M7 .. 8] Channel Unsli gned [IBsshred  alfuree
response.
Port Count 0x0050 | Exrorx 0x00C01 | Number of ports used by
(Device~->Master) device, Sent upon
{Master->Master) reporting by a device

if it has more than one
Porz. Sent by a2 master
as a response to
Regquest Port Count.

Request Cutput Channel 0x0011 | Exror 0x0091 | Request number of
Count output channels used by
{(Master->Master) specified port on

device. Assumes
256/port if no

response.
OQutput Channel Count 0x0081 | Exror 0x0001 | Number of channels used
{Device->Master) by specified port. Sent
{Master->Master) upon reporting by a

device/port if it has
more than 256 channels.
Sent by a master as a
response to Request
Qutput Channel Count.
Request Level Count 0x0012 | Error 0x0032 | Request number of
{(Master->Master) lavels used by
specified port.

Assumes 8/port if no

response.
Level Count 0x0092 | Error 0x0001 | Number of levels used
{Device->Master) by specified port. Sent
(Master->Master) upon reporting by a

device/port if it has
more than 9 levels.
Sent by a master as a
response to Request
Level Count.

Request String Size 0x0013 | Error 0x0093 [ Request number of bytes
(Master->MaSter) supported by
device/port for a
single SEND_STRING.
Assume 64 bytes if no

response.

String Size 0x0033 | Error 0x0001 | Number of bytes/string

(Device~>Master) supported by device.

{Master->Master) Sent upon reporting by
. a device/port if it

supports than 64 byte
strings. Sent by a
master as a response to
Request String Size.




| nput Channel OFF Status (Device->Master) 25 The I nput Channel

OFF nessage i s generated when a button is RELEASEd or | nput channel
is turned gﬁf(ﬂ a devi ce/ port or a master. and
00/g724% . pcTUSoof s
par anet ers: eld Val ue('s) Description
30 NC Ox Q@85 | nput Channel OFF Val ue
MY | . . 2] Devi ce Unsi gned 16-bit val ue. M 3. . 4]
Por t Unsi gned 16-bit val ue. MD[ 5. . 6] System
Unsi gned 16-bit val ue. MD(7. . 8] Channel Unsi gned
16-bi t val 'Eommand ot Pl va e R TR spbadest Ctbesctﬁ o\xc‘r
The Qutput Channel ON nessage i q uMegauaes ated When Qut put
channel ispturned ON froma nmadter DEVICE | MASTER e and aranet ers:
Field RequeSt_CO t;ggt@ %%O&fl p‘trFﬁn 0x0094 R%st number of bytes
(%ifter >Ma orte
0x0006 annel ON Val ue MD [ 1] sedtoe/alBVige,
Unsi gned 16-bit val ue. MD[ 3.1. 4] Bmgie SEND_comAMpSi gnéd
16-bit val de. AIIS . 6] Syst em AS“%W@%@ﬁEﬁ 1% adi t
M2 adaaacl Lol
val ue. Command"Bl A O] | Ox005 5 BT oxodeT 7%
Qut put Channedvi&dN>smisaetis (Device- >Mgster) supported b tpui
Channel (M@ret-adasteissage s gerjerated| 10 Senpheps rmrt@gtlpu
channel i turned ON from |a devilce/ port]. :ug;;’,ts et iﬁt t he
master turms a channel ON, it @ssunes commands. Sent by a
master as a response to
Regquest Command Size,
Request Level Size 0x0013 | Error 0x0085 | Requests the data types
(Master->Master) supported by a level.
Assume BYTE (Type 0x10)
if no resconse.
Level Size 0x0095 | Errorx 0x0001 | Highest data type
{Device->Master) supported for a level.
{(Master->Master) Sent upcn reporting by
a device iZ it supports
more than BYTE (Type
0x10) data types. Sent
by a master as a
response to Request
Level Size.
Request Status 0x0016 | Exrror 0x0096 | Request status of the
{Master->Master) . . device and or Port.
Status : 0x00%¢6 | Exrror 0x0001 { Sent by device- gd'
(Device->Master) update maszer of *
(Master->Master) Status. Sent by master
a as a response to
Request Status.
Request Device Info 0x0017 | 0x0097 0x0097 | Type of device,
(Master->Device) version, etc including
sub-devices.
Device Info 0x0097 | Exror 0x0001 | Response t£o above.
{Device->Master)
Device Info EOT 0x0098 | None None Indicates that all
(Master->Device} previously requested
Device Info has been
transferred.
Request Master Status 0x00A1 | Exror 0x0021 | Request the status of a
(Device->Master} system master.
(Master->Master)
Master Status 0x002: | 0x0001 0x0001 | Master status. Used to
{Mastexr—>Device) indicate various states
{Master->Master) of a Master.

The "“Value” field from TABLE A is placed in the “MC”
(MessageCommand) field of the packet. Any Message Data
required is placed in the wvariable length  “MD”

5 (MessageData} field.

The following 1is a more detailed description of

exemplary commands.

rT?Acknowledge



t he channel is ON. Therefore, the device should not send this

nmessage in response to the channel being turned ON by the naster.
15 . wood/6eTis nal ly, this triggers an output evenecThRerN9ser

in the Axcess | anguage. I\/Essage and paraneters: Field

Val ue(s) Descri ption MC 2 0x0086 Qut put
Channel ON Status Val ue MO 1. . 2] Devi ce Unsi gned
16-bit val ue. VD[ 3. . 4] Por t Unsi gned 16-bit val ue.
MD[5 .. 6] . System _ Unsigned 16-bit val ue. MD[ 7. . 8]
Channel UnsiTdHed M3 ge viel 1generated by Gitputashmnnet ddéiffce to

(Master-> )rr ; tp, Chapnel ,, OFF sage . |s
gener at edDec\\ﬁnnﬁ“erlqn recelpt oE)Jtapu esc agr%’ne#g?ts' t url%rrlleed bﬁﬁ—saﬂ%ﬁﬂ agrﬁ:-l’s‘i er.

Message anchusdy am@ttarhs: the origiRmél dmessage’s MesVabeEfS)and Qasecription

MC (%;C}Oc(iozb Qut put Channel OFF Val ue MO I. . 2]
Devi ce Res@r?snlsgene 6- olutldvzkﬁeug.e%' MD[ 3. . 4] Por t
Unsi gned 1&tdsisdagenlansl parameterD] 5. . 6] System Unsigned 16-bit
val ue. — M7 —— 81 Channel Unsigned. 16-bit val ye

Field L °° =1 Value Description .. N
31 MG Cotpot—Cransgsao wledre VEiee Master)
The Cut put [I@annel _OFF St ai] H8onkeS S AU ENsthimiETET at €T

Nak
This message is generated by the master when the
destination system/device for the message does not exist.
10 This message indicates that a previous message was not
routable by the master. The MessageID field must match
the original message’s MessageID and the Response bit

should be set.

15 Message and parameters:
Field Value (s) Description
MC 0x0002 Nak Value
MD <None> Nothing

Input Channel ON Status (Device->Master)
The Input Channel ON message is generated when a
button is PUSHed or Input channel is turned ON from a

20 device/port or a master.

Message and parameters:

Field Value(s) Description

MC 0x0084 Input Channel ON Value
MD(1..2} Device Unsigned 1l6-bit value.
MD(3..4] Port Unsigned 16-bit value.
MD(5..6 System Unsigned 16-bit value.
MD(7..8 Channel Unsigned 1l6-bit value.

Input Channel OFF Status (Device->Master)
25 The Input Channel OFF message is generated when a
button is RELEASEd or Input channel is turned OFF from a

device/port or a master.

Message and parameters:

e FField | Value (s) | Description _




when an Qut put channel
when the master turns a channel

Theyeo@EAass the

OFF.

response to the channel

devi ce
bei ng turned

I's turned OFF from a device/port. 5 Not e t hat
OFF, it assunes t he channel S
shoul d not send t

WS AR 1"

OFF by the ma

Internally, this triggers an output evaw to occur 10 In the Axcess
| anguage. Message and paraneters: Field Val ue
(s) Description 0x0087 Qut put Channel
OFF Status Val ue MD[ 1. .2] Devi ce Unsi gned 16-bit

val ue. MC MO 3. . 4] 0x0085P0T [_| Input ChabRell GEFCEhILD- DI t—vatte:

MD[ 5. . 6] MDI1..2)Sycfam fMEh@ianeclmﬁmbM[1V@ﬁueahm. . 8]
Channel .Ms'g%*;eu 16-bi-t \gg';:;; ngignei& atiy] (Zniuﬁm Channel ON_St at us
(Devi ce-> W.)aw. TS5 C’iafméhC I rr;?:.g ec ;\’gﬂ ";'Ehannn: . e m; 1S
nessage i S gerier at g WheT—am TPt FExrt put—cranter—+S +ored! ON
from o | ofr ¥ _ ge and paraneters:

Fi el d Oucght %ffg@) A Iassct?elrptﬁDoerl\l&' ¢s) MC 0x0088

| nput / Qut put Chdhrel CONpSE afhenvalueN messagé\/DE_i geﬂ]erated whellevdrce

Unsi gned 165 Ri.t..v 7 i , : - Unsi gned 16-bit
val ue. %‘E}%’N}D[ lg i D tLg\%sﬂNeArﬁrom “uﬁ‘&sqﬁéd 16-bit val ue.

MD[ 7 5. 8) Channel Unsigned 16-bit value. 20 | nput / Qut put
Channel OFFeStsagss ar(dDpamenctidrsti:er) The | nput/ Qut put Channe
oanao h o
OFF Status HFeig08e S Va.u.*é"("“’r 3 esgription
turned OFF[EEOm a HQXMMG’PU'LOuuﬁfcmmmeLON\&%?Sage—aﬁd_ﬁ&F&ﬁEters
Field MD{1..27Val ue(s) | beBRECT 1 PYloRfkcned 16-bit vaiue.
MD(3..4) Port Unsigned is~kit value,
MD{5..5 Svstam Unsigned 16-bit value.
MD{7..8 Channel Unsigned 16-bit wvalue.
Output Channel ON Status (Device->Master)
The Output Channel ON Status message is generated
i0 when an Output channel is turned ON from a device/port.
Note that when the master turns a channel ON, it assumes
the channel is ON. Therefore, the device should notﬁsend
this message in response to the channel being turned ON
by the master.
15 Internally, this triggers an output event to occur
in the Axcess language.
Message and parameters:
Field Value(s) Description
MC 0x0086 Output Channel ON Status Value
MD(1..2} Device Unsigned 16-pbit value.
MD[3..4] Port Unsigned 16-bit value.
MD[S..6] System Unsigned 16-bit value.
MD([7..8] Channel Unsigned 16-bit value.
20 Output Channel OFF (Master->Device)

The Output Channel OFF message is generated when an

Output channel is turned OFF from a master.

Message and parameters:

Field Value{s) Descriprion
MC 0x0007 Outpur Channel OFF Value
MD(1l..2] Device Unsigned 16-bit value.
MD[3..4) Port Unsigned 16-bit value.
. LMD[5..6} Systenm Unsigned 16-bit value.
" uD 7..8} Channel Unsigned 16-bit value.




MC 0x0089 | nput / Qut put Channel OFF Status Val ue

MO | . 2] Devi ce Unsi gned 16-bit val ue. MD(3. .4] Port
Unsi gned 1670Q00/6%138 ue. MD[ 5. . 6] System Wrer/gswed17b6- bi t
val ue. M) 7.. 8] Channel Unsi gned 16-bit val ue.

32 Feedback Channel ON 31 The Feedback Channe
ON nessage is generated for di agnostic purposes only.

See the Diagnhostic Manager 5 specification for nore informtion.
Message and paraneters: Field Val ue( s) Descri ption
MC 0x0018 Feedback Channel ON M) 1. . 2]

Devi ce oI 9edh s ibidr ey &g 3 4] Port
Unsi gned 16-bi't val ue. : %ﬁjﬁi g%ﬁVchﬁ;JaSte ystem Unsi gned
16-bit value. The Ouwpnf7Chghnel OFF SEhanselmessageUniss ggeflebtbit

val ue. ee, CeE 10 . The ., Feedhack Channe
OFF rressaéﬂgenl an gen€§‘§¥ ggﬁ‘gﬁgél 1s turneg QRfstFE Hurp¥ics/PoAFy.
See Sthe [Boagnadtatc widmager master tuspecafegahhen Oor, noreakghQegation

Message andg,par ters: . Figld _ Val ue( s) Descri ption
hi ERENRRY iy OFF- Feg}aﬁﬁﬁﬁoéﬁanﬁée CRevice  shouyg 1notp]

MC
Dev!ce sdd&ﬂuﬂﬁﬁimﬁhdﬂﬁe\&ﬂl#hsponse to M 8. e¥4nnel being tﬁ@ﬁéd
Unsi gned 1§%@j% V@_I,ue.m ‘ MJ[ 5. . 6] System Unsi gned
16-bit val 0ef °Y the master.
Internally, this triggers an output event to occur
10 in the Axcess language.
Message and parameters:
Field Value (s} Description
MC 0x0087 Ourput Channel OFF Status Value
MD[1..2] Device Unsigned 16-bit value.
MD{3..4) Port Unsigned 16-bit value.
MD([5..6]} Systenm Unsigned 16-bit value.
MD(7..8] Channel Unsigned 16-bi% wvalue,
Input/Output Channel ON Status {(Device->Master)
15 The Input/Output Channel ON Status message is
generated when an Input/Output channel is turned ON from
a device/port.
Message and parameters:
Field Value (s) Description
MC 0x0088 Input/Output Channel ON Status Value
MD{l..2 Device Unsigned 16~bit value.
MD[3..4 Port Unsigned 16~bit valiue.
MD 5 .6 System Unsigned 1l6-bit value.
MD(7..8 Channel Unsigned 16-bit value.
20
Input/Output Channel OFF Status (Device->Master)
The Input/Output Channel OFF Status message is
generated when an Input/Output channel is turned OFF from
a device/port.
25
Message and parameters:
Field Value(s) Description
MC 0x008¢% Input/Qutput Channel OFF Status Value
MD[1..2]) Device Unsigned 16-bit value.
MD{3. .4} Port Unsigned 1l6-bit value.
_MDLS..G] System Unsigned l6-bit value.
e <4AD(7..8] Channel Unsigned 16-bit value.




M7 ..8] Channel Unsi gned 16-bit val ue. 15 Level

Val ue (Master->Device) This nessage is used to force a
| evel val ue 89(9979?5 fromthe naster. 20 Message and
par anet er s: Field Val ue(s) Descr i pETFF00/11796
MC O0x000A Level Malue Change MD [I. .2]
Devi ce Unsi gned 16-bit val ue. MD[ 3. . 4] Por t
Unsi gned 16-bit val ue. MJ[ 5. . 6] System Unsi gned
16-bit val ue. M7 ..8] Level Unsi gned 16-bit
val ue. VD[ 9] Val ueType Unsigned 8-bit val ue.
Speci fier , E@ 10.,n Val ue Dynam cally sized. Size
i ndi cat ed pyedpack Lnannel on VD 9] .
The Val ue TytheSpB@écifbaaa‘k Chehdelsp@ei MedSageoWist hfenerated f£bel | owi ng
dat a ( 10. . n]s)C I nt erpreted. The table
bel ow indP¢agBs 1lﬁe pwqﬁ%s SPLivD| 9] Sess thRePiadasitist e Manggers
dat ast ypesgpecification for more information. o 33
Val ueType Specifiers Type Specifier # of Bytes
BYTE 0x10 1 CHAR Ox11 1
W DECHAR Messag@xggd parame@ers | NTEGER 0x20 2
SI NTEGER ULONG 0x40 4
LONG Field nyAI Vaﬂ.ue(s) Qescyiytion Ox4E 4

MC 0x0018 Feedback Channel ON

MD[1..2 Device Unsigned 16-bit value.

MD{3..4 Port Unsigned 16-bit value.

MD(S5..6 gystem Unsigned 16-bit value.

MD({7..3 Channel Unsigned 16-bit value.

Feedback Channel OFF

10 The Feedback -Channel OFF message is generated for

diagnostic purposes only. See the Diagnostic Manager

specification for more information.

Message and parameters:

Field Value (s) Description

MC 0x0019 Feedback Channel OFF

MD[i..2] Device Unsigned 16-bit value.

MD([3..41] Port Unsigned 16-bit value.

MD[5..6 System Unsigned 16-bit value.

MD(7..8 Channel Unsigned 16-bit value.

15

Level Value ({Master->Device)

This message is used to force a level value change

from the master.
20 Message and parameters:
Field Value (s) Description
MC 0x000A Level Value Change
MD[1..2 Device Unsigned 16-bit value.
MD(3..4 Port Unsigned 16-bit value.
MD[5..% System Unsigned 16-bit value.
MD(7..8] Level Unsigned 16-bit value.
MD[3] ValueType Unsigned 8-bit value.
Specifier
MD{1G..n] Value Dynamically sized. Size indicated by
MD([9].

The Value Type Specifier field specifies how the
following data (MD[10..n}) is interpreted. The table
below indicates the values of MD[9] as they correlate to

25 - Bata types.



DOUBLE Ox8F 8 The Level Type command is used to

query a device to 5 determ ne the dynam c range supported by the
devi ce. Thiw000/67135 jnformation is then used to generate neBCHYS/11796
appropriate to the devi ce. Level Val ue (Device->Master)

This nessage is used to3 indicate, to the master
that a device/port/level value has changed. Message and
par anet er s: Field Val ue('s) Description MC
0x008A Level Val ue Change MO 1. . 2] Devi ce Unsi gned
16-bit val ue. MO 3, . 4] Por t Unsi gned 16-bit val ue.
M5 .. 6] ValueTngt%pﬁc’ £1¢5%i gned 16-bit val ue. M 7. .8]
Level B grTed 60T U Vet e ¥ of Wikeal Vat ucTy pe
Unsi gned 84{BYfE val ue. Rel erjenxce 1 SpECI 11 er
2.2.5.3.13[c#8ARe| Val ue (MaSt®il >Devi dd)
for an expl i 2 t field

INTEGER \,_, .. 0 . 2, R LRI N N
Nq 10. . n] SINTEGE\RVQI uc ilalll .Lla.] r»f o1 L_UU \J] EC I I"IU'I vatl CU Uy .
M 9] . 15[ GioNeotTTNU (VBST|ExePDEVI Ca)a The—StTT g Tessayge i S
gener ated lpgoddhe nmaster to | 0x4li cqnimuni cate a String. The Tormai jof a
String is SERRATar r XAT " C | addiiage” string  however the sepmitics
are DHPELE oront- ASKET ng—inlE controk syste#ﬁe“nf ext—5 usef* 20
to generate a "c ntr ssage. B “control" f
cause a | aser di ﬁvﬁﬁmmeb@ﬁf‘ﬁ‘aﬁ ayihgiaedi £6, i Grprsy taf’
message todé'@eﬂﬁﬁ{e ofhé heysysi€ntafie aBiipported bRURABRI dfvidgyy. cfHiey uses.
The string will be converted,

information is thén used to generate messages appropriate

to the device.
Level Value (Device->Master)
10 This message 1s used to indicate, to the master,

that a device/port/level value has changed.

Message and parameters:

Field Valuye(s) Description

MC Ox008A Level Value Change

MD[1..2] Device Unsigned 16-pit value.

MD{3..4 Port Unsigned 16-bit value.

MD{5..6 System Unsigned 16-bit value.

MD(7..8 Level Unsigned 16-bit value.

MD (9] ValueType Unsigned 8-bit value. Reference

Specifier 2.2.5.3.13 Level Value (Master->Device)

for an explanation of this and the next
field.

MD{10..n] Value Dynamically sized. Size indicated by
MD([9]).

15 String (Master->Device)

The String message 1is generated by the master to
communicate a String. The format of a String is similar
to a “C Language” string, however, the semantics are
different. A String in a control system context is used

20 to generate a “control” message. This “control” message
could cause a laser disc player to begin playing a disc,
display a message to the user of the system, or any

number of any other uses. The string will be converted,

oo =



34

determ ned by the StringSize nessage.

as necessary,

to any format that the device supports as
Message and paraneters:

Field Val ue('s) Description MC
00/67135 .
0x000B WROMEHI® val ue MY 1. .2] Devi cePCTUSOVREEY §neq
16-bit val ue. M) 3. .4] Port Unsi gned 16-bit
val ue. M 5. . 6] System Unsi gned 16-bit val ue.
VD[ 7] Val ueType Unsi gned 8-bit val ue.
Speci fier MD[ 8. . 9] Lengt h Unsi gned 16-bit val ue.
Nunber of characters in string
: as pecessar to any format
(i.e. numbet> of Y y that the devict SUBPBRERt €5 thi s
i s not the detdeniméd by the StringSize message. byt es)
MD[ 10. . n] String Length characters. in or n*2 bytes) 5
String Val yeType Specifiers: Keyword Type Data Type Type
Sj ze #g g/ga nd parameters: Speci fier CHAR
Arrays " Nodeml " 0x01 Value (s)8- Di[lDescr¥ptdoadl € I engt i Strings
String MC 0x0008(| e | Sgpingr¥adye Of
character S) gg ; = WA-BEG o"rice ! r;: gpg?‘ig-gzgn‘?iue. 16-hit
. o Ansign - RLUS
Vf'il’l abl e |¢ 3l. 5’1“ g System A Gh¥igned 16-h1t’tx}alﬁé3 N
(i.e. an anfmay7;ol W DE ValueType Unsigned 8-BaltHadye Tl b) St ring
(DeV| ce- >Mjster) Specifiéfhe | String nessage is generated jby a
device, s¢fUt¥ 10 |FMEThmast qoriwe SEMMCH Syt | ng.
Message _and par anmet ers: elements, this is not the number of
bytes)
MD{10..n] String Length characters. {n or n*2 bytes)
5
String ValueType Specifiers:
Keyword Type | Data Type | Type Size Range
Specifier
CHAR Arrays “Nogmal” Ox01 8-bic Variable length strings
String (i.e. an array of
characters)
WIDECHAR "Unicode” | 0x02 16-bit | Variable length strings
Arrays String - (i.e. an azray of WIDE
characters)
String (Device->Master)
The String message is generated by a device, sent to
10 the master, to communicate a String.
Message and parameters:
Field Value(s) Description
MC 0x008B String Value
MB[1..2]} Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD(5..6 System Unsigned l6-bit value.
MD{7) ValueType Unsigned 8-bit value.
Svecifier
MD(8..9] Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this is not the number of bytes)
MD(10..n]) String Length characters. (n or n*2 bytes}

String ValueType Specifiers:

Keyword Type Data Type | Type Size Range
Specif
ier
CHAR Arrays “Normal” 0xCl 8-bit Variable length strings (i.e.
String an array of characters)
WIDECHAR “Unicode” 0x02 l6-pit Variable length strings (i.e. an
Arrays String array of WIDE characters)

15

- e
r:fé



Field Val ue('s) Description MC

x008B String Val ue M1 ..2] Devi ce

Unsigned 1 ' ue. VD[ 3. . 4] Por t .gned
16-bit val S'é‘?bmmé VD[ 5. . 6] Syst em UnsiPéeréuasokj)gﬁB?t

val ue. VD[ 7] Val 3 Type Unsigned 8-bit val ue.
Speci fier MD[ 8. . 9] Length Unsi gned 16-bit val ue.
Nunber of characters in string
(i.e. nunber of el ements, this

i s not the A&MRERdO(MRYEES)}>Device) MX(10. .n] String

Length characters. (n or n*2 bytes) String Val ueType

Speci fiers: The Comaansk dngprge Dassa darperatBdeby the Shaster to Range
Speci f ; he : R _Arrays " Nor ma| ", 0x01
bt varTIBPRIFANs R SPTPanichrring.  heCROEnatIB¥Sa colagg g

an array ofsithhtact spsk “C Languadd’'DECHARhG, howémécpdehe @e@dntickd- bit
X?:;??L? Lf%ﬁéggg%g%?g§§§'i§:d%%mand in a €%£€¥gl systemsgghggxt is

35 used Cammmagdngbhseera >Devheepl” message. Thihe Sepmidivessage
is generated by the master to . CO rgcate, a ¢ommand string. The
fornat of d“%f)%?r%ﬁd i 55 generaldyy, a"rnqetr}‘rg} 'C HhguaGemrendng, ver,
the semantiesntrSlling adeviekff eft@nt .the A LA ed NdavaQR r ol  ggystem

context is 1 used tg enerate__a "control" rregsa% Thi s
"control " eXample, ,Accgpmand t@ an BaddlaPpyt miphtefBelle /XOFF

"connmnd”  fiéwe control. comhiel | EBfmandeVi £factedOlthe t Bt HANLLY | €d
devi ce. exanple, a comand to an RS232 “port

For
m ght enabl %S¢ Xt not the controlled devic

Message and parameters:

Field Value (s} Descriprion
MC 0x000C Command Vaiue
MD(1l..2] Device Unsigned lé-bit value.
MD{3..4) Port Unsigned 16-bit value.
MD{S..6] System Unsigned lé~bit value.
MD(7) ValueType Unsigned 8-bit wvalue.
Specifier
MD(8..9] Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this is not the number of bytes)
MD({10..n} Command Length characrters. {n or n~2 bytes)
15 Command ValueType Specifiers:
Keyword Type Data Type | Type Size Range
Specif
ier
CHAR Arrays “Normal” 0x01 8-bit Variable
String length strings

(i.e. an array
of characters)

WIDECHAR “Un@code” 0x02 16-bit Variable length strings
Arrays String (i.e. an array of WIDE
characters)

Command (Device->Master)
The Command message 1is generated by a device, sent

to the master, to communicate a Command string.

20

Message and parameters:

Field Value (s) Description

MC 0x008C Command Value

MD[1..2] Device Unsigned 1l6-bit value.

MD{3..4] Port Unsigned l6-bit value.

i MD{5..6 System Unsigned 16-bit value.
- BMD(7) ValueType Unsigned 8-bit value.
Specifier




10 flow control. This command affected the controlling

devi ce, but not the controlled device. Message and paraneters:
Field Val ue('s) Description MC 0x000C
Command ValVQe0/67135 MY 1 ..2] Devi ce Unsi gne§CTASBIR7364) ve.
MO 3 .. 4] Por t unsi gned3%6- bit val ue. M5 .. 6]
System Unsi gned 16-bit val ue. VD[ 7] Val ueType
Unsi gned 8-bit val ue. Speci fier VD[ 8
. 9] Length Unsi gned 16-bit val ue. Nunber of

characters ’;‘ﬁnfgﬂ%i ng— Ja-.—-%‘%%fr of ﬂ TR zﬁmer

el ements, | *i°S not the nu of b N

Command Length charactérs. (n o ﬁi@%zr AL E?%he réﬁmgﬁb}@hu e Type
Speci fi er s MD{10..5] KeywbEermiype qan'Evmctéline in_orJi*Zébytes) range
Speci f I er CHAR Arrays "Nor mal " Ox01
8-bit ComManidabladueType Specifiers: String

L?Pg;h st rrﬁﬁ&d Type | Data Type 'ggg(cei Size Range of char act EI(‘ IS) F- o an
W DECHAR "Uni codg” _0x02 f16= bi t Variable length strings
Arrays CERR{ATFRG | oormal” 0x01 | 8-pit (j e Varahiey b}ﬂaé‘f SYDPE
characters Coiitand |( Devi ¢e- >Mast er éﬁaiacte,s, T2 °f " The Cofmand
nessage | S| %obeAal €d [DYnito8eVi (@x05 N 6-bit VEf1abI¥C1dHaeH Stningo

communi cat jgdr@aGonmand SE¥ngng 20 I\/Es%ag@ -aardapray MeERIeE S:

Field VaHuels) dbcﬁrlption 2Igprers) <008C
Command Val ue Vi ce Unsi gned 16-bit val ue.

MO 3. . 4]
Syst em

Unsi gned 8-bit val ue.
master tc request the level value of a level.

10

15

20

. ythe system has one port.

Request IE’GI”FNDL’alue UP4§|S§ﬁ§d>¥GSl§|etr)val ue. M 5. . 6]
Unsirgaekelfrdditt nadtdle. value mesbBhé] is generated\ﬁﬁL@ﬂype

Speci_fier

Message and parameters:

Field Value (s) Description

MC 0x000E Request Level Value
MD(1l..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-bit value.
MD([5..6 System Unsigned 16-bit value.
MD[7..8 Level Unsigned 16-bit value.

Request Output Channel Status (Master->Master)
The Output Channel Status

generated by the master to request the status of a single

Request message 1is
Output Channel or status of all Output Channels.

Message and parameters:

Field Value (s} Description

MC 0x000F Reguest Output Channel Status Value

MD{l..2] Device Unsigned l6~bit value.

MD{3..4} Port Unsigned 16-bit value.

MD{5..6] Systen Unsigned l16-bit value.

MD(7..8] Channel Unsigned 16-bit value., If zero then the
request is for a status update for all
channels on the specified port.

Request Port Count (Master->Master)

This message requests, from the destination device,

the number of ports supported by the device.  The initial

assumption that the master makes is that each device in
If the device does not respond,

the master assumes that it has one port.



36 VD[ 8..9] Length Unsigned 16-bit value. Nunber of

characters in string (i.e. nunber of

el ements, 4 goghfzsnot the nunber of bytes) MD[ 10 . p&tt/uUS00/11796
Command Length characters. (n or n*2 bytes) Command Val ueType
Speci fiers: Keyword Type Datg7Type Type Size

Range Speci CHAR Arrays

" Nor mal " x01 8-bit Vari abl e |l ength strings

String (i.e. an array of

char acters) W DECHAR "Uni code" 0x02 16-bit vari abl e
length stri age and pad¥dmdtSers: String (i.e
an array o D@ characters) Request Leve
Val ue (Mast£&telshMhster) 5 g:égiés) D%”ES\}“ V| 1e;eu;\| \alue nessage
is generai-égiﬁ' the bavice MRSt b T vhlle | evel—value—of—

| evel . WD13. 3] VESSAUE dTEsEal AE BhSigned 16-bit vhldal U

Val ue('s) SCription vC UXOUO0E Request
Level Valu S 8 i gned 16-bit val ue.
MO 3. 4] Port CmmPt Mhedicd] M&nssﬁegrﬁe#alggc\églat M\?éslttljégs) MD[5 .. 6]
Syst ém UnsiTriestd mesgﬁgevausljethe respongg) £romg)a @masker to the

Unsigned 16¢ éﬁgié%ﬂégit cdbhe meséﬁg&ﬁgﬂo&ytpuftcb§n§§A~ é%ﬁéuéev1ce

( Mast er - >Mas he Request Qut put annel St at us
message  iwpon reportigeherfattde b%e\tlméé st eoneo thaqueste Peetst atus of a
singl e Qut put Channel or status of all Qutput Channels.

Message and parameters:

Field Value{s) Descrivption

MC 0x0090 Port Count Value

MD({1l..2] Device Unsigned 16-bit value,

MD[3..4] System Unsigned 16-bit value.

MD{[5..6] Port Count | Unsigned 1é-bit wvalue.
10

Request Output Channel Count {(Master->Master)

This message requests from the destination device,
the number of output channel supported by the specified
device/port. The initial assumption that the master

15 makes is that each device/port in the system has 256
channels.
Message and parameters:
Field Value(s) Description
MC 0x0011 Request Output Channel Count Value
MD[1..2 Device Unsigned 16-bit value.
MD[3..4 Port Unsigned 16-bit value.
MD([5..6 Svstem Unsigned l16-bit value.
20 Output Channel Count (Device->Master, Master->Master)

This message is the response from a master to the
Request Output Channel Count message above. It is sent by
a device/port upon reporting if the device has more than
256 channels.

25
Message and parameters:
Field Value(s) Description
MC 0x0091 Output Channel Count Value
MB[1..2} Device Unsigned 16-bit value,
o © %=MD[3..4] Port Unsigned l6-bit value.
[ Mois. .6} System Unsigned L6-bit value.




15 Message and paraneters: Field Val ue (s)

Descri ption MC 0x000F Request CQut put
Channel St atqeo/é7a3sie MO | .. 2] Devi ce PCTAISOO(N TG
16-bit val ue. MO 3. . 4] Por t Unsi gned 16-bit

val ue. MO 5. . 6] SysBem Unsi gned 16-bit val ue.
MD[7 ..8] Channel Unsigned 16-bit value. |If zero then the
request is for a status update for al

channel s on the specified port. Request Port Count

(Mast er - >VESEEN. ) 8) Outputl NI S | UAS5AUB-01CHIEsL S, [T ONM (1E
destinatiop device, Cm?ﬁé nunber of ports supported by tqe
devi ce. Fhre—rittal—20- Cmm“”°“ni%+eﬂ——%ha&——%¢m+—4nuu4u;_4nnu¥;. i S
that each_device _in %ﬁgtsystenlhas one port. I f the device
does not MEPHRE Level Counf (Master-3¥esieE)that it has one port.

37 Wﬁ@%e%’@g@aFéﬁﬁé%& from thel dtination deM@ldie(s)
Descrlpt|on MC Re uest Port Count Val ue
MD[1 ..2] the nupbgrce of %%V@h@d felpm*t@él u the |\pexifigd
Syst %m lJWijEaﬂx;ia’ b"‘tné/aJrU‘e:lal assumgtQdn %ﬁt HHE WL RV AR s

Mast er - >Mast er) his message is the response fron1a master to
t he lﬂ%ﬁhﬁ%ne#?ﬂtdﬁﬁﬂﬁﬁ/ﬂﬁ§§s&@e Bov&StRR hassehghbylevebsice

upon reporting if the device has nore than one port.

Message and parameters:

Field Value(s) Description

MC 0x0012 Request Level Count Value

MD{l..2} Device Unsigned l&-bit valus.

MD{3..4] Port Unsigned 16-bit value.

MD{5..86) System Unsigned 15-pit wvalue.
10 Level Count {Device->Master,Master->Master)

This message is the response from a master to thHe
Request Level Count message above. It is sent by a
device/port upon reporting if the device has more -than

eight levels.

15
Message and parameters:
Field Value(sj Description
MC 0x0092 Level Count Value
MD(1..2} Device Unsigned 15-bit vaiue.
MD[3..4) Port Unsigned 16-bit wvalue,
MD[5..86] Systen Unsigned 16-bit value,
MD[{7..8] Level Unsigned l6-bit value.
Count
Request String Size (Master->Master)
This message requests the number of elements per
20 string and the string types supported by the device/port.
The initial assumption that the master makes is that each
device/port in the system supports 64 elements/string and
only supports 8-bit character strings.
25 Message and parameters:
Field Value (s} Description
MC 0x0013 Request String Size Value
MD[1..2} Device Unsigned 16-bit value.
CLMB(3. .4} Port Unsigned 16-bit value.
i 4D(3 . 6] System Unsigned l6-bit wvalue.




Message and paraneters: Field Val ue(s) Description

MC Ox0090 Port Count Val ue MDI | 2]

Device  Wobmeyess 16-bit val ue. MD[ 3. . 4] PEETS00n

Unsi gned 16-bit val ue. MD10 . 6] Por t Oount UnS| gne(}wa bi t
val ue. 10 Request Qut put Channel3gCount (Master->Master)

This nessage requests fromthe destination devi ce, t he nunber of
out put channel supported by the specified devi ce/ port. The
initial assunption that the master 15 makes is that each
device/port in the systemhas 256 channel s. Message
and paranet®iSing size M&}ike->Master,MaidHeSNastlE cri Dtion MC
Ox 001l Request CQutput Channel Count’ a%/ as . 2]

Devi ce Unsi giteks 1BeBFR9Gallife. the respupis® . fifom a masteaor to the

Unsi gned l%éﬁﬁeé@‘l LSec Clhng si M ﬁesf%w caboye. Syste L ia ned 467Dt

val ue. annel Count
Thi s hessagievm&ﬁmon%sp@nge feporimmstiels toet h@ev;calporRemor.@ﬂ put

roporting TP Aot Ret 8 reLtmr s eRaN OF more s hauhahnpt b, g actey’
Message and;marragua.t el's:returns #helmaximum numberValfue leSent PR3 Hiind i on
- the devw ceg%uppo%so Ehnenelypceosuncg.. Vsailzyﬁmgs supported.

Note that when transferring messages, the size of

38

10 the message will be determined by the smaller of the
maximum string size supported by the device and maximum

packet size supported by the low~level bus protocol.

Message and parameters:

Tield Value(s) Descziption
MC 0x0093 String Size Value
MD[1l..2 Device Unsigned l16-bit value.
MD[3..4 Port Unsigned 16-bit value.
MD(5..6 System Unsigned 16~bit value.
MD{7] ValueType | Unsigned 8-bit value. The String ValueType
. Specifier Specifiers supported are ORed together into
this field.
MD(8..2] Length Unsigned ié-bir value.
15
String ValueType Specifiers:
Keyword Type Data Type { Type Size Range
Specifie
T
CHAR Arrays “No;mal” 0x01 B-bit Variable length strings
String (i.e. an array of
- characters)
WIDECHAR “Un}code” 0x02 16-bit Variable length strings
Arrays String (i.e. an array of WIDE
characters)
Request Command Size (Master->Master)
This message requests the number of elements per
20 command and the string types supported by the
device/port. The initial assumption that the master makes
is that each device/port in the system supports 64
elements/command and only supports 8-bit character
arrays.
25

Message and parameters:
o

[Field [ Value(s) | Description J




M7 .. 8] Qut put Unsi gned 16-bit val ue.

Channel Count Request Level Count
(Master-> r Thi s message requests, from g Lnation
devi ce, N%&/&{%e nunber of | evel s supported byi’eﬂp gﬁ}ﬂ,&a
specified 5 device/port. The initjhal assunption that the nmaster makes
I's that each device/port in the system has eight |evels." Message
and paraneters: Field Val ue(s) Description MC
0x0012 Request Level Count Val ue M1 .. 2] Devi ce

Unsi gned 1pgbi-t—vatte- T S e T TP Roft— Unsigned 165 bi t
val ue. Eg, TVBTS 8T Tevice SYSIHR xiiid%%mﬁﬁn%@%-t—vﬁ-&e-——l-@—
Level Counfugi@evaice- >IVRST el Baatl er - IMBSIded 16-bit value. T S—message]}i S
the respons¥DifSk i a_nast er | Bvstede | Unsigned Réchiestaléesvel Couni nessage
above. It is sent by a device/ port upon reporting if the device
has nore tlf@mmand Sizeej(eviceveMssteth Message and paraneters:

Eie\ellefj Count Val t}'gi\éalrﬁjees(é%\gﬁ( ?s.s;t]rﬂeotiggbon?ebe\fﬁc% 2 g53iG5ed tf’60 'Oe%)g\zlal ue.

MD 3..4] Reguest Poommand Stimsi gresdbat@® baboval ue. It is YS. b§] a
Syst I 16-bit lLue. . , . . L I
Uﬁzi rr?ed 1 []e%lt%ne\?/%o&g {Jpo}{arlé%ortlng lyD[tzme gL&aﬁ(port esvtiap%ﬁia%st

String Sizeéo¥astitedn >basberty commands or mdié SthARSSa@Et rEHeSESer the
nunber of elenents string and the string types supporfed by

) per, 20 S
t he devi ce/S8FRAS - “The TSRSl asttfpti SR ¢ he"HBEEEr neRbes is

that each elements/command the device supports and the types of

strings supported.

10
Note that when transferring messages, the size of
the message will be determined by the smaller of the
maximum command size supported by the device and maximum
packet size supported by the low-level bus protocol.
15
Message and parameters:
Field Value (s} Description
MC 0x0094 Command Size Value
MD[(1..2 Device Unsigned 16-bit wvalue.
MD(3..4 Port Unsigned l6-bit value.
MD([5..6 System Unsigned 1l6-bit value.
MD(?] ValueType | Unsigned 8-bit value. The String ValueType
Specifier | Specifiers supported are ORed together into
this field.
MD{8..9]) Length Unsigned l6-bit wvalue.
String ValueType Specifiers:
Keyword Type Data Type Type Size Range
Specifie
r
CHAR Arrays “Normal” 0x01 8-bit Variable length strings
String (i.e. an array of
characters)
WIDECHAR “Unicode” 0x02 l6-bit Variable length strings
Arrays String (i.e. an array of WIDE
characters)
20 Request Level Size (Master->Master)

This message requests a list of data types supported

for the specified level. The initial assumption that the

master makes is that each device/port/level only supports
© $#8-bit unsigned values (BYTE Type 0x10).

gy



device/port in the system supports 64 el enents/string and only
supports 8-bit character strings. 25 Message and paraneterS'
Field Val ue('s) Description MC 13
Request St rW‘ﬁ&o’gF e Val ue MO[ | .. 2] Devi ce r’%?“é’nﬁ}g
16-bit val ue. M 3. . 4] fort Unsi gned 16-bit val ue.

. 6] System Unsi gned 16-%|t val ue.

MO 5.

39 String Size (Device->MasterMster->Master)
This nmessage is the response froma nmaster to the

Si ze nessage above. It is sent by a 5 devi ce/ port

Request String
upon reporting

if the device/port supports nore than 64 byte strings or nore
than 8-bit pbssagkeand paramesersmgs. |t returns the maxi mum nunber of
el enent s/ st }”%_ *hﬂg;w': N”£gammgmLLm;+HM§—m_sLuJ@&__
support ed. Mée . Not-gxdois ‘l Si7EIRESSa0ges, thCl Sstz¢ Of
10 t he [yBFsSage Wi 11 evi Tﬂn@ﬂﬁzed H¥-bitRiuenal 1 €r  of —t1e .
maxi mum st ri®g3siaZe support ededyy t hel Whelgree 1arid c n@audrum packetl |si ze
supported byMX ﬁP- el owe | evel  bh8¥st Upisigned 16-bit valmesgage and paranetels:
Fiel d [MDL7- -8Vja) yor o) — ER¥Seri pri Gigioned 16-bigvalue. 8x0093
String Size_Val ye Devi ce signed 16-bit val ue.
g Level Size DeNDEe >§Lster Master- >Masterp g
5 This message is the response from a master to the
Request Level Size message above. . It is sent by a
device/port upon reporting if the device/port/level
supports more BYTE (Type 0x10) levels. It returns a list

of data types suppcrted by Level.

10 Note that when transferring levels, the master will
typecast from larger sized types to the largest type
supported by the device. For example, if +the users
Axcess? program sends a FLOAT to a device that supports
only BYTE,CHAR, and INTEGER types, the master typecasts

15 the FLOAT to an INTEGER before sending to the device.
Message and parameters:

Field Value(s) Descripéion

MC 0x0085 Level Size Value

MDf1..2] Device Unsigned 16-bit value.

MDf3..4 Port Unsigned 16-bit value.

MD[5..6 System Unsigned 16-bit value.

MD[7..8} Level Unsigned 16-bit value.

MD[9] Count of Unsigned 8-bit value. This is the count of

ValueTypes bytes to follow where each byte represents
a supported level type.
MD{10..n) List of Unsigned 8-bit array of ValueTypes.
ValueTypes

ValueType Specifiers

Type Specifier # of Bytes

BYTE 0x10 1

CHAR 0x11 1

WIDECHAR 0x20 2

INTEGER 0x20 2

SINTEGER 0x21 2

ULONG 0x40 4

LONG Oxdl 4

FLOAT Ox4F 4

DOUBLE Ox8F 8

20

) Mgequest Status (Master->Master)



MO 3. . 4] Por t Unsi gned 16-bit val ue. MO 5. . 6]

System Unsigned 16-bit val ue. MD [ 7] Val ueType Unsi gned

8-bit val ugg odR3stri ng Val ueType . POPUS60Nares

Specifiers supported are ORed together into this

field. M 8. .9] Lengt h42 Unsigned 16-bit val ue. 15

String Val ueType Specifiers: Keyword Type Data Type Type Si ze

Range Specifie CHAR Arrays "Normal"

0x01 8-bit Variable |l ength strings String

(i.e. an array @fis message requests, from the destination devfd&acters)

W DECHAR "Uni code" 0x02 16-bit Vari able |l ength strings

Arrays thet pragus of the device or pprg. an array of WDE

characters) Request Command Size (Master->Master) Thi s

nmessage requests the nunber of elenents per 20 command and t he

string t MpesagesappoPREaMeTRYS: t he device/port The initial

assunpt i 0 F1 m&? Deschp}xbd'aL cacil devicet pur t—+mr—f he

system su TS5 64 @D ETENT 57 ¢ kg% T ] 8-bit

character [®Dp{i..2] arrays.| De¥bce UmLs@eo-andﬂeaneters Fi el d

Val ue(s) NDd3 o ption Port Unsigned l16~pit value. 1f po"t=0 then 40
00614 Reetest ; : . 2]

Devi ge %}llal SI]IEU T6-Di sy\?é?ﬁe. ivf}f 3—1ij POT T

Unsi gned 1§tQEEsVQbE@1ce—>Master,Master—>Master)

This message is the response from a master to the
Request Status Code message above. . It is sent by a
device/port if the device/port needs to update the master

10 of a status change.

Message and parameters:

Field Value (s} Description

MC 0x009%6 Status Code Value

MD(Ll..2 . Device Unsigned l6-bit value.

MD[3..4 Port Unsigned 16-bit value.

MD[5..6 Systen Unsigned 16-bit value.

MD(7..8 StatusCode Unsigned 1lé-bit value. If port=0 then
status of device instead of port.

MD{9) ValueType Unsigned 8-bit value. Type of

Specifier StatusString.

MD{10..11} Length Unsigned 16-bit value. Number of
characters in string (i.e. number of
elements, this is not the number of bytes)

MD([12..n) StatusString Length characters. {(n or n*2 bytes)

Request Device Info (Master->Device)
15 This message requests device specific information

from the specified device.

Message and parameters:

Field Value(s) Description

MC 0x0017 Request Device Info Value

MD[1..2] Device Unsigned l16-bit value.

MD{3..4) System Unsigned 16-bit value.
20 Device Info (Device->Master)

This message is the response to the Request Device

Info message above.



MO 5 ..6] System Unsi gned 16-bit val ue. Command Si ze

(Devi ce->Mast er) This nessage is the response, froma device,
to the ﬁ@guest Command Si ze nessage above. is s

devi ce/ portwour?on reporting if the devicel/port supportsp&mg%’l?"gﬁore
than 64 byte commands or nore than 8-bifscharacter commands.

It returns t he maxi mum nunber of

el enents/command the device supports and the types of

strings supported. 10 Not e that when transferring nessages,
the size of t he be, deter the smaller of the
maxi mum command S|zé;suppor%§3g§ym%ﬁk ev?%% anégﬁgkqﬁhh1lndlcatespd&ket
si ze suppoHuaidnet&ﬁpdanmdﬁﬂﬂﬂndmibnpﬂdtqcoI. 15 Message and

par anet er s: Field Val ue( Descrl ption MC
0x0094 command & 2§3G8| (fevice anfnys ‘L‘jb'g vice thatp.gppainsymsyned

16-bit vaIu@mogrammaﬂﬂé[éiecﬂﬁonlc componeB®st within tHesSigngd.c6-H1id
val ue. VD[ 5 stem UnS|gned 16-bit val ue.

VD[ 7] 5_ followipg dé*ﬁ?&é‘at@ﬁé‘l dﬁe&eg lded:value. The String Val ueType
Speci fier Speci fdrfsjréctswopartael aeeb@Bedqus&he(witEﬁPn the device)
e.

this field. 9] Unsi gned 16 bit va

String VaIuéﬁﬁﬁ?%ﬁ%ﬁﬁfQQﬁQ;ldentlfleﬂ«%ﬂmﬁwftﬁﬂﬁithXHﬁiﬂ%@nrmaﬂype

Si ze Rafges sed t truct an £

r CHAR Ar?a;ge "N%rcoPs rucong\ lnte;@-%i?bglcsarla.ﬁ%f?%%gth
strings for display to thegusiesg (i.e. an array of

char get er s) paraNdECHAR A ;#@Lcoggiue 0¥9§t refe%%g%éé Varlable
Arrays i &

| ength strings an
array of WPBRisting ObjectIDGhaﬂicDerShenzmhis oE@quEshahenelp&mzﬂt

(NhSter'>NhSter)ManufactureID— A 1le-bit value that uniquely

identifies the manufacture of the device.

DeviceID - A 16-bit value that uniquely identifies
15 the device type.
Serial number - A fixed length field 16 bytes long.
FWID (Firmware ID) - A 16-bit value that uniquely
identifies the object code that the device requires.
Version - A NULL terminated text string that
20 indicates the revision 1level of the re-programmable
component.

DevicelID String - A NULL terminated text string that

indicates the name or model number of the device.

Manufacturer String - A NULL terminated text string
25 that indicates the name of the device manufacturer.
Extended Address Format - An 8-bit wvalue that

indicates the type of device specific addressing
information to follow.
Extended Address Length - An 8-bit value that
30 indicates the 1length of device specific addressing
information to follow.
Extended Address - Extended Address as indicated by
Extended Address Type and Length.

- 38 " #¥Message and parameters:



Thi s message requests a list of data types supported for the

specified level. The initial assunption that the master makes is
t hat each w®@WQ0&F1350rt/ | evel only supports -bit unsi gHEHUSMINLDS
(BYTE Type 0x10). 41
Message and paraneters: Fiel d44 Val ue(s) Description
MC 0x0015 Request Level Size Val ue M) 1 .2]
Devi ce Unsi gned 16-bit val ue. MO 3. . 4] 1 Port
Unsi gned 16-bit val ue. M) 5. . 6] System Unsi gned 16-bit
val ue. Field\y 7 8] g:;;;;ﬂ 4i5/g§?rip§igqmsli gned 16-bit value.

. 1 ui oo Moot o or S 1 nio galue H H
Level S zepiavi fio—haot eroliter o e e B oL —hessagp 1

MD(3. 41T @ TOYsyseemt U fsigned 16-bit ¥

nessage apPuye. .s) It I '$ Fid4genl DY 16dit pbit field. devitet port tpon

reporting | f t he deyi ce/ port/ | @vel - If set, thisuppSigt vas NBRatBYTE
(Type O0x1p) levels. It} returns é“ Qg“;id“ab‘-tt‘@fprea% ghilgpes support ed

a0 Fa— —l " act
by Level . Hr Ngbfecciphat ﬁﬂg@ned
master W [H5(8] T ypéeancIor OM badighdd slbzeaamgpes tothe i argesty t ype
supported | byis.t¥9¢ devi ceMEgID FOpsigesda b valuelf {he USers
Axcess?2 prﬁiﬁhé%.;lds_a—ﬂ 2% ot Horbits piddie t g
D[13..2 ( erialNumbe | 16 bytes of data. Tormat not defined yet.
I
MD{29..30} EWID Unsigned 16-bit value.
MD(31..n] Version CHAR array, NULL terminated, containing a
version string. Generally, in this format:
*vl.00\0”
MD[n+l..p} DevicelID CHAR array, NULL terminated, containing a
String model number. Generally, in this foxmat:

“NXC-232\0”
{(NetLinx Card- RS232)

MD(Ip+i..q] Manufacture | CHAR array, NULL terminated, containing the

String mfg.‘s name. Generally, in this format:
“"AMX Corp/0”

MD{g+1)} Extended B8-bit walue. Used to indicate type of
Address extended address to follow.
Type

MD[g+2] Extended 8-bit value. Used to indicate length in
Address bytes. of extended address to follow
Length -

MD{g+3..r] Extended Excended Address as mcucaced by Extended
Address Address Type and Length.

Extended Address Type

Type Description

0x01 Neuron ID. Length will be & and address will be the 48-
bit Keuron ID of the device.

0x02 IP4 Address. Length will be 4 and address will be the
4-byte IP address of the device.

0x03 AXLink Connection., Length must be 0.

0x13 RS232 Connection. Length must be 0.

All others Reserved.

Device Info EOT (Master->Device)

S This message indicates that all data (Device Info
messages) have been sent as a result of a Request Device
Info message. This message indicates to the requesting

device that all Device Info information has been

provided.
10
Message and parameters:
Field Value (s) Description
MC 0x00398 Device Info EQT Value
MD[1.. Device Unsigned 16-bit value.
MD{3..4 System Unsigned 16-bit value.

"
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only BYTE, CHAR, and |INTEGER types, the nmaster typecasts 15 t he

FLOAT to an | NTEGER before sending to the device. Message and
par anet er swooos713s Field Val ue(s) Descri pt powus00/11796 MC
0x0095 Level Size Val ue M1 ..2] Devi ce

Unsi gned 16-bit val ue. M 3. . 4B5 Por t Unsi gned
16-bit val ue. MD[ 5. . 6] System Unsi gned 16-bit val ue.
MD[7 .. 8] Level Unsi gned 16-bit val ue. VD[ 9]

Count of Unsigned 8-bit value. This is the count of

Val ueTypes rReqgis@s MaG theal ISeatalze r(e)e@aela—bmhetléep MaseekS>Master)

a supported |l evel .type NDL n] Li st of UnS|gned
8-bit array of Vé‘l-ﬁ’e'l%%%age requests that the master\/eﬁq_&pmsmt

Val ueType SReCi §tgtds. GenerdYP§, Master StatugpQﬁé§$£<§e w1§lOfb§yt es
BYTE 0x10 1 CHAR Ox

X 1
W DECHAR unsolicitmepo this mesgage is incypdedrfor Complete@»@@@ 2
SI NTEGER 0x21 2 ULONG 0x40 4
LONG 0x41 4 FLOAT Ox4F 4
DOUBLE Message agpdBparameterg:2Q Request Status
(hAast er-> ‘"Eéia) Value (s) Description i
Thi s nmessa requesls, 17 QORODAE (€S| RetabstOMasaey Istatus Value The status of
t he devi ce B (1paAit . System Unsigned 16-bit value,

Master Status (Master->Device,Master->Master)
This message is the response to the Request Master
10 Status message above, but more commonly will be sent by

the master unsclicited.

Message and parameters:

Field Value{s) Descrintion

MC 0x0021 Master Status Value

MD[1..2) System Unsigned 16-bit value.

MD[3..4} Status Unsigned 16-bit wvalue treated as bit
fields. See below,

MD({5..n] StatusString | CHAR array, NULL terminated, containing a
text description of the status., For
example, “Master Reset”

15 Master Status 1is defined as follows:

Bits 1 & 0 are encoded as shown in the table below.

Bit 1 State Bit 0 State | Meaning

0 0 Reset

When a device receives this status of the
master all channels on the device should be
turned off, all levels should be set to
zero, and the device shall enter the
“unconnected” state (see the Device &
Master Communication Specification}.

0 1 Reload

When a device receives this status of the
master, it must stop sending messages to
the master until the master’s status
becomes Normal. No channels are turned
off.

Undefined

Normal

Upon entry in to the Normal state, the
device must report that it is on-line and
any channels that are ON, or non-~zero
levels must be reported to the master.

e
Lol R =1

Bits 15-2: Undefined should be zero.



Message and paraneters: Field Val ue( s) Descri ption

MC 0x0016 Request Status Code Val ue M1 ..2]
Devi ce wo odsm3gyned 16-bit val ue. MO 3. . 4] PCT/UBQ0/11796
Unsigned 16-bit value. If port=0 then

requesting status of devi ce. 49 5. .6] System

Unsigned 16-bit value. 5 Status (Device->Master, Mast er->Mast er)
This nessage is the response from a naster to the Request
St at us Code nessage above. . It is sent by a device/port if the
devi ce/ por Diangrdtid Manggeat e the master 10 of a status change.
Message and par anet er Descri ption
¥e Hioxobebloning  Epleageto@Nigipets Froh\ppr  Ate

Devi ce destliﬂﬁécgl”fﬂik hrebidiayabd€ic ManagerM) 3 .. 4] Por t
Unsi gned 16-bit val ue.

Unsi gned
16-bit value. The Dlﬁ@f’?sn%ﬂssage; twa"tl&scBﬁeygetUﬁ& %"%‘?

value, |If POiteQd4@Yy the Diagnostic Manager speﬁlflcatlon stpd us of

devi ce instead of port. MO 9] Val ueType Unsi gned
8-bit vaIu@OﬁPﬁﬁiﬁﬁ Speci fier
Stat usSt ri Mgermana VOl Y@ aiue 1 1] DescrigRIGH N Onsigned 16- Di
val ue. Nu ﬁerﬂﬂl Diagnostic | 0x0101 Used to display/convey a di agxgphaq:cact er slin
string (i.estmagber of el enpRtssase QII§arir§lstrl %r’e;mrﬁfbleﬁ”;e el bytes)
MY12..n) | StatusString Leng{ Bebarancst lstemh@ P Loytes)
Request Dgvice Info (I\/a<t er - >Devi ¢@dsted5 hi s _nmessage
requests deqmef ge Diaggpeéf f i| ®x0102 nf or Tatglleheis the semmﬁr%@g:h z.ag osglcf i ed
i Informati A nostic manage
devi ce. %Ssage md par aITE( éi rmation be seE. éigjsource device.
Val ue(s) PSS GEIIIEI OFF | 0x0103 V| Master responds withUBEIUdel into REqliest
Devi ce I nf )1 ue VD[ 1.. 2] [message(s) for eBetvpgdce cuire"tw tnsi gned
16-bit val Ye. MO 3.). 4] cllggjsg?t@mnmer of @ﬁéﬁSgrf’e'deafB bit]
Ya| ue. 26 ' Request DY on '0¥010§Dc_"' L?nd’i'c‘!&‘c%‘s €fRET 211 on-1line device 11T S Tessage
is the respon&eedro t he Request Devi Céinformation hafbeennBmsage above.
Request Device 0x0104 Master responds with a variety of messages
Status that indicate the current scate of the
device.
Request Device 0x010A Indicates that all Device Status
Status EOT information has been sent.
Request 0x0105 Requests the entire list of device/ports
Asynchronous currently in the Master’s asynchronous
Notification List notification list.
Asynchronous 0x0106 Contains a singie entry from the Master’s
Notification List asvnchronous notification list.
Add/modify 0x0107 Adds or modifies an entry in the Master’s
asynchronous asynchronous notification list.
Notification List
Delete asynchronous | 0x0108 Delete one or all entries in the Master’s
Notification List asynchronous notification list.

Internal Diagnostic String
This message is used by tasks within the master to

10 log/display error or diagnostic messages.

Message and parameters:

Field Value (s) Description

MC 0x0101 Internal Diagnostic String

MD[1..2) Object 1D Unsigned 16-bit value. Values defined in
the Constants & IDs specification document.

MD[3..4} Severity Unsigned 16-bit vaiue,

MD{5..n} Diagnostic CHAR array, NULL terminated, containing a

String text description of the errocr. For

example, “Self-test failed #2”

Request Diagnostic Information
15 This message is used by the IDE to reguest that

Pty

EEf"fiagnostic information be sent to the regquesting device.



43 Flag - A 16-bit bit field. Each bit indicates a

uni que aspect of functionality. For each device and sub-device

t hat cont a{we,sqgr - programuabl e el ectroni ¢ conmponent s Jé

devi ce, the oFas following information is replied: ‘@ﬂf gtID-
An 8-bit unique (within the device) identifier that identifies this

structure of information. This is used to construct an internal

devi ce hierarchy for display to the user. 10 Parent1 D -

An 8-bit wvalue that references eX| sting ObjectID. If 0O, then

this objec n r nuf act ID- A, 16-bit val ue
t hat unlqt%I€ P18g SgentFFFegeﬁheqﬂﬁgm GRS TG pRSsages
Devi cel D -ofA #hebispevalfuedt h.@rfpeum guel |w@n§éiﬁte5015he déﬂ%éjew gg type.

Serial nunbge A fixed |length fjeld 16 hytes |ong.
(Fi r mar e ?bﬂ biks163bFt A7 e FRSR Jif qGeRGROSTIC ReREFATE | é’s’rltlheb@bj ect

code that §&er deyi €ger @8Vi¢ES. Version - A NULL term nated text
string that 20 indicates the revision level of the
re- p?ogr anmabl e conponent . DevicelD String - A NULL
term nat edyd x4 g8t 4hA0pd Pdheters: Iindicates the nane or nodel number of
t he dewceF T Jnﬁar;ur r String - A NJULL term nated text string
o5 t hat ie cates—thd ﬁ%ﬁ}%ésgf t SeKs 3;?5 manufacturer
Ext ended %P +ormat g’iég AR 5 ii: St formation | ndi t he
type of | devi ce specijfic addr|essiggble mtemallrtfleg,{my@g\t,tlogsf ol I dqw.
Ext ended |Address 1engt = An  J-1i3 - Yrglefimed t{hadt BHO) i ndicateg the
|l ength of device speC|f|c addr essi ng information to foll ow
Ext ended ARREeSSt -DExiepRicn iRl ess as i ndi cat ed by Ext ended Address
Type and Lengt hpy; 3505058208 R084PRLATRLETSE o request a list of

10 online devices for the receiving NetLinx master. The

master will respond with Device Info message(s) for each
device currently online. In addition, it will generate a

Port Count message for each device.

15 Message and parameters:
Field Value (s} Description
MC 0x0103 Request Devices Online

Request Devices Online EOT
This message indicates that all requested devices
from the Request Devices Online message have been sent.
20 This message is used by the IDE to determine when all

online device information has been received.

Message and parameters:

Field Value (s) Description
MC 0x0109 Request Devices Online
25 Request Device Status

This message is used by the IDE to request the

status of the specified device. The master responds with

Output ON messages for each output channel that is on,
Feedback ON messages for each feedback channel that is

30 on, etc. See the Diagnostic Manager specification for

" rore information.



44 Field Val ue('s) Description MC
0x0097 Devi ce I nfo Val ue M1 ..2] Devi ce I
Unsi gned 18- Dj | ue. MD[ 3. . 4] Syste soo/H38d gned
Tae b0 g tolerid MY 5.. 6] Fl ag TeCTusoyihag 9050
Bit O - If set, this nmessage was generg%ed

I n response to a button press while | dentify

node i s act
val ue.

M 9. . 10]
. 12]

Mes s34/ &% (gé%amqjﬁﬁ%j

i ve. MD[ 7] OojectlD Unsi gned 8-bit
Parent | D Unsi gned 8-bit val ue.

Unsi gned 16-bit val ue. M) 11
MO 13

MY 8]

Seri al Nunb

Fiedd DYT E€S Of

ned 16-bit val ue. .. 28]
MVD[ 29 . 3Q] [ 0x0104 F\Y PRequest Devicpdicggysd 16-hit val ue

RIISI .. N

ing a

|88 3e (s)FOI éscadciglel | hed vet.
MD{1..2) \ersi é evice l6-pLy 7a

Ver si on sti

Mpi3.. ¢ o P FOTE L. 0 € 6~bit value.
L kener ety St S gt hes Tebit vatue.

"v1. 00\O0"
term nat ed,
nunber .
"NXC- 232\ 0"
RS23

t er m™at ed,

nfg.'s nameasedzemagr akhy, IPEt Hics fletemtnine when all
0

P

"AMX Cor p/
to i ndicat
address to
Ext ended
Addr ess

GREy ﬁaﬂy rb

VXTI ] —DeviTelr D NULL

dWi & status EOT nmodel
Iin this format:

message indicates that all of (ke LiReauEsitd-
i@ﬂﬁ iﬁﬂormation ﬁ@quggﬁuégntgHA%h§grQ&ssgggLis
g the String

n

CHARarTay;
String

This
DeE% T
device status

8-bit val ue.
ext ended

MI[ q+2]

Ext ended
Addr ess
foll ow Type
8-bit value, _Used to indicate length in

Me$3ATY H SAEIEF Hidr ess to fol | ow

%ﬁion ﬁgg(£gén received. Used

Lengt h

Fieid WD O+3 . | VEJue(s) DEdr ©rd 6l Ext ended Address_a

i ndi cat ed

Type and Le

WICEXt ende 0x010A Request Device Statyfddress Addrdss
L% 3.2 Depice o4 Unsjgpe l6-pit yvalue. ;r_\pre

Descri pti on

3..4 . ~a ] Port T T Unsigned J6-bit value. L M
MD[5..6] UAU I system Unsigned VThobos! vatoe, LETYUTI W TT DLE 6 and

addregs wi |
devi ce.
address w |
devi ce.

0.

15

20

25

Field Value(s) Description
. - mMC 0x0106 Asynchronous Notification List
o TMDI1..2] Total Count | Unsigned 16-bit value containing the total
number of entries in the list.

T e the 438~ bit Neuron 1D of the
Request (x¥pnchronous NotificdtfMordeisess. Length will be 4 and

| be t.he . 4-pyte ir of the
s gpessage is used gy, rﬁ?%%ﬁ%ct%n.ré{)%‘?\%‘gh%n%st be

cubPxdst asynchronous ndRRI2BXLojmreclisn. fiengthenuststsr .0.

The of

Notification List messages, each entry in

Asynchronous
the

master generates a series

one for

list, to the requesting device.

Message and parameters:

Value (s)
0x0105

Description
Request Asynchronous Notification Llist

Field
MC

Asynchronous Notification List

This message is generated by the master in response
to the Regquest Asynchronous Notification List message.
the list, of these
there are no entries,

See the

master’s one
If

entries field will be zero.

For each entry in
messages will be generated.
then the number of

Diagnostic Manager specification for more information.

Message and parameters:




Al'l others Reser ved. Devi ce Info EOT(Master->Device)

Bit - 8: Strings to device

Bit - 9: Commands from device

Bit - 10; Commands %o device

Bit - 11: Status messages

Bit 12-31: Undefined. Should be zero.

5 nmessage i ndicates that all data (Device Info
nmessages) ﬁ‘é‘?/go’géésn sent as a result of a Request Device PCT/USOO/II"(?ﬁo_
nmessage. This nessage indicates tgq the requesting devi ce
t hat al | Devi ce I nfo I nf or I on has been
provi ded. 10 Message and paraneters: Field .
Val ue('s) EEscription MC _ 0x0098 | 16E§y{ce
| nfo EOT V. ML} —2] Device unsi gne I
"lﬁgﬁ ThisIndex 16-bit
val ue. Vo3 . 4] Smg‘?ﬁegzqﬁl q":l Zm@ql%th ttepal Ue.
45 Request Magter Statu$ ihdRNineEs 2 %L&xr gir %t’be an.r)
This message requests thatl the nast¢fotadsqzomd with st at Us.
General |y, 2 ) ev Ungiigped 14yhit value. unsol | CI Ted, tjhis
7T {MDUTLO8) T, o ort =] Unsigped 16-bit val ers:
m_essage 'Sty L0 T o1 COR ek C eSS Unsiaited 16-bit valoa: va-a\l
Field MD[11..14Yal UE(S) Flag DESCTTERTEYE fielid (if tHE bit is set, the 1.
Request Master Status Val fie MEBYskges. @fe enabled): System Unsi gned
1.6-bit value Bit - 0: Online/offline messages
: ) Bit - 1: Configuration messages

Bit - 2: Input channel changes

Bit - 3: Output channel changes

Bit ~ 4: Feedback channel changes

Bit - 5: Level changes from device

Bit - 6: Level changes to device

Bit - 7: Strings from device

8
9:

Add/Modify Asynchronous Notification List
This message 1is used to add an entry into the
Asynchronous Notification List or modify an existing
5 entry. The master will generate a Completion Code
(Configuration Manager message 0x0213) message indicating
success or failure of this command. A special sentinel
value of Device=0, Port=0, and System=0 indicates that

the flags should be applied to the global filter.

10

Message and parameters:

Field Value (s) Description
MC 0x0107 Add/Modify Asvnchronous Notificatien List
MD[1..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned 16-pit value.
MD{5..6 System Unsigned 16-bit value.
MD{7..10) Flag 32 Bit field (if the bit is set, the

messages are enabled):

Bit - 0: Online/offline messages
Bit - 1: Configuration messages
Bit - 2: Input channel changes
Bit - 3: Output channel changes
Bit - 4: Feedback channel changes

Bit - S: Level changes from device
Bit -~ 6: Level changes to device
Bit - 7: Strings from device

Bit - 8: Strings to device

Bit - 9: Commands frem device

Bit ~ 10: Commands to device
Bit -~ I1: Status messages
Bit 12-31: Undefined. Should be zero.

Delete Asynchronous Notification List

- - Srie,
e fb"a



Master Status (Master->DeviceMaster->Master) This nessage

Is the response to the Request Mster 10 Status nessage

above, butwowoasmssconmonly wll be sent by t hepBokfii11796
unsolicited. Messaae and paraneters: Field

Val ue( s) Descri ption MC 50 0x0021 Mast er
St at us Val ue MO 1. . 2] System Unsi gned 16-bit val ue.
MD[ 3. . 4] St at us Unsigned 16-bit value treated as bit
fields. See bel ow. MD[ 5. . n] StatusString CHAR array,

NULL term nated, THiH and$$iPg@ is used to delete an/all entr(y)/(ies) text
description of the status. For o , ,

exanpl e, "MISCH R dsynahronous Matkficapenslist. deThpedastsr #ibllows:
Bits 1 & 0qarRrAnfodatbnsfe shiocodd (Bontt 1 98! B L
Bits g%irt S o omtes ng. odd gn ghLeri b8 H¥hager mess&ye

Reset 0x0213) message indicating succesghenra feileee r edei vest hi s

statug of tRemmand. A special senti ppsies abl _channels
p inel value of Devicée 6, bofﬁ?ﬁed of f |

on the device should be =~
all |evel s ancul3ydeemed dpdicates that the global filter should be&ero,
and the deviyeg shal | e arnd.he : ) - C o
"unconnectegg ?tatq (see ihe Do Gat g Sentinel value of Device=65535,
Mast er CommBeir&atticSddSopeandi Satsitem=65535 indidfates that all enfries

Rel oad hould be deleted. When a devi ce recei ves this
status of the master, it nmust stop
sendilAg nessages to t he master
until the ster's status becones
Nor mal . No ERSNASRs “4Fe PATARSFSTS 1 0

Undefi ned ([Field T Value(s) Bescription NoT TTet

Upon ent ry 'itﬁp’f o the Normal ox88 ot hadd/Modify Asyncnronous Notification List

. D vie : Unsd d 16-bit wval
devi ce nust ik —E%—Gil—-l—l—ne—%ﬂiﬂ“e ne.
MO{R .41 ort Unsigned 16-bit value.

any channel sygBaterareON; DGy SR Z €T POnsioned 16-bic valus -
| evel s nust be reported to the master. ‘*Brrs—tSTZT—Undefrngd—%houId
be zero. Connection Manager Messages

Table B lists commands between connection managér and

15 devices. Again, the first column is the name of the
command, the second column is the value of the command,

the third column is the device response, the fourth column

is the master response and the last column is the
description of the coﬁmand. For example, on the second

20 row, if the blink command sent by a master to a devicé,
the value of the command is 0X0502 and in response to that
command the device says nothing nor does the master. The

description of the command is given to all devices to make

the LED blink. As this occurs, the master determines
25 whether the device 1is online and sends back a visual
indication.
TABLE B
Command Value Valid Response | Description

Messages From

DEVICE | MASTER
Ping Request. 0x0501 0x0581 | 0x0581 | Requests a ping response
{Master->Device) from the destination

device.

. ‘{;'J




46 D agnosti ¢ Manager The fol |l ow ng
nessages originate from or are destined for the
Di agnosti ¢ WyWRge The Di agnosti c Messages g&+41 tter
specified 5 durlng/after the Diagnostic Manager specl |cag|on S
conpl ete. Comand yal ue Descri ption
Internal Diagnostic 0x0101 Used to display/convey a diagnostic
String nmessage. It includes a severity |evel,
nodule I D, and a strlng These nmessages
are gener at Fgoml mat Ty W U T Vdl8e [ valid Response | Description
mast er . Request Di agnoptic s From egl sters the
sendi ng dev{ce with the | nf orjmat i on
di agnostic :m.n.a.ge.L_sJ.Lch_t_hai dihgnost j {(DEVICE | MASTER
i nf or mati on E)%éﬁiﬁ%s@g,)source HEPPYe | None [ Wone pafy ERESY PeEcRisgOn- 0k0103
Mast er resppnds W th Device infp l'i pe uses the response to
nmessage(s) for each device currgntly gn- confirm that the device
line and thppupber of ports—for—each is active in the system.
devi ce. ?é:gteﬁgwgg, Devi ces O™ |0RBLog| Mo | Periodigphly ireedepat pl |
on-1ine dev line EQT Includes nzla?ﬂngptah@n has
been sent. = Rf;mlpc'r Devj ce hrrc())rxo 8(%502 ;the&/béstce:git_r.isponds Mt h
f"‘ Vf"‘r' ety of (ggé%ga-af'a ter) S?"(QP?J"S m:?sl:;es aInt:xz:ded to bte
indicate the current state of the generated by one master
devi ce. Request Devi ce 0x01P0A to andthélt.cates that gl
Devi ce St at u%ynamxc Dev1ce $Fd6ﬁeﬂ% ECPR0503 0x0001 | 0x0001 | Assigred|ggfiogsgat i on th
been sent. |pooeer=2 - 5 EeSPOnSe. pagyuast s the

) : Request Dyr IE“EE%&ce 0x0583 | Error 03 | Request a dynamic
entire |ist &fdréiﬁVl(@@Ach@ﬁﬂaS»e*) ASYNChrpnouUS | address.,.use the Newbee
currently i the Master's asynchronous Not £¥agcati on Li st
notificatiop? :‘Fu?;fg“g’s‘t Asyn‘l:"l"??%‘nc (igror | 0x0001g K%EB?F“ that sceypai ns| a
single entrl the Wast er’ Notilficati pREEictet sent to
asynchronouE not [ f i cation Ii st . Addy nodi f lyanother specifi@¥0107
Adds or nod ptry. in t hstdar's geyyeRshr onous
asynchr onous Rmﬁ‘f fg‘a‘g‘lgjx}ﬁmf’l st.| 07 | EErRot | PPRY | HfpgCgtnotificacion ofe) et e
asynchr onous Del et e one lor all| entri p&eite.t hE Mast er s
Noti fication Llst asynchronous notrfrcatiron Trst.
I nternal D 23hasReeulstti MYaster->Device) This message is used by tasks

wi thin the masterrt,o :
his message 1is sent by a master to request
determine the presence of the specified device in the
5 system.
Field Value(s) Description
MC 0x0501 PingRequest value
MD[l..2 Device Unsigned 16~bit value.
MD{3..4 System Unsigned 16-bit value.
Ping Response (Device->Master)
This message is the response to the Ping Request
10 message above. The device responds with this message to

inform the requestor that the device is still on-line.

2

Field value(s) Description
MC 0x0581 PingResponse value
MD(1..2] Device Unsigned 16-bit value.
MD({3..4} System Unsigned 16-~bit wvalue.
MD{5..6} M£gID Unsigned l6-bit value. The Manufacture ID
as reported in the Device Info message for
ParentID=0 and ObjectID=0
MD{7..8] DeviceID Unsigned 16-bit value. The Device 1D as
reported in the Device Info message for
ParentID=0 and ObjectID=0
MD[9} Extended 8-bit value. Used to indicate type of
2 Address extended address to follow.
Type




10 | og/ di splay error or diagnostic nmessages. Message and

par anet ers: Field Val ue(s) Descri ption
wooos713s 0x0101 | nternal Di agnostic StrimEr/usoo/11796
MO[1 ..2] Qbject 1D Unsigned 16-bit value. Values defined in
the Constants & IDs specification docurgnt. MO 3. . 4]
Severity Unsi gned 16-bit val ue. MD [5. .n] D agnostic
CHAR array, NULL term nated, containing a
String text description of the error. For
exanpl e, " °€,¢D{1Q|1cot ot etrfi€ended — [ 8-bit va“Eé'l“"t%‘e R egapstE e hoLrRt on
15 hi s messjagi@ressi S | vy6Rdor B¥tendeliNBdres % £0108% request
t hat Di agnostic jlehetnat | g Ee sent_to the requesting device.
47 MDIH-lAahy flag blgﬁr‘gﬁé setA;‘ gii;ﬁ%“%xpiffiﬁ X g:n§¥°&§%§tqyc5mwggg< _
of the specHt+et—typets—wri oe—sT to—Ttrhe—aevir—ce: 1 e bits
are zero, t C sage wi |l be sent to the device. 5
Message andgﬁg?ﬁaﬁg ?88922% ng i el d Val ue('s) Descri ption
MC Type 0x0102 Request [)aqree&vﬁninforgatipn ~ Mool 1. 12]
i Gx0F; . euron ID Length wi e egs
B! :gnost i CELE PF;\IE‘Ld will be the éa bit 9 1D o tﬁ 5| nt er nal
) 292 IP4 Address- Lem}‘ﬂh
Request Devli ces Online WiLS béRES AgRtE Stvwiiadasbyoft{s‘:e I DE t ¢
request a Ilist of 10 online devidedevickor the receiving Netljinx nmaster.
The 0x03 AXLink Connection. Length must be 0.
0x13 RS232 Connection. Length must be C.
All others Reserved.

Blink (Master->Device)

The blink message is a broadcast message that is

wm

transmitted to every device periodically. The time period
of the message may be dependent upon the medium in which

the message will be sent.

10 Message and parameters:
Field Value(s) Description
MC 0x0502 Blink Value
MD{0} Heartbeat Tenths of seconds between heartbeats.
Timing
MD{1} LED State of Bus LED and other Status.
Bit 0 - Bus LED 0=OFF, 1=ON.
Bits 1-6% Reserved.
Bit 7 - Forced Device Unconfigure/Reset
MD[2]) e Month Current Date: Month 1-12
MD(3] Day Day 1-31
MDE{4..5] Year Year 1999-65535 (Tvpe:unsigned 16-bit)
MD[6) Hour Current Time: Hour 0-23
MD[7} Minute Minute 0-59
MD(8 Second Seconds 0-59
MD[9 Day of Week | O=Mon, l1=Tues, .
MD(10..11} Outside OQutside Temperature (if available).
Temp {Type:signed 16-bit) If 0xB8000, then
temperature is not valid.
MD[12..n) Text Date CHAR array, NULL terminated, Formatted as:
String “Thursday, June 10, 1993”

The time period for Blink messages is not determined
at this time. Each device implementation may not require
that the Blink message be periodically sent at any

15 anticipated rate. The ideal rate will be determined
based upon the quantity of bus traffic. It may, someday,

even be determined dynamically.

e e ¥



master will respond with Device Info nessage(s) for each devi ce

currently online. In addition, it will generate a Port Count nessage
for each dwo @#7135 15 Message and paraneters: Fi elRCT/US00/11796 Val ue
(s) Description MC 0x0103 Request Devices Online
Request Devices Online EOT 33Thi s nmessage indicates that al
request ed devi ces fromthe Request Devices Online nessage have been
sent. 20 This message is used by the IDE to determ ne when al

online device informati on has been received. Message and
paraneters The FLBEDd byte iVal ae(ls)t fDeder.iptiDime LSB (MIt 0)

0x0109 ues es_nline_ 2 R [ Demlce St at us

Thi s nessagy E F?a%§§d bﬁ HEXCPDE 52 ?8&u8§t%gﬁe%ds D-status of the
speci fi ed devi cene ﬁh@BnHShﬁﬂ Tespendset tihen the n@#tast ONigessages for
each out put channel

t ha on, Feedback ON ages for eac
f eedback cHSHﬁEF“FﬁéPW%é 'Ipnresgppse && Rie gfi@@&& Yank@er

speckficat reBefi@ing deWRES |@ﬁ@uD@1|§Ihce 1tself in the off-line
48 Message and paraneters: Val ue('s)

Descriptioﬁtater tazn all channelksafh, andRé&ﬁe§@4&%ﬁYﬁi%ﬁ%@uéefo
MO | . éo Q‘ae\b'a% itddns W%éﬁi bslt{aﬁ@g L{?pda‘c:es amg’ceségr{ to Port

UnS|gned 1 val ue. MD[ 5 System Unsi gne
val ue. the mas;er) The master shall send 3 consecutive ollnk

messages with bit 7 set.

10
Request Blink (Device->Master)

This message requests from the destination master, a
Blink message response. The response will not be a
global response, it will be destined only to the

15 requestor.

Message and parameters:

Field Value(s) Description

MC 0x0582 RegBlink Value
MD(1..2]} System Unsigned 1l6-bit value.
Dynamic Device Address (Master->Device)

20 This message is the response to the Request Dynamic
Device Address message below. It returns a device number
for “temporary” use by the requesting device.

The device can use this device number for as long as
it has communication with the master. The returned

25 device number may the one suggested by the device in the
Request Dynamic Device Address message or may be
different.

Message and parameters:

Field Value (s) Description

MC 0x0503 DynDevAddress Value

MD([1..2] Device Unsigned 16-bit value. Newly assigned or
Requested device number for the device’s
use.,

MD(3..4} System Unsigned 16-bit value. The appropriate
system number.

.30 -

L

=3 . . .
Kequest Dynamic Device Address (Device->Master)



Request Device Status EOT

t he Request

5 Devi ce

St at us

Thi s message indicates that all
i nformati on has been sent.

of

Thi s nessage

i's uwedokyisshe | DE to determ ne when all device stat UBCT/US00/11796
i nformati on has been received. Message and paraneters: Field
Val ue( s) Descri ption MC 54 OxO10A Request Device
St at us 1. .2] Devi ce Unsi gned 16-bit val ue. MD[ 3
4] Por t Unsi gned 16-bit val ue. MD[ 5.. 6] System
Unsi gned 16-bit val ue. Request Asynchronous Notification List
This message iraisusedsabye rickme sicBE a tdev*rczeqmmtbert I“&om a mas€&lF [ ent
asynchronous notifi cat |lon sttAE)r om t he nmast mast er
gener at es Neghepgedlagopus ?néﬁFoﬁBughe1’§e55agﬁlof1f—‘ﬁi€£t| on Li st
messages, one for each entry in the list, to the requesting
devi ce. Message and paraneters: Fi eI d Val ue(s)
Descri pti offessage apd parametgg§ios Request Asynchronous Notification
List 20 Fiehw yMCT ONOUS] WakE {sh Cat ] s83ciiobion Trs—Tessage) i S
gener at ed Pyc the nast er | N0X0B&EPONS €] Request DyniniclUeeiddCAHdE6ds BayBAC NI ONOUS
Notificati p¥WP(Li 3t nessage} 2rorosedlevidinsgeh —éfﬁbrt}/vallme -1 e pegige’ &l st | one
of these messages| Vi | | be |jEfeay@gsne "FrievHer ¥/ &0t {i es,
25 t hef@HE TUMDET Of | BREFHES [ &htk Whick, DEs&CtI indicateCtygetot
Di agnosti c| Manager speci f§&@teson f of exyeided iand:@ssabi DAlow. I\/Essage and
par anet ers Eield ! Type -— \, ( Q;l Descript Lé‘\I’L T
ended . value. in te ef
0x0106 pRfAthr onous mtiﬁkggfl ont 13088 of ue. USHUDELLIndisite leofnt AP copint
Unsi gned 1p- bit val ue confmingt:ng t hle t ot
nunber of ewaPi8s in the |53ssended Extended address as indicated by Extended
Address Address Tvoe and Length.
5
Extended Address Type
Type Description
0x01 Neuron ID. Length will be 6 and address will be the 48-
bit Neuron ID of the device.
0x02 IP4 Address. Length will te 4 and address will be the 4-
byte IP address of the device.
0x03 AXLink Connection. Length must be 0. -
0x13 RS232 Connection. Length must be 0. -
All others Reserved.
Pass Through
This message requests that the Connection manager
10 redirect strings coming from the specified source device
to the specified destination device. This will also
prohibit strings from the source device getting sent to
the interpreter until the PassThrough is disabled. This
message will cause an 'RXON' message to be sent to the
15 source AXLink device.
Message and parameters:
Field Value{s) Description
MC 0x0584 Pass Through Value .
MD[1l..2) SrcDevice Unsigned 16-bit value. Source’ AXLink
device. L
MD[3..4] DstDevice Unsigned 16-bit value. Destination device
address.
MD{5..8] DstPort Unsigned 16-bit value. Destination Device
Port address.
MD{7..8] DstSystem Unsigned 16-bit walue. Destination System
Address.
MD (9] Enable Unsigned 8-bit value. Bit field:
Bit 0 - i=Enable pass through. O=disable,

£
’1
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49 MO 3. . 4] Thi sl ndex Unsi gned 16-bit val ue

containing the item nunber
begi nni ng W bordraas This will be PCT/US00/11796
incremented for each itemuntil it equals

Total Count . MY 5. . 6] 335 Device Unsi gned 16- bi t
val ue. MO 7. . 8] Por t Unsi gned 16-bit val ue.
MD[ 9. . 10] System Unsi gned 16-bit val ue. MO 11.
. 14] Fl ag 32 Bit field (if the bit is set, the
messages aRegresd ethtification Bit -
goln:‘ PSL?;{ : gﬂenﬁ%ggsmessage is sent by a master re %It

| nput chanpgt ighangeison of specific messages that are recelvedBlﬂrom3
Qut put channel change

Bi - 4
Feedback cl®fhneFeRh andé% the specified device. Typically, %5% . 5
Levels changgs ff#iRtdSH Cémessages are Device Manager messagddit - 6:

Level changes to device Bit - 7:
Strings fromResdied above) . Bit - 8:
Strings to device Bit - 9:
Commands fro gevi ce YT —— Bit- 10:

F H aiue (s escrliption Di 19—
Commands t TMCE%LI‘NQ 0x0507 RequestNot1‘1cat~on value t -
St at us Ies;s Muﬁ?.zj DstSystem nsigned 16-bit value. The Qéét:ﬂ&tl@d— )
Undefi ned. | Shoul d be zer ¢. A Madidiy Asyasticermuscibot i ficatfi on
Li st Thi s{nessage ivMHﬁﬁg t0 add an entry into the

Asynchr ono¥ Rot1)f i cati on PPYeVEE modipneh BRESAEHY- TBE sPeCLiEn PPV | The

master W | MD[DEJCéxCI ate = S%k’éeﬁi i U¥ns1gHeF 16-bit value. \mhé)lgygtgw arton
Manager nessage 0x0213) nissage i ndil cadueseing the notificsuiccesssagey. failure

of this (vdm‘?an@ SrcDevice Un#’kgnsbéﬁni’at "asggg tl“i@;?li‘:;;;es al ue
1 — D, —n an 2 hd P
of Devi .Ce f'lDf nrt P ng\amwwalue er tdFoMd s B5bs shoul d
be applied the gI obal fiilter )m following sage an par anet er s:
MD{11..n] Messages Array of unsigned 16-bit values. Each

value identifies a specific message. For
example, O0x000A indicates that any Level
Value messages to or from Device should be
sent to SrcSystem.

The following message command values are not actual

10 messages, but rather virtual “commands” to the
Notification Manager that function as follows:

OXFFEFF - deletes all existing notification requests

for the device from this master.

15 Diagnostic Manager
The following messages originate from or are

destined for the Diagnostic Manager:

Cormand Value Description

Internal 0x0101 Used to display/convey a diagnostic

Diagnostic Scring message. It includes a severity level,
module ID, and a string. These messages
are generated internally within the master.

Request Diagnostic | 0x0102 Registers the sending device with the

Information diagnostic manager such that diagnostic
information be sent the source device,

Request Cevices 0x0103 Master responds with Device Info message (s)

On-line for each device currently on-line and the
number of ports for each device.

Request Devices 0x0109 Indicates that ail on-line device

On-line EOT information has been sent.

Request Device 0x0104 Master responds with a variety of messages

. {.Status that indicate the current state of the
e 3 device.




Field Val ue (s) Description MC

0x0107 Add/ Modi fy Asynchronous Notification List M1 ..2]
Devi ce Unsi gned 16-bit val ue. MD[ 3. . 4] Por t

Unsi gned 186751 ve. M 5. . 6] System  PCT/§0@i8ed
16-bit val ue. MO 7. .10] 56 Fl ag 32 Bit field (if the
bit is set, the nessages are

enabl ed) : Bit - 0: Online/offline
nmessages Bit - 1: Configuration
mﬁssages Request Device 0x01CA indicates that all ice %.?atﬁlj?nu: Cﬂanne:
changes Status EOT information has begeﬁen> put: channe
changes Request %0105 Requasts the entirdliist of dtRERinat nnel
changes Asynchronous currently in the MEitkr’ -s Sxyntr@vdusChanges
From devi opiostticasion bst e pettticeston Mse Gl 6 Level _changes
to device No{ification List asynchronous ngtificaac;'z-llszn g‘fsrtFﬁ@s from
devi ce add/modify 0x0107 Adds or modifies &h lentryOin TS evi ce
Bit - 9: Comsyvapgondysom devi ce asynchronous notification list. Bi t
- 10 CDrgia%E%%i:qat}REULgsn 0x0108 Delete one or all entries in Maste Ly - 1L
St at U$ MeSB ddfehronous asynchronous notification llsé?et isz: %f
Undef i ned. | NotShizudkibab&iszel 0. Del ete Asynchronous Notification List
50 This nmessage is used to delete an/all entr(y)/(1es)
from t he AsynchiienexsaloDikigoatsitdre ISitstingThe master wil | generate a

Conpl eti on Code, ( Caonfi uratlon Manager, message ... . 0Qx0213) nessa
i ndi cati ng succé: && OFIzﬁ?qﬁel%fufﬁlsbﬁitagﬁ%oﬁﬁﬁﬂﬁ? “hﬁ PR oF Egntlne

val ue of D&bigdel—l@pla@métrzﬁ,r or diagnaBididymeg¥a@elsndi cates that the gl obal

fiItS shoul d be del eted. Another special sentinel val ue of
Devi ce=65535, Port =65535, and System=65535 i ndicates that al
entries MessagR0dnd bard@babqg 10 Message and paraneters:
Field Val ue(s) Description MC 0x0108
Add/ Modi fy_Asynchronous Notificatiop 1ist MDD 1 21 Device
Unsi aned 1EESEE vat e Value (s) Description i _
g i 0x0101 Internal Diagnostic String
MD{1l..2} Object ID Unsigned 16-bit value. Values defined in
the Constants & IDs specification document.
MD{3..4] Severity Unsigned 16-bit value.
MD([5..n}) Diagnostic CHAR array, NULL terminated, containing a
String text description of the error. For
example, “Self-test failed #2“

Request Diagnostic Information

10 This message is used by the IDE to request that
diagnostic information be sent to the requesting device.
If any flag bits are set, unsolicited diagnostic messages
of the specified type(s) will be sent to the device. If
all bits are zero, then no diagnostic message will be

15 sent to the device.

Message and parameters:

Field Value(s) Description
MC 0x0102 Reguest Diagnostic Information
MD[1..2] Flag Bit Field:

0 - Enable Internal Diagnostic Strings
1~15 - Undefined {must be 0)

20 Request Devices Online
This message is used by the IDE to reguest a list of
online devices for the receiving Netlinx master. The

T aews ) nr-.,z

‘master will respond with Device Info message(s) for each



MY 3 .. 4] Por t Unsi gned 16-bit val ue. M) 5. . 6] System

Unsi gned 16-bit val ue. Connecti on Manager Messages

Tabl e B | i says oyerigminds bet ween connecti on manager and 15 PRYYS0681796
Again, the first colum is the nane of the command, the second
colum is the value of the command, 57 the third colum is the device
response, the fourth colum Is the master response and the | ast
colum is the description of the command. For exanple, on the
second 20 row, if the blink command sent by a master to a devi ce,

the val ue dfedite copmmatly OB andh idddespgiseit owilBtgenerate gOMMENd
t he devi ce says nothing nor does the master. The description of
the command9d GEH TSI AAT &S dearee - the LED blink. As
this occurs, the master determ nes 25 whether the device is online
and sends back a visual I ndi cati on.

TABLE B Messaggprafghdarameters:  \Value Valid Response Description
Messages From DEVI CE MASTER

Pi ng Request Ox0501 0x0581 0x0581 Requests a ping response

( Mast er - >[Bieidep) Value(s) Descriptigm t he destinatiop

devi ce. MC 0x0103 Regnest Devices Online 51

Conmmand al id Response Description

. al.ue Vi
Messages FRGRuest Devxces'%nfine EOT DEVI CE MASTER
This message indicates that all requested devices

from the Request Devices Online message have been sent.
10 This message 1is used by the IDE to determine when all

online device information has been received.

Message and parameters:

Field Value(s) Description
MC 0x0109 Request Devices Online
15 Request Device ‘Status

This message is used by the IDE to request the

status of the specified device. The master responds with

Output ON messages for each output channel that is on,
Feedback CN messages for each feedback channel that is

20 on, etc. See the Diagnostic Manager specification for

more information.

Message and parameters:

Field Valuels) Description

MC 0x0104 Request Device Status
MD([1l..2 Device Unsigned 16-bit value.
MD{3..4 Port Unsigned l6-bit value.
MD(5..6 System Unsigned l6-bit value.

25
Request Device Status EOT

This message indicates that all of the Request
Device Status information has been sent. This message is
used by the IDE to determine when all device status

30 information has been received.



Pi ng Response 0x0581 None None Reply to the Ping

(Devi ce->Mast er) Request. The master
uses the reagBQHERA350. PCT/US00/11796
confirmthat the device

Is active in the system Bl i nkss 0x0502 None
None Peri odi cal | y broadcast (Mast er - >Devi ce)

to all devices.
| ncl udes LED blink and

ot her '”for‘mféb@@e and paramEie%gst Bl i nk 0x0582 Error  0x0502
Requests a nk (Device->Master) ..
message. | Jlﬁkhna f o bha Value!{s) | Descrirtion

Ib‘cb LAV AVAV I ap v j |9 Ay r .
gener at ed DygpmEzEsteT bevice O o0 IR b e ——bynani ¢
Devi ce Addr 3..4]  O0x0b03 OXUOUT OXY@kk _ AS3hREIGREca b ES value,
(Mast er - >Dejwing &,). 6] System UeSpOIISEa-bit value.  REQUESt
Dynam c Devi ce 0x0583 Error 0x0503 Request a dynam c
Address (DeyLgGE: {yaﬁg Linr N address .use the Newbee
flag . K 5 ®Pas g‘n Oﬂous OtlflcatjoorbSIBhs Error 0x0001 Request s
that strings Thls r(téE}aszagﬁa Shstieeyl by the IDE to request the from
t he specifi
deV|c£ get §§ﬁfe?
anot her speThéi edmaster generax.es a series of Asynchronous

t asynchronous notification list from the master.

devi ce. eguest t: I ficatio Q 07 Error 0x0001
Request s noIE]?H’Ea??BhO%f e nessfﬂ/ﬁ& eronﬁ\/las'f’ér)each entry in the
speci fic nebsggestbronearequesting device. devi ce.

Pi ng Request (Master->Device) This nessage is sent by a
master to request determ ne the presence of the specified device
inthg 5 Messa@é’sél@din parameters: Field Val ue(s)

Desri ption 0x0501 Pi ngRequest val ue

M1 .. 2] H==id Dc se—-as ot g diEsauotor vl — ADL3 4]
System Mu'llbi gred—i6=thirt—vat ue: SOEEST AOVeS .".g “r'\ﬁeg%%ﬁé%uon =

(Devi ce- > 4 : s Thi sage is the response to the Ping
Request g/gﬁ%éhron%%s NoT:JE)L‘ICMJ'(QIK'SI'If'1{r§"'$devi ce responds wth. this

nmessage to This maéeaget he roecnesstted tHyattHéwenwkem:ceere*spbhsen-l I ne.

E: ﬁlngesponstéovahe VﬁL&Seéé) AsyIPehJ:%rlith}sl Oﬂotlflcatlg/r? List message. 0x0581

15 For each entry in the master’s 1list, one of these
messages will be generated. If there are no entries,
then the number of entries field will be zero. See the

Diagnostic Manager specification for more information.

20 Message and parameters:

Field Value(s) Description

MC 0x0106 Asynchronous Notification List

MD{1..2] Total Count | Unsigned 16-bit value containing the
total number of entries in the list.
MD[3..4) ThisIndex Unsigned 16~bit value containing the item
number beginning with 1. This will be
incremented for each item until it equals
Total Count.

MD({5..6 Device Unsigned 16-bit value.
MD{7..8] Port Unsigned 16-bit value.
MD({9..10) Svstem Unsigned 16-bit value.
MD([11..14) Flag 32 Bit field (if the bit is set, the

messages are enabled):
Bit - 0: Online/offline messages

Bit - 1: Configuration messages
Bit - 2: Input channel changes

Bit - 3: Output channel changes
Bit - 4: Feedback channel changes
Bit - 5: Level changes from device
Bit - 6: Level changes to device

- 1 Bit - 7: Strings from device
1 Bit - 8: Strings to device




M) 1. . 2] Devi ce Unsi gned 16-bit val ue. MO 3. . 4]

System Unsi gned 16-bit val ue. M 5. . 6] Mgl D

Unsi gned 16y@igheyasue. The Manufacture 1D

as reported in the Device Info nessage for PCT/US00/11796
Parent 1 D=0 and Obj ect| D=0 M) 759. 8] Devi cel D Unsi gned

16-bit value. The Device ID as
reported in the Device |Info nessage for

Parent 1 D=0 and Qbj ect| D=0 VD[ 9] Ext ended 8-bit
value, Usgd to indicate type of Bit = 9: Commands from device eSS
extended address to foll ow TyBig ~ 10: Commands to device

52 MD[ 10] Ex%En Statug msgzaggal ue. Used t @

i ndi cate | ength—™n g Eégl Uncpbfieds g Should be 38yees of
extended ad o] Length

M 11. . ﬂdg?ﬁ&ﬁE& hsg}q’ahronoﬁitgﬂﬁ%ﬁlﬁﬁﬁf%’%sl‘hit| ndi cat ed by Extended
Address Atﬂdﬁ.essmé’yﬁmandliengiem to add anBExdeided Adds esg e lype
Type scriptij OxO1

Neur on | D. Ai@ﬁﬁf‘ﬁ%ﬁPF b§°%-£h‘aa% esIsJ'St or modify an existing
will ®e thee148r?|t Meier omasddedf twiglldevg&ferate a Cof¥Petion Code
| P4 Addr ess. e 4 and address

B EhetgepEadt Patinh, Bendghtl Rassage” 0x0213) message indicating

devi ce. SucceSSO&QBfallure of this command. AXkLEK;ERN :
Length nmust be O an b 162 %%%%ﬂ'%%l

x13
Connect i on. Va{%ﬁgt% nﬂsi’lE%‘@) Port=0, apgl| Sysfeme:0 indicates that

Reserved. the flags sBbhDK ﬁébéﬁfiiéﬁxWecgﬁe gPobal filter, |N€ blink
nmessage s a broadcast nessage hat is transmited to every

devi¥ periodically. The tinme period of the nessage may be
dependent upossife BRI PREAfeMRiSh the message will be sent.
Field Value(s) Description
MC’ 0x0107 Add/Mcdify Asynchronous Notification List
MD_l..Z] Device Unsigned 16-bit value.
MD.3..4 Port Unsigned 16-bit value.
MD(5..6 System Unsigned l6~-bit value.
MD[7..10) Flag 32 Bit field .{if the bit is set, the

messages are enabled):
Bit - 0: Online/offline messages

Bit - 1: Configuration messages
Bit - 2: Input channel changes

Bit - 3: Output channel changes
Bit - 4: Feedback channel changes
Bit - 5: Level changes from device
Bit - 6: Level changes to device
Bit - 7: Strings from device

Bit - 8: Strings to device

Bit - 9: Commands from device

Bit - 10: Commands to device

Bit - 11: Status messages
Bit 12-31: Undefined. Shouid be zero.

Delete Asynchronous Notification List
This message is used to delete an/all entr(y)/(ies)
15 from the Asynchronous Notification List. The master will
generate a Completion Code (Configuration Manager message

0x0213) message indicating success or failure of this

command. A special sentinel value of Device=0, Port=0,
and System=0 indicates that the global filter should be
20 deleted. Another special sentinel value of Device=65535,

Port=65535, and System=65535 indicates that all entries
should be deleted.

T b 3]



10 Message and paraneters: Field Val ue('s)

Descri ption MC 0x0502 Bl i nk Val ue
VD[ 0] Hear t beat Tent hs of seconds between heart beats.
Timng WO 00/6713§/D) 1] LED State of BEX/YIOYILIE ot her -
St at us. 60 Bit O - Bus LED O=COFF,
1=0N. Bits 1-6 Reserved.
Bit 7 - Forced Device Unconfigure/ Reset MD[ 2] Mont h .
Current Date: Month 1-12 MO 3] Day Day 1-31
MD[ 4 ..5] Year Year 1999-65535 (Tvpe:unsigned 16-bit)
VD 6] Message apd, parametersgy’tont Tine. Hour 0. 23 M 7]
M nut e Figyenul € U- b9 Value(s) V[ baskripeidand Peconds
0-59 MC__ M 9] 0x0108 [ l/AdgyMIAd R Asydcidrous ot ifisation List
MD[ 10. . 11]MRIL..2) Qutgideidevice quig i rituYadug.i f avail able)
Te MD[3vdal . . bLPort. . .\ | .| Onsigned lérhit value. 7
mp MD(G. 810 of TCOREIER YIed 16-Bit value.,
t enperat ur e-Ts TOt—val T d. T2 T fext—Date CHAR
array, NULL term nated, Formatted as: String
"Thur sday, ChmfeguatiggoManager The tinme period for Blink
nmessages i s not termned.; this.ti Eac Vi
i npl ement ati on nrlgl% not requllnrge messa&és tﬁz:tlgtlﬁ:atﬁl i n roﬁssége e ©
peri &i cal Idessdmedatfoanghelonfigurahioni Ppanaderr at e. The ideal rate
will be degersiped— Ases—THRoR RHhe—ayantity iogf bus—t+affic.
It may, s )rrema?iy, evien be dqgg;ggwé&,ﬂynam caﬁ y.
53 The LED bytle is [®=bide | WAsesrd. | The LSB (bit O
i ndi cates | h;sc Cemirentmbst at us Of 0xPE Nuisx02IBD) 0x0213 siﬁi :hef‘&h?cwsas(ea t| 7) is
-~ vice, + the recelvin
set when t héiathsrateriifitial |y aunber of the receiving
Set Identify 0x0202 None None Enables/Disables
Mode/Address identify mode for the
{Master->Device) device and establishes
the new device number.
Set Serial Number 0x0203 0x0213 | 0x0213 Sets the l6-byte serial
number cf the device.
File Transfer 0x0204 0x0204 | 0x0204 Contains file transfer
information

Request IP Address List 0x0205 0x0206 | 0x0206 | Requests the list. of IP
address the device will
attempt to contact

IP Address List 0x0206 None None List of IP address

Add IP Address 0x0207 0x0213 | 0x0213 Add the specified IP
address to the contact
list.

Delete IP Address 0x0208 0x0213 | 0x0213 Delete an specified IP

address frem the
contact list.

Set DNS IP Addresses 0x0202 0x0213 | 0x0213 Sets the DNS IP address
list and domain name.
Request DNS IP Addresses |} 0x020a 0x0208 | 0x020B Requests the DNS IP
address list and domain
name.

Get DNS IP Addresses 0x0208 None None Gets the DNS IP address
1ist and domain name.
Set Ethernet IP Address 0x020C 0x0213 | 0x0213 Sets the IP address,
subnet mask, and

gateway.

Request Ethernet IP 0x020D 0x020D | 0x020D | Requests the Ethernet

Address interface’s IP address,
subnet mask, and
gateway.

Get Ethernet IP Address 0x020E | None None Response to Request
Ethernet IP Addrss.

Set Time & Date 0x020F 0x0213 | 0x0213 Sets the Time and Date.

Request Time & Date 0x0210 0x0211 | Ox0211 Requests the current
Time and Date.

Get Time & Date Ox021l None None Gets the current Time
and Date.

Identify Mode/Address 0x0282 None None Response to Identify

Response Mode/Address.

Restart 0x0212 0x0213 | 0x0213 Restart device or
subset of device.

Completion Code 0xQ213 None None For some messages,
confirms successful

e Tk completion or failure

of a message.




power s- up/on-line In response to bit 7 being set, the recei ving
device should ace itself in the off-line st at
channel s VP 043 set all levels to zero (or prepar e%ﬂrééo?’lﬁ%ésend

status updates as necessary to ghe master). The master shall send
3 consecutive blink messages with bit 7 set. 10 Request Bl i nk
(Devi ce->Mast er) Thi s nessage requests fromthe destination
master, a Bl i nk message response. The response wll not be
a e TeSPOTSE, Tt Weithe DeT SiE S REES st Y ot it et S
request or. Message anfl par anpksksges From Fi el Val ue('s)
Descri pti on MC 0x05B8EvIcE RNk Val ue M 1.f . 2]
Syst em UResegred (MeB6adsF t  val up Dx0220- Dypam c Dp¥#¢tseveiguhsess range.
( Mast er - >Devi-ce)—26 RO S —ressage—i-s—t-he—+-espoense—to-the Regulest
Dynanic DEVICE Address nessage below. It returns a device nunber
for te”DOBékYbewi&ebWuhh&rrequest|ng devi ce. The devi ce can
use this device nquer for a gn a conmuni cation  wth
the master. Pre r§Furﬁ§d 3g5e eHéGPcenﬁﬂﬁﬁér ﬁay BRECBRELHEEESt ed by
t he devi cegkRriles . Request Dynami c Devi ce Address nessage or nmay be
different. Message and parapeters: Field Val pe(s)
Descriptio Field Ve Value(s) n. h riptio
1 o MC o 0x0201 _ | | Set Device nampe :
MY 1.. 2] {l]v':‘”‘"c PCotZdglir&e i PUsEd  to' indicate ype ot okt uYation
Request ed deV| ce nunber f pen trigysdev] g She validity of the following data.
use. MINRY} 3. . 4] DBys¢ em | Uddagnegneabloviue . vahaepeciinge appeopri ate
syst em nunper..—30 RREFRBS L Dy 4 egeme i ce- er )
D(4..5] System 7| Unsigned 16-bit value. The specific system
number to set.
5
Configuration Flags
Bit Value Type Description
0x01 Device Device Number in data is valid and should
Field Vvalid | be stored.
0x02 System System Number in data is valid and should
Field Valid | be stored.
0x04 Future
0x08 Future
0x10 Future
0x20 Future
0x40 Future
0x80 Erase all Erase current setting and return to
Current default.
System/Devi
ce Settings
Set Identify Mode/Address
Places/removes the device into/from the Identify
10 state. While the device is in the identify state, a press
of the identify button causes the device to take on the
specified Device/System. The device should respond with
the Identify Mode/Address Response, report its old device
as off-line, then report the new device as on-line.
Field Value (s) Description
MC 0x0202 Set 1dentify mode
MD(1] Flags Unsigned 8-bit value.
. Bit 0:
0 - Disable Identify Mode
1 - Enable Identify Mode
MD({2..3} NewDevice Unsigned 16-pit value. New device number.
MD{4..59) NewSystem Unsigned 16-bit value. New system number.
15

Set Serial Number
5’;“-:;)
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The Newbee flag nust be set

par anet er s,
0x0583

Pr oposedDev
I ce

Thi s message requests a device nunber froma nmaster

Field

woooﬁgbauest Dynam c Devi ce

Unsi gned 16-bit val ue.

devi ce,

I n the nessage header.

Val ue('s)
Addr ess Val ue

Message

Descriptign

ﬁs’[r/luso% 1796 Ve

| g2possi ble for the

is the | ast device nunber that this

and

devi ce used. MD[ 3] Ext ended 8-bit value. Used
to indicate type of Addr ess ext ended
address to fol |l gw, et yp X

Ext ended gwﬁst 5§|u2 Liiiitisﬁﬁ%% cgﬁgﬁégh %L ﬁhe sp&@iéled

Addr ess deWy&@s of ext ended address to foIIow

Lengt h Fia1q VOS5 Value (9) endethn Exended—address—as

I ndi cat ed pycEXtended 0%0203 Set Serizl Number AUUress Aderess Type
and Lengt h{mom..16) EX] sdx6l€d AJJ) BeSdel Y8R 16-byte serly Rumber. This
Descriptiop OxOl | Number serpidl marbet Ds repertgd lvisvithé Daeicd and
address wi H—be-the 48 Info message, bit Neuraop ID of |the
devi ce. 0x02 | P4 Address. Length will be 4 and
addr ess vmlﬁll@ey&agsﬁer byte I P address of the
devi ce. x03 AXLi nk Connection. Length must be 0.
0x13°3 ThlSRszcsrzn%néewéﬁteSLetﬁgq htrassfps ®@f data forAld others
Reserved. gevice or ﬁ?§§erThr9UQQS

tended _cnacTNLfis UESSBgg, gquest s
redi ngs i

rect stri coming Tfrom the
tOtoallhetVPspecof|eﬂlledesranafenm

t hat the Connecti on nanager
speci fied m@@@p@ésmdebﬁcecommon

devi ce. 3 d;n Llrmdgye uo&%ides,aiﬁodﬁua,. u&ﬁwﬁgﬁgt 3%£#893 from
t he source devic et erpre
PassThr ougfilies. dlsabled Thi s nmessage W ||l cause an RXCN
1o ot + + 1o
nessage to Fleia ot O tHeT 7205y Description
MC 0x0204 File Transfer
MD{l..2]} FileType Unsigned 16-bit wvalue:
0 = Unused
1 = IR Data
2 = Firmware
3 = Touch Panel ‘File
4 = Axcess2 Tokens
MD[3:‘4] Function The function to execute, such as receive,
send, etc. Values 0-255 are predefined.
All other values are based upon the
FileType.
MD({5..n]j Data If any, contains Function specific data.
10
Request IP address list
Requests for the device to respond with the list of
15 IP addresses the device or master attempts to contact.
Field Value (s) Dascription
MC 0x0205 Request IP Address List
IP Address List
The response to the request above, one IP Address
List message will be generated for each IP address in the
20 list.
Field Value (s) Description
MC 0x0206 IP Address List
MD({1..2] Total Count | Unsigned 16-bit value containing the total
number of addresses.
_ | MD{3..4) ThisIndex Unsigned 16-bit value containing the item
s 2 number beginning with 1. This will be
incremented for each address until it
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m

ned

15 source AXLink device. Message and paraneters:
Field Val ue(s) Descri ption MC
0x0584 wdemey13Bhr ough Val ue M1 ..2] SIS 0021796
Unsigned 16-bit value. Source AX-Link
devi ce. MD[ 3. . 4] Dst BRvi ce Unsi gned 16-bit val ue.
Destinati on device addr ess.
MD[5 .. 6] Dst Por t Unsigned 16-bit value. Destination
Devi ce Port address. MD[ 7. .8]
Dst Syst em [511 Insi gned JG-F j equpissTItahCoMt: Syst em
MD ag
Addr ess. VD 9] H0aBEE  nnecc AdASlgned 8-bit val ue.
field: o UDP connectbix - 1=Enabl e pass
t hrough. O=di sabl e. = TCP connection
Request Not|i fication Bl?ﬁl 5,e8%%de is sent by a naster |to
request noti fi catl on of speqh | Csmpgeades that are received flro
OR sent to t he speci fi ed Bit deviveesea  Typically,
the 5 notification massages’al‘C - % 5°“‘~’CE¥\‘/|%’Y Manager
. X = IDE generate

nmessages _(speci fli ed above) ‘1 = NetLinx Langdag€lgdnerated
Val ue('s) Descri ption M} Bits - & & 7: Encoded Qx(d2Ohon state
Request Notiffi cati on val ue N’[§21= E% 23; ggzz;;gl‘j‘; %Eyggfm Undi g
16-bit val ue. The desti nqt ' _On . 10 = {0x80) Waiting for connection valid
system of this (RequestNot|i fication)]11 = (0xco) Connected
nessage. MY 3 I Dst Device Unsigned 16-bit wvalije.
The speci fi Cmoééur‘ld‘:e - FPort Number | Unsigned lé-pit vaiue containing :ﬂé\ﬂ"&e f
. e number _to connect.
Interest. ryp(s..n] ML O. - OdRL Nudl Co¥rmingtld addribs SReth Tl 3atjue.
The system URL, or IP address in kBg|d&St bi(Q the
notificatiopn r{mqagpc YT MDY 7 ;1%?1163-26442”1 chi’drr)p\/u‘p Tlln\g_lk gred

: D(n+ 1 . I ress ull ‘terminated IP address string. £ the”
16-bit val UF ‘Ilhe. devi ce URL has been lookup up, contains the IP

address of the URL.

RIVES

.

Add IP Address
aAdd a URL
list.

or IP address to the device’'s IP address

Field Value (s)

Description

MC 0x0207

Add IP Address

MD{1) Flag

Bit field:

Bit - 0: Connection Mode.
0 UCP connection

1 = TCP connection

Bit ~ 1l: Unused

Bit 2: Unused

Bit 3: Unused

Bit 4: Unused

Bit 5: Scurce of Entry
0 = IDE generated

1 = Netlinx Language generated
Bit - 6: Unused

Bit - 7: Unused

MD(2..3] Port Number

Unsigned 16-bit value containing the port
pumber to connect (normally 1319).

MD[4..n] URL

Null terminated address string. Either a
URL, or IP address in the form of

"192.168.26.1487

Delete IP Address
all

device’s IP address list.

Delete one or

URLs or IP addresses from the

Field Value(s) Description
MC 0x0208 Delete IP Address
MD{1) DeleteFlag Bit field:

Bit 0 - If set, delete all URLs.
Bit 1 - Dnused.

Bit 2 - Unused.




requesting the notification nmessages.
Unsi gned 16-bit val ue.

MessageCoun

t wo boré7abs owi ng |ist.
Array of unsigned 16-bit val ues.

value identifies a specific nessage.
Ox000A i ndi cates that any Level

exanpl e,

Val ue nessages to or from Device shoul d be
The foll owi ng nessage command val ues are

sent to Src

System

MD[9 ..10]
Nunmber of Messages
MO 11 . n] IHETIOWO81796
Each
Fof4

not actual | 10 nmessages, Hﬂ# 3 - Umpggdher vi rtual
" commands"” to the Bﬁi@lgg ¥31don Manager that functijon as
foll ows: quFFF - de| gkes :Lsﬁxlstlng notification
requests for the device froBntthi-Sinyest.er . 15
Di agnosti c |N#aber Flag Thet figld:o owi ng, nessages ori gi nat ¢
from or dre destined for S‘ﬁeﬁ SaPEEstIce Whtvager :
Conmmand Val ue Descr| pti 1? connection | Nternal
0x0101 Used to di sp) ay/ convey| Bitdi écgﬂlos%eldc Di agnostic
String message. It inc|gides 22 Birity leve
nodul e I D, land a string. These nessag®$ - 4: Unused
are generatjed internally wthin the masteﬁ Smuceofiktﬁequest Di agnostfi c
0x0102 Regi sters the sendin e§[‘\ mx Quageegene,_atea I nf or pati on
di agnosti ¢ Jmanager such that di agnosEgl -~ & Unused
informatio nﬂﬁ sent the sobrce deyi cleBit - 7: Unused Request Devic§s
T r S e ning the port 1

?é?lggch e Medter respontRs™ WirFPFrOeipiseen el ECPATESdaprepinlng a2 Bo=t Q- | i ne

.. \ ul erminated address string. Either a
number of ports for each device. URL, or HEEMRSEs LEVhE €Sm of 0X01Q9
| ndi cates tithat _all on-1inel device “192.168.200k48' ne EOT
i nformati on has been sent. Request Devi ce 0x0104

Mast er respgpds

! B pankacbetbysof messages

St at us

that indicate the current state of the
devi ce. Set the IP address({es) of the DNS servers5gnd the
domain name. A maximum of three (3) IP addresses may be
S specified. The search order is same as the order
provided. A NULL must be provided for empty entries.
Field Value(s) Description
MC 0%0209 Set DNS IP Address
MD{1..n} Domain Name | Null terminated name string. This name
gets appended to names without a dot.
Example, “panja.com”
MD{n+l..pl} DNS IP Null terminated address string. Must be
Addressl the IP address in dot notation form f{e.g.
*192.168.25.5"})
MD(p+i..q)] DNS IP Null terminated address string. Must be
Address2 the IP address in dot notation form (e.gq.
*12.5.138.7")
MD[g+l..r] DNS IP Null terminated address string. Must be
Address3 the IP address in dot notation form.
Request DNS IP Addresses
Request the IP address(es) of the DNS servers and
10 the domain name of a device.
Field Valua (s) Description
MC 0x0202 Requests the device’s DNS IP Address list

Get DNS IP Addresses

Get the IP address(es)

domain name.

of the DNS servers and the

| Field

Value ({s)

Description

T #MC

0x0208

Get DNS IP Address

TMD(1..n]

Domain Name

This name

Null terminated name string.




Request Device 0x010A I ndi cates that all Device Status
Status EOT I nformati on has been sent. Request
0X0105 wotRessts the entire list of device/ports PCT/BSO0NIBEON0US

currently in the Master's asynchronous

Notification List

notification |ist. Asynchr onogs 0x0106 Contains a
single entry fromthe Master's Notification List

asynchronous notification |ist. Add/ nodi fy 0x0107 Adds
or nodifies an entry in the Master's asynchr onous

asynchronofis notiftrcatironjlist. gets appkHded It6 HahéBwidhblc a dot. l1 lete
0x0109 o E_)%J (;t]e one nbusallés en f-ﬂﬂgﬂhen "tbh?;rh/?mgferﬁ T

asynchr onoyg?i»*t-- ync ? pgrém (o) 4] SSoffFf3dst Must be
Notificatign List AddreSi} ganﬁ FaghostT COSFThg™™ (-9

This nessa@oissL med Dy { AOKS I0v tﬁl N CerRSEead Edress string. I4AP¢ BESpray
error or diagnostic messa\gpéé‘?fessz §he IP mpidre apgen antl npratasretems (e. g.

Field "a! (St Bese ﬁfl?é%:l;;te Mo— T

0x0101 "Pi¥erddl Diag Rl 6535t 1 BE 15 sadeons Mitabe vo tos form.” 0D dct 1D
Unsigned 16-bit value. Values defined rn

t he Const ards: &dHSrsPecty ixRidedy docunent .
Severity Unsi gned 16-bit val ue.

MD[ 5
CHAR array, NULLS'erwi®alBd2ddBpEsi nFRgnat mask,

M 3. . 4]

n] Di agnosti c
and gateway of the

String urd 8¢t dﬁéﬁék@étoﬂneérfﬂéee““N NUE®' must be provided for
exarrpl e, "Self-test failed #2" Request Diagnostic Information 10
This 3 nesse@@tY@;ntlUJs%% by the IDE to request t hat
di agnost i ¢ iFpdy [WETHE (310 U {TEscERpdEast T Ny deviTe: tany
flag bits Me Set, unsoll ¢uk@dcdl a Wsﬁ:ﬁﬂxeﬁ’&sSH’gEﬁress Oof 1t he
specified ﬁyp@(ls) will be|stass to thBitdéieiide. aDII bits %re
H H seg, us (]
zero, then{no diagnostic +ressage Wi ﬁb;{% 5 e ;ﬁﬁﬁr,s oind"tj‘jgnzqe?ﬂ de.
mask fields must be suprlied, but are
ignored.
Bit 1 - Unused.
Bit 2 - Unused.
Bit 3 - Unused.
Bit 4 - Unused.
Bit 5 - Unused.
Bit 6 - Unused.
Bit 7 - Unused.
MD[2..n] Host Name Null terminated host name string. {(e.g.
“NetLinxl”)
MD(n+l..p] IP Address Null terminated address string. Must be
the IP address in dot notation form (e.gq.
“192.168,26.26")
MD[p+l..q] Subnet Mask | Null tarminated address string. Must be
the IP address in dot ncotation form (e.g.
%255,255.255.0%)
MD{g+l..r] Gateway Null terminated address string. Must be
the IP address in dot notation form (e.g.
“192.168.26,27).

Request Ethernet IP Address

Request the device’s Ethernet interface IP address,

subnet mask, and gateway of the unit’s Ethernet
10 interface. The response to this message is the Get

Ethernet IP Address message.

Field Value (s) Description

MC 0x020D Request Ethernet IP Address

Get Ethernet IP Address

Get the IP address, subnet mask, and gateway of the

15 unit’s Ethernet interface.

Field Value{s) Description
. - L:MC 0x020E Get Ethernet IP Address
) [ND[I] Flags Bit field:




Message and paraneters: Field Val ue (s)

Descri ption MC 0x0102 Request Di agnostic

| nf or mati onwooo/6713s M 1 . . 2] Fl ag Bit Fi elptT/Us00/11796

0O - Enable Internal Diagnostic Strings

1-15 - Undefined (nmust be 0) 20 Reguest Devices Online

This nessage is used by the IDE to request a |ist of onl i ne
devices for the receiving NetLinx naster. The master will respond
with Device Info nmessage(s) for each

57 device currently onli nepitla-axkdsdrl o ORER EbT [T GABENSAERA §
Port Count pessage for each device. 3“"‘;8;.’“;5"%%%%@% aa‘?ﬁsj)a’i‘%mnets: 5
Field Val ue (s) Descri ptiaifkes. = "o MET Suppiisds But agg 0103
Request Dev|ces Online RequestitDeviwmeasedOnl i ne EOT Thi s
nmessage ind|cates that all]requeste ?@i‘gvﬁ gé{ﬁgzed- fromthe Request

Devi ces Onl | ne message havp been sentg;, :ﬁhl S nmessage is used by|the

- Unnps

| DE to detefm ne when all onlgipes damueh. i nformati on has been
recei ved. Message{ and para Bigrssr gnused. Field
et i-Bti-oh IV al i = Unused. 0x0109 Ref
\[ggl ue( S) onl 2. 5 Host Name Null terminated host name string. (e.g. juest
vi ces ne “NetLinx1”)
MD(n+l..p] IP Address Null terminated address string. Must be

the IP address in dot notation form {(e.q.
"“192.168.25.5")

MD[p+1..qg} Subnet Mask | Null terminated address string. Must be
the IP address in dot notation form (e.qg.
"255.255.255.0”}

MD[g+l..r] Gateway Null terminated address string. Must be
the IP address in dot notation form (e.g.
"192.168.26.2").

Set Time and Date
Sets the Time and Date of the unit.

Field Value (s) Description
MC 0x020F Set Time & Date
MD([1..2) Month Month {1-12)
MD(3..4} Day of Day of Month {1-31)
Month
MD{5..6 Year Year (19995-2099)
MD{7..8 Hours Hour (0-23)
MD{9..10] Minutes Minute (0-59)
MD{11..12) Seconds Seconds (0-59)
MD[13..14) Day of Week | Day of week (0-6) O=Sunday




15 Request Device Status This message is used by the

IDE to request the status of the specified device. The master
responds Waidoos71zs  Qut put ON nessages for each output chapggludebaizess on,
Feedback ON nessages for each feedback channel that is 20 on, etc.
See the Diagnostic Manager specifigation for nore information.
Message and paraneters: Field Val ue(s)
Description MC 0x0104 Request Devi ce

St at us MO[ 1. . 2] Devi ce Unsi gned 16-bit val ue.
MY 3 ..4] Request Current TimeOlhd DatgSigned 16-bit value. MD [ 5

6] System Unsigned 16-bit value. 25 Request

Devi ce Status EBequest the devThfe’ sressapenthditdaees andat dakk.of Thae

Request vice Sta i I I op .hag, heen_sent.. Thi sgage is
used by thgeFnggg dgférﬁ%gé mﬁ%%sgpF dgﬁicghgta ﬁg 3 ime ?ﬂ orﬁﬁg?on has
been recei medsage. 58
Message and paraneters: Field

Val ue(s) Description MC 0x010A
Request Del¥ieed St at Us Value(s) [DesZ¥iption ice
Unsi gned 1&#bit val ue 0x0210 M)} Request] Current Time and Date or t
Unsi gned 16-bit val ue. MJ[ 5. . 6] System
Unsi gned 16eli Tiwe @ad Date Request Asynchronous Notification List

Gets the devices time and date.

Field Value (s) Desc:iptioﬁ
MC 0x0211 Get Time & Date
MD({1..2]} Month Month (1-12)
MD(3..4]) Day of Day of Month (1-31)
Month
MD{5..6 Year Year {1999-2099)
MD({7..8 Hours RHour (0-23)
MD{9..10]} Minutes Minute (0-~59)
MD{li..12 Seconds Seconds {0-59)
MD{13..14 Day of Week | Day of week (0-6} 0O=Sunday
10
Restart
Restart the device or a subset of the device.
Field Value(s) Description
MC 0x0212 Restart
MD[1..2] Flag This field has the following enumerated
meanings:
0 - Device reboot. The device should
perform the “coldest” boot possible.
1 - Netlinx restart. Shutdown and restart
the Netlinx interpreter.
65535 - Smart reboot. The device should
perform the necessary steps to activate any
previous configuraticn parameters.
Including, but not limited to, “cold”
rebooting the device. For example, if the
IP address configuration has changed, and a
reboot is required to begin using the new
IP, then the device should reboot.
15 Completion Code
Indicates successful/unsuccessful completion of a
previous message. In the case where the device settings,
such as device number, are being modified, the completion
code message is generate using the “old” device
20 information before the new settings take effect.

wield Value (s) Description
MC 0x0213 Completion Code




This nmessage is used by the IDE to request the 5 current

asynchronous notification list from the naster. The mast er
ener at es series of Asynchr onous
%otificatigﬁ)q(_”mtsgrressages, one for each entry in the Pﬂmﬁ?ogtl?%to t he
requesting device. 10 Message gand paraneters Field

Val ue(s) Descri ption MC 0x0105 Request

Asynchronous Notification List Asynchronous Notification List

This message is generated by the master in response to the Request

Asynchr ono in

the mast ers st one  Jof |4 g§§§ ?Zimgiﬁﬁ,‘ﬁﬁjgéggféggigﬁie F 1T, D6

gener at ed. | f there | esea@plenGhereAt Jeit e hernet IP addrdsBen [t he
nunmber of| entries fielld wll e‘(‘i‘esitﬁedms beemgmocesppsl by a device, Dihagnosti c
Manager spgcification for| nore inforiBEtige if;g“gg‘;;ge Weg% Sodend

par anet er sj Fi el d Val ue(s) scrlptlon

MC MD([3) 0x010fpStatus As rﬁ;hri}ﬁbtusnwgulfg Gatdess okiSblure of

M1 ..2] Tot al | Count Grgracifas %zg\gugcee cont ai ni ng the

total nunber of entries ijn the |ISt BJ.ts 1-7 must Thi|sl ndex
Unsi gned 1E;hLL_M&Luﬁ_QQdLajanG the item

nunber beginning with 1. This will be
|ncrenenteaetoﬁdeaChfytMQﬂaﬁAddresseaaapsnse

T | Co . unsi 6-Dbit
vglt 3e. unt 9#‘%1 Rhat Fhe de6tee REY! ggﬁﬁéyﬁﬁegﬁf‘g[ﬁ%nm%e

MD[ O . 10]Mode/AddreSysEeﬂble ad&whgﬂedaaadﬂELN%émen*essed on|WHél'--14]

ﬁgggages agsviﬁglbl fl)Ler‘lAjlc(alge tfte Qhéuié tke on the ID Mode dewge . (-

Onl i ne/ of f ehdespesemgREmber. Bit - 1:
' ' ssages— Bit - 2
IC(I_)]nf ![ guLat ield, Y Value (s) Description D+ 3
put chanrg—cnanges 0x0282 Set Identify mode/address response . . "
Qut put ch ’L..ananges 0ld Device | Unsigned 16-bit value. Old device numbbF.l 4:
Feedback clhembelil changes | 0ld System | Onsigned 16-bit value. Old system number.Bl § - DO
Level changes from device : _ Bit - 6:

Level changespbetdeyhfiéction Manager

The following messages originate <from or are

10 destined for the IP Port Connection Manager:
Command Value Description
RegIPConnection 0x0381 Requests an IP connectiocn.
(Device->Master)
Request IP 0x0382 Requests the status of ap active or pending
Connection Status connection.
{Device~>Master)
IP Connection 0x0303 Indicates the current status of a
Status connection or connection request.
{Master->Device) Indicates: success, failure, unexpected

closing, Host terminated connection, etc.

Authenticate 0x0304 This message is the challenge that is sent
Connection to the client desvice.

(From Master)

Authentication 0x0385 Encrypted challenge response from the
Response client.

(To Master)

Connection 0x0306 Status back to the client regarding the
Granted/Failed connection,

(From Master)

The included message protocol and its packet are

designed to be sent independent of any transport protocol.

Thus, this message can be sent by a TCP/IP protocol over

15 any connection or by a lontalk protocol, which is based on
the phastlink protocol developed by Panja, Inc. This

- e
e e
N w

protocol can also be carried over on RS232/PPP



Bit - 7: Strings from device Bit - 8 Strings to device

59 Bit - 9: Conmmands from device
Bit - 10! GRywEIEHs to device A

11: Status nessages éﬁmﬁwﬂ%ﬁ
Undefi ned. Shoul d be zero. AdggModi fy Asynchronous Notification

Li st This nessage is used to add an entry into the
Asynchronous Notification List or nodify an existing 5 entry. The
master wll generate a Conpletion Code (Configuration
Manager negsafecOx8333) massagsddyliqatd e faiplure of
t hi s command. A speci al sent’i nel dﬁborts mast E%@ %gsgér t =0, and

Syst enr0 | k@i Basssrt pag PC to GeVl@%ecﬁmmgﬂnqanmﬂni be applled to the gl obal
Val te(s) " DescCPERRBNeataon SRERMAIRE Sre  usanly Pepragensar y

Val ue('s) Description
Asynchr onousiNgt ithiecaséantliater ISO mo8i®L1 . Gﬂeratvng SYeVeHe such

Unsi gned 1 bi . U d 16- bi
varug o 8 higlBod wagox orleGE et og crualh evprsvaed =

MY 7 ..10] powerfulFId{g}ect or32nBetl fdmutadtifor hetbitthd SapplichBéon
nessages are enable Bit - O:
Onl i ne/ of f t-PX&T nessadggn: Windows, at the application layerpthe;;

Confi gur at sofitwageagbsveloper is presented with a Berkley Bbkketd: |nput
channel changes Bit - 3: Qutput

channel chiR 8§face With this interface, the geyeloperregdBack
changel chapgeblish two-way communication using an oH¥idct RnowgVEek
changes from device , Bit - 6: Leve
changes t 0@de\i xeket” - Applications can choose to be cllents or

servers. Though this is a powerful abstraction, there is
no facility to help the application developer formulate a
protocol in terms of the packets of information sent back
15 and forth on the wire. The services that are available
deal with namespace resolution and sending and receiving
of blocks of ‘binary data. Typically, the client and
server portions of the application are written to
understand each other’s messages on the wire. The
20 messages consist of structures of binary information. To
formulate such messages, the developer usually has to
program in a low-level language such as C or C++.
The Internet has given rise to a whole new species
of developers called “Web developers”. On an average,
25 they are not low-level programmers who can code in C or
C++ and instead use some combination of HTML, Java,
JavaScript and VBScript. Except for the full Java
language, the other languages are “scripting languages”
They do not provide the developer with services and
30 facilities of a full programming language.
The primary goal of the Panja dynamic messaging
components invention is to make a scripting language such
as VBScript or JavaScript {(or ewven Visual Basic) capable

of directly communicating on any TCP/IP network

7}
ol

b . . . :
connection. This means that these dynamic messaging



Bit - 7: Strings from device Bit - 8:

Strings to device Bit - 9: Commands
from device Bit - 10:_ Commands to
devi ce WO 00767135 Bit - 11: St atﬂgmg%’a‘&%ﬁs
Bit 12-31: Undefined. Should be zero. 44 Del et e Asynchronous
Notification List This nessage is used to del ete an/al
entr(y)/(ies) 15 fromthe Asynchronous Notification List. The master
wil | generate a Conpl etion Code (Configuration Manager nessage

0x0213) ness i_ndi_cating.suc s.qr failure of.this .., command. A

speci al se%?%%gpeggﬁug%%}lﬁgﬂiéggléhﬁ%ﬁ%gﬁft riter "they apiliotPhdi cat es

t hat the gl{abalfdrin teinshpuhdsbagd and detaismit themt ker spaetabrgenti nel

val ue of Devicezg§%%§, Port =65535 gnd st em=65535 i ndi cates that
g

all entrie§°nne hoPg bdidd| ef§Ge1ve’ binary messages from a
6 0 netwollks sagteuth qinr anRd€r$tand theirFifRrthat and “unpack¥al ue(s)
Description MC %0108 Add/ Modi fy Asynchronous

Not i Pi cati GRef st extracgp jndividual fieldspeipcdhe megpadfned 28-bit

val ue. expl¥Phd3d 4later in thidfOdbcument, Yasigmed LG- hidevatHge
MD[ 5 6] System Unsi gned 16-bit val ue.

Confi gur at BBALNanafEF™ these  two TRasig ol refiUiGemeRESsageSUTTeBE gi nat e
from or coff@ni®ation dpebkBedlsl Okehi¢rEONfibgur akbRp1 Managgktures

that these components now provide.

10 To meet the primary goal explained above, the
dynamic messaging components were chosen to be
implemented using the Microsoft Component Object Model orx
COM. This 1is primarily because presently no other
programming model allows &a scripting language to use

15 self-describing objects with such ease of use. coM
objects are well-understood by the devéloper community
and the model 1is mature and stable. However, other
suitable programming models may be used if desired.

To effect the requirements enumerated above, three

20 distinct objects or components are provided. They
incilude a Dbinary message descriptor/layout manager
object, a message instance object that represents one
network message, and a transport object that manages the
buffered network transmission issues.

25 The message descriptor/layout manager object allows a
script to define the structure of binary messages that

represent packets of information sent back and forth on a

network connection. The message structures are
identified wusing unique names. Once defined, these
30 structures can later be wused to form instances of

messages or define more complex structures, which contain
embedded structures in them. Referring to FIGURE 11 for
an example of the message descriptor/layout manager
object, which includes a binary message structure 700

TR

that may be sent or received according to the



Conmmand Val ue Val i d Response Description

Messages From DEVI CE MASTER

Set Devi cewo\oumgress 0x0201  Ox0213 x0213 Sets the decramsogyzsem
(Mast er - >Devi ce, . nunber of the receiving
Mast er - >Mast er) 71 devi ce. Set

| dentify 0x0202 None None Enabl es/ Di sabl es

Mode/ Addr ess identify node for the

(Mast er - >Devi ce) devi ce and establishes

t he new deviammynimadrion protocget SBhealpadisiterstructuredxDROBud®©x03213

0x0213 Se e 16 S&Sd ;

nunber of 'E"ﬁeest%&?lc?elgg&gr esrﬂx%ﬁﬁuererrg%% ertS 2n embedded  strugrysg,
0x0204 Comigimisn filee nessmsfer The message header includes a packet
i nformati on R est. | P ress Li 0x0205 0x020 0206
:?equestsltherqtiosCEOIOfl %H:léle‘: (Aﬁjqo}'lates) '?(52, aXpacket s%.(ze ?n gé’tes
addr ess the(deviytesw 1703, a packet version (2 bytes) 704, and a

attenpt to contact_ |.P Ad s Ljst 0x0206 ne None
Li st of |P9fﬁﬁr}_$eefss'~ype (2 ygaél o Gorar diSSsage struchREs0I000REEEEeZ 050513
Add the spegidietkd Fr message body, which contains data according to
address to the contact list.

Del ete | P Adtft ef$ssage  tgRE208FoBx021@PbR0215 e DEISSSEdeh SRSy f 8y | P

address framdiffie an element 1 (2 bytes) 705, an element 2 (a
contact |ist. Set DNS | P Addresses 0x0209 0x0213 Ox0213 Sets
the INS | P varicptekss length element whose size 1is specified by

list and d i : uest Addr e ; 02QA 020B
K020 Rggjée%rg@ggg e aReduest RNRnRrAdaregsesn 9%029A yuPX

addr ess | i stexmichatahistring.

Bﬁlgei P addr ess,Gelto Dlﬁzjt%é%ddrd%%be : t%%zoﬁes%'&% st%'&@ure, G%&ré the
list and dedditinnel message Srtwremt ark Adefissd: tDD20EssagR0213
0x0 Set s I d SS, : i .
s-ubﬁlel‘f ms%eaaén%e anelaa cyh% entire message. The en_é.ateewré\?-ssage
Request Et hegrmtind? the headed20Btru€k(26D asOxAZ0@mbdbtpesssruheuEeher net
Addr ess i nt erfacg'hsowlsP %ng ess,

subnet msmi% itself.  The following pseudo-code

gateway. generalCeffodmidterafettHeP dedyreigstion:OX020E  None None
Response to Request Et hernet | P Addrss.
Set Tinme & Date Ox020F 0x0213 0x0213 Sets the Tine and Date.
Requidst Ti meyditBetager = CreIrGPeOr (“Ua0R@Minagex’0211 Requests the current
Tinme and Date. Get Tinme & Date 0x0211 None None
CGets the CL{J‘ap&ﬂﬁan-gbé??seg_inoefineLayout(“Packetﬂeader”)

and Date. La %uQE&E&erAMQ%ME‘%%& ”, “?roq)c(xgo%8? None None
Response to | dent

X Response

M .Ad 3 W ON a' ANY 3 ’”

Mode/ Addr ess.  -ayoutManpger. AqdFrint Rt ons Packet$i¥6212 0x0213 0x0213
Rest t devi ce d.tayoutManager.AddPrlmitive(“SHORT”, “PacketVersion”)

subset of devi cdayoutManager. IRpITAEIvEIN"SEORTE, “PacketTyp@X0213  None None
For sone nessag¥sager.EndbDefinelayout ()

confirms successful conpletion or failure
LayoutManager.BeginDefineLayout (“HelloWorldPacket*)
30 // message header

LayoutManager.AddStruct (“PacketHeader”, “Header”)

// message body
LayoutManager.AddPrimitive {“SHORT”, “Elementl”)
35 LayoutManager.AddPrimitiveDynamicArray (*CHAR”, “Element2”, “Elementl”)
LayoutManager.AddSZString( “Element3”)
LayoutManagex.EndDefineLayout ()

The operations (methods) that the layout manager
T came Y

40 '-'Erovides allow a script to define the individual



of a message. 61

Command Val ue Val i d Response Descri ption

Messages Freonoo/s713s DEVB GrusdfivisR
Reserved Messages Ox02EO- Reserved nessage range.
O0x02FF Set Device Nunber 72 Used to  set t he
Devi ce nunber of un-confi gured devi ces. Field

Val ue('s) Description MC 0x0201 Set Devi ce
nunber . MD[ 1] Configurati Used to indicate the type
of configurabi8Bnents of a binar Fl and the validity
of the fO||OMA%g dat a. ﬁDFfssagf THe Oﬁ%ﬁ%*lons a]d'ned
16- bit val utakeThbesgoenmti ¢ devi ce Nunber
nunmber to becoma<0bject> <0Derawgn4ﬂarél> {<Element TypglSt Qﬂemeqt Name I gngothl6 bi t
val ue. TheAEBS&Jf'Q system nunmber
to set. flguratlon Fl ags Bit Val ue Type
EEscr§pt|on 0x01 Devi ce Device Nunber in data is
val id and spgyl dexample, to add th k % nV or gh

0x02 ystem“ Syst er% Nu nbe elaSf %t aaElLis&Q/% dséaond% Toul d
Fiel d Val i d"epgageer efhe “AddPrimidgive” operatlon Rt unesed. TheOx 08
Future elemefl¥10: is s £ ur, " n 0X20Q e g

Future ' Ox40 72 *% ) pect ]Ilzéujc%uragé LoneG “tfi%ﬁ'ng 1t 1s an pgase
al | Eraselgtiegent ssebytesy ind sigeurn Adding elements to a message

Curr ggt ndsfauldy  pe  done  within  a egwnDD%lneLayout-

ce Settings
EndDefineLayout” pair of operations. This indicates to

the layout manager when a new message structure
definition begins and ends. Once a message structure is
defined completely, it may be used as an element type in

15 further message definitions. In the example above, the -

“AddStruct” operation was used to make “Packet Header“}fﬁ:?i
Structure” an element in the structure definition of'“'
message “Packet Type 1”. Embedding structures within
structures allows for definition of very complei

20 messages.

The example also illustrated yet another important
concept. This 1s the ability to define variable length
elements within a message structure. The element named

25 “element 2” is of variable length. It is a byte (char)
array whose length is specified within the message by the
preceding element named “element 1“. Dynamically sized
elements of this type are pretty common in many
communication protocols.

30 Due to their very nature, some dynamically sized
elements do not have to have an explicit element specify
their size. An example of such an element type is a NULL
terminated string. A NULL terminated string is a
sequence of bytes in which the byte value of 0 is a

. 35 -§§pecial value indicating the end of the sequence. Since

the end of the sequence is specified by this special



Set ldentify Mode/ Address Pl aces/renoves the device

i nto/fromthe Identify 10 state. Wile the device is in the
identify state, pre of the identify button causes_ the device
to-take on Wﬂ@"’“l” speci fied Devicel/ System The devi cd W41 PEspond
W th the Identify Mdde/ Address Response, report its old device

as off-line, then report the new devi cd3as on-1ine. Field

Val ue('s) Description MC 0x0202 Set

| dentify node MO | ] Fl ags Unsi gned 8-bit val ue.
Bit O: O - Disable Identify
Mode value, its length does not have to be jexpEhabtiy| dénrefly Mde

MD[ 2. . 3] | ns. yal nber .
M) 4.. 5] The examﬁﬁ@mgy%ﬁf:gz% ¢ i)'nséir%%%g glt valauugmilzﬁw g%‘ Rgtﬁérrber
15 st3dinSearidhl tiduindeeration “AddsSzstring” is used to add it,

62 to set the erlal e s eC|

devi ce. The I%ﬁf owing ex%%? num%ggcrlpFFS ElOWﬁ
0x02@3 (metIRidSerppdvistbesy the layod\@[nlanagkﬁ:] Seri al

The devices 16-byte serial nunber. This Nunber

serial nunber is reported via the Device
Info nmessagRssage Descriptdr/MapsitManager Object Methods

e BeginDefineLayout - starts definition of a new message
(cannot be called while already defining a message).
10 e EndDefineLayout - ends definition-of a current message
(cannot be called if not currently defining a message).
e IsDefinedLayout - checks for existence of a message
definition and returns TRUE/FALSE.

e AddPrimitive - adds a primitive element to a message
15 structure. Primitive elements form the basic entities
of a binary message. Primitive elements includes

characters (1 byte), 2 byte integers, 4 byte integers,
floating point numbers (4 bytes) and double precision
floating point numbers (8 bytes).

20 e AddPrimitiveArray - adds an array of primitive elements
to a message structure.

s AddPrimitiveDynamicArray - adds a dynamic array of
primitive elements to a message structure. The array
does not have to be fixed in size, rather, the name of

25 another {integer type} element is used to contain the
actual length of this element inside a specific
instance of this message structure. The size element
has to have been already defined within the message
structure. In other words, the length of this dynamic

30 element is specified by an element within the message
and that element should be stored in a position

physically above the dynamic element.

e AddStruct - adds a structure element to a mesSSage
- - °~ ® structure. The structure element must already have

35 been defined.



5 This comeand initiates the transfer of data for a

devi ce or nmaster. It I's intended t hat this transfer

mechani sm nto all types of file transfers bﬂﬁ

firmvare ugg%gpes, | R data, touch panel design f||%s E&ﬂh%ﬂ

Field Val ue( s) Descriptigq MC 0x0204
File Transfer MO 1.. 2] Fil eType Unsi gned 16-bit

val ue: 0 = Unused

1 -IR Data 2 = Firmnare

3 = Touch Panel File 4 = Axcess?2
Tokens * AddS{gustArgpy - addspgpcarsay oL TRETRORBERoRlemerkectoe, such
as receive, 5 message structure. send, etc. Values 0-255
are predefined. Al'l other values are
based upon thdéddStructDynamicArray - adds a dynankicl eBpmy of

MD[ 5. . n] y. cont | s Funct on speg|fic data. 10
Request | P adg;gggQﬁE% elenentd &0Ys TREGUIES B?CY%%edeV| t 3*Pespond

with $he |ist raflesl5as thatP<aﬂdAddBE$mlthEedyuamEcAﬁtaﬁ83#@ﬁ1%%teﬁ@ts to

cont act . Fi el Val ue( s) Descri ption

0x0205 R&&&gspetgogddress Li st | P Address List

The response eidsEs traggest aafiey e NUKLJ&éf&EHéﬁsa string eld®dntressage
will be generated for each |IP address in the list. Field
Val ue(s) a PESEAPRt PoRUCtUre. \rC 0x0206 | P

Address Lisd AddSZSltrJ.Mthrravz]- adds Pt @l GQUnLe 'tmilgnégrrgtg%ﬂédval ue

cont ai ni ng the
addr¥&ses.  string ghpments)to a mesyage| aterctutisi ghke dBraytdees ue

contai ning thgukt @Mve +o be fixed gi nni ng
corp e ®||ﬁ e e fixed in length, ratn%ﬁfe%%%téﬁggn?géﬁﬁ

address until eiement of the array has to be terminated with two NULL
characters rather than one NULL character.
* AddPadding - adds padding of specified byte amount to a
15 message structure after an element. This method is
used to align individual elements of a structure to beim
on specific byte boundaries. )
. AddAlignmentPadding - adds padding to a message
structure after an element to align to the specified
20 alignment boundary. Byte alignments can be made to
_occur on 2, 4, 8 or 16 byte boundaries. This method is
used to align individual elements on specific byte
boundaries when the element sizes are not fixed.
The message instance object of the dynamic messaging
25 component allows a script to create an instance of a
previously defined message in memory, fill the message
with values for the individual fields of the message, and
then with the help of transport object (which is
described in the next section), transmit the message over
30 a network connection. The message instance object also
allows a script to receive an instance of a message over
a network connection, unpack the message and access the
values of the individual elements in the message.
The message structure previously defined will be

T e OBy

35 used again to show how an instance of that message could



63 equal s Total Count. M) 5]

Fl ag Bit field: Bit - O:

Connect i onwidd7135 0 = UDP c@uTassod@ios

1 = TCP connection Bit - 1: Unused

Bit - 2: Unused 75 Bit - 3: Unused

Bit - 4. Unused Bit - 5: Source of Entry
0 = | DE generated 1 = NetLi nx Language
gener at ed Bits - 6 & 7: Encoded connection
state be created in memory. FIGUR@OEQ(JE%HEtﬂéE&%rﬁhUPnQBEnce

01 = (0x40) Attenpting connectlion 10 =

(Ox80) VWi PENGTREr BBARBEEI OfNQBF| Ftructure was described in the 11 =
(OxC0) Conpe bﬁguFMgéﬂiloﬁU Message P92b NH%@%&e§I§'ﬂ%§9a&$ HEEd&?lue

contai ni ng-the 0 conneéect.
MD[ 8. n] that has Urte followingulekempdmiryatwed wedthr esacker i pgotoEbther a

URL, the f of

"192 168 Zéégggi%%ﬁfg f &%ﬂ? pa?$?%da%g§sJJ}BFYFefernl téézﬁb “addr ess
string. |pathket version = 1 (724); and packet tyﬁ&.has b@éﬁ}Lothp up,
contains the_l ess Add

P
| P Addr ess™®9529¢€ E&@y ma%uﬁPntalnﬁF§h %P% l?% iﬁgenggV|8§egean
address |ist= 5Fielide of fcllowind/alueémic arr@@smnlpbyb@sNC(726),

g??2?70 Csﬁgggp:gﬁﬁddr %f%g]](array of 5 cﬁargcters) Eﬂé? |eId
conmecti onelement 3 = “world\O” {NULL \O terminated string) (728).

The following pseudo-code shows a typical sequence

in creating the message instance:

MessageInstance = CreateObject (“LayoutInstance”)

15 // (1) create message of type “HelloWorldPacket” - previously defined using
Layout Manager
MessageInstance.CreateMessage (“HelloWorldPacket”, FALSE)

// {2) setup length of dynamic fields
20 MessageInstance.SetDynamicArraySize (“Element2”, StringLength(“Hello”)})
MessageInstance.SetSZStringLength{“Element3”, 0, StringLength (“World”)})

// (3) set values for elements
MessageInstance.BeginSetLayout ()
25 // setup message header fields
MessageInstance.SetInt2 (“PacketHeader.Protocol”, 1}
Messagelnstance.SetInt4{“PacketHeader,PacketSize”,
Messagelnstance.GetMessageSize())
MessageInstance.SetInt2(“PacketHeader.PacketVersion”, 1}
30 Messagelnstance.SetInt2 (“PacketHeader.PacketType”, 3)

// setup message body fields
MessageInstance.SetInt2 (“Elementl”, StringlLength(“Hello”))}

35 // set dynamic array element {Element2)
MessageInstance.SetCharArray(“Element2”, StringLength (“Hello”),
\\Helloll)

// setr NULL terminated element {(Element3)
40 Messagelnstance.Set$ZString (“£lement3”, “World”)

Messagelnstance.EndSetLayout ()
C e T



1 = TCP connection Bit - 1: Unused

Bit - 2: Unused Bit - 3: Unused
Bit - 4: Unused Bit - 5: Source of Ent
0 = | DE ge’tyWyHs 1 = Net Lu%?"ﬂ%?ﬂ’dh@@e
gener at ed Bit - 6: Unused
Bit - 7. Unused MJ 2.. 3] Port "Nunmber Unsigned 16-bit val ue
cont ai ni ng the port nunber to connect (normally 1319). M) 4. .n]
URL Nul | terninated address string. Either a

dd S i . . .
" 192 168. 25;‘1 250 pBe“tdt?’ 1LY @ TeS33g%: &P8HANGP ARI%FEsisr 1P
addresses'bmynﬁdﬁawhknh(zﬁstméhaddeasadisﬁt the RF&tibus wvalues forVal ue
E)ZI) et eFl agt Secér%f%zlf\%{ftas within theoxrggggaggl et eTkllg ég 6% NDglLallflyset

delete al | tR}rsmit the message is described below.Bit 1 - Unused

Bit 2 - Unused. 64
Bit $- Unused The first operation performed is the “CrepteMgssagg{ised.

Bit 5 - UnyyRGation. This operation allows a script tB lefesrdnysed.
Bit 7 - Unused. R MD[ 2T Fl ag Bit field:
Bit - 0 CHh&fS@gS rPivtlegiven type. The message type is previouslyg = UDP

connectiongefined within this (or some other) script using the
message descriptor/layout manager object. The meaning of

10 the second boolean argument (FALSE in this case) 1is
explained below. Following the creation.of the message,

two operations are performed to set the lengths of the

two dynamic fields within the message. The two £fields
are “element 2”7 and “element 3”. “element 2” is a
15 dynamic array of characters and “element 3” is a NULL

terminated string. After a message is created, sizes of

all dynamic elements within the message have to be

specified because that is how the Message Instance object

knows how much memory this message will occupy. If there

20 are no dynamic elements in the message, this step can be
completely avoided.

The third step is actually setting the values of the

various fields (elements) in the message. In this
message, there are two parts: header and body. The
25 various operations supported by the Message Instance

object provide scripts extreme flexibility in writing
values of elements into a message. In this instance,
methods like  “SetInt2”, ™“SetInt4”, “SetCharArray” and
“SetSZString” are used. Also, once all dynamic elements
30 have been explici;ly sized, the Message Instance object
knows what the entire size of the message is, so the
“GetMessageSize” operation can be used to get the size.
This operation is used in writing the message size into
the “PacketSize” element of the header. The sequence of

" BWet operations has to be enclosed within a pair of

[}
us



1 = TCP connection Bit - 1: Unused
Bit - 2: Unused Bit - 3: Unused
Bit - 4. U _ Bit - 5: Source of
Entry W8 6less 0 = | DE generBt&Ys00/1179

1 = NetLinx Language generated 77 Bi t
- 6: Unused Bit - 7. Unused

MO[ 3..4] Port Nunber Unsigned 16-bit val ue containing the port
nunber to connect (nornmally 1319). MD[ 5. .n] URL

RL, o 1P SRR uiserEpast ileec il @ operations so that  tne
"192.168. 26Mddi8dge Instance Skho®hlS WHerAddr essesage is ready toS@ethe IP
address(es)_of _the DI\% servers and t he -domai n nanme. A maxi mum of
thr ee (3) |'PFHPLERE: may be speci fi ed. The search order

same as Néwmet ha;oraiel‘;omplete eﬂn@&'edeél‘ % N’tﬂ}l‘rsﬁfyét 1R third ded
for egrpty entries. { (s) Description
has beeny,pbpgstra e%et s rfplAem@gs section PORme T atje s

DOITB.II’] Namea1 Nultdhd eopetatedn3amgmethbld) JROPidEH® by the Message
gets appended to nanes w thout a dot

Exanpl e, " pehjeERGH I\/D[n+1 .. p] DNS | P Nul |
term nated addrepse Stihé&ida e}\d:@%'o@@ 1nstance object includes A4YcESS!

the I P address in dot nota |on orm (e.

"192. 168. 25t Bk)owing methcm[pﬂ . q] DNS | P NuII t erm nat ed
addrgsgs strd ng..o.Mist gg & ress? the IP
address in ‘dot rﬁgt e gn orm z:rea es an instance of .al?egsixgg 7g)z.ven

MD[ g+l . .r] its tysS. | P OptioNalllyt erohihst ek tadd esanstivé ngusedisio be
Add 3 d in dat t at R t DNS
Addr esses tranfrbindhESSagR 08 o2 BieRiracefatnes: t¥Re s servers

| P Addr esses uest
and 10 . Séh@yndmﬁ&hmraysme of @getdevige. size of BE 6|d(}namlc

Val ue( s) CI’I lon, MC Ox020A Request s
the device's EES Aﬂﬁfégg i §fssage. Get DNS | P Addresses
15 . SetSZStringLength - sets the length of a NULL
terminated string. The string may be by itself an
element in the message or could be part of a string
array.
® SetSZStringArraySize - sets the size of an array of
20 strings in a message.
¢ BeginSetLayout - notifies the message instance object
that "“Set” methods are about to be called which will
write values to individual elements within the message.
e SetChar - sets the value of a single byte (char)
25 element. '
e SetInt2 - sets the value of a 2-byte integer (short)
element.
* SetInt4 - sets the value of a 4-byte integer (long)
element.
30 * SetFloat - sets the value of a floating point {4 byte)
element.
¢ SetDouble - sets the value of a double precision

floating point (8 byte) element.



Get the I P address(es) of the DNS servers and the domai n nane.

Field Val ue(s) (Description MC 0x020B

Get DNS | Ryylsdrsosss MD[1. .n] Donmai n Name poriusteznmsnat ed
name string. This nane

65 78 gets appended to nanes

W t hout a dot. Exanpl e, "panja
.cont MD[ n+1l. . p] DNS | P Nul I term nated address
string. Muist be Addr essl the | P address
in dot notgtigp+EQEMakeay. - copies an array of characters into an
"192.168.25.5"1 MO p+1 ..(Q] DNS | P Nul | term nated
addr ess stringlemgnst be Addr ess?2 the IP
address in_do ' for : : - + r ;

Mo 5 Tap, oy eBSERL MG R BbRS, o string otg, the ML cemminaced
address stringtriMgselbment. Addr ess3 the IP

address in dot tation form . et her net |I.P _Address . .
Set the IP'adﬁ?ag§?E§¥8H5t'hagﬁflgﬁﬁsgagéﬁaﬁg%ﬁs3?%3 Instance” objegt
Et hernet intethacethe Aebbbgenmsibubé pewvidediéar forStransmispiyneasries.

Field . Val ue(s) , Description ox020C
Set Et her net ?#‘Aﬂﬁ?e%gggv}aua* ekﬁﬁiTt values havgm%fﬁﬁsset' Bit field:
Bit 0 - If ;segegingebriePolier | Mawdfass 8Rd Message Instance object

subnet mask. The | P address and subnet ‘

mask fiel ds nbbatbe tégppIRetEaFfut speuld be un-packaged so that

i gnqred. individual elements can be “read” outBbE i Unused.

Bit(i - Unuselcfldlv o . Bit 3 - Unused.

Bit 4 - Unese@etChar - returns the value of a single Bite 5(ch@hlused

Bit 6 - Unused

element.
e GetInt2 - returns the value of a 2-byte integer (short)
element. '
15 e GetIntd - returns the value of a 4—5yte integer (long)
" element. :
e GetFloat - returns the value of a floating point
element.
e GetDouble - returns the value of a double precision
20 element. .
e GetCharArray - returns an array of chars from an char

array element.
e GetSzStringLength - returns the size of a NULL
terminated string element in the message.
25 e GetSzZStringArraySize - returns the size of a string
array in the message.
e GetSZString — returns a string from the message.
e EndGetLayout - notifies the Message Instance object
that the script is done “reading” values out of the
30 message.
e ClearData - clears any message instance data within the
object.
e GetMessageSize - returns the size (in bytes) of the

- gy entire message instance.



Bit 7 - Unused. MY 2. .n] Host Nane Nul I term nated
host nane string. (e.g

"Net Li nxI ™) 0 MD[ n+1 .. p] | P Address Null ter ddr ess
string. I\/U;Y[O(l’oéﬁ“ss gkf@rsﬁ"z'ﬁ sin
dot notation form(e.g. 79

"192. 168. 26. 26") MO p+1. .(q] Subnet Mask Null term nated
address string. Mist be the IP

address in dot notation form(e.g.

"255.255.256. Band - usindDldl.idstance of BREWransport N%Ibl t rm nat ed
address string. Mist be elP
address in dotSt¥Rams e Feps@Egey instance over a network connec;lon.

"192. 168. 26, 2 uest Ethernet [P Add

Request the déi\)/elcceel've Et hersggg %}elr?ﬁté% P¢% Q8dr “EZansport SBIREE, mask,
and gat eway n@heﬂﬂus aumaSsage Enlseanet fiBm a netﬂb@kféﬁﬁnec{ﬁgn response
to this nes%ﬁgg Et hernet | P Address nessage.

Fi el d aﬁRFe(s)SEts DBREEYVPRK & ﬁ host andyhost to network 0x020D

Request Et her petcd Rswidlsh ass trans:ormaé%%nEﬁB@énEtﬂ'3€¥¥geﬁ5de, all

Get the | P address, subnet mask, and gateway of the
Et her net |nteFP&9?lng messagqqeﬂgp assumed to b@ﬂ;ﬁxggtworgeg@mmpt|on

MC and a§M029§£g01ng‘3ﬁhs§%EEJneErEF)égﬁwé¥%%d to net%@&%l
Fl ags B|t field

Bit 0 - If seforges- .DHCP for |P address and

subngg mask, Thep) PLpddress an bng . -
SUONE RS oePush s%pp |edg go§g r%ﬁr message overflow/underflow.

When an incoming message is partially formed or contains
more than a full message, the partial message bytes can
be "“pushed” back into the transport object which can be

retrieved later.

15 Message layout and message instance creation are set
forth above. The final step in network connectivity is
the actual transport. Message layout and message

instancing are actions that give rise to blocks of bytes
in the memory of the web server (or wherever the script
20 is being executed), To be able to communicate on a
network, a live connection‘has to be ma@e to be able to
send and receive data. The third object inside the Panija
dynamic messaging components module is a transport object
implemented specifically to handle TCP/IP networks. The
25 two previous objects do not in anyway assume what kind of
a network connection they are communicating over. The
transport object’s interface is specified independent of
the nature of the network. The transport object has a
built-in asynchronous message handler that can fire
30 scripts when messages arrive outside of a script’s
“Receive” method call.
Examples of the transport object methods includes:
¢ Connect - connects to a given remote computer given its
network address and end-point (port) .

T e ¥

%
35 * (Close - closes an existing connection.



I gnor ed. Bit 1 - Unused.

Bit 2 - Unused. Bit 3 - Unused.

Bit 4 - Un Bit 5 -

Bit 6 - Unused o > o utel gs”m{vﬂf[9 5
Host Nane Nul I term nated host nane ggring. (e.g.

"Net Li nxl ") NMD(n+l ..p] | P Addr ess Nul | term nated address
string. Muist be the I P address in dot
notation form(e.qg. "192.168. 25.5")

MY p+1l. .Qle GetLas ituiais Mask N“”ré@.ffﬂglatg‘qeadd5§§5 S Myst be

the I P address I n dot notation form (e.

"255. 255. 255, (Pgcwpfef-on Ghe network G@m@nﬂa}tlon Nul I term nated address
| P ad ress i.n dot

string. Mgt - t he

notation for m%)eg?sg?rlptpath Sets the pash pfy the 28FTIPE bt Widdy Date
Sets the Tinme nc:Batetedd drheneuinting hisgindhronous message¥al ue(s)
Description MC . 0x020F Set Tine & Date MJ 1 .. 2]
Nont hg . qul(%ﬂ%cfﬁﬂ%ler a7 during S OP¥gy eperatlon@ay B N@nt h

(1-31) desirable nobdbntdy MASve 6] the asynch?@ﬁéus o Mess E%ar
(1999- 2099) I\/D[ seJ Hour s Hour~ ( 0- 23)
M nut es MRS Q0 -Boye myternaly jeripts - Sbéén@@tfmd aSé@&iﬁdé (0-59)

El\s/?[ 13 ..14] script Day afis¥Bek thay gﬂ@%r(&zsf’) sz§Han¥>roceqssor

Request Current Tinme an f the
devi ce's curr sitrifirevhhel diie Bl incomingr egrsRges oathi dufdsgade i s
the ggt Tine q&q Dat e
* EnableAsyncHandler - enables the asynchronous message
processor - from this point onward, every incoming
asynchronous message will result in an external script
being executed.
15 e IsConnected - returns whether the transpoft object is
connected to a remote computer or not.
® GetHost - returns the network address of the remote
computer to which the transport object is currently
connected.
20 ¢ GetPort - returns the port on the remote computer to
which the transport object is currently connected.

The seduence of operations to create and send a
message instance is given in the exemplary pseudo-code
below:

25

// Create a transport object and comnect it to a remote computer
Transport = CreateObject (“Transport”}
Transport.Connect (“abc.com”, 10000)

30 MessageInstance = CreateObject(“LayoutInstance”)

// create message of type “HelloWorldPacket” -~ previously defined using
Layout Manager
Messagelnstance.CreateMessage (“HelloWorldPacket”, FALSE)
35
// setup length of dynamic fields
MessageInstance.SetDynamicArraySize (“Element2”, StringlLength(“Hello”))
= i@ssagelnstance.SetSZStringLength(“ElementB”, 0, Stringlength (“World”})}



message. 5 Field Val ue( s) Descri ption

MC 0x0210 Request Current Tine and Date Cet
Time and Gets the devices time and d :
Field »%%6‘/6713§/a| ue(s) Description MC Frruson1756
0x0211 Get Time & Date 1. .2] Mont h Mont h
(1-12) M 3. . 4] Day o Day of Month (1-31)
Mont h MJ[5 .. 6] Year Year (1999-2099)
MD[ 7. . 8] Hour s Hour (0-23) MD[9 ..10]
M nut es M nute (0-59) I\/D( 11. .12] Seconds
Seconds (00/5 Day of Wek Day of week (0-6)
0=Sunday 1 /glet vamef?fo‘ MQLXJ& == Restart the device or a subset
of the dev'b&aésageIns;ance Bealﬁeéf,%vout() val ue( S) Descr i pti on
MC /7 seRepFE2sage heapgrsfiples M1 ..2] Fl ag
This §ield has timséimiihoansrgSeriariel tacketteader . Protocol”, 1)
meani ngs: MessageInstance,SetInt4(“PacketHeader.Packetsiz@”,- Devi ce reboot. The
devi ce Sho%e@saqunst_ance.GetMessacaSize()) performthe
" col QESt" boot p L Lr1‘?5?.‘-mc:e SetInt2 (“PacketHeader.PacketVersion”, 1} 1-
Net LI nx restart. essa e nstance ge‘.rlgtszt(a{acketheade* PacketType”, 3}
the NetLinx interpre iYPeT 65535 -
Smart* reboot. The deV| ce shoul d
performt he neceésatiprfteepretRedaciipldat e any
previ ous confi gumat&@mnqzan@neitems?.(‘..lementl”, StringLength(“Hello"))
I ncluding, but not limted to, "cold"
rebooting the deyj ¢g: afihi £X8NR Sendd: tdienemz)
I'P apl§lr €ss Confltgeurggelﬁ ahc.aﬂsav @zﬁeﬁa (\EHJ men"2" Stringlength (“H#ello”),
reboot is requjred eginusing t €' n
IP, then thé“d&ice shoul d reboot. 15 Conpl eti on Code
I ndi cat es successful /unsuccessful conpletion of a previ ous
message. | n the &ase: Whidr eermiReced ¢l eens dEeenys)
Messageinstance.SetS2String(“Element3”, “World”)
20 MessageInstance.EndSetLayout ()
// transmit message instance using the transport object “Transport”
Messagelnstance. Send (Transport)
25 The dynamic messaging components are used in the

communication between the ASP-based web server and the
Internet appliance server. The various web pages that
deal with controlling and administering the Internet
appliance server use these objects to create and send

30 TCP/IP messages to the IA server.

Although several embodiments of the  present
invention- and their advantages have been described in
detail, it should be understood that mutations, changes,
substitutions, transformations, modifications,

35 variations, and alterations can be made therein without
‘departing from the teachings of the present invention,
the spirit and scope of the invention being set forth by
the appended claims.

wn



such as device nunber, are being nodified, the conpletion code

nmessage i's generate usi ng t he "ol d" device 20
informati oo ghefdse the new settings take effect. pcrubtoashe
Val ue( s) Descri ption MC 0x0213

Conpl eti on Code

MO 1.. 2] wMessage The nesgage code ( f the
nmessage (conmand) that is conpleted. For ﬂm“m)ﬂﬂmmm“

exanpl e, when a Set Ethernet |IP Address
message has been processed by a device, the
devi ce FGSW@.&M on Code

message W th wVBssag® sentgelogosgem, comprisingpy 3] bSt at us
Bit field |nd|c%E|qgachg%§sdgglE@|Iure of

t he specified ness Bit 0 :
O=Fai l ed, 1= suc@egstwork interconnecting the at least one devBicks 1-7 nust
be zero. ti Mode/, A dress Re

| ndi Cates that £hé g‘evrlocle rgzas"fosr(’é(cém\}: He Ufpdle%(fp‘f{/{:ween the RBHEPRNr ess
Enabl e andahmstm&dimtbuhbum phdssed on the 5 device to indicate

it should take on ggg devici and system nunber

Fi el d 2 ggs é(‘s)cc’ntr EFi pfPBR1ed to fpe network and gypogo

Set |denti byeFaga/ades egsntesponste onerati%?[sl of2] bhe Interrdtd beyice
Unsigned 16-bit value. Ad device nu J ad
System  Ut&Sgridd %EP?nto%%lﬁ%Vlﬁfd §9§t&ﬁ§%Eﬁﬁérls Sonit ollghpl oot

Conngcti ona MRRAYR coupled to the network.

2. The contrcl system, as set forth in claim 1,
further comprising at least one user interface coupled to
the network and in communication with the master

15 controller.

3. The control system, as set forth in claim 2,
wherein the at least one user interface each comprises:
a display; and
20 a user input device operable to receive a user

input.

4. The control system, as set forth in claim 2,
wherein the at least one user interface each comprises:
25 a control system status indicator; and

a user input device operable to receive a user

input.
S. The control system, as set forth in claim 1,
30 wherein the control network portal comprises a web server

coupled to the Internet and operable to receive requests

from the Internet and to service the received requests.



The foll ow ng nmessages originate from or are 10

destined for the |IP Port Connection Manager: Command

Val ue i ption RquPCOnnection 0x0381 SFEAYESt S
an IP conn‘@f?t“f[’)gﬁ(‘;’g (Devi ce->Mast er) ncqﬁesfcmﬁo &
0x0382 Requests the status of an %%tlve Cbnnectlon
St at us connecti on. Hmmﬁ nﬁ"tl" l",

Connecti on 0x0303 | ndi cates t he currient ssat4s of

St at us connection or connection request.

(Mast er - >Devi ce) ndi.cat es: succeas,‘fa ur.e, ect ed

cl osing, Host te hingied 88%%58?|0Hg%%(f ~%ﬁth ﬁf‘cﬁ? iR ﬁ'

0x0304 whites mesisagechs rbhe nehalolcéngedthdl t¢omsehses an IntedamEtection
to the client device rqom_Master) Authent ation
0x0386 | SREIGIAG THEFT efightFeEpbed e thitarnet andoBRTaRIA L
client. pass corméhdBEds¥dges therebdimEct i on 0x0306

Status back to the client regarding the Granted/ Fail ed

connextion. ( From Mast er) The incl uded message
protocol and its; packg@le ak8ntrol systdds! 9B8d d& beogsent isimndepgadeny, of any
transport protocol. Thus, this_message can be sent by a TCP/ I P
prot ocol ovdrereiR theanyEntEdHRict | BAPLSANEY a SGWHR%AI KCOPPELERS! , 2 whi ch

is based QL sryare dek,qee p@aﬁutek &E&}Q&pé csleyghoreds téyoftvPﬁHa

I nc. “pr ot ocol can al so
carried ngarca1 gﬁv1ceR3232/ppp Internet, thereby commands from
69 14 MR QS corki RO Qe SHAPOTEG: SIS it JBNE! o
to naster an evi ce conmuni cati on. Cormruni cat i on

conponent s deleiwsted | 5o rigpr eseftwdkre logiasl ndevheeseven-| ayer | SO nodel
Operating Systens such

8. The control system, as set forth in claim 6,
wherein the Internet appliance server comprises:
15 at least one software logical device representative
of the Intexnet; and
at least one software logical device representative

of a device in the network.

20
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5 as Wndows NT/9x provide nost of these layers with a power f ul

obj ect oriented abstraction at the application | ayer. Under

W ndows, o dofs@izsppl i cation |ayer, the sof t war e deyehraRes1175
presented with a Berkley Sockets i nterface. MWth this interface,
the developer can 10 establ i sh twpgway conmuni cation usi ng an object
known as a "Socket". Appl i cations can choose t’ﬂ!"ﬁ"ﬂ",ﬂ“ﬂ”ﬁﬂ
servers. Though this is a powerful abstraction, there ;S t ' ﬂlity
to help the application devel oper fornul ate a protocol i térms of

the packets of pnforpgetbaRreenkybagk, leompraBdngorth on the wire. The
services that are avail able deal mﬁ?h nanméspace resol ution and

sendi ng and recetvifgst one gevhrackBtesronhagargddhyaa ney¥yprkal ly, the
client and SErele PRET QRS o Of thﬁ | ] | e j n to
under st and eacﬁt gf%%r'sg neggaggé %ﬁ# %ﬁﬂﬁﬁ?éékégﬂ?hgkbocgﬂééégsages
consi st oftkéerapeuatsonk bifn&hy ahf dbeasati one dFwice; formul ate such
messages, the dgyelqper al a [ in a lowlevel

| anglage such a§¥0‘%§%&+§%é &g%p fn{gﬁ%%c?n?g?ggp§%;§%y%ﬁﬁgﬁqs °%h a
whol e new spputesand of devel opers called "Wb devel opers". On an
aver age, 25 ey are not .lowlevel progranmers who,can.code in C or
C++ and insteadggge g& s TC6) irﬁﬂicﬁP@ﬁh ?laﬁvayl%h %hzmuﬁﬁﬁFTﬁ and
VBScri pt. colxeeplerfosindt hepefable tavareceivel aBgnmgadst h€rémwhethe

| anguages are "scrig;ing,languages". They do not provide the

devel oper WREheEeFOPEESLART - 30 facilities of a full progranmm ng

| anggage. The primary goal of the Panja dynam c nessagi ng
conponents invention_is to make a scripting |anguage such . as_VBScri pt
or JavaScript (of-evER®ViIRHT BasF¥-Bpalie SS* TOFR giReltlRy™ 9
communi cat{A8rePA than¥t IERELPonengb¥er kndarracenBgehi eBmprisébi:s means

that these dynam c _nessaging 70
conponents have?t8igPya8Ytha&Ndcript witer the ability to: (i) form

bi nary messages;angdsdfansipic t N0 apeiMenlk to reesrgetignyadd (i)
recei ve binary nessages froma networ k connection, understand their
forkdt andinB®pack" 5 themto extract individual fields in the
nmessage. As explained later in this docunent, it will be seen that

apart from these two basic requirenents, current _
communi cati on ptdt ocBhe raaplinal noystemnplasx $eht fioegh in clldm these

component S, ig¥e b O¥h@Cat 19east one 10er"ehterkl8e BLLHREYmpY28ks:exXPlained

above,
a control system status indicator; and

20 a user input device operable to receive a user

input.

12. The control system, as set forth in claim 9,

further comprising a control network portal coupled

25 between the network and the Internet and operable to
enable the Internet to be controlled as a device in the

network under the control of the master controller.

13. The control system, as set forth in claim 12,

30 wherein the control network portal comprises a web server
coupled to the Internet and operable to receive requests

from the Internet and to service in response to the

received reguests.



dynam ¢ nmessagi ng conponents were chosen to be i npl enent ed
using the Mcrosoft Conponent Object Mdel or com This 1is

primarily <‘woweesss presently no other progranm ng npgeiUsedl19vs a
scripting | anguage to use 15 sel f - descr i-b-rg—objeets—with such ease

of use. Ccom obj ects are wel | - BAder gty Y erlal? Gurk | oper
community and the nodel 1is mature aiﬂi’;ﬂﬂﬁ"mﬁﬁllfﬁ ver, other
sui tabl e programm ng nodels may be used if d AT Sy S To effect
the requirenents enunerated above, three 20 distinct objects or
conponents are Pprovimed. confhey systemjna@lsudset afobtRany AESSR0E?
descriptor/| ayout, rrmager ] obgecg, a geasage i nst ance obj ect t hat
represents rein therGBPk*fesBEGHCTANEOL teraf Rl ) &% TREETABAages
the buffriethdiet ¥ ket r eOSPISS1 08 LREUERtedDet HE HESSMEe to
descriptor/layout manager object allows a script to define the
structure ofP3ihAPRALE RFSS4IPH therebetpgedsent packets of information
sent hack and forth on a network connecti on. The nmessage
structures are identified wusing unique nanes. Once defined,
t hese 30 st ruckw esThecaponteeer sybeemusad 3t forhh iimstahmis 16§

nessages or.vgg'egi% mx&g?comlt%ngtcrugjgé%lsaln#g}oi cgegggg_. enbedded

ai .
structures int erring to Fl r an%eofapnﬁ)ﬁseeg()? fhe

message descydafiiward ageutcraremelator opebjabde, whi cdpdwrcl adesodtwanary
message struGH& 1 0evice LA ndMEncdEnelS M cnfhenl W ntihaAOERLA N9
commirl cat i drhepr otecomr.  coflteopdelet destietdr efoncl tHes anternet a&essage
heade ot LG S A SRS SV Bscayy et o e
702, a packet size in bytes 5 (4 bytes) 703, a packet version (2
D e ot 62, e conBREKEL LIRS (2 DVLE0) 105, Vesoage st fycture
to t hhdRESAGMd Ve iRt @pplBladcet e riRSS agamplady smay

15 at least one software logical device representative

of the Internet; and
at least one software logical device representative

of a device in the network.
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include an elenent 1 (2 bytes) 705, an elenment 2 (a 10 variable |length

el ement whose size is specified by el enent 1) 707, and an

el ement 3 Wy dolk7ias @ NULL term nated string. PCT/US00/11906
further descrl be this nessage structure, tvvo addi-tioenral—nessage
structures are defined: the nmessage 1gg i ﬁgﬁ ntire
nmessage. The entire nessage cont ﬂ istructure as
an enbedded structure within itself. u." -
pseudo- code shows the general format of the descrl ption:

Layout Manager = ea ije L t Manager"
Layout I\/anager.Begir’n meﬁ.gltytg&t‘( %%é‘ﬂ—baﬁe?kt forth in claim 12,

Layout ManaggerAdePrine tdoret {SISHERT oK PootoeDl c):mpnses an Internet
Layout Manager . AddPrl mtive ("L ize

Layout ManagBPLAGAEE MisH"e (Goé%ﬁfr t°‘§§% f‘é?g'l% wgnd operable to
Layout Managgk sAdeRankit m%eé‘é@bla?{heréﬂeﬁkeéﬁ ype")

Layout Manager . EndDef i neLayout ()

Layodt Manager . Begi nDef i neLayout (" Hel | oWor | dPacket") 30 /'l message
header 15. larowdvnagers Ay f Ust ckackeaidieader claikeadsr ")
/1 message body Layout I\/anager AddPrimtive (" SHORT",

"El enent 1" )vhesem the [RYBERRENaGEPIAGAOR ni $95¥8% nafPERFEESE" CAAR'

"El ement 2" EE Ntddvice emulator L@%QEE%@""% AQARASt &1 ngrt v@x%”ent 3")
Layout Manager f| neLayout () operations (nethods) that

t he | ayout lpghagér deoice fgrovihresIntgrnetn alihe@?r}{ pEormggdsqefgafe - t he

lndigldual ster controller destined for the -@%ternet are
conponent s OF a SI nary nessage. The oper ati ons gener ally

delivered to the software lcgical device.

16. The control system, as set forth in claim 14,
wherein the Internet appliance server comprises:
15 at least one software logical device representative
of the Internet; and :
at least one software logical device representative

of a device in the network.



take the form <(bj ect >. <Oper ati on Name> (<El enent Type>,

<El enent Nanme>, <Q her Argunents ...>) 5 For exanple, to add
t he "Packet 9Q&/67¢3enent to the nmessage, the "AddPrporiisi®i1796
operation is used. The el ement type 1's specifiedas "LONG

nmeaning it is an integer 4 bytes 8 sizgmm RpcuRlEENt S to a
message 10 has to be done within gnmlmﬂﬁ“ﬂl"mfayom -
EndDef i neLayout" pair of operations. This indfcates te s « the |ayout
manager when a _new nessage structure definition begins and

ends. Once a meskhge A% rirtgrRet control sisitiemed coowplietialgy, it may be
used as an el emenft tyPesd Node devildd t; efinitions. . In the
evidd f}ﬁfef?o%%%%%e% yu & &ettazoﬁ,&ke

exanpl e above, the "AddStruct™  operation wa " Packet
Header St rafct 4past mmeelmdBtRr Contrbklest bpetrable def i @bhipH] Of
message "Pagket. T N eddi.ng structures .wthin, structures
allows for i ef?prﬁl | onjonsofog\r;%reyddt g‘oerﬁﬁtef’nfo eVipgisages.

The eXanpl e al so ad | s sat edeyeseandhiter fiakpoidp@table to £WHPtugedNis i

t he abili tyitoudce,fi ne variable | ength el ements within a nessage
structure. ““Pie’el enent naned 25 "elenent 2" is of variable | engt h. It
is a byte (char)a controlanretywonio$Atengiddbupd e3Pl khednwkiBiR;t BggMeSsage
by the precedi el erent paned "el enent 1". nam cal ly sized

el ements of thi<® t ypRECHPR prBtt FOEYRABATIPA  Md&p the master

comuni cat i ednprdldeH sandOoperable t&UEskQet REMMaUBLY RAIHE re SOIF
dynagbcally si zed enents do not have to have an explicit el enent

~ el
speci-ty commER&S ok th&n MSekeR €ostroddigran el ement type is a NULL
termnated string. A NULL termnated string is a sequence of
bytes in which the byte value of 0 is a 35 speci al value indicating the

m

end of the sequerde. Thgi néeternet comgredd ofstére sequesmte iforspecirdied by

this speciakiaim 17, wherein the at. le ~ terf ; val ue,
its length does not have to be Lexpl I Ci tlf'ﬁsgt SFéq. 7% ng 5‘%%3@% Bhows

that "el emefieugh pPangINULL term nat ed string and the operation
"Add$ZString” is used to add it.

19. The Internet control system, as set forth in
claim 17, wherein the at least one user interface
comprises:

a display; and

20 a wuser input device operable to receive a user

input.

20. The Internet control system, as set forth in
claim 18, wherein the at least one user interface
25 comprises:
a control system status indicator; and
a user input device operable to receive a user

input.

30 21. The Internet control system, as set forth in
claim 18, wherein the control network portal comprises a
web server coupled to the Internet and operable to
receive requests from the Internet and to service in

response to the received requests.
s ) T



The foll ow ng exanpl es enunerate the operations 5 (et hods) provi ded by
the | ayout nana Message Descriptor/Layout Manager
Met hods Woooﬁg’@ﬁnDefl neLayout - starts definition of a ngﬂﬂfﬁi“é&%

(cannot be called while already defini n a nmess : *

EndDef i neLayout - ends definition of a8%urrent Hﬁﬁﬁmm mleui“u (cannot be
called if not currently defining a message). l yout - checks
for existence of a nessage definition’and retdtnd TRUE/ FALSE.
AddPrimtive - adds a primtive elenment to a nessage 15 structure.
Primitive el ened@s fdhe theteerete emaptrpés system, "agf set bfRaEy Ifessage.
Primtive t-s cl char, yt

i nt egers, 5§8§E§&7ﬁt e“hgér 3P %ne contfmla?l%r?g&ﬁg{% u%beﬁm%%%y% es% and
doubl e preCnsieamet apollafxtgatﬂefrgfepbl noupledertse (&hgyt Esferfdét and

AddPrim tiveArray - .ad LpiLi
ressage st Paeapse <0 PGB beBbadk: M S EIERRAs o aynam ¢

arrayg of primtive el errents to a nmessage structure. The array
does not have t% be 1] xedI SI ze, ﬁ: ﬁ'l thet nane_of 25 anot her
(i nteger type) éFenmedt’Sis l'l’,l e 88H the =€, as saec‘i uEPTFBngth of

this el enen&tlailaslzcte avbﬁdi}.eﬂ]rfltme Internetd RPplicsmad ddivermessagel sdg uct ure.
The size el enen has to_have been %I read defi ned Wltgn t he

message @ S°ft°§ac‘?%c98?’éce FRUSEREr RRSFEPlEnet? eABRH 0 tTRS " WAfami ¢ 30

el ement is19p8GANI edebycan fRIrenené \Mﬁtalrﬁethe %ﬁ@@p commands aftbrt hat
el ement shoul™d be stored in a_posit physically above the

dyndf c el &Ment master ARASERLILL- aaaglaegt rﬁ%%ur%h%l eﬁ‘éh?r’f'%t a Wessage

structure. de-ﬂl%e%te@cttourt@»@'s%@%r@“%g%é?a%vfﬂ%&e 35 been defi ned.
74 AddStruct Array - adds an array of structure elenments to

a nessage structure. AddStruct Dynam cArray - adds a dynamc

array of et a e r re T same 5
f2Addg: Ph€e BAEAERLS 181 agm %Ts ugd ¢! ortth hen

rules as that o I mtiveDynam cArray hi s met hod.
AddSZSt ri nglaizdds 228 , NULVheze ki nattdte st rlmﬁgr@IGérrenﬁPPélance SeRVefessage

strygture. comprises:

at least one software logical device representative
of the Internet; and
at least one software logical device representative

of an appliance in the network.



AddSZStringArray - adds an array of NULL term nated 10 string -

el enments to a nessage structure. The array does not have to be
fixed in | gpghbre7isat her, the last string el ement of pEPRISES has
to'be termnated with two NULL characters ratter LHdﬂ"OnelkE%i
character. AddPaddi ng - adds padglpng O]ﬂﬂﬁF anount to a
15 nmessage structure after an el enent. ll' ﬁ ﬂ ”m used
to align individual elenents of a structure to* s on specific byte
boundari es. AddAl i gnnent Paddi ng - adds paddlng to a nmessage
structure after g el gTeabntoodl i 8hstent henshiRghbbefy?One 1pakigopent
boundary. Byte alignments can be nad 8 ccur on 3, , 8’ or
byt e bounda®¢®Bris¥Ags nethod is used to align individua

el enents on spgcibih¢rYif £ o]} L ment sizes are
not fi xed. % g°ness§3%‘?%§¥%ﬁ€e9§g?e%§ﬁnﬁg%gggdgﬁédfc %ésgﬁﬁlng 25
conponent d¢vbes; a scrlpt to create an instance of a previ ously

defi ned nessage me I ssa s for t
|nd|3?dual fleld%gof ?%é¥neégg e%ﬁ%t%% é%nEﬁﬁﬁ%%MtrF?Wéﬂ?éz - fgﬁnsport
object (mhlcdbtsol. areadem@tw@em bpethkleexio seehtes), tmkanépéiatbsngessage
over eh g connection The neasage i nstance object al so

alloms a sd?? etBfve 3RCi ASYAfte B8P% nessage over a network

connecti on, unpackethEnHE$aage and acemtenibgtion wigdhuessHY thfster
i ndi vi dual elenen%§ in_the ness The nessage structure

previ ousl y SRAYH@G9F | FPhe ©B5*2 qﬁééd’ab%?%et6°§ﬁ6%@ﬁoﬁoaﬁﬂﬂhs¥%ﬁ%év%f t hat

nMesspye COWdhmands from the master controller. ) 75
be created in nenory. FIGURE 12 illustrates an instance
of the message whose structure was described in the previ ous

section. Message;d@20 tpel EQQ%r@Ln%%%Qz%sheaéjserset forth Uz'xatqﬂhaﬁnt@?
fol | owing exenpl ary val ues: packet pr ot ocol 5 entifier =

(722); packextherzeomprisppgedt deagy one7ager lnterfacepml%rmon =1
(724); and packetbyBex™ 3dd25) n TR®mmunication with the master

15 controller.

27. The control system, as set forth in claim 26,
wherein the at least one user interface each comprises:
a display; and
20 a user input device operable to receive & user

input.

28. The control sysfem, as set forth in claim 26,
wherein the at least one user interface each comprises:
25 a control system status indicator; and
a user input device operable to receive a user

input.

29. The control system, as set forth in claim 25,
30 further comprising a control network éortal coupling the

Internet and the control area network.



message body may contains the follow ng el ements: el enent 1 =25
(size of following dynamic array in bytes) (726); el enent 2 =
[ hel | 0] (@R f 5 <characters) (727); and 10 el enent

"wor | d\ 0" \?h@ﬁ‘/ﬁﬂsgo termnated string) (728). Pcm’fﬂ%‘"%
foll ow ng pseudo-code shows a typical s uence in creating the
message i nstance: Messagel ns ance”wmumu“uuuumll

Creat eQoj ect ("Layoutinstance”) 15 Il (1) of type
"Hel | owor| dPacket" - previously defined using ayout Manager

Messagel nstance. Gpeat g p{gs%aq%g( " Hel I oWr | dPacket " (2)
i€

[
setup | ength of dynam ¢ f 17¥dn T8 Shr £ in claim 29,

NbssagelnstaheeeﬁatByaambuAmbayﬁezﬂb @6&ﬁbi"coﬁ iriik@lse gty Hed F e )
Messagel nst ance S ?TZSt rin ennq} h(" El enrent 3", tringLength ("World"))
/1 (3) set 93?8%% *‘eengHi and n@g%ag%%%siﬂanéécség’%s*ewa%m() 25

/| setup nesgage ﬂeéidej’ntféxﬁie(is and to service in response to the
Nbssagelnstance Set | nt 2( " Packet Header . Prot ocol "

Messagel nst BRceL 5e¢| AEdpePhEket Header . Packet Si ze"

Messagel nst ance. Get MessageSi ze()) I\/Essagel nst ance. Set | nt 2
(" Packet Header . Packet Versi on", 1) 30

Messagel nst ance. bt | nfDe" PRBkECHe AEt Mackas Type” fordh in claim 29, //

setup ness body thel 1 20€ ance. . Setlnt 2('El ement| ",
StrlngLeng?ﬁfgkbllo")) @%ntro network $@§§ égﬁ%1gga§rgg éfé%en &

(El ement 2) appliance S°rVﬁ§s§@@@ﬂﬁ§tanneﬂSEtIﬁﬁﬁﬁmeeyéﬁEIepemmble to
S”'f'@l-engtﬂ?{ é"‘%&ﬁz‘%’xd mes%‘?gﬁ)@é&getweep /1 set NULL

term nat ed enent
Messagel nst ance. Set SZStri ng("El enent 3", "Worl d")

N@ssagelnstance.;@@&b%&gyggk%}ol system, as set forth in claim 31,

ad

wherein the 1Internet appliance server comprises a
software device emulator operable to spawn a software
15 logical device for the Internet, thereby commands from
the master controller destined for the Internet are

delivered to the software logical device.

33. The control system, as set forth in claim 31,
20 wherein the Internet appliance server comprises:
at least one software logical device representative
of the Internet; and

at least one software logical device representative

of an appliance in the network.



76 In the pseudo-code above, a nessage instance object is .

created which is then used to set the various val ues for t he
el enents w {hi 69%@ message. The code to actually transmt the
nmessage i s described below. 5 The Ti7st operation—per FEPMEI™& t he

"Cr eat eMessage” operation. This 9qp§m THETL cript to create
a nmessage of a given type. The nes ﬁm mmnm’isousl y

defined within this (or sone other) script ‘usingtthe s '« nessage
descriptor/layout manager object. The neaning of 10 the second bool ean
argunent (FALSEK4in i SRE)cord . | 3l bel ow. Foll ow ng the
creation of the%n%ésa%%rmr&e tv%d(}f)rgrlatsiyosrf?ﬁgr Zdép?)tg;’?ﬁlosrjfpe%’ to set the

| engt hs of the at leasip aymaewide dinds nddnnerttde hpessagetwordhe two

fields are__"el n 2" "el epen 3". "element 2" i a 15
dynami ¢ array ofa%hg?gg?eiogearﬁnd E;':Cellﬁrernecr)l ggoi?‘%raoﬁl?ﬁ?%le ot SftTRled
string. Aftles gpemstsiges icsf dheatagrd lesisteonaf device;all dynamic el enents

within the nessage have_to_be . eci fi ed because that is how t he
I\/bss;ge | nst ancé ‘ob]tl%%?t one uﬁﬁlé\/\énﬁg\ﬁ%ﬁﬁ@h Qrﬁ?rﬁﬁwet htQ AESERGe UASH

occupy. |f ihmre; 20 are no dynamc elenents in the nmessage, this step
can be conpl et el y ;avoi ded. The third step is actually
setting the val sc%ft%l% network, pordad qqualed Yeltdiferaiworky ang
message. In did s Interné®ssage, cobmh@h® ca@t€ont Wayi Al t 8he NeRAURLr and
body. The 25 vari oys operations supported by the Message

| nstance CONtpLlRE PREVPAETERLEptES ks FiemecPMBRRBS| ity Fhewmastes

val ugs of elgiBiBIdNt e MWee3de. chkn LRI s bASkaNgge gevidBthody like
"Setlnt2", "Setlnt4", "SetCharArray" and " Set %th ridr?g'"c'agra'e %g%d.

Al so, once HIthBhafiPreréldfents FPceivrvecdmmnasplinsn | \ths zod s tehe
Message | Nt QNG 10R £UHRd be AW 1WAt e gNtire size of the message is,

so the "Get MessageSi ze" operation can b€ used to get the size.
This operation is used in witing the nmessage size into the
Packet Si ze" el efient of; t e, pader conllR 19eGYSRER, o2 SO,28! ABRIRTIQNS has
to be enclosed wthin a palr o 77
15 claim 34, wherein the at least one user interface each
comprises:

a display; and

a user input device operable to receive a user

input.
20
36. The Internet control system, as set forth in
claim 34, wherein the at least one user interface each
comprises:
a control system status indicator; and
25 a user input device operable to receive a user

input.



" Begi nSet Layout - EndSet Layout " operations so that the Message
| nstance knows when a nessage is ready to be transmtted.

Now t hat aWeAH§TEBSe exanpl e of a nessage instance 5 hasPEEAIF00/11796
illustrated, the following section enunerates L the
operations (nethods) provided by t Aé E?ﬁmlu""mﬂlmstance

The nessage/layout instance object incl w g s fol | owi ng

nmet hods: 10 Creat eMessage - creates an instance of a nessage, given
its type. Optionally, this nethod can be used to transforma
nessage of one fype ff&€anbtheFreypeontrol skeRnadiscAPehySiczdh sets the
size of a 1 C fur er&mp,.i,- inde NESSage;

SetSZString%gﬁg%h34f Eﬁﬁ%h@%he |éﬁ§?ﬁg o? a NULL heework PeFEhat ed
string. Thacdudimg:may be by itself an el ement in the nessage or
coul d be part of frd - rJay, StE rraySize - sets
the size of an ar r%z%% o%‘é}gfo“r couplsetfitaogst}}en Iantrr%ss%itgé‘.%é Qgéragye €

Begi BSet Layegkivenorefiuestshefpessade | istannetodmdt to servickhain" Set"
met hods are about tq be.called.which wll Ess wite values to

i ndi vi dual TEPETETEs S thich THe Nessa§8Uests’ 388 char - sets the val ue
of a single layt @nteodmyt) pliance et .coupled Sed | tiie Insetnet he

val ue of a 2-byte integer (short el ement,. _ SetInt4 - sets
the val ue Sf2a A%y¥ePi ﬁteéééf (ﬁ’%ﬂ]g&he networ’%elaé‘r‘?erﬁ‘.l‘%r oPeraple| gat -
sets the vabugaglh adchmaaid mE peigels thaebekween. el ement .

Set Doubl e - sets the value of a double precision floating point (8
byt é)o el enent . 78

SetcharArray - ggpi eghan artayndt HIRNErsSyivtp, aks set fordrENEAt.

Set SZString_- copies a string into the NULL term nated string

el ement. 5Claim BldsetiShfift the nbrteirat 1Rl MRGRGRSTYAST GAERT188F ect
that the mgssage.shoul defoWer @adi18d JiOlod AISIE SBLORA%N a softwdlé the

i ndi vi dual el enent val ues have been set. Begi nGet Layout - notifies
t he MessagéopAsedncéevbfectfor the Internet, thereby commands from
15 the master controller destined for the Internet are

delivered to the software logical device.

39. The control system, as set forth in claim 37,
wherein the Internet appliance server comprises:
20 at least one software logical device representative
of the Internet; and -
at least one software logical device representative

of an appliance in the network.

25 40. The control system, as set forth in claim 37,
wherein the Internet appliance server comprises at least
one protocol converter operable to convert between a
first protocol used by the Internet appliance server and
a second protocol used in the network.
30
41. The control system, as set forth in claim 34,
wherein the at least one device comprises a 1lighting

system.



that the message should be un-packaged so that 10 i ndi vi dual
el ements can be "read" out of it. Get Char - returns the value of a
single byte el ement . thlntZ - retur ngckRRod/psle Of
a 2-byte i nt%‘é]er&? short) el enent . GetI'Mt4 = returns the

feturns the value of a floating p§.3me' ”‘Eﬂﬂllll||[|§|llﬂ§ﬂlmlﬂat '

Get Doubl e - returns the value of a double precisionm 2

Get CharArrav - returns an array of chars from an char array
el ement. * fPUSZEHLT pRheREt N systehSt HeNSsed heorshZ&n Hiafln BWLL
termnated string elenent in the nessage. Cet ZStrlngArrayS|ze -

returns thevlsérzeimf thest ptngleast one ade-aycen aIReTissnge. heating,

Get SZS f EndCet L -
notifies t he MCehEEERg FAE A% S ARIOATR Wieen | ST TG

ance ob at the script is done

"readi ng" val ues out of the 30 nmessage. CIearData - clears any
nmessage i nstance i thin ect eSi,ze -
returnd the si ze'%j Bsf OB%IPI.’HeSYStem'erﬁ% e hed8A5R i {\/E"ﬁ%gg 34!

79 wieRin thé ngtameaastaﬂeedéletéecbmﬁsaestaﬂbpadﬁ.o visual
streans the nessage instance over a network connecti on. Recei ve -
using an i nsi¥he@of the transport object, recei ves a nessage
i nstance froma network connection. 5 Set Convert - sets network to
host and host to network byt e swappi ng transfor mat i on, rms . In
this node, all  44. ThejReBATARY ﬁé’§§§§‘es & eSA5shREE  dheCt M Re aork

formefg 0 where80d @ld Qul 0PEQg: NBYTRA0ESvARE COMNSFISEs t @ nebwakkty

format. 1 Pushback - allows for nessage overflow underfl ow.

When an i ncody#igeessage is partially fornmed or contains nore than a
full nmessage, the partial nessage bytes can be "pushed" back into
the transport object which can be retrieved later. 15

Message | ayout andlS nesthgecinstahcsysitenti ors asetséprth in claim 34,
wherein the at least one device comprises a surveillance

15 system.

46. The control system, as set forth in claim 34,

wherein the at least one device comprises

protection system.

20
47. The control system, as set forth in
wherein the at least one device comprises a
appliance.
25 48. The control system, as set forth in

wherein the at least one device comprises a

equipment.

a fire

claim 34,
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forth above. The final step in network connectivity is t he actual

transport. Message |ayout and nessage i nstanci ng are actions
that give r\8fokfAsp! ocks of bytes in the nmenory of tperws8ysebyer
(or wherever the script 20 is being executed).  To be able to

communi cate on a network, a |ige d1 1§} be nmade to be
able to send and receive dat a. The mmmuuﬂ”ml de the Panja
dynam ¢ nessagi ng conponents nodule is a transport *objfect

inpl enented specifically to handle TCP/IP networks. The 25 two previous
obj ects do not igy anw\ﬂﬂeﬁﬁéélnﬁfmﬁicdﬁd&a(%ﬁng the 8nPEEMOEK jGeRNGLLI ON

t hey are communi cating over. The transport object's interface is

speci fied i qroheend e it s Y, Comprﬁﬂ%@gﬁature of the network. The transport
et M A Squpiild { Thid 23HEEBREROUS, T2o5R8RLIBNC) fhed NAletR 1O 9O

scripts when rress‘ages arrive outsid ecei ve"
met hod cal Iinterconnectlr@an@t eslefsthe Otmansqlﬂ)‘rltce)bj emi mét housstier| udes:

Connect - conr]Cect p a given renote conputer given its net wor k
addr ess and éhdr p0| n‘t (port). 35 Close - closes an existing

connecti on. recei v1ng control commands from the Intern80; *
CGet Last Socket Error - s the. last _error, t occurred
on t he network c%%?‘nce‘cﬁlonrg “ehe Cor*tréglt Sc??”&aﬂaq% hccéet RS patthh of the

script thatcoMmdnd data mclxhﬁre;(ecutemipa@mtna@m ng asynchronous nessages.

5 * Di sabl eAsyncHand| e - durin sone erati.ons,
desirable  not sg&?ﬁ“?ﬁi cpmand, rBﬁoﬁgg eSdge controif%r,

procgssor fiHe exisersial c5ﬁtt@15e" tdurmd iRt heHeal ¢ onokareg aata to soyipt to
di sabl e the asynchronpus, nessa )r ocessaor, g which tinme

all incom n]gearﬁsrsﬁbees“ea‘flec%ﬁq ngp to the I&ﬁlple’lt TD,*a*

Enabl eAsyncHandl e -r&dtahil e tde: idsy REY0IONg HBS$A8e command dataprocessor
- fromthis p0|nt onward, every incom ng asynchronous nessage

will result in an external script
50. The method, as .set forth in claim 49, wherein

15 processing the control commands comprises:
sending the extracted command data to a software
logical device;
storing the extracted command data at a known
location in a data structure; and

20 notifying the master controller.

51. The method, as set forth in claim 50, wherein
notifying the master controller comprises:
changing the state of an input channel associated
25 with the software logical device;
the master controller detecting the change in state
of the input channel;
the master controller requesting the stored command
data from the software logical device; and
30 the master controller sending the command data to

the recipient.

- e
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bei ng executed. 15 * | sConnected - returns whether the transport

object is connected to a renote conputer or not. *

Get Host - re he network address of the renote rto
whi ch t he héﬁ@%i? object is currently conmect c\f:iﬁgﬁa}ﬁﬁ’é
CGetPort - returns the port on the renotgs compuifin il sam ey s Wi Ch the
transport object is currently connected. n m’,m”mﬁg"#ﬂigence of
operations to create and send a nmessage 4 NSt aMCes i iven in the

exenpl ary pseudo- code bel ow. 25 /'l Create a transport

obj ect and conn it O te GO er. T ot =

Creat ehj ect (" T‘raéz;%‘spoTF e)%eEﬁgH’ 'Iar%aggp%rt‘f)égr?nelcrf(&gg%gcgtr%', fl‘bﬁdﬁ)r 30
Messagel nstauiger s igatefbhechghbanguttdmst siteted ) cof the inputcradsdmnalessage |
of type "Hel | oWy | dPacket. -. previousl efi.ned usin Layout Manager
Messagel nst&EF 3 e‘f(/bé%aﬁ%%" F@F?H%%I gﬁg&? ' eiy,&Lg?E)afSnfr Seyn&jqu set up

| ength of dBHwEdembded dgata to the recipient.

Messagel nst ance. Set Dynami cArraySi ze("El enent 2", StringLength("Hello"))
Messagel nst ance. Set SZStri ngLengt h("El enent 3", 0, StringLength ("Wrld"))

81 44 setnhyahdesolyr £ egept Forth in Elaim 49, further
Messagel nst ance. Begi nSet Layout () . /'l setup nessage header fields
5 coprBhytP @sERRCB2BEEF nEOPTPRARETHSSIS LY it gtommend data

Messagel nstance.  Set | i de fERag ket Heagdeh v 1 RaCkeli$kg@ay thereor.
Messagel nst ance. Get MessageSi ze())
10 54. The method, as set forth in claim 49, £further
comprising converting the command message from a first
protocol to a second protocol used in the control area

network.
15 55. The method, as set forth in claim 49, further

comprising acknowledging to the Internet the receipt of

the command.

g b



Messagel nst ance. Set | nt 2( " Packet Header . Packet Ver si on", 1)

Messagel nst ance. Set | nt 2( " Packet Header . Packet Type", 3) 10 /1
setup massaﬁ obefiys fi el ds Messagel nst ance. Set |gpigsdehersent | ",
StringLength("Hello")) Il set—dynam c_array el enent

(El emrent 2) 15 Messagel nst anas Set Chaggefes av (! El ement 2",
StringLengt h("Hel | o"), "Hel | 0") m'm“mnm/m"m" ULL
term nated el ement (El enment 3) S e LR

Messagel nst ance. Set SZStri ng("El ement 3", "World") 20

Messagel nst ance. EgdSefLajenbl) of incorpofdtiA@nerk! IMSSa0e: | BatanGe using
the transport object "Transport" Messagel nst ance. Send( Transport)

25 confthel aypRATc CARREBYIHY' conponents are used in the
conmmuni cati on be 1 he - bgse b server 5g$% net
appl i ance serve%&ﬁsﬂlége1ﬁ§grious%n%§b °§ag§s t a%gf area nﬁﬁ%ﬁhﬁith
control | i nginahdradmhactiegi ngtt heldaster nere device gmid ange mesbesr use

t hese, objectst [P gheate and send 30 TCP/ | P messages to the I A
server. CORLLOL-EE7 Al t hough sever al embodi nent s of t he

pr esent raventving aad tdesmanddvdmergess hawgebeenttescrddradinich
detail, it shoylg.be ungeégégogtt t mutations, changes,

substi t uti oh8¢tU9IRg 2 T¥FERsTor mati ons, nodi fi cations, 35

vari ations, andfoahipgatd ooceontradr bdenmace nesaragen iwi tiesponse to
departing fromthe teachings of .the gresent I nventi on, the spirit
and scope oFeFﬁéV?ﬁgeﬁg?oﬁ 89 s&9forth by t he appended cl ai ns.
82 10 sending the control command message to the Internet

according to the recipient ID.

57. The method, as set forth in claim 56, wherein
sending the control command message comprises:

15 sending the control command message to a software
logical device representative of a recipient according to
the recipient ID; and

storing the control command message at a known

location in a data structure.

20
58. The methed, as set forth in claim 57, further
comprising: '
changing the state of an output channel associated
with the software logical device;
25 the Internet detecting the change in state of the
output channel;
the Internet requesting the stored control command
message from the software logical device; and
the software logical device sending the control
30 command message to the Internet.

59. The method, as set forth in claim 57, further
comprising again changing the state of the output channel
associated with the software logical device after sending

" -85  #the control command message to the Internet.



VWHAT IS CLAIMED | S: 1. A control system conprising:

at | east one devi ce; a network interconnecting the at |east one
device; 5 control network portal coupled between t é

: WO 00/67133 fl'rﬂfs:q
and the Internet; and a master controller coupled? 0 Q%ﬁ % wor k

and operable to control the operagiODS_QL_LDE_LQ%ELEE; and t he
at | east one device, the Internet is controllable as -devi ce coupl ed
to the network. 2. The contro!lm’@ﬂﬂmmlm y forth in claim
1, further conprising at |east one usef [ | 'ﬁ“ﬂled to

the network and in comunication with the nast'er $15* controller.

3. The control system as set forth in claim 2, wherein the at

| east one user ihAPerfBBe &ethocons seet forth in ciadims@Tay; fanth&d

a user inp [ l; r i input_

4. The con?é%?ggggg anBSEQEégng%ﬁqéﬁﬁ%ﬁé%ngaﬁﬁgﬁd TERRECS TR At

| east one ufkrstntmrdtazoleavisedonpni $ds 26ntrol areacomtnarisysbena st at us

|nd|c§tor; gggond prgtoc?%a user input device operable to receive a user

i nput* € control system as set forth in claim1l, 30
wherein the control network portal conprises a web server coupled to
the Internet and operable to receive requests fromthe Internet and
to service the received requests.

83 6. The control system as set forth in claiml,

wherein the control network portal conprises an Internet appl i ance
server coupled to the Internet and operable to pass conmand nessages

t her ebet ween. 5



7. The control system as set forth in claim®6, wherein the

Internet appliance server conprises a sof tware devi ce enul at or
operabl e t a software | ogi cal device for the | @Ee.mé,lnggereby
conmmands f@g&B@ﬁﬁs the master controller destined —for—t Internet ’

are delivered to the software Ioggcal . The
control system as set forth in claimé6 I [l\ﬂﬂE!H M'!&Eﬂl nternet

appl i ance server conprises: 15 e | ogical device

representative of the Internet; and at | east one software
| ogi cal device "fﬁprea‘an&%a\rtﬁet cont%lamg%x € IBnbhe sqgGwer k. - 20
84 = Acontrol sysfem  conp Ny at | east one

devi ce i nt erconeateednhgy a net'wanld at a user a;tnteaﬁac@neiermeerin
controller ogmrable to con%k o ﬁ era |on% of the at |east one
devi ce; 5COMmURICALAOR NIER R CRREFO; nﬁeF al&T8P&4bl e to accept user

i nput; and formingt Be messagreti nol uadiguriicatcaimand h & heendetelD
controll er and operabl e to ecei ve commands fromthe mast er

cont Pol | erangpa recipient {87 The control system as set forth in claimg,

wherein the at hea&kreemﬁgusemei Meydadee @achaCog¥ti&eS controller ia
di splay; and . ) a . user input device operable to receive a user 15
i nput . communicatien yRENCEREr GPNEFeLeRreds REEMOESth in claim 9,

wherein the at 't%stmé)@eeysebnwbenfaececl@@f@e@n@rItses message to @
control system status indicator; user input__ device

operabl e softprecei yegi §¢éséPV1ce SD?ﬁSGﬂed by the recipientrid cont r o
sysggm as set LQrtfifsClA M Qonverting the message from a first

protocol to a second protocol;
the software logical device storing the converted
message at an indexable position in a data structure;
an Internet application associated with the software
15 logical device being notified of the message;
the Internet application requesting the software
logical device to send the converted message;
the Internet application receives the message and
acts according to the command within the converted
20 message; and
notifying the user interface that the command has

been carried out.



further conprising a control network portal coupled 25 bet ween the
network and the Internet and operable to enable the Internet to

be control | §¢p gggrsglevice in the rk under the confrol of t
master controller. 13. Th ntrol system as ES?’%WW%

claim12, 30 wherein the control netvvork portal conprises a web server
coupled to the Internet and operable to receive requests fromthe
. Internet and to service in response to the recei ved requests.
85 14. The control system as set forth in claim12,
wherein the control network portal conprises an Internet appl i ance
server .coupled to thed nternet and operable to pass conmand nessages
t her ebetween. 5 "’3\ ontrol system as set forth in claim
14, wherein the nt er net D%pl iance server conprises a
software devi ce enmul at or oper abl spgan a software | ogi cal device
for the Internet, thereby commn rfjom 10 the nmaster centroller
destined for the nt erjnet, % °del i to the soffware | ogi cal
devi ce. U@ The con system|mggdget forth ig claim 14,
wherei n the | ntefhet] ZiElli ance seryer conpri|®Z |15 at | east one
sof twar e | ogi cal dewh&frepresent e Lg he 1nterpet: and
at | east one softvvare—-l% dital device\epr GI’E%IVG gi\a device in
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14. The control system as set forth in claim 12, wherein the
control network portal conprises an |nternet appl i ance server coupled

15, The cont PP, oy 29 cet rortn - ﬁ&fﬁ??i?d o ek HUSBAE "

I nternet appliance server conprises sof tware devi ce enul at or
operable to spawn a software Ioglcal devy the Internet, thereby
commands from 10 the naster controller dgstpiefl for the |Internet

are delivered to the software | ogi calo depficd. ™ 16. The
control system as set forth in claim 14, MBeTein the Internet
appl i ance server conprises: 15 at | easfS@&E sof t war e | ogi cal device
representative of the Internet; and - ©| at |east one software
| ogi cal device representative -ef, a devicelinlthe network.
8 7 17. An Internet conw ol systenllconprL\ing'
at | east one device interconnected by a network; at | east one
master controller operable to control tre 4peratﬁ@ps of the at
| east one devi ce; 5 at | east d¢ge user ligyerfac@operable to
accept user i nput ; a eontr azCOoypl ed to
the network; and the| Intf oW tth  the
mast er control |l er and roperab reqeire 10
commands fromt mast er contTol égﬁ er et
control system “as set forth in vl = |l east one
user interface is a t ouch ad@ ) | nt er net
control system e\forthern I at | east
one user int ace gg rsds: di splay; and 20
a user input EQeV|ce oper Bbl e tq receive a usey
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i nput . 20. The Internet control system as set forth in

claim 18, wherein the at |east one user interface 25 conpri ses:

a control swaewersdsat us i ndicator; and a user in i
operable to receive a user inpu%./ l030 21. Tﬁg%lll%?deﬂrlz& _
control system as_set forth in claim 18, wherein the contro
network portal coqﬁfﬂ{gg aég web server coupled to the Internet and
operable to recel ve request SOfINBRNie I nternet and to service in
response to the received re ;

88 22. The Int¢rnet control system ?s set forth in

claim17, whereiffrthe T g et Wor Kk por-tat—eonpirt—ses—an | nt er net
appl i ance serven coupl t he InMBnﬁR\/ﬁﬁd opZGabI e tp pass conmmand
nmessages t herebgt ween. 4 23. The Int ontrol $ystem as set

forth in ¢laim
a software devi ¢e
device for the |nt
controller 1 i
software | ogica
set forth in

e Intern conpri ses
| at or operabl e\to sp | ogi cal

, thereby co e er
ed for Cbpe I nter to the
evi ce. system as
cl ai mPRQQESS wher ei ance server
15 conpri ses at | east ce
representative one software
| ogi cal device gepre ' of an i i [ wor k.

_________________________________________________§]}_A.T_ELESS
24 N80 STATES
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86
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92
\
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CONVERTER

: 30/ CAN © ¢ o CAN '\31




89 25. A control system enconpassing the Internet,
conpri si ng: a control area network interconnecting at |east one

device; 5 woowmsmnzsat |east one magter jgcontroller couplﬁq-,?gug%l.,gpe
of t

control area network operable to control the operations e at

| east one device; and the Internet in conmmunication wth
the nmaster controller an operable to i ssue commands to and receive
10 conmands from the naster ! on _ptper 26. The control
systens, as set forth in clai mg5, further conprising at |east one
user interface couplefl to them‘gg K_and 1n_cpri@inication with
the nmaster 15 controller 27. The(uﬁﬁral7$ysten1 as set
forth in claim?26, wherein thelat |l east one Usge |nt?rface each
conpri ses: d display; and[®6™ CGl HANDLER eer npot || devi ce
operable to receive |4 user i jput 2B. The| tomweRo!
system as set forth | n cl SOPMWARE éﬁz past g RVERS
interface each conprife SDEVR}E EMULATOR pﬁ%ﬁ)@ﬁt 8st at us ijndicator; and
a user input device opp§ 1 nput

a control network porggl coupling th¢ I nt ernet and control area
net wor k.
The control system af “set—fertf—th—
network portal conprifses a b server

PROTOCOL LOGICAL
CONVERTER DEVICES /
T
94 92 -

\ ¥ /4
CAN TRANSPORT
PROTOCOL CLIENT 86

4

rab eé&f receifve
29. The control system| as s forthi{in etarm25—30 .jgéher conpri sing

90
whergein the contro
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coupled to the Internet and operable to receive requests
Internet and to service in response to the

5 recei ved requests.

fromthe

31. The conwobwa@yst em as set forth if €1 B m 29, wher ep@rtSRnGast ol
network portal conprises an Internet appl i ance server coupled to the
I nternet and operable to 10 pass conmand nessages therebet ween.
32. The contraol _system as set forth in claim 31, wherein the
I nternetyg | aNEONTEET PROVIDERAY | €Y, a sof tware device enul at or
operable to 3p S mggﬂ, cal device for the Internet,
t her eby comm GWWRpL B PDQQ r controller destined for the
I nternet are del i veg ed to the software | ogical device.
33. The ntfol s rith 1jn cIa|n131 20 wherein the
1520 YENTER'DATR G USER
| nt er net' YApplli ance C Ses: Ie st one sof twar e
| ogi cal devi ¢e renrJ Eﬁﬁ@ @ﬂﬁﬁé of| t he Intern at
| east one software | ogi cay device representative of an appliance in
t he net 91 34.
An | nt e\r’lﬁg{{-\ §HBWJI BQEQNGWSWY Qslﬁﬁg at Y east one deyice
i nterconnected by a netwo} at | g4RN Q@NEOUTRET Q)HANNmrol/eﬂQ
operabl e _to ¢omt er-attans$ pf th@FacHA t NOMBERIevi c¢, 5
at | east!obms] useF(b}W]t%ANm 59@%0& e tlojaccept—tser NNER 4%15{-—
a control nefwork p&YSEM MEﬂﬂWﬁd to tHe|network; and ¥ the
Internet in communi catl W T N tne nast eNTERNET ARRLICATION ©F an 174
operable _to i et |10 CONTENTt PROVIBER CHECKSON t he
at |eadb8-ane deSENDeMESSAGE ONTO  furlt hef op ceiryg compands
fromthe master CONTROL AREA NETWORKAND Helc ..t.wggﬁtc:}.ﬂ.”@%@m
35. The Internet control systen1 as set | f h in 15 ¥ claim34, wherein
the at | east rere—tser—htlerface—ea &h INTHRNET SARPLICATION QUERIES
80" "MASTER CONTROLLER SOFTWARE VIRTUAL DEVICE FOR 1176
RECEIVES MESSAGE STORED MESSAGE CONTENT
) 4 {y
MASTER CONTROLLER TURNS ON SOFTWARE VIRTUAL DEVICE | ~178
162~ OUTPUT CHANNEL ASSOCIATED SENDS MESSAGE CONTENT
WITH SUBMIT BUTTON OF
USER INTERFACE DEVICE L
INTERNET APPLICATION ~180
Y RECEIVES MESSAGE CONTENT
MASTER FORWARDS [
1641 _MESSAGE TO PROTOCOL ‘
TRANSLATOR IN IA SERVER SOFTWARE VIRTUAL DEVICE | -182
’ TURNS OFF INPUT CHANNEL
PROTOCOL TRANSLATOR ’
TRANSLATES FROM SENDER SOFTWARE: VIRTUAL DEVICE
166 PROTOCOL TO RECEIVER TURNS ON QUTPUT CHANNEL I\ 184
PROTOCOL AND FORMS MESSAGE OF SAME INDEX
, y
SEND MESSAGE TO SOFTWARE MASTER CONTROLLER
1681 VIRTUAL DEVICE REPRESENTING RECOGNIZES CHANGE IN I\ 1gg
CONTENT PROVIDER INPUT CHANNEL STATUS
v Y
SOFTWARE VIRTUAL DEVI MASTER CONTROLLER TURNS
REC o OFF OUTPUT CHANNEL OF K.
EIVES MESSAGE AND STORES 188
170 MESSAGE CONTENT INDEXABLE USER INTERFACE DEVICE
BY CHANNEL NUMBER OF y
USER INTERFACE SENDER UPDATE USER INTERFACE DEVICE
DISPLAY TO INDICATE CHANGE [™-190

Y

END - ~192



a display; and a user input device operable to receive a user
i nput. 20 36. The Internet control system as set forth in
claim 34, wWyer@isisshe at | east one US?‘ZJ nper face each ?ﬁggd/ﬁ%ﬁ
a control system status indicator; 5 a user inpu

operable to receive_ a_ _user I nput .

92 37.]5ﬁﬁé;Jnt§Znet control system as set forth in
claim34, further conprising a control network portal |nclud|ng

a web server c A and operable to 5 receive
requests o\service in response to the
recei ved %O;qqu stscowﬁ@l— NETWORKan ) nt er net appl i ance server coupled to
t he I nternet WSER: IBERASEser ve/ and the network and further operable

to pass conmand messages. 1her ebetween. 10 38. The Internet
control system——=as claim 37, wherein the Internet
appl i anc er BN rAf‘@e§UBMIT DATA sof t war e deV| ce enul ator operable to
spawn a sof t war e ON INTERNEIgARRUICATION ce] for the Internet, thereby conmmands
from 15 the  nmaster cont rorrer Trestl ned for the Internet are
delivered to the—softwarellogical ce. 39. The control
system as sef forINTERNETcAP&’LféAﬁﬁN wherein the Internet appliance
server copnri $esREQUESTS CONNECHONI Bhst{ one software | ogi cal device
representdti v¢  CONTROL ARE& NETWORKet ;| and at | east one software
| ogi cal devicé¢ repsipser™ ADDRESS AND an appliance in the network. 25
40. The conttol systrpmy MgMBERt forth in claim 37, wherein the

| nt er net appl i-amce—serverTconpr+ses—at | east one protocol converter
operabl € to convert befwe®n a first protocol used by the Internet

appl i anc@(ge{ yer WIBASERVER RECEIVES IP
MESSAGE CONTAINING DATA

Y

’ MASTER CONTROLLER REQUESTS

208~] WEB SERVER INSTANTIATES MESSAGE CONTENT FROM 218
PROCESS TO HANDLE MESSAGE _ SOFTWARE VIRTUAL DEVICE
Y .. \ 4 e
FORM MESSAGE OF PROPER MASTER CONTROLLER RECEIVES.
PROTOCOL AND SEND MESSAGE CONTENT AND - | 1
2101 TO SOFTWARE VIRTUAL FORWARDS TO SPECIFIC DEVICE
DEVICE OF CONTROL AREA ON THE CONTROL AREA NETWORK
NETWORK IN IA SERVER ASSOCIATED WITH THE INDEX
\ 4 ) 4
SOFTWARE VIRTUAL DEVICE CAN DEVICE RECEIVES |~222
919~ STORES MESSAGE CONTENT MESSAGE AND ACTS

IN AN INDEXED POSITION v

J MASTER CONTROLLER SENDS
SOFTWARE VIRTUAL DEVICE SAME MESSAGE TO CAN

9141  TURNS INPUT CHANNEL USER INTERFACE DEVICE  [-224
OF INDEX TO ON TO UPDATE DISPLAY
A
MASTER CONTROLLER MASTER CONTROLLER TURNS
916--1 RECOGNIZES INPUT CHANNEL 1| OFF INPUT CHANNEL AND
STATUS CHANGE OUTPUT CHANNEL OF ™N-226

SOFTWARE VIRTUAL DEVICE

Y

NOTIFY INTERNET APPLICATION
OF COMPLETION 228

e s END 230



a second protocol
system as set forth in claim 34,

conpri ses awbio@kiag

9 3

wherein the at

used in the network. 30 41. The control
wherein the at | east one device
7 /10 : PCT/US00/1179
system as set forth in cIa|n1%2, 6
ventilating and

system
42. The control
| east one device conprises a heating,

air conditioning system 5 43. The control system as set fg£th
in claim34, enein the at | east one device conprises N
audi o-vi sual ~— yste 44. The control &stiem| as set
forth in claid34] {10 wherein the at |eastgond gepire ri seg
security sy m 45. The congy gl;ﬁystem g set ol in
cl ai m 34, whedej he at | east one device co e e 15
system : 46. The control system as set |l @D
wherein the at | easi _dne d”N ce conprises a fire ;gi
20 47. [The—coptiirall system as set forthdLn_m

° ce conprises a househdl ce 25

wherein the atcledst oneldv
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94 49. A nethod of incorporating the Internet into a

control system conprising: coupling the Internet to a control
area net Woidg gos67135 | Nt erconnecting atgl ?Ea;;(; one device and pcTATE6i1796
controller; receiving control commands fromthe Internet;
processing the control commands to extract the command data including
a recipient ID sendi ng the conmmand data to the naster

control IfeT, 10 The naster conjjolrrer sendrng tne commany data to at

| east orle 3¥vi ce according to tHE & eci pient 1454 and 460 t he

reci pierlt acting according to_thelconmand dat a. / 50. The464
nmet hod, j{as set forth in claim49, whergin ogess™N 1R§_3::3pbupy
conmmandd conpri ses; §6RHihg RSx283ctey OBAngmi—tatato a

sof t war g | ogi cal de $¢e, t e extra¢t ed command

data at {a known | oc&tY off iLeVELSddtla S%Hﬁggr ; ?M VOLTAGE OUT

notifyirg the master contrqglddr.1-15 gT Hodgl, as@et Torth
Lo 4T ]

in clairh50, wherein not ‘ry+rg—the ter\cont ml I é\r ;onprhg?s:
changing the state of an irnput channel asgami ayeg 2& 4¢3 the software
| ogi cal ]devi ce; th R gontrhller deterti 12 ngﬁrin
state 4490f the414ﬁput chan (gmﬁ S REltAye pes$tEP¢gR ﬁﬂi@__
requesti ng\t he stored comgnd|| 1-928ddla k+emtwel sbitwar kogi cah devi ce;
and 30 t figypeagdee fe-dontrorFer—sendi ng i co dafja t o468 t he
reci pi g .RJ4S HANDLER b= 4352 7 9 464
PORT 2 RS-232 || DBy |{RS=232 OUT/
| RS VOLTAGE || 2 PN |-OLIARE O
4501 458 ) 461 ) 467
448 ( 456 ' 462
| | CHANNELS RELAY 2 PIN CONTACT OuT
452-1] 1-528 \ -
440 o
) MASTER CONTROLLER 304 F'IG. 9
700
START OF STRUCTURE —> '/
702-" proTocoL
703
PACKET SIZE EMBEDDED (HEADER)
704N PACKET VERSION STRUCTURE
7051 PACKET TYPE
70641  ELEMENT 1
ELEMENT 2
70741 (VARIABLE
LENGTH) [, PACKET TYPE SPECIFIC
DATA (MESSAGE BODY
ELI:;MENT 3 ( )
NULL
FIG. 12 70841 TeruNaTED
STRING)
- ]




52. The nmethod, as set forth in claim51, further conpri sing again
changing the state of the input channel associated with the software
| ogi cal deviyerporfizer sending t hg comgand data to the reePs0ani796¢5
53. The nethod, as set forth in claim49, further conprising the
master controller sending the command data to a user interface for
updating a display thereof. 10 54. The nethod, as set forth in
claim49, further conprising converting the command nessage from a
first protocol to a second protocol used in the control area
net wor k. 15 55. The nethod, as set forth in claim49, further
conprising acknow edging to the Internet the receipt of t he command.
9 6 56. A nethod of incorporating the Internet into a
control system conprising: coupling the Internet to a
control area network interconnecting at |east one device and
a master 5 controller; receiving a command from a
user, the conmang———=" Tmrodrng-aTecpient ToO- """~ formng a
control commarld sage in response to ’$g 2/ ng the commr}d; and 10
sendi ng the cqgnt command nessage to t Bd4 according to the
recipient ID. 57. The nethod, as of th igg}éai m %6,

LAaqi

wherein } sending the control command nessage conpri 15 |

sending the cdntrol command nessage to a softypare cal device
representatived of a recipient according 508 ~] PPPthp [rEHERNENY 1 D; and
storing the cgntrol command nessage at a knowh pRIVER | || oBRIVERRN|i n,a data

structure. 20, _ T
540 512 524 [_'f
Y \ e

PHASTLINK AXLINK TCP/IP STACK
DRIVER DRIVER T )

y
v 4 ) 4 V}

PL TO ICSP AXLINK TO ICSP IP PORT STANDARD
PROTOCOL PROTOCOL CONNECTION | | INTERNET
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/ A A \ [ \ \
ICSP CONNECTION MANAGER 530

4
\j

ICSP MESSAGE DISPATCHER [~ 537
Y 1 536 A

y Jl / A
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58. The nethod, as set forth in claimb57,
changi ng the state of an output channel

| ogi cal devieSoss
output channel
message _fromthe software | ogica

t he
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and
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t he | nternet|.

further
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