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NETWORK ENHANCED Bl OS ENABLI NG . REMOTE MANAGENVENT EF A
COVPUTER WO 98/41916 W THOUT A FUNCTI ONI NG OPERATI NG SYPSTERI85S3% "
which the following is a SPECI FI CATI ON

FI ELD OF THE | NVENTI ON This invention relates generally
to a nethod and system for enabling the renote nmanagenent of a com
puter over a network without the aid of an operating system

functioning on the conput erNETHORIO/ENHENCER (BE0S \ENABLINGt0 a met hod and
system for enhanci ng a CoNnMREMOTE MANXGEMENT OF A GOMRUTERIate renote access
and mai nt enance w t hout WITEOHITdA FUNCTIONINGN OPBRATINGYSYFITEMM executi ng on

t he conputer. BACKGROUND OF THE PRESENT | NVENTI ON

Syst em errors cfawdiindy dher £oOligwinst eim fai l ure 10 remai n a pervasive
problemin the conputer industry. Such errors may occur as a result
of hardware failure, user error, and for other reasons. These
failures, particularly in tSPECIEICHTTON wor ked desktop conputers
or network. system servers, nmay FEELD{OF nTHEt ERVBNT ION availability
of conputer resources and significant finan- cial |oss due to user
downt i me. - This coveskiPrp refatescgeseyajidyetredt MeEhPAocess

5 for conpletely elimnating_such systemerrors causing

operating syst¥is V5 EdRT I%E%éﬁﬁgcﬁés,r%eoma%agement of a com-

puter over a network without the aid of an operatiﬁg
systém functioning on the computer and more particularly
5 to a method and system for enhancing a computer's BIOS to
accommodate remote access and maintenance without the aid
of an operating system executing on the computer.
BACKGROUND OF THE PRESENT INVENTION
System errors causing operating system failure
10 remain a pervasive problem in the computer industfy.
Such errors may occur as a result of hardware failure,
“user error, and for other reasons. These failures,

particularly in the case of networked desktop computers
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met hod of avoiding recurring crashes is to performa post-nortem

di agnosi s, before rebooting the operating system of the acttiofls
whi ch brougkioedpasis t he crash. 10 However, because of tHGI/@RENHAIEAI
difficulty in accessing and anal yzing the failed conputer and
because tine is often of the essence in nmaking the system
avai | abl e, many users sinply reboot the operating system w t hout
anal yz- or BOchOE PLRL NP IV Ll | St 2 Oréélf‘lt?rfr? MextdiRied lhn

One exanpl e gf Whéré such access 1S nece W t ™ net wor k
servers. Suc e éf%n -
organi zati on’ sgg%¥gé§é%§§y o @6§%uter res&ﬁf configure %ﬁﬁ

certain hardwagga1S¥68538ué@ to user KS¥ROAKL. and conputerdlsplay, necessary
for performng a 20 postnortem anal ysis. Network operators are

therefore of ten QuFrfégehy NtonhSrdbyi $10D0Y | dEEd e neiyRideier ver

W t hout perform ng a proper dlagn05|s of the problem The

probl emsof renpbel ¥oRpakbyai{de BiiA4FifG Ssuch systehedifgrd €mPiier al so
occurs in the case of wide area, 25 or |l ocal area, networks ere

syst em adm Im sbpetat tngayystems toberasqui red mmyem@éy e diyy sever al
conputers. In

typi cal oper atmethoihefopesading sgemeﬂlmgecna$m©50ﬂsth@ perform &enote
conputers allows the system adm nistrators to access and nodify
vari ous paranmepess-vartbe déagnestsmbefore repateing Howeveperatiage event
of an operating system 5 crash, current systens provide no neans for
t he adm n- systemst pht @het@cac@@mwmcmJagmglettmom@nbh% coaplut er .

Mor eover, current systens typlcallg do not _al |l ow the ) _
10 However, because of the physical difficulty in accessing

and analyzing the failed computer and because time is
often of the essence in making the system available, many
users simply reboot the operating system without analyz-
ing the problems which led to the crash.

15 One ‘example of where suéh access 1s necessatry
occurs with network servers. Such network servers are
_often critical to an organization's efficiency, and, yet, .
may be configured without certain hardwarg, such as a
keyboard and computer display, necessary for performing a

26 -postmortem analysis. Network qperatoés are therefore
often hurried into simply rebooting the network server
without performing a proper diagnosis of the problem.

The problem of.remot;iééggaly;;ngmand adminis-

tering a computer also occurs in the case of wide.axea,

25 or local area, networks where system administrators may

be required to remotely maintain several computers. In

SUBSTITUTE SHEET (RULE 26)



adm nistrator to access the renote conputer prior to | oadi ng anﬂ

operating s,&i’tg?mggg the renote conputer. For 10" exarrpIP@T,dgg,ﬁgs"sg’gitem
No. 5,390, 3 urckhartt et al. (the "Burckhartt patent™) _

clainms a failure recovery system al l owi ng dial-up access to the 3
fail ed conputer once the failed conmputer has | oaded a reduced - %
operati ng system stored on a secondary partition on the conputer'

15 hard dt¥RicathePeyatdnfef ChReCRBFEkARB EYSAEBNEXBEBEANGf PN the

the secondary partition contalnlng t he secondary Eeratlng system
when a det ect FEROKEaFOTBELESEs 3410YSt Ehe sYStem grpdndgtra SFéaFPng a
primary operating system .
backgr ound deéspr%s&sameﬂp%ﬁzavarzeus DAZARBERESe SBnling: SPRGBFoRedur & of
an | BM conpatlb r sonal t r "PC"), however, e_concepts
are BREFE yﬁgﬁ’ﬁl‘%&bl"é‘ FpSasYenEecs o é’Qﬁﬁ&FéPgs%’Fg

asse t.0 a _portion_of the

conput & timsra??%t Shp GGy A Y8y EFE P LB AR et £8r che admih
3 t@et%pgggﬁg%e ?ggéﬁgée NI eCQo§§u%8Test (PCST) .

The terns sysﬁgtr 5 Set an as us réln shal

be _synonymous aadosal | e S9ay oRSLOR: cal n%edosh%ﬁ:t 2Ry €hgot . system

reset or other operatlon causl ncement

nitializatioBgffinistratod %'on5&@@32ehboge%tteh%ohwt@' pBige 28| oad

operation of t conputer. I is-typically
stored in read-@@liYty an operating system on the remote computer - For

10 example, U.S. Patent No. 5,390,324 to Burckhartt et al.
(the "Burckhartt patent") claims a failure recovery
system allowing dial-up access to the failed computer
once the failed computer has loaded a reduced operating
system stored on a secondary partition on the computer's

15 hard disk. The system of the Burckhartt patent boots off
the secondary partition containing the secondary
operating system when a detection means detects a system
time-out indicating a primary operating system failure.

The following background describes the typical

20 ‘structure and startup~procedure of an IBM compatible
personal computer ("PC"), however, the concepts are
geﬁerally applicable to a variety of computer systems.
Upon system reset, CPU control is passed to a portion of

the computer's Basic Input/7Output System {BIOS) known as,
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menory (ROM and is used to initialize the standard 10 system
conponents, such as systemtiners, system DVA (Direct Menmory
Access) conig®bd/apts System nmenory control |l ers, sysGIWSwEFevi ces
and vi deo hardware. As part of its initialization routine, the
POST sets the de- fault values for a table of interrupt vectors.
These 15 default values point to standard interrupt handlers in

the ROV BI OS ke HR¥ve2e oidivikefh r@sRGCESS peuekoBhz8d1s Test, i(BHSTSUP
handl ers. The POST al so pefforns a reliability test to check that

the system hangear@ sl @ystent Reset and sPBERRY sRESSYPL €Ak LBBAS, are
functioning correctly. 0 After systeminitialization and di agnosti cs,

the POST _hereiuf,V%y:mtlh@esxegh@ﬁy&@usf ah@waha1hocakeddenangnsyekahi l e
menory on optional hardware cards (adapters) in the system This is

performed by stamu-up,arepectf,i eyaddmeseset or othpacepbeatiBADERUBAXGNg a
given signature. |If the signa- 25 ture is found, control is passed to
t he fir3mware whecltommencemenitefi nhei dhirdsltikatdeni og on which it is

| ocated. . 4

After the har dwdrd disiltiizaltioat iofnthe peditdedegprogram loadt bpeP@Bioneafls a
bl ock of data from a predeterm ned | oca- tion fromthe boot

devi ce, usual Ibpe noupatemi sk or a di skette drive, into nmenory,
and passes control to the 5 . programin that data block. This
program known as a The PR3t d6r SpPieaddl, stheadl sadseadrand¥r program
I nto nmeno- ry. If the l.arger programis _properly |l oaded _into nmenory
the boot progMERFAssEOM o oits; §sed tehdrdbdaatrfgthe’ standard

10 system components, such as system timers, system DMA
(Direct Memory Access) controllers, system memory
controllers, system I1I/0 devices and video hardware. As
part of its initialization routine, the POST sets the de-
fault values for a table of interrupt vectors. These

15 default values point to standard interrupt handlers in
the ROM BIOS but may be modified to access customized
interrupt handlers. The POST also performs a reliability
test to check that the system hardware, such as the
memory and system timers, are functioning correctly.

20 After system initialiiation and diagnoétics, the POST
surveys the sjstem for firmware located on non-volatile
memory on optional hardware cards (adapters) in the
system. This is performed by scanning a specific address
space for memory having a given signature. If the signa-

25 ture is found, control is passed to the firmware which

then initializes the device on which it is located.
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systemis then initialized and gains control of the CPU 10 As

descri bed ‘bel ow, on certain disk-1ess, or nedia-|ess, wor kst at i ons
the adapt er MQ PRI | ocated on a network i nterface CBFHUSBIOSHY: es
the pointers used to bootstrap the operating systemto downl oad the
operating system froman attached network. 15 The

BI CS further conprises a set of routines, or interrupt handl ers,
for interfacing wth the Afttguttdre hardwarearidiiittialgors ey dls qeEiomews,

The BIOS int errupt han- dl ers are accessed through the use of
hardwar e or soffhe POST reags e ibkagk i Hatihe zaftra pwadafetmiirsed | Taa+ upt
han- 20 dlers are stored in an interrupt vector table. As noted
above, this vedtiRR tHEB RS RROGUIRVIGR) twSYymhix Ghe hard disjysioms zed

interrupt handlers. The BIOS is, generally de- scribed by P. Norton
in The Peter ’t%??tﬁce #E@éf@.i\m%csmemoryl %}%mssﬁ%rmnobr@stqugs) B
Wi le the BI OS interfacj ng .routjnes were used y the Ms-DOS[ err]
oper at i ng syst &M° qi}@tat a@a block. s'l;hs’t%r&ro%]iﬂfh dghown as a
W ndows- 95[ err] i abI crosoft Cor por ati on,
("M crosof t ") %%r@(tﬁ?ﬁéw friﬁrf S]r%aéift ife larger Q%fa}‘ﬁ‘lti'é?tf%dﬁ@i@‘
routines. IIy Vl\!ljfeolar 15, Al ot her m)J(paé{] perating
syst ens, make de of T2 B} Qﬂ’ﬁ'%rjss %cg?eﬁ]cy %ﬁr’t’f%l‘%ﬁm@%)e
yd del of 1y sqa t, t th
and nodel o He épiasr oen commngalngwl
such peri pheral rhar dpwar é%on V%ec'\%r%czte r|r|:verj’st 1grh
uni forminterfages Eé]ﬁoi%?rtﬂ%ﬂ Chh{TOrH GRNE g may
interact with the peripheral conpo- e%aflns 'ﬁ1ese gl'evolfcszcegﬁ ngrs may
repl acer@n exi {d 4 ¥hed below, on certain disk-less, or media-less,
workstations the adapter firmware located on a network
interface card re-routes the pointers used to bootstrap
the operating system to download the operating system
from an attached network.
15 The BIOS further comprises a set of routines,
or interrupt handlers, for interfacing with the computer
and its peripheral components. The BIOS interrupt han-
dlers are accessed through the use of hardware or soft-
ware interrupts. The addresses of these interrupt han-
20 ‘dlers are stored in an interrupt vector table. As noted
above, this vector table may be modified to point to

customized interrupt handlers. The BIOS is generally de-

scribed by P. Norton in The Peter Norton PC PROGRAMMER'S

BIBLE, Microsoft Press (1993).
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interrupt handler, or provide additional functionality which is
ot herwi se not provided. The application soft- 15 ware is thus freéd
f rom havi ngwioosismgiér act with the spe- cifics of ea®RTABPHIAC
devi ce. Many operating systens, including Ms-DOS re-

| eases since M5-DOS 2.0, and rel eases of Wndows up to W ndows
3.11, include the ability to load installable 20 device drivers from

di sk when the operati ngwAy3éetheéSBIOS intebdatifgupoudinsewdby hHed
instal |l abl e device drivers in t he M5-DOS operating system by

i ncl udi ng t hebyorhend¥S-DOS™ oddRAGM sjestianef inaeldm tdpex@®NFgG SYS fil e.
M5- DOS t hen reads each device driver file and | oads the device
driver 25  systemspesoch. asWnddews935HAhs aveelladinle tiramo Mistmsofithe

peri pheral hardware conponents using the PCl (Peripheral

6 _ CorporatdmporidMicknseftdhnedp) nandeRrtanpsavelyl apilimet thas of
the BIOS, and to | oad the appropriate drivers for the i nstalled
peri phér al haPIRgr dnsexpesanos rautdnasi cafeperally, Windows-95, amfile the
use of installable device drivers 5 provi des a hi gh _degree of
flexibility i ®thexdmegessr PpRrating systemg, NakgwuFe @gnﬁéﬁéﬁ?s, such as
network interface cards Nl C), .heretofore, an operating system

o )1 ter
executing on Ravers specifig) kg poRBGFEFUAAT F¥BR PBR BAd8H ©5 | oad the

sof twar e , driver_an rovide any supporting functjons necessary.
10 1 f an &FEr&ETG s???g IF°WBPné88th8P FP%WPanatlng Withpecessary

to performa postnortem di agnosi rior to rel gadi,ng. an _-operati ng
system no soft ge&}%@gf Oﬁafaggre components. Device af9v8rs

10 provide a uniform interface through which more general
purpose software may interact with the peripheral compo-
nents. These device drivers may replace an existing BIOS
interrupt handler, or provide additional functionality
which is otherwise not provided. The application soft-

15 ware 1s thus freed from having to interact with the spe-
cifics of each hardware device.

B Many operating systems, including MS-DOS re- _
leases.since MS-DOS 2.0, and releases of Windows up to
Windows 3.11, include the ability to load installable

20 ‘device drivers from disk when the opefating system is

booted up. A user may load installable device drivers in

the MS-DOS operating system by including the command

DEVICE = device file in the CONFIG.SYS file. MS-DOS then

reads each device driver file and loads the device driver
25 into memory. Windows-95 has the ability to detect the

peripheral hardware components using the PCI (Peripheral

6
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NIC will be |oaded, thus an adm nistrator will not be able to use
software acting through the NIC to access the 15 systemrenotely.
There exi st WA therefore, for a net hod and sysPERU§HE05534
utilizing an installable N C device driver which is avail able
before an operating systemis boot st rapped and does not rely on
operating system support. Operating system as the termis used
herein, 20 CongmidntheintesysimmredEyanddlwaramd FEay indd Sodd e f
execution of user-level progranms and that provides services to such
user-1| evel prdgramiQlcland tesmatehe approptiammtdmingerss hestlteg, |/ O
control and data managenent. Exenpl ary of such operating systens
are M5- DOS[ er rinstgliRsivperipheral hardware components automatically.?
95[err], Wndows-NT[err], all available from M crosoft, MacOS[err],

avai | abl e from Appl e Cofthit& thendsgnbunsraldiaple device driveus x

avail able from a nunber of vendors including Sun M cr osyst ens.
Mbder n dper at iIRFPSAq% s hidie degrag mfovislexitsility N heindsing menighdn-a
protected node kernel or base system at the core of the operating
system eral hardware ﬁ@rﬁ%erﬁq% e NeLRIk ddihetnfadeatdagidsof

conput er syste@@ed)s he fact that there are hundreds of ) di fferent
network interf carttt HaiaRe FadR% SYRFem eXafiiemdbon, égor s,

coe ! o oo A ST en e, P e
these card tYRfS ver and provide any supporting functions'nécessaﬁy. '
10 If an operating system will not boot, or if it is
necessary to perform a postmortem diagnosis prior to
reloading an operating system, no software driver for the
NIC will be loaded, thus an administrator will not be-
able_to use software acting through the NIC to access the
15 system remotely. - There exists a need, therefore, for-a
method and system of utilizing an installable NIC device
-griver which is available before an operating system is
bootstrapped and does not rely on operating system
support. Operaﬁing system, as the term is used herein,
20 shall mean system-level software that controls the
executiqn of user-level programs and that provides
services to such user-level programs such as resource
allocatipn, scheduling, I/0 control and data management.

Exemplary of such operating systems are MS-DOS™, Windows-
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woul d be expensive and lead to unreliability. It is t herefore an
obj ect of the present invention to utilize 15 t he network enhanced
BI OS to use woagawisl NI C devi ce drivers devel oped f oPCENEISI0553G
operating systens, and t hus not require custom zed device driver
software for each of the available network interface card types.
This objective may be achieved by utilizing 20 standard interfaces

defined by cergstM) oEeRWsPITHVSILM availabe e MikG-cHHHON tugeodmat ual Iy
unlimted variety of network card types, operating system vendors

have defined” availabXbé aftai dpplierdagascdiatam erdd dues Waak ivnhnesmor k
I nter- face card device drivers. This allows the operating 25

system to suppimix®ngval Tathe checem pplriwsbelr i o rveanidmarimcluding duiat
adheres to the standard i nterface. Novell, Inc.

8 Microsystens! | "Noderm cb;farmh.mmesx&ﬂéms,t auta s Withddwen
Datallnk Interface (ODI). Drivers witten according to the QD

st andar8 can ¥Tusefitéy NetMide, a guraidedied fmade kernel omNdbasdd .sydtemosoft
has defined a second standard, the 5 Network Driver Interface

Speci fi cati on ¥NOHSF. corRefrihe operating |systemccor di ng to the NDI'S
standard can be used by M crosoft operating systems (e.g. Wndows

NT[ er-+}) . Addi tA e IRFOWErlI‘stfé?ﬂja‘-‘ﬁH@t@r @da\musé;ma@m ofer si ons

of the UNI X er r(l oger at i ngt system SUMVARY OF THE
| NVENTI ON mputer systemg n‘-SaoFd?% |fcﬁ=f3"t dlidfe Biercng drairastsof it is

an object of tg resent_invention to provide a nethod
rent network interface card types available from a

10 number of vendors, each of which may be programmed dif-
ferently and may utilize a unique device driver. Devel-
oping new device drivers for each of these card'types
would be expensive and lead to unreliability. It is
therefore an object of the present invention to utilize

15 the network enhanced BIOS to use standard NIC device
drivers developed for existing operating systems, and
thus not require customized device driver software for
each of the available network interface card types.

This object%ve may be achieved by utilizing

20 ‘standard interfaces defined by certain operating system
vepdors: To support a virtually unlimited variety of
network card types, operating system vendors have defined
standard interfaces that are. to be used by network inter-
face cafd device drivers. This allows the operating

25 system to support any NIC which supplies driver software

that adheres to the standard interface. Novell, Inc.
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and system for comrunicating with a conputer coupled to a net wor k
w t hout the necessity of utilizing the conputer's 15 operatig% sgsten1
It is a furtW@¥8H&ct of the present invention to plEHSAFH

met hod and system for conmunicating with a conputer coupled to a
network prior to the bootstrapping of the conmputer's operating
system It is a still 20 further object of this invention to provide
the necessary ("Novell#Hdhas odefised towme: esweht Sieandapd) ethandpenf t war e

whi ch may be executed on a second conmputer renpte fromthe

first conputérDataliok winberfiacae{QRI k. enbairceds Bif; temdaccordingwhb ch
second conputer need not itself be fitted with such

9 the ORktsbrkdantagred s Oed uth NetWareMablawatilaleafyioar of
commands and i nfornation between the two conputers. The
present invent¥evels. diMrerescfy kasnedebined a secomd syandardf the

communi cating wth a conputer_through a 5  network prior to booting the
conput eP' s opNAEVREKsYstepry Interfage SpeeifbpatienrnfNiRIS)emPaivers. A
net wor ki ng appli ca- tion programinterface (API) is inplenented in
a net wor k WIILEARaACEOUr B $9 theR YRS $randardnpt dre uBed BYnput er

Is preferably ]gu‘ggl i eﬂ with a NIC card and, NI C device 10 ™ driver file.
External ref er®htE3EPHE t ARERRERR VT YRFems  (e. 9 ¢ WiRdowHhi ¥R "Woul d normal | y

ovst o br o i nddERHIGERLy, orne HAAEEEY &R M "Eo PRl ALL 8
of the UNIX™ operating system. .
10 SUMMARY OF_ THE INVENTION
In addition to the object listed above, it is
an object of the present invention to provide a method
and system for communicating with a computer coupled to a
network without the necessiﬁy of utilizing the computer's
15 operating system.
It is a further object of the present invention
to provide a method and system for communicating with a
computer -@eupled to a network prior to the bootstrapping
of the computer's operating system. It is a still
20 ‘further object of this invention to provide the necessary
additional software on the computer and software which
may be executed on a second computer remote from the

first computer fitted with the network enhanced BIOS, and

which second computer need not itself be fitted with such
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resolved to reference services provided by the APl of the net wor k
enhanced BI OS. A second conputer coupled to the 15 first conputer ™

t hrough thewwesgmapis may transfer conmmands, st at us aETARE0B4or to
the | oadi ng of the operating system or after operating system
failure. The first conputer may be further provided wth a nmeans
for alerting the second conputer in the event of a POST 20

failure or opgealicdd SHHEAFE @ibs such as to enable thBREEEnPESERLETI ON OF
THE DRAW NGS For a nore conpl ete understandi ng of the

pres- " coRfnande RindoR nfoefateBaebbEwaRAethe the Eahpaveng. De-
tai.l ed Description taken in conjunction wth the acconpa- 25 nyi ng

drawi ngs in which: - The present invention is directed td0a method
FIG 1 is a functional block diagram of an exenpl ary system

architecture iand g§istgm ofecoamunicatingC@tipht ar compdeskt epreaghuser, a
net wor ked managenent wor kst ati on and a network for practicing the
i nvent in; hetwork prior toFbGot2ngsthef computral sbbpekatdiagr aysoéman
exenpl ary conputer system including the conputer system

conponents, for pfier copegatheg syehemofipilure. A networkingl &p3icas a
functional block diagram of the conventional BIOS section of a
conput er showitignt progajagy intgrfacef (ABT) oAsl impipoashed &n a pervPok of

BIOS created in accordance with the present invention;
FIG 3B is a PabenicesaBIlPSofitdedgtanpofizst computer. ThlS ComPuter

is preferably supplied with a NIC card and NIC dev1ce
10 driver file. External references in the NIC device
driver which would normally be resolved to services
provided by elements of the operating system are instead
resolved to reference services provided by the API of the
network enhanced BIOS. A second computer coupled to the
15 first computer through the network may transfer commands,
status and data prior to the loading of the operating
system or after operating system failure. The first
- computer may be further provided with a means for
alerting the second computer in the event of a POST
.26 failure or operating system crash. )
BRIEF DESCRIPTION OF THE DRAWINGS
For a more complete understanding of the pres-
ent inventioﬂ?hreference is made to the following De-
tailed Description taken in conjunction with the accompa-

25 nying drawings in which:
10

SUBSTITUTE SHEET (RULE 26) -



net wor k enhanced BI OS section of a conmputer, show ng the maj or

functional conponents in accordance with the 15 present i .on:
FIG 4 is a¥P3#éHHAt showing software cont ai ned on E‘E@Xﬁ%ésg'%

configured fo
enbodi nent of

functional block diagram of the

conmponents in
FIG 6 is af

r renote access in accordance with a preferred

t he present I nvention; 20 FIG 5is a
| ayers of the network interface

accor danceFIG. 1 is\@tfuagelonakdntosih@irgmm of an
unction bl ock diagram of a network prot ocol stack

i npl ement ed BySRETRGRKY eP¥BRERJABFEE-¢Fcure including a server

11
i nventi on;
facility

FIG 8is af
with the pres
the BIOS; and
wat chdog ti ne

DETAI LED DESCrR?g%ﬁ%iFﬁ %gﬁpge‘g?rg%ggmgr %?%i‘?‘gjdgée %%ut ﬁ%‘?l\g‘étﬁ %%n%g%ﬁ Iezgght

i nvention

10

15

20

accordance with a greferred enbodi nent of the present

computer, a deskipp; CoUpUter A BEHHAFKA} BANFEHERRPC
i n_ accordapce with the gresent I nvention;

I nmpl t
RFKBHAH B oRR o dBR g BF Bot Bracti

ahe MFRYeReER dance

5

N IRRF sa tup Rl LA AR AP ORT O B amof

components, for practicing the invention;

FIG. 3A is a functional block diagram of the
conventional BIOS section of a computer sho&iné the*ﬁajor
functional components of a portion of BIOS created in
accordance with the present invention;

FIG. 3B is a functional block diagram of a
network enhanced BIOS section of a computer, showing the
major functional components in accordance with the
present invention;

FIG. 4 is a flowchart showing software
contained on a computer configured for remote access in
_;ccordance with a preferred embodiment of the present
invention;

FIG. 5 is avfunctional block diagram of the
layers of the network interface components in accordance
With fhé present inventiomn;

FIG. 6 is a function block diagram of a network

protocol stack implemented by network enhanced BIOS in

11
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wi |l now be described with continued reference to the drawi ngs. 15
FIG 1 shows an overall view of a preferred enbodi ment of the ~
syst em ar chiw@g#/418%. A server conputer 100 is physi RETYSEAMI4ct ed
to the managenent workstation 200 via network 300. Network 300 may
be any of a nunber of commercially available local or w de area

net wor ks 20 i ncluding Novell's NetWare. A "network" or "conputer

network", as suedbididee Svitged MFdrred drbdBr@ene’ lthe presentdef i ned
as a group of two or nore connected conputers; two Conputers being

"connect ed" whanvértelorcan exchange nmessages or data. Thus, for
exanpl e, the connection 25 t echnol ogy, the network topol ogy and the

net wor k pr ot ocolRIGarn dar p fFutctichnade moben eraapl ’Rpandawilheyt

12 WD 98/ 41916 limtation, in addition to the LAN and
WAN net wor ks implememtestd iionedtcabmiamce wi tdtonghet @restntediventdmmect ed vi a
a serial or parallel interface and a cable, two conputers

directl§ connected vi a Mi@méasnectfuocsional dlpaekl diagram ofsw t ched

t el ephone network, such as via the so-called "plain old tel ephone
service", two R&EHPARIES Fomraansance with ihe pressbN doweadtioon fower a
public tel ephgne network, o or two conputers coupled across an
internet. A dé¥Adping transitgqn batwesn e ©F BhecBINSct @adt o net wor k
300. The 10 server__conput.er and desktop conputer shown are exenplary
and may each be one of &Il i pisi & Epretioney Bdepkt diagram of a

ot Frer oA, e madTen $n A2 Mhance witnthe praadht®>"
10 invention.
DETAILED DESCRIPTION
Preferred embodiments of the present invention

will now be described with continued reference to the
drawings.

15 FPIG. 1 shows an overall view of a preférfééx
embodiment of the system architecture. A server computer
100 is physically connected to the management workstation
200 via network 300. Network 300 may be any of a number
of commercially availqble local or wide area networks

20 including Novell's NetWare““. A "network" or "computer
ne;work?, as spch term is used herein, shall be generally
defined as a group of two or more connected computers;
two computers being "connected" when they can exchange
messages or data. Thus, for example, the connection

25 technology, the network topology and the network

protocols can vary and include, for example and without

12
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The conputer 400 shown in FIG 2 and described hereinis 15 exenpl ary
and nmay be nodified w thout deviating fromthe pres | hon.
Mor eover, aMOR8(#3H6t he conputer 400 in FIG 1is shg%ﬁwg%&gﬁﬁgsktop
conmputer, it is understood that the term conputer as used herein
shal I I nclude, without limtation, desktop conputers (shown as 20
400 in FIG 1) and server conputers (shown as 100 in FIG 1), or
enbedded syst drigniftastiarhovis) asideir ipn Aq ¢hRe|UAR} and WAN negwaskfes, or
Point of Sale termnals, or Vending Machi nes. ,

13 * mentioned above, AW QONRUNEFSICH-TS Y QRRNSE&sh e t he
conponents of the conmputer 400. Attached to the system bus 105 are
a central proc@el AF ParEdel intarfaga g a cable, LR A& Senory
(RAM 120. The ,CPUtj.oref er abl 5, operates in at |east two nundes, real
mode and prot SERRFELlY conn L Vi@ mo IGSHT i SThe FYeLic

con- 5 ¢ tinaped TR AR Hos AL FOTABIRS 19 RS
125 d t X t th t Q0 i 1 d

120 does 1ot o Stol SIS SRS, O dptfters MRIELSLEO o
di spl it 130 ' o I : ﬁgq
kleflgog?/d?gl)nt ror ea\r/A Clj%?l\?%I{IPACtlon Nosi] 1%33 %%A%beg%{&a%%ﬁ as the

video control lc?f év?’os’computers coupled across an internet. A desktop

computer 400 may also be connected to network 300. The
10 server computer and desktop computer shown are exemplary
and may each be one of a multiplicity of such computers.
With reference now to FIG. 2, a computer 400 on
which the present invention may be practiced is shown.
The computer 400 shown in FIG. 2 and described herein is
15 exemplary and may be modified without deviating f;om the
present invention. Moreover, although the computer 400
in FIG. 1 is shown as a desktop computer, it is
understood that the term computer as used herein shall
include, without limitation, desktop computers (shown as
20 400 in FIG. 1) and seéver computers (shown as 100 in FIG.
1), or embedded systems (not shown) such as Auto Teller

Machines, or Point of Sale terminals, or Vending

Machines.
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may optionally be coupled via a separate |ocal bus (not 15 shown) .

Mass storage devices nmay include a floppy disk drive 150, 'and ~

associ ated fy®pmoi sk controll er 155, and/ or a har cadviEses/aFBye 160

and associ ated hard di sk controller 161. In one enbodi nent of the

pr esent I nvention inplenmenting the watchdog tinmer nechanism 20

descri bed bel ow, the conmputer 400 al so includes System Managenent

ROV (SVRAM) 121, an ext of s ddh, 51385 #ims che naBAbBRS! oexbaEnal | ogic
1 i's 1npl thint

123. Preferrably, the tine emented W € chi pset

|l ogic 123. As \ I pty l-gurn, | | ar
g A SShent.g iof o &ml%é%rrd%;d\dmsgﬁég{]eﬁt%r the? shSLRNeNpl ary

and may 25 ed Inan be apparent to
one of skill 'Hhéfﬁbé”éré“éfEéﬁtfH%”ﬁ?ddegdfﬂﬂﬂﬂﬁf&CPU) 110 and system
14 present invention. For exanple, the invention Rﬁy be
i npl enent ed onr&hddin | £5Se yW sty OAM)Ot1 2MAVI MEhe ddPRIBEferably di SK
drive 150 or a hard disk drive 160. he conmpufer 400 al so
preferably incipeiesteds i® at léawdtwvo MRS, actambddNlaga btdredced known
as a network adapter. The NIC 170 is preferably connected to the
system bus 105nodeé- caseis odfomysigmiaiowrliin Ui 465 Non-volawilla n t he
conputer. The slots 165 preferably conformto an i ndustry standard,
such as | ntel 'meiidty stzhdgxefeddbly inAlther madrmvedfy £lawh ROM,1716G ren-be
directly coupled to the system bus 105 wi thout use of a system
circuit slot. nected to the system tlarmatdSiel yThe hwrcomiutarl e G@meay
substitute for the NIC 170, or in addition to the NIC 170, a nodem
Such nodem maylde QLS M@k nAangrlcihasd Whign dhegommiter 400 is

10 powered down or reset. User input/output may be per-

formed through a visual display unit 130, video control-
ler 135, keyboard 140, and keyboard controller 145. The
CPU 110 and RAM 120, as well as the video contreiler 135,
may optionally be coupled via a separate local bus (not

15 shown). Mass storage devices may include a floppy.disk
drive 150, and associated floppy disk controller 155,
and/or a hard disk drive 160 and associated hard disk -
controller 161. In one embodiment of the present
invention implementing the watchdog timer mechanism

20 ‘described below, the computer 400 alsé includes System
Management RAM (SMRAM) 121, an external timer 122, and
chipset external logic 123. Preferrably, the timer 122
is implemented within the chipset logic 123. As noted
above, the description of Figure 2 is exemplary and may

25 be modified in a number of ways which will be apparent to

one of skill in the art without deviating from the

14
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15 connected to the systembus 105 or to one of the set of

systemcircuit slots 165, and/or an external nodem 180, |
typically i WOSiih 88t ed to a serial interface 175 V\hipgqu\swg%%nect ed
to the system bus 105. Optionally, t he conputer 400 nmay be
networked directly to a 20 wor kstation 200 via a cable connection to
t he seri al interface 175 or a parallel interface (not shown).

Ref erri ng nowPEBSERESINYANEAAN3B, FPRec¥aMpbAenthe inventigRumay Be t he
conventional BIOS section 500, and_network . enhanced BI OS section 600
of a Bl OS of° émeﬁﬁﬁﬁpggdcpgagéak-less workstations not having a floppy 15
I n accordance with_the present invention are illustrated The
conventional BFES SEiVRoA B0BTcBNBREHsIEFKReEFIYe PERT - 510, the rest

f POST 520, displ [ 530 h It d
aﬁite characteL?pmzycﬁeiﬁécgéﬁauté5828° gi?%rﬂﬁ?f?régiifingﬂééﬁé8% ?2

P8 T LR essicp e LS ! KB S
oot egnephll! VEHEONRH BYh B NEaRRA0S, | ILgRENphal dhgk scoess
convent Fonal BlOeGH0B. 1hs! 182201 Lt okOsyocen csfBLCe! sands! sad e

connced B ChugoBun ehp, cobflkasl, 2abhonenkrvappbcethatyr hetecirts! s
Conventional BhOSnadgtapdsthaqaelwkekcanBanggdeBl §5p690standard. -
10 Alrernatively, the NIC 170 may be directly coupled to the
system bus 105 without use of a system circuit slot.
Altermatively, the computer 400 may substitute
for the NIC 170, or in addition to the NIC 170, a modemn.
Such modem may be an internal modem 190, which may be
15 connected to the system bus 105 or to one of the sgt of
system circuit slots 165, and/or an external modem 180,
which typically is connected to a serial interface 175
;nich is connected to the system bus 105. Optionally,
the computer 400 may be networked directly to a
20 - I toYkEtiation 200 via a”cable connection to the serial
interface 175 or a parallel interface (not shown) .
‘ Referring now to FIGS. 3A and 3B, the component

mmodules of the vonventional BIOS section 500 and network

gtimmreed BIOS section 600 of a BIOS of a computer created

15
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The division between early POST 510 and the rest of POST 520 is a
pragmatic one, POST is divided into a |arge nunber of routines™
whi ch are ewxgsigigsigunder the control of the POST di :¥avéssgmssdouti ne
505. Early POST 510 is 20 preferably the set of POST routines which
are required in order to configure the conputer sufficiently to
all ow t he net wor k enhanced BI OS 600 to be initialized. As

di scussed bel Q¥ R¥JrHBRT wELD Rhef prablwti nehedesohhare i1lust@RBEALI ONS
of : programm ng the nmenory controller; 25 determ ning the size of

menory; testi mMpeM@RRintional BIOG kiedkisnngobheonlsipset ogukhirgiepbky to
access a PCl bus 16 | f

present; i nitisalo,zehanddsstoft POSMER0r, A spdalyr gelretices 530, saenf agure an
interrupt for the network adapter; and initialize a VGA controller

I f present. Eaunsd2Opbsition and wrniwy chiarewcdlery ahdehpaagr asedt her
chi pset registers. 5 Early POST routines 510 are preferably stored in

nonvol a%i | e mémmeyrnkd3y within the BIOS toTkldspdawoekremhandedtBE@8 600
augnents the conventional BIOS section 500 with an initialization
section 610, anfarpiatimrot ROSEY tivee skaVigless230 BQch asi tber perdwhng a
kernel dispatcher 621 and a | oader, 630. The network enhanced BI G5
600 further af§FnOUHI@es, run tigwRy SREVGHTES BPOSSY¥ES: A6n 1968TRIPE a
protocol stack 640 whi ch exploits the services_praovided by the

ker nel . 1 0BG ViAe ey to SEFAECRS &7t R SFammal Pyt Adpkdecsesss

protected modg, kernel, of, thelf, 44 L2 B0 QMANESL, coae 560

10 provides the conventional BIOS 500 with the ability to
detect and load the network enhanced BIOS 600, and to
give control to the network enhanced BIOS 600
initialization entry point. It further contains the
routines which allow cooperative multitasking between the

15 Conventional BIOS 500 and the network enhanced BIOS 600.
The division between early POST 510 and the rest of POST
520 is a pragmatic one, POST is divided into a large
number of routines which are executed under -the control
of the POST dispatcher routine 505. Early POST 510 is

20 ~preferably the set of PQS% routines which are required in

order to configure the computer sufficiently to allow the

nétwork enhanced BIOS 600 to be initialized. As

discussed below, early POST 510 preferably includes the

operations of: programming the memory controller;

25 determining the sizs.of memory; testing memory;

R

initializing ¥he &Hipset sufficiently to access a PCI bus

16
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BICS 600 nornally term nates upon booting of the - operating system
. however,a variation of the present i nvention aIIo
portion of WREMMEHGor k enhanced Bl OS 600 to renain Eq‘?%ﬁ%%g‘t Thi s
resident 20 portion is used to interface to the matchdog detectlon
mechani sm descri bed bel ow. Referring nowto FIG 4, upon
system start-up 410, CPU control is passed 411 to the early POST
510 rou- if ptesent; Binlyi& (e Sdfidpeefor thet hrtprebpti-canyrbaz&s;
necessary to the operation of the system such as progranmmi ng the
menory cont rotbefiguneecanupttenmupol fer, the netwosksadapbes; candrol | er, and
ot her chipset registers. This operation is identical to that of a
BI OS whi ch i sindtiabize anéGhocéntenbbherdif present. Early POSHt5dD t hen
passes 412 to the network enhanced BIOS installati on check routine
which is partmay ecptionally abpabpeegsst etherhipsehereassberati on check
routine scans sequentially through the non-volatile nenory 125 10
| ooki n§ for aEasdueRO8TorodbinesndhA avebprefierabgrastpred in i ndi cati ng
the start of the network enhanced BI OS 600 code. If the
instal | ation éﬁé&?lﬁéﬁiﬁn@eBQFErh?ﬁes 439 that no such signature is
present, the rest of POS routine 520 _executes 413 and control is
..passed 414 to a 15 TB%O?%?V%ﬁ% FRPFBEEANBISRpPPP et BPSRRE BPRrati ng

t b b t . oads 432
EKZ gperatlng‘:??gﬁé‘ﬁﬁﬁai ggggsgé§§165358§gri ﬁaggl lggg aggtloa > | f

t he signature i,cati t he, st et wor k hanced Bl CS 600
code is foundSFﬁgﬁog ﬁggOCgt?g Bik B pro ected mode RELARL¥6E .

10 incorporating a kernel dispatcher 621 and a loader 630.
The network enhanced BIOS 600 further augments the
conventional BIOS section 500 with a protocol stack 640
which exploits the services provided by the kernel.
Since modern operating systems normally include- a

15 protected mode kernel of their own, the network enhanced
BIOS 600 normally terminates upon booting of the
operating system, however, a variation of the present
invention allows at least a portion of the network
enhanced BIOS 600 to remain in memory. This resident

20 portion is used to interface to the watchdog detection
mechanism described below.

| Refer;ing now to FIG. 4, upon system start-up
410, CPU control is passed 411 to the early POST 510 rou-

tines. Early POST 510 performs the preliminary tasks

9
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20 routine 416 copies the network enhanced BI OS 600 fromthe

non-vol atile nmenory 125 into RAM 120, and CPU control is : yassed 417
to the initwsl9s#agison routine 610 of the net wor k enRERESH/BFHS 600
code which is at a known offset fromthe start of the signature.
Since the conventional 25 Bl OS 500 typically operates in real node,

t he network enhanced BICS initialization routine 610 switches the

CPU o necessar¥ to the operation &8 the S%Stem such aénto protected
node and initializes the 32-bit kernel 20, and each conponent of

the protocol” ptragkafh@ng the memory controlPershombetpupt GodtréiBenst wor k
enhanced BI CS kernel 620 1s preferably multithreaded, that iIs, it

5 suppor t syshemappar ebhkyodilanl t ang@ovushexechipest ofegisters. nThigpl e
tasks by switching the CPU control from one task t o anot her
accordi ng to oberhttiankikasdeheihafjhestthat of a PIOSrwhiych Thsksotay be

bl ocked from executing if they are awai ting sone external event,

or wai td ng fone&aworkeenhidficed. task on which they are dependent to conplete
execution. . To assist with the cooperation between tasks, the kernel.
provi des functions for €pghapl tkeappessesndilZutoathe networkxenheced
functions, which will be famliar to those of skill in the art. The
swi tchi ng of BPOScénstallpsimseshegks routine whichréatpartsketisheerfor ned
by the kernel dispatcher 621. ' . A nunber of
threads are sﬁ&ﬁpgéraﬁsphp§ filfe By The instpdlaBLioBrRheARaRCRELRE OS
initialization routine 610 rt the network protocol stack

t Su (0]
640, and diff &FERE SﬁﬁuentlﬁgéﬁquEEO‘dﬁht Eﬁecaﬂﬁmﬁ%%%ﬁ ALY he25

nanag%ﬂFnt looking for a sequence of data known to be the signature
indicating the start of the network enhanced BIOS 600
code. If the installation check routine determines 439
that no such signatufe is present, the rest of POST
routine 520 executes 413 and control is passed 414 to a
15 bootstrapping routine supplied by the operating system.
As described above, the bootstrapping routine loads 432
the operating system and passes 415 CPU control to it.
If the signature indicating the start of the
network enhanced BIOS 600 code is found then a relocation
20 foutine 416 copies the network enhancea BIOS 600 from the
non-volatile memory 125 into RAM 120, and CPU control is
passed 417 to the initialization routine 610 of the
network enhanced BIGS..600 code which iswat & kxnown offset
from the start of the signature. Since the conventional
25 BIOS 500 typically operates in real mode, the network

enhanced BIOS initialization routine 610 switches the CPU

18
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wor kst ati on 200 application. These threads are preferably 32-bit

prot ect ed’ Fqg§8?’§jg 6and are di scussed bel ow where th%&%ﬂsﬁ@&#ﬁfs

are furthe ed.

The met hod of inter-operation of the conventional BIOS 500 with

t he network enhanced BI OS 600 enployed in the first enbodi nent of
the present invention wi Il now be described. The detail of the
met hod of 5 1ntg pretagi@damode aayd heitddilfized whiehaat-bitf &etrinag t he
principle of ;the present invention. Referring to FIG 8,
the initial tr&2itiadd each componemtct b tbevemotocal Bre@8kcéde.to t he

net wor k enhanced BICS 600 is illustrated in further detail, as is
the 10 iterated pro®Ss§hewn aneFIGpehat tba satwolkngnhhinckd BIOS
occurs subsequently. The BIOS saves its state 805, that Is stores
all the CPU re§F§P€#ssgﬁHlﬁlE&@fﬁﬁaélﬁeﬁﬁﬁﬁlthreadEdrd&hataisa.ithe net wor k

enhance% Bl OS 600 code and data ., i s then deconpressed and rel ocated
810, and CPU cSHPPOTrts she apparenbly: sirudtegecns execptpomneiof this code

O e oo MBIkt Bl 060l cLaciC R, e bzed 520,
mode sui toh encey SpEERERARCEIRY T HitghosaRonasTRRS POGRERE ot U ns
the address of Jihe ity Tasks may be blocked from executing if they
are awaiting some external event, or waitiﬁg.fér anéther
10 task on which they are dependent to complete execution.
To assist with the cooperation between tasks, the kernel
provides functions for signal, semaphore and mutual
exclusion functions, which will be familiar to those of
skill in the art. The switching of CPU control between
15 the different tasks is performed by the kernel dispatcher

621.

A number of threads are started at this time by

-

the network enhanced BIOS initialization routine 610 to
support the network protocol stack 640, and different
20  features of the ébmmunication with the management
workst;tion 200 application. These threads are
preferably 32-bit protected mode code and are discussed

below where these features are further explained.
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Bl OS node switch entry point 835. An iterated state 800

where the conventi onal BI OS and 32-bit kernel threads are run °

al t er nat el y W@98/41916 then entered. The kernel saves its stRATUSHAO553¢hat
is 25 stores all the CPU registers and flags in a nenory data

area. Ajunp is then executed 845 to the BI OS node

20 swtch entry point. The previously saved BICOS state is
restored 850, and conventionalt IO LCadR Rtiddde the  control is
passed 855 to the POST di spatcher routine 50 of the conventional
Bl OS section S@fhvertidnai IBIGXe0 arith the thdtwodK ihBlER BIBE reddt | ne
until it either conpletes or suspends because it is awaiting an
external eventempiddyed in thesfiarst nindigdientoloff hthee b et ArRATATHRI
time del ay. Certain POST tasks such as the nmenory test may take a

| ong tinme to exekcutregw drel degdribddies erteasdet aidnvehtienadetidd of BIOS wil |
yield control to the 32-bit kernel 620 at regul ar intervals. At
this tibke the BHES pératsiavemay e modifiest i AR, afiftbor ijngrhes
executed to the kernel node swtch entry point 865. The kernel
restores its seARFiple of theytpressAnt rigwrandriomr ot ect ed node 875, and the
kernel 15 di spatcher 621 will then schedule all the threads which

are not bl ocked 880. Whé&eiaieing 8 FiGpd clidre grnitial trangdtdom nes t hat
there is no thread ready to execute, in ot her words the systemis
"idle", the ké?ﬁé\‘ thefigtentional BIO] qasie @B heymetmarkpesbanseads

TR O PO e D e der gl Seg )T e o0

10 iterated process of inter-operation switching which
occurs subsequently. The BIOS saves its state 805, that
is stores all the CPU registers and flags in a memory
data area. The network enhanced BIOS 600 code and data
is then decompressed and relocated 810, and CPU control

15 is transferred to the emtry point of this code 815. The
kernel, and network protocol stack are initialized 820.
The processor is returned to real mode 825, and a
conventional BIOS service routine-is called to register
the address of the kernel mode switch entry point with

20 —;he BIOS 830 This routine returns the address of the
BIOS mode switch entry point 835.

An iterated state 800 where the conventional

BIOS and 32-bit kernel threads are run alternatgzy is
then entered. The kernel saves its state 840, that is

25 stores all the CPU registers and flags in a memory data

area. A jump is then executed 845 to the BIOS mode

Z mampr e

20



handl i ng such that if a BIOS POST routine is awaiting an I nterrupt

and has yi el ge rol as a result, when the interr 4554
during a SZAgﬁg&ﬁgﬁ%el task that YERSH
interrupt is reflected to the BIOS task. The converse is true,
interrupts intended for a 32-bit kernel thread, whi ch occur during
t he execution of .a BIOS task, .nust be reflected to the 32-bit

kernel thread. STHE PafijeremOigt . Bhe preyipysiyofayed BLOS: ssasewds be

famliar to those wt know edge of _M_crosoft. Wndows Virtua
devi ce driverrescorgé'@QQD)?n?hgoﬁgﬁpgﬁﬁﬁﬁ&eB%P%pF89§s§6PCH5&§-trgﬁgitions

. porat s on-*CHAFRSEL 1, B S55SER. RNUAGR RUBLLOIE OV LAt sos
11O 206201 8 G4 RELSE M BEOPURLRL By, s HE1S et
. ' . . ' | Bl d
eyl 8% o0, i i Sy aHiteiine, o R SIS RORC
BI OGS thr eadS, %sttu ends be]ca%lérﬁr ?Et lgOB.VIS.IIE ﬁgﬁrggB%leeFQgI g@%hta‘%ﬁ%gr to

oper at e si nuftaneously. Refurning to can be"se

that there arejlongrexeGuiRRabhs 8kt ehat B2 a pro ra-'nahhi( ghinéaagﬁg 417,

and nmultiple execution paths after a 20 seSsi on key I scusse ybelovv)

has been exchaeedA22pP0ST tasksCalesphdakhy hbgseyt asks ang thkeads

oper at e

long time to execute, and within these taské'cdnvenéional

10‘ BIOS will yield control to the 32-bit kernel 620 at
regular intervals. At this time the BIOS again saves its
state 860, and a jump is executed to the kernel mode.
switch entry point 865. The kernel restores its saved
state 870, reenters protected mode 875, and the kernel

15 . dispatcher 621 will then schedule all the threads which
are not blocked 880. When the kernel dispatcher 621
determines that there is no thread ready to execute, in
_sther words the system is "idle", the kernel reenters
real mode 885, and the process is iterated from the point

20 "at which the kernel 3éves its state 840.

The kernel 620 preferably implements interrupt
handliﬂg-sudh'that if a BIOS POST routine is awaiting an

interrupt and has yielded control as a result, when the

interrupt occurs+during a 32-Bit kernél task that

21
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si mul t aneously. The dashed lines in FIG 4 indicate a si mul t aneous
execution of threads 423 through 427. The prefefred ’
enbodi ment V@ 9%4816r esent 25 i nvention is described he?(g?/ﬂs%‘@?ﬁ@ the
term"tasks"-- generally as a termfor the sequence of real node
22 routines fromthe conventional BIOS which are executed
I n sequence by the POST dispatcher. Only one of these tasks

is ever actiVvinwérfupt MBs rdfEedt¥dntd headstod ask. Thadeivaidde uged
herein as a_termfor 32-bit protected node 5 code bei ng schedul ed by

the kernel ditspad chixitéZduptdhiastended for tdrxndsit©dmsplualdneadin

simul taneously with each ot her, and a single conventional BlIOS POST
task. Howeverwhid¢h occur dwiing brheappescntidm ohe EI0T diask,y migd [bd n t he
art that the present invention is not |imted to any specific 10
di stinction beefibectedsks @mel Iwkeiddskernel thread. The nRefageameny tof FI G
4, the conventional BICOS section 500 continues to execute 418
through its reeflef¢tion of imFGETruphs iwikkl 329. £l isat oy Kherdeancidh Bl OS
600 now . "simul taneously" starts to use the network communi cation.
15 The defapvledge hef féisrpsoit Jlindrws t et wplerdavigte jdrivers gi ven
| ater, this section gives an_overview of the transactions taking

pl ace. The netWePk- enFapcRer iR of procegsqnmadss faRAngid ionsa|id t
packet onto the network 300 and prepares tqQ open a data

connection. TRECTHEEWLFR 12JMCroRrpreRsRr BRaRiaH Rihlishesh by dntdk er ni ned

Do 100,197 2 corpnere LRSSl O Sul RSl B A el O
10 and microprocessor architectures will be apparent to
those of ordinary skill in the art in light of the
disclosure herein.
The effect of the alternate exeéution of
conventional BIOS and 32-bit network enhanced BIOS tasks
15 is that the network enhanced BIOS threads, and the.
current conventional BIOS POST task appear to operate
simultaneously. Returning to Figure 4, it can be seen
that there are two execution paths after the
initialization 417, and multiple execution paths after a
20 ‘session key (discussed below) has been exchanged 422.
Copceptpally these tasks and threads operate
simultaneously. The dashed lines in FIG. 4 indicate a
- simultaneous execution of threads 423 through 427.
The preferred embodiment of the present
25 invention is described hérein using the term "tasks".-

generally as a term for the sequence of real mode
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subsequently is preferably an SNWMP (Sinple Network Managenent
Prot ocol ) packet. SNMP is a standard protocol

23 WO 98/41916 within the TCP/IP (Transm ssi on Cont  o| PCT/USI8MS534
Prot ocol / I nt er net Protocol) suite and is comonly used to manage
and nmoni tor nodes on a TCP/IP network. SNWP and TCP/IP is
well known in the art and described, for exanple, by J. 5 Martin,
TCP/ 1 P Net wor krawg; i8R Premttiloe ddalver(tli3¥gl BIOS whicHliareld:eatdd rich
party Managenent Software such as HP penViewerr], available from
Hewl et t - Packarsequemee rgy othe POST dispeatmgharr dndne cined af tHeseatamik t o
|l og and display such . alerts even if there is no managenent
wor kst ati on 108 ever eapoiise.at Fheime. of The Heexrmpr'dithomssdds"Wild be readily
apparent to those of ordinary skill in the art. In the
event that no FeReombly iyseddexin fapra term fom Idrhide munteriadireadan
200 after a configurable tine period, which is preferably of the
order of five SIBRRING 1%Chedu]t% tﬁéttﬁtﬁ KR CHE M e ey ese
configured either to attenpt to nmake a connection to a different
nmanagenent threa%r“k%l?‘é??téﬁﬁlllbrr‘%rheg’dﬁ@ftaﬁri%?ﬂy e h 3@t IEHanced
BI OS 600 nay be term pat I n which clase t he conventi onal, BI OS
section 500 wi#T cdnptes eﬁﬁ%"lve?r?'f:’t‘?féa FOS-BORE dsKmy HOYWGVeHerk: are no
poBT ernors: WP pe app&RRHENEd O0R §} BaREll LR Wd 'd e SHE: A
the present invention is not limited to any spec:Lflc
10 distinction between tasks and threads.
Referring to FIG. 4, the conventional BIOS
section 500 continues to execute 418 through its rest of
POST routines 520. The network enhanced BIOS 600 now
"simultaneously" starts to use the network communication.
15 The detail of the network protocol stack operation is
given later, this section gives an overview of the
_transactions taking place. The network enhanced BIOS 600
first issues 419 an alert packet onto the network 300,
and prepares to open a data connection. The network
20 "enhanced BIOS 600 waits 420 a predetermined period for a
response from a management workstation 200. The format
of this alert packet and any which may be issued
o subsequently is preferably an SNMP (Simple Network
Management Protocol) packet. SNMP is a standard protocol
j’_:.
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al ert packet onto the network 300 and transfer 414 CPU control to
Bl OS bootstrap routine, thence to the boot sector code 432, thénce
to the operwbioggissystem 415. If 25 the rest of POST 52BCTO898/05834
detects 438 an error it wll determ ne 437 whether the error is
critical or not. If 24

the rest of Post 520 routine detects a non-critical error, the

lert onto i nE TBHIare °€6§9ﬂ%”“m*§m R e M

contli nue pl’ OCESSI ng

POST 520 rodt c 4 sue 435 a
orm °70 o0 bieqfon) ofFLERkR T AT SOl ddndid ol

di agnostic nog ‘%ﬁb

managemnent Snltoﬁo? %?%t?%haZ %F)fpa?ééi eré%ly autﬁentlcated9421 such

10 as by gai eUukALLAYiA @ﬁéhafﬁ“&ﬁd%e?@f%’e&” tde é"ii’!:"‘érﬁp”‘JQéa by J.

contents and a secret key which oul d be known only to

aut horiszed nepageqrRNt THPY kBIREEPHrIE ap@tm%ém@@%{an (1994)he Corrputer
400 with a network enhance is conpared with the

nmessage aut hemhi §ahl DBwS OB H&NpaBSy MéhageméﬁﬁtSéﬁtﬁiﬁéV!ﬁ&EtééIKFIS
response. Only an authorized managenent workstation wll be able

to generate aOpenview™ espeiiS@able Ehrofd Hewiles ti-Packairgecruanihgnbincat i on
code. Furt her conmuni cati ons between the workstation
200 and net wockmpuhancednBé€Sed 0o atlke metwosbl yo' P8y and aid dyetdy csatehd,
such as by using the secret key to exchange 422 a session key,
based on a raatllenmtaueiren. if there is no management workstation
10 response. The use of other protocols will be readily
apparent to those of ordimary skill in the art.
In the event that no response is received from
a management workstation 200 after a configurabie time
period, which 1is preferably of the order of five seconds,
15 the network enhanced BIOS 600 may be configured either to
attempt to make a connection to a different maﬁagément
workstation, or the operation of the network enhanced -
BIOS 600 may be terminated, in which case the
conventional BIOS section 500 will complete POST in the
26' ﬁormal way. If there are no POST erro?s, the
conventional BIOS section 500 will issue 431 a bootstrap
alert packet onto the network 300 and transfer 414 CPU
control to BIOS bootstrap routine, thence to the boot
sector code 432, thence to the operating system 415. If
25 the rest of POST 520 routine detects 438 an error it will

determine 437 whether the error is critical or not. If
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One of the well known key exchange mechani sms may be used such as
Diffie-Hell man, as described in Steiner, Applied Cr ., See
also, U 'S. W%#9%o0. 4,200, 770 to BRI

25 Hel Iman et al. Al future network responses for the
remai nder of the session are required to use the exchanged key to
cal cul ate the nessage authentication code. 5 Once
t he session kéyhehaedieart adtaripdd routine dduedtdmra toreadsitdraalcreated to
provi de the additional services required for the functions to be
supported by error, the cemauriEmalv@Ias aewrion T Qrondildd ssuemitée a
consol e facility, a keyboard redirection thread 423 is started 10
whi ch accept s RRETCEHHGA X nrdr @hatie aptrmddrmemetwork  300w@tkst ati on 200 -
application and puts theminto the output buf fer of the keyboard
control | er 145FQUsi¥Pe PaRIRARgE- If theyoresl I9f RAIYn&R G srowdiidighosti c
pur poses. These scan codes are then read by the normal interrupt .
service® 15 Ae%egkks b3 bfe HMFHEL ATOTNkE thiel kf¥swe i35 defidtal to a

key having been pressed on the keyboard 140. A ke nonitoring

routine 430 eX@MMNeALETL KA i NgTHUK 2P0 and entey 43He at the

keyboard 140. Certain keys are interpreted as an instruction to
perforn1sp¢cieﬁléﬁﬁ?§ﬁﬂ§:‘%ﬁié such as entering a special diagnostic node
or performng a PR AL SRS Yod Y AR 4 ' hagement

workstation 200, it is preferably authenticéﬁed 421 such
10 as by calculating a hash function based on the message
contents and a secret key which should be known only to
the authorized management workstation 200 application and
the computer 400 with a network enhanced BIOS 600. This
is compared with the message authentication code sent as
15 part of the workstation's response. Only an authorized
management workstation will be able to generate a
_response which contains the correct authentication code. 3
‘Purther communications between the workstation
200 and network enhanced BIOS 600 are prefefabl;
20 ‘authenticated, such as by using the secret key to
exchange 422 a session key, based on a random number.
Oﬂe of the well known key exchange mechanisms may be used

such as Diffie-Hellman, as described in Steiner, Agpized

Cryptography. See also, U.S. Patent No. 4,200,770 to
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A screen redirection thread 424 captures all output to the screen
by intercepting the Bl OS screen di splay interrupt 10H and t R? BICS
di spl-ay ser WQ 419155 output. This is buffered and sent % CEYSAY0S5
managemnent wor kst ati on application periodically when it requests a
26 transfer of the outstanding screen data. Screen
redirection thread 424 and keyboard redirection thread 423 are
descri bed furtHerlnzel @t ial .comidctfuanre hlketiwibek responsegplfbeathens
protocol layer. 5 A disk redirection thread 425 provi des the
opti on of suppmEnaifmienr edi éet isessibnaaces seguticrettheéo use thef | oppy di sk
drive. Wien so configured, the BICS softmare di sk services

i nterrupt (i ntestahangetBitayn Gohealpbdkte i - Me8SPE) authientecatpbad and al I
references to the floppy 10 dISk drive (typically the A: drive) are
buffered and safe. to the managenent workstation 200 application
periodically when it requests any outstandi ng disk operations to be
transfe?red. To servi ce OB&ethe sessipaf kegnbas brennaxalanrgre, wor kst ation
application 15 accesses either its own floppy disk, a file onits hard
di sk, or a fil@her d?l?WQ%@é%eedzr@@téﬁottﬁePrﬁé[éﬁenéhe additigpgdwhere on
t he netmork. eration of the BICS di s redirection thread 425 w ||
suspend unti| SHYIGKH eGUged for tQﬁ §WnGﬁéP§F|5ﬁ R&s SURRER FFal¥, and

the data or ul t code _has heen returned.via the network 3Q0. The
transferred ckghf|Q?4§§qﬂ§ﬂ§1W9fﬁﬁﬁ?9iﬂq |n§I §5PN35F|8nrem°%e console

facility, a keyboard redirection thread 423 is started

10 which accepts scan codes sent from the management
workstation 200 application and puts them into the output
buffer of the keyboard controller 145 using a mechanism
normally designed for diagnostic purposes. These scan
codes are then read by the normal interrupt service

15 routine of computer 400, and the effect is identical to a
key having been pressed on the keyboard 140. A key
monitoring routine 430 examines all keystrokes received,
or typed at the keyboard 140. Certain keys are
interpreted as an instruction to perform special actions

20 ‘such as entering a special diagnostic~mode or performing
a partipular type of reboot operation.

A screen redirection thread 424 captures all
output to the screen by intercepting the BIOS screen
display interrupt 10H, and the BIOS display services

25 output. This is buffered and sent to the management

workstation application periodically when it requests a
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or operating systen1function as the result of the I nterrupt 13H

oper ati on. 27 USO8/05534
The nechanlg/fﬁgg?ﬂ%f’sk redirection-as just descri bed IL}rrcwsllny e

exploited to provide the conputer equi pped with a network enhanced
BIOS with the ability to boot strap an operating systemfroma
floppy disk, or file 5 resi dent on another conputer. This is
particul arly transferuséf ohei putistgndsnggs€aeensdahaa c8apeaeBr where the
entire di sk subsystem has failed, and may al so be exploited to
create. d|skle§§dméﬁk§@9nl§hrs@dp&2ér@ndAEeyb0ard regdicerbianabaveadn
reference to the background of the 10 present invention, this function
has previous| $2Bedfe describgdafuapherohepevcohpaenpeetéonputehsthy
installing.a network card with a "boot ROM', which is specific to a
particul ar neRPRBLECAELANSaREOFQCRLpHRYEY - at addltlonal cost .
According to the present invention this function booting from
and accessing a renote ﬁr@%§k|§e%?ﬁ%%%+%P thread 4%@rﬁﬁgﬁl@ﬁﬁc?¢%n of the
net wor k enhanced.BlI OS_600, an erate with the wi de range of
network car ds®PE#on of SuPRﬁFEthFaﬁﬁg?HeﬂFF9grQf 2GERSESSCOEP bBRenDI S

d . hr ead
426 pr ovi des Fheeey a2R RERKE.  RHenoPRSPaRfiRu6R aphri EROFONOR PR EN

Interface disk services interrupt (interrupt 13H on the Intel

80x86) is intercepted and all references to.ﬁhé'fiopﬁy

10 disk drive (typically the A: drive) are buffered and sent
to the management workstation 200 application
periodically when it requests any outstanding disk
operations to be transferred. To service these
references the management workstation application

15 accesses either its own floppy disk, a file on its hard
disk, dr a file on a drive located on another machine
_elsewhere on the network. Operapion.of the BIOS disk
redirection thread 425 will suspend until the redirected
disk operation has taken place, and the data or result

20 ‘code has been returned via the network 300. The
transferred data is returned to the calling application
or operating system function as the result of the

interrupt 13H operation.
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to the nodul e | oader 630. The nmanagenent workstation 200 can send

nessages to the nodul e | oader 630 contai ni ng code and data to be
| oaded i nt o JyRANk4pyael executed as an 25 addi tional transpenusysaisssar k
enhanced BI OS t hread. 28

An asynchronous command thread 427 provides the managemnent

wor kstation 200 with an interface by which it can | ssue

asynchronous comrands tog%he nehmork e 600, for exanple

to request the transfer figghangsm Ogagfgg EﬁgéFeFﬁéogpéﬁléP Hlagnostlc
d f | boat t

g?lethgrthséaggg%éécrﬁg'gmggocgbgg%glﬁ&g %§ %%%&% the FﬁWBP&ﬁSut t he Line

wh h

e the el Vot el B O scePSbbNe L BETERA L VDL L

intervention fiyBddi&ap an oqe%%ﬁiggngg%tﬂﬁ{%§%ﬁtBCE+%§QY aggkth Fiieno

POST error, an al ert I ca that the succeés

conpletegl i s seRlsidEht on another computell® &%5@0&5 ?QQEQEﬁQa§h§S 600 ey
further 15 install its own interrupt handlers fof the tiner tick

interrupt (intelgemil G8HOA &ﬁgmfam&rsowsaorc%)npuiae where thki Mer tick
I nterrupt vector is directed to a procedure I npl enmenting step 860

in FIG. 8, whietitifresy CHSK absyistent has failedgakhndAofligaycadgot Besave its
state and junp to the network 20 enhanced BI OS 600 Thi s enabl es the
networ k enhanceckploited thl GBedf@ diekleski mezkistachbai ﬂoﬁBUtéQBU Ohsat
regul ar described above in reference to the background of the
10 present invention, this function has previously been
available on PC compatible computers by inétalling.a
network card with a "boot ROM", which is specific to a
particular network card, and is supplied at additional
cost. According to the present invention this function
15 of booting from and accessing a remote drive is a -general
purpose function of the network enhanced BIOS 600, and
will operate with.the wide.xange of network cards for -
which standard drivers, such as ODI or NDIS drivers, are
available.
26 | f A loader services thread 42é provides the
management workstation 200 application with an interface
to the module loader 630. The management workstation 200
can send messages to the modui;-loader 630 containing

code and data to be loaded into RAM, and executed as an

25 additional transient network enhanced BIOS thread.
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intervals while certain real -node operating systens, such as
M5-DOS, | oad and are running. Note that the BICOS sc | ay

i nterrupt 1049 98di%tave previ ously been {;819,{}5&/0%%4

29 redirected to a handler as part of the renote consol e
facility already described, and this nmechanismremains in pl ace.
CPU control then passes to the bootstrap 432. If the
operating systemto be laadetnchrmondus conmanideotherkathde o paratiides sghet em
such as NetWare or W ndows-NT, then it will switch the processor to
-prot ect ed nbdenagghente tvorksrdeion @0V octth san nthtelfface by whickeltti ner
tick and screen display interrupts described above, take over
control of thec@iPliddge asynexcepius cgommgnds t¢tthermatwork eurnced
functions, the network enhanced Bl OGS will cease to function.

| f a real nmodeBERRrald ngfeysexample tasremiexs the trangfeneef RBHYS
protected node nmenory nmanager is |oaded then | t he network enhanced
Bl OS cofe wi | |datami enterekkenseecial diagneset§ . modfe PRVEREXEFRA ogr ans’
the interrupt vectors_it will chain the existing vectors, so that
the M5-DOS  Parti¢wla¥rGPPORRNUPEFRC+FUtine will execute first, and then

the routine to which the vector pointed at the tj t he , - DOS
bootstrap was started. Tt & qi%né§sq¢é§eé ove %ﬂqt%QRFESﬁEFanS
of the network enhanced Bl OS 600 i ncluding the re 0 l e
facility conti ReCRgnpRE the time jhen jthe %‘é‘ﬁ%}ﬁgﬁn’b%féﬁ;%ﬁgogy@@nﬁs are

running. active, generally until the POST completes. As noted

10 above, in the case when there is no intervention from the
management workstation 200, and there is no POST error,
an alert indicating that the POST is successfully
completed is sent 431.

The network enhanced BIOS 600 may further

15 - install its own interrupt handlers for the timer tick
interrupt (interrupt 08H on 80x86 microprocessors). The
timer tick interrupt vector is directed to a procedure
implementing step 860 in FIG.. 8, which forces the current
real mode code to save its state and jump to the network

20 "enhanced BIOS 600. Tﬁis enables the network enhanced
BIOS 600 to continue to obtain CPU control at regular
inﬁervals while certain real-mode operating systems, such
as MS-DOS, load. apd.axe. running. Note that the BIOS

screen display interrupt 10H may have previously been
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It will be apparent to those of skill in the art, based on the
di scl osure contained herein, that 25 addi tional threads mhich'n%y'be
.run under tve ss@ndisol of PCT/USHS534
t he kernel dispatcher, either in a POST tinme or DOS envi ronnent ,
may be added. Net wor k Protocol Layer Ref erring
nowto FIG 5, a preferred nethod of 5 providing a network interface
within the Bl OBaWirblrBg €8- 4 nandlerS&Ei P88t of whe remote consé®@erally
networ k support 1s divided into soft- ware | ayers. For exanple, the
i nternational eghandardslready de8k82PEAAt hAA BA$sdREtneni smseswaihaybn
nodel for 10 net wor ki ng” support. Each layer within the division my
use the servi ggacerovicted contrirbe tagar pabekswtoi theabdotstrap 4p2ovi des
services to the layer "above." The network driver |ayer
724 is the bottom 1f shbtvpeeatiyer sydheml agebebkbadedtissat he
networking 15 hardware itself--the Network Controller Interface 725.
The netswor k dpretedt@femoded opeaatdayg sgstengs sticht kg NetWare st wor ki ng
protocol |ayer 722 above. The networ ki ng protocol |ayer
722 is itsel f windows-NTygithainl ythwakénsiwatehl sher pranessorower | evel
protocols 20 are used to enable higher |evel protocols to_operate
For exanpl e, @rotewed owdess réplageaihgr 405€IURK ¥RCtors 1nCHRAingy s

packet data w thout guarantee of delivery or the ,
the timer tick and screen display interrupts descrlbgd

above, take over control of the CPU 110, and except for
10 its crash recovery functions, the network enhanced BIOS
will cease to function.

If a real mode operating system such as MS-DOS
without any protected mode memory manager is loaded then
the network enhanced BIOS code will remain in extended

15 memory . When MS-DOS reprograms the interrupt vectors it
will chain the existing vectors, so that the MS-DOS

interrupt handling routine.sidd-ewmecucte first, and then

the routine to which the vector pointed at the time the
MS-DOS bootstrap was started. This has the result that
26 | 1all the functions of the network enhanced BIOS 600
including the remote console facility continue to be
available when such operating systems are running.
It will be apparent to those of skill in the
art, based on the disclosure contained herein, that

25 additional threads which may be run under the control of
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sequence of delivery (e.g. Unreliable Datagram Protocol (UDP) --732
of FIG 6)) is used by a higher |evel protocol

31 W0 98/41916 t hat supports guarant eed sequenced dat a BEVISH§53 e g.
Transm ssion Control Protocol (TCP)). The preferred em bodi ment of
the invention inplenents only a connecti onl ess datagram protocol to
conserve non-vol atile 5 RAM space. The UDP 732 passes | P dat agrans,

or packets,  tne kerdndil fasigp%e@é%r é%_%n(e% @n@) poﬁhetfl%@ctdro@mf the IP
| ayer 733 is to make the topol ogy and physi cal haracteristics of

the network 3w ENtnay be added. The toanst | ayer in the
nodel is the applica- 10 tion layer 721 which uses the services

provided by theetwork prd¥dsddICqagedyer 722 to transfer data over the
net wor k. The Network Driver Layer The network
driver layer 724 couple

| h
thefnetm?rk card hardma?g&%%gl%%'n?§5to %HEPL Ln r%r %%%Fdlgéghoégﬁfrgt
f
Checi 1 2a, | bdbviding a JERNGH, RASIUSAURAN bl AR ) e 26

anong ot hers, gg d&;g.and NDI S. The inplenmentation descri bed herein
details usage o rivers witten in 20 accordance with the OD

standard. It will be oladrus hg net:work QY E)p%fr'tsﬁ.' g laihA diele o @ Fe-
i npl enent a network enhanced at will support use of drivers

devel oped accojfitddlayers. Hdr @Mpl%,a&dﬁ dint et idhdYDIsT AHd X

st andards, or

organization has defined a seven layer model for
10 networking support. Each layer within the division may
use the services provided by the layer "below" it, and
provides services to the layer "above."
The network driver layer 724 is the bettom
software layer. The layer below it is the networkihg
15 hardware itself--the Network Controller Interface 725.
The network driver layer 724 provides services to the
networking protocol layer 722 above. -
The networking protocol layer 722 is itself
_logically broken into.layers where loyer level protocols
20 are used to enable higher level protocols to operate.
For example, a connectionless datagram protocel which
delivers packet data without guarantee of delivery or the
sequence of delivery (e.g. Unreliable Datagram Protocol

(UDP) --732 of FIG. 6)) is used by a higher level protoaed
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even to support nultiple standards. 25 Referring now to FIG
6 the preferred enbodi nent of the network protocol stack w'll be
32 wO 98/41916 descri bed. The ODI specification defi nesPEGHUBIH0SFMace
t hat separates the network device driver 724 fromthe upper |ayers.
The Li nk- Support Layer (LSL) 734 provides regi stration and buffer
all ocation services to both the 5 upper |l ayers of the protocol stack,

and the networkpat suppo‘i'"i:bvs{@rafw@e&oEE%ESHEédOaaEQedQFiW @@\[fg
driver are known col lectively as Itiple Link Interface I vers

(MLID). The MirRaAZ&iaM ont e8htrbe sessbabed (obp)threge preferré@nagnents,
t he Medi a- Support Mdule (MSM 735, the 10 Topol ogy- Speci fic Mdul e

(TSM 736, andpbBesbatdwd ehe inventiSBetinpilembhesl eniyiSy) 737. The MSM
routines 735 are common to all drivers and support the interfacing

of the chaheetl otilieser dhaygran2grbaoctbe et vonkeenbancrdvBl&6ile

The TSMroutines 736 are common to drivers for a specific 15

net wor kisng t ecRAM espycesucfhasUBPheBRepassesokend&:-agrams, or pdhleetiSM
routines 737 are specific to each particular N C 170. The HSM
routines 737 nust thandPe 1My€r 733 (FIGni 6)al i Thei SnncpborrofipthshiPdown,
reset, packet receipt and transm ssion, and tinmeout. 20

In order to fadiyerat’d3ndswsrkmakedtlei tepology anddphesbeadnt, nuch oft he
code that is comon to many TSM and MSM routi nes have been

i dentified and<PP&EEFeBSCRCEJOL the nepuprl de0eF5pRFBAFARD- a comonl y

avai |l abl e set of
The topmost layer in the model is the appllca-

10 tion layer 721 which uses the services provided by the
protocol layer 722 to transfer data over the network.

The Network Driver Layer

The.network driver layer 724 couples the net-
working protocol layer 722 with the network card hardware
15 725. The network driver layer 724 is preferably imple-
mented in accordance with standard interface specifica-
—tions. As noted above, two possible specifications, -
among others, are ODI and NDIS. The implementation
_described herein details usage of drivers written in
20 accordance with the ODI standard. It will be obvious to
one of-skill in the art to implement a network enhanced
BIOS that will support use of drivers developed according
to other standards, such as NDIS or UNIX standards, or
even to support multiple standards.

25 Referring now to FIG. 6 the preferred

embodiment of the network protocol stack will be
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routines that can be used by the driver. These routines

33 : : may be ported to be incorporated in the §fxs 4
execut e WO 98/43916 ot operating system support. These TSM and I\)’gl'i\)/lggs
routines may, in turn, be relied on by the HSM drivers 737. By
definition, an ODI conpliant HSM devi ce driver 5 must utilize only
ODlI specified services. Thus a network enhanced BI OS 600 whi ch
suppl i es t hoseeESividmed MSNgeODI specif idatdonnidef iimesalsine inkexfigmert an
ODI conpl i ant .HSM devi ce driver w thout assistance of an operating
system * that separatdsmibenmetiwerk dewsd sl vESM72dutfiness tihe t he 10
net wor k enhanced BI OS 600 preferably is perfornmed via the addi tion
of a small nuluppresKiangdser ndlhe dsindSampprt Layer ddSdri Hé¢ syevedes

The network enhanced Bl OS 640 preferably inple- . ments the LSL, NMSM
and TSM rout i regisioRsian ang hufifehallpgation eaviisesd itoy heth rédge
routines nay be omtted to conserve nonvol atile RAM 125, in which
they ar® uppe¥ draweitt s tthee PratPadi Stafkhednd dsaakstatkenhanced

Bl OS 600 provides the networking interface card 170 with .__an

envi ronment t BRLTEES nihE IFRBWEL e I MAIARTHPEhLeViFe driyed &6y
system and all ows existing standards- devigce drivers to

function for RO r USRS _Vreé'iyn_a\/a 1t] e %‘%%plmfﬁc_@aﬂrdﬁe_r'ﬁne
opt Ll 0t elsEl) OF P 13% may sesdl¥ HAGLAIS MR A
components, the Media-Support Module (MSM) 535, the
10 Topology-Specific Module (TSM) 736, and the Hardware-
Specific Module (HSM) 737. The MSM routines 735 are
common to all drivers and support the interfacing of the
network driver layer 724 to the network enhanced BIOS.
The TSM routines 736 are common to drivers for a specific
15 networking technology, such as Ethernet or Token Ring.
The HSM routines 737 are specific to each particular NIC
170. The HSM routines 737 must handle NIC
initialization, power-up, shutdown, reset, packet receipt
and transmission, and timeout.
20 ' In order to facilitate network card driver
development, much of the code that is common to many TSM
ana MSM routines have been identified and placed by third

party developers into a commonly available set of

routines that can be used by the driver. These routines
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ers, available fromdifferent manufacturers, and estab- 25 Iishing which

routines are necessary for the application | evel services which' are
to be supporweds/unpis he net wor k PCT/US98/035p4
enhanced BICS. The preferred set of inported functions for NE2000,
I ntel EtherExpress, and 3Com 90x, as currently under st ood by the
inventors, is listed in TABLE Below  5-----------iiiaiaa

----------------------- SIVF t Pr
NENPar seoust ol B dgorted €0 NP 11 s FI58 SR Ehcuee
VBMP Dr
I\/ISI\/P(rfilr ﬁSSt :Yﬁéﬁﬁﬁ%&eééeﬁatﬁ@ﬁ%%%en %\ﬁ@ntﬁ ri né%/\ar ning
10 Et her TSMGgt W%; Asn
Et her TSI\/ESeterRCB bﬁééﬁﬁ&? iz ?\}hoﬁfon I gSpace 2 %Fléie I‘:I'EshM d]%e%si sterHS

MSMRAConf i gSpage®. g deffﬁb@:[Jr? t HSM d d -
VBVReadPhysi cal Mefor y’ e R £ 405 HisM device driver

MBMRegi st er Hargee egpii ops dBly oDI G&H F e Tdd®rices. Thus a network
VBVRegi st er MLI D VEMAI er t Fat al

M5MRet ur nDr i veeiesnue€eBI0S 600 whidWA e Ve idibse TSM and MSM ser-
MSMRet ur nRcvECB MSMAI | ocPages MSMScanBusl nf o

MSMAl- ocat eRCBvices will be ab/d/Bohesipdrt Tarredial | ekl idht HSM device
VBMDI i ver Renpve VBMVSear chAdapt er VBMFr eePages

MBMVBet Har dwar efinteeruptithout assiBMBstd of il Eperating system. .

MSMW t Conf i gSpacel 6 MSMGet Physi cal MBWYi el dW t hDel ay

| OConfigurationList  25ImplemerHein? dthee MSM st STSM routines in the To
facilitate application devel opnent, the- net wor k enhanced BI OS 600
al so préf er abl §eH#ipre n%?%n%%fgrealos 600 prefewablyf igurgrinmsasd vigdhe Two
famlies of gcol S are E r ef erabl y inplenmented: Internet Packet

30 Exc hang%‘?%’eﬁ’a kigs kssnel migth ayxeady

required | ower gvel %éOt ocal s, whi ch IS conmon on Net War e based
net wor ks; and ?% ]31 n‘—i‘E%Y%h Cont r ol Prot ocol /I nt ernet Protocol

(TCP/1P) protocol fan]lyTthﬁgkwork enhanced BIQS 560 preferably -dmpile-

ments the LSL, MSM and TSM routines; however, much of the

15 functionality of these routines may be omitted to
conserve nonvolatile RAM 125, in which they are
preferably stored. In this manner, the network enhanced .
BIOS 600 provides the networking interface card 170 with
an environment that is similar to the one provided by the

26 | -operating system, and allows existing gtandards-compliant
device drivers to function for the purposes herein with-
out modification. The optimal minimal set of routines is
determined by inspecting a number of different ODI driv-
ers, available from different manufacturers, and estab-

25 lishing which routines are necessary for the applicatioa

level services which are to be supported by the network
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35 Its support protocols such as Internet Control Message

Prot ocol (ICWP). However, where nonvolatile RAMis at a prem um
the inp]ementation may omt some or all of this functional ly. For
exanpl e, HRTFESHOrk enhanced BICS 600 5 may i npl emeREVPBR/GRY not
SPX whi ch guar ant ees packet delivery and is inplenented on top of

| PX. The RPC Layer To further facilitate
application devel opnent a protocol |ayer providing the

functional i t gnBiancedoBE0OS10 The preceduved setl of REPor8ad(FifctHdnkS
preferably I npl emented. This is a subset of the functionality of
RPC descri beflof oNE2280p| EnbglNBtBenEBprdss, BandeBCoW. 90k, as

| mpl emrenti ng Renote Procedure Calls, ACM Transactions on Conmput er
Syst ens, 2( 1purrentiyr yndegsatopd bjnou\heu anFedtorss is lysted RPCTABLFer 751
is provided within the network enhanced BI OGS 600, and an RPC client
752 is prOV|He@e ow: within the nanagenent wor kst ati on 200 application.
Thi s al l ows an appllcatlon gran1on t he managenent

wor ksPat i on 200-to-rncrode-a- srnpre Btton-catt-7537--20----- the

| Ne MgMParseDddFeWp
enhanced Bl O©0rTINLa P h 806 MSMETibReR r8xgcut ed by a service

routine 755 %‘tﬁ@t'ﬂSM@ét@SMHSMIFLeveP” aneRMrrQ MR eh ndRArndng t he result

parameters Ofmpﬁsm?sseﬁfée@ étk'é)?]ng M%@Iﬁa%%@ustoﬂeﬁo?ﬁ%l net wor k
prot ocol s ovegr et PeNHa SER{8oth fe@@c b ah@%e&%tmﬂrk

retumped 756 ®EH&HESMGetNextSend MSMRdConfigSpacelé
EtherTSMGetRCB - MSMRdConfigSpace32 - -o-
BeherTSMRegisterHSM MSMRdConfigSpace8
EtherTSMSendComplete MSMReadPhysicalMemory
BEherTSMUpdateMulticast MSMRegisterHardwareOptions
15 GetCurrentTime MSMRegisterMLID
- MaMmAlertFatal MSMReturnDriverResources”
MSMAlertWarning MSMReturnRcvECB
#8MAllocPages MSMScanBusInfo
MSMAllocateRCB MSMScheduleIntTimeCallBack
20 MSMDriverRemove MSMSearchAdapter
MSMFreePages MSMSetHardwareInterrupt
MSMGetMicroTimer MSMWrtConfigSpacelé
MSMGetPhysical MSMYieldWithDelay
IO0ConfigurationlList
25 The Protocol Layers

To facilitate application development, the
network enhanced BIOS 600 also preferably implements some
of the various protocol layers. Two families of
protocols are preferably implemented: Internet Packet

30 Exchange/Sequenced Packet Exchange (IPX/SPX), with its
required lower level protocols, which is common on
NetWare™ based networks; and the Transmission Control

Protocol/Internet Protocol (TCP/IP) protocol family, with
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25 managenment wor kstation. The client calling procedure 753
and server called procedure may interface with a calling

36 stub, or called stub, respectively (not shown). This
provi des aygisiRlgsWay in which application progranms can PCT/USOSI0383ar act
wi th the network enhanced Bl OS 600. Preferably, t he network
enhanced conputer 400 authenticates the RPC 5 requests using a
nmessage aut henticati on code protocol such as al ready descri bed
above.

. The RP hani id f
CEMs to inpléﬁgnﬁugﬁﬁgﬁc85°§8F9§%g§§°§3é%ngngngég¥hB€§°f qugg%%?grfrom
: . . ot
sorvor ORI b Qi o KRl A, SASNSLLS 581
m oL _ 3 . _ catl . .
Chat an aani BESPHENG! che” EBTLALASat D8R AR, AL L some o PRLL CBE! B ECTY C0S

appl | cat i ons eekecARN v/, \CkYLecLEbiES” the netwobkOfnRinSEReEROE oo
Fomnﬂg t 0

keyboard to the network~300, al contro appl 1 cations

through the pRLWGHE) elidnte@8X0hnd not spiSWAIchhgubesatckgypaker 140 and
vi deo di splay unit 130. This wll facilitTate a nunber of features

on the renot geld@ery a@@nsel empaeimbht¥assahtap akl opkng the renmote console
facility to observe the nessages and any errors reported - - by the
POST and to alHeowmPtheéayiegw ng and changi ng of paraneters controll ed
by the BI OS using the BIOS setup screens or other BICS

configuration method. pg further facilitate application development a :

protocol layer providing the functionality of remeose:
10 procedure call (RPC) 731 (FIG. 6) is preferably
implemented. This is a subset of the functionalityégf
RPC described for example by Nelson B. J., Birrell A. D.,
Imgiementing Remote Procedure Calls, ACM Transactions on
" Computer Systems, 2(1), February 1984. As shown in FIG.
15 7, an RPC server 751 is provided within the network
enhanced BIOS 600, and an RPC client 752 is provided.
within the management workstation 200 application. This
allows an applicasien program on the management
workstation 200 to include a simple function call 753,
20 the parameters of which are passed 754 using the lower
level network protocols over network 300 to the machine
400 with the network enhanced BIOS 600. The RPC function
is then executed by a service routine 755 on said network
enhanced computer 400, and the result returned 756 to the
25 management workstation. The client calling procedure 753

and server called procedure may interface with a calling
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37 Screen and keyboard redirection through the
network 300 nay be achi eved using threads 423 and 424 (FIG 4) and
t he RPC nechani sm descri bed above. Keyboard redire %i n may. be
achi eved PP ing the keystrokes 5 of the wor kstg T’gﬁg%é“ and
maki ng an RPC call to transfer the scan codes corresponding to the
keystrokes fromthe workstation 200 to the conputer 400. A service
thread 423 incorporated in the network enhanced Bl OGS 600 t hen

sinul ates thgeghfeet ehilbatse6BN £688ehBYBUyLERB: 3Hown) .recriyed from
the | ocal keyboard. Anongst other nethods, this sinmulation may be

achi eved by peodifgsaaspegpat way in whEOORBAfploOchbtokepboaramsosanol | er
circuit 145, which inserts the transferred scan code into the
keyboar d interaont wakthethei netwbrluepnanbe@f BIOS 460. Preferably, Screen
redirection is nore conplex because it requires transfer of data
from t he net sheknenwamkednBefiSed computé00400 dhehentksétesonh@0RPANd t he
descri bed RPC mechani sm general ly does not allow this transfer to
be 5 i nequastd beongt AemesapgecaughentTharibnr eofe phetoeol

wor kst ation 200 application programa call is nade to an RPC
functi on whi 8achr afsprérsadyrageesibaérabevehe net wor k 300 whi ch

t hen activates a service routine incorporated _ in the network
interface of the Bl OS BRetREC BaPRARESBOBLSO Provigps ¢k BE¥RKksE@Kecution of

t he respecti screen . .
P 3§Ms to implement enhanced services, such as accessing

data from server management hardware or loading
10 diagnostic code at manufacturing test times.

The Application Layer

The Application Layer 721 contains the various
appiication services that an administrator may remotely
access.

15 These applications preferably include redirec-
tion of screen and keyboard to the network 300, allowing
control of applications through the network, instead of
using the local keyboard 140 and video display unit 130.
Tpis_will_facilitate a number of features on the remote

20 cénsole facility such as allowing the remote console

facility to observe the messages and any errors reported

by the POST and to allow the viewing and changing of
parameters controlled by the BIOS using the BIOS setup

screens or other BIOS configuration method.
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25 redirection threads until there is screen data ready to be
sent back to the workstation 200. As noted above, the

38 services are preferably multithreaded, to all ow other
oper at i onwotegrapaat i nue while awaiting screen data. The — PCT/USIHEFH ce
routi ne can capture the screen data by hooki ng the BI OS screen

di splay service interrupt, or it may be 5 directly linked to BIOS

di spl ay services code which out puts characters to the screen. \Wen
screen data is I e I u ry, and
this causes tﬁeéégé §§FV§%§EB§€§V?%§QF%?32 & HL%éu%nb O%Eed

A network p | CLy a e S 0 uses the
RPC cl i ent ?%%gggﬁpgbﬁngkggﬁﬁ ?EF%%BSnggg Bhrelll 4§§aaFg ?g?urned to
the Wanage”Q@ﬁGMOQHS%%h,Qﬁe RPC mecﬁﬁﬁ&bﬁ@ﬁb@EriBeHthbeéu|tK@?bBQ?d
original function cal her possi bl e applications which
exploit the redlrectﬁxﬁﬁr& ee. la@lﬁ%@édabyhbbgew&ﬁg gRd keyberbkeyl ar the
RPC 15 function, include diagnosis routines, allowng the

net wos k enh@ﬁ%ecw&s@atfi% booheah@sinattiby haSHPOJcall to test commnds
and viewing results on the workstation 200 . using the network.

QG her appl i catangferwhineh scan eodesi cotrrespoedingOto théekegdtiayesed
architecture will be apparent to those of skill in the-art.

Bi nary Conpimnm ltitey workstation 200 to Kbewsckpadept 400mandf aetuieces
typlcally su%
_ read 423 incorporated in the network enhanced BIOS 600
then simulates the effect of that scan code having been
10 received from the local keyboard. Amongst other methods,
~ this simulation may be achieved by sending a special B
command to the keyboard contrcller circuit 145, which
inserts the transferred scan ¢ode into the keyboard
controller circuit output buffer.
15 Screen redirection is more complex because it
requires transfer of data from the network enhanced BIOS
600 to the workstation 200 and the described RPC
mechanism generally does not allow this transfer to be
initiated_from the computer 400. Therefore in the
20 wo%kstétion 200 application program a call is made to an
RPC function which transfers a request across the network
300 which then activates a service routine incorporated
in the network interface of the BIOS on the computer 400
which blocks execution of the respective screen

25 redirectidn threads until there is screen data ready to

be sent back to the workstation 200. As noted above, the
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a file containing an operating system specific device

39 driver wiwth each network adapter. In order to use the
net wor k..dri.ver devel oped for such operating systens, the wor k
enhanced WPEB4WIO nust utilize the binary imge CSEFQF%%%Q?% t he
driver file. Under the ODI standard, 5 the driver inmage is in NetWare
Loadabl e Module (NLM file format. Drivers supplied by network
adapter manu- facturers supporting the ODI standard inplement the

HSM RartiicE Qird herdddramngeinhilaldonadds AdNdOWonRaes
must convert this format and | oad the driver into non- 10 vol atil e
menory. | n dgerdtbaing prarasihuedentiide dvasring screen efatfaencehd o
external routines and its entry points need to be processed. The
NLM f or mat cerhaices roftineatdaon capture tdbe HcemearedEda Mptithomksinghi ch are
required to support the operation of the code it contains. This is
in the formthe BIOS ofcreamiiispifayadimsisess fottemmipch dhel textass
routines _ must be called, and a corresponding reference which may
be i nber pr etdidcast Ihel initad dfo (RS xtiamkay regrvines code whimllying the
| oadi ng process the required routines are | ocated in nenory, and
the pl aces iGPUBRENMNIRECEHH P T screrpied tWhenfsgrani da3fasd ext er nal
routines are nodified. . This process wil] be famliar_tg those of
skill in thévailable gt i$,0IARA4 k0 i RItERT 10 SeRqsy (ARAERES nking” .
I n one enbodi nent of the present invention, a
causes the RPC server's service thread to be unblocked.
A network packet containing screen data is sent. This
30 causes the RPC client thread to unblock, and the screen
’ data is returned to the management workstation
application as the result of the original function call.
Other possible applications which exploit the
preferred layered architecture, and in particular the RPC
15 function, include diagnosis routines, allowing the
network enhanced computer 400 to be tested by issuing
test commands and viewing results on the workstation 200
using the network.
Other applications which can exploit the pre-
20 ferred layered architecture will be apparent to those of

skill in the art.

Binary Compatibility

Network adapter manufacturers typically supply

a file containing an operatirnyg system specific device
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separate operating system based utility reads the NIC 25

manuf acturer’'s supplied driver file, resolves references to
external synmbols in the driver, and outputs a binary :

40 wo9s/41916 file which is then | oaded to non-vol amdrmsmo&ssy In an
alternative enbodi mrent of the present invention, the driver file
wll be directly | oaded to the non-volatile menory by the BIOS
code. The network enhanced BICS 600 5 resolves t he external
references ipn the driver fi st i ted above,

t he external§§%$?| ne’sth eaCh nereqré? endcaé)at tﬁ%l rraI?\cL ouruéé?e devi ce

glr: \rlrﬂla?!r ﬁg'r?%v?ork driver &@p% éj%ccé?sy %e o[)%? at | nﬂ%ﬁ&@
In addition g Z%ﬁl‘x'é’lltx)ﬁ: 'é’ﬁ?}s% it | ncl[ e the bidd§ %da‘(ﬁar bi nary

file contalns sever err]

a file headegomblphe %ez?ﬁrtl*?ésdfi\?ef OEPfd on mﬁer the ODI standard, natur e of
t he vari ous ot her

| es [err] the i mage of the driver
code gectiONghe driver imagel[£§7dn Neﬂﬁ&térﬁﬁﬁaéﬁlébedﬂlé”%NﬁMﬁiiii%?t'0”
[err] t he nane and the usage | ocation of synbols
whi ch shouldf@@m@fQV|ﬁgﬂv@y50§ﬁp?]i@&hﬁy%héﬁWBrk adapter manu- port
table); 20 [err] e name and | ocation of synbols that the
driv- facturers supesripinyities 0DBtsttanddrsd uisesl dmerat e HEMI es;
and [err] a table allowng driver code and data inage to

be fixed, basedcbontdg thaa@DIuEpen&fiaaWﬁbmJ1 The loading process
must convert this format and load the driver into non-

- 10 volatile memory. In the loading process, device driver
references to external routines and its entry points ;eed '
to be processed. The NLM format contains information
aboﬁt external routines which are required to support the
operation of the code it contains. This is in the form

15 of a table of addresses from which the extermal routines
must be called, and a corresponding reference which may
be interpreted as the name of the external routine.
During the loading process the required routines are
located in memory, and the places in the NLM code which

20 néed to reference these external routines are modified.
This process will be familiar to those of skill in the
art, by whom it is usually referred to as "linking".

In one embodiment of the present invention, a
separate operating system based utility reads the NIC

.25 manufacturer's supplied driver file, resolves references

to external symbols in the driver, and outputs a binary
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41 the driver is |loaded; this table is usually
referred as the "fix-up" table. The driver | oading code
£&either part of the : net wor k enhanced BI OS 600, or in a separate
oper at i ngWO 98/41916 syst em based utility) uses the informat ipgﬁ/‘ﬁ%wf'%é%e
tables, to resolve the references to other nodul es, and to fix the
driver imge based on the final |oading addr ess. Oper ati on
with nodeminstead of NIC 10 As noted above, where no
network conneilld thich is thes Mpaidd Gd s lde lid mamoe desiragble to
utilize a nodem connection as an alternative. This is preferably
achi eved by areatratgive safdodimenodf ehwhimtesand eirerdrscion, the the ML D
portion of the OD specification but is adapted 15 to send and receive
data via t hedserenlfile esfilbcoeofditertly loadebnputtgre Iidh -vanldittilence vi a
an external nodem 180 to a renote conputer. (FIG 2). Aternatively
an internal memory byyotkenBIIE modee Mhd inmvorhientsuicadBIOHENR may be
l'inked and installed in the nonvolatile menory as an 20 alternative to
the HSM andrese} RS nElierkiRismal eeferences gpdke driver file at I n
an alternative inplenentation, the software modul e for nodem
support is pF¥termpitAresiBned s foted above, the external routines

referenced by the manufacturer's device driver are imple—
mented within the network enhancgd BIOS, eliminating the
need to. access the operating syétem.

10 In addition to the actual driver code and data,

the driver binary file contains several tables; this

includes:
v a file header which describes the location and
nature of the various other tables;
15 . the image of the driver code section;
. the image of the driver data section;
. the name and the usage location of symbols
which should be provided by other modules (im-
port table) ;
20 - the name and location of symbols that the driv-
- er provides that can be used by other modules;
and
. a table allowing driver code and data image to

be fixed, based on the final address in which
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provi de the sane APl as the UDP | ayer of the protocol 25 st ack.
this case the UDP, and all |ower |ayers of the

42

st or age ofwdbs4wogput er.

handl i ng

routi ne.

determ ne the path of execu

of a device.driver w tfhéyéff\;ré]l_‘ey@g?%r#% code p(éi/gﬂéageﬁagg dS figssible to

nodify the error routine to elt to transfeer control to a

portion of therReti0Ekhadeed BIGHNEHEEh:BI G5 H0bydi ol

menory for

protocol stack may be omitted fromthe nonvolatile

Operating system fail ure petosdsiosss4sand
Qperating system901 (FIG 9) failure nmay be
detected through any of a nunmber of known techni ques or
novel wat chdog nmechani sm descri bed bel ow.

t fail lt. 4 : : | 1.ed. fal J inth
operating system a8 feiyver g SO filie FIE BN N error
10 Cpera£é@gr€g§t§§néﬁgk%fgxggﬁmugggfgJon may be exam ned to

routT ne. By the use

1on of such err

routine entry point for the operating system to address when

entering contawieerd t@i tesclv@dehe THefSerddles to Sotisdf Utodulddle s@se where
t he operating system i ncorporates an APl which can-be used to

instruct it to fix the drieet itsgerbawediaodlete riiddneldamiiayg ernal code.

O her techniques for detecting operating system

10

15

20

25

address.

Operation with modem instead of NIC

-As noted above, where no network connection_
using a NIC is possible it may be desirable to utilize a
modem connection as an alternative. This is preferably
achieved by creating a software module which implements
the MLID portion of the ODI specification,.but is adapted
to send and receive data via the serial interface of the

computer 175, and thence via an external modem 180 to a

remote computer. (FIG. 2} Alterhatively an internal

modem 150 may be utilized. This software module may be

lipked_andAinstalled in the nonvolatile memory as an
alternative to the HSM, and by the method described
above.

In an alternative implementation, the software
module for modem support is preferably designed to
provide the same API as the UDP layer of the protocol
stack. 1In this case the UDP, and all lower layers of the

-
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failure include the use of a watchdog tinmer neans. One

43 exanpl e of a watchdog tiner neans is described in the
Burckhartt .patent, which operates in conjunction with a ram
runni ng UMB@R4EP€r ati ng system control . The opera?Fﬁ@B§V§%§
periodically retriggers the tinmer during 5 normal operation. |If the
time period of the tiner described in the Burckhartt patent expires
wi t hout the programretriggering it, the operating systemis
assuned prototeIhatackambgdbeThbioubpurroh the horeblesitennect ed
directly or indirectly to the reset pin of the processor, 10 and
causes the systraget ofr ehet comphiterprevents usef ul i nf ormati on about
the cause of the failure from being col | ect ed.

Wt h ref er edperatinigo sklsGend fatiierer deeeced on and hawdildngog ti mer
mechani sm (descri bed bel ow) of the present 15 I nventi on overcones

these limtations, angde$apRLeHEK Eg 901 FIEQrS SgaWh ket RgNekWor k
enhanced BICS, in thatE:taaﬁI%as§g m tée dataytrgnsfe? ne?ﬂod of the

netway kK enhae¢eetBaORnr@ugh any ol€aexih®eteds khbohmakcanivaksabke for
fault di agnosis may be captured and sent to a system nanager renote

from 20  chiddeghaichengoveahiaechdbll selchatiisti descghided benoivhe
prior art by the fact that the watchdog nechani sm-does - “not
i mredi ately reset theMmmghioperalbtihg Byceath falidwses resultcent ain
prelimnary data collection operations to take
controlled failure mode wherein the operating system
itself detects the faiiure and executes an error routine.
0 Qpefating systém code or documentation may be examined to
) ‘determine the path of execution of such error routinei
By the use of a device driver with system level
pri&ileges it is possible to modify the error routine to
force it to transfer control to a portion of the network
15 enhanced BIOS 600 which has been retained in memory for
the purpose. The network enhanced BIOS also preferably
provides an Application Program Interface (API) or a
simple error reutine entry point for the operating system
to address when entering controlled failure mode. This
20 is\useful in the case where the operating system
incorporates an API which can be used to instruct it to
direct its error handler routine to external code.

Other techniques for detecting operating system

failure include the use of a watchdog timer means. One
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pl ace first. The System Managenent Mode (SMVM) of the 25 m cr opr ocessor

Is exploited. A data collection routine 920 is installed by the
net wor k enhanced BIOS into System ’ T 44
Managenen®woRsMISVRAM) 121 (FIG 2). This data COPCBUSENISH20 .
routi ne may be installed during any of a nunber of the steps

descri bed above, for exanple, during the kernel initialization step
820 of FIG 8. SMRAM 121 5 is only accessi ble when a System

Venagerent LpLesuPhs a yrcnads™ndPmOGEyT{ LA S g ger vi ced

SMM  SMRAM a are descri I n e m croprocessor manual s

avai | abl e surcmazéfg%wﬂ@! vﬁ?icﬂ?r%é%ef‘ni§“éoﬁ%0&%cﬂ?@ﬁfﬁ{ead by _means

of an external timer (FI'G 2) conhected to the™ 1 chi pset 123

external SMyr@bPam %ﬁnﬁﬁ%ﬁ?@éeﬁzgp&ﬂ@iﬁ?%ystem cordtie Usitge a | ogical OR
its

function (not Shown) wt I nternal sources of SM before

passing thi épéi—saﬁh%pyystem period@éhl ¥ Orédhe: Fherd HC asistir SMritd!
Al ternatively the chipset may contain internal 15 timers intended for

powers managaoemal obpepattohi MEIS the time Wetiodreyt behepriogiemed as a
source of periodic SM. An I npl ement ati on usi ng such internal
timers is pdeteribéé in the Bisreicleanoc gollt éntonetp hwegwarthoweedte provi ded.
The- ti-mer generates an SM 905 at a progranmmed interval. On each
20 ti nepregean zetevggeringnites cshoreperat SMRAWSeM is assunmxd enent ed
910. If the event counter reaches a predet erm ned val ue 915 the
operating syetbavaafatiedhedThe outputnef dehen tbhéwrcid cronmedtediated. .l f

t he event counter o - )
directly or indirectly to the reset pin of the processor,

10 and causes the system to reset. This prevents useful
) information about the cause of the failure from beinc_:y.~
collected.
With reference now to FIG. 8, the preferred
watéhdog timer mechanism (described below) of the present
15 invention overcomes these limitations, and is preferable
for use with the network enhanced BIOS, in that it allows
the data transfer method of the network enhanced BIOS to
be exploited. Information valuable for fault diagnosis
may be cappured and sent to a system manager remote from
20 thé failing machine. This is distinguished from the
prior art by the fact that the watchdog mechanism does
not immediately reset the machine, but instead allows
certain preliminary data collection operations to take
place first.l The System Management Mode (SMM) of the

25 microprocessor is exploited. A data collection routine

920 is installed by the network enhanced BIOS into System
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has not reached the predeterm ned value, the SM service

45 routine is exited 935. A program runni ng under
operati.ng . system 901 control task decrenents or zeroes the counter
peri odi caMOP830A6t 0 prevent it fromreaching the ﬂ?@ﬂgvﬁ?ﬁ?ﬁed

val ue. 5 The details of inplenentation of the watchdog
function will necessarily vary according to what hardware pl at f or m
it is deployed on. O her equival ent i npl ement ati ons are possible

wher eby t he waQiiferiehdangt edbmram) 121 (gl fjer entifashicen. 10
It is desirable™to be able to run the sane programto reset the

wat chdog pr aarB @t G R ARG HUE ne may bd UWHEH 1idie BaTRMPRERAIDMNG system
regardl ess of the details of i npl enentati on of the watchdog

mechani sm i mumber of SIWRAMtepEh&ifciiddd eamhny efidrordantlE W-ipieef er abl y
15 provi des an APl to enabl e watchdog, disable watchdog, set

ti meout periuitk erhdD ireiseialimttilon atderr @it off Fd. 8. SMRMWweais. This
APl is preferably inplenmented as a service accessed via the BICS
32-Bi% serviice ailyrcdaressidle when aleSyatidmedanaderenst dmtamuitOS 32- Bi t
Servi ce Proposal, 20 Rev. 0.4, published by Phoeni x Technol ogi es (May
24, (LS?%)) Jhareredqurreash rgrst a:tSacba:Ang efegrveirassl - Tw@/m/prcﬁgmm and
runni ng under operating systemcontrol may utilize a
SMI are described in the microprocessor manuals available
from Intel Corporation. An SMI may be generated by means
of an external timer 122 (FIG. 2) connected to the
10 chipset 123 external SMI pin. The chipset 123 combines
this using a logical OR function (not shown) with its
internal sources of SMI before passing this signal out,
and into the microprocessor SMI pin.
Alternatively the chipset may contain intermal
15 timers intended for power management or spare timers
which may be programmed as a source of periodic SMI. An
~implementation using such internal timers is preferable
since no additional hardware need be provided. The timer
generates an SMI 905 at a programmed interval. On each
20 " timer event an event counter stored in SMRAM is
incremented -910. If the event counter reaches a
predetermined value 915 the operating system has crashed

and data collection is initiated. If the event counter

has not reached the predetermined value, the SMI sexrvice
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device driver with kernel access rights in order to access the BIOS
32-Bit Services. 25 When an operating systemcrash is
detected by this preferred watchdog tinmer nethod various steps 920
46 WO 98/41916 may be taken to preserve infornmati onPEBYEESASHH crash
state for subsequent diagnosis. Exanples include copying sone or

all of the conputer's nenory to a reserved area on a di sk storage
medi um often known as a core dunp, -and 5 preserving the condition of

the screen ppapiNeand ¥kdegq 935 Acﬁféé9éﬁefuﬂﬁihét&ﬁéhrfé?&%ééﬁﬁ@
di agnostic information whi may~ have been i spl ayed by the

operating syp&€dmi 801 control!Cafk’@EcFOHELPE. oF Wdheds i@ adideBy be
useful to collect will be apparent to those of skill in the art.

10 periodftaELyabb2 stishpsée@se t Ot PELORI YeadEng ViXence have
been nade the system may be reset 930. This reset uses a specia
shut down cogeedéveenihadCviBusenory, or ot her - equi val ent nmeans, to
comuni cate to the conventional BICS, early in its POST that the
resets was 15 __ as Theedetaibs af cimshemefitasidmcdf came beattklsjpayed on
the console, and if the network enhanced BIOS is so configured it
can enter tFRenspionavidlapeosssaribyevary accondingats cehdty hardwamsult of
such a crash. An SNWP al ert conveying the fact of -and optionally
some i nf or nBLRBROTMOIL is@epioyde ehashORRST bedwiE1sRt the network 300 to
anot her uter. The system nmanager renote fromthe - conput er then
has the opPREHlFBePFéﬁéPEF 2R H?%ﬁh%%?lEhGIEbY the count is handled . .

in a different fashion.

10 It is desirable to be able to run the same

program to resét the watchdog program on any ma&hine

running the same operating system regardless of the

details of implementation of the watchdog mechanism in

SMRAM. Therefore the conventional BIOS 500 preferably

15 provides an API to enable watchdog, disable watchdog, set
timeout period, and to reset the current count of SMI
events. This API is preferably implemented as a service
accessed via the BIOS 32-Bit service directory as
described ;n the Standard BIOS 32-Bit Service Proposal,

20 Re%. 0;4, published by Phoenix Technologies (May 24,
1993), herein incorporated by reference. The program
running under operating system control may utilize a
device driver with kernel access rights in order to
access the BIOS 32-Bit Services.

25 When an operating system crash is detected by

this preferred watchdog timer method various steps 920 .

46

SUBSTITUTE SHEET (RULE 26)



i nformation to his conputer using an application exploiting the
transm ssi on nmechani sns of the network

47 . . enhanced BI OS before attenptihg to rel
conput er' WOIBHING  oherating system Speci al Di agﬁ’ﬁ?&é&@% fe

As noted above, the BICS preferably includes a 5 speci al diagnostic
state whereby | oading of the operating systemis inhibited and the
conputer waits for further intervention to be initiated before

| oadi ng t he wpensd itigken to préysiem Hfomhatidn dbouthithealdwyeh f or
di agnosi s of errors which cause the systemto reboot. The renote
10 consadtmtfaacidr t yuheymben tistthdmood Dg ce Extenpmlenpuirerludd accopying this
speci al diagnostic state. This may be inpl enented t hrough t he use
of a renpte spmcatireltalf tdse desuputend' s memory alw\ee. rédexrvest vaorda enhanced
BIOS may al so be confi gured such that if a certain failure
condi tion ocemra disk hetondge medmputeftehsnpociad aicygreshine stand nmay
be entered automatically. The renote consol e on
the r&note vBF&S2EViRG the condDUOREGL beherIFeemurEMary ol uikde®n with
t he network enhanced conputer 400, to perform a nunber of usefu
20 f unctFOHETIMI % FoRElHeaTor KiRFRAMRY THRRREriqomiermation t he
speci al diagnostic state, such as; cag;%gqbthe networ k ‘enhanced

y the operat

conmput er 4007RCR S8RY BaVe (Reel iiRRi? ing system in

its error routine. Further data which may be useful to
collect will be apparent to thoée of skill in the art.
20 | After all such steps to preserve the evidence
have been made the system may be reset 930. This reset
uses a special shutdown code stored in CMOS memory, or
other equivalent means, to communicate to the
éonventional BIOS, early in its POST that the reset was
15 as a result of a crash. This fact can be displayed on
the conscle, and if the network enhanced BIOS is so
configured it can enter the special diagnostic mode
automatically as a result of such a crash. An SNMP alert
conveying-the fact of and optionally some information
20 agbut £he crash may be sent via the network 300 to
another computer. The system manager remote from the
computer then has the option to transfer the diagnostic
information to his computer using an application

exploiting the transmission mechanisms of the network
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POST routines; causing data to be read froma hard disk 160 on the

net wor k enhanced conputer 400 and transferred 25 via the network 300
to the renote consol e; causing data to be transferred via the

net wor k 30@ $8r4eM6t he renot e PCT/USS8/05534

wor kstation 200 to be the network enhanced conputer 400 and witten
to the hard disk storage 160 on the conputer 400. The renote
console may further cause data held in the BI OGS such as CMOS
settings, ) r : (o] b r devia the
net wor k SOS%PgaEEEBrS%@?eEE@§rg EQ&SPEE%Q?igﬁ g86%83r6¥%a§§§%§F%g ?ron1the
renot e oper¥eh ket aliseerand nodified in the appropriate storage

device in the network énhanced conputer 400. The BI CS may
al so cont ai BZRJIEICeHWRSRic tare remotely loading a portion of BICS
itself to permt a portion of the normal functionality of the BICS

b d I d_f h h
R ouuork o0 ThCe RS TR ORET RS e SRR 0,
a1 £ o0 o0 UESOTRYL R 8 L L8, S Euiptor cnlfShege gasent o

code, Mus! Losfainioadenibitl ang the! BBnpREARILGOURUESE H0fchQR computer

400 will no _ unction wt a proper connection-to the network
300. inPeRCentienN e LVBEK 169RAGEEHOBR FRLE @BS&ﬁﬁébLMeeaﬁegsgingm
this ensures that if the conmputer 1s stolen and renoved romits

net wor k COU%?%EE&DAlMtd@ IFreno 4l ongeR scaMlofse for diagnbBesexecuti on of.
POST and wi |l thereby be rendered
errors which cause the system to reboot. The remote .

10 _ console facility may be used to force the computer inEp
this special diagnostic state. This may be implemented
through the use of a remote procedure call as described
apove. The network enhanced BIOS may also be configured
such that if a certain failure condition occurs in the

15 computer the special diagnostic stéte may be entered
auntomatically.

The remote cohsole on the remote workstation
200 may be programmed, in conjunction with the network
eghanced computer 400, to perform a number of useful

20 functions while the network enhanced computer 400 is ih
the special diagnostic state, suégnas: causing the
network enhanced computer 400 to reset and re-execute the
POST routines; causing data to be read from a hard disk
160 on the network enhanced computer 400 and transferred

25 via the network 300 to the remote console; causing data

-

to be transferred via the network 300 from the remote
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unservi ceable. This will serve as a consi derabl e deterrent to

Additionally, the renpte console nmay cause data - taQ- {erred,
via the n¥OWBMK1800, and witten into t he non-voI§F$ﬁ5$&@%% Y,
device 125 used to hold the conventional BIOS and networ k enhanced
BI CS, thus 5 updating sonme or part of said BIOS such that a new
version or configuration will be used when the first _ conmputer is
next reset. workstation 200 to Bd Hife unserao@htditied ardnpiscent @0
nodi fi ca- tions will be apparent to and can be readily nmade by 10
those skil | ethd witilter ear ttoni teo Uta e phirdk reg-dragya 68 seopthe computerand
spirit of the present invention. For exanple, al t hough reference
is nmade to aalfket withe erswotze domeple aray further bwivwp aladssKtedm donput er as
shown in callout 400 of FIG 1, it could also be a server, shown
as call out 1o iBLOS 55uch asF|QMOS| serdciorgh ndIML, iBSODy mnd iBRGShdawrarhat t he
scope of the clains be limted to the description or illustra-
tionsSset foked He? &%, tIARSTeRTRG mttheaeiwans PO to the remaid rued as
enconpassing all features of patentable novelty that reside in the
present i nvefRFRTEatiRn 1A thg opd-ransfeygrd thram g FaROte eat ed as
.equi val ents by those, L. . . - -
workstation and modified in the appropriate storage
device in the network enhanced computer 400. )
The BIOS may also conﬁain a procedure for
10 remotely loading a portion of BIOS itself to permit a
) portion of the normal functionality of the BIOS to be
downloaded from another computer, such as server 100, on
the network 300, thus reducing the amount of nonvolatile
storage required on the computer to store the BIOS code.
5 Where an essential portion of the normal functionality of

the BIOS, such as the POST code, must be downloaded from
the second computer 100 the computer 400 will not
function without a proper connection to the network 300.
Sihce the network connections are preferably encoded,

20 this ehsﬁ£es that if the computer is stolen and removed
from its network connection, it will no longer complete
the execution of POST and will thereby be rendered
unserviceable. This will serve as a considerable

deterrent to theft.
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skilled in the art. 50

What is clained is: 2 1. A nethod of operating a conputer,
sai d conputer 3 including a central processing unit (CPU)" and ‘a
network WD 98/41916i nt er f ace coupling said conputer to a ne®@WdMISIEPH 5
met hod conpri si ng: 6 automatically executing an initia
start-up 7 software on said CPU upon CPU system start-up; 8

| oadi ng and executing a network enhanced 9 software on said CPU on

conpletion of at |eastaaikhbahi1yl0cne reRBEL! @Bneb182hdyStatbe URasLf t vare,
sai d network enhanced 11 goftmare supporting a protocol for

comuni cat i Rg-Wel RrankZerred, WHks kbl aREw621PBET, t an8akdi €EERULREoNEt WOT k

via said 13 network interface; and 14 Loadi ng and
executing amrmePeoal-viddatileciend?y devigef twsrasen sai HofRUcnéter said
| oadi ng of said network 16 enhanced software, said operating system
sof tware beigdgivehtional 8I08SsnBl aebyworkeenharebdappbEcathas software
progranms 18 executing on said CPU.

5 updating some or part of said BIOS such that a new

version or configuration will be used when the first
computer is next reset. - '
It is understood that various other modifica-

tions will be apparent to and cah be readily made by

10 those skilled in the art without departing from the scope
and spirit of the present invention. For example, B
although reference is made to a network enhanced computer
'beiﬁg a desktop computer as shown in callout 400 of FIG.
1, it could also be a server, shown as callout 100 in

15 ~FIG. 1. Accordingly, it is not intended that the scope
of the claims be limited to the description or illustra-
tions set forth herein, but rather that the claims be
construed as encompassing all features of patentable
novelty that reside in the present invention, including

20 thgse that would be treated as equivalents by those'_

skilled in the art.
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1 2. The nethod of claim 1l wherein said network 2

interface conprises a network interface card (NNC) and 3 . sai d
protocal for comunicating with said network 4
51 WO 98/41916 conprises a network protocol stack sBEEFGP¥%iE4a
driver 5 for said N C 1 3. The nethod of claim2
wherein said network 2 prot ocol stack supports a network driver |ayer
which 3 conplies with at |east a subset of the ODI specification.
1 What #is clIb@efeibod of claim 2 wherein said network 2
protocol stack supports a network driver |ayer which 3 conplies with
at | @ast a subset of the NDIS 4 speci fication. 1 5.
The nethod of claim1 wherein said network 2 i nterface conprises a
- mode@ coupl ed t hrbugh BametB) afidgp8ratingsai dopputerol sépd computexrati ng
with said network 4 supports a nmodeminterface to said network. 1
6. 3The net hodluflingaencéntualhprocespingi ngit (CPU) and a network
4 interface coupling said computer to a network, said
5 method comprising:
6 automatically executing anm initial sEart-up
7 software on said CPU upon CPU system start-up; )
8 loading and executing”a network enhanced
) software on said CPU on completioa of at least a first
10 portion of said start-up software, said network enhanced
11 software supporting a protocol for communicating with
12 workstations coupled to said computer network via said
13 network interface; and
T4 Toading amIeExettiting an operating system
15 software on said CPU after said loading of said network
16 enhanced software, said operating system software being
A A accessible by user-level application software programs
18 executing on said CPU.
1 2. The method of claim 1 wherein said network
2 interface comprises a network interface card (NIC) and
3 said protocol for communicating with said network

KRN Y
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2 the step of sending a notification of the CPU system 3

start-up via said network interface to a workstation cou- 4 pled to
sai d net worKk. 1 7. The met hod of claim®6 wherein said
net work ®098/41916i nterface conprises a NIC and sai d noti f PERUSBHOE}pr.i ses
3 sending an SNVP al ert nessage via said network.

52 1 8. The nethod of claim?7 wherein said
SNWP 2 al ert nmessage further conprises an identification of the 3
cause of th t The d of claim
6 mhereln sglgggégé% E”h%ﬁéS&k Pﬁ?é? g%esggﬁ%r?% a NI 2% a?%éﬁgthod
further CO”EEESEBQd R1c. the step of sending an SNWP al ert message

i ndicating said operating system has been | oaded. 1

10. The net hod of claim1l1l wherein said operat- 2 I ng system software
will not be executed without the 3 establ i shment by said network
enhanced software of 3. .4 The mgghbgrKfcamagﬁtzO@hgtéﬁnasaganﬁ@twggkstat|on
attached to 5 sai d networ k. 11. The nethod of

cl aign 10 ]goas&bg&bag thack?supporagddat neaabrst epsvet Uaystoanicy a second
portion.of sai

3 complies with at least a subset of the ODI specification.
1 4. The wmethod of claim 2 wherein said network
2 protocol stack supports a network driver layer which

¥ . complies with at least a subset of the NDIS

4 specification.

1 ’ 5. The method of claim 1 wherein said network
2 interface compriseé a modem coupled through said CPU and

3 said protocol for communicating with said network

4 supports a modem interface to said network.

1 6. The method of claim 1 further comprising

2 the step of sending a notification of the CPU system

3 start-up via said network interface to a workstation cou-
4 pled to said network. o

1 7. The method of claim 6 wherein said network
2 interface comprises a NIC and said notification comprises
3 sending an SNMP alert message via said network.

52 OO R O
* [ L L] S #

SUBSTITUTE SHEET (RULE 26)



3 start-up software fromsaid renote workstation via said 4

network, said operating software not executing until said 5 second
portion of said start-up software has been down- 6
execut ed. WO 98/41916 E%%ﬂfs‘gzy s 1
12. The nethod of claim11 wherein said network 2 enhanced software
multi-tasks a plurality of software 3 t hreads on said CPU. 1
13. The nethod of claim 12 wherein said CPU 2 operates in at |east
two odes, including @.realtheéethaddd of3 claim @ phetredhegadadeNMpai d
net wor k enhanced software execut- 4 ing said plurality of said
sof tvar e t hradads imessaige farther ponipedised mmdddehtsdida€Ron of the
14. The nethod of claim 13 wherein said start- 2 up software
execltes i naaeme midehs (Pl ¢gyGREm reset. 15. The nethod of
claim14 further conprising 2 the step of executing a second portion
of said start-up 3 software after said CPU has begun execution of
sai d
1 9. The method of claim 6 wherein said network
2 interface comprises a NIC, said method further comprising
3 the step of sending an SNMP alert message indiéating said
4 operating system has been loaded. i
3 10. The method of claim 1 wherein said operat-
2 ing system software will not be executed without the B
3 establishment by said network enhanced software.of a
4 network connection with a remote workstation attached to
5 said network.
1 11. The method of claim 10 comprising the
2 additional steps of downloading a second portion of said
3 start-up software from said remote workstation via said
4 network, said operating software not executing until said
5 second portion of said start-up software has been down-
6 loaded and executed. e

gy
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4 net wor ked enhanced software, said start-up software and 5 sai d

net wor k enhanced software sharing control of said 6 CPU after said
CPU begi ns executing said network enhanced 7 sof t war e.

16. The wotshambief clai m 15 wherein said net- 2 morRCEWﬁ%Wéﬁﬁ
software controls swtching of the real 3 node and protected node of
said CPU. 54 1

17. The nethod of claim1 wherein said network 2 enhanced software

allgws a remote workstati Oﬂ'hgoHQEﬁgdt 8t éla_;Lrg 15@1%9»:891‘{1)9%?0]‘9&%%‘6’{% to

access said conputer. e net ho clarm 17

whergin a méhhancea softw"a%%kﬁ%@ﬂl%égkw 5hgﬂu§§1§t§‘e&f@55f€ﬁ£§@ced

sof t war e sal renote workstation to control said CPU.

1 5 threadslgn cihg eeghod of claim 17 wherein said 2 net wor K
enhanced software forwards output normally di- 3 rected to a video
controller on said conputer to said 4 renote workstation via said
network interface. 1 ~20.  The method of claim18 further
conprising 2 t haist eghef ngeReAabENglaimenRt @hpresadyaedcabt (RPC)
from

2 operates in at least two modes, including a real mode.and

3 a protected mode, said network enhanced software execut -

4 . ing said plurality of said software threads in said

5 protected mode of said CPU.

1 14. The method of claim 13 wherein said start-

2 up software executes in real mode of said CPU.

1 15. The method of claim 14 further comprising
. 3 the step of executing a second portion of said start-up
3 software after said CPU has begun execucion of said

4 networked enhanced software, said start-up software and
5 said network enhanced software sharing control of said

6 CPU afte; ;aid CPU begins executing said network enhanced
7 sé%twaﬁe.

1 16. The method of claim 15 wherein said net-
2 work enhanced software controls switching of the real

3 mode and protected mode of said CPU.

[
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3 a renote workstation to an RPC server routine executi ng 4 on

said CPU of said conputer, said RPC server routine 5 bl ocking its own
executi.on until data is available for 6 returning to said renote

wor kst at i 99 B419%e result of 7 said renote procedur eFCéré[F§98/°5534l -

21. The nethod of claim 17 wherein said 2 net wor k enhanced software
permts said renote workstation

55. 3 to i nput nmessages sinmulating the effect of keystrokes
4 .1 entered on a keyboarThathachsll 4O Skdih GOVNHEsin said network -

22. The nethod of claim21 wherein said 2 nessages are received by a
renoRe proceshhanasd |s¢RRGre Jallows Sernmioex etk gtg taiors adalipQfdd afo sai d
conputer, said RPC 4 server inserting said nmessages into a keyboard
contBoll er #id compuiErdhetwek dcammess .said computer. 23. The
met hod of claim 17 wherein said renote 2 wor kst ati on di spl ays
nmessages and systemerrors reported 3 by said start-up software
executing on said CPU. 1 24. The nethod of claim1l

further conprising_ 18. The maEdpdfokalhrigoripligrerriormmiddiy entering

into a
2 tasked thread within said network enhanced software

3 allows for said remote workstation to control said CPU.

i _ | 19. The method of cléim 17 wherein said

2 network enhanced software forwards output normally &i-

3 rected to a video controller on said computer to said

4 remote Qorkstation via said network interface.

1 20. The method of claim 18 further comprising

2 ~ the step of generating a remote procedure call (RPC) from

3 a remote workstation to an RPC server routine executing

4 on said CPU of said computer, said RPC server routine
T8 blocking its own execution until data is available for

6 returning to said remote.workstation as the result of

7 said rémége procedure call.

1 21. The method of claim 17 wherein said

2 network enhanced software permits said remote workstation

L llli
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3 di agnostic state upon pre-determ ned error conditions, 4 said
di agnostic state preventing the loading of said 5 operating system
sof t war e. 1 25. The nethod of claim 17 further ‘
conpri si ngvo /41916 the step of entering said conputer int®Ca$ha@pdstic 3
state whereby said operating systemsoftware will not be 4 | oaded,
said nethod further conprising the step of dowmn- 5 | oadi ng addi ti onal
software progranms to said conputer 6 fromsaid renote workstation via
sai dyconput

7 sai dq{ad t onlfjﬁ\ soafgtev\s/arselwﬁ)urloagtrla]f1 %15 r?gffgfé:c& eélce nStsrglkgg

CPU 4 1 entered on a MfRboaitf JELNGEPI LIS Je?:rﬂﬁﬂﬁr&' n said remte 2
wor kst ati on may further perforn1the steps of controlling 3 power on
systemtest (POST) routines within said start-up 4 sof tware executing
on said CPU. 1 27. The nethod of claim17 wherein said
renoje 2 wor kst gid on THY ey S dicampyhevHated m sdii@gnostic 3
state preventing said operating systemfromloading, 4

wher gby sai dréwedavk orthanard ol thWare rténote procetivaid aala f(eechurt her

conmuni cation with said renote 6 wor kst ati on.
3 server executing on said CPU of said computer, said RPC
4 server inserting éaid messages into a keyboard'contfbller
5 coupled to said computer.
3 23. The method of claim 17 wherein said remote
2 workstation displays messages and system errors reporged
3 by said start-up software executing on said CPU.
1 : 24. The method of claim 1 further comprising
Fiev=e - Bhe éﬁep of said computer aufomatically entering into a
3 diagnostic state upon pre-detérmined error conditions,
4 said diagnostic state preventing the loading of said
L operating system software.
1 h . 25. The method of claim 17 further comprising
2 the step of entering said computer into a diagnostic
3 state whereby said operating system software will not be
4 loaded, said method further comprising the step of down-
5 loading additional software programs to said computer
6 from said remote workstation via said computer network,

-
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1 28. The nethod of claim 17 further conprising 2 t he
steps of said renpte workstation causing data to be 3 ~read froma

di rect access_storage device locally coupled 4 to sai | d data
further beY"ﬂg"’S{%}%}ﬁsrritted from 5 said computer to sa,iP%Tgé#m%gJ

wor kst ati on. 1 . 29. The nethod of claim 17 further
conprising 2 the steps of said renbte workstation transmtting data
to 57 3 sai d
conputer, saisgidateaididiimpal isdafmvare prtigrants dedess exkcuted shosaded devi ce
| ocally coupled to said CPU. 1 30. The nmethod of claiml
furth®r conpG®ing 2 the steps of downl oading froma renote

wor kstation to 3 said conputer portions of said start-up software or
said 4 networ k enhanced software, 5 wher eby such
start-up software and network 6 enhanced software will be executed
upon the next 7 F&ur rid¥ee dedhogy ofe @lstiay L 7uwherein said remote

31. The method_ of claim1l further conprisin 2 the step of executing
a RPC server YoFk&haF iQhfinvefurther Perm%ﬁ’&a seEsc ofe fonsxedddngg on a

rermt3e wor kst ati on . s .
power on system test (POST) routines within said start-up

4 software executing on said CPU.

g

27. The method of cléim 17 wherein said remote

z .workstation may force said computer into a diagnostic

3 state preventing said operating system from loading,

4 whereby said network enhanced software is
5 available for further communication with said remote

6 workstation.

1 28. The method of claim 17 further comprising
2 the steps of said remote workstation causing data to be
3 read from a direct access storage device locally coupled
4 to said CPU, said data further being transmitted from

5 said éombﬁter to said remote workstation.

1 29. The method of claim 17 further comprising
2 the stéps of said remote workstation transmitting data to

I O O
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4 coupled to said network can execute renote procedure 5 calls

on sai d conputer. 1 32. The nethod of claim1l wherein
said start- 2 - up software includes an early POST portion as part of
3 saiwofasmsdiéporti on of said start-up software and a PQT/USI8/O56HMai ni ng
portion of POST, said nmethod further including 5 the steps of: 6
executing said early POST prior to said CPUs 7 | oadi ng of said
net wor k enhanced software; and 8 executing said remaining
po”'son of PQ@Idafc*o utlr, OQQ 99586 n ahglEE work gngapced soblvere.
%b The’ net od OF F n? urt% conpri sing g th

step of saidghe kd%@a@@cqecaqﬁw@bapwaheet bﬁ%' agy_ 3 any messages
recei ved from sai d network . The nethod of claim33
wherein said 2 nessage authentlcatlon S perforned usi ng a secret
key. 1 35. The nmethod of claim1l wherein said CPU 2
operates in at |east twQ.nodes meBBbadbAJcRapmotechieghed compri®dgg..said
met hod further conprising the steps of 4 executing said
net w® k enhanrtied stebiswaife dewtlloading feamdaopemnstengoskstavisnftware in
protected node; and 6 term nating execution of said network
enharkted 7 said sofpuiees ppohiboadoigsafidsacdropepasofigwayst em saidwar e.

4 network enhanced software,

5 whereby such start-up scftware and network

6 enhanced software will be executed upon the next

7 oecurrence of system start-up.

1 31. The method of claim 1 further comprising

2 the'step of executing a RPC server on said computer,

3 whereby a RPC client executing on a remote workstation

4 coupred to said network can execute remote procedure

5 calls on said computer.

1 - 32. The method of claim 1 wherein said start-

2 up software includes an early POST portion as part of

3 sald flrst portion of said start-up software and a

4= remaining portion of POST, said method further including

5 the steps of:.

6 executing said early POST prior to said CPU's

7 loading of said network enhanced software; and

8 executing said remaining portion of POST after

9 loading of said network enhanced software. .

0oy g
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1 36. The method of claim1l further including 2 t he

step of retaining a portion of said network enhanced 3 software in
nenDry af t ing of said operating system 4 soft

A net‘ﬁéaklggq?)per ating a conputer, said 2 corrputggmﬁcq/osal ng ‘a
central processing unit (CPU) and a 3 network interface coupling said
conputer to a network, 4 said CPU operating in at |east two
nodes including a real 5 node and a protected node, said nethod
conprising. 6 executing a first basic input/output system
7 (BIOS) on said CPU in real node, said first BIOS 8 perform ng
a power on systemtest3éf s&PM veRbatept Céalm 1 further compyesi®¥ng a
second BI GS og said CPU in, 10 prot ected node after execution of a
portfon of shP@ FFFEtOfliald neEV?Ek §%Fan§GéoﬁafBVQEESEBEB?FFh@ahlﬂﬁtmork
protqcol 12 xecuting an operating
syst ém on sa?ﬂydﬁﬁsﬁﬁge§4recelvﬁgoF€€WeﬁaﬁBdEeEV9€# execution of a portion
of said 15 second BI CS, said operating system software supporting 16
user-| evel application sof tware progranms executing on 17 said CPU.
2 A ne rk.gnhanced.co o #
conn&nlcatlng mnth a m%%ﬁstgﬁloﬂegﬁﬁslggpf%aém ggp gfeln Sald

2 message authentication is performed using a secret key.

1 35. The method of claim 1 wherein said CPU

2 operates in at least two modes, -including a protecteed-

37 mode, said method further comprising the steps of;

4 executing said network enhanced software and

5 said operating system software in protected mode; and

6 terminating execution of said network enhanced

7 software upon loading of said operating system software.

1 36. The method of claim 1 further including

2 the step of retaining a portion of said network enhanced
3 software in memory after loading of said operating system

4 séftwafe:.

1 37. A method of operating a computer, said

2 . compute; including a central processing unit (CPU) and a

3 network interface coupling said computer to a network,

———— e
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4 networ k, said conputer conprising: 5 a central

processing unit (CPU); 6 a network interface coupled to
said CPU, said 7 network interface coupling said conputer to said
conput er wdosis19enetwork; 9 a nonvol at i | PGRPIRNSBouUpl ed
to said CPU, 10 an initial start-up software program said
CPU 11 executing said start-up software autonmatically upon CPU

12 system start-up, at least a first portion said start-up 13

sof taar e beigxy SRR dparaaing non\yyl didds: memompdesl4ncluding a real a

net wor k enhanced software, said network 15 enhanced software being
execsit ed on msaied A oprordted e, _saitd metdiods @iothpati siegst a first
portion of said start-up 17 . software, said network enhanced software
suppérting a 18 expaidoy & dlmemnasicatinp Miolrpesi ¢yweeRst at i on
coupled 19 to said conputer network via said network interface; and
20 7 (BIQS) an gpekchiGRYY 19y steah ssidenarsaisk &Gmstn@IO® said 21

CPU, said operating system software being accessible by 22 user-| evel
appl 8cat i on BRIFAEMDDrDRUWAT, FhiY gitqsﬁfg ofyzaid conpytETi/sof t ware

bei n Ioaded on said CPU after |oading of _ 24 sai d_network enhanced
soft 1 executing #y se FQM e SHeh &Y é-6‘rrput er of cI aim

vvhereln sai network interface is a network jnter.f
carao(m O Rraradieh Shdh e CAALAArR ) Sartaly b Tagd Wtsy, 2o g
said pr conmmu Wt d 5 wor. k corrprl ses
a na’work pré;#&colsasjt cl%’}é;rﬁsli r%appornzlnag network pro% col™

12 stack; and

13 executing an operating system on said CPU in
.14 ) protected mode after execution of a portion of said -
15 second BIOS, said operating system software supporting
16 uger-level application software programs executing on
17 said CPU.
1
2 38. A network enhanced computexr capable of
3 communicating with a workstation coupled to a computer
4 network, said computer comprising:
5 A é central processing unit (CPU) ;
6 a network interface coupled to said CPU, said -
7 network interface coupling said computer to said computer
8 network;
9 a nonvolatile memory coupled to said CPU;
10 an initial start-up software program, said CPU
11 executing said start-up software automatically upon CPU_
60- T
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6 wi th said device driver program 1 40. The
net wor k enhanced conputer of claim 39 2 wher ei n devi ce driver
program substantially conplies wth 3 the ODI driver |cat|on
sai d net WO HYSocol stack PCT"‘?S%&JS
4 providing at | east a subset of the OD |ink--support-layer 5
protocol to interface with said device driver program
1....The network enhanced conputer of claim 39 . _wherein device

Br pr ogF¥RT-SBbSEARErBP) y2EoApRFEsanfigst3portiont RalfDFSAHET YR

specification, said network protocol 4 stack providing at |east a

sedénd subséPfEWaFﬁebREPS sgored 1np§6ﬂ§cBPnY61PH%é?fH%@OEYth sai d device
driver program - The network ﬁghanced conput er of

I&ﬁn138 2 mherélHe§§PHkn@PRBPEeﬁn?@fFﬁéEerssél BEEWEBEpIed to said
CPU an .L comuni at|n Q égbd net wor 5
suﬁp”worts ", Bfienien: BRELRERE, S REERpEed off gai on“complezs  The
k h t 8 isi
S RS T e B
sag? Networ K edyare sﬁﬁﬁrbéﬁ%oEQ gPﬂgkﬁﬁﬁangEwﬁ gﬁ%gt%ﬁgd net wor k,
eXetut on

sai noti ficéation Sent priror to sal f said
protocol for communicating with said workstatiodn coupled

19 to said computer network via said network interface; and
% an epéfating system software executing on s#id |
ps 2 CPU, said operating system software being accessible by
22 - user-level application software programs, said operating
3 system software being loaded on said CPU after loading of
2% said netwbrk enhanced software.

F- 39. The network enhanced computer of claim 38

2 wherein said rnietwork interface is a network interface

3 card (NIC) comprising a device driver program accessible

4 by said CPU, said protocol for communicating with said

5 ngtwork comprises a network protocol stack interfacing

6 with said device driver program.

I 40. The network enhanced computer of claim 39

2 wherein device driver program substantially complies with

3 the ODI driver specification, said network protocol stack

Hlllll! ﬂ!ll! My I"I
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6 operating system 1 44. The networ k enhanced
conputer of claim43 2 wherein said network interface is a NIC and
said '3 notification conprises an SNVMP al ert nessage.

62 wo 98/41916 45. The network enhanced E@Tfyﬁﬂsé)ﬁ%f claim
38 2 further conprising a neans for preventing the execution 3

of said operating systemsoftware prior to the establish- 4 ment by
sai d network enhanced software of a network 5 connection with a
remoge wor kspedvDiingt aehedas® sadwbsdt of tetomwr Kiink-shpport-layer

46. The network enhanced conputer of claim38 2 further conprising a
nmeans for doppboadbbgte secenfhgerwitld said dévire afriedn mtagramp sof t ware
fromsaid renote 4 - workstation via said network, said operating
software not 5 executing until said second portion of said start-up

6 sof tware has been downl oaded. 1 47. The network
enhanced conputer of c#aimB8e etwork vimhaiced afempetesordd ehleeinve &P
software conprises: 3 a multi-tasking kernel; and 4

a pRural ity whezeinvdevicardaiiser eeedrany sestantigthy reamen i Rt aski ng

kernel on said CPU.
3 . the NDIS driver specification, said network protocol

4 stack providing at least a second subset of the NDIS

5 protocol to interface with said device driver program. ]
1 42. The network enhanced computer of claim 38
2 wherein said network interface is a modem coupled to said
3 CPU and said protocol for communicating with said network
4 supports a modem interface to said network.

=1 43. The network enhanced computer of claim 38
2 further comprising a program segment for sending a noti-
3 fication of the CPU system start-up via said network
4 interface to a workstation coupled to said network, said
5 notification being sent prior to said execution of said
6 oﬁérating éystem.
1 44. The network enhanced computer of claim 43
2 wherein said network interface is a NIC and said
3 notificétion comprises an SNMP alert message.

Hllllll I !Illl II Ill!
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1 48. The network enhanced conputer of claim47 2

wherein said CPU operates in at | east two nodes, 3 I ncl udi ng a real
node and a_protected node, said nmulti-

! . /05534
63 89&ﬁ1%% taski ng kernel conprising a kernel opgfggmﬁzf?n sai d
CPU 5 prot ect ed node. 1 49. The network enhanced
conputer of claim48 2 wherein said start-up softmare executes in
real node of 3 sai.d CPU. 1 The net wor k

enhadced conputer of cﬁ§|n1295 23tWOfkwﬁ§PéPﬁe§aFGmEP5FF B SePiMar8 and

sai d nultl-tasklgg kernel share control of said CPU after said CPU
beglﬁé furg EUFPWQréﬁFHQnétW@PRSehﬁ§nE€8V§BF%RﬂrEhe ex§cutlon
51. _A conput apabl e of .interactin

. twork,
oai d omput ef c8f'ﬁ} gpesatind' SR dotklA-g BEaPFaFOpEEEeg cARIEART (CcPU)
provig ﬂgdit megc by saf8°het¥B-UORERERRGCoRALERE PRELARGT PUOT SO o

to E ognEQQthe@lgﬁtgoEgmbte workstation attached to said
6 network.
1 46. The network enhanced computer of claim 38
2 further comprising a means for downloading a second por-
3 tion of said start-up software from said remote
4~ workstation via said network, said operating software not -
5 executing until said second portion of said start-up
6 software has been downloaded.
1 _ 47. The network enhanced computer of claim 38
2 wherein said network enhanced software comprises:
3 a multi-tasking kernel; and
.4 : a plurality of software threads executing
5 within said multi-tasking kernel on said CPU.
U | ‘ 48. The network enhanced computer of claim 47
2 wherein said CPU operates in at least two modes,
3 including a real mode and a protected mode, said multi-
_—

———
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8 a nonvolatile nenory coupled to said CPU, 9

a first basic input/output system (BIOS), at 10 | east a portion of
said first BIOS being stored in said 11 nonvol atil e menory such t hat
said CPU weldsgideai d first 12 Bl OS upon system reset PCEASP/AFI4st Bl OS
further 13 perform ng a power on systemtest of said conmputer;

64 14 a second BI OGS executing on said CPU in
15 protected node after execution of a portion of said first 16

Bl 08, sai d saslkmmlgBké€Enslippompriging netherkepropecaiind An said tmtk; and
18 an operating systemexecuting on said CPU in 19
probect ed npretatted wedeuti on of a portion of said 20 second BI CS,
sai d operating system supporting user-level 21 application software
programs executing on said  -CPU. 1 52. A system of
renotely adn1n|strat|ng at 2 | east. one conputer conprising: 3

a cénputer network; The network - eSReReRA t GOMPHE &% R etlaion 48 d
conguter network, 5 sai d workstation executing application_ software;
and? 6 wherein saldasggﬁﬁu%%rs%%ﬁ%§;§l%ﬁecuﬁes in real mode of a
net wor k intertgcg ﬁoupllng said conputer 8 to said conputer network;
9 3 a central processing unit (CPU) 10

an initial start-up software program said :

1 50. The network enhanced computer of claim }9 )
2 wherein said start-up software and said multi-tasking o
3 kernel share control of said CPU after said CPU begins
o executing said network enhanced software. -
1 ’ 51. A computer capable of interacting with a
2 computer network, said computer comprising:

3 a central processing unit (CPU) providing at
.4 least two modes including a real mode and a protected

5 mode ;

6 a network interface coupling said computer to

7 said computer network;

8 h  a nonvolatile memory coupled to said CPU;

9 a first basic input/output system (BIOS), at
10 least a portion of said first BIOS being stored in said
11 nonvolatile memory such that said CPU calls said first
12 BIOS upon system reset, said first BIOS further
13 performing a power on system test of said computer;

————— e,
T ——
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11 start-up software executing automatically upon CPU system 12
reset; 13 . a network enhanced software being config-
14 . ured to be executed on said CPU upon execution of | 5

| east a fWPM4PYOtion of said start-up software, said P sshssad

65 16 - net wor k enhanced software supporting a protocol for
17 communi cating with said workstation via said network 18
interface; and 19 an_operating system software
exeBhiting on 20 & Her Py BINS @w@nm@mwﬁi&n@ thgar e bei ng
accessible 21 by user-level application software prograns, said 22
opekating sPHAEANES made FELRT IVRBYIon f @ gagtion pf said first

53. The systemof claim52 further conprising 2 a neans for said
rembf e wor k REHS orfd R&PE HPT SHRRGTLiRg @ negyiqrkgmgotocod

54._ _The system.of claim53 further conprising 2 a nmeans for said
rembt e work R | nput nessages 3 sinmulating the effect of

keysirokes entered on a keyboard 4 attached to said ter. 1
55.f£The system of cl aﬁrfn%% e PSR ced?ﬁcu%mg on pﬁ.ﬁléjfﬁ% Hhter into
a di,ggnost ! Cpgct;@éceté)c{ RSIY 'a'ﬁesxaledxecution of a portion of said |

20 second BIOS, said operating system supporting user-level
21 applidation software programs executing on said CPU.
T 2. A system of remotely administrating at
z - ¥erst Oon€ computer comprising: -
3 a computer network;
4 ' a workstation coupled to said computer network,
5 said workstation executing application software; and
6 | a computer comprising:
7 ' a network interface coupling said computer
8 to said computer network;
9 a central processing unit (CPU);
10 ' an initial start-up software program, said
11 s&ér£-ﬁp.sbftware executing automatically upon CPU system
12 reset; e
13 | a network enhanced software being config-
14 ured to be executed on said CPU upon execution of said at
15 least a first portion of said start-up software, said
AR O
* c I L Al s *
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3 operating systemsoftware from being | oaded, said system 4
further conprising a neans for downl oading additional 5 sof t war e
prograns to said conputer fromsaid renote 6 wor kstation, said-
addi t i onaWossf419%ér e prograns being 7 execut ed on saPGTESEH/05534

66 1 56. The system of claim53 wherein said
renote 2 wor kst ati on conprises a neans for controlling power on 3
systemtest (POST) routines within said start-up software 4

exergiti ng omexdictkCRdhancell software support3hg aApietbedlotokail ure

recovery for a 2 conput er system having a system nmanagenent ram
(SMRAM) 3 commuarictzan reperiah ke isly sioxswhitdbnpetirogaddl hetwakrs a first
adj ustnment to an event counter, said nethod conprising 5 t he steps
of :186 interface; agmherating a system nanagenent interrupt (SM) 7
at periodic intervals; 8 executing an interrupt service
rout®ne in 9 r esponsad topegaitd ngMsy s¢&ind sioftargpexeentiing pouti ne
10 maki ng a second adjustnent to said event counter; and 11
col 2@cti ng BEteRBlatssd rRenading systerp softwarneebs@nge_ap@eganblevent
counter reaching a predetermned 13 limt. .
21 by user-level application software programs, said
22 operating system software being loaded on said CPU.
i 53. The system of cla&m 52 further comprising
2 a means for said remote workstation to access and control
3 said CPU. a
1 54. The system of claim 53 further comprising
2 a means for said remote workstation to input messages
3 simulating the effect of keystrokes entered on a keyboard
4 attached to said computer.

1 55. The system of claim 53 wherein said com-
2 puter may enter into a diagnostic state preventing said
3 oéérating éystem software from being loaded, said system
4 further comprising a means for downloading additional

5 software programs to said computer froﬁ said remote

6 workstation, said additional software programs being

7 executed on said CPU.

o
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1 58. The nmethod of failure recovery of claim57 2

further conprising the steps of transmtting said 3 col l ected
information to a renote workstation coupled to 4 sald er
syst em vive0 88/#81&\or k. g&?&%

59. The net hod of fallure recovery of claim58 2

mhereln said transmtting of collected information is 3 performed by
a protected node kernel providing a protocol 4 for communicating with
wor kist ati ons coupl ed 5@ .safthe Bystem odnplizdim \Eizawhemetinosikid refhote
60. A conputer capable of collecting data in 2 the event of a
conput er sy@@ekstamh@necompmdsesnpumeans3for condmpdilsingy powér on
a central processing unit (CPU); 5 random access nmenory
coupd ed to siste@Pyestail®OSq) routa@:e@ommmesgpan@mtyam- sgLtvapet er
system status data; 7 an operating system executing on
sai d¢ CPU, S@:@cuglng onpserigh iCRY -syst em bei ng accessi bl e by user-level 9
application software executing on said CPU, 10 system
managenent ram (SMRAM) coupled to said 11_ CPU;, 12 a
crash detection rrechanl sm conf | % ured to ,13 detect said conputer
sysﬂ%n1fallure and A method of failure recovery for a
2 computer system having a system management ram (SMRAM)
3 ‘and an operating system which periodically makes a first
4 adjustment to an event counter,isaid method comprising
5 tYe steps of:
6 generating a system management interrupt (SMI) -
7 at periodic intervals;
8 ‘ executing an interrupt service routine in
9 response to said SMI, said interrupt service routine
10 making a second adjustment to said event counter; and
11 _ collecting system status information in
12 response to said event counter reaching a predetermined
13 limit.
1 ' | 58. The method of failure recovery of claim 57
2 -  further comprising the steps of transmitting said
3 collected information to a remote workstation coupled to
4 said computer system via a network.

* [ L M ‘.'Gl‘ "\' ’g\
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14 a data collection routine stored in said SMRAM 15

said data collection routine being configured to execute 16 on said
CPU in response to said detection by said crash 17 detection -
mechani siw@s/4i8i@ conputer systemfailure, said 18 BEI/HSB@13ct i on
routine storing at least a first portion 19 of said conputer system
status data. 1 61. The conputer of claim®60
wherein said 2 random access nmenory conprises nenory physically
located 3 on a 39 deorORidtHdErof S FRIMHERIvey S tMAldhSadata 4
conprising video controller register data. 1 62. A

conput er capadteinfsdndtirthdiictihg of aREleidel) iSfHremyiemis renot e

di rect access storage 3 device coupled to a workstation gn a conputer
netgork, 4performed by ampitciecapmaienerdel ~providing a proroaaliral’
programming unit (CPU), said CPU 6 provi ding a Bl OS di sk services
i nterrupt fforregwesticering with dadrksteoeisys ddbupled to said a
nonvol atil e nmenory; 9 a network interface coupling said
__conputer tocomuter viaia meputler network; 11 a start-up
software, at |east a portion of said 12 start-up software being
stored within said nonvolatile 13 menory, said start-up software
being configured within 14 sai d conputer_ so that sard CPU calls said
statt-up 15 sof €tar & LFRIPESRY eARARYe Qp coldiartsing dakR s tware 16
conBrising an operating system bootstrap prq%ranlwhiqh
~ the event of a’computer system failure, said computer .
3 comprising:
4 : a central processing unit (CPU);
5 : random access memory coupled to said CPU, sé&d
6 random access memory Storing computer system status data;
7 ’ an operating system executing on said CPU, said
8 operating system being accessible by user-level
) application software executing on said CPU;
10 system management ram (SMRAM) coupled to said
11 CPU;
12 a crash detection mechanism configured to
i3 detect said computer system failure; and
14 ‘ a data collecticon routine stored in said SMRAM,
15 said data collection routine being configured to execute
16 on said CPU in response to said detection by said crash
17 detection mechanism of said computer system failure, said.
18 data collection routine storing at least a first portion
19 of said computer system status data.

-
f
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17 ut|I|zes sald BI CS di sk services interrupt to bootstrap 18

sai d operating system and 69
19 a network enhanced kernel, at |east a portion of
sai d ker P 9d1%g executed by said CPU after execution ZfCT“E9W8$3%t | east
a portion of said start-up software and 22 bef ore execution of said
operating system bootstrap 23 program said kernel supporting a
protocol stack for 24 . conmmuni cating with said workstation, said

kergel 25 redlregtlnqnéabsm§h€§rdb§kc§s&ml@98whakeiﬁuealao capture
26 said BIOS disk services interrupt and access said 27

reqgested dehaabmoAcsasd wemkgiatb@pPriseslmemory physicall$3locAce@nput er
capabl e of booting its 2 operating systemfroma workstation coupl ed
to @ conputen a3video mehv@bRlegai §ata@npuoinputeenpyssemgstatus data

a central programm ng unit (CPU), said CPU 5 provi ding a Bl OS di sk
ser i ces | ntempupsihgr vidgoesbnngoler regdataradeeas; 7 a
nonvol atil e nmenory; 8 a network interface card (N C
coupling said 9 conputer to said conmputer network; 10

a start-up software, at |least a portion of said
T 62. XA computer capable of booting its

e operating system from a remote direct access storage

(7%}

device coupled to a worksnagipn on a computer network,

4. said computer comprising:
.5 a central programming unit (CPU), said CPU
6 providing a BIOS disk services interrupt for requestiﬁg
7 data access;
8 ' a nonvolatile memory;
9 a network interface coupling said computer to
10 said computer network;
11 a start-up software, at least a portion of said
12 start-up software being stored within said nonvolatile
" 13 memory, said start-up software being configured within
14 said computer so that said CPU calls said start-up
15 séftwaﬁe upon system start up, said start-up software
16 comprising an operating system bootstrap program which o
17 utilizes said BIOS disk services interrupt to bootstrap
18 said operating system; and

e £
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11 start-up software being stored wthin said nonvolatile 12

menory, said start-up software being configured within 13 sai d
conputer so that said CPU calls said start-up 14 sof t war e -upon-system
start up~y8agmhostart-up software 15 conpri sing an oper/@abIsngs®ystem
boot strap program whi ch 70

16 utilizing said BIOS disk services interrupt to bootstrap 17

said operating system and 18 a network nul titasking kerne

wolBotation. 200 SR e kil R e PR execut ed
2120 am Poofh SEHEIFEHOR bolnd te SIALLILNG R (G 10 (AR cvtdon

“Latt NrC ot PRI o SORERaE A i d TR rcuare MIED 2100 1o
opdiating SoroteLRlcuthon of SN Hberdling eysten bogte Y Y Fough

saikd di sk r§96§f£ﬁiOQaiégkerneltiﬁﬁﬁﬁkting]a protocol stack &r A nethod of

si mul t aneousl y~ executing a 2 real nobde ‘operating systemand a
progect ed nNpERmkRiALtiRG with said@ wOIBM L1 daVidei @ Kddhdur ovi ding a real
node and a 4 protected node, said conputer further providing a tiner
5 25 intere@prectihd SBIAMWICONPILisgivices interrupt to capture
26 said BIOS disk services interrupt and access said
27 requested data from said workstation.
1 ) 63. A computer capable of booting its -
2 operating system from a workstation coupled to a computer
3 netwbrk, said computer comprising:
4 a central programming unit (CPU), said CPU
5 providing a BIOS disk services interrupt for requesting
6 data access;
7 a nonvolatile memory;
8 a network interface card (NIC) coupling said
9 computer to said computer network;
10 ‘ | a start-up software, at least a portion of said
11 start-up software bé€ing stored within said nonvolatile
12 memory, said start-up software being configured within
13 said computer so that said CPU.calls said start-up
14 software upon system start up, said start-up software
15 comprising an operating system bootstrap program which

s -
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6 (a) vectoring said tinmer interrupt to a junp 7

program whi ch executes in real node, 8 when executed said
junp program saves the 9 - current state of the real nopde operating
syst em anwlo 98/41916 71 PCT/US98/05534Q -
transfers control of the CPU to a portion of code which 11 restores
the state of the protected node kernel and 12 swtches said CPU to
protected node; 13 (b) executing a portion of said
prafect ed npee1iddng saikieBM6k: didR services interrup€)t&WbbsPspgapai d CPU
to real node and saving 16 the current state of the protected node
kermmel ;.  17said operating sygdémgeaﬁgring said real node operating system
18 to said saved state; and 19 (e) executin said rea
nodeg operating systema ZBtwork wilthitcabBkehgupéeebysappdrtingrai nterrupt,
21 whereby said real node operating systemw ||l 22 .
exdaeout e unt pkototeir gphed byprsactmthieatingewiuht said @38rkstatwbhch poi nt
said protected node kernel will be restored 24 to a saved state and
gi 2dn CPU cunar shid NIC, said multitaskifi§. keFThelnbehnd ekesunhufit aneously
executing a 2 real node operating systemand a protected node kernel
of 213 prapm 69 ekxecuthosapfl. prddecpetdahdbig Ryshem bgofstrap

22 program, said multitasking kernel executing a first disk

23 redirection thread which accesses data from said i

24 ) workstation via said NIC, said BIOS disk services

25 interrupt being redirected to said disk redirection

26 thread, -

27 whereby said operating system is bootstrapped

28 from said workstation through said disk redirection

29 thread.

1 64. A method of simultaneously executing a

2 real mode operating system and a protected mode kernel on
3 a computer having a CPU providing a real mode and a

4 protected mode, said computer further providing a timer

5 iﬁferrﬁpt, said method comprising:

6 e (a) vectoring said timer interrupt to a jump

7 program which executes in real mode,

8 - when executed said jump program saves the

9 current state of the real mode operating system and

e .
e e
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4 mul titasking kernel. 1 66. The nethod of

si mul taneously executing a 2 real node operating systemand a
prot ected node kernel of 3 cl ai m 65 wherein said protected node
kernel isygogdrohbt 4 mul titasking kernel executing pbrTmasksssai d
protected 5. node kernel transferring control of said CPU to said real
72 6 node operating systemwhen no thread is executing on said
protected node kernel . 1 67. The nethod of claim
3 erein s r pLoft o 3qe! | S, 4 opl . sof t war e
£ 5% SFe 1 W' SFEY A
st\ci)/lraed in ng%g'nggéi@ Ji‘.mngf Jf Pe ?rlgérmr 2 %kp c%ﬁe met hod
of .glaim4 %@5%8&&556‘}1@ Qg&@!‘@rgf he ?To@éé’éé’&%oéé%é‘rﬂél i4md ement ed by
software stored In non- e nmenory 69. A
meghod of opgiaLhay §a§&”@#ﬁeﬁo ﬁf‘éé’ec@ed mog@&€Ponputer including a central
processing unit (CPU), CPU operatlng In at | east two nodes
Ingj:;udl ng a real mode(bfl execu@ﬂﬁgaapﬁ@f@féﬁdofmg@ldsﬁi&é@éémdn&dﬁmr' si ng:
| oadi ng and executing a first basic I nput / out put
syghenl(BICEQrﬁg1§a|d CPU in real node, said 7 flrst Bl OS havi ng an
initial portion and a subsequent 8 portion, said first BIOS
perfsorm ng a power on(syssedtcRing sai@sCPBf coatelal anpde eind asuking
is6 the current state of the protected mode kernel;
17 (d) restoring said real mode operating system
18 to said saved state; and .
19 {e) executing~said real mode operating system
20 until interrupted by said timer interrupt,
21 whereby said real mode operating system will
. 22 execute until interrupted by said timer interrupt at
- 23 which point said protected wmode kernel will be restored
24 to a saved state and given CPU control.
1 65. The method of simultaneously executing a
2 real wmode operating system and a protected mode kernel of
3 clalm 64 whereln said protected mode kernel is a
4 multltasklng kernel.
1 66. The method of simultaneously executing a
2 real mode operating system and a protected mode kernel of

-3 claim 65 wherein said protected mode kernel is a 32-bit
& multitasking kernel executing threads, said protected
5. mode kernel transferring control of said CPU to said real

R
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10 | oadi ng and executing a second BICS on said CPU 11

in protected node after execution of said initial portion 12 of said
first BIGCS, 73 » 13
sai d secovRI9BHIOB and sai d subsequent portion of 14 BG4S Bl os
bei ng executed on said CPU in alternate 15 portions such that said
second BI OS and sai d subsequent 16 portion of said first BlI OGS appear
to execute 17 si mul t aneousl y. 1 70. The nethod of.
cl agm 69, whedfei speaatiing systemowpeh eniof thitbad psowkedestingiomrsaiderrupt,
said step.of 3 si mul t aneously executing said second BICS and said 4
subgequent pooteonedfmededkérnsl.BlI OS conprising: 5 _ (a)
vectoring said tiner interrupt to a junp 6 program whi ch executes in
real node, 7 when executed said junp program saves the 8
current state of the real node first BIOS and transfers 9, control of
thelCPU to a portion 6F- coﬂbemmﬁéhoﬁe@foﬁbélmlé whereifResai@tRee¥oxrke
prot ected node second BI OS_and swi tches said CPU to, protected
nod@ 12 Pprotocel st&ck( b§ é%EéﬁW?ﬁEe‘é ]BBr epERvaresaFarpiotecP@d node 13
second BICS 14 _(c) switching said CPU to real node and
1 68. The method of claim 4 wherein said network
2 protocol stack is implemented by*software stored in non-
3 volatile memory.
T 69. A method of operating a computer, said
-2  computer including a central processing unit (CPU), said
3 CPU operating in at least two modes including a real mode
4 and a protected mode, said method comprising:
5 loading and executing a first basic
6 input/output system (BIOS) on said CPU in real mode, said
7 first BIOS having an initial portion and a subsegquent
8 portion, said first BIOS performing a power on system
9 test of said computer; and
10 Yoading and executing a second BIOS on said CPU
11 in protected mode after execution of said initial portion
12 of said first BIOS,

umm Ay IHI
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15 the current state of the protected node second BIOS;, 16

(d) restoring said real node first BIOS to said 17 saved state; and
18 (e) executing said real node first BIOS until = 19
i nterrupt egb 418w d tiner interrupt, © PCT/US98/05534
74 20 whereby said real node first BIOS wi ||
execute 21 until interrupted by said tiner interrupt at which point
22 said protected node second BIOS will be restored to a 23
Sang state and 9|V6”§2§é(§£§5§3-3105 and said subsequent portion of
14 said £irst BIOS being executed on said CPU in alternate
5 - portions such that said second BIOS and said subsequent
16 portion of said first BIOS dppear to execute
:7 simultaneously.
1 70. The method of claim 69, wherein said
2 computer further provides a timer interrupt, said step.of . .
3 simultaneocusly executing said second BIOS and said
& subsequent portion of said first BIOS comprising:

5 (a) vectoring said timer interrupt to a jump
6 program which executes in real mode,
7 ‘ when executed said jump program saves the
8 current state of the real mode first BIOS and transfers
9 control of the CPU to a portion of code which restores
10 the state of the protected mode second BIOS and switches
11 said CPU to protected mode;
12 (b) executing a portion of said protected mode
13 second BIOS;
14 \ (c) switching said CPU to real mode and saving
15 the current state of the protected mode second BIOS;
16 (d) restoring said real mode first BIOS to said
17 saved state; and
18 (e) executing said real mode first BIOS until
19 interrupted by said timer interrupt,

]
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20

21

2o

- 23

wO ‘98/41916

whereby said real mode first BIOS will execute
until interrupted by said timer interrupt at which point

said protected mode second BIOS will be"r;‘iéétored«tea <

saved state and giweR-CPU control.

A S
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