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Title El ectronic Message Authentication Technica
Field This invention concerns el ectronic nessage

w@oionestoscat i on, such as emmil nessages, to enBCI/&U2006/001571

val uabl e nessages are reliably delivered to the

reci pient, while reducing the delivery of unwanted
nmessages. In a first aspect the invention is a nethod

for electronic nessage authentication. |In another

Bigleect the invention is a systemwhich inplenents the
method, and in a MSR LBME i on is

softvvare for perf%lreértl“r}gEt he %{Aﬁ ntIéackground Art

Email is now a ubiquitous and | ow cost form of
TEeshminal Eield on bet ween peopl e across publicly

BHIS @8&hhib1e caBid tebictrofic Wadskse Aitedhtiadtion) aldhnats el messages, to

eLQ&re%?é Hieg%g}{% Qz%dreﬂﬁlﬂ Heli® Hlto the TEUIHI lﬂu %Jﬂl% reducmg the

creast USt ness v
PRept SHHBNER JEIeEss | Dhvdh [IHBFk 5 IBYPER. ih tpethod for
alentionic wetsagel althemicatiomnth ewother aspeat sheiinventiarhis a system which
itdrpdrditbe nldiBods @AdIBY a Rirfher AptenhdRvehtERNP ebfw e foff performing
thQﬁie'Eho mail is not actioned within a short period of
tine after receipt. Email is also generated by users
in many di fferent |anguages, including English. Email

. BackgoéumwbArte, generated using conputers, and software

Exﬁ@mssncfw ebheatuesl IgRadst ProeTRueRNALbA BESFEL pbbie across
E{Qégsmtleo err c}%‘f\!v{?ﬂkg th 5511[ H%él ﬂ]?e?fe?usflh¥ acce'gélﬁlhty and use

qfr%% lée:onﬂ D aneEIsng bt %‘QPSS Lasgfa*%iﬂmraw%e% ofurther,
the aersieist oflemsa] genieradly expectithelr swril o batdelivasd anvhid hbeghvalue to

the ERNHGHUGNE Qerldor (ilBbfiEBHY dlblzﬁﬁ)bﬁltéd ehdih@hdil F@iot adid¥ed within

LU 8 BN 78 AR AN e

ume of nui sance enmils grows nore
time is consuned in identifying and deleting them For

Baiis)antdide, OéherdéDitidd Soibuté:S; Sﬁldrsﬁﬁﬁzaﬁqﬁb&@ h¥RShRE designed
tghcc Qﬁd I n¥1|t qua ls%rggp elmga\{][eﬁeéna% %ﬁ?enkse él%lcutléﬁﬁecidgly This

|sed ucti vi

fé?lhfyh@n&eg’éﬁ‘ii %ttqn&iﬁt%%lsw BHW@’@FW%Y eé@fsée interest groups, but

~ dider eotransmit iesobicigrininglaindiseriminpteomassenuilingd  Aocdnsv@snce is that
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ﬂgahyaqgér& | fdatheRe WO r%xsmfn@gwnﬁrwaﬁéw%ﬁn@ ﬁd}n 054@19 knb®n and
UFTE of e| ved
R fheb B AR ot orflR s LGRS or B0

appl yi ng blocking or filtering criteria against the

As tenvelgmeeif]l nustan e amailtpd geower moretimeniiconswnedpiar wiewtifying and
deleting them. For an organization, significant resources can be wasted, whether at
individual employee’s desktop level or in centralised IT support, and the “overall
productivity of the organisation can be adversely effected. Moreover, the organisation
may be required to invest in additional network storage or bandwidth in order to cope
with the extra volume of emails received.

Some organisations attempt to exclude nuisance emails by applying blocking or
filtering criteria against the incoming mail stream. However, mass mailing operators
have responded by disguising their nuisance emails.

One method employed to filter nuisance emails is to block the reception of any email
according to the senders email address, domain address or name. However, this
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have responded by di sguising their nuisance emails.
One nethod enployed to filter nuisance enails is to

whb@ck4iohe reception of any emmil according toP€aU2006/001571

senders emmi| address, domain address or nane.

However, thistechnique can be defeated by changing the
senders address. This can be done autonmatically by
conmputers that increnentally change the senders
tectnipes cire baedsfeatert hynelwmgingi thensgndpisr adsessp| dhishean be done
aﬁﬁﬁﬁ’&fcﬁll?'@' &or@ﬁﬂé@&ﬁat%reﬁ@n&ﬂlﬂ ¢hange the senders address between

! Se'i?g e‘ﬁﬁ’ £0Tmé hiRls "BRsi ”%Hhﬂe@@ may be
b (e Ban ol SR R e e
|l otérond cagwass nagBailing;  and

ﬂl@l‘ri y) 1@&&%%@@3&&%% 6n f1RkRir® nadOmaiiic 3@ 8d ohet urn
addresses to avoid enmil address |ist blocking

criteria. Sonetines, they even use the reclglents axy
Tarpihar cagrermass Taallingh@per P TARIARRF 18K OF RORLPHYPIIFER Y fldresses to
2ojil aystaddressilist Wlocking saiede. Snuuetimes,sheyoevioh sk iherecipients own

nSRERIdQS a0fhe3BMreAMkdssaccording to the contents of
the subject Iine of incomng enmails. However, this

techni que can be defeated by using, phone msl eadi n %
Amothersmetbed |mplesrider il awisiges PRANS ©nalopls the Foeption of any
emﬁl amommg toethe ywontents eftthd subjerniine op incoming emails. However, this

eféa‘?ed)l‘}‘}l Msnz daNRy, n&sl@é&l‘iﬁ@&r mﬁ@%{i&fj subject headings

) &é@@ 5 SR ahiy Eh g R B pgd BB Loose weight in
@n? darss: For exanple it is possible to |dent|fy
nui sance emails by the recurrence of nuisance

ABS3RGSSethtY erﬁ@l@?éd fo iﬂfer%fgiﬁ&: ér%gsbi@@@bioﬂ@h{@sag@é' ad®rding to

r ev ousl t at

S b, sl | peReRtu ot sratnish ol neSnRl 1o kARY Hisance
qrpvdlsthyl the mwgemq Qferru@nﬁ%lglemes, by @gneTiq @gconppon language traits,
@ebﬁ rpbvioaddritlerftified statipticall p@iitansf nuihndenanaile médwever, this

1}:&@{3& Od vTRERAAS oﬁb‘{) %rﬁltfeh ﬁt&%%@@&\{ﬁa&aﬂﬁdt hat

e emails can be aCCI nta 'y bl ocked by
|nadvertenth%)neet|ng t he fllterlng criteria. In so
Ior geapiad sApAT tom eastiningscqnsigualompsesanea yiliriae apethegs it fer from
thbeliddogitagt eamivinabio ceraailyeciuabe abdddntaly blogked bgnmadvertently
Iﬁ@&ﬁlgqﬁé’ 11tQ’1 GRSHY. EmQbrde e di4GBhd B Hal 14 tfo'télﬁf)orary storage of

ajﬁ'?‘ﬁ ﬁﬂ ﬁ(ﬁ‘gf”?“ eag{dég‘%]‘?rg}% @8&@@‘6%‘?’?’?8??’ voi ce or

data) received froma public conmunications network,
PRSI oTght Deveatiops of . Rejecting el ectroni ¢ nessages

thﬁ}s@'é?pgﬁfe Ble thehk'IB&méNa {1a lﬁéreﬂlteﬁloda%k %Eﬂeﬁﬁcatmg electronic

1@8%%%%0 I WE%%]% atell)cpecelve fom 3 n%llC corrgmumcatlons network,

comprising the steps of:

Rejecting electronic messages which are sent to unknown recipients;

Rejecting electronic messages which have originated from compromised
machines (those for instance with viruses or part of botnets);

Rejecting electronic messages otherwise readily distinguishable as being
invalid; '

Testing electronic messages addressed to valid recipients to determine whether
the status of the sender of the message can be categorised as trusted or not-trusted;
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el ectroni ¢ nmessages addressed to valid recipients to

determ ne whether the status of the sender of the

nmessage can be categorised as trusted or not-trusted,

If t ender can be categorised as trusted, testing

the sBrid€rseady; ¢ haiceirgortsdr e tugedntosting ithe pender’s originating

vwir:]@tosmm e‘tgis a::]?ﬁd e;ome, aad H’@Ogcb&lgagsih@ theSBRAER s @@tgenticated;

aut nerhE AhRE of the enBerSLaBhotShelPdatd AGsSEL ARh Bflying tests

g)a?gtglqlgfnge‘%&bt he{ V\Pﬁfg (tﬂ?%go a‘f)gfil n _.%ngge%s, 0 dg'f'
etermn et el 8P HEt S PHET PagHi ¥ Hualihge spam, and if so

FeiRFAing thegpesspegnothenvise putomatieglbyciendige ehvequestsfoagehentication, and

b@lu?g\m;smcaim@megaga id ?'%@ﬁmidé PEnding RAEPO bfd Riply;

aut hept 4;,£q e sage i

AR E,eﬁéﬁgn‘%’%fg%lgé’l& Aeptudd Sodi st pE R4 o rusted and
acceplt tﬁ e ply is received, categorising the sender

as t rfificerenderdss gatemeninerd catwated And authntidageds delitering She message

wdhegoipgiesd as trusted and aut henticated, delivering

the nessage to the recipient. Mdst email filtering

opt a principle wherepy emajl is _considered
WL RO Ti3Bhe Shdthodi B POUGRIS whesaby ameilen eonsidsred guilty
Htif §31 bereroven émbednnesses dm cappasbahé imkeatiedyisénan approach

whatby arseraoin i @asidered FHAOEAR int PrdJenRuayen guilty.
The invention enpl oys several heuristics-based checks

0 test.the el ectronic nessages addressed to valid
?%ecﬁnﬁ‘?’?st}ﬂnse_ SY%‘%‘?VSP:'ri%ﬁ%“SPﬁ%’%%%th%CWfOttPFé theplgetFonic messages
apessecdineielid reripients end deferning theer statnoof thieneddetl These checks may
iotledk ibagare Toelisgted er cteckingt ory of email comuni cations

TS eRER @i st YT Phasi CEIM%F%S The sender IP's

.fh%put ti.on Checkin he mai I "content (in nultiple
ar?ﬁﬁ‘geéélgf’a *BWANRR ' s conpliance with published
%Flld@ftlgﬁmlopeg RFC rul es) The sender's presence
Cdtmtingalm:maﬂedmbﬁMn lﬁﬁitﬁleaﬂaﬂgﬁ J@ggdt he recipient I

Ao ter n.eqail's
%ﬁﬁh"éde?%&@?g@%%w&% %ﬂ"ﬁéﬁlﬂfﬁ%&% (58 NS pi ent

éﬁn‘g?ré, BIfIEHCC; 00 Acesnisdat magntpiaed pyitheggcipisat

Anplng Beyesirymetbedqlpgy matetorminpumhing]’s authémiity] dndc k"
\aidity eyl tedckingdiyiebiBleqt €mai | s. The nmethod nay include
Whé 26didb! ANterSHRR 0 b8kl e fn@gntﬁségg Sset }Qro-active pushing to

“ga%E t%rlc%’n&elivery of legitimate emails.

The method may include the additional step of testing the message to determine
whether it has been spoofed, and if so rejecting the message, subjecting it to further
examination and/or possibly categorising the sender as not-trusted.

The step of testing for spoofing may involve the step of investigating metadata
accompanying the message. For instance:
The metadata may be read to determine the address of the sender, and this may
be compared against known trusted and not-trusted addresses. ‘
The sender identity. framework (SIDF), or domain key identity management
(DKIM), may be tested, and where the originating domain has adopted a standard
messages will be rejected if they fall outside that standard.
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step of testing for spoofing may involve the step of
i nvestigating nmetadata acconpgnying the nessage. For
i nstance: The netadata may be read to determ ne the
address of the sender, and this may be conpared

agai richeckingbeuneamessdgasnd not - trust ed addresses. The

sendeChdclBitd3 A réddopdgewor k (SI DF), or domain key
identity management (DKIM, may be tested, and where
mai n has adopted, a st andar d nessages

e o.rlg at.in 90

on 35005 Beipdlad R oot o7 salf mgtarsication maRy be sent to he address of
ﬂxemaxatpr(ch tcthie igfedrdreeipivesdpgrding Gheciienicfbiances.
records. \Wen a spoof is detect ed a request for

the addr ess
S e o S ST ) B A B i
4 b EWF&%W%E hishipg datajsnd/Ar srji-phishisg ﬁatycfmrswﬁrﬁ@re
conducted on incom ng nessages to verify the identity

Af retlﬁ?é%t gen Q&her&éﬁ:’aﬁ&l %’éﬂy‘ bP Qél?t%nélth@?tﬂ?e Q&kﬂje%r of the sender (self-
aut t19{1|io§12t0 P%ﬁ fgréaﬁ% og]é%tg ‘%eé’e’é‘ﬁ{‘%g’? u?%é’reélar&?ﬁ%eés of

the sender (selfauthentication) or the recipient, or

Befoty, a deguastliforgsedf authentiqatiof ds eme@ thBedeater, *hEQQURSY first be
donduéied fo 1§éﬁtﬁ§ Mhd ERAlEOR ol r§al nt | gsé ‘E}f;acﬁs%ﬂgz fnchﬁﬁe(:ks

may onduct ed to | sender as
r eal ]janngrm ﬁ%ese checks may i ncl ude Domai n and user.

" SpanPPEReekeckout st andi ng SSA check. Fl ood check.
i giOMsttmdn&S&SAloheék check. Anti-Spoof check. Check
t hat fidi gresiIsage can be sent. A self-authentication

requ verify thensel ves may be sent
in %ﬁf@%ag%ﬁsassjgﬂg h ender It may include the

f ol I MItPWECIKs: | ntended message reci pi ent,
| nt eiibeck tettha gesssagejcat be sén. Accept URL for the SSA
recipient to validate thenselves, ' A nessage

A rkfeﬁfamhréguéart]ﬁm ursealrlesst ttg S gendlgro 0e v(e)lf'lfy fWﬁeemssgﬁr\'es may be sent in the
language of the sender. It may include the following details:

Intended message recipient,

Intended message subject,

An Accept URL for the SSA recipient to validate themselves,

i A message informing the users the purpose of the SSA,

A distributor signature line,

A RealMail signature line,

The first few lines of the message

An optional mail to phrase in the text body part only.

An extract of the message headers

A Reject URL for the SSA recipient to inform the system that they have inadvertently
received the SSA message as a 'back-scatter’,

An incoming request for authentication informs a recipient that an incoming message
destined for them has been held in their holding tray. The message may include the
following details:

Message originator,
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A distributor signature line, A Real Mail signature
line, The first few lines of the nessage An opti onal

woreho/ogm4phrase in the text body part only. AnPERAD265/001571

of the nessage headers A Reject URL for the SSA
recipient to informthe systgmthat t hey have
inadvertently recei ved the SSA nessage as a

' back-scatter', An incom ng request for authentication

I nf onvigss ersaple@u ent that an incom ng nessage desti ned
for t&‘%@%ﬁ' ratﬂﬁﬁ’xg C?I%%% efh?l t&%ﬂhre dis'@lgte%ﬁbéd by Mke system
rressage of |.owm n Sa

ori gi‘n syeerde eércl%Q1 1;ggfr ‘g" gwltfléli‘%nﬁ g? t he

val i d)dt@lls@ﬁ’ hbweheetmr magslldwtthe mesﬁ@ee e ml@ae%ftrémeﬂed
URL that |links user to their holding tray to deal W|th

nmessa I

$8e 5358 AR s Tidhddudih RNl “@%H?f R 08 VIR review by

aamtgqurréameﬂ tM@ST’ﬂgP%IWéﬂ% sept 19 § heﬁatﬁnﬁ%‘? 5&?311?@3? eenc"“mge
duoh reeiviveWTby hietde miestagasi enhyr be ippigedt fromedma destimayacperding to
pggd’gﬁng@rﬁlgse i ntended recipient to encourage such

review. The held nessages may be purged fromtine to

time according to edef| ned rules. The holding tray
Hghaldas enmayepge Klyaessagesy Lor istaf®e:  Probabl y
val i ®ProtbEsvalidy val i d Probably spam Spam Urgent.

Di ff 80 r‘;djlgs may apply to different categories, and
thesei, n%%ﬁ, ly an action in the event of review by
the iA? ¥ Hec pient, reply to the challenge or
passa@élof tine. The actl ons m ght change the category
of tHégemssage, accept, reject or delete it. The

]Dfﬁ‘e‘?&ﬁd ?ﬁ’ie§ ﬁlﬁ BhRP o Hﬁ'ﬁerérﬁ\éhﬁgbﬁesnﬁﬁﬁﬁ% thight Bl eh 8étitar in the

?ﬁsgﬁg ]éeVleg\P ggé?e lrpaccfgg?rg%fm%a %qu%o e a%lte?%? F)y QJS dI6f time.

H@qac@ﬁgs PRight naeﬁhq@éegome%tb@ MesGE SO TSISER OF GrAgie -
to be added to their accept |ist.

The intended recipient may review a message in the holding tray and apply an action to
change the category of the message, accept, reject or delete it.

The following actions may be defined:
Accept, causes the originator to be added to their accept list.
Review causes no action to take place.
Reject, causes the originator to be added to their reject list.
Delete, deletes the message from storage.

An acceptable reply to a challenge message may be a reply that indicates a human has
responded to the challenge, possibly within a predetermined time.

4

If a sender is categorised as not-trusted the message is not delivered but rejected or
deleted, and the sender's address may be added to a list of not-trusted senders, that is
the reject list.

Realtime Blackhole lists (RBL) may be checked to identify known spam originators.

Three levels of reject lists may be employed, those managed by the user, domain and
system.
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Revi ew causes no action to take place. Reject, causes
the originator to be added to their reject list.

wdeloeneso4del et es the nessage from storage. An PCT/AU2006/001571

acceptable reply to a chall enge nessage may be a reply
that indicates a human has rgsponded to the challenge,
possibly within a predetermned tine. |If a sender is
categorised as not-trusted the nessage is not

Mo i rasietl thivd paey edisedmay tteketsatied dodictdrmine miethes the email
o?%g{a‘?o?sis %Xte@.el)fffé?&lq lév?lsaof{ dcléc%p_t QfstsNhy bE Hﬁlbﬁ‘ll%é eRIedisg, those

he reject. list. Realtine Blackhole l'ists
I‘%@Bgﬁd 6&&@*&&8%@%@%‘8 af@ SY$&Rt i fy known spam
originators. Three levels of reject |lists nmay be
GuTRbiaY afhail hitgSasdTbaapedkelyot helidiggvirugena corderd and other rules
ns policy.

L E Ay S 4 e bR tpont SO iedtons pollcy:
trusted. Different |levels of accept |ists may be
lenplioyes dfibé indienidon mhpde indkragenagsymenhef emeit, bug diiepn also be
aPPReEbSheny othbi B8hs 6f MBéshgiB\inchdiog e shbaakasadeservice (SMS) ,
p\f@éihgi ty c?lﬁbﬁéﬁ%gsan&) 156 G@éi@&hv&ﬂﬂte%é?—@r?tﬁ%le@d@},Clﬁtemet based
conpry “w a user_ or or gagl satl,gg gif’le ect rqg:nl C ctivity hence is
telephanyi CHPIToRRss pigtleg jtandeldmiogrnalktor gelyans R aeFioHty hence
amalpglyes torth¢ Hwvesmesiphivario thefineendion fornpthanticatiop. al so be
applied to many other forns of nessaging including the

hqnt. erVi. ' llo:RR0Nes
AR TES BRRB0TS T iferkalR g R BB I R b BROT S,
based g Fapwysjon Vermallses sinilar standards to email
Daniald2d Sereicy (ROY) auhistibintdd YO ADOS) 2ttagksl ogous to

D&t arevisp Atigiat (ImA) 0 the invention for
authentication. In addition to the above, the

invention is able tqQ provide protection, against: vir
Thoatrs AR BRyvieduesn el OARddih ‘éag%éﬁf\fp%%iegﬁfﬁs I g to 60%, by
dohsoyinp pedaeteOB of dODOB) asabvee ks Di rect ory Har vest .
Attacks (DHA) The jnvention may reduce the bandw dth

Seraigpe(r%r E’Pr%l?}lé, Jt‘se {‘lveeér%r? Yn gﬁ%ogiggt%ﬁ]%ibl?éﬁﬁ%?%%ﬁ?}gs “gpam” email

=0

er pl Ctions” as abg ) ven ..
“GlsgRoskives) 40 vitvally aejer | DROTHLION MGHELPSFATETS HLFatogegisation

ofdpgitithatenamdil ¢ridindtsdbyediutiau estider for assingle ahdssagedifalse critical”)
tg'la,erﬂdmg,ez@;d_on may reduce errors in categorisation of
legitimate email originated by a human sender for a
single message ("false c¢gritical") to virt uaEIR/_ Zero. i
Innangiatrhaspesis Hiec IVERET Ay én CPRAUICE TRessasep Attaptiratan, gepliance,
aaiprsintg: cat i on appl i ance,
A communications port to receive an electronic message addressed to a recipient. And,
A processor operable to:

Reject electronic messages which are sent to unknown recipients;

Reject electronic messages which have originated from compromised machines;

Reject electronic messages otherwise readily distinguishable as being invalid;

Test electronic messages addressed to valid recipients to determine whether the
status of the sender of the message can be categorised as trusted or not-trusted, and if
the sender can be categorised as trusted, testing the sender’s originating source to
ensure it is a valid source, and if so categorising the sender as authenticated;

If the status of the sender cannot be categorised either way, then applying tests

to determine whether or not the electronic message is invalid or spam, and if so
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conprising: A conmunications port to receive an
el ectroni c nessage addressed to a recipient. And, A
w@e@ces®er operable to: Reject el ectronic nmessegEaUv2006/001571
whi ch are sent to unknown recipients; Reject
el ectroni ¢ nmessages whi ch haye originated from
conprom sed machi nes; Reject el ectronic nessages
otherw se readily distingui shable as being invalid;
r3jestingshe vtestage:cothersdseqatonadignlby saadingn xeapest for authgpiégation, and
HoRlislethe rédendwhab iR in qhaastrii peading redeptafadeslyof the
eSS H0G, CRRAREABAPL 368ivRY, Lhitalith Pind badd: UR! Bilsted and
and I {‘c{w naer n be categoriSed as trusted,
appenticiled Waidsender ' s origi nating source to ensure it
i s alfvthbisendso iy caggoainet af trastedoandeyhensiceigd.t debiverdnglde message
tetheattipRAt. I cated; I|f the status of the sender cannot
be categorised either way, then applying tests to
det erm ne whether or not .the el ectroni c ness is
In gfather aspect Pgripventign i sofpiae é&??‘%@lﬂ% th?é&%fﬁ%ﬁ;
ot herwi se automatically sending a request for
B AISREFHPAbALHE thaDkaeghi Ny the received nmessage in :
uar antJ ne. pendi ng. r.e Ly . .
3LaPHer e PEOMyORn B Rbwche Bt it 18Ppet to,tbg fottowine
dsgvingsist ed and aut henticated; And, If the sender is
cat e@iy. ilsed digrdm uf b gpiahthsallbtenef thaimentiasl i veri ng
the 59398 di@rddIer & 85idal Blhitednite 3f tHelihti@ioaspect the

inventign 1S software far . rm the nethod. Brief
pesctibororE rhar i atenBe SRR Bafat oo "t he

i nvents aris 4P PFapRif/obal He@Hm WeeieFespect to the

i nveki§ 4 HRIG0h o

f ol | ®ig. 3ds ditppicaigeceFERL.1 is a diagram of a typical

I nst ﬂé,%tiég@%ﬁéalmfec{mmi on. Fig. 2 is a diagram of

aty i.ca,l. architec rlrelof the invention. Fig. 3 is an

exanp % /df STl HY2 EERGH¥Eage. Fig. 4 is an

exanpl e of an incom ng SSA nessage. Fig. 5is a
BaspiViies Af tiedinveldion Fig. 6 is a typical Reject URL. :
Rtk iy Sﬁﬁgﬁqﬁkﬁgﬁﬁﬁaﬁ“ﬂ%ﬂ%@ e any Hegh, i aniolve the
iRoraladion ot S b BPRERE AbfRaeh 10 e h Szl AiWRER Broteats it
froms the Internesd 4ofThampakianse AP theatintegfaggspyithn pEvato neRieria 46 via an
aindill seewaliB. 12 whi ch protects it

A variety of layers of protection are available to the appliance. Referring to Fig. 2, a
typical architecture 20 of the invention will involve the following: ,

Perimeter protection layer 22 provides physical access protection, general
network access protection, code level protection and initial SMTP boundary checks.

Anti-virus layer 24 that checks all incoming and outgoing messages for virus.

Anti-spoofing layer 26 that detects all incoming messages from spoofed
addresses.

A layer that checks the validity of message originators and sending mail servers
and domains based on industry reputation lists and methods 28.

A layer that checks the validity of message originators based on user's accept
and reject lists 30.

Sender self-authentication (SSA) layer 32 that requests message originators to
verify themselves when their messages cannot be rejected or identified as either valid.
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appl i ance. Referring to Fig. 2, a typical architecture

20 of the invention will invgjve the follow ng:

Perimeter protection |ayer 22 provides physical access
protection, general network access protection, code

Oesed npsaige tiaé passad dhrongl itel abSMT Ruylerubniastyl cinectkise identified as

%{d’ gi\%]iﬁ %ﬁél%@%’iﬁrgs}?o c(l)ﬁlg ?fa?’/oﬂ% %a?i'tihe g%lf%ﬁﬁﬁ?g cgt?ﬁ%%emt 34 allows
it ol BRERER: ol molePi 6, LRPPRLIER B ShnBGnent inform
urgtir i Shamessaggsdy dreit pdding trex kad @h@w&ﬁmorp gt ¥ thasemergages.
originators and sending nmail servers and donai ns based
[ r -] [ : Ry e
ggatd@‘?%m f{lﬁ B L e TRk uosses
NEEFoSPaeEbp Sinfher BYBRIOT | J1e CHSorag tal compORtat performs
detks alivrepingonailspar pgsenueetjans gt hatebeeremade pyreceived by the
B8 20 deldfdrgicoipohént! @ éaduré thdt ek aky/ dmWvalid tseedefs and mail
sages cannot be rejected or identified as either
val1d. Once a nessage has passed through the above
| ayers but still cannot be identified as valid, it
Radhl coppoheit of the iavéndiodiindetaitesdyas fallewsguar ant i ne
aut omati on conmponent 34 allows users to nanage

ﬁgﬁ,ggg,eﬁf(jtgcﬂ;ongr hol di ng tray. The possible mail
ent |

onpon nrorns .users of the nessages,in their . .
HTeh AEPTaF BYPISTIPDS PEVRCtR BRI OB OB Rologatiis s gaaliance in
T sesuckalata/@nire ofhigh will alowiphysiesl dcesss gallyrig avtbedsedstaitr e
handl ed by the nmessage delivery conponent 36 of the '
h@%ﬁ%ﬂ}&'{ i1 Jh&ﬁ%l% 93! eﬂg/ Higil,l of (R,egltl Qﬁﬁﬁe% iBR e Rade or
al'r, "ot goj ngmrml S, . of “any congfe 1’'ons, thai, a%e 8& A
TeReiNehPY e Bitgiagt Bringheompapsayel the plpycecURpBHERLY Ottd- Any
eomect®nt thatt is trévejvedrty the applieake ¢ sbjedetsbamdaryaghecks designed to
REdeY 8¢ FranFALYiRAR NGRS gl fas HORiN1IEVRMbIe BMTP BV élyliedompleted,
ngif o'ﬂlfeoé’\é%din esrelrvrgia‘tv%%}ﬂe% Stisivif? .tgﬁ)réh{cle.rasxtx%d gé(lgferf%port. Any
ﬁtoP_%c ioh 1§ perinmeter, protection provided by .
Tegselensvilk pass Bk asanedh in TR i ROSHRICAO B et (rFnge that in
thie [Versatnldkelyp et ofib legitinst amily atlequate nderinsidn 3¢ afdilable to the
ARG RGoidBI thisk §ogﬁ{,é_ned as any mail, or in fact, any
connection that is made or received by the Internet

faci ng conmponent of,_the appliance (including VO P )
Arhﬂu@%% ebeckdailing yyilliresulidn dhamesspae haies %?wﬁ%awcfée ?‘\@TA: using a
Subgaglet t o boundary checks designed to reject as nany
illegiti mte nmessages as possi ble, before SMIP

‘f{ Eel gﬁ/p?ira}{cei vs(’/ilf:ggpclm%{g%ged to disable pipelining, which enables a sending server
to send multiple commands in one go. Pipelining is not strictly necessary to SMTP and
is frequently used by spammers.

Anti-virus 24

Virus checking will be pi'okfided for all incoming and outgoing messages. The anti-
virus function may be from a given commercial third party products. The anti-virus
function may be turned on or off for both inbound and outbound emails.

Any messages that are accepted into the system will be virus checked.
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sender to ensure that in the very unlikely event of a

legitimate email, adequate injormation is available to
the sender to avoid a false positive. A boundary check
failing will result in the nmessage being rejected by

IfhevidisAis desdcted ia anxixbeundiemesthge butpidtla tieeongihatobend recipient are
gagfr%lf I‘tl%”fe@ idnP ﬂll%@eﬁt Q'rrvﬁﬂtnhﬁ 'né&g% e@chlé@gqﬂfé' WAfusdetected. The

L e
Hrt qamldyteg@,@u akgyrlﬁmmﬁfs thepmessags ﬁlafsvezm thypshgld, and the IP is
dififerdat, e iebsagdis aupovt. dEkk feoipiank bf & smifedupessage will not be sent a
% %1 @%s%?@? % rag Esedﬁgétéd W Ay ?ntfoﬁﬂ@ trﬂ@ihg@%t g bfi@htor or
e oty

#feotﬁesr?ﬁ%e‘ﬁﬁ% %‘r@‘a‘?ogcgf off for bot h

i nbound and out bound enmails. Any nessages that are
HCaeghrds ideteotetl i aBy@itbennd mbssbge, \the uRessaeokitichd deleted and the

leléﬂﬁtof ?ﬂﬂjﬁé g‘%ﬁ: %%Arﬂm Mid rl‘fi Hgﬁ%@%g A PR J‘m%gk%gf it will

nt ar recl EI ent

laeed%évr@fedato ¢ m ?ﬂﬁl prégcgglﬁ)ét taa‘flfursr?&e‘flﬂlég geToT Qceurs, e event will
bietecotded in alog filelent ity of the sender may be further
verified using an anti-spoofing test. For exanple, if
BH?—s?P féd ection algorithmscores the nessage above
h
fneds

v o Sl B Sy S B DS TERSRIG LS B i

Behfrom aspmimgr mwsisgesing thah ugéris asidress dien melieigus pueeses. If a
meabd Brrives fageard Uhgihﬁt%r Ohia0hsRAd Bscepr ligtebutaheM addess does not

13%{ e\(@lcﬂ tﬂe oﬂ@ﬁmﬂﬁ het 8&% 1stb ﬁleqﬁ% E&tg%qs gllefsurﬂed’ i ‘t?és%ééj%of

edlnanou ssage sage W |
del eted and the originator w I | be sent a warning
Wies ageneskdgerppesuineddo bs adpoeltis edteried athapassage, W1illtbevdelhwered to

e viek i@ Es&dert OTHdBack¥naneRRr BRGI RireRtout bfseAdetivetiSication check
EDSAANS SRlo ASEYESsnhQEoRHEonhilisafE,  eCorded Tn 2

Spoo oof ‘ined as a
nmessage that purports to be fron1a partlcular addr ess,
Buti-phsshing fests tméy bm inclegedrie verifyothesidentity gpft thatsendesr ' Bhishers
BAATS SBteiPf tdRlab@ilOMS; Qétfuﬁ@Ss%ﬁsﬁd/é ifoBRRAdSudd ki PeSword and

&Jéglmc bgl!'s %}% 81 ﬁa%ll‘k? %r 1@1%% %4r§o Yor ﬂ?l?{%wg i alrgessage
Q?é*‘gct ﬂqnidswarth i n@g@a@ dafals mlf@greaaésd t%IS%eSPSCéIﬁ&BFd party anti-

Mitielning softmears agy berssditvedbtect phishiag sposages.s det ect ed,

the nessage will be delivered to the back end server.

E}Eu??%gﬁ%oﬁg%s‘i{&néﬂﬁﬁzoc bgi es out a sender

The invention may use 1ndustry reputation lists and methods to check the validity of
message senders and sending Mail Transport Agents (MTAS) or domains, in addition to
the local accept list. For example, a Realtime Blackhole List (RBL) is a list that is
provided by third parties that details hosts are known to send spam, viruses and other
malicious mails.

The invention checks all incoming messages against the industry reputation lists and
updates the lists regularly. Where a message is on an RBL list, the message will be
rejected unless the originator is know to the intended recipient. In such a case the
message will be delivered.
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by sending a nessage to the originator on the new IP
address. Anti-phishing tests may be included to verify

wo b@7iodemt i ty of the sender. Phishers usual |y BCT/80pi06/001571

to fraudulently acquire sensitive information, such as
password and credit card numpgrs, by masquerading as a

- trustworthy person or busineSs in a nessage. Specific

third party anti-phishing data is interrogated. Al so,
AH’ efddnifg ofiskaEep arill e ashetkedi painsythtidf pansr eputatiorh dsty (actluding

éféﬁ/bts‘éﬁ&eé QLH nR%ﬁc%gfg% wilBUREE e R RIY G difdiolis Dhhe list.

Mepsageaveepls @tlk r‘?'a SHaeHAR L M Dot e ghgteed

nmessage senders and sending Mail Transport Agents
AViAsomiak rﬂ&ﬁ@e@&mlllﬂmadﬁ&ﬁ demainOsenbier identity feam@pctrk (SIDF) or
éﬁﬁ%@cgfa‘@ ch cﬁc%gp IAeme élgg ﬁﬂa c@%%&%%ﬁmaﬁ ﬁ&es ?Eﬁv rise SIDF

ha I es et al

Retls OBt gt re&P < & TiRePEg il be Tecoted if the
drahdic idves nonpdeertisEheoft-fail medonds end ¢hes mebdage oohinagmatch these

RBSIRI ASTaAaR W3l rebd)€in NSHIS EGde toaRY bedin@MITIASith @Bshplete details

%%gqflﬁ}ﬁ hehﬁﬁgsﬁéﬂﬁmg Feg&lté%{ l ’Y‘%e X&S{@ g@ Fﬁea 4 Qiﬂ ifplements
Dy iitasually indengds 6%&%?@ et rffaél?m r &qsmg@ﬁ?}a’tq tlg&a fgmework

wilcthsefarhdaihessage will be delivered. AU i ncom ng
rressages wi |l be checked against third party

ﬁeﬁc%t '1%? rrlelﬁsagg 1s(s|1 d%%ing%gﬁgdﬁﬁis 1%?&%1%{1?@%1 U@Q@ﬁ?%‘d If the

SSage he I'n
qyg 0 nob §¥ie eaf@%fg ool bgitEIccisgy G5y §~?5>e}<§cff>r dompigs i send all
mngcblyg imilburia the kérvis, o thatsimplenodng XAV on tlgin eggoing servers, will
wi |l have their domain sender identity

framework (SIDF) or SPF records checked. A rressage 'S
unaffected if the domain does not_advertise ? .
K &8 ReRming maseaggdtra AR BpIsAee e BA SV chegk mill bg pspfgned on it.
Thamesssagewill bé rebmtedaf thetohdck fails.h@hel onekrenaldestha M TA to identify
FdYRIMHo8Rce m&shgdsai | © records and the nessage does not
mat ch these records. A failure will result in a 5xx
code to the sending MITA with conplete details as
Mymt:mmﬁe@g%g&esmg héYE'e&te@dCS#ﬂh@ca%ﬂéLﬁ% gkedn Asnteﬁ%z\ge will be
tefecteddf IS A igfdranmion do&l f¥F, matth teu@$A yinfonhaiwhsadvertised by the
adhere to the framework. Messages outside the
framework will therefore fail. If an incom ng nessage
is signed using DKIM this information will be
AHHrioppming nressages RaY sbeyherbed it eas, whetBer gheyr arenfipm FealMail
agh@teé dendand, y Iff the alotimid prefelonsxisrge tsbtato Akmd nwkdages from other

REHIIRINGsIFRIeSth¥h e 16ss8EE \9(7?1[ %e c1ﬁc91 dcfphITRAd nB¥&Mject to
servers e publishéd. [If an

§pﬁ%€ﬁqeﬁ{§m§é§g qﬁ‘élg bg Vémﬁg 'rressage a BATV check
will be perforned on it.
User Accept and Reject Lists 30

User accept and reject lists are compiled to check the validity of message originators.
The accept and reject lists contain a list of the trusted and non-trusted originators
respectively.

There are three levels of accept list:
A user accept list, managed by the user, that details the tlds, domains or
addresses that the user will accept messages from;



The nessage will be rejected if the check fails. The
check enables the MIA to identify spoofed bounce
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records checked. A nmessage will be rejected if its CSA

i nformation does not match the CSA information

advertised by the domain. AU incom ng nessages wll be
checked to see whether they are from Real Mail

aut hox igspeinseaeit, mdnagdichyothadomaly fntinBra®s, thateletdls the tids,

{kﬁneﬁhé Q%ﬂ?eﬁ%gcﬁérbxfs&%!fﬁ}ehﬂn ﬁf%ﬁ@ée‘e oﬁﬂgs‘séz%@% jﬁ%n]i e
hat

ecl acce
Subj o SIS SpeaPt LR IFES DY {fe PYSIGHEY FUBsypiopnal detals the 1ds
«bdmzukedt adds;@seSAbmﬂtusam@f Hsj system widk acog nugseages oapt
and reject lists are conpiled to check the validity of

SRR RR0CH2Ld b RRLOTels DPRy &fﬁg:; and reject |ists
or i gi‘hats6F $opeé dist W%f}gf

& Us§Te lftlaﬁr a1 Sea’@I ’gds@fdomams or
akicespes thatsthe uder vl rejactongssages §om; managed by the user,

t hat &abﬁﬂairﬁa&: 1st, $ana SQIBA 1AS domaddsineinfkastor, HBdt dehils the tlds,
cce
it %4,“?%8&6&%%@3%%9?}%%9&?% QSRR Bl 4%5'%%
C1 s, A GETRMASCaPH b mIBaasd byithesYSURTRS ATTISHRIOT BHefalls the tids,
dmh:hmaox:atdlresamhmmsbrsmﬁh@sydtem wilkteget messapes framt |
managed by the systens adm nistrator, that details the

tlg 8 dO[THI ns or addresses that all users of the

‘3 accept. messages from Simlarl X re dr
Aﬁfl@%ageeff)élas"aélﬂ re@ipisat Ry ¢ tested [oedeterpinov Pth%rtt e sender can be

cacppgeed by trtidted us eot-trishalt Ot of ths todle aviithble fhomathestication is a
deeser %uﬁ@ﬁ‘ﬁcah@ﬁ UR Efe M\ést |f01r §d11ﬁ9ﬁt1déﬁ§1§ 8BS b s6MY toPeither the

OTLr Giaebe bepe RSS! DihE £ Phldopendips on the user
Bfrencess ThA anesgagsr ehables thsaesyamrwwqate thgjagiginator address. If a
nessagg esnrot de1seantd Avalybaidiresacteptnd feghest famagkohtioytion will be
the systens administrator, that details the tlds,

omai ns or addresses that all users of the systemw ||
rej ect nessages from Authentication A nessage for a
Redipignt Sendgy dethamgipatipst t est ed to det erni ne whet her the
Aarfdeming reqescfr agtheht@tonasnforms bedcipientthiat b ilsbedng message

6nd f(grhtﬁe&qpa!s Soe@f( Aklaa!Reif 61dRLY Ba! ’Iﬁ@trﬁéégagesma?y include the

g@guest %%E aut hentication. A request for
142l on may be sent to either the nessage

ori gi Massege oBgingtee nessage reci pi ent, or both,
dependesggosulijéee, user

A URL that links user to their holding tray to deal with the message,

Details of how the user may allow the held message to be released or rejected.
An example of an incoming request for authentication is shown in Fig. 3. A message
held in a user's holding tray will remain there until the user either accepts, rejects or
puts the message under review. Replying to the held message with 'accept’ adds the
originator to the user's accept list, ‘reject’ adds the originator to the user's reject list and

'review' does not change any lists.

Sender Self Authentication (SSA) 32

When a message cannot be specifically identified as valid, or cannot be rejected by
perimeter checks, it must be examined more closely to determine whether a request for
self-authentication (SSA message) should be sent to the message originator. An SSA
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preferences. The nessage enables the systemto
validate the originator address. If a nessage cannot

wheoogesio4e 0 a val i d address, then no request fRPECT/AU2006/001571

aut hentication will be sent. Recipient Sender
Aut hentication An incom ng reguest for authentication
informs a recipient that an incom ng nessage destined
for themhas been held in their holding tray. The,
messggis aneymdintettessente tholokiginainy oddhamessaghpisfuming them that
10E s ORE Ghs HAMRSEAADYSHPPRdm. At idRited thetn 10 stkSaulisedticste using a
gh?'{ 0 ding tray to deal with the nessage, Details
6*6%85\/ ‘e user may allow the held nessage to be
rel eased or rejected. An exanple of an incom ng
Tl&qim/sntidmwiléi_unﬂnﬁnisb ahe¢ iSO irrﬁ_sglggmmha't rerisgnt out, And conduct all
PRSBRABBE chfirStHdBSEA IndiSlpds B8 dnlyAdenMd fealn@BRI N
there until the user either ‘accepts, rejects or puts
t he message under review. Replying to the held nessage
Before seadips g SSAgmesiape o Mgs¥ge GFiEigtarniBe ey efgl%ﬁ‘c\?gg?effom
the Sllowingpreedend abletks:t he originator to the user's
r ej eqlophdis tan@NRer pfeYdrEie ARES th hszb ANALARTA! WHL Be sent if the
ender fgelf gét h%ntlf tio ﬁés?%%s 32 When a nessage
AR ET P8 USE SO 4P gés’le $178Y8 as valid, or cannot ... |
be r &P ehedhtogericiethe messageier stardasd SPANE charagprigs. Ifit is
likeel etodeassplain hessagd, en BSAewithet heserd. r equest for
sel T ailillRing S8h! ick BPeRSAAOArSRMUY SutREndREESAO %Iftthere is
I 9] . sage IS i)
d R EE Ppa SRR PR Modages s oder ssA
vilpatbpaentt he message has been held by the system It .
i nVi tRisod dieok toawed keraliidhatorightator wdditignal $8Yes witilale number of
SYtstndidd SSAD VAR W Ry é("gkér-d@?ﬁﬁéd'@h%%hbm? IR SPILTRS PRYER a DOS, two

t .arg sent o n onduct all possible checks to

%%uf%ﬁ%gﬁ%h@gz%eimgpgesgﬁm. sent to real users
Bef orfmntisSpriifisheckn aodailndsestdis: t o a nessage ori gi nator,
the SSA engine will performthe follow ng pre-send

i i t € originator to

%ﬂg@ﬁﬁggﬁl\ﬁﬁ%ﬁ%@ﬁ ?‘e?i%@ée‘;a%%ﬁﬁ%tﬁ e user a3
Yrotty themselss- dbmay G ollg &tk to review the :
mes s dgfendaskmessagroige®ieBRAM char acteristics. If it is
|'i kelptehdeddgeRagpaiieressage, an SSA will not be sent.

%: §:§R fxﬂ)@ l%’?‘f& P%C%‘ A?eec‘félgﬁ‘crtg vhid@ke tHRRIsEvEsS NO

A Rejec "for the SSA recipient to inform the system that they have
received the SSA message as a 'back-scatter’,

A message informing the users the purpose of the SSA,

A distributor signature line,

A RealMail signature line,

The first few lines of the message

An optional mailto phrase in the text body part only (sent to realmail <id>@...).
An example of an outgoing SSA message is shown in Fig. 4.

The SSA message, incoming or outgoing, should be a simple text message for all 7-bit
character-set countries. The message should be a multipart or alternative text or himl
message for all non 7-bit character-set countries, including a text part in English and an
html part in the other language.



and the nunber of outstanding SSAs is nore than a
user-defined limt, another SSA wll not be sent.
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SSAs until its nunber of outstanding SSAs falls bel ow

a user-defined threshold. Ingrder to prevent a DGCS,

two SSAs shoul d not be sent I'ess than 5 m nutes apart.

Anti - Spoof check, as detailed earlier. An outgoing SSA

Ths Sagept FRA. &i nid eutpeapa§BAL etsage qllews sthe heigeseagre validate

?fe?ﬂél@@st & 8 'ié(%é?ﬁl@ésr'. fAn Iegﬁrﬁglglo‘rir‘eea? AéJeep!r'ERU_ RGhUHE ihH8s. 5. Once
. eci ni .

ilicafid it edise e Bo dp e ingbl e hESHE Sllbiatgg gaded 1o the

restriigni's gecepb lista| Theadecoph SRl e pul¥ Providesepsery Withihe eptiqmte verify

hat\hiep atepihe abrréa origfratonof ies myshgs)st tiat thehmysshge/ean be released.

18G5 & dne as.@a%tcﬂﬁzﬁgﬂgﬁseatﬁ (%Ff]néﬁée kné 9&105}?‘? [JRI,Asubmiség\on, or a

nessage I nformn users t urpose of the SSA,
BPEPRT B BFPLS i5i: ST PSR ETeHORRAT Wi | si gnat ure || ne,
The first few lines of the nessage An optional mailto
Bbthathe AicBept agd Rejebt DRAY ip et SSMhi¢sfage naytbe fully templated to allow

B&GRh TR e Qﬁ@:dif:? the! ccﬁ?ﬁ%{m[ﬁ%nféf Mo g‘,g}g‘ggﬂg.ﬁ%n ]%agge footer

nessage | hown 1n Eig. 4. °The .S i ncom
mcflgqqg@rg}nﬁgf,ﬁalggqggm OSél%aacﬁ’W Bt essage for all
7-bit character-set countries. The nessage should be a
kdrdidetd@dbmadisiesnati ve text or htnl nmessage for all
- - u . | . e .
E%ﬁ? zl}egfnésnsﬁ&iaflﬁs‘:g%sgecg ﬁx{r 1?% érg{rlicérl }axloﬁ;chUlg, ﬂ‘gll Gird%hti spooﬁ?g,
STLEEUHEn Hels SheckeRRd s aheepb ity ghotls SR hizadh e quarantine
altbowaton hwdulei gTheatsssage mayl halst sultednwel vasmesisfon anthamtication
HeSyage ARiRX P! t6 Elfhenfhf\eRatddRbr FRifHOAVE tHe freSsagd,. or both.
%&1‘%’3{9&! b gltrﬁgo ng?er%@‘gﬁ }%Mﬁg Ito bdemre@a ?,%ﬁge 230t i€ holding
&&8ge Or1 gi nat or added ta% he T eci pl eft''s accept
fpeie oT esVE®ept URL only provides users with the
option to verify that they are the correct originator
The pit@ofRTRAGRANI SOOI tsreSSage can be rel eased.
USer S TEhe SRE &Ly AilaH 8k FRE reRBE ARGuLLERTRIERE chhe
Accepl | ﬁung]sm on, or nunoer, or a sinple cilick,
as pereripdicaliymeeran irceel helgmessages: Accept and Rej ect
URLs EnsutetbatSBASSAguacpes emyplbesful |y tenplated to
al | ovp\dedishapnRESrding t8@diihed dulkgi r conpany name and

. I ogo, Aﬁ)ﬁlﬁz\ﬂ.i&e otce}ﬂ%h%ﬂap&%gksf 835 her validate the message.

The holding tray allows the user to view messages that have been held for them, or are
waiting for the response to an outgoing SSA message. An end-user will be able to see
messages that have been sent to their addresses. A domain administrator will be able to
see messages that have been sent to all addresses on their domains. All messages in the
holding tray will have been through the checks as detailed in the previous sections.
The results of these checks will be used to modify the view of the miessages
accordingly

The holding tray may categorise messages using different colours. Examples of
categories and the corresponding colours are

Probably Valid, in maroon, to indicate a message that has a low score on
heuristic checks, and an outstanding SSA;



and header and change sonme of the accept or reject
text. Quarantine Automation 34 Once the nessage has
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anti-spoofing, industry reputation |lists checks and

user accept lists checks, itygll reach the quarantine

automati on nodul e. The nessage nay have resulted in a

request for authentication nessage being sent to

ei t hdostibly VGalidgimeiblet, torindiease pinagssagsfthatthes Adew agere cprheuristic

ARtk bEURE BRAIHAS tidéH QAL | on covers what happens to a

ness ce lt iS.l [ t

The. porBos Bl hiadk r G Sl e oo B RS oore on

hepsigtigehecks, and BoPEAFHAS s§8%r revi ew through their

hol diSpgnt, imgreyPer indidhiead hgssapé dramhes @ highofcoteedrdheuristic checks,

ARSRANES wakBSH A dt hat the SSA process conpl etes. Purge

nessages .accordi ng,.t o defined.rules, i cat i of

i (rgR TR Sl REHBES ol Tl PR e 8 e

hol ding tray allows the user to view nessages that

Tievdigbse eimehietetval for mhéseages o tharsecomal Rassiglyf alid ¢wegory may be the

JaBRPRNE titheBft. AU WRIP BESMhIEBSHAISR: 2 Hier BRE HEE Silbe hocepted.

Ig[g abl e.t%SEG ﬁ?ﬁaces t.hat gi%veld\?ﬁege%egnt Fg tgi%l I are two
HPESS B ICAPHSINY PPAENFHPEYY ABPIAPT FBehBPE 1 0 'S

theeshelde fortidentifying @ pesspestsnt Spamallf itighelewsths vahd thyesheld and

IR rEbwsscod dn Insisisidgelsecks) it feenahal Rbskiflst Vaiyd watillant§84e message is

RGN bPHGihA6:. CF@%Exser??f tﬁgtgﬁglﬁfbr'ﬂas Hh& RnEYARE $han a user-

tLons, T esults of, the heck Il ,be used to
e JOEhE QSN0 BEPRE hetates BatoRed ol SPThe
hol ding tray nmay categorise nmessages using different
Ugdrocdmsmarnaga nipidioldihg cay agag ilesfollbaidguetions: r espondi ng
col o%c%e]?t[]tstaa‘;]e PR es¥tolatld ol BRI 9ol t0 theRCA ERDEL AL,

nessage. S oW score.on hedr! sti.c. checks, . and .
2 oUtiSH FRIcR e PESiass Pyt peiAdt (e TigREPr g fieir Accept List
anddhe meesage weld srrpdn inHthe hpldengtrasow score on heuristic
check&gjedotd addtie SSfinhas td theie dejedttlist. Pr obabl y Spam in

bl ackye1ti0 +d R GRYR Igﬁgegggegﬁ&g %@ﬁ&mﬁgw B e diyase.

score on heuristic,. no SSA was sent; Spam

in grey, to indicate a nessage that has a high score

Bire HBAmirecescdeshiabgdsin the thshipcBIAMGITesdin a nysgpgietbeing sent
toreithefl thet erigifdtnCal RecipidRTFagMetdage. MRYIthe SSANh4s igAtsent, the
Iﬂgésbgenremains in the user's holding tray until the SSA is accepted or rejected. The
outstanding SSA should expire after a set, user defined period, after the resend periods

have elapsed.

Messages in the holding tray should be purged according to user and system defined
preferences. A user or administrator can have all, Possibly Spam and Possibly Valid
messages to be purged after a user-defined number of days.

Message Delivery 36
The component of the invention that delivers messages is the MTA. Messages that are
delivered can be classified as follows:
Messages from valid senders that will be delivered to the local mail servers.
Messages from other mail servers that use the invention that will be delivered to
the local mail servers. :



The digest tine interval for nessages in the second
Possibly Valid category nay be the sane as SSA
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still be accepted. Messages in the Possibly Spam

category should be sent an S$4. There are two

thresholds for identifying a nessage as a Spam |If it

is below the valid threshold and has a_| ow score on .
heur iMessageshizenasSSA tvalidated pendprssthab Wil \bs| telpaspdt tof thg docal mail
fbArfressage is replied by the originator. However, if

t he i 0l L has been sent nore than a userdefined
nunb%gﬁgw%%g\ Sr're sages, . the nessage us nmarked as a
ol Trame

SpamPUERLTeR FEOEREY™hol ding tray using the
f ol | dlegmassagentom Mdecsbmeil servaiScept t he message and

add tdwageihp hdidcHges fibM Ibbinfaildesepd. List. Review to
accept the nmessage but do not add the originator to

heir Accept List and the nessage w in.inth .
FH A OF Pl OF P Rtk o a1V gt 95% o THE DBEA PRl g to deiver
mejsegss, bitlsr froDedthervalid sprdens/er mpid sereers dgé use eninvgation, to these
Toedldignekrs Ifay adtaehl toTes dajsalhesde réheniBbA RIRELEs the sender of the
desgsd bed in the [ast section may result in a SSA :
nessage being sent .to either the originator or
reci pient of a nessage. Once the SSA has been sent,
Messagessihatyavediean ndedsed bi ¢heuSSA 'sodwdd wilhe swtagittadfe b front-end
debfer 39 deBvar§ C eph @dtgRding Rlef8EE Sronl AEctRtdhidr ARl R@eiSSA delivery
][%EQH Iﬁ%me X gérﬁc?ce gérggrr hi %%fsaéeg &fgl g%éﬁe%ﬁgd R thl?@w aq{dtcﬁiivered to
€ resend periods have elapsed. Ssages. in the, . ]
the Icustager magpodiaith- o TheMiut gethedrvatian vgll efemriehe dehyer outgoing
smysshgen e b innedepoLliays and edll ghnersterwaoningdnessagss vdteorthe delivery
2885 TR%E wrhing BRISIZe! Wilbhase1ARFEIRe SN Bistomiéal i d
nmessages to be purged after a user-defined nunber of
dai/gz._ I\/Essaj%e Delivery 36 The conponent of the
Ouigafng Yail3at del i vers messages is the MIA. Messages
Ahatutgoing thelli iv engdnabrecbized bpsbd MBA campbodit @fighe invention that
?fﬁi&%ﬁﬂﬁ%f fﬁ&ﬂ} & @hlid nREINGRVS Shite guek lofbBe GRVdn¥i6h.e AUdeds of the
0C mai |, servers, S s fro e 1 . .
Sy S g DY Sryob AR R e SN OdertTR) 1t opiggine oail
toghe pravers ohthemyntien Yaers whedwygadomagrhostsa by Ighmaay be able
waticket all theat individuabeutpeihg asdldtot the séreers @f dte imsention, for example,

S SUTP_ATAHIRERABR ProvRedd BEthY apSIRRLES from renote
servers. Delay nessages fromlocal mail servers.

Virus check, as described earlier.

Accept list check to look up the message recipient pair in the originators accept
list. The recipient will be added to the list if not found on the list.

Outbound content or rate check to check the file type, destination rate, key
words and spam score of the message. If a domain has an outgoing filter set, then
MTA will be passed to STIMd - the program that handles incoming mails - for
processing. STIMd will provide checks and carry out actions as required.

In addition, a footer that can be modified by each domain may be added to all outgoing
messages. Outbound messages that are blocked will be held in an outbound holding
tray, or messages will be allowed through, whilst informing an administrator.



Qut goi ng nessages fromlocal mail servers. There can
be one or nore local mail servers in use. The MIA w ||

W@eaognopto4d o del i ver nessages, either from ot hePCwaAUR@6/001571
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senders or mail servers that use the invention, to
these local servers for a totgl of 5 days, before
returning a failure to the sender of the nessage.
Messages that have been rel eased by the SSA nodul e
Wolsiblbdadldlertst ed to a front-end server for delivery.

ﬁﬁss?d\;ée ?f%l{ﬂe%@?% &?gglr%ﬁlﬁa&:f@g‘ri"rg%gstb g?@g‘}’%¥ﬁ Irog 9§née§‘§a'.ege§‘ gitting in their

idineriiat, 1 TR Blers 1 S5 PeROTGI T RN e faiRages, 510 figbending on the

avsbead type gomasspggstin. therheldiveArayt Amexample of pPessiplp mail alert

&t dhewmtin e, el Theeforand, gaitags amdb fagescy of the alsttstiee defined by the

dRYGeRRd sititlyl th O BHRLRALAIRERIBGIARRSRZES When the

delivery fai'l s. These warni ng nessages wll be

delivered to the custonmer. Qutgoing Mail 38 An

bsergdragllamed th sehtheimpieferenceefor thebfrequeac/pA the alert messages,

cRPORe runlqiwfoftthe numbenbi aRrit MedsagdsainBsage BAndt] ai¥sage content,
. r . .

}o?%lsétage e inclabidfin E{aet atlﬁ? \1}i6é§%ﬁe§)£n& B &irhdIUE i ﬁgﬂ&s op the alert

58T ol 1 Qe ACTIBRIUTAT cal. et gt eImEy 10k He doghai for all the user

peeierencss efd adibtional preféromces.User s who have a donmmin
hosted by an ISP may be able to direct all their

i ndi vidual outgoing mail to the servers of the

i nvention, for exanple, using SMIP_AUTH accounts
provi ded by the appliance. Virus check, as described
earlier. Accept |ist check to | ook up the nmessage
recipient pair in the originators accept list. The
recipient wll be added to the list if not found on
the list. Qutbound content or rate check to check the
file type, destination rate, key words and spam score
of the message. If a domain has an outgoing filter
set, then MTA will be passed to STIMI - the program
that handles incomng mails - for processing. STIM
wi |l provide checks and carry out actions as required.
In addition, a footer that can be nodified by each
domai n may be added to all outgoing nessages. Qutbound
nmessages that are blocked will be held in an outbound
hol ding tray, or nessages will be allowed through,
whi |l st inform ng an adm ni strator. PossibleMail Al erts
Possible mail alerts is the nmechanismused to inform
users of nessages sitting in their holding tray. The
alerts are sent according to user preferences, and
dependi ng on the nunber and type of nessages in the
hol di ng tray. - An exanple of a possible mail alert



is showmn in Fig. 7. The format, contents and frequency
of the alerts are defined by the preferences set by
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to set their preferences for the frequency of the

al ert nessages, naxinun1|in1typf the nunber of alert
nmessages, nessage format, nessage content, nessage
type included in the alert nmessages and a tiner to
AnIiMSrily stop the alert nmessages. The donai n

adm ni strator can set the defaults for the domain for

9L ST AR R 3R s rcived o
aublireeeminganitatipne helptork rompnissg dkresienseddei ved from a

publ i ejeedngrelRtiEalic aRRssaged whick arecenplol mikAgwh Rexisit@ps

of : rﬁ]e%ﬁﬁ% ngeﬂﬁﬁé F QBLG - OESHAGEShall! GReALR4S i t&)mpromised
unknown reti pi ents; reje%tlng el ectroni € nmessages
Wi°efhave origi nated from conproni sed machi nes;

r ej ecreiastngEleetrorin inssyngesetherwvisst iaadily distinguishipbly as being invalid;
di st i rgitigsélabitchiamebRicbdaddivabd €& vilabtdciiderdt & bieRhie whether

ad 0 . -

%&?ﬁ?f@tﬁ%%@%f@@h%&%ﬁgé Sl GECRUBRA L AR g

cat egdtiessndecan pg spiggorsied adirugted; destige the sepfer supppting source

taenshe iti.ataegtlidissmde,mdﬁf sstabagorisieg thengndéres sethdeticaed;

ori gi fakd fskus @ KIELscnBerCRBiHbiEhd éatég%rit@ehd/&lttﬂe@l “ﬁ@ut aﬂfé_ﬁ%ap?l%ﬂlg tests
I n Sen [ . ent. c w ey -

i} PR PRGN abt" s BRARGIE Todilad ) WGALE D} sl if o0

reigaing tha messass etheswiss apometip e cpfidg Rapdusst fop putheptication, and

labléingrtbm regeived smgege $n quaralting pendispasvpiphnfia idplgo _

rej ecfi zﬁgaé&@tdﬁ!?&&é}ﬂ?} isOfc&ik ¥, SEateptRIB Heakdndes R %irMGed and

Qm£8&ﬂﬁéh-éﬁf aut henti cation, and hol ding the received

nessage I'h guaranti ne pendi n%érecei t of a

: ) reply; if
an act & seprler 18 sptegonised as duistpd gnd @ythep@rated, #@ﬁm@g the message
sethd eecipgentt r ust ed and aut henticated; and, if the
sender is categorised as trusted and aut henti cat ed,

I cor i oo AcecIBnAR, i o7 sl B qehigndf SeP 5 Wing me
mesteen bp dotemins whetben iphasciesn spepdedsnet her it has been

spoofed. 3. The nmethod according to claim2, wherein
the st Iﬁonﬁfhoﬁeﬁcltoﬂgna Q6 cBRROH] %@ﬂefhvf&%]ev @t%ptcﬁete&ﬁrt?go & spoofing
ating. me al.a ac anyi e ssage to .
gg@fé%n“%e&%% S ELRE G BRLATR oG TRRERHEe 1§ dgtermine at
trows of the foliewingnder is a known trusted address, or a

not - t whsbherdhe address of the sender is a known trusted address, or a not-trusted
address;

whether the originating domain has adopted an identification standard,;

whether the message is a bounce message; or,

whether the message CSA records are valid.

=)

4, The method according to claim 1 or 2, including the additional step of
conducting an anti-phishing test to verify the identity of the sender.

5. The method according to claim 1, wherein a request for authentication is sent
either the address of the sender or the recipient, or both, depending on user preferences.
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are valid. 4. The nethod according to claim1 or 2,
i ncluding the additional stepggof conducting an
anti-phishing test to verify the identity of the
sender. 5. The nethod according to claim1, wherein a
¢.equeBte thethod aedeeding toatlpion 5i whereinta wsiluesk fortapythentieptionds sent to
Ok stitRr 56194R theQvehttBey Selidingifibd aOfeabaets, dependi ng on
user preferences.6. The nethod according to claimb5,

erejn a request for authenticat.ion is nt to the.
Lomaehiometpor Hocarding fa i oy oein Ayeies Fga geriggion sent to
s @ddressiof thihgendert ik seht dic theirdiwiglanguagkai m 5, wherein a
request for authentication sent to the address of the

end [ I Ny ' :
Socor e BE beckRubO® Lahd, LBBRHPARE rodhent MR aMRER RS ion sont to
ATEHRFRGRS O & are PES ToUawIBE P8R des one or mor e
of t hbe inpbdagevranipiehdt ai | s: t he message recipient, the

Nessapenistdabesibjecn Accept URL for the chal |l enge
nmessage, [ eciphLent o i date thensel.v . Rej

e B gtag%ﬁé‘%fpﬁ%fﬁ?ﬁ%ag% s phf FRGIAETo yRifR! BEhsctves
chal 1afhgject istributor signature line, the first few
| i nesa mésshfeexpimsisiag ¢heSpurfdse offdtehddllengepr di ng to cl aim
6, WhedigkiBu@r 5igAMERNide0r aut hentication sent to the
addre{gsﬁot[ thﬁ%é nt.ended reci pi ent, and includes one or
nor e 'O Y iqeew §s°§glée%1ﬁs§g%ator, t he nmessage subj ect,

a URL that links the recipient to their holding tray
2.0 deHie methhd bberding sagiimde tvahdreinaf reljosst fhreautkaitioatdnt sent to

1hS 288 $1AhIntRed RRITTER SARGN QIR Sr BR2SE0T
reje The nmethod according to any precedi ng

ed. 10.
cl ai GW‘?%%?H“%&H?% a message. is quarantined, it is
hel d themgssage sbikftt ray where it is available for
r evi eslURY thdtéinknthenedpienenitiheichdlding tray Th deatetitioie message,

acc Or(g:itdgﬁ $On&Hk 3h&MrdGpie¥h & 2818 18! IohS RN ReSBBE 16 Del Rfeased or
TefdoRc e

10. The method according to any preceding claim, wherein while a message . is
quarantined, it is held in a holding tray where it is available for review by the intended
recipient. '

11.  The method according to claim 10, wherein alerts are sent to the intended
recipient to encourage review.

12.  The method according to claim 10, wherein the held messages are purged from
time to time according to predefined rules.

13.  The method according to claim 10, wherein the holding tray codes the held
messages to indicate their acceptability status.

14,  The method according to claim 13, wherein different actions are allowable
following review by the intended recipient depending on the acceptability status of a
message.



reci pient to encourage review. 12. The net hod
according to claim 10, wherein the held nessages are
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rules. 13. The method according to claim10, wherein
the holding tray codes the helogd nessages to indicate
their acceptability status. 14. The nethod according
to claim13, wherein different actions are allowabl e
151 | ohhneethediaseordipg i elaim dnwhercedp sriéen isde shagerthe category

ofithie heessapeepdcap tejdey osdedétast. of a message. 15. The
nmet hod according to claim 14, wherein the action is to

ange, t he cat ego . of the acce rej c or
61 o0 peug) S3RateClon O Ic SR, % Goeplable 05 to & Challenge
wieesaap mda%t%@c}ém ag resppidedite the chaléngsnge nmessage
i ndi cates a human has responded to the chall enge. 17.

The ”?ﬁ@&@tt@ﬁ%%&li@éé& %nﬁ‘ik)’ec@&lﬁg %ﬂi 9wkt 18 %’(r@d "4 sender is

ertesqrised a5 o st o meEsds %ﬁdﬂseﬁmreieméﬂwrs%iéwe%@ress i

pddeddd edist of motitiusted e¢ndarst - t r ust ed senders. 18. The
nmet hod according to any preceding claim wherein

4l g%ﬁ h(l)d aﬁco‘}ﬁlﬁ‘ékﬁd aﬁg spré’caeld n% tc}én v&h%é?e%? &ftgomg mail is

con
WPW%qsﬁﬁcorgelgommm cat i ons port to

recei ve an el ectronic nessage addressed to a

18Ci PAQBinpufth thedsapé @@tﬁ&ﬂ%ﬁ@m@mﬁh@e Ompfigihgct

S lcgﬁﬁr{u?ﬂaﬁoﬁrse osi'f"g)el%c%w el%Et?orﬁg ﬂ'}es§ag ld@ﬁl%? G to & rec1p1ent and a

L ents, ronlc messa
BWC SH%‘P@H*‘#?E% conmpr om sed machi nes; reject
el ectrefnoi electessayessagisherivh se seatatd mhkcrxcdvmtdcipgmm habl e
as bejefgt él@é’tﬁlnﬁcﬂmeisﬁ s vohiSle hé@rﬁrﬁglﬁ'@&ﬁﬁ&ﬁ%oﬁﬂgﬁﬁﬁﬁﬂlachmes

to Valle gte élgo r%ssa% o%?e Isg r%adﬂé( ad?s‘c ggzséag)ge as bemg 1nv£111d

the se
t r ust &8t Pectionic. ’{ﬂﬁfé%eéd—" %Pdi o vahid rg@méﬁs te alﬁteﬁ@me whether the
status @d ithes smhdeysoft the sdesshge toes bi rgteptigsedemsdarsted or not-trusted, and if

el gnbat LA0LS Q‘dfe%@r1§eﬁ z?snﬁﬂitgd 't%stin% fiheVsﬁ:hHQ ssgﬁéﬁﬁmn%a%’urce to
éx{ ufe if ?saqt[ \%?]h rsoﬁf‘c enrdqg %oncatefgoglémg ﬁl sgen? el dméleP%calted

t hen A §frig of ey s6ndeg CABRGI Y GeioSAFGAHRep wapiofhoR RBPIYing tests
[0 ddt:nmme cwinlss agrendtsthie naledticahio mes g is andalidt os @pam, and if so
fefdcBiak Itmn&slasgéﬁgtﬁﬁ@g@? aﬁbﬂ%ﬁ&l@%eﬁtﬁh H@édtﬁ?tlht‘gb’?ufggée}?i\?gﬁlon and
ﬁoldﬁl%%ﬁg' recel(\)fe%lingﬁag In cbueaﬁ il Sp?%(g]éﬁ %CGIBP 9% Bf Fy: if

an acéeft abqe@taibkeprfgwsls rr@e@v%dcat%@r@ggrt@u #Rgdethas trusted and
swhelgicated; 4ndyst ed and

if the sender is categorised as trusted and authenticated, delivering the message
to the recipient.

20.  The appliance according to claim 19, wherein the processor is also operable to
reject electronic messages that have been spoofed.

"21.  The appliance according to claim 20, wherein to test for spoofing the processor

investigates metadata accompanying the message to determine at least one of the
following:

whether the address of the sender is a known trusted address, or a not-trusted
address;



aut henticated; and, if the sender is categorised as
trusted and aut henticated, delivering the nessage to
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19, wherein the processor is also operable to reject
el ectroni ¢ nessages that havegbeen spoofed. 21. The
appl i ance according to claim 20, wherein to test for
spoofing the processor investigates netadata
accoripaieribe etigingtingsdogenin bashdopiedian édentification stangardyf
t he fwhdthsrithg@iewdagé Beybduhie: megeggrof the sender is a
knomvﬁétﬂﬁttﬁéﬂm%gsgg@é% Rords A¥akigust ed addr ess;

whet her the ori at1 ng domal n has adopted an

identification standard; whether the nessage is a

BbuncEhempplianes acsprdinghiot dlaim ther A@sskeyeintBAprosessprperforms the

additiotal step o2ondhbitnggdntiaiishinC Ror tdiveg it the ¢dentity dfFh®sender.

20, wherein the processor perforns the additional step
copnducti.ng an anti-phjsliing test to verify the . .

Phient 1o ratiagdcediingd tin 157 EnérERa tedues¥ Rrcbimanigtiog is sen

eithgrr thelddraah of e nerder exjihe secifiont, enbdierdeperdingen st prefierences.

ei ther the address of the sender or the recipient, -or

bpth, C}% ‘fnpgﬂd?-;%c &dg%% \%}%Eﬁfﬁr\%ﬂ&%ﬁr a l%égesl?o% ABRhE ARG is sent

a&gor 1N o.clarm eaﬁlh a.reque or

o fhe sdeanly dhthesverhthest e tdqatilGedhgicaldie- i n the event

they are identified as real users. 25. The appliance

28 COrchid tpplifn el aRb a3, to WARN 28 NwRerbRAURGhest R authentication sent to
%%@&%&é ﬁ’;}hé OhaR R ed Q0 G o%ggfaﬁglﬁaggf the sender Is

sent 1 n err own | anguage. . appl i ance

according to claim?25, wherein the request for

2ut hekitel ap@ﬁam asewltlingqo alagm ?dewhenend thd esjuesicion auth@ntieation sent
fa deh@erliRdh@W 28 odl @loaé bSthe FhIRWIBS &@Rs:r eci pi ent, the

ness t i Accept URL for the chall enge
nessgggmfég%fgg%éﬂ, 13%% val i date thensel ves, a Reject

URL, tHe mssseggauissh ai ni ng the purpose of the
chal laanyeepURLdIbr thb chalenge gresdage ecclipiad to vilédatd themsdless,

i nesapﬁe@thg{message 27. The appliance according to

clai erei.n. a . request f.qr authentication sent to
Che Bt Stlilnd dITHERY o Ble GHIRRA L 03" o0, Sene
one & 1§F51pgt05ﬁ1:gnature line,

the first few lines of the message

. 27. The appliance according to claim 24, wherein a request for authentication sent to
“the address of the intended recipient, and includes one or more of:

the message originator,

the message subject,

a URL that links the recipient to their holding tray to deal with the message,

details of how the recipient is able to allow the message to be released or
rejected.

28.  The appliance according to any one of claims 19 to 27, wherein while a message °
is quarantined, it is held in a holding tray where it is available for review by the
intended recipient.

29.  The appliance according to claim 28, wherein alerts are sent to the intended
recipient to encourage review.



the nessage originator, the nessage subject, a URL
that links the recipient to their holding tray to deal
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to allow the nessage to be rel eased or rejected. 28.

The appliance according to anyl one of clains 19 to 27,
wherein while a message is quarantined, it is held in

a holding tray where it is available for review by the

it ena% appliatise ageording, tote{aing g8 whgrein shec beldimessegss are purged
dtomi tm2 8o tinteeacedrdinglte preslcfne robmat t o t he i nt ended

reci pient to encour age revi ew. 30 The appl i ance

30 qend Aeiefs 5cDts LORREAE G pan SR prfad 1 folding tray
PR @sled g indipate theiprecantebilife#@Vsi ng to cl ai m 28,
wherei n nessages held in the holding tray are coded to

i3pdi C@h@ afa?l%n'b %&ﬁefng%' dididh 83 awgné &ffeiféﬁ% AR ABCRowable

erel r ent
S 1 P 5 e bt g B s B st of 5
@eg58a8di ng on the acceptability status of a nessage.
33. The appliance according to claim 32, wherein the

agti OThé S Halﬁgaé&grd{lxg t& %ia?lgoﬁi' %elteﬂnet 0@ is to change the

acce a ance
&gloﬁéh THeHRLE: APLHL T %P&#%‘e%t accegltoabl ereply to

a challenge nessage i ndi cates a hunman has responded to
Bhe cind hgptiaace Q&ord'fﬁtoaﬂzﬁfﬂ BY) Ghedsif @h ebdigtabl @ply t6A&hallenge
Aesd @'ﬂlﬁc @s 4 Ruritsh ha Q%pgla&dhtﬂ dhd\éhfYEt a sender is

cate orlse as not-trus e nessag I's not
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36.  The appliance according to any one of claims 19 to 35, wherein outgoing mail is

checked for validity, viruses or content.

' 37.  Software for performing the method according to any one of claims 19 to 36.



