Dl A TAL RI GHTS MANAGEMENT USI NG TRUSTED PROCESSI NG TECHNI QUES ABSTRACT

The present invention discloses several nethods to strengthen the integrity of
entities, nessages, and processing related to content distribution as defined
by the Open Mbile Alliance (OVA) Digital Rights Managenent (DRM. The nethods

use techni ques rel ated t rheall Rustied MZOORGEMINTEISING ( TCG specifications. A

first enbodi nent uses TCGrresrrpDIRIRSCEOSWES TEYHNIQURSr M and DRM sof t war e
integrity or trustworthiness, both with and without nodifications to the DRM

rights object acquisition protocol (RAR) %gd DRM cont ent f or mat
specifications. A second enbodi nent "uses ‘11 techni ques to strengthen the
integrity of ROAP nessages, constituent information, and processing w thout
changi ng t he exirst pa@nROARLPE GLREE sevofulbhlitiods BRBOG KB MKe iU&8Sty DCGttieghni ques to

strengt hen the, |t ear iy, of L e ROD, RESSA0SS, (I MLALTRLb O ARG RLREESS! NG
V\nthsorrecanées 8 BXTSH1 RG ROAPBr ot 0ol g
(OMA) Digital Rights Management (DRM). The methods use techniques related to the Trusted
Computing Group (TCG) specifications. A first embodiment uses TCG techniques to verify
platform and DRM software integrity or trustworthiness, both with and without modifications to
the DRM rights object acquisition protocol (ROAP) and DRM content format specifications. A
second embodiment uses TCG techniques to strengthen the integrity of ROAP messages,
constituent information, and processing without changing the existing ROAP protocol. A third

embodiment uses TCG techniques to strengthen the integrity of the ROAP messages, information,

and processing with some changes to the existing ROAP protocol.
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