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WD 2004/ 111752 PCT/ NL2004/ 000422 Method and system
for performng a transaction and for performng a
woepnifliicaei on of legitinate access to, or use BET/NL2004/000422
digital 5 data The present invention relates to a
nmet hod and systemfor performng an electronic
transaction and for performng a verification of
legitimate access to, or use of digital data. 10 At
Metkfgcﬁﬁﬁat y SUBIRWS oL F ANSAGH ONSr AR REbA%aNdrede B¥orming a
el'eCtroni ¢ means In digital format. Digital networks
have eviniddcaiber P iedgBl LY PE§S8F R f O8r BAE &b doital
across ghg world to communicate with each other and
to exchange data and information to reach desired
transactions. 15 The data and informati on exchanged in
SaTKEtﬂf%@§§EtiﬁVB%tHBM b&1adeegabl ¥ findd eg@ds@tem for
rotected pyright, for ex wever, digital
per Pﬁa??o %ﬁ%fOBéCvEﬁ%P%§5§F?9 %HH)??& BREEIpHegq2
verﬂwﬂda%ﬂbnaoftléyyilﬁﬁtQWHbdebbegaJng(uaaleﬂ @iyl tspr eath .
the data. Further, gartl ular in transa tlgp
ed by

| n%lRﬁeﬁGnﬁn%T%% et G 8BEeTES 494N
eleé&ﬁﬂﬂlbnﬁeéﬁs:ﬁetmbEﬂﬁntﬁbmaad/omlquwmenbsworknmﬂavpaGanVed

i_nvol yed in such sacti yants to, dent i y . .any
whigh %ggr??rtjoers 3? ?%Jegg‘atrentc Q arﬁrosfo rac%rlgnyg
comfitiefatpawiyh ddch ather anMpreexchangé theatamhsadbiroat ion to

reagg Ien1gr£§§%%acgggn§uch i dentification purposes, it

t o use personal identifiers, 25 such as
pa%Bawﬂaha aﬁérsmﬁuﬁmakdenté#dhaagbdnimhnﬁei$r€ﬁ$¢©ti0aﬁdmay be

legii%ﬁé Eh%?le%@g Egté%#éﬁ gg f&d%tSp%gffé%aﬂﬁﬁgr However,

rson ers dver
dlgnleﬂvvomlfsrinakleort h@yl he evenrezt eatshéy e0091§daap@s@3>11ﬂaldl gythout a

crakdde (RS Ef{ﬁ?ﬁfﬂy cggf d T8 sDpCoIBS kagwn to anot her

person, eha t hi other person to do transactions
or F@@tkgaaq,n 1acp@sislqudaeh i t tangacs i pre semaligne psieete

net§§m§Q£EQQQY f&ﬁ§50155 c&mPliplhem afdiseendht§rand/or payments,
conpl'etion of the transaction, it is not possi ble to

each rerst vt heveeed timansaktd G apaRERENT WREtEt §O pieidhay any

othéﬁe&&t&» epr NRY 1@%%% b@@%&%@@ebyo ac #RIK 6hQUSLHESCHaty, if
l'ic net wor k For a nore secure transactlon

after W@lﬁééﬁn m%&él@earwﬁaa}rlaﬁeénprqi&teéhﬁr%@% &t §RCh

1deMNO: £il2a218n 088 ddseit 14 usbad thiddk RpREEYnal identifiers,
transaction server conpr|5|n%iproflles of th

such rghPREEFBRIPartsresnaing Fod4 ii%%%lﬁ@?PﬂE%oﬁﬂﬁﬁooﬁﬁﬁ the
1ik€, e dr apsaskiPns@hves & epieti esc tised.dastéter,ofustihe

perggggﬁﬁygégggflers over public networks like the Internet, there
is a possibility that the personal identifier becomes known to
another person, enabling this other person to do transactions or
gain access to digital data presenting himself as somebody else. If
a problem arises after completion of the transaction, it is not
possible to track the real transaction partner, as its personal
identifier may have been used by a malicious user of the public
network.

For a more secure transaction, it has been proposed in European

Patent Application No. 1 219 088 to use a trusted third party

transaction server comprising profiles of the transaction parties.
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parties by using authentication data conprising a
tabl e of random data for verifying a digital
wee@aatuuse. The digital signature is generat eRPICT/NODZI0X000422
random t oken using a token Xeader. The table of 5
random data corresponds to data collected fromsaid
random token. Thus, a digital signature originating
The frarpachéon ssrdonert vkehfiasd thbeidreptdithf ef eblte fimlanggeyon
partfé@%gﬂ §8hg 1A ;ﬁ‘e&&%dé ltswémgrxs1hgp98§aﬂal &€ okOrandom
{herefore uni dentifies t
datat fcamsragmfbmqmr tygital ans?taévant%’(gfe déﬁl?fhl sigpstene is
geneégl@eaotf%ﬁ S VSRR @gpé@wsqglg additdronahabar oMY @abse of
hat the additional hardwaré, e.g. a token and a
rand%mtar sagresPossute Betas woplretrd J TéhePyl hossidemetoken.
Thus! F@NFIRGLEPNs i PAlYe blidihdthahefane a8 obh@st fkehhgnd
present invention to provide a 15 nethod, and system
being ofi ffereBE nf oy SR T¥| é%*f%we@tt FedeaGtiion of virtually
1mpo§§f5ﬂé’Q6'§o¥§g|dﬂd0@héﬁﬁfdﬂé hdegtéfy Galehenrved ol
requi ring additional hardware. At |east this object
tranpacli gy 8¢8HYi n the present invention by a nethod for
par Hos ARG tage eb £CIHIGN sgsté@m&@nbw@r betswees amlﬁid’ﬁlng
transacti on par a second transaction Ly
accifon SR TGIEER Ot da GECGLaPat b Ty TRRE 1 1y = token
and &I 86Isac tre@Be pardipulfinee neigrad ecotprdaveay ppsohld ngansaction
tauthentication data in a nenory of said electronic
att4evi ce, which authentication data are inaccessible to
anises ferelierel &ctalgrice dévilee prpeent dimgntion to provide a
ayt henticatio soft n sai .ect raonj evi ce,
Gy R R SN e L e
elecauommnnwaraflcmtxnmfbmanéentmﬂﬂoaatbngwiﬂh9uauthemﬁﬂkmmi on
0 enerate a digital signature fromthe
addl% ?égﬁgfgg %% data; providing the digital signature
t@\tt heas’teddmd thaesacis eshpavedy.in fhe pyprssingr iggention by a
th &cand G Q0. PAdrY pREQULAES £irst
me ggb qﬁg%oggggj%l ﬁ c%%égéﬁtransg%%ion party. InlgS
tranfsaﬁth@r ragspecand tm@eppééewanm@éh@m RPYYoUF#ed ap electronic
dev1@§tg$5&a egere{ﬁé”fyr@g @réﬁgééﬁlgﬁtﬁégkfﬁ Th@gh&tﬂgﬁféomprlses
use of digital data on an electronic device.
ProviEi Ao R uHePEL STEL P Gitdi HYy ameHeRY i ¢htIags eaa?%qrﬁt%de"lcer
whlcﬂegawe&flcgewn ARG LOBI Enfledseepbi €h AulsBens f cald on
35 are inaccessible to a user of the electronlc
elecaéw:% -dayi o7 P TRy L HGehBRERUHCER 1 B I/MEME PN R af A

, elec@hBRl £ QLG VKRS adthent aed i lieak i Wl rdpbacbesNgle to said

accessible to said authentjcation WD 2004/ 111752
aUthPGT}FEE&ﬂ§4FGéB%§€? gctlvatlng the authentication software to

generate a digital signature from the authentication data; providing
the digital signature to the second transaction party. In a
preferred embodiment, the second transaction partyprovides digital
data to the first transaction party.

In a further aspect, the present invention provides a method
for performing a verification of legitimate use of digital data on
an electronic device. The method comprises providing authentication
data in a memory of said electronic device which authentication data
are inaccessible to a user of the electronic device; providing
authentication software in said electronic device, the

authentication data being accessible to said authentication
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software; activating the authentication software to
generate a digital signature fromthe authentication
wa@l2aa0a/11psnvi ding the digital signature to an PCT/NL2004/000422
appl i cation which accesses digital data having a
digital signature enbedded therein; and conparing the
5 digital signature enbedded in the digital data with
softwadre pretvideinadithet abthdngiaetten J9ft4ALE he? FpISELES 2

d1g1{£53§1r9§€ e'f?é%nEhQnaJHH@ﬁEQ@§tfbﬂ"ﬁéﬂ@¢ PBSviding the
encryptlng digital data on an el ectronic device usin

digital eiePppEFoto RBy PRI CROBNEIhFISCEF AT gHtHdAtngata

hav1§<§%§'cﬁ@1§§?cé1fdn%tq§§ BgmRsRuNghdfk 931 dnaesshgdring the
specific data to obtain reference nunbers referrlngléed

dlglb@%.%%%uw Apedderiolt Z4S GAdt bt dSPol el i TS &

digi€hedil@ntere devi ce; generating sald encryptlon key
fromthe characters _stored in he aut h orlz t|on t g € ¢
af @A 58 FEPBTS, t&ﬁdpéﬁ%?%ﬁnﬁangﬂa% Pf&"@ £aIe °d tor
encripst gy aabdtgncaamt bﬁnaﬂKQy_Lechaohﬂc adwircthesims pﬁﬁtenctmtlon
present i nventian grOV| es. s stenB.for ege fo

key'sEﬁ?imﬁEPﬁgdgomRﬁﬁéﬁ ft 9% aﬁ?séﬁﬁﬁ Pona ?1 a rgashing
saldasé§éﬂbhaepe@&f4uambya|ﬂo dhtaahecefemdn;etnamhemﬂlnmfenayng to

e identified wth |rtuaII n ssi hil iyt
posL PFofiarent. GOE BT P herias. CRYR o1 VArD BEIVerRLSo
deviaéf agsetraansacidion ,ent:hEp’EflldnSﬂ{eyr Angadtieophpartterss stored in
unj quel .ident.i-fiabl I [ id
the 8?%&%%%55 Stghatin'e F? ga 2§edg%%ét%%m§8ggﬁ%g%fhg 8
digitanndect hlemncpasratlyd tehatypwrstk@ye the digital

%nat é%he Q?égéﬂﬂfﬂg giéééE% k@ﬁtldd“%ﬂ%&&é&s sysﬁems for

transag{lon pa traced and identified by t
perfdr@uuabasdgmaﬁunb provided to 25 the second

fI rgﬁ@?ﬁ'dﬁ% Bar Ly Aédf@lGhSP'hékdwaréfeaF%f@HsQ%€1&ﬂ>ﬁé%%y in

ransaction party, e.g. co yrlgh pr ot ect ed
an efptewrsychrassanision aad the donkéf1ehatt tar &1 rHRgf aPry

3eGOE i g it tt NSe DS £SRE nb VSNt I10Na prévat® network
possé?%??%i signature is eﬁbedded ?n t he di thf dztane e

accesa| grafisgictapndathe fdysSbet SO HCchéeq, pﬁgtﬂldéyu%}%PQ%iter
1den@9§f§5fé3bgelt£|dﬁ§¥ﬂdi sophadiQr. spieatigitiheseghaddedis

digital signature is uniquely traceable to the

ProverPg; Fralthef Preend rgRSSRETUIP Party thalt TP¥cSFoEY Y diottal

31gng'tg£é aldgy asposetbndiagiibal 14ad9. tBegiiadt (iahasﬁldztglldnabbyty
i gned according to thepgresent 35 jnvention ar

may SpoFEAFach 2HOsi Grige 1BdPUrTt HIAEYE CHORATTAG Freided to
the %HEBﬁ@tﬂﬂa&%b@ﬂléﬁﬁﬁaMiye |nstaIIed. The signature has
t he, aut henti cati.on

een generated in accor, th
R o2F0r B s AT HGUICEIana W6 200%F Trrragceih ey,
e.g.PGEﬁﬁkiﬂHl4@969ééﬁbd files such as music and the like, that are

digitally signed according to the present invention, i.e. a digital
signature is embedded in the digital data, said digital data may be
traced, if they are later found to be illegally copied or spread.
The embedded digital signature is uniquely traceable to the original
first transaction party that received said digitally signed digital
data.

Digital data digitally signed according to the present
invention are stored in a storage medium of a device having the
authentication software installed. The signature has been generated

in accordance with the authentication data stored in said device and
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4 thereafter enbedded in the digital data to protect
the data and to be able to trace a nalicious user.
wadb@431gsmt ure enbedded in the data may al so bRCT/NL2004/000422
enpl oyed to prevent that the data are illegally used,
since the signature may be 5 regenerated by the
device at any tine. As a regenerated signature should
therpafieiemmbedded oln vaeonestitdedded T ruvEedigrhaldatat and to

pe aBle CH¥MALLSOR ;1 fiHe,enpedded signature with the
regenerated signature provides infornmation whether

t fa@edpiynadiurgaerbedded ght £ |9ata RV al} ¥ Bn emReoyed to

prevdBVi 66t khet B LUMRAL L $OM SROWB cliNad i e LB gBB RS e 1Bay e
are identical, the data may be accessed by the device,

regepREatebPY ERANE.CCaRtappY | [daE ofS commdesegabad saiggatire

shoulligbd alqethat 82 By R&e Uhe Oémbe%ﬁlea oh giHaalgidatal Nt hea
accessed by any other application, for

le for,
COMPAF 39T P fmt B coTRRAFISS e AL 8RR BF & #i &1 dF ot t%ﬂgeag?%?ewelﬁname
proviBes lﬁ}ﬂﬁﬁafaiﬁi@?gﬁfe&h@@} Fhﬁ&ﬁg&ah d&ﬁedldr;f @leﬁjcflﬂfﬂ[tﬁ
are e I nstalle copl.e r (0]
inst0ipRe SH8 FHEY tmy tnbbS bPTERLSESS ot i SPakr By TeaTures
are dazasnt:-_ecaandtae &40 masi geaécmeblebygmrd@tvede Farid hefior
eatures of ,th present i nve

ects an ti,o
exanf B | U0 A T R UTERGSRTS clraAts. PTG FATBAIT b Fun ©F
saidafddqgi tasl aﬁmecmSy Yeeatceeesed and aagvantageppitichtben, for
re_rea reC| at ed as, the, sane. be b
cxenlliRoTeE G H)E DET ST GREE S I Re ol o hg et arl £y hen che
signdéesces pineouuoandd@mmjader el idigicehndetad Grreniifihegdily

mst%EESHpaJ‘yd ”%o%[qé‘ L 858%319%1(@%3@’33/&95 %gy n%%”%

npl es, raw ngs e reference
acce@@sdgam e elaidkby aché oleyioe @Taitasl eFrgr didndluseyabes a
genegclg% of an installation nethod for a new device
according to the present invention. Fig. 2 illustrates
a Braberofspartsnendl feativnesnef hidk beesant Existtiing are

disHBYLGE; RGN %B&mﬁé’né he ppesent invention. 30 Fig. 3

schematically 1llTustrates a conputer configuration
h &kHen d naem Heit |aélalt LB FofckEr ef et RS - adbReRvedappen will be

mord Q"Qlaﬁllﬁsg]g@rlegﬁatéﬁ tahse tﬁh@a@é:%rc@ingg B e upHESSod by
i nvention. Fig. lustrates a chart of another

refonearal Fathhen fﬁé%ﬁwg I5tppteRfiederdPrhep fiA cgnsidered in
conReEOhHl - @nbhEc SRS RN ngl AVARH@Npr WO 2041 Hd¥52F non-

l1m£@§;gh%§£§¥ygggoﬁgzwhlch drawings like reference symbols
designate like actions or parts.
Fig. 1 illustrates a chart of an installation method for a
new device according to the present invention.
Fig. 2 illustrates a chart of an installation method for an
existing device according to the present invention.
Fig. 3 schematically illustrates a computer configuration
having authentication software and an authentication
table installed in the BIOS according to the present
invention.
Fig. 4 illustrates a chart of another installation method
for an existing device according to the present

invention.
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5 Fig. 5A schematically illustrates a conputer
configuration having authentication software and an
w@uichent7srati on table installed in a user accPGENDR®4/000422
menory. Fig. 5B schematicaliy illustrates a nenory
| ocation secured 5 by two encryption layers. Fig. 6
illustrates a chart of a nethod to generate a digital
sFynatidy e fyaematiaabiomifldbperatmsya POPPRERYE rognéadygration
chart of aﬁ;i%%daﬁ&%@aﬁﬁgn 350 16423QN3hH 280 authentication
traceable digital tile according to the 10 present

i nvention. fFEode SnpEaliRd dPed WThACCSSFLRME GO Y ne

apt hendd cation @k cdig) tiahust gt Ss aceendiPddattibe secured
present invention. Fig. 9 illustrates a chart of an
on-1ine aut’Mertioc §RFBPET FaKSETti on net hod accordi ng

t ;& hes presentystlatbHVLMHER. oFi g mekBoll Los§draireseaa

chart of an_ off-line authentication of digjtal rights

of digital Hefidadt§FeriH fFe%%aftﬂné‘omnEﬁ@ \%

aﬁggr di ng t o the rpresentcrareenti ®metRebietsi gendatki gs.

1, 2, 4 and 6 - 9, .in_the nehgod .Zqujlu trated .i.n
the respect?PYEBEGHFee TAGH eo$1%ﬁ eFéE? AT oreng to the
3_re shown igslre?sémn‘@ﬁfr?@iic&ﬂl ums. In the vertical

irection, actions, of the actars_h been_ar.r an

i A+an Bssent %ﬂﬁﬁfagﬁFo%dggﬂﬁbgg a%r%ﬁﬁiﬁﬁPgn??%ﬁg¥%ggtlon of
bottom rrusigfuaﬂ @hshtesordorddng ntorider puesénta ingharton.
essentjally, are perforne riqr ct.i.ons._ | : -
stbdequent fég?ﬁ%%ﬁgff ?oéb%%x ?ﬁeggréh}{1%§|?hﬁkéh$ﬂ?ﬁf§°n °or
may not al waysadeetiecessiarod acasriimi dat dei pr&ome

i nst ances. EQ%xﬂﬁE%WB in the Figures indicate a flow

of data, which may be transferred through a suitable
cotpectl on, isucitmsea hachbnii pédaeonffedtingnauergication of

Wi rel ess nggle&atf AMonfl & GAEkLAAtdon hereafs, UsiBfovable

an appropria proto ~ 30 1n a network connection.
In this conhextry accondingd [tat itba PRI il8Vepthet-

u%\g%gf’{“l @S Fl%f et h%C’i hoLnd rbSt-a|9|,i 09 sof tiaengqaat

___ some actors inv ved in the present method for
illuehadtdchgnt ke kiarpesindve r Bdurgsofchionegdt dbféerent actors

are gﬂgwnr?‘%% LORuM L Yor BUELRSS . iR ﬁchésvé&_od’ﬂcﬁ)it difed€Wn, actions
evice relates to 35 any el ectronic device containin

of tieBashars| hamtb%@éﬁ-ﬁ{lgﬂ g an e%tlﬁém chJécfrbql)ogrllgal
ordeW™ FRoRAN% 28806 @ted $8GYS & liohadeéfenmyeyl 1iho6Rd i, of a
char% géseantcioaqut aeage’ pseerrf\églrn’ed pprrli%tre[cb ggiso%galindggéuttb%lequent
(lower) row of the chart, although this may not always be necessary,
as indicated in some instances. The arrows in the Figures indicate a
flow of data, which may be transferred through a suitable
connection, such as a hard-wired connection, or a wireless
connection, or a combination thereof, using an appropriate protocol
in a network connection.

In this context, an installation method is to be understood as
a method for installing software at some actors involved in the
present method for enabling tracking and tracing of at least one
transaction party. Further in this context, a new device relates to
any electronic device containing a Basic In Out System (“BIOS”,

“Boot agent” etc.) with any associated secure storage/memory

location, e.g. a computer, server, printer, personal digital
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WO 2004/ 111752 PCT/ NL2004/ 000422 6 assistant, nobile
t el ephone, which is being manufactured, or has been
woreowfiziosur ed, but has not yet been delivered POI/AD2004/000422

end-user, whereas an existdng device relates to any

el ectronic device containing a Basic In Qut System

whi ch has been delivered to an end- 5 user, and may or
assiswantnonohile tedenhased Wi chhés drri-ngs BARUTREEBES) coT | hps
been %nu%&%%&f@d S b%@l Mag erﬁc?r,r ry%q £0eRA 1$¥8LE&M S Qn end-user,

cessing a location in a menory that is

wher@lasr et Eyl@’@lnmcﬁeﬁé@? | e ledmre P ey Glererovi e devdhfc

contgﬁ“}”n a BOVWEYEL, od$ éf %%ﬁh@ﬁ%&ﬁ%@bﬁa&éﬂveﬂeﬁeto an end-
d according to the present invention may enE g
e asic

userfs,userw1 Fap| OS s e hava desactfet P.(tofecReritim T

In otk HysRbndal aAndiekesHeh 2 BECH %e@%ﬁﬁya&ﬁe331ng a memory
provided with an encryption system A secyre st or rage
locatisgatifon BFEFOF thah BRCIYISICEOR Xy stisthtarelngonnected to the

elecBSHEM balite. tfﬂﬁaesla% Sy sitseledttibed @8petChatet,Nehe method
present invention. 1 illustrates a f

accob@%ﬁﬁeFPeHh%hQEﬁﬁeﬁﬁnfn¥ﬁn3%9§ PrésEhtt Oylé“?hv%rﬁ%Q?nsyStem to

ecug@ifrsrtloﬁg &e|§>r|ﬂ_7:11@1 dlgaaéll Idh&:faabhdMJDrsmt hoHIdDrsyataewnay be
evice is illustrate The met hod

provifeh hor. SR GonT IS BUSBT S =tarede g iR, gpavor

an eﬁ@fjip/c,loa Bj/%nmiﬁiéf a6tUéfﬁTentaalBth&h@n®Iaﬂt fremitamc atitlon.

The first, second and third actors are
resPﬁﬁ§§i §$ eﬂf??ﬁqg g Yt sons or conpani es, wher eas
t megf ouriih uaranes fd fiilvsacpoeierard subediaratenbeduedresent

:ane{lﬂJeor} aﬁ(\élg%?%]allbqn th%lfslplrft %0|1ng Hatﬁ métﬁl&il oflew

Fer- are” shown. I's supplier
dev1gen31aﬂessanEU3upSMEeseabnhmﬁ0ﬁ1gtabhémﬂmdes five actors: a

rand{eagfﬁearg I al laé 1{e"3‘1_f‘d%mt9§% c?‘hﬁ%t ?gftfmt o'IBIO@ Iﬁﬁﬁ%@turer, a

Imed as a e conpfi sing random numbers.
BI0825m$uuhhantab$@unawO§EW@r%aﬂ@@ Byrsiui tsmsadsend idrladagctors

are éHggﬁca&g?kgig AV%I % He orzalent, icGat RBr N the fourth

oses - anhot her net hod of produ0|ng
and fafidomatenberse o GpRie atmBedsiednin iy devicgndom v

St}EP%He greie=ls @bluﬁﬁ'cthf 3§42 ﬂ%ﬁ%ﬁ%noﬁaﬁlﬁ‘é |r%1|ndom table
ew se, a dlnen3|onal pattern may be used

suppwneuﬁqmtsbewn h%%ééﬁpimwnseaﬁ?s t5 WBP%%?&quPdom

tabl@ th e%tsehlﬂga?%dhsa(ﬁ'd@ﬁe&laﬁan UL ApeRdy Rajrent
Application . 19,088. From data col ] ected dgriqgl
t He rpadem ﬁg?lbéﬁ 1Fh‘éeJ?Jé‘r‘?6’oﬁFy SHIEd CAEP BT T 9 gpndom Thmbers

Suchpét L5y rhgngdone rubRer sy cam a1 edes fimethe %sgsucﬂy usi ng
pr edet er m ned algorltﬁ

Alte m The secon? col% [
FBFELR 0 Ut | BHETO PRPLECed s T Tad [ﬁr? ‘ilf‘%ﬁ)s
anotWBkChe iR Be seb@cdied Bynddie mapdem bybipeicalppld@mniag a
randg;n% strhaa%léfda?ag’lcjére{ala,nds/ugg ggea %V(\)A?lggvox(f)efan am%e%gghl. CJ‘?fk!e%@se, a
two-dimensional pattern may be used, which pattern has been formed
by transformation of a bit string as disclosed in European Patent
Application No. 1,219,088. From data collected during the reading of
the randomly shaped material or pattern, random numbers can be
derived, e.g. by using a predetermined algorithm.

The second column of Fig. 1 relates to actions of a trusted
third party (TTP), which may be selected by the random table
supplier, a BIOS manufacturer and/or the owner of any application or

service. The TTP generates a bit string from the random table and
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service. The TTP generates a bit string fromthe
random t abl e and WO 2004/ 111752 PCT/ NL2004/ 000422 7
worlvenidst a, to be el uci dated bel ow. Further, PEENILIIB4/000422
stores the bit string and Dther data used to generate
it. The generated bit string is sent to the BIGCS
manufacturer. It is noted that in another enbodi nent
othegf dety proedenelecidnredt Pokov + Farbher stifin§TRaytoees the bit
strlﬁ@n%@toecqileénga&; arRs; By @&‘P&ﬂ&"e i8CtPe tg%@r%@dﬁ% string

For exanple, in case of network access
1s segént? fiCaBilBf, "AHEEasdtWeF k adni ni strator and/or a

NetWGE Ky SELY @lhatMBY HENSI-at radkt iher 81t hige Ridesshti Ng
such that when a user attenpts to access the private

invepéd for Khet Ré tngthibtk MadnP i EreEe6rd 0r NS ettpgrd by mppther

actdregpaeraie tirhe fbgid@mpstgnat Waee0bs S@é@zdi&eéccgéws
t he user ﬁ una cbrS(UOUS| y. be identi f| ed by
idenid 467 k- AdnithP ste bt ANl opef BT €1 ﬁ“eHGE@‘P“F gerver

may Qeadtetk ageessoto tle viet woring Fhenachd©Onscaf at hee Bla@bempts

to AEPgYs TR SHRES et bier SeE Rl FmaY SCTator of server
may au@bee&aubammendsgﬁﬁaﬂamegnatﬁmdmdassamd si .eghibe thd user

stri TP in the B
may SR By B PR e S b e AS AR T by LT S CEF P 2
serm@&tbefmretHMe neéhaoik ghathﬂSaEHHHSOBS eie meapoesent ed

by, t.h rth f Fig. The BIOS ma

S Ea- R e T PRof el tac iy el ghel i e ade e
thlnawabﬂemmlui augheht|ThﬁiBanSsmﬁnu@mceuterdems@qﬂﬂsan

auth%%%ggzg{iocrfa o(}_gwtagglﬁi a\M%IISQ QM 'st%QS Ccog%glﬁgga&ﬂ)plled

ored a secure part of the geV|ce onl
by t@@c@@gﬁblehﬁoBﬁﬁe BI CS. The fifth col um of Flg 1

e%%BE;SV% q%t EQ lloefd tb? %M%‘aﬁé%é%rer,l is also an

so tware e supp by the randomtab
actogs iguplps |r@rth@d byn@ngtsotaﬁercomﬁuarr@ paptyseiried bysthe epurth

oldm'i‘l B@eb_‘f%@ -IT_H@ ﬁ%@%ﬁ/‘ été&ﬂ)l‘%glf ‘:Wa{ﬁer@f? Q@ receive a
coupled to the TTP to décrypt the bit string in the

decigPOSOn ntleafnduehents ddci aptheBlicaténer ypftgargeto decrypt an

aut@ﬁ%ﬂ@@ﬁi&@@a@@et aph £o12930 D aRkh $HeOk8Soddid idyaiReaf@Cilfed in
part of the deV|ce only accessible to the BICS.

a SYOYEEhRRTE (He tAAL AR TaltPOR BEFaSEEPMar B° stist 8408nd

actre/ @t @sh acshi @irt ale- 81 GNiNGepk8OEA LN PO acHENSS affe tBe
session- or transaction-specific dlgltal Si natur

authand 1oaht te MATCHRT BN 'EHrTWARE R STEPABPY RUALS ﬁaﬁdom table

supiSIERAr 8t epPReRabLAgr Eivid pBFENtardd ikhetBH4E iar the xaxos The
consol e, and | i nde en ent fromand _inaccessible t

autiiaRs L Gpbt Gt 197 CLg5E CBP T MebTRer e tagectved the bit
strjn@duﬁatﬁﬁiBD@SFugtolantduihbﬁﬁiédﬂﬁﬂm aabbhel hadt ek s atnew

authentication table again and stores it in the secure part of the
device, only accessible to the BICS. Further, the authentication
software stores and activates a digital-signing algorithm to
generate a sessilon- or transaction-specific digital signature. The
authentication software preferably runs in a separate operating
environment in the BIOS or in a console and is independent from and
inaccessible to the operating system (0S) on the device.

As indicated in Fig. 1, the installation method for a new
device for use with the tracking and tracing method according to the

present invention starts with the generation of a random table, e.g.
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device for use with the tracking and tracing net hod
according to the present invention starts with the
w@emenat’son of a randomtable, e.g. WO 2004/ 118GHRL2004/000422
PCT/ NL2004/ 000422 8 a tabl& conprising randomy
chosen characters or nunbers, according to cell 2.
The nunbers may be generated using software enpl oyi ng
a talle calgoibitonraAdeanagiosehny chasagiess| 85 eyukeng, Saccording
to cgf‘f ?;dTﬁQplllﬁx&?ér’soﬁayl\pe %59{”&:@@71151&@”@95&%&5$%§n§18@3¥ng an

uced froma randomy shaped 5 nmaterial, such
algoaliﬁérh Rovemnietyal 25 FScaRanpl & U -abABIIWGRER L cation

. gEisy ioal;, FiRRES ndhBe s @Rged dshmadardem oM Heicaue $ithped
" the 'randommess of the product| on_process, Fromthe

mategeaalwetswho@smémrwa‘é?% mseer gl ndiRMGFERPhat ey g non-woven

mateBiJéﬁPerﬁbefﬁy e GalreHbad eth aF@rand@%ajmllee dae MtyTher t hat
'be cal cul at ed, may be the an etween 10 t

rand?@?fesrss ofnthe %rroé’élcﬁf-o? HRFAR&eEr i Bt ° Om & HEOIH%WerO\QDFhe
fibebs her Sthech@ﬁsw&&namateﬁmln&mmbbmenayme eal eulladedd For

numbers will be random s th eonet
xanitor SEPET ol AN HOE AP FE ATV Y RERaIcaBetroen
two @ised0I@dahNa il @:p;‘eane RedtentiaAppdt cdtd aamder of fibers

1,219,088, .to callect_rand u
crosE S ero LA A b1 TGt 1T CS A 16 TG AR FEHE: SaF 2o
as tpa_tgafnretmgl ag e aia;geriath Asndescmrtme@eabmlﬂeema@we
hi s nsi.on atter u r
mannﬁﬁy at?e\ﬁggghgu? &l blggg%anor?gfg ISEL Jt%fataggdﬁ)# 11318] das,
to cpatéer n:an'dihm mancom tabbe Mpplfoenlrrmyﬂ @eheﬁmﬁeﬂq Rato a
two—??ﬁé&ggézi é&n %%9F§yéﬂta1 gr‘gﬁgn y dA%E {65H|d%@b¥'from

e random e su supp y a plece
thlsotwmmmvennmfatpautahrnoa wdflewaf eranslqre paphees tigy be

di Pat ent
IR B B sk P

t fon gendomattebdpesarplmsrenay LrdcHetabies randenr Brig ted
suppﬁgti]‘%o %h@lgﬁ%rnﬂT%%@ﬁ&Hf@Hiyen@ﬁgsréﬂddHPQEEheSsé§§ller may

entication software i n the
onlyagtpiehit isc *Ep6R %mmawevmynatsélehp% |Sé>c¥tw§r? hie® 19gREBATS

two H@Qeﬁ%fﬂﬂgﬁlbgfteﬁH§1%E@5§@HK@/tbhﬁuﬁ%ﬁz%n RRdhacAdHI8a®kon
hird part The aut hentication software

gf %,r%?@l ry fﬁae Wltlschoxme u%TPq&ey §BPT JCIRFARGEr OV T WA e

rande and/Qr private encryption key Said 30 unique
unber may be advant ageousl ed in the

RSERFAERY G Fetholy G PR TetiRRiaRg TIE fB fttalle

authdft Xl i@nnedrbed@w.in kEHethEys. apneoadimthticacedh Sssoftware may
6A-6E, the TTP %snerat a uni.que

bit stri.n n ES

be <Poptoit 1 5. "G LoRLe IR to TETIGRY Phel T RS
manu@abteeds o Xefptada bysucthiasi aauniyque serial nunber
fr%%e guthentlcatlon software preferably has its own unique
serial number, software ID and/or private encryption key. Said
unique number may be advantageously employed in the installation
method and in a track and trace method, as explained below.

Further, according to cells 6A-6E, the TTP generates a unique
bit string, in the following way. First, according to cell 6A, the
TTP collects fixed data, such as a unique serial number from a
hardware device, a processor for example, or the unique software ID

embedded in the authentication software in the previous step.
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35 hardware device, a processor for exanple, or the

uni que software I D enbedded in the authentication
w@odosmar762 i n t he previous step. WO 2004/ 111752PCT/NL2004/000422

PCT/ NL2004/ 000422 9 Prefer®ably, the fixed data refer

to a nunber or other character string stored in or

related to the specific BIOCS. The bit string, which

WPFeEdealgene e el fadorpther ffistedodat BimkatoRy ot gharacter

smhé styeleif edr LR 1hRYE & sctﬂeoagewt@é ifBsW tie the BLEhg,
which it is 5 stored. Such a strong rel ati on nakes

whlchowghlnget HendTatest £ral thi fEAred| $2tan FRBY nebte st eps

prefbBred N8 TIPe sglaGlagars ANAM L,2Bh &1y @MogUSH Ywhich it is
received fromthe randomtable supplier, or it

storganeiutied ACFAHUGRLFabt @%.Snéoagh%w@@ P&t cH HE%a
difeptece of non-woven material or using 10 a randonttmo
dlnenS|onaI pattern The TTP further generates a

st'Pi Ry &dr ditRY 6By tdre) TER SelRsESt Ar BERIPm £aBLle Sprev1ously

rece@v@d ﬁ_rhﬁt th¥eghrtaimd tabhe supdesr| abt e BREnthetedlat @andom
are used to_generate a biit strin

, usi n
ta18 Ll P TREHS I GO ER dECSPAPRG S RRP BE SHind BF(using
a raflieh ngvd slisensbshdinpattbéridat abase according to cell 6E

i and .t he datadin

t gget th the fix d dat
RSN e e e e S ity fOLE R PYroert e
The supeéidaiateethe BlOSthantfact daer, the#ﬂanabmytabhe and the
ed_wa e Bl OS nanuf ur i
aatagBEFIE S ebieed 5 BeRB-TROL BILULEE, RIRERG D lids e gpminea
algoadtion ohqn@rtiongettd: &1126D AtThehibd tpetning & scebprreErinmay

datagg % c?l Cafe[ggh@gl 196 §| %@%e@rhw:ﬁﬁm{é %E.;t%ﬁd da a and the

n so mare a bit string erea
datat herimpnpitieh wene beeslobd, gdnesakl &d. and connected to

a 'I'?l%t oL kstfrsi 1§Ssuf&ﬂe.teldntgr% BI’@S Pﬂgl%llﬁfdc!‘t%&er, pr2e5ferably

start-up o e conputer according to ce
in ap| escenPhede wayt Her iBIQEI panwigiatiuape emkessisa thenpee tStdang,

likel @né Mh‘@?ﬁ:&catf’é‘&rbo%%wgpg It %IhgeBIO§ Qac%%tréphésl!b &ell 8.
connection with the P. The connection is being nmade

At théscePieot at REMPlater §tam by, asgerR eflshieigged BigS which

compqggéypguttﬂé%t@bttgr{ Is%qtaage geReLabet afk Auighenhé £aIA1R@R, the
The BIOS or the authentication software may be
comnuaeﬁtmw & 591ehelrptplded udihGarRecE e e @aeatwmrcﬁuch as

the ITStartdd que nunber as nentioned above. The connection

with the TTP does not need to be initiated by the 0 th

BIRSs P PBut L FRly SAPSEBR ThittrabeP PR RECAET HEhi &8t 0 the
BIOSS Okt ¥k authehi€Ba t Sorebeddee: iusea aee@m&mbh 0b 4 hetwork,

BICS, or_bhy a third arg . _application. c | O
suclppar BRATT A Etacks IABNES OSOrBFrT ¢y wien: Ehe S One
connection is being made to collect the data string, which is needed
to decrypt the bit string and generate an authentication table. The
BIOS or the authentication software may be identified by the TTP
using the fixed data, which is a unique number as mentioned above.

The connection with the TTP does not need to be initiated by

the BIOS, but may also be initiated by the authentication software,
which is embedded in a secure part of the BIOS, or by a third party
application. The connection preferably is made without a possibility
for a user or the operating system of the computer to interrupt the

procedure.



10

15

20

25

30

35

35 for a user or the operating system of the conputer
to interrupt the procedure. WO 2004/111752

weEanAMeeD4/ 000422 10 When a connection w t h PEENILIIB4/000422
is established, the BIOS on0 authentication software
sends its identification nunber upon request of the
TTP according to cell 12. The TTP returns, possi bl
ufiban @ ecpresictopntwetiBiths, T%elSd@@rﬂ?b%lW &RE B

auth@HEMloﬁagb@E‘wasreS%feHﬁ@rPté"%%l%nt:bgléj@ﬂro)‘lphuﬂﬁﬁé’r upon request
accord I nNg to cel 14 tohgenerate an authentlcatlon

of thabT® facerrehed b’frct CSHE | whice ATRa%e eSS d dBES § P khgpon

requ@gﬁaﬁ%‘ér dirpg, t’@hec%llehr%)t Next, , aﬁ&cﬂ{éjiaﬁb@hbﬁt:@&iﬂlo%G
the authentication table is encoded

softyat feHdsc &PPoRS SOMMEPY %%O&Pé%}@n?%??a%l ﬁﬁeto generate an

authaHt hentigakbpne 16-drakhe way e idgchvesiediateevbeded@in the
per son ? Uncovering of the authentication table would
BIOS\agket e thr 62 €ktdon conferred by the method and

sheukd ibesefiogetbecailr tmal tlye |an1m@arcbb@tloTh&aemeabH rgcoded

f d fi
b7 AP THREHT M GERENTT CALT6H 1 BT 16 AbggY Loecion

tabllkah&y ,bd tunldfayefé‘ten (e. ];5 bﬁ aquded ) byutdwerering of the

auth%ﬁ he L Ca% %Fé?%%l I t?%gtg’clzolgo_ Z%g)ﬁlf%}:ged by the

methseraﬁd snﬂﬁaertn@reﬁnr¢ bedvxmﬂqpléycmwmmssmblbey
e %Pr Eora ed In or ggr%efiahggn%a tnrl]J%beJ@I % Jhorlﬁ specific for

SSpeci i ¢ nunber 1's sént t
the amohenWhanathenastﬁQnManeta@@cﬂa&lﬁg1§oniﬁﬂdd 18taft ert zay then

be dtecggee tbylg%%‘T%Qtﬁéhec ﬁ%@gﬁtgofﬁwaee §oftyak g ageos difag; ¢

nstallation in new device Is
numbeonplies &i0Scepedi figr omber Imay2®e FThenkmrsodedlal number or

any %%&9@{3&%%&%8?&&?'1%%%@%% t'eﬂ f{)'nsc%: e%e@QEéd %{yoghe

on e retrieved by the
BIOSan@onoexa@wlteheTh@ﬁﬁ%usngcsgﬂsq apoFh| 55 gl 80 pEte  of

auth:eﬁ%léjﬂ%r{r%%f@tépe be. 20%iRE hey 2315e6U & drogati@dth from

devi ce For i1 nstance, i1t may be a separate part
the gfithemaiahtdony 8o BFvarec 6APRTEMI wRi EALbar% may not be

a%ﬁ@ﬁ§h9££ﬁl$ﬁldﬁh§n0Q%déu'd@gl§y8£§HBompy&téH”ébdb@dlﬂ@ to cell
BI OS and/or authentication software. Storing the

20. Fhehergedast pohheabl@bignataiqude FoeEeT off PureRere part of

the @96EEARRS d Ne REFSIANIY bbyr&iristetl Byatndfsrioseand not by the
authentication 30 table. The device. is now

o R BT Bar- o b 4B 1TRE BAEE GF BRCBULS TR ALRP gy other

securabl 8ca¢ @1 Ngt aht edbiket heo Bl 1%taﬁblét het malynbeaa separate

dat abase of a trusted third party TTF? dat a a%% b1
partslogr édhm é:lﬁlvgn%%'ae c[ongutrq-Jf:, twéu&élng?% atyhgog accessible
to thidt bpatdialg eRstab) eushenl) aterthe BIOS and/or authentication

software. Storing the authentication table in a secure location
further decreases the possibility of retrieval of the authentication
table.

The device is now set-up. Authentication software and an
encoded authentication table are installed in the BIOS. Further, in
a database of a trusted third party (TTP), data are stored which
enable the TTP to generate the same authentication table when later
needed.

Fig. 2 illustrates a second preferred embodiment. In the second

preferred embodiment, the installation method is performed on an



10

15

20

25 .

30

35

35 needed. Fig. 2 illustrates a second preferred
enbodi nent. In the second preferred enbodi nent, the
WO ptall7a2 i on net hod is performed on an WO 200B¢T/NLYB2000422

PCT/ NL2004/ 000422 11 existiing conput er device. The

exi sting device does not have authentication software

installed inits BIOS, nor does it have an encrypted
existying sompwipstdevédei Mha exBs O @atdaviieet flors aodi hval
autnHdBaLULE sa&frtwa%ngngt%ﬁ@e mwtmb@vemf QelsS 1 PegdRd an

for any track 5 and trace ose, includ Ing a
encrypgied but asteingceEoned 1§eé§ﬁolﬁ 0%, a@ the RElgwor Kigéeess

signdReedUESra Mg 2B ORe | $:NR chE ANSAGHI1OR. 1 ThMSaackOPBRr 88 track
to a new conputer device, further steps are necessary

and §4ROehBUEROYY- BESEAIBEP PASEAFILRY G CAEFPRIF (56SPASR @l -9 2

netwde a@%€§§3§fd/ce%ﬂﬁ:fawa<5ﬁ Andn-atthentingatt ooh t abhug, | Borbared
secure nmenory | qcation of the device. Such 10 a secure

to a ReoRTPBERR (9AT ARy B RSpaPteRR F o BEGreSHRNIRy BY F0ve-

desciiEd Basas BnRGIonphethaard @ﬁsaaxmrt@eﬁu&@smrsysftﬁm and

as a user- accessi bl e nenor I n t here
authgntjeakd Py ntrb ke e et TG f“%ﬁ‘)%r% Ocﬁ%‘§l°8 o diffo ef’%\fﬁ g Such

a seSuPhe@bryaldddRion fhdHe aubheﬂtm‘cat |s@au5@frﬁamarr@ apdita may
15 thir $art%_T &pllcatlon n%n $. 1 the
be aty BSTHRAGT adt'Ur &F Ps"Y “ZEHEF T ‘%Jﬁ’é |SH§ ary 4t i'8h"
acceﬂﬁﬂh@ﬂmﬁﬂbrﬁn exi sting device, but a third party
Leation s I ntroguced as, an %Cté’ésen hl% Elve RRLL
ggl St i%6n P& A Sn T he applica Pon adl
randéomttebdedstpopdi;emna IThe d(EJOSaIa@Mthracabxomnsdﬂtmere and a

thir ran%?Ctl 1Catn§1t8¥é§g£%%#% gggagpl %agkggrkﬁgﬁggﬁérer is

\tur e om t he exi
no adbesJmnthhavmsﬁdﬂéaauoheﬁﬁm@dtf@n @nﬁaxmatenanﬁﬂuh@, but a

thir ;‘JFger efyi)r Egiigﬂzito%blig at dﬁgégdaga{& %&BB' ' 'f‘:l?é 't%rird party

requests evice installs
appl aeathiomnt igagi ow—sldﬁlte\/\amlzfqartspnbetﬁmaellyc@nteMﬁCtht He on-

11net1€d&] 226! L0Bes 2D d%c%ﬁﬁﬁir&g ttr%nEQUclc?r?s trhe E@M@a&%?' e

I er generates and supp Ies a randon1ta
applifatijogr reauedies dcilghtak covarfgre of xaa [the emﬁtpmg dgvice,

whicACEH ARG Leveelde %ﬁth@zl&%\éltg@nhgafa&@ BL@S i t hout
an authentication table and/or authentication

authapficadien hithlat édeahhbrfl P3Gty ARPYRTIRBL FoPrslioR gequests

that! Phd diRALLY 1 APRIIIGALhONautHRe th BhE toPafdrtwapp! i Galtl 8Bfore
however, requires an authentication according to the

contypiedhtheny BAR$ a5 10Ther ef ore, the third party
appkbeatiPnor edir et s theheai@fuesbil B0seIice yenéhees and

TTP to obtain the aut henti cati on
supplies a random table, similar to the action according to cell 2
in Fig. 1.

According to cell 24, a device having a BIOS without an
authentication table and/or authentication software initiates an on-
line transaction with a third party application. The third party
application, however, requires an authentication according to the
present invention. Therefore, the third party application redirects
the requesting device to the TTP to obtain the authentication
software and an authentication table.

The TTP generates and stores a bit string according to cells

26A-26E, similar to cells 6A-6E of Fig. 1. According to cell 26A the

TTP collects fixed data, according to cell 26B a random table or a
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software and an authentication table. 35 The TTP
generates and stores a bit string according to cells
WQeM426E52 simlar to cells 6A-6E of Fig. 1. AcCPOF/NLRIG4/000422

to cell 26A the TTP colledts fixed data, according to

cell 26B a randomtable or a WD 2004/ 111752

PCT/ NL2004/ 000422 12 random marker is selected, and
randag corrkieng it oseleidte@6Cander cEPRAS Y et seld daf achwt ATRgselects
a daltz:r osW:rtJ_% Se %Fet%e%%t 8n fé% ttahge’ggp Lgl%n%@t &émﬁ:ab.leg a bit

I ig according to ce 6D and stores the bit

strlsgraqqprdahe o xed 1 A4 arnshdtones deta bt Phginmcdigi hgxed
datat anﬁ:eélle %QE é:w}r%e'écc&%r@ b oo céif g | %‘u:?@l%r,t thhﬁlt

requesting device together with the authentication
strls@fwme@t bot thermsayps etny Fs¥igat hedrtiheat Fokd 6t war e

auth mﬁﬁ'l%i’ﬁo@ LoBthd g BbenPHciyBraq. part of the BIGS

I's accessible to the operating system according
t Gheep Ptk icREXPD SICHPEP RPd FhCePlt 28E indhargeicdl @

partngﬁdt?hel%lbg febaot; st Qc§é§§1%ltehﬁoaﬂlﬁ@%§elr@@1ih@rbystem
software and the bit string i a secure part of the

accopflomy it A1 s2 fot N&é‘&es@‘?‘kﬂr@mﬁrt? heSlopéfhe i Wy device needs

to r8¥SE€Mo Akotbi &@@u“&hen{:f@aﬂmﬁh@dfﬁ?@d’ﬁd rmasua@ dite string in
method illustrated in 1 fromcell

a serFe AL AEcHRYiTHYS 5h56k oo 8EHETRIS §8° HitA fgerating
systBRW Yy stored authentication software and a bit string
inits BIOS contacts the TTP alggl n_and regus

st.s
dé¢r Vs KRR oF PRXEHPIE CPRE 8% 28t rind" g‘ggorg’msuated
in FELQ Cﬂfroﬁchl\ECm dinag thotloed | AB4priihey cteacwpal ZB(QEythlesdev1ce
to decr e .authentication_sof
hamagc]??/"ﬁ]ty ts%é’r%g ttqkeinﬁé'cﬁn g esr?%ﬁca €° E%:f P in ses

BIOSC@bhiespondhagT akitdveini ead i mueablsea c&@ctty,ptatew dioxg ekkgmple

ell 3 t he aut henti atl ftware verifies the
the gﬁ{:ﬁeﬁﬁlélgt’l 8t abIe %nd Ofr]leaj%est s Bl OS-specific data

f rarotBenBIHS ced 1 eder yite thervaiutheant s casedriot dbteypt the

auth@%&gatfécncor glc{v@]fé Q elt!) % cé&yﬂp@h@mﬁmlng and generate

specific d I"e any conmon
the encrgmomnlgewth@ttmetam heaftliec atlpohr sfaondieg jp cell 36,

the \Aﬁn%é(ntl-r etlgﬁt QQ v'ias.'recggplflteesd t@%ogﬁgﬁé}g:ltc@tgglllltaéﬁe and

authentication table s encrypted and
requesboe elileI@E’rrsapegeém edafar £rof thfe BIBPOS 9Mfyry@4&t Ahe

authe flrtrghg&ﬂgl itAL be, pper.ating systemfromthe transfer
0 e authentication data and authentication software

i Aagerding by ce3d Bhetim BEOS PR BHOS - FRREAICafipbiy for
exarfBENQL eVemhndeNt S Hau E«9¥ A B QReandinganabkeo®fsoftware in

repﬁ;gggggléggﬁgéglgﬁgghg?gézgnaccoggygédtgaéé 1 %%9'%§§¥éf%n%he
authentication table is encrypted and stored in a secure part of the
BIOS. Any data remaining in the operating system from the transfer
of the authentication data and authentication software is deleted by
the BIOS.

Using this installation method every device having a BIOS and
capable of communicating with external, third party applications may
have the authentication software and an authentication table
installed, for example a personal computer, a cellular phone, a
hand-held personal digital assistant with wireless communication

capabilities or any other device containing a BIOS, as mentioned

above.
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have the authentication software and an authentication
table installed, for exanple a personal conputer, a
w@edokiEgs2 phone, a 35 hand-hel d personal digi t BCT/NL2004/000422
assistant wth wirel ess comduni cation capabilities or
any ot her device containing a BICS, as nentioned
above. WD 2004/111752 PCT/ NL2004/ 000422 13 \Wen the
shenatlee edtraee tassl har ealler eaet F9rigmitlyl fretdlnladhdén the
105 Bl 2+ iRANLECH A3 38SSEANS, shtideka@ld ! LACE: O t%ne,ae@lons
fransactions nmay be initi ated and perfornmed usi ng
may BetHeiitie¢asi o ardtarged a1singi ghe rythenkbaat Brriags slgltal
signS&hemdticeal |y illustrates a possible configuration of
a device having the authentication software and an
afi-Hent | TAMGARICR R & LHSEEI TS 2 PRESHR\A cenébmarafiion of a

deviBf $BMEeIGAkhE ONPOANSRE Sat LMV Vars &R L@datibhdication
har dware 42. Exenpl ary hardware corrponents are a

tablg tRuieddd- ATRRAR 4PV ESR e ot REr SRRy CAPEPRPTTS, commonly

refek@y@ow Gs hQrddrd he. hai&wgﬂraeydayrmeabamgamrrt@ Iaea a
the BICS 4 The BI 44 i s asoftvvareg

Proc@%%‘?’”e'd 3 hegdy SEn ey VPRER) 209 Fs RV P2 cat ed
olla ohé mbemade wiickesi srenecrafrcihedhay dis@r 810S 44. The
conponent f an el ectroni c device.
B10S g EAT T DI SHEe ] RAFPRer TR GRes AFPaTRrAY T It g (298
usuaﬁmmmmonpomemlnt boandt herichDas aomyr dfnghe Uciidorse
comnS9D ,9%31 ffr Qm 8? e mgo ent and addressed to anot her
P ee%i 0 pass thi ough BiOs 44. The BI OS 44 may
ch@ekBM@témerconheOlmsrtorsmcbfotm timstthecotdrer aodnporentlowing

a a r.no n ver. [ .
crondh B AL Do BB LS S Y EPEROTAL S Bpnics, rom one
comppm§n it |asléraﬁ8@d1¢pypnobmeﬂ<e5eed6tow ahroemtryyst BoAS 44.

4 n I
me Kb P BY PEUEShRcEnEr el achn o nanne
compdaery pire lad ldued. orThetopes aidtngveyst emBenk eht exrcgssible

for EHQ Lide. enyibeQmnent for any user applications.
herefore, 1T my be stated that the operating 25

sy@teeﬁﬁ@% 4% may FarRpisgcanperoidr-ignusey 4hd SvRe an
encrgg[:g&@r]?eﬁ%6 ﬁaﬁf'slf‘er usBBYtd r@{crr#/%tt Libes eper @Elﬁgamié‘%nbarty

to run an apglcatlon 50 the application
who fBeHS ehft #RCHEPTHE X§¥of BN blehébﬁ%r*cP (fl’telcwptttﬁfée data

apPlel 68t oM M sKeEUESAS drbgtdata fmomihbeBRebahbMd for any
system 48. The operating system48 in turn requests

userny ﬁ@p%ijacfaatj’(ollﬁsoua]ﬁe¥9’ré)r8}' OBt £ 3¢ef FHATIhePRAr BhRrPeF2ing
systiem€4s the dmrdtdriv®e bEhRedata wwem Bgd furmhbheware 42. A user

nay (LEWEIE 42 Bazs through, the BI.C5 &1 and the operatng,
the application 50 needs data that are stored on the hard drive, the
application 50 requests the data from the operating system 48. The
operating system 48 in turn requests the data through the BIOS 44
from the hardware 42, i.e. the hard drive. The data coming from the
hardware 42 pass through the BIOS 44 and the operating system 48
before they arrive at the reguesting application 50. Via this
protocol the BIOS 44 may control the accessibility of certain data
or hardware devices 42 and thus the use of particular software. It

may prohibit, for example, the operating system 48 to access certain

parts of a hard drive or start certain applications.
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before they arrive at the requesting application 50.
Via this protocol the BIOCS 44 may control the
w@ewedsi7bi | ity of certain data or hardware deRCTEBE2002000422
and thus the use of particu#ar software. It 35 nay
prohi bit, for exanple, the operating system48 to
access certain parts of a hard drive or start certain
apptocsilicons. i WG4 tAIRER , PEITANL 2004 6004l Prpcasses in
the gé)rgﬁﬁle% %gtﬁ&@%sggviﬁ@éyﬁgkaoﬁh Gl [BASoRL Is4 Beays an
cesses I'n he conputer w thout user interruption.
mpom*ccmém et 5 asitays eﬁ thengerparar r dRetaecing thaphyfdrare
devﬂ:aﬂ? %’%Ht Efe prbat pWctd %arlﬁeaﬂér%& tHEVE CaS:t43. VIIii case
to start and report their status. In cas
of eBroyfsemosrenlyictt GHREyLaP Star 8lep Buringl SeerrfricRy fhe B1os

14 sORE! at0Ry b PEBIDFe s 4orSiORAS rbRer 1 HAkaiBsS age%o the
com ng fromthe hardware 42 to the console 52. The

consebnst-e The EPRIPIFaRAl BREMAGIEOEF RS RESEFF ol sTrors.

Thus | MHSe dR8oEONSH! RN 2nE NS HTOEE s 0§ tdiRES 16hanthalphgutse. A
corrputer A user may not interrupt or influence

userchS Gl SRECRHIPY RSt FREYIBITS Eb° comandef PomAhe irs0fuctions

comlﬁﬁef&%m leeg&@%%ﬁlﬁﬁ ls%@’@é’iﬂ@@ fiateddiel corsohe Asmay 52 may
erefore_be qQcke the BIOCS 44. In or behind the
thergdpd ke 30ckpdiy i* ig ﬁ(% Ufe area 62 only accessible

t ant be G54 the secule azeatrfa&ec@epalmmppkéeaﬁz onsy

and storage |oc whi ch are reported t
acoeghtr iy 58 BUSt e aE o Mt 2REAney (TP IERSS G ACERonS
and sysfaeje 48 cdeesnsotwhknbvard hatt thpoaippl itcathenspemd ing
he st or eI ations.,are sen b
SyStSWeﬁg E%% ng°TH° gcq}s?epglg%toé’ eér?FP%n%%%& ltécs)rgg%ar};%)E fnow
thatwhieea a@ﬂia;admame ahelvideka 4ih rt@postsrage eropetlomfh@re present

consol run._a._r ver, n t | e
on BRI 58 BNl SO BEPLLER D 85, s onen
a hardeamerd:viicen? heepertoer ammed bog, abhe ¢wosedat bauey trein a

reco§BEl aér# gqgggbsn operat | N0y 8y $HEM48, b el ehab! hd A rdware

that there was an error.
deviggt hemqqoaneu:enfxcablteenayrcbe agidlc ijp ewléstt@r ednfHgehdts

0per§€%ﬁﬁe Tn%t% QQ&J}I%C%%% 60 nbl SHSHLR PABE Oferd HRticed

nmput er, nmonly séen 25 as a part of the BIOS 44,
thatt hbeﬂa@t‘/f@ntamcaﬂ% table is unreachable for the

oper at kAo SYSkeBh48.and b huse f U@ li§eb o) Ant BBe secure
authentication table securely stored in the secure

storsger heeatiicgatPonBEUchhe RAfttheht FBAt TR SEFt WETEIg4 Y seen

as aSBQUt tof Whel B18H 4£NVHE OB tiRat hen BldP3ed44s ddtimichable
preventing that the authentication 30 table is

for 3BeelRFHTE oSy REEIEr 8RF NPy LPENF 485 any ti ne.
Tharef ene, adhirnauthendd eablonssaidcngr etSdedrdy bie secure

sto;aggt?éé§¥ignn60 the authentication software 54 should run in an
environment in the BIOS 44, thus preventing that the authentication
table is accessible to the operating system 48 at any time.
Therefore, the authentication software 54 may be installed in an
application environment in the secure area 62 such that it may
obtain the authentication table without passing through an unsecured
part of the device.

The secure area 62 may further comprise other applications

and/or memory locations. For example, another memory location 58 may

store a log file of all actions performed by the BIOS 44 in the
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application environment in the secure area 62 such
that it may obtain the authentication table w thout
w@a®siingst hr ough an unsecured part of the devPCENLIB4/000422

The secure area 62 may furtiher conprise other

applications and/or nenory |ocations. For exanple,

anot her nenory |l ocation 58 may store a log file of
secugle| agea | @hs opepf bydred LBy st heliBl @8y44they talgeipys by any other
app1308¢4 21752 1HCTL NhR00LO00AEarkS SECHT Satb?B 675 tad

e storing any other actions by any ot her

exc}l&ﬁﬁ?ﬁc%ﬁﬁ%ﬁh@r Iat¢rneét-wor k dat a exchange, for exanple

aldydaka, exchanges: avghihBeal §éarongt 1sFﬁféﬂE¥ébl§h§tored in
di gital S|gn|ng algorithmis preferably stored in

a segyggreaParat shet hdBds Fais ﬁ%%réltﬁ%rrilétyhﬁ]enﬁi}%%cted Tike
the @h@h@ﬁt?&ﬂﬂo&etalbi@ iauthensé&atd Rotadd e dcAti be SECWeRause
torage | ocation 60, because if both becone known to

if bé*ﬁs@?”‘?%é‘“ﬁ&’@r“ﬁﬁy U5ET abteS (5ol gE RE diPgPt &P f6rge’a

dlglsjagﬂaigm@u&y la@cif@d)gntgherl@talml hi-€ 8kt dh ttathe almfwl dnlae
aut hent|cati on soft r.e 4|nc di |ta
autrgg TR G R R Pl E o A% O S39piRy apmpriten
in w@cuéeﬁixe Ian:ea Ghlﬂcbyplaefeeﬁéedrdd’lst al I ati on net hod
ustr uthentlc i at e.g.._.
RS PR R E b LM Ral B AT SN
the ammesstiﬁatﬂun aatauxy'@tlagtﬁgﬁﬁumqmmbnttubhéevhsestnnéd in a

bly. taq Auser of_ said_devi.ce. n th t_.the
memdq:g/e%h Jc 1sl§ Bts I let Ij}:é) grdt%pee alté.él Io%s GEaI[{ é)% tc evice and
posssivduyl dokm umeeveﬁtmdasievcdescrﬂiob@deabmt/ethatthehe user may

obtagM]t REOT L Gal n‘EE‘cQ@}.o% %1 a8 a ENGE YR %gbuﬂi‘tget éo%'égenk'é&raémy

ob aln encry aut hent i cat’ion 0 prevent
desqrhbzted ab@@utthenwidmt@na‘dmra dedeores AtwEPSeBl eThus,athe

userla"?tsglyoﬁff Qb%‘éﬁﬂe&‘ié@%tt'eana%&tﬁ'&%wn Q{Hﬁé fo prev nt that

IN a secu processi ng 20 environnment” suc
the guthenR eafizer datprrcenst ngcespalbdAnenta Usticehths

autH%%Q?ggﬁﬁkﬂ'&a@ap59§ﬁ§§bﬁ9 u@%tdéy}yEQQHQﬂ{%.géégre processing

personal conputers. Such a secufée processing
envigeprenhnti mbyaotipohécsecaridsiseing ensg|reamegt, which is

embe¥REHWRY € %chggiw%ltpe@f @Jn@fwnﬁynQEecﬁ Q4$8ha PPESRhRL s .
sof tware applications. Further, a decryption algorithm

Suctp RdFBFUEE I3 OG8EF Vit iSO LkeyIeHo My ABEY b@ G5 REbt % B0

selc@MEdUSSFtwdrle bfpPIaftabhed lwem@wptnwew user-operated
aut henticatign data twice, i.e. wusing at |east tw&m 5

SOTTIRE FyﬁE’PJo]rFaité%F 5. FYRthg T npd | CE‘?%Y?’:E]%% rajﬁ%&é@asan

decrq@%wﬁt kdg shbalauidien eptaDindat ao0aee udetUs succeeds
decr%§£in a first encré€t|o | ayer, a secon

e wﬁtp tQt PRFEYPEQ LR oR Bt it heh g‘éﬁ?%fnl e.

usindaba. least two encryption layers. If a malicious user succeeds
in decrypting the authentication data once, thus succeeds in
decrypting a first encryption layer, a second encryption layer still
protects the authentication data.

Preferably, a first encryption layer uses an encryption
algorithm employing a device specific encryption key, for example an
encryption key associated with part numbers of one or more parts of
the device. A second encryption algorithm employs preferably an
encryption layer associated with supplied data, such as a supplied
bit string or a supplied encryption algorithm. Therefore, the third

preferred embodiment is especially suitable for use with an
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Preferably, a first encryption | ayer uses an
encryption algorithmenploying a device specific
wepengpt7son key, for exanple an encryption KeRCT/NL2004/000422

associated with part nunbens of one or nore parts of

the device. A second encryption al gorithm enpl oys

preferably an 35 encryption |ayer associated with
elecsuppld e@dvdat apresicohsasy praupeldi vith Hnt est:ri/prgiomr system for

n 1,0 rd h t

e“crgﬁ’gﬂi 59 ﬁ%&’rg;‘ rreﬁfe@ihgge peci ai:rl %Cg{#t[tggfl or@lﬂls?ﬂ devices
are Whown dm WD 280%/anP]1 259 PUWANLZ0044 000#R2Ccigbly available. In
Fig.Ch e ONG rHEY ER PEEVERM MheREOYE 08 W LB 8] in relation to

encryptl on systemfor encrypting data using a device
suchsped¢tiae-encryption key. Such devices are known in

theqarh andsatgocommnl Y napde cowan ehal dry ravtabkabl esirst
In Flg 4, the third preferred enbodi ment is

actor| Lusk TANEH PAF F6IRPLARATLPR 5 ToaC H b HERFEY, APl capion may

pe aBNQYE faMe 136t 855 dat rbbihddralehatt pdhietRadsadt fdd Shat
actor is a third party application. The third party

need§nRPiReANIGATHRY daF&aR”dppf |I¥9ataPBﬂe‘F%%ca§éPflo‘ri?ﬁ%gar§n found

on tBkegé¥y,C ihi ansast hanihfedllsneedsoauientitatit dution
dat a, and if no authentication data are found, 10 on

SOft{Wﬁéede%}'rscoe TERY PedtafPR st Pat P oAb PPERATING system
contauumecmtw:at uear sofihwalete AlrsAnsithl @yidde o@nNthe

application an operating system cntroII
BB S PO e S T ROPST T foiobr 1§ Rge Lottt Bn nethod
is taut bremérﬁﬁtclaornoxsofdﬂmaee Thee second Bt G ERtéhded with a

i nst Iat on net S aut henti c n._sof t ware.
et St 1l ) i RABO U Be1% PP Bor by pats
us1n@xan@é®,cd rseeBifB: rmycrbetecnabiee'd lIm em)aptaslat athe BIOS may
generategafhdevkﬁg<§P%P&%Eca8g%%%gﬁ]%n g&y 21% ?9091? as will

enera encryp ion lNayer
be d&ecmldedrgletr@lneﬁteﬁlo or 212, as wll be described

hq\fo%vl Qé%&:‘?fl ;N@AI E‘f‘@erl}rl %gre %f]%fggr%fengd 1*Hsrtql%latlon

preferred in ['l at nmet ccording to t
nethodesererdimgehivi vre strasestwintendhieai ptawfsamdth obtaining and

msﬂa‘ﬁ&ﬁ‘{; 14,0 %u%ﬂeﬁ‘ﬁé‘aeﬁ%hc ab E QML SOTLLWRL o PATKALE A U obtained

anple obtained through the Internet, as indicated
throughceh¢ DO@rnaft s |lr1?§1ftﬁﬁ13%ﬁ1 iion cefi 1t B0 aut hent i cati on

sofdvaar enstdie aravhheptiatiheReSOfdNa0E ObtaINS At
master bit string (MBS) according 25 to cell 202 ®The

autheasfeprtinn sefEvaLe (WBSE ey TRSET B hestaringy (YPS) according
to har agst erthe hasteXVM 82048 nuEhensy ddhe MB§gané/rmj of

enbedded in the _authentication software package,
Chaﬁ?&?eFﬁ' tfot cxasRlhA04fe B P e TRELYEP My ?@pﬁ?‘]ﬁ?‘e‘i‘e}ﬂ in the
aut@Sith BaE C ed ricRafd packagEl oG alad ARStIRNt RiakeShét Ned to be

obtéﬁned se§g¥g¥eQ§ngstf£é¥%gke th %J&e 4.

From said master bit string (MBS), according to cell 204, the
authentication software selects a bit string. Said bit string thus
comprises a number of said characters, for example 128 characters
randomly selected from the MBS.

The authentication software generates authentication data, e.g.
an authentication table, from the bit string in accordance with cell
206. The authentication software runs in the above-mentioned secure

processing environment. Thus, the algorithm generating the

authentication data from the bit string is protected against
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30 aut hentication software selects a bit string. Said
bit string thus conprises a nunber of said
w@banact’er s, for exanple 128 characters randoPGTNL2004/000422
sel ected fromthe MBS. Thelaut hentication software
generates authentication data, e.g. an authentication
table, fromthe bit string in accordance with cell 35
maliz@eus Theezruthenvitaticonbsatn vidiee 2ptheniratien data or said
algAQ¥f; mentioned secure processing environment. Thus,
the af gorithm generating the authentication data from
tHFéleo@ptéwt %1§np%%ar@dga@%mr§td VPR oD 47it1 E5Png that is
genePg'EéNL%QOA’{eoggégge o7 iRl ECEOUS rd8hESE W0 JARRY 14 the bit
obtain the authentication data or said algorithm The
stringt RBAt T deEATeRR P& én@@%e%taeaefs%%%%Sﬁcgit?ﬁl Rprty or a

truddlat thsrq gaReyatesbat thhe, devd %%c@fldtth_%rfsiarcﬁﬁon party cannot
transaction party and the bit 5 strin

genqrzépelt SHSE KkACTHPY 05 E]é%oarﬁﬁhleP’éhgg%ltqnorﬁlaﬁértglo%r a
iderdti¥steeh drhigrd tpar f yr (tT tRhnsddi®on bhetgenonnrd transaction, the

transaction party cannot enerate_and sto
P LERE SUEHEA TE | Oh al R rGe CPacH dio SEFOREGen Party

or d mepfirsdrdicansact iR pathyntitaaibhadsactdreniot be used for
q ayt_hentj cat.i on gata need to be kno%n ﬁol; e second

i eWH%iﬁ§§Ei?Qﬂ%“p5r YA G OB TABOPYh&F b 8T &1 5 FEERRY 1S
ret&ﬁﬂéheﬂblthﬁ|s0ppﬂféf1dﬂ'ehEOaﬁmhanyadatomn daﬁ&mﬁmélp&akage or

tran act| of the bit strin
to qﬁ@?ﬁ?ﬁé%“ié’tﬁelthd%lfé¥m Y '%é aﬁfﬂentlcasﬁgﬁlon party or a
TTP sof bwasedgackadgeh orellt @04not her party, which party nmay

b eco tr ciio 0 TT rd
o B3E UGG RES Lo BAE s O s TErL SR oo
the maherwpaliey i ﬂfistrxﬂLﬁm$sdedothaﬂ1éhethéqoqmﬂﬂmyforfgeneratlng

the a%tﬁ F{ceadu_olﬂa EQ%@&%E&&W{)%&S efsatﬂcang kngaﬁ to any

aut I cation ata rom sal it st |ng I'S not nown
usen,0 thpyacusdr bithetwistauaiseBi fostgansgatbeq ther authentication

dauﬂﬁﬁgrﬁéé&&eﬁgﬁwHU% %my ¢ation data may becone known

ny user e generated authentication data may
belhst geadratech ausbpnt heridosi BRrE2 fifiolog, SEoEd 44 & haed

acce%rsﬂﬁe orflen?or‘i/onEHEl?rasd%V'hﬁgd ﬂlv%n ofdal SHRARE BB Y or on
such as a floppy disk or a flash nmenory. As ment i oned

a regioyeble tEnoZt RBAR i 2%atd SACHRY £lifdedrtd %1@3& SEBEFed AS

mentfilARY APYwdiSehe £SRRGIAICkYiEX AHA ABLECIOUS WSBEtected from
Thereto, the 25 authentication data are encry%ted by

anYtQﬁ§rau??Rﬁﬁ%aéé¥|8ﬁ”%6¥Pﬁéﬁ%louﬁnq§ﬁéraE@%FqﬁﬁhnlH@ ina

autERGUESL PEOGRSSI Bfe N pRERMby NRf ahehéMEication software,
aut hentication data are stored i,n said, user acces |b|§he

PrefEdRBry . THRIEOIdiAgR tTTEE PEIBESTIRE SOV HeEMTIChr i B
aut@dneieptiyptR@abyre stored in said user accessible memory.

According to cell 210, the authentication data are encrypted by
a first encryption layer, e.g. by an encryption algorithm which is
part of the authentication software package. The algorithm is
secured such that it does not become known to any user. According to
cell 212, the authentication data are further encrypted by a second
encryption layer, e.g. using an encryption key which is associated
with a hardware device serial number, or the like, thereby
preventing illegal copying to another device. If the authentication
data are stored in a removable memory, for example a flash memory,

the encryption key may be associated with a serial number of the
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a first encryption |ayer, e.g. by an encryption
algorithmwhich is 30 part of the authentication
W@ ofoasn762 package. The algorithmis secured supdil/NDhz04/000422
it does not becone known td8any user. According to
cell 212, the authentication data are further
encrypted by a second encryption |ayer, e.g. using an
remogpkbty ptaner vk ejreffirellvs B cwicayediomitdy asharbywr e

asso@@gt&fvéﬁﬁﬁgl £%¥ﬂ¥ﬁént95y$ rukK €y t@%fegyp§§sonal
preventing il anot her devi ce. t he

l e g
1den§a?hkﬁﬁlqﬂﬁpﬁén g@ﬁtéraﬁen@ﬂﬁﬁé@rlﬁ %FWQ%@G@aBF%O¢ﬁﬁﬁ§ﬁleth a

fingk@prex@ng ena fiash JFepneyiikd.he encryption key may be
associated with a serlal nunber of the WD 2004/ 111752

PETLRESHA/ (00822 24% réRofRbT ¥ ifchsryherrigiadiap| gata are
storteael@n@{eymemeﬁy keshdss €8ES@viaS3echadEdicd tﬂhu@ Mfeer

ent|f a personal . identify
a“thﬁaﬁ‘b%? %qﬁi %}’fB‘f’a%F r"ﬁﬁ‘ﬁbgPe oFtepEAfrhir éj§§8cu 1éﬂt“’ed Wt h
auth@nﬁhﬁ@ﬁﬂdﬂ'Uata06eiﬂ@es@&afedihy teherlbkion FrAGCHEbmiGiot @nown
cel | ﬁﬁ t.he, en§%¥pted ggt é?lcatlon data are
to a sE8rBd THF FREL V- SFR & HEGTRRMNY LSRGy FrpRpaction
metmmdthndfhhe avyhentdtcatisenveoi tiwareoante tH@l according to the
hentlggtlon data, the authentication data being

preseg u}%daby ghcryptlon from becom ng known to a user.
1Tﬁigde6AC£ﬂMuBUraSEalé@htmanﬂcpblj(Hnnemgoﬁtmeﬂﬂ'aﬁsaﬁtion

Qnethod .and.the |eqitinate use ve flcatlon thod .
elec%ronlc ev1ce Fﬂr e %%rmnglﬁben F%ﬁiiiﬁl thgg according

accordingto presen
to thiel tllstzrcatea@oslmh@mmmﬂ:ahleypaeﬁeefmgdifﬂ@tuorof Taa schematic

lLec v far,_perfo i nstal | ati
1B BRAR U AL RO DL M0 S0 1A 25 O
illustesbed ahw:émpnm deftiges ¢ braprpitsies msr@lwzazgar dih, ob FIQP 4BA an

opeﬂa%.ﬁ!g'@}}?&mt Q8t h§ Lgqu H}L?é%ar vvar e CI% a 'clgkgié a§2€d From

el ectronic deVI ce corrprl Ses
the Gpdputderprdpsiem 48 wildskecaysplabpatewh B0 thand akllled in

the %9[339111& SC%e géeﬁ'}e tal']:%ab%bo\(\ége_&%lrl'cgwt:é@rhn 'EtlgW' b! is not
becone apparent to those skilled in he art that the

es3o34 01 fe BRCEDTTHEY () CRLEY TIPORLEER)0] ¢ hRofnpeal 1ation

me t IS §BLS A 1 rfgOk o PR QEsRatt Ngvdiibd . embodi ment of the
installation_ nethod according to the present

i &R nstalpdr opngt athcarohent i ¢aid caut pEHId CaPRERaIe

accoy@fihyats ﬂ@@ciﬁagﬁod aCo@dirAged Ot M@gel Nath ichbusbtat @lta
in Fi , an. encrypted data , package is stored in_a

paciigolS Tigkatt oh SEAHEY Fecatipty £3oFPthel 25 RaFHvRT ¢
hardddreThe. NBROL¥nbOE AJRM164 66 ACeesssPIwld @oaaUssdr Wid a
ool PRS2 B0 % LIE P oL O S0, L st
nendry fLheatper #Bi by sytstiewn 48request to the operating system 48.
The operating system 48 may obtain the data stored at the memory
location 63 possibly via the BIOS 44. The authentication software is
also installed and stored in a user accessible memory location as
indicated. The authentication software may be encrypted, or not.
The data stored at the memory location 63 are encrypted
authentication data. The encryption of the authentication data
renders the data unusable to the user application 50. Fig. 5B
illustrates the encryption of authentication data 63A stored in
memory location 63. The authentication data 63A are encrypted twice

as illustrated in Fig. 4. A first encryption layer 63B and a second
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The operating system 48 may obtain the data stored at
the menory |ocation 63 possibly via the BIOS 44. The
wa@uiohent7srat i on software is 30 al so i nstall ed BCTINL2004/000422

stored in a user accessibldadnenory |ocation as

i ndi cated. The authentication software may be

encrypted, or not. The data stored at the nenory
encriypcidi dayed 6@ rredegpt el anthentiealticn dgapab3arhsald
encrggg:[yrptll ggggf 6§@%@U%B@%éf%' ngg@é@b %@gﬂ}ﬁtf&ﬁbg the

unu e to the user "application Fi

correppertimgt epriheatefdr-ypti on of aut hentication data 63A

Sto%"eegnéf‘yﬁ%w YabOFf atdy0Be b3 caubhentd %"th@ﬁtg@étﬁon

63A are encrypted twice as illustrated in Fig. 4.
softipretSendhgpP st |SRFEYPEER: diged BREHfd A0 2004/ 111752

encrfEt{ M2Q04400042 % pph 9 c80LEY PitiorBdl sy efhb3Tept £4:01 dteb@ce
aut henti cation data 63A Said encr%ﬁ)tl on I ers 63

usinding €ICayPBe!f SVEd By deceypt FOiT 1 erpliEatioh may be

store@r {esprNeirng appld cakkeire QieacBer yid iigniikayed zrﬁayzvllge 3)
and gggrelfseter%gteyp)é{lit:gfp‘qa%g%g%@ .Lletonﬁtgegoefntlb\/\%rl%eg’és, theere may
be oBNGI i icORkYpEl yPlligrrappl drcatbitasr sénegbtiibny decryption

el ectronic ﬂeV|ce usi ng a device specific encryption
appll%ﬁﬁtl%hé‘}‘?ya Cappti%¥eci-on may be stored in the Bl OS or

I IRedeB el eccarraeg. S58a (aa;ﬁlh'lndtbeatagd)lilna’éhgn B) magndequeiyre a

. _.use the encry tion k I n.other emnmbodi men .

dlglﬁﬁ; TCPDE?e Ui go%naél eﬁ)ércyp 1on tlrgng?c%%onar?rn??% oyedititEeion
of lepttiqicomsdect yitdidral appdi cfawrenonalyhdoau@hphbm

softRef ergéi n% toeal (1155% @Lgﬁ Pate P@c?‘g%l:i tdfoqlhéoatﬁ?ryentication

réquite ‘a Si gn ure ect roni ¢ .
datat sansattummemprtfz olrocwédiohl eatangh foof g¢mgyiatiimat eaig aligfital

sa.gn%}'[g éalFrq)%t An %\?{h%%%lcggfo@lgalﬁ%@t ' ﬁﬁﬂé%slélé%ém iGns may

I'S" execut e initiate decryption of
be gaptherdd.cdticont Hetusterbeed inethedory Q%@aftaiténa 6> aadn

dlgltgﬁ. 9& t%&'engr&ﬁ“ﬁqj %hghgﬂlcasc'lgﬁatz%fe aFnrdoml@ﬁ‘&rates how

aut hen ation tab numerous digital signs may
numegener@t@@repitgdl@wau §SORAtEY HensehowR s - g@ﬁé%t%lféerent

dlglc‘tg.%t §i§hs %'09' E@érys'&%@BHrﬁlﬁfﬂ@eQntﬁé‘tMeC@t' P¥ringements
table and il lustrates how 20 numerous different

or fgirghralanst gaginhgebehgenbt bilet FOUSFAGS diff eFéptn of an

111891 E@by signs for every action minimzes the chance of
i'nfringements or forgery and maxi m zes the abI|ItX to
t rEige PhENUIS iR éFt%?F' |a1 BRI anbpe RIERe1SREWRD ¢

soft#atk8l SThé Bi&onanehiike avthantd %@talr@ﬁ 12p @Qﬁéwa{ﬁg dEl’u‘_a
aut henti cation software starts, col |l ecti ng

accog@dpy dihgeld L8t TheEe ?ﬁ@r%ulafrﬂ@lﬁur:?%%en%nﬁsﬂ%mesd First

a fixegubsmsbnenitl Sthich is identical for each instance a digital
signature is generated. Further, a variable component is used, which
enables the method to generate a numerous amount of different, but
traceable digital signs. A system trace component, e.g. a
transaction ID, also depends on the instance. Two variable
components make it virtually impossible to derive the authentication
table from a number of generated digital signs. Optionally, a
personal identification number (PIN) or password may be used to
identify the user as well as the device in which the authentication

software is embeddedv.
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a fixed conponent, which is identical for each

instance a digital signature is generated. Further, a
W@ 200441762 conponent i s used, which enabl es t hECTENLEINOE000422

to generate a numerous anoutt of different, but 30

traceable digital signs. A systemtrace conponent,

e.g. a transaction ID, also depends on the instance.
Tiihevaal Abtle reanposeriegambkecétlegitetiuathe aurpessiddteion
softbgrgeﬂééﬁ tQﬁea&§f¥QH£ Sa&éég11n%@bFebIE(gpfangugxﬁﬂtfg%slates

generate signs. Optionally, a on
the b@lénﬂmr@atm@ﬁ @m@er(ﬁmowegassmmﬂmytbecwe&& oUsing
the %ﬁc&: 1 Yeelher s efrasn Welde 123, kaslgglvg CRe V\%Qp{’\é‘chcd} the

he duthentication software is enmb

BI052@9@?4@1%ZOPﬁlNL%OZPQWGIEOGW%W@q agherding to cell
66 oM f&dfatachs fﬂﬂﬂh%05§9heﬂﬂ¥%a%HBHeEEBr%atbQPn the

sof tware hashes the collected data into a bit sitring
POln&ﬁastr%ﬁﬁﬂa§F§§nt%¢ﬂ¥H9PtS%f?W%ﬁ? PAtBeBs ruiseiepfof random

numbfé@b Nt L6 AeCatehd 1@ teeh! tffie Q@bsgdlﬂghe;oeeewmd on
the authentication table is _decrypted ¥athe 5

Thersﬁééelac@cﬁ%rﬁgn@ Feealled?s THe Eépﬁt%‘?%ryg’éﬁe £ed

auth@@€OEgt g tteptel dgaith EQh@Il}I 0 tpeshi § o Isﬁghseure
aut hentication tabple g the g0|nters

ACCORRPRETHY i kbyattF‘SnV%BJfat%&r gs B%t?ﬂé‘}p§n§ E&r et d@rﬁaﬂﬁ?ﬁnto

gendidbetise fcrl@irthmesﬂjﬁdtelmte| £B8d Itankabl ec@cORBENgedi®sting

lCel%.?O. reafter rJf?czgrding to cell 72, the BIOS
aPPIafg §%T§MFWE iﬁgaﬁfﬁ% tion table again. Finally,
tI?eod@gthBJsfgqmtatargEnaramedpamdﬁxﬂﬂmg thetivardrabkst

nents.that were use erate t
invet 8 SR e B0 D R e it L B QBT P b B yseg o
tracacpphdctataam dagtoadifigetso Setdnd/4itAmdy did alsesi ghgtlime to
prev%e”eff‘i ed ﬂcgg;d:m o%,ii L0e. Pg ?ne%teu%g lhs”e"o?gl“ o0y cg(cg%e
dlguxad s:gm&tuﬁegmaalbéldagd.uSerddpeltrnngadﬁaousednd

0 r i y, e om
o B B R e o e

ustid.i 1 ohlijtratesahlbactiaghsanpdt macheathedticn difgoral

fllf%raﬁpkgkﬂggfgﬁrEoﬁ%ﬂ%ﬁ?ﬁ @thQJgdf%aﬁ' Me #FEIQIZbEeCted by

lustrates the trac trace method fo
copyiriipBEs, | fforrarPon- coritarped fidmg dighisic Mayebedgousdt and

dowrRoaLEEt £hrbY-neC ORYL AL SHO&II@JeJﬁeX@ﬁEhed:L tlw@&@es fdddBining
or nusic may be bought and downl oaded from the

protegtaf nit Lo Jugke 9B rmas ieh VEF i $ 381 1] Féée%%]rﬂtyalcﬁph@d and spread

witHRf@t gcteghd RIFOLABL | Qb ikBY ke Mhaeant | yiid ] aaahll@/ a trace
copi ed and spread 25 without a trace of mhon1co i ed

in t&ﬁddé%%aa]d ftll%é ke 1AdBPAFLRLG rRcéTafh E%@%B@Pt%ﬁ the
illdgiahecopkeiightPasSold st ort $120€ of @ighitgi Neidk,t Bey. music

file, will therefore not spread the file, but they may use the file
on different locations, for instance on their computer at home and
on their portable digital player, e.g. MP3-player.

According to cell 80, a third party application receives a
request for a digital file, e.g. software or a music file. The third
party application is intended to provide protected or traceable
digital files and may be any application adapted therefor. It may be
an on-line application, for example.

Then, according to cell 82, the third party application asks

the requesting device if the authentication software is installed
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i1legal copy. Rightful owners of such a digital file,
e.g. nusic file, wll therefore not spread the file,
whed4tihiey2 may use the file on different | ocatPORNL200a/000422
i nstance on their conputer 2at honme and 30 on their
portable digital player, e.g. MP3-player. According to
cell 80, a third party application receives a request
and frgpnangi fiacalrding eto eegl Sof tiher 816F evReSide - f 1T &heThe

authtetﬁltﬁgatﬂ%[ Ly rapRLL C:L%t 'ng@ iﬁsﬂ:ﬂtl%ﬁd@g t&RngVi gl@e device is
r ot ect or traceab digital files and may be any

reroaxﬁpplu tatd dﬁuaaaﬁt@uqdhéaémrto |dtOWﬁ&9a<E>@@5 laﬁt%l Itihﬁe

soft@v@@teI gatdQingf 06 &xampleos Then, caccording to cel | 82,
the third garty application asks the requestin

Qe el FoFHIRRR EROHRT GHHIPON RO THEETT SR SrHPPel Wy
appl%@gﬂééﬂ-Q@tPQﬁ@LMEQQ@AIZZOy %&aﬁﬁﬂefﬁﬁi@l ﬁgtransactlon ID

According to cell 84, the BIOS responds.

to thgt REALTTatI%ASELFE V%IBéo?Sa?ﬁﬁqut 591 ‘é%llor%r u%?%&lng to
celll Re,dend agrdss anaeémie@@ﬂ:@t:aoﬁ rdestadré hjdrdrpaety dmgltal

downl oad and instal soft e accordjng to. ce
S mppuaE (B GeUSTOBArE T CBF CYETeY Gopreiin ag amiftion to
Fig. rlﬂinﬁlsmﬂg_ﬁl‘l&t‘)cﬁrhhﬁéicﬂ]afntyD aw Ix@a:bhﬂédst arts the
transacti on ra errin ctlon |
oS e e et bt DE L e B LGB BT B fatldbre daea
compdgieardi gy t dategtimd38,ist hpell ;{ﬁtamd a hegritridcaé rion
war e generate a djgit ture i e
app%hCF%l?ﬂé %ﬂﬁgan%egﬁnﬁe%edabh t ioh ?af%fbgégigégyaon
ston£$|mget&EgﬂuaansagMaturebDthhewarxahéevédta'ﬁv&pgeﬁ@tated
|tal gn; e. e r I t
trans téﬁrénlt% %fu %%%%wggdwgﬁeﬁ g}e{ﬁtéct%% t%lﬁgg ﬁh
1deqﬁ1ﬁﬂys E@gﬂnaqaesbrmg,&@wapa»n@ Q()aQEEP @MmeIheEthﬁ¥RPt
num]cpe%rt ¥, ]@ (fl%legnor %I’ %%?L%Pt B ?Ll!ielsr‘tl. thr ﬁumlsglie, in a

vari a it a componernt actlon i whi ch
datgheeei- ded |tself and some data that identifies the

nﬁﬂgﬁ.?ltel ngthgvdl%&taf ngrpar%ulrg @Q%@ddgﬁh%r\ﬁ{e requested

Sserial nunber or any other unique identifying
dlguﬂ@#béple|¢pqyrdéaﬂaba§@llF8?tH@ﬁﬁ oRes diefi th@IcespRatmeed to

be do%d%@@gd%e'rn th@esfcﬁc%%sgggog&r%' gbtabifidee @QEQ\H&S} R so be

hi s does not necessarily need to
dom%éwéeé?eﬂf&ﬂtéhetﬁ@méﬁéﬂﬁge according to cell 90, but

”H]yhealcﬁ.ﬁllggl s thet Ofs?fpﬁr efakabhe SaRet E6E. th-Ethquested
ital ature i s preferabl unlgue for th
dlgﬂr uésted ngﬁflawﬁqaé CORER°art e é@h*fa%&ﬁfreofstwnd the
thlﬁi gia&@& i%ﬁl@da&lf)@%%l theap 25 tIdWIdhéclaa:[rt Vi tappht&eddeono
be able to check in its da g bas§
Wthh dev1ce it sent that particular ter reading the digital
signature embedded in the file.

The file with the digital signature embedded therein is sent to
the requesting device according to cell 94, which completes the
method.

In a further embodiment, the authentication software may be
provided with a system for signing a digital signature according to
the present invention using at least a part of a software
identification number (software ID) or any other application
identifying character string, hereinafter referred to as a private
key. The private key is registered at a third party, for example the

authentication software provider which supplied said private key.
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whi ch device it sent that particular file after
reading the digital signature enbedded in the file.
wab@4fiil7e2 wit h the digital signature enbedded PCENERN04/000422

is sent to the requesting2gdevice according to cell

94, which conpletes the 30 nethod. In a further

enbodi mept, the authentication software may be '
The RIsViCdEd T (17 Ya LSy Ub & D Mnd AER h F 1endFBF t i 9idiagnai emature
and aapendi BYe t 0i grickie dPg £SENts igAY eREd Aid %ﬁbn@i@italle%%néture,
whi(%%rits %fenﬁ g,é)f ware identification nunber (software

)" "or “any ot

Sr SEEPET CHANGACEECT REREYF YT aFRndct er
trastgdtign berwi rnaf het diﬂja&ﬂfeedftg)erﬁé_i:agiﬁlji viad esfiglﬁ@d. afbea1
: Lvate.key .is.registered at third party, for
siofl0nill 81 KR! IrbrBRRTEIT TR o Dot ks bidcimpoparty only
stoxamthieedismidl digii vat esieywtu®. 2004/ 111752 ) |
P 0Q4/ 4 .22 The private key may be used to
uﬁlil-léél}'e %ggi gg%{aét&fjai ¥ %Ttlgimﬁﬁfaﬁﬁ?%r c&??&%aBBEnBO three
perkinnedd thé gitaglsast joatance oo thehdiegigbakr st ainar ﬁ_igital
; i i he, secqond, transaction _party. -The,
BRI A R Sk S B AR
pregqydesi herll diagi the 5lsigrabusecwidchoatty hehidrd \baﬁﬁg able to
e &N SRR gt i.on nl stores e .
genég%ﬁeg gci)gi t al qgiigg:]‘at re.aQTﬁg&#altt?{lsr%'t?%%s%ec%qn&#ﬁ%??vtlon
partipyiayateen clegildy nbhe ol dnadedi pirflomieda tine toyassagtaont to
the &t rBObatQ, hame cHeney We@quhaqglﬁlgﬁl@h df’g{y%@t %Ef%?a%grde .

may thus claimthat "another party “has mallcious :
Basegs @gehbeiared) fiaktaheipppsere rignsart borMgmrmingtiwether a

maliRgiong abde HQ peehskHalEL tﬁecgfir?ssa%ri]ghngr di tf%%st
signature. The second transaction party may then

EranfaOtEon (PR Y &Pt Gival Yseipidtingenpy Seridiviegpetfomned the
trads@ettibhrd party, which may verify the signed digital

signatyre, Based on the signed digital signature it _
el e DGt BTG SWA BRI L0 157 HAG e Paab Lab e iegs fron being

usedpenf oth@d dehects ansacttihenc el gt 15 £ stenddARSISLL ONrg
claimng not to have perforned

132 LSVl LA e o, Taye petforned
accoudahecto ditgi pabséint eivieh@MdbHei NPesHS PN OLBAtion to Fig.
. AlBELges eellsy S ahatl e ikended device, P20 oo
filedisgrhads yo dilgnedontaciodndi ngsi® drheigeesent invention
b el o bt i ptBIEY e e,
signpithee seidfeddedat fietesincdist MG LAMSEE @F &Vidd@@ce having the
auth’%ﬁ@@&g&% tsgfgﬁjaie ]i%g’tai‘ﬁegpipr! ii%%t JB?(S‘S .haf\fliengmgegciiegé td‘i‘.lgital
signature has been generated on said device and is therefore device
specific. For example, the application may have been obtained using
the method discussed in relation to Fig. 7. In any case, the
application has been signed and programmed to be used on the
specific device having the authentication software installed.

The application is programmed to start with a verification of
its embedded digital signature. Therefor, the application requests
the BIOS to verify its digital signature according to cell 102. For
the BIOS to be able to verify the digital signature, it needs the
data components that were used to generate the digital signature.

So, according to cell 104, the application transfers the data
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25 signature enbedded therein is being started on a
devi ce having the authentication software installed
wo poot1s1788 OS. The enbedded digital signature PEENDE®OH000422

generated on said device and is therefore device

specific. For exanple, the application may have been

obt ai ned using the nethod discussed in relation to
compppgnty.ta hanjleasdteherseimiplifcat! girdsasabeetpta from the
appfibggggla&%epE9@§QQ£§QeEQtQ§t§§3g189t$f“%1d%@%8££'é%cordlng to

devi ce 'havi ng the authentication software install

cellTRB6application is programmed to start with a

veidd beat #anbn, i 16 abedded w Goh@hrsi GAtdth@dded digital

Therefor, the application requests the BIOS to verify
Slgqaﬁ§rﬂ|%ﬂﬁﬂth§l5?&&4%@§t§€c@ﬁQﬂ poorRtYreroFhifporompgrison

may bRecBh&R @ B? abl & traeMeridi dnhecdi @i talinSicglat L or the
it needs the ata conponents that were ysed to

BIOSyehBrat élctcﬁéd&i?‘él’ioalceénlgﬁ%&furtéle BEGS %%C(?d'r"&rsnan‘il FCERI S

the l;%ed&éue appkhtadi@ntduransi et snkheegatar 0320044 Jahl1752
PCT/ NL2004/ 000422 23 conponents to the BICS. After

signadPifpt of all necessary data fromthe application,
t hﬁ BhOStuEgrRAral esidihe adiegi @it isiagnatne eapgadending starts

cell 106. rification, 1t IS needed to . .
acoo Py E (A ehbati Ry re o BTEPHET(FE Stk FpRkication
belﬂgegeaet@i,eqbodisgblzal1rs3|ogmahg1rtme Tisks Cloapalrt dentrydayy e use
an:@ﬁgdugted b Eﬁ autq_ atlon software in the BIOS

£h ccordlng to cell 108, the BIOS
reﬁeyv931tﬁubunaWpares ort-fié nenbedted tderyi rathei.ghat omeline

appl\é\f:c;aitei'L 1Fel§ %%%QSEQ& t%l gl Jtr%gue Stl QB@t r‘@ran]s%cltg Itlhepos\@bly a

ns are i dentica |cat|on S
finam@daidtrgpaagtcenl Epmoexemhé¢nuuh§ theniﬁqliq@r@aenb% alwe

custARRL! § 'ﬁ%hegeka%@c%ggsdan plocseﬁ Ql#fim ORfB,091{ N&ycn
user t I's trying to use egal copy of 1%e
trarggplkieat iane. PPE§ormed staggr@tcer@daﬁ eardi fewerans avtlivoR

crecﬂﬁ‘:t Edi Iﬁ[?nbgg gh@esongeS a@@@%i&%tl' %Qtésaﬁ&%%%@%w khh tRe

request for a transaction, possibly a financial
CusﬁQﬂ&ﬁsaﬁf|§3WUSF@me%x%ﬁﬁﬂreSt@¢ﬁ§ theadsdchoorPurgpape @ use his

credB¥SLOPBI WG Wi ShES a9 BYr 60256138 bl eM&VkinyNE: signature,
USuaIIy, such transactions are perforned using a

likes dadPemei ¢refibivesaid tgaryeetiad¥Sedit card nunber and

- sofEreaddhyionalidabp akersuppl ied-dy the, 26h& ust-0mee .
If a custonmer later states he did not urchase or. use

appliicetieR kRFeiFgFde %91t SOha Mﬁnaﬁc%?prf YPRG bYis request,
the GheCkhOGppiSicgRabhirfsks kthkesids @@_rrﬁﬁe £sQistci6grdevice if

transactions. Referrin Fi ccordin o cel
the f@@hegﬁipqﬁ1op ﬁgftware %ccordlé% to' tge preseﬁ% Enventlon is

installed and running. If not, the requesting device is rerouted to
a TTP to download and install the authentication software and
authentication table according to the method discussed in relation
to Fig. 2 or Fig. 4.

If the authentication software is installed and running, the
BIOS responds accordingly according to cell 124 and the on-line
application hands over a tramsaction ID according to cell 126. The
requesting device may then generate a digital signature according to
the method described in relation to Fig. 6, according to cell 128.
The variable data components used for generating the digital

signature and the digital signature itself are then transferred to
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application receives a request for a transaction. Upon
this request, 25 the on-line application asks the
w@k@F10f7521 he requesting device if the aut hentiPEI/ND2D04/000422
software according to the p#esent invention is
installed and running. If not, the requesting device
is rerouted to a TTP to downl oad and install the
the aut-hént i gatliicatsofit wiriehandy Ehathewtptate dinet abkesaction
dj t nmet hod di scussed in relation 30 to
acm%%%852£§%u%ﬁg}§§: If the authentication software is
i M¥tealdigdtahos ranatiupg, fuiedioBp OSs respondsuse cior dbagl gase. If
the %%geﬂgpglgt%rc %hgl&%&n@ot Hgv@nlégldngts a@féalccatcgpa for
S over a transaction according to cell 126.
exanrdgueshe r@lﬂe@ﬁcepwatm@ﬁ et Ay Heni & ttale dlgltal

51gﬁﬁﬂﬁgétufﬁ%£¥é¥3&@bggléﬁ)d%5thgeﬁf6¥ﬂy§dsg§§§%dﬂ%e%aynbe
relation to Fig. 6, according to cel

conqugitedbbe g &re6rpoOnEHs B3EHY f ot igénerRR iRy the

autflin@itat i oSianatucs and dRecdigidl 18l gpad Wee debsgbfate said
are then transferred to WO 2004/ 111752

authsetARpDO0/ FHd4221t Y B S8nPY | FRANGHPH Y i W RIwkiie [Fustomer

deviBRY rkheRe EAMRIEREd fecd1r 3ngASt b AN usaA66OEEk NG rtianeel data

130. The digital signatyre functions as a signature in
ComRQHe§t§a§Eprqq byt hBe cUstImEr 2Pt €2 TR s .not to have

Us@st iidn$11¢§edi tediaadn 6ﬁﬁ;ﬁieekﬁﬂpﬂepaﬁﬂyeapﬁii¢dﬁion may use

applicati on own may verify the tal si,
an SBepERt: Ot AR DY retegre s ikt 81 oS aL dE P ce,
wh1@ﬂﬁﬂﬂﬁéﬁﬂ1@¥n&ﬁ@tth§h&dsbbb[fh¢&ﬂmygnmﬁm©hjShmphs@dul
aut he tlcatlon tabhle to the ust.oner. and
trafisoacFéGEEe‘?’%e SEARICC R e RET et SHrabParty ok ﬁélcajf%on Such
a siridandactiechtiyausbmgtdiile husttﬁ&nad&@nda@@(maat the third
enerating a_diqi nat ur.e .usi.n he val
parfyf SERTLELLIG, B8’ Gbity AN I SN B LIE, ARl Shetore
comQpitiiopathy, tnﬁn@ectaomscamd snepténanilpart@atunﬂObéam$cmﬁy
1atdPBY HSE  an authentication table in transactions with
a specific device, which authentication table is
spBud fspealifyci miteredadch brorudebl 18y teadeasrednrom the
[ I r a l,Leat Sych, o3&
el BELLA AL bBFed Mol (pPabids PP Eatd ddiheeE g oo
algthmhiknqwn par treappvicat iToa mpgCcMEC Aythentidiagipal table

derﬁ}e@n%:gﬁetﬁé r£aAdY nRef Ali&ent O8PL &3 Yk bewdIRNIACH] gas
and so preventing that problens may |ater arise.

suppiHeds pectie TTHUEReRR? cutiléRet bt e R obe Bl v &8 %‘mce

knowd1@owd b h@@ﬁlv(‘eatthgnsl&@&ﬁcsﬁgfl?&hﬂﬂ:attlfﬂ@n Bl &5 Ohingatte on-
devi ce using an orithm known to the device. The

lln%ﬂﬁﬁﬁrﬂlEa%ﬁﬁtﬁﬁﬂ?ﬂéég%Qﬁ1HPQUPea certain table, but not the

original table stored in the BIOS of the device. Otherwise, the on-
line third party may provide a separate authentication table to the
requesting device. The specific authentication table is encrypted
before it is stored using a BIOS specific encryption key. This
ensures that the supplying third party does not know the stored
authentication data and therefore the third party can not use the
data in a fraudulent way.

If the on-line application knows the authentication table used
by the requesting device to generate a digital signature, the
requesting device may be a device connecting to a network, e.g. a

corporate private network. The requesting device needs to be
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derived fromthe original authentication table would
then be supplied by the TTP to the on-1line
wa@ppkitcas: on. Thus, the device 25 knows how t oPCENL2®4/000422
the specific authenticatioldStable and the on- |ine
third party application knows a certain table, but not
the original table stored in the BI OS of the device.
ider@tiferdi be, titch@ooperdicnaetthprkl psfidry reayeyyr dwi dbeacorporate
ra t .9 {
nec AR LT SR b T Rk The e Ao ab FEE belfos yesgs =
digB@lpefionatine |t@a§tm:ewe@§n:nge® Blio8 $peed fdada components and
r S t i.0g
v R how (T atorad Burhare ranh kelspipiste o
pasgititd Rer efwrrsonhe 1dantd fpaptyoranvmbst (BEVt-h&hedatiged mata
comgbridn@YdHLENt JRY to | fnd Q%rgergt@%eac%&kcgﬁa Ay KBOVELdGe
aut hentication table used 35 by the requesting device
seng PVFEnEhat B R UG t A TAITEN SPHRRC L ORE  ORBYUEST ivAgiable data

comidng8 08Y4 RecasdeYi SR CORBeGhidid A0 BoMeIMAK, ends, &he
corporate private network. The requesting device needs

COTRQFABE WK 'O EY 1 7SI TISERRL 200 4100042251 9 fuden L Hesl

coniBcdiRg 66V P& atrechetdmilotbekor: axeassat tadiRe data
corporate  network is grant ed. Upon connection, the

com}?%§tl Flﬁl%é[\?ltggdslé‘?ﬁj aé?’@’ﬁ%ﬂe §|h@ﬁa1‘11q”1:@stswagdv\%rs PIN is
sentg@Rrabedurksd igell d@&dﬂﬁhanC@ﬁ@Qﬂﬁlﬂ gshangh givani abygature

. 1o data compone Thef dat a conponents
oo P oBo R & Tadeubr G geﬁa%%ﬁ%aﬂ%ptaamf%ne%mnuser (PIN

r puaEerd( Pl N) The fi xed dat a corrponents are known to
th r por at e net.wor sent
t WP e G GPete HEB K EUHECERSh, oIS eRE Sargation as
illwlsaixatedoameenbssus*emb Aaedgent weer mhemmgmmrtedg
connection. .Thus Qr par.at e net,
enVlrreonénr?élra aeythhe VSF Jteci gF?gna tlre of * Tor%tor?ﬁlélgw%]@
comrderwqaeeafwmh raeeecmd afomplueensema/a;lelcabdi eccdrmuaer may

idelggigg;fov\g J&hl Ssﬂ:&ﬂ&dvg S ltllgl r?a%\ﬂ%nﬁgzg Cg:imgg?sed in a

Sent over am unsecure
tramgrtibat @Wﬂdﬂogdt apow.gAdt bhe avdentiftaeshorklehef the

sec&%"c%ﬁllpg@é'f hLesnt]&S\Qﬁ ' %1 tth%blfg}s@ncgorry&%eyse’{he( Pldlélntr?flcatlon

Fom securin transactl on
of mq W@pr@néuwmltteeambrb%gernIfi%@,thYattéa &bosie coabsber héd

SLmMLd?fQBQe&@féj 1|sn fé@@lﬂ%e%tehngne W't'h@ng&ﬁguﬂgﬂé Bgmmunlcates
verified. For exanple, if a first conputer

witlmnmﬁrléa%esaswlpﬁgaa%etéj@néuéb%m@rtwﬂhéa@%@ae stored

ec®UMRUL Al tRBYdeviidentify itself in a simlar way, using
simlar data, as used in a 20 transaction, described

abB¥®. 10 1L hesEiAtREnei BeEhwh PRt RN tiketingcoiger to
accE&HRUGEEal SdkROWAa Bt atd @ thirEgt 1.6 MUk abId&nd portable

identification
memory such as a flash memory. Digital data may be stored in the
removable memory using the encryption method for protecting
(authentication) data as illustrated in and described in relation to
Fig. 4, i.e. data are encrypted using at least one, preferably at
least two encryption layers, of which one layer is related to the
authentication software installed according to Fig. 4. The removable
memory is to be connected with an electronic device on which the
authentication software has been installed according to said method

illustrated in Fig. 4 in order to decrypt the encryption layer

related to said authentication software.
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of the second conputer may be verified by the first
conputer. A simlar procedure is feasible when one of
WO b@4aorrput ers communicates wth a printer, aRCT/NDZPOHB00422
the authentication tables @fe stored 25 securely in
the devices. Fig. 10 illustrates a nethod for
authenticating a user to access digital data that are
stR'ﬂrf@driing atcr ghiovabPe &iraitpdr dabd erensfioryd sucle gsmevable
and Ipo?%gb D' '91'14 acllgq.%tal@ B Q@ceségéﬁgpﬂe'a %Heanother
enova r usi ng the encryption nethod for
eleqmr@neetcﬂmgws@ @am@@ml@aﬁu empPUidaradasi¢e |afstpakedliide the
ele&@:@nggs(%'\h%dakgelﬁﬂﬂ{gl QB LOcedd Gneddidithl dRka 8L &
encrypted using at |east one, preferably at |[east two
compakerypeyY it le&y8PBS- of which one layer is related to

t hﬁﬂe %ﬂ‘:ﬂ@l@ﬁlcc‘aactJ_'oﬁns@PEﬁ% €ok nﬁ@és@@gaﬁﬁ@rﬁdﬁﬁaﬁodata is
The renovable nenory is to be connected w

mst@ﬁeﬁe%@ rRstite ca@ww cﬂ‘?v\}vﬁ?%h e 35 BRfhemd ekt V%W

accox@fihyare trs 1Q§€Qllaﬂ§ﬂo®| heghee G dtigg 40 "Rl digetdDdata are
illustrated in Fig in order. to decﬁ%ﬁt t.he

to hencrepthof wé%rapsﬂe%%ﬂtéant 2 hidd qubREntSEaron?

spre%@fl;shté@f &apﬁ&@c%@@éﬁllalyd%&dﬁ’@-rafi\lbﬁ@@él @ﬁ@ﬂ%tﬁﬁ, or the like.
eferring to igita ta are_stored in,a _.
In G GURLIES S U3 oAl CHEAITSY Drng- BrgTale dRPYLGron to

be éﬁy@hyQaQQzQmeaamé&mwonna aevI@aJc device, for exanple a
uter device a tronic dev e
s S e et b ot bl faf R Pl Ry Sl Tene
eledhrmhﬁe.dévﬂh@Uea ﬂ%mﬂ:autinaatthﬁuus@m spbpl wegte ohor From the user
appl%%cﬁgﬁfs)]!’é? eVI (1::813 Jctls ma acc!erg%t %{1& q(:q:aqgéigga daccordlng
to dailthéoinﬁmahhgut@h<hﬂth@deohoWéw§r 4ncinecadi.gi t al data

ar ( ags%&%%rea dsﬁyf%zap@heCmeh%@ltﬁgsblﬁéosaocﬁt%ge is

edi eet appl an au
stanuameaoamgﬂnypattbﬂ digitteledktke.Thel dighbrhetat@ases t he

trar@f%qu:@i %tt%engt{?gn&c%% Bﬂaggf%@e' Cfﬁ'@(ﬂ:otrglangg with cell

execut ed ectroni ¢ device. After connecti ng
224 4 rtélep@utlaﬂﬂtecah@lon efRifalsire AemnmEswit AL He enelrgptiohilaver

usifpU ascr a%%r a§%§££&u& h%oysszzar&ﬁ@l LeBtay iR emet he
user l'ication, an attenpt is nmade to access the

autfmn@lt:atl@ratsavféweé? di $7g d fecEEtiopeloThEt dist aPeRiateR]l on

caclRvhoueMelr eRCHYPL by TheR, +1RC GAREEAY: E£: iR lsoRBhare.
the authentication software is started to decrypt the

di B taevaat athathendi geyite FiadapevidednyiBrridtf to the

aut@ﬁtﬁ%ﬂﬁi&atéo@ﬁwﬁgétlﬁw Qiec'r?p@ctorﬂar dageeawiddtagelhe 28igital
224, the authentication software decrypts a first
dataeﬁ@ﬁyb?lwtleﬂé w1th a second encryptidon layer. For decryption

of the second encryption layer, a decryption key is required. Such a
decryption key may be associated with a serial number of the
portable memory, ensuring that the digital data are only decryptable
if the digital data are stored in said portable memory. A copy of
the digital data in any other memory is thereby rendered
undecryptable. Likewise, the decryption key may be associated with a
personal identification number (PIN) rendering the digital data
unusable without the PIN. In yet another embodiment, the decryption
key may be associated with a fingerprint of a user, rendering the

digital data unusable without the presence of that specific user.
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using a decryption algorithm for exanple enbedded in
the authentication software. Said decryption
wW@bk@enitream i s i dentical on each device that iBCT/NL2004/000422
provided with the authenti@ation software. To prevent
that any device being provided with the 25
aut henti cation software may decrypt the digital data,
t hehalidgicrabtiemtkeynmgy bee prssvretaeel wiitth angetdsndifying
cha SRALYRLE LD %ﬁegs £0§eﬂ%§rxmgp ofpxkhgrsae%qgge rint by a
encryption layer, a decryption Key is require §%Jh
pro@@@ﬁ?phﬁ@bﬂﬂ@e)@lﬁﬁylﬁéﬂ RIS HE| Im%dbwlﬁﬁn‘al%@r ital the rmetrlal
numir LREpPRT tBlle nFErRL yoha@aéeéﬂ&lt& ahot g dinghbaldat a
are only decryptable 30 if the digital data are
addiftignad Facwitd ééY?JébleéPﬁéﬁéH/Y whegoie ofashimg dp gremformed

in R &cklr@nyrdAeRel nfRdIMYi¥ohiehhier eby rendered
undecryptabl e. Likew se, the decryption key may

asReRATEHBE TR tIR1d 2B6r sdifald a’taeﬁwqusﬁr%hn%ufrﬁfeﬁecryptlon

key (dleNkoll e8ehesd R@dt BRe Hedirgt i datiey UBUGERL & tid.hotn | higy
PIN. I n yet another 'enbodi nent, the decryption 35 key

accopdpnge ¥EEhGedtled? i tH SFFﬂﬁ%reﬁ}qrﬁ’Ptan Rpedy 1s decrypted.
The rcﬁrgdeaun@aw@redhgwtssuwi@ua Hontl Ssedde@ sWh 7 higrd utsa@

resence at speC| fi r. WO 2004/ 111752
op P RBS ORI U053 5y PG Qalr ot SHORgL He dpgre provided
to assackat epbl/!ﬂdah’tlaﬂyaﬂlcde'ﬁlt icbyi nZp2 characser Ié;_:tpll(icSﬂﬁdSh

as a serial Pl r i ngerprin
R S TR i AW SR B B
altddwerisar pal thenuil‘getabrdaPHaN thlasdiﬂg‘ngatlhdatmaer:aactagamtsstcbred in

pr Vi g??however an 5 diti on SeCl_JLrI té/tllma%%r the

the esemé)gaa Men the" | nacf er Sried “1h the

autkmm;lcetpomcas@tmage eawd wnnenthe Atmmy@rtmgn tleyxelskd226,access

t . a generating the decryption key are
the c%%lggﬁeﬁéggnd the decryption key is generated. Then,

i nAbcaesc ditdapceespittibedetha 28e thergeciond adacr g dn
1deA€B@§& bﬁ ? Xﬁk@ge %ﬁgﬁrqg gk&%f&gd,%ékﬁ Eﬁéeéﬁyﬁéntlcatlon

Sul t or access ser app I catl on.
sofweef 6P@eV¢rn ¢ael d@@@/pttlhé/@m@ixrmlo@a@égw@hm ooV delkso be

dlffé%éﬂ%efH§eéaéH3@E59@é'6&11@nﬂa&nbéxiden%§galtf5% U3eh dev1ce
pp I cati on accesses and uses the d %Ita data. After

thayde dnatpbsad Msyngart evdbieshlettidie seifgiess Rigkaget ohtained

py &igdak:datgar @h@galihes‘a@@@gal Nakd A% 5&@\@bh@cessme on
msm)répusn ng the encryption orithmof th

a dejReRPREat] I ¥oPUGRY eméﬁélh%‘g Ry ﬁ%éddélewpﬁ%ﬁw@y

usedl durnaecesse, tie idi eds43t 8o PROMRI bekBain
descri bed t hat t he decryption_algorithmis identical

RUtREREEER L BRI (RaFDF S ISRGoPHLeF ATV AEPPLYing said
autlgdidieati6at s M wa2, soficsatae owe\wecithe algorlthm needs to

be enﬁacrd){iptl og/’ﬁehnecrs%%gc‘lﬂgge apla% ra!;g mPHJ.ye tlhe SOJ_gtware package is
supplied to the specific user in order to protect the algorithm.

In an even further embodiment, digital data may be. encrypted
using an encryption key that is generated according to the present
invention, i.e. ildentical to the method for generating a digital
signature. Fig. 6 illustrates how a digital signature may be
generated according to the present invention by gathering session
specific data, such as fixed data, variable data, personal data
and/or device specific data. Hashing said session specific data may

generate reference numbers, referring to positions in the
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different for each device or it may be identical for
each device that is installed using an authentication
W@ ofoasn762 package obtai ned by a specific userPCIINUH04/000422
the digital data nay only B® accessible on a device
that is previously installed by said specific user. 25
In such a case, it is necessary to provide certain
auth@muhenidnxﬂmbaa seterefly thered avsactdion gearthy BQ@ﬂﬂQﬁ ng
0 : u
L AR R e R
tablpaekagelcb@fo@newm aoerabee padkagering couppls el tp number
fi S [ t r
of P R T K e e o e P Al e, ey oractere
and peidnowystredayuist riprandent rgfptiihenskeyiathgpersfic data. Data
encx%ﬂaeaa&e& A0CaLdiNg iR kB¢ RLASENEn bR Qlmbér &F bits is
dentical to the nethod for genérating a digital
v1rts11a@ﬂaat UrRessEPge B N9 GERFEERLhGRCEN RATEPRsTghatthidled to
accdBBY sheq @enerated according to the present invention
y gathering session 35 specific data, such as fixed
daltca degarpabiie datra; e SHRAVP AT Keandif ofeevwrede 1O obtain

the SReelbt Lordaled, H@émliwoeak&itﬁﬁseeemesmltﬁﬂecse@@iaompeuflc
generate reference nunbers, referri

ing. to positio
data RECVEP S EITTED PCTPRESBIA 6045201 S8 RAPROMIS A1oA1 Lo
in d albkecsefdirlyngt € etheageosslitngnvent hen prodganiay be securely

i nvention. Gathering the,characters stored i.n the
stozedk fBr ? A1 Of aB1 S SEVAET U Es PPLB Y SSTaY dB° £a5Typted
wherSlbéllﬁg &o:rmsrsleel g8y pattedeviofe .c Hawacéer s cBaydobidaid
en62¥§F83 ﬁﬂ%% rls nunber of 8har ct.ers ?land

&%béﬁ ERASERS SIS EpEEi fi ¢
inactetsaibDat a encrypted mnth an encryptlon key havi ng an
bits .is sible t
OSBRSS, pUbTALALY oL PRs bl 0 e
sepadatta. dawnmhecryptryﬂnadddaaa ndie benerylprignd kegwesn said two

or fGQULLEH T 9b£ nan&gptcgs ENSr YRLT o ke LhBCrron one

aut’hori za |on e an € session speC|f|c data are
devumeededan¢thﬂrngtagethﬁnwwntbatha:weﬁabbe sesriddcadeta, the

othér_n%i%@hégqnay Qegeggf’a{t‘l;eg tﬁgcgﬂg{ﬁﬁlgﬁ fc&? aq{de%@m:ypt the]c data.

I nvent i on, secure stored I n a nenor
Sucts gind edewyRid.onThed d@cafyr@ﬁyoeaeﬁﬂwdbes desrefieedy Wh%%ll for

sec®l REnAGLRSISMnUSI NG 3akY; deMIL @r HOWSVRSvi BsCOPY: Of
sai d 15 encrypted data on any other device is rendered

publiiciyuar¢sssibdaceessind euchfas ddyet TRAPTRRR-hori zat i on

tah] €9 BhBoSirRd 9Md MR & sBBFE: ﬁ%%@ieecﬂw&egu
encrygéed data nay be exchanged between said two

authegd @aghen dedlepfo rﬁi%@ﬁérQ%Y%ﬁfﬁdépﬁn%ﬁiﬁq|§9n§Fe?r%ﬁfver
clidtOB  @8fbting to access the server and the network of said

server is authenticated by its digital signature, and thereafter all
exchanged data may be encrypted using a digital signature. If a
client sends data to another client, the data may be encrypted and
transferred to the server together with the session specific data.
The server decrypts the data using the session specific data and the
authorization table of the first client. Then, the server encrypts
the data again, now using the authorization table of the other
client using the same or other session specific data. Next, the

encrypted data are transferred to the other client together with the



20 device to another, together with the session
specific data, the other device may regenerate the
wepesgpt7son key and decrypt the data. Such anPCT/NL2004/000422
encryption and decryption #ethod is especially useful
for secure comuni cation between said two or nore
devi ces over a publicly accessible network such as
corrbhpomdmng'ﬁess1Q5 doecariiendodi, nwhi ¢h ademetvmtsk tlserdegra ising
its % oyided with, 5%%f aut hori zation tables of client
'¢es “connected to said server. A client attenpting
to accdleoy retemmmgeioafitt t H asaiwor Khef déaitel gitaepecurely
t t j
stone P e e O, B P 8ng
authgrdrgitial tebgpareeadipd ho 3 Pirefens eiyengaern. tHus,
digidaet age nc??fute(ﬁ hes 9@t endBy. e renst Yot €dp3B0nay be
transfterre 0 the server together with the session
decrypéed ot a@dt SViqhehear (oe RRFGAPHE saihe WAL U’ i TRFIhe
deVl%%S%Oébﬁﬁ%%&l €o daliay aeell&@eanda%h@rd&atdeoast Phe Rl with
the first client. Then, the server encrypts e data
the é@éhﬁrl?ﬂiﬁoﬂsﬁﬁﬁFWQﬁﬁ AGERBIIRITCORLT abt & of the ot her
35 client using the sanme or other session specific
data. Next, the encrypted data are transferred to the
other client together with the WO 2004/ 111752
PCT/ NL2004/ 000422 29 correspondi ng session specific
data, which decrypts the data using its authorization
table. Now referring to Fig. 10 again, the digital
data securely stored on the portable and renovabl e
menory device may be an 5 authorization table
according to the present invention. Thus, digital
data encrypted using the authorization table may be
decrypted on any device when the portable and
renovabl e menory device is connected to said device
and said device is provided with the authorization
software according to Fig. 10. WO 2004/ 111752
PCT/ NL2004/ 000422 30 CLAIMS 1. Method for performng
an el ectronic transaction between a first transaction
party and a second transaction party using an
el ectronic 5 device operated by the first transaction
party, the nmethod conprising: providing
aut hentication data in a nenory of said electronic
devi ce which authentication data are inaccessible to a
user of said electronic device,



10

15

20

25

30

35

10 providing authentication software in said

el ectronic device, the authentication data being
w@ewmessi7hl e t o sai d authentication software; PCT/NL2004/000422

activating the authenticatidén software to generate a

digital signature fromthe authentication data; 15

providing the digital signature to the second

transaction party. 2. MtHK3d@IMEcording to claim1l,

wherein the second transaction party provides digital

data to the first transaction party. 3. Method .

. Mgtdwddifpg perfdraing 2an HEcsrant h oaca At e hsdaeenon first

traﬁggaﬁﬁon £$¥¥§5£Hae déé&&ﬁa tShenature bgr£§mhé¥d%|Eﬁlelectronlc
data provided to fhe 20 first transaction part

devige Ivpgracedrihi itget iettaitrrrsactipin Parkker @it %@Od

comﬁlefsq% transaction party stores the digital signature
t oget Rer with data identifying the first transaction
pretiyling . awehendd cateor diatg £8 amPmeryt RE $rist &drpgronic

dev £l A ch W 1Rint ithe: o 2aaut heat 1:6aldeeRi8ad & Akeuser of said
provi ded by the second transaction party, which

elechromds PRBIGRIt hentication data together with data

petentdihyi Bgthddia chiist doransact iwnsaiar tyectronikt Bodice, the
accordin to cl %I m 5, where éﬂ‘?the second, tr sa%ti on

autheptiraticr d3te Pt By 3 SICHBAT i tatTo0f ARt o 6ht 8 n

softwaaRsacti on spec:| fic 30 authentication data accordi ng

a specific a hod ccord tao cla
irlggntl?%ea%g‘%%ﬂc? la?r?sggg%anr part ehg ea?Glef eé ?Jhtal
sigitgitealf remgrtad uehpnoMiaddnbgatde first transaction

e.aut hentijcatio dat 0 t
orofhih b AT B R Y B BB e
. Mawhcof athergirer edi ngauh aJJ,rmrhexz\bIm gile Eheondl’tr@msactlon party
ctl nprtyfu : oy] .S1.Q igital

provma turqe19 O%ttﬁletge%%%?ltrregngg%f%gﬁl%gr]%]%,Ptl{j'he si gned
3. lﬂeiglddalacspgqhatwrt@ béaity ANOWREO4i 1thg52econd transaction party

emb?&%”t'ﬂ'ezgqu{tpﬂog%na’@%@e_‘LglertﬂE e? wtahhaa@é'tw 'd%at {:Qnthe
software by signing t i git signature using a
fir%irl‘qraméak’eyon Wictli-private key is unique for said

Mﬂzﬂﬂa %aﬂ{b Sc%f tyarg angd Ls known AQnactdidddoparty.

MVet hod erf ormngaverlflcatlon of legitimte
trawt@fondpgmmstogeaaﬂae otiganad| ekansdnice Hessider vheh data

1deﬁ@fﬂ%@g0‘éﬂ@rf§d§&9trQﬁQé’dtqloﬁgpéklE@em' cation data in a
nmenory of said electronic device which authentication

5. YritehreCcPRAEESS BRE ¥ BeuBEPcHiinchEladrectisipen the
autﬁgﬂﬁﬂaétlon data are provided by the second transaction party,

which stores the authentication data together with data identifying
the first transaction party.

6. Method according to claim 5, wherein the second transaction party
uses the stored authentication data to obtain transaction specific
authentication data according to a specific algorithm.

7. Method according to claim 6, wherein the second transaction party
verifies the digital signature provided by the first transaction
party using the authentication data stored at the second transaction
party.

8. Method according to any of the preceding claims, wherein the
first transaction party further provides a signed digital signature

to the second transaction party, the signed digital signature being
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provi di ng aut hentication software in said electronic
device, the 10 authentication data being accessible
wo o00galdsaut hentication software; activating PEENL2004/000422
aut hentication software to3tegenerate a digital
signature fromthe authentication data; providing the
digital signature to the authentication software by
genekBtad lasppﬂﬁecautmntaweslshn@ﬂﬁv@imabydaimliimavtng dlgital
e dd r e
ST TSt ol 1 L1 S ghatr e WLk Tha Ghieqdd fAsata
autI@mgrLt:at:L@ @@étw@@e and. Met kevradoordimgrd waaty - of t he
fo%rtﬁgadf&_g p@ﬁb%ln erv%'rﬁfi@?clo%o OQUEQ&J{E 'm(a%{e' b d@f Z?ilgltal
are encrypted by the second transaction party using
dataalﬁ?neﬁ@rﬁﬂfﬁqtéﬁnk@yd%’éfc@rr etheenefione APTRES 1Y dat a are

YRV hERd addehpecdi it ahtansacd LRRCPATEY sakl MeLbotnic
according to claim210, wherein the authentication

devigef phifle WSERF Evals op daerypis dirareys adyiGeitat aduset pf the

eled?n€RCHEMBIION key and 25 decrypts the authenti cat| on
data at its first use. 12. Method according to an
Hfi?é'lﬂﬁ’é%e?ﬂtﬁﬁm&%%?wn WREFERTF Sy 6a1?re?9c?rf3r°§lc Vlce' the

autHeh@geessdbl® thopb@hPRRICakE ML S ot 8L Of a it tebeeisoNi C
devi ce, thereby rendering the authentication data

softmazeéessible to said user. 30 13.Method accor di ng to
acdtakzatil,ﬁg ke betRetieadibhesd fioatreoBo dadgerdr@te a digital

d in.a Basic In Qut put System (BI OS) of the
Slgrg‘ltélé?r it th&eWS}éemffgglé/é?ﬂo 'co?/di ng t(o ang/ of the

Hoedadhqigeied aii gbtaWegaianutdeto mmbhentﬂl@aiﬂcamldatao:afmre by
POGLYBLEC, MRED,Lhe ALRentiGal o0 H818 BL8 rado.pLare
an ghR-sHi RSy S S HUSEEY HEL o Koy ?’orga%crfﬁ s%%a e
embegidiele hihé oitni; oandat a being inaccessible to said user

R PaE Y 3R AN BEILIZ2 PET M 2008 00042 en e
digiamtlhemgma:tameon data i naccessi bl e to sal d user.

10. athetQS%%fgﬁﬁ rg5rgh§(%fckﬁé gé%e gﬂgrgiaﬁﬁéqewhereln the

nticatio ata "are enc ypte S ng at’ l'east two
authem¢iyption deggerse Bcrgpiedhd tdecerdbry tronshat el Harty

usin gﬁebﬂc pr%ﬁSke§”B%f®Q%r¥ﬂé'éﬂkhehﬁxgatﬂﬁyéﬁﬁa ﬁrergrovided

ecrypted using a decryption key associate
to tde fpvpe T@nmsaFthemirarEyef hardware conponents of said

11.Mgﬂ%ghrQgééidf%ﬁvhgeclalm 10, wherein the authentication software
retrieves a decryption key associated with the encryption key and
decrypts the authentication data at its first use.

12.Method according to any of the preceding claims, wherein said
memory is inaccessible to an operating system of said electronic
device, thereby rendering the authentication data inaccessible to
said user.

13.Method according to claim 12, wherein the authentication data are
provided in a Basic Input-Output System (BIOS) of the electronic
device.

14 .Method according to any of the preceding claims, wherein the
authentication data are encrypted, when the authentication data are
stored in said memory, a decryption key for decrypting.the

authentication data being inaccessible to said user and to any user-
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17. Met hod according to claim 15 or 16, wherein at

| east one 10 encryption |ayer nmay be decrypted by the
wa@edohant7szat i on software. 18. Met hod accor di ngPCTNRENP4/000422

of clains 14 - 17, wherein3the authentication data

are decrypted in a secure processing"environnment

i naccessible to said user and to any user-operated
opempdirinap Btwarey. Meehdhy geadeainrg the anyhettidedippredaldi ng

inacdedkiB1c WerehA Lhe- 15 aut hentication data conprise an
aut hentication table. 20. Method according to claim 19,

15. Ngidedi acerrsiagt henelaid ildn vaNn shegaweiaitd@atiomadpta are

encBigcedt fid '@Baé@ aenenat gk fdomftxed data and
vari abl e data. 21. Method according to_cl ai m 20,

16. ghorsi ROt Fioxsd S A dPe WReTwASRt 267 Haricoprgryption

laysehhgl pouerpetqanhaidwanecegtica. kég. MHddted with one or
according to cIa|n120 wherein the fixed data are at

morg gggfal paftesge gt d%"i‘ﬁdé”@r§p‘é%‘flff‘?n€“§6ff’§\/a?ael electronic
devmﬁﬁntlflcatlon code of the authentication software.

Met hod cordln to cIa|n1 or 22, wherein the
17. Wogbf"%c 15‘9 §% 5t iSeCh fgxnd“ BBl 2t PASHePRDd
encﬁypiabdlr@ydﬂ)mayabew&éhry@heaebylﬂH@eananémmmdaﬂaba ESftware.

lated f.rom a randg wo- di mensi.gna

108 AR SNt TaE e o S eo any
autlzhtdkbathen ita 24e dderveitadt he BGecautrbeptisatsion ¢mblmnment

1nac<‘tes%egfe Oedsaflrgokq‘lsf I Xe(rj]dg ?;g U%-r ;;Eap)lf)%%g"get rsoggvérage bl t

19. Mehnhlod pardsdingh&b @mx)\dﬂjeset]hleecmﬂilngnt:l@ms,orwhdaEan the
autl%?lé::‘yg%ﬁg AGAr Qh 1D %ﬂyaQ{he%rn:echrt§8§d% ! ai ms,

aut tication software I's s red in a
ZO-Mﬁﬁhgdean@wnﬂ%pm beatlom 13% vhentiesd$hbl eutlergiication table is

gendBRLA! Eg%n Sy shiem WA 208444 1%57 t nRELE N 2004 ‘}9%820151%3 and

' according to any o e preceding clains,
varigdeefatahe authentication software is run in a

21. ﬁé%ﬁéﬁeaeé6¥&¥%a Rg éﬂ%ﬁﬂ(@@neﬂﬂeréfﬁa%ﬁgs§i;%&3dé%aagre at least
operating system 28. Met hod for encrypting digital

partisfadofcaitlePeBPromt d@eréeasideyics - an encryption

22. n!reecmodt BecHRLiNed t60RDL iS00 wOALIS! ithe 8E88Sd QR taPELL fd(C 1east
dat a; hashi ng said session specific data to obtain

Parﬁ'éﬁeﬁeﬁ%%%qﬁJﬁﬁéFéflqeﬁQ§tWPﬁ@ %4?%&5§FFPB%@P|Q?d§nOf the
autrdMdhepti satd@rwhabl e stored in said electronic

23. ﬁgihod according to claim 20, 21 or 22, wherein the variable data
comprise a random table.

24 .Method according to claim 23, wherein the random table is
calculated from a random two-dimensional or three-dimensional
pattern.

25.Method according to any of claims 19 - 24, wherein the
authentication table is generated from fixed data, variable data and
a bit string, which bit string is specific to a trusted third party
that provides the authentication data.

26.Method according to any of the preceding claims, wherein the

authentication software is stored in a secure memory location

inaccessible to an operating system.
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10 generating said encryption key fromthe characters
stored in the authentication table at said positions;
w@ea4anosypting said digital data using said ePCT/NDP2G0&N00422
key. 29.Systemfor perfor@ng an electronic
transaction between a first transaction party and a
second transaction using an electronic 15 device
27.Mepbodtactdyylithetd iangt of r dins goteicedipar¢dpinshewsyistiomthe
g. r (0}Y} n t
authgggpéétslol?l fso x@%e ellgecglﬁolr#ga %\?Iﬁgéeh%;btdeggghg ergﬁr%nhgnt
1nacaa§hebﬂta cgat aonomaé;lagesymes& ble to a wuser of the
S r aroyi : :
20 MELBRA O SrretbCo Sretah i o) B Fifrongg dedoe uoing
an eﬂﬁéymm%r}ﬂeweath@ﬁnedlhpé gy saseessi bl e to said
gé%ﬂ%??ﬁ%'éé@%lgﬂ §§géﬂ@iredag§ans for activating the
aut hentication software to generate a digital
haghdngt 2l fseemipheSRAiAGAt AR itoncBAR D 2T SFERAs ff‘ﬁflbers
refeREONG M NGohe: dhgitalhnshgnalitieat 9ol N&HRCARIred in said
transaction party; and neans for providing digital
elecyzpRi¢ rdatiicRé second transaction party to the first

gelne@BB 8k | N dPahEYyptB3QnSysy et dwitnReEh&FfdRG s@stored in the
verification of |egitimate use of digital 30 data on

authgRtieaetdoPRl 8 edf (,séldt H%S%Vs‘in@m &Bfpri si ng: means for

enftirQBt dhd s AUt Best tLatdaen daimy idaia aﬁapmm@& ﬁayd
5 el ectroni ¢ devi ce which_aut hentication ¢
9 SYRLER LT BISE TPE HY e PLOF I HE % |té8P?%%*ilc?nd8$F‘€%en a first
trangBabsSod QfarpyoxhdinGeavhbentdcaldtabnsodiarne elesSaidhic
q el ect ror1q 35 de\ég,ce he aut hent i caél on dat a be| ng
e"lgéc%%‘iﬁao & P8 EAF 1540t hEMT T PEnP oY
comp2@84hd11752 PCT/ NL2004/ 000422 34 neans for actlvatl ng

thentication to eneratea I
EAGRat U & O e SUCHENTY £ R farh, MSHREY (o eaid

elecprouididwyitckewbli ¢h tsadthshgheduirom tietda hﬂeaumlaenewmneomo a
userSQEtyare 1%3&?? ?gpclasv%gl on accessing digital data

havi ng a Si'ghat ure enbedded therein; and
m%aﬁsfcbzorpmrrpam regp thiee t i egfeimay apéidW@lx@Jtnalsasdieﬁtan@nic

ev;L\Met, htltlgeaut%ggglgggﬁ 31 gld*:éf'{ll bec‘lrg_;n%'izgégs 1521]6 %%SEQI'&“ or

pting ata using an encryption key, the
auth@y@@@mmﬁpﬁéww

means for activating the authentication software to generate a
digital signature from the authentication data;

means for providing the digital signature to the second
transaction party; and

means for providing digital data from the second transaction
party to the first transaction party.
30.8ystem for performing a verification of legitimate use of digital
data on an electronic device, the system comprising:

means for providing authentication data in a memory of said
electronic device which authentication data are inaccessible to a
user of the electronic device;

means for providing authentication software in said electronic
device, the authentication data being accessible to said

authentication software;
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10 neans for providing authentication data in a nenory

of said electronic device which authentication data
w@e@4itnkasressi ble to a wuser of the el ectroni CPCBENLZ®/000422

means for providing authenBi#cation software in said

electronic device, the authentication data being

accessible to said 15 authentication software; neans

heansadorvatiingtiing biwe heriheost coni ofsoavers geeserates a

dlg?tald'sglghg'l:ufé HIRUL e lePﬂﬂeE@@cMJ}le%taégat i on data;

nmeans at h erlng sessi on SpeCIfIC ata; neans for
et rfgrsamwsﬂeglgu ohe spiedithilcsdenature &bt B qwhenshcetion

sof@PaURRers & ﬁrcgwgnt&a%%%llhgoaﬁgftmaaaeytmq Cat 5O a1

tabl e Store sai d el ectroni c devi ce; neans

Slg@@f}é?eaterﬂh@d%@ai théﬁ@%@/ptar@n key fromthe charact ers

lﬁéé%{se@oh:nc&ﬁk%ﬂ%bh%é Z@ég}&%r&@@& €1i@fi @l 91 POSIdAORNSER the
nmeans for encrypting said digital data using said

eris i) GUP e ke SnaphEe

31.System for encrypting digital data using an encryption key, the
system comprising:

means for providing authentication data in a memory of said
electronic device which authentication data are inaccessible to a
user of the electronic device;

means for providing authentication software in said electronic
device, the authentication data being accessible to said
authentication software;

means for activating the authentication software to generate a
digital signature from the authentication data;

means for gathering session specific data;

means for hashing said session specific data to obtain reference
numbers referring to positions in an authentication table stored in
said electronic device;

means for generating said encryption key from the characters
stored in the authorization table at said positions; and

means for encrypting said digital data using said encryption key.



