ALLOCATI ON OF DATA TO THREADS | N MULTI - THREADED NETWORK PROCESSOR
BACKGROUND This invention relates to network packet processing. Parallel
processing is an efficient formof information processing of concurrent
fevents in a conputing process. Parallel processing demands concurrent
execution of many prograns in a conputer, in contrast to sequenti al
processing. In the context of a parallel processor, parallelisminvolves
doi ng nore t KEF-OSAEIQN OFPATATRTEREANS REMULILTRIR BASEDINETWaRadi gm wher e
all tasks are perforned sequenti alPROGESSORI ngl e station or a pipelined
machi ne where tasks are perfornmed at specialized stations, with parallel
processing, a plurality of stati on®A&8KeROpPKNDvi ded wi th each capabl e of
performng all tasks. That is, in general all or a plurality of the:
stations work si miAt&néausryicanse ] adepermamtivpranpt biees apeo o s ciorgON

el ements of a problem. Certain problens are suitable for solution by
appl yi ng paral | el F35Pdc¢EssPRECESUVMMARYE 3t cdifdicagnt of anmaspeit f afmatien

pr esent i{gggngon met hod for processing of network packets includes
recei vi ny © et otk O%ac?l?@%“éﬁ%lto BTt ng? oh @ uRéndopkopacket Pasiallied

lurality. o r.oaram threads to affect processing of the packets.
p ﬁ&oéeé%f%% d@mands concurrent exé%ution ofgmany proé&ams in a

computer, in contrast to sequential processing. In the context
of a parallel processor, parallelism involves doing more than
one thing at the same time. Unlike a serial paradigm where all
tasks are performed sequentially at a single station or.a
pipelined machine where tasks are performed at specialized
stations, with parallel processing, a plurélity of stations are
provided with each capable of performing all tasks. That is, in
general all or a plurality of the stations work simultaneously
and independently on the same or common elementé of a problem.
Certain problems are suitable for solution by applying parallel
processing.
SUMMARY
According to an aspect of the present invention, a

method for processing of network packets includés receiving
network packets and operating on the network packets with a

plurality of program threads to affect processing of the packets.
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DESCRI PTION OF THE DRAWNGS FIG 1 is a block diagram of a comrunication
system enpl oying a hardware-based nultithreaded processor. FIG 2 is a
detai |l ed bl ock di agram of the hardware- based nultithreaded processor of
FIG 1. FIG 3 is a block diagramof a mcroengine functional unit

enpl oyed in the hardware-based nultithreaded processor of FIGS. 1 and 2.
FIG 4 is a block diagramof a nenory controller for enhanced bandw dth
operation used in the hardware-based nultithreaded processor. FIG 5 is a
bl ock diagram of a menory controller for latency limted operations used
in the hardware-based mRRIEEt REEGHERT pPWHCRSSHIE DREWGNGS i s a bl ock di agram
of a comuni cation bus interface in the processor of FIG .1 depicting
hardware used in rogramst Rr BAECK| ghadtam. ofFl:CSommanyBahien as ps cdror i al

representation and flow chart useful in understanding programthread
signalinam THY @ hardware-based multithreaded processor.

FIG. 2 is a detailed block diagram of the hardware-
based multithreaded processor of FIG. 1.

FIG. 3 is a block diagram of a microengine functionél
unit employed in the hardware-based multithreaded processor of
FIGS. 1 and 2.

FIG. 4 is a block diagram of a mehory controller for
enhanced bandwidth operation used in the hardware-based
multithreaded processor.

FIG. 5 is a block diagram of a memory controller for
latency limited operations used in the hardware-based

-multithreaded processor.

FIG. 6 is a block diagram of a communication bus
interface in the processor of FIG. .1 depicting hardware used in
program thread signaling.

FIGS. 7A-7B are a pictorial representation and flow
chart useful in understanding program thread signaling with a
clear on read register.

FIG. 8 is a flow chart of an inter-thread signaling

scheme.



<lear on read register. FIG 8 is a flow chart of an inter-thread si gnal i ng
scheme. -2 FIG 9 is a flowchart of a programthread status reporting
process. DESCRIPTION Architecture: Referring to FIG 1, a conmunication
system 10 includes a parallel, hardware-based nultithreaded processor 12.
The hardware-based nultithreaded processor 12 is coupled to a bus such as
a Peripheral Conponent Interconnect (PCl) bus 14, a nenory system 16 and a
second bus 18. The system 10 is especially useful for tasks that can be
broken into parallel subtasks or functions. Specifically hardware-based
mul tithreaded processor 12 is useful for tasks that are bandw dth oriented
rather than | atencyiori®entsed. fibe bastwase-baseshra tdifhteadedtuprocessor
12 has nultiple mcroengines 22 each with nultiple hardware controlled
program tkepeadsng hetowsss .be si mul taneously active and independently work
on a task. The hardware-based nultithreaded processor 12 also includes a
central controller 20 that assistsDEACRDRUI™MY m crocode control for other

resources of the hardware-based
Architecture:

Referring to FIG. 1, a communication system 10 includes
a parallel, hardware-based multithreaded processor 12. The
hardware-based multithreaded processor 12 is coupled to a bus
such as a Peripheral Component Interconnect (PCI) bus 14, a
ﬁemory system 16 and a second-bus 18. The system 10 is
especially useful for tasks that can be broken into parallel
subtasks or functions. Specifically hardware-based multithreaded
processor 12 is useful for tasks that are bandwidth oriented
rather than latency oriented. The hardware-based multithreaded
processor 12 has multiple microengines 22 each with multiple
hardware controlled program threads that can be simultaneously
active and independently work on a task.

The hardware-based multithreaded proceséor 12 also
includes a central controller 20 that assists iﬁ loading
microcode control for other resources of the hardware-based
multithreaded processor 12 and performs other general purpose
computer type functions such as handling protocols, exceptions,

extra support for packet processing where the microengines pass

3.



drul tithreaded processor 12 and perforns other general purpose conputer
type functions such as handling protocols, exceptions, extra support for
packet processing where the mcroengi nes pass -3 the packets off for nore
=det ai | ed processing such as in boundary conditions. In one enbodi nent, the
processor 20 is a Strong Arn(r) (Armis a trademark of ARM Limted, United
Ki ngdon) based architecture. The general purpose m croprocessor 20 has an
operating system Through the operating systemthe processor 20 can cal
functi onsheopepketat eoDh fMircmoergbinesi?2a-22cesigg RLREESSOLn200cCadatse any
supported operating systempreferably a real tinme operating system For

t he corecpndéessns- i nplrermert edbodsmanst r ong Pranearschi ROctiyr @, sSopefiaqt i ng
systens such as, Mcrosoft NT real-tine, VXWrks and jCUS, a freeware
operatlnérmsybﬁﬁﬂn%ﬁuﬂIbabﬁém@vérth%RMrﬁxmunaq, Yantbe Kseddomherased

har dwar e- based nul tithreaded processor 12 also includes a plurality of

m croengPARESIDOAL DY NIt GengirAés PR2AOS Y 2R ety arsiswoai A0ahpbural ity of
program counters in hardware and states associated with the program

count er s CPEFREERT vRY S cITTOsEBNENRgOPRET & 1T S it esettcoPrpregsam dtir eads
can be sinult usly. active on each of the m croengi nes 22a-22f while
only one“P§ 88?8a %bﬁFhﬁFh@pﬁfaéﬁyOBn@l?¥?ﬁﬂg%q?%3 @2crbédi nBRE, there

are six nlcroenglngg 22a- 22
rocess can use 'any supported operating system preferably a

real time operating system. For the core processor implemented
-as a Strong Arm architecture, operating systems such as,

Microsoft NT real-time, VXWorks and pCUS, a freeware operating

system available over the Internet, can be used.

The hardware-based multithreaded processor 12 also
includes a plurality of microengines 22a-22f. Microengines 22a-
22f each maintain a plurality of program counters in hardware and
states associated with the program counters. Effectively, a
corresponding plﬁrality of.sets of program threads can be
simultaneously active on each of the microengines 22a-22f while
only one is actually operating at any one time.

In one embodiment, there are six microengines 22a-22f,
each having capabilities for processing four hardware program
threads. The six microengines 22a-22f operate with shared

resources including memory system 16 and bus interfaces 24 and

28. The memory system 16 includes a Synchronous Dynamic Random
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ach having capabilities for processing four hardware program threads. The
Si X m croengi nes 22a-22f operate with shared resources including nenory
system 16 and bus interfaces 24 and 28. The nenory system 16 incl udes a
$Synchronous Dynam ¢ Random -4 Access Menory (SDRAM controller 26a and a
Stati c Random Access Menory (SRAM controller 26b. SDRAM nenory 16a and
SDRAM controller 26a are typically used for processing |arge vol unes of
data, e.g., processing of network payl oads from network packets. The SRAM

control | Bec@6b Mareh SRAMDRBNDT YodBboBI €r Used ddy & shekwer khAgoh Nplen@nt ation
for low | atency, fast access tasks, e.g., accessing |ook-up tables, nmenory
for the Bemerpr ogRF8Sorca2®rolard 86bf orsbrANarawae 16aNtayt sswappi ng enabl es
ot her contexts with unique programcounters to execute in the sane
m cr oengcartroHagdvidfee agentterti cs Wappisigd af so mymehisangz @8 rgenpd Bthen of
tasks. For exanple, two programthreads could request the same shared
resour cedetq: ,e SRAMpPmRacissdng of nhbsersepsyldais o opakorkinpasketes g. ,
the FBUS interface 28, the SRAM control |l er 26a, and the SDRAM controll er
26b, whenTRReSRAEG M@ 1ld credabsted $RRK mMemmwrébohrehesaiicinengi ne
programthread contexts reports back a flag signaling conpletion of an
oper at i oRetVRER 1 he M legend atigpefordl Py taieenasor dengi neceshetasks oengi ne
can determ ne which |

€.g., accessing look-up tables, memory for the core processor 20,

and so forth.

Hardware context swapping enables other contexts with
unique program counters to execute in the same microengine.
Hardware context swapping also synchronizes completion of tasks.

For example, two program threads could request the same shared
resource e.g., SRAM. Each one of these separate functional
units, e.g., the FBUS interface 28, the SRAM controller 26a, and
the SDRAM controller 26b, when they complete a requested task
from one of the microengine program thread contexts reports back
a flag signaling completion of an operafion. When the flag is
received by the microengine, the microengine can determine which
program thread to turn on.

As a network processor, e.g., a router, the hardware-
based multithreaded processor 12 interfaces to network devices
such as a media access controller device e.g., a 10/100BaseT

Octal MAC 13a or a Gigabit Ethernet device 13b. In general, as a



3 mthread to turn on. As a network processor, e.g., a router, the
E;?g\r/v:re- based nultithreaded processor 12 interfaces to network devices
such as a nedia access controller device e.g., a 10/100BaseT OCctal MAC 13a
'or a Ggabit Ethernet device 13b. In general, as a -5 network processor,
the hardware-based nultithreaded processor 12 can interface to any type of
comuni cation device or interface that receives/sends |arge amounts of
data. The network processor - can function as a router 10 in a networking

: . . . Lol
appl i cat inenwboldt groded 3y K {1 ketrswardngstc deyi tes nl3dye43 rb8e & AT
rrggner. Wth th% har dwar e- based nul tit hreaded processor 1§, each networ k

packet camnbéntadependentdry preeessedomtie: £FOCES QY12 b?C!LHg&SBfa?cQ“S
interface 28 that couples the processor to the second bus 18. Bus

i nterfacéhg8 racebmes endbuoth nengecanpliessthe @cesso h2chorkhsrs0scal, ed
FBUS 18 (FIFO bus). The FBUS interface 28 is responsible for controlling
and i nt eFRACERBCEHen processortel2 100ibhe FBHS ABngThepkBUS: 18, i S0, @ 64- bit

wi de FIFO bus, used to interface to Media Access Controller (MAC) devices.
The pr océ§§8?r]12p¢¢k€tfLﬁje?snOal%écdﬁdicqémbMacleBh_e.igm a dablPel1busmidier face 24
t hat coupl es other system conponents that reside on the PCl 14 bus to the .
processof1i5. thfdg jeorralsednintid t at ler eodpd qek dceseRe AR, MOEE€h network

packet can be independently processed.

The processor 12 includes a bus interface 28 that
couples the processor to the second bus 18. Bus interface 28 in
one embodiment couples the processor 12 to the so-called FBUS 18
(FIFO bus). The FBUS interface 28 is responsible for controlling
and interfacing the processor 12 to the FBUS 18. The FBUS 18 is
a 64-bit wide FIFO bus, used to interface to Media Access
Cdntroller (MAC) devices. The processor 12 includes a second
interface e.g., a PCI bus interface 24 that couples other system
components that reside on the PCI 14 bus to the processor 12,

The functional units are coupled to one or more
intérnal buses. The internal buses are dual, 32 bit buses (i.e.,
one bus for read and one for write). The hardware-based
multithreaded processor 12 also is constructed such that the sum
of the bandwidths of the internal buses in the processor 12
exceed the bandwidth of external buses coupled to the processor

12. The processor 12 includes an internal core processor bus 32,
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i nternal buses. The internal buses are dual, 32 bit buses (i.e., one bus
for read and one for wite). The hardware-based nultithreaded processor 12
also is constructed such that the sum of the bandw dths of the interna
buses in the processor 12 exceed the bandw dth of external buses coupled
to the processor 12. The processor 12 includes an internal core processor
bus 32, -6 e.g., an ASB bus (Advanced System Bus) that couples the
processor core 20 to the nmenory controllers 26a, 26b and to an ASB

transl at er.g30 desssh heds beldwncBaespSBehUsui S haukerl 1 the sPocsalded
AMBA bus that is used with the Strong Arm processor core. The processor 12

al so i nclcoedes28 poi et endaus y34chhablteupl 2sa t s MRy @@ngihngsynits to SRAM
controll er 26b, ASB translator 30 and FBUS interface 28. A nenory bus 38
coupl es thenmeabey Tontewmldidred 26acw26bThe Adw tus interhases 24 and 28 and
menory system 16 including flashrom 16c used for boot operations and so
forth. RePELPANGMBD MUGELIAL dachsefl whehnilce cengimesr22ar32kssbacteeles an
arbiter that examnes flags to deternmne the available programthreads to
be oper at é4SUBBACSRIRE prlogria® inkludds f & opr mpt ofbush@nitbroengipess 22ee 22f
can access the SDRAM controller 26a, SDRAM controller 26b or FBUS

i nt er f acB28CCTHEN® SPRAN ContSREM epnpsal bed BBRAMISEotrroklet 02650 eaoh

i rali of queues to store outstanding nmenory reference
I ncl ude %BUglgnterEg%e 2&1 A memory bus 38 couples the memory controller

26a, 26b to the bus interfaces 24 and 28 and memory system 16
including flashrom 16c used for boot operations and so forth.

Referring to FIG. 2, each of the microengines 22a-22f
includes an arbiter that examines flags to determine the
available program threads to be operated upon. Any program
thread from any of the microengines 22a-22f can access.the SDRAM
controller 26a, SDRAM controller 26b or FBUS interface 28. The
SDRAM controller 26a and SDRAM controller 26b each include a
plurality of queues to store outstanding memory reference
requests. The queues either maintain order of memory references
Or arrange memory refereﬁces to optimize memory bandwidth.

If the memory subsystem 16 is flooded with memory
requests that are independent in nature, the processor 12 can
perform memory reference sorting. Memory reference sorting
reduces dead time or a bubble that occurs with accesses to SRAM.

Memory reference sorting allows the processor 12 to organize

iy



Jfequests. The queues either maintain order of nenory references or arrange
menory references to optimze menmory bandwi dth. |f the nmenory subsystem 16
is flooded with nenory requests that are independent in nature, the
processor 12 can performnenory reference sorting. Menory reference
sorting reduces dead time or a bubble that occurs with accesses to SRAM
Menory reference sorting allows the processor 12 to organi ze -7

references to nmenory such that |long strings of reads can be followed by

| ong striregsrehiceki t &smerRefierense t5akt i Beghel ps,JmidH aia paral! gL hardware
context programthreads. Reference sorting allows hiding of pre- charges

from one fSDRANebabk 1en@naidiergs e Lhetasnory system 16b is organized into
an odd bank and an even bank, while the processor is operating on the odd
bank, the nenory crafe¢odd@r s26fringahesbar hapfesharnging 1hengyenapank.

Precharging is possible if nenory references alternate between odd and
even bank@ntBytopdegrmg'MEmnnyxrePememeGSet@of&iﬁgr&ﬂgbwgcﬁﬁa$6§ 60 site
banks, the processor 12 inproves SDRAM bandw dth. Additionally, other
opti m zatchgrgesahr po oe dRDRPYr bexdnpbe anmehgi ng I OptHemzabironsy wher el 6b
operations that can be nerged, are nmerged prior to menory access, open
page opt itfi PAERBARSSAhER RR asidalianikngndddnesses baark ,operiéd page of menory
is not reopened, _
processor 1s operating on the odd bank, the memory controller 26b
can start precharging the even bank. Precharging is possible if
memory references alternate between odd and even banks. By
ordering memory references to alternate accesses to opposite
banks, the processor 12 improves SDRAM bandwidth. Additionally,
other optimizations can be used. For example, merging
optimizations where operations that can be merged, are merged
prior to memory access, open page optimizations where by
examining addresses, an opened page of memory is not reopened,
chaining which allows for special handling_of contiguous memory
references and refreshing mechanisms, can be employed.

The FBUS interface 28 supports Transmit and Receive
flags for each port that a MAC device supports, along with an
Interrupt flag indicating when service is warranted. The FBUS
interface 28 also includes a controiler 28a that performs header

processing of incoming packets from the FBUS 18. The controller

28a extracts the packet headers and performs a microprogrammable
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«<hai ni ng which allows for special handling of contiguous nenory references
and refreshi ng nechani sns, can be enployed. The FBUS interface 28 supports
Transmt and Receive flags for each port that a MAC devi ce supports, al ong
wth an Interrupt flag indicating when service is warranted. The FBUS
interface 28 also includes a controller 28a that perforns header

processi ng of incom ng packets fromthe FBUS 18. The controller 28a
extracts the packet headers and perforns a m croprogramrabl e -8

sour ce/ destirpaf dest praticooiprivashed haskup (ssedh f@lscaddoessdqsaeet hing) in
SRAM |f the hash does not successfully resolve, the packet header is sent
to the psoeeskongtoire SKAM.or Idddhti baah dpeocessing.ceEReuEBYSrbBbEGE ACe 28
supports the following internal data transactions: FBUS unit (Shared bus
SRAM t ofheoRREket Owgrfiqre.is FBUS bni thévpaopsssat edius P OWFbtresdfit ©0b:SDRAM
Unit. FBUS unit (via Mus) Reads to SDRAM The FBUS 18 is a standard

i ndust r yPBaseanany ncl e BYS datarbase @8gsyupBadrts tthewifdé landngi deband
control for address and read/wite control. The FBUS interface 28 provides
the abil HPyeTRdl| Pt T caketfts of data using a series of input and
output FIFO s 29a-29b. Fromthe FIFGOs 29a-29b, the m croengi nes 22a- 22f
fetch data fromor conmand the SDRAM controller 26a to nove data

FBUS unit (Shared bus SRAM) to/from microengine.
FBUS unit (via private bus) writes from SDRAM Unit.
FBUS unit (via Mbus) Reads to SDRAM.

The FBUS 18 is a standard industry bus and includes a
data bus, e.qg., 64 bits wide and sideband control for address and
read/write control. The FBUS interface 28 provides the ability
to input large amounts of data using a series of input and output
FIFO's 29a-2%b. From the FIFOs 29a-29b, the microengines 22a-22f
fetch data from or command the SDRAM controller 26a to move data
from é receive FIFO in which data has come from a device on bus
18, into the FBUS interface 28. The data can be sent through
memory controller 26a to SDRAM memory l6a, via a direct memory
access. Similarly, the microengines can move data from the SDRAM
26a to interface 28, out to FBUS 18, via the FBUS interface 28.

Data  functions are distributed amongst the
microengines. Connectivity to the SRAM 26a, SDRAM 26b and FBUS

28 is via command requests. A command request can be a memory

9.



droma receive FIFOin which data has cone froma device on bus 18, into
the FBUS interface 28. The data can be sent through nenory controller 26a
to SDRAM nenory 16a, via a direct nmenory access. Simlarly, the

m croengi nes can nove data fromthe SDRAM 26a to interface 28, out to FBUS
18, via the FBUS interface 28. Data functions are distributed anongst the
m cr oengi nes. Connectivity to the SRAM 26a, SDRAM 26b and FBUS 28 is via
command requests. A command request can be a nenory -9 request or a FBUS
request . rFareexanpl @, FEUT orumed tr eqBest e ¢amp L dTD\ee cdainanfir esyac s €0t &t er

| ocated in a mcroengine 22a to a shared resource, e.g., an SDRAM

| ocat i onMoSRAMR Tt DcRtdoR Hegasliernbopayedr isoamniMiCeaddness2a The £ommmands
are sent out to each of the functional units and the shared resources.
However , Shhged shag @k ¢%s curdces adoSARAM nkeck t i nvaiSRAY. Aokecabnbuf fash ng of
the data. Rather, the shared resources access distributed data |ocated

i nsi de of*PREY nPEr VEMYitHES 2dPERS Senab@scoittrsEngintesen2auR2to ¢achae

| ocal access to data rather than arbitrating for access on a bus and risk
cont ent i 5ASf HFE hECHtAs UNAtSh 2R Do f R tr@, TeIriIEsss aHovweyere stall for
wai ting %gr data internal  to the m croengines 22a-22f. The core processor

20 al so GBATEECESICVHE Sk &9t Pesdute sBa il drasapr Beésssin@0ohasha

di rect ngggpicggéﬁgk;(%he shared resources access distributed data
located inside of the microengines. This enables microengines
22a-22f, to have local access to data rather than arbitrating for
access on a bus and risk contention for the bus. With this
.feature, there is a 0 cycle stall for waiting for data internal
to the microengines 22a-22f.

The core processor 20 also can access the shared
resources. The core processor 20 has a direct communication to
the SDRAM controller 26a to the bus interface 24 and to SRAM
controller 26b via bus 32. To access the microengines 22a-22f
and transfer registers located at any of the microengines 22a-
22f, the core processor 20 access the microengines 22a-22f via
the ASB Translator 30 over bus 34. The ASB Translator 30
performs an addre§s translation between FBUS microengine transfer

register locations and core processor addresses (i.e., ASB bus)

so that the core processor 20 can access registers belonging to

the microengines 22a-22c.
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4 he SDRAM controller 26a to the bus interface 24 and to SRAM controller
26b via bus 32. To access the m croengi nes 22a-22f and transfer registers
| ocated at any of the m croengi nes 22a- 22f, the core processor 20 access
the mcroengi nes 22a-22f via the ASB Translator 30 over bus 34. The ASB
Translator 30 perforns an address translation between FBUS mi croengine
transfer register locations and core processor addresses (i.e., ASB bus)
so that the core processor 20 can access registers belonging to the

m croengi nes 22a- 22&hout® mibheag@iﬂégrp@rtgarn%s@%h%a@_eg_%@t&@esé@gééter set
to exchange data. A scratchpad nenory 27 is also provided to permt

M cr oengerebatge wid e dat acedtchpad heefi®APry7 fiof Qthehr ik geQengi fes, 0
read. The scratchpad 27 is coupled to bus 34. Mcroengines: Referring to
FIG 3, ancesenplrmey tonerdftet Hetanbet oenginesnada?dor 6tfer N Croengine
22f is shown. The microengine includes a control store 70 which, in one

i mpl enenfafreanginry UdeseadRAMIbE heratdhf aorids dafup32dbtbShus The, RAM
stores a mcroprogramthat is |oadable by the core processor 20. The

m croengine 22f also includes controller logic 72. The controller |ogic

i ncludes _an instruction decoder 73 and program counter (PC) units 72a-72d.

The four MAFEPBRPERAFam

Referring to FIG. 3, an exemplary one of the
microengines 22a-22f, e.g., microengine 22f is shown. The
microengine includes a control store 70 which, in one
implementation, includes a RAM of here 1,024 words of 32 bits.
The RAM stores a microprogram that is loadable by the core
processor 20. The microengine 22f also includes controller logic
72. The controller logic includes an instruction decoder 73 and
program counter (PC) units 72a-72d. The four micro program
counters 72a-72d are maintained in hardware. The microengine 22f
also includes context event switching logic 74. Context event
logic 74 receives messages (e.g., SEQ_#_ EVENT RESPONSE;
FBI_EVENT_RESPONSE; SRAM _EVENT_RESPONSE; SDRAM _EVENT RESPONSE;
and ASB _EVENT_RESPONSE) from each one of the shared resources,
€.g9., SRAM 26a, SDRAM 26b, or processor core 20, control and
status registers, and so forth. These messages provide
information on whether a requested function has completed. Based

on whether or not a function requested by a program thread has
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scounters 72a-72d are maintained in hardware. The m croengi ne 22f al so

i ncl udes context event switching logic 74. Context event |ogic 74 receives
nmessages (e.g., SEQ # EVENT RESPONSE; FBI - EVENT- RESPONSE; SRAM

- EVENT- RESPONSE; SDRAM EVENT RESPONSE; and ASB - EVENT- RESPONSE) from each
one of the shared resources, e.g., SRAM 26a, SDRAM 26b, or processor core
20, control and status registers, and so forth. These nessages provide

i nformati on on whet her a requested function has conpl eted. Based on

whet her epmpottadfanttdiomalequestedebyor, prragramdhnead rbag nddys canpl et ed
and signal ed conpletion, the programthread needs to wait for that

conpl eti @risi §oal thaind:-drfpltehd opr egyaal | haeddi § Sheemablgedmt eneped ate, then
the programthread is placed on an available programthread |ist (not
shown) . Fhébhidrvenyperat22f theanthaveragnaxittumaaf isepgaced progtam t hr eads
available. In addition to event signals that are |ocal to an executing

pr ogr am Efpéadble herod o dhgiends 122tefmbbystsivgnal | Mpe stiatesnghad zafe
global. Wth signaling states, an executing programthread can broadcast a
si gnal sCaPelebeal MK i FeRdin€s9-22¢ PRYIPFodgriamadsr eadilabihe

m croengi nes can branch on these signaling states. These signaling states
can be used to det®rdfide ionaitrabivErEysd9nal s dddr éecor oGhet Beram resour ce

is due for servici ng. , _
executing program thread, the microengines 22 employ signaling

states that are global. With signaling states, an executing
program thread can broadcast a signal state to all microengines
22. Any program thread in the microengines can branch on these
signaling states. These signaling states can be used to
determine availability of a resource or whether a resource is due
for servicing.

The context event logic 74 has arbitration for the four
(4) program threads. In one embodiment, the arbitration is a
round robin mechanism. Other techniques could be used including
priority queuing or weighted fair queuing. The microengine 22f
also includes an execution box (EBOX) data path 76 that includes
an arithmetic logic unit 76a and general purpose register set
76b. The arithmetic logic unit 76a performs arithmetic and
logical functions as well as shift functions. The registers set
76b has a relatively large number of general purpose registers.

In this implementation there are 64 general purpose registers in
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:The context event logic 74 has arbitration for the four (4) program
threads. In one enbodinent, the arbitration is a round robin nmechani sm

O her techniques could be used including priority queuing or weighted fair
‘queui ng. The m croengi ne 22f also includes an execution box (EBOX) data
path 76 that includes an arithnetic logic unit 76a and general purpose
regi ster set 76b. The arithnmetic logic unit 76a perforns arithnetic and

| ogical functions as well as shift functions. The registers set 76b has a
rel ati vekyflasgebaniwbérandf Agendr & puir posecsed)istrdr, s Banlkn Bt hi Bhe

i npl enentation there are 64 general purpose registers in -12 a first bank,
Bank A afgdnédai nparseronddbankysBank Binddwed genarhalt plhrposeer egi sters are
w ndowed so that they are relatively and absolutely addressable. The

m cr oengFRéap2ve by stnd wdlspdasedywefitdeessalmbé er register stack 78 and a
read transfer stack 80. These registers are also wi ndowed so that they are
rel ati vely and absbtut®igrocagdres3abl elsqvineludemsf erritegitseesfstack 78 is
where wite, data to a resource is located. Simlarly, read register stack
80 is fOFILELTT PRtk 1o rfadsharddt FarvtreestaSfp$dquedhese begigomur rent
with data_arrival, a%? event sihgnal fromthe respective shared resource

e.g., thETSRANFRoMtIHIMSEr S964 2 EDRARK Bt rot e velah 29d @bpelpketessor 20
will be prayide

ressa Q.C%ﬂ%ﬁéttﬁgﬁg%er register stack 78 is where write
data to a resource is located. Similarly, read register stack 80
is for return data from a shared resource. Subsequent to or
concurrent with data arrival, an event signal from the respective
shared resource e.g., the SRAM controller 26a, SDRAM controller
26b or core processor 20 will be provided to context event
arbiter 74 which will then alert the program thread that the data
is available or has been sent. Both transfer register banks 78
and 80 are connected to the execution box (EBOX) 76 through a
data path. 1In one implementation, the read transfer register has
64 registers and the write transfer register has 64 registers.

Each microengine 22a-22f supports multi-threaded

execution of four contexts. One reason for this is to allow one
program thread to start executing Jjust after another program
thread issues a memory reference and must wait until that

reference completes before doing more work. This behavior is

critical to maintaining efficient hardware execution of the
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Aarbiter 74 which will then alert the programthread that the data is
avai |l abl e or has been sent. Both transfer regi ster banks 78 and 80 are
~ connected to the execution box (EBOX) 76 through a data path. In one

i npl enmentation, the read transfer register has 64 registers and the wite
transfer register has 64 registers. Each m.croengi ne 22a-22f supports
mul ti-threaded execution of four contexts. One reason for this is to allow
one programthread to start executing just after another program thread
i ssues ampeneeys e erere@sgndenusy Waténantid dikmiificefier engeatcadpl et es
before doing nore work. This behavior is critical to maintaining efficient
har dwar edéig%mmwrofift lpely13 shhgloanybyest bdomaese emenptyoh awv@ncy i s
significant. Stated differently, if only a single programthread execution
was suppBPPeEtedhehfi drisavgnaéseaouPdladi$it did e doraaspyantfeeat nunber
of cycles waiting for. references to return and thereby reduce overal
conput at PERRFT t Pt FUGHSR Waii e - EAF eBRIERIr SRS&T (9 G1e taENoABd abh¢d €930engi nes
to hide nenory |atency by perform ng useful independent work across
sever al 5?58?%n?v??ﬁ (ﬁﬁmpFﬁété9ﬂéhrg%FQ%@WRﬂF-ne risfBrareedupplied in
order to allow a programthread to i ssue an  SRAM or SDRAM r ef erence, and

t hen sub&83Geht?y &N PeCEBePRE DD e Fif] MeEoReh2tRREY ¥f erence

conpl et es, . .
np Péerforming useful independent work across several program

threads. Two synchronization mechanisms are supplied in order to
allow a program thread to issue an SRAM or SDRAM reference, and
then subsequently synchronize to the point in time when that
reference completes.

One mechanism is Immediate Synchronization. 1In
immediate synchronization, the microengine issues the reference
and immediately swaps out of that context. The context will be
signaled when the corresponding reference completes. Once
signaled, the context will be swapped back in for execution when
a context-swap event occurs and it is its turn to run. Thus,
from the point of view of a single context's instruction stream,
the microword after issuing the mem reference does not get
executed until the reference completes.

A second mechanism is Delayed Synchronization. 1In
delayed synchronization, the microengine issues the reference,

and continues to execute some other useful work independent of
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:One nechanismis |Imediate Synchronization. In inmmediate synchfonization

the m croengine i ssues the reference
context. The context will be signaled when the correspondi ng reference

:conpl etes. Once signaled, the context will be swapped back in for

executi
Thus,

the mcroword after issuing the nemreference does not get

on when a context-swap event occurs and it is its turn to run.
fromthe point of view of a single context's instruction stream

t he ref etbace: Tompiet.es SoAesetnadl aeahani stvulsl BekayednSyashs opni gat i on.
del ayed synchroni zation, the m croengine issues the reference, and
cont i nuesyrohexeias ¢ hsopeogtther thseddll s wordcutnidependeain o6 thd4 the

reference. Sone tine later it could becone necessary to synchronize the

pr ogr am EAFRERL iorexadc (hicon sstedareferemes woimleetfuonhet wheki ssued

ref erence before further work is

m cr owor BeFEoEItut & thHat PRILPE @i 8 erh somr iowt Mikeowardens pxogriad

t hr ead,

conpl et e@R2brvihitithfe SxepuPrRgtRt e e IRENP yPoFgra it hradahe cawame ithe
reference has. already conpl eted. Del ayed synchronization is inplenmented

and swap it back in sonetine |ater when the reference has

usi ng t wB2arfFerte SiMgndifithg YeRRnERS T9T4TRNGRehBPy CPEPRE ERGE 95
associated with a transfer

continue executing the current program thread because the
reference has already completed. Delayed synchronization is
implemented using two different signaling schemes:

If the memory reference is associated with a transfer
register, the signal from which the program thread is triggered
is generated when the corresponding transfer register valid bit
is set or cleared. For example, an SRAM read which deposits data
into transfer register A would be signaled when the valid bit for
A is set. If the memory reference is associated with the
transfer FIFO or the receive FIFO, instéad of a transfer
register, then the signal is generated when the reference
completes in the SDRAM controller 26a. Only one signal state per
context is held in the microengines scheduler, thus only one
outstanding signal can exist in this scheme.

Referring to FIG. 4, the SDRAM memory controller 26a
includes memory reference queues 90 where memory reference

requests arrive from the various microengines 22a-22f. The
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segister, the signal fromwhich the programthread is triggered is

gener ated when the corresponding transfer register valid bit is set or

cl eared. For exanple, an SRAM read which deposits data into transfer
Tegister A would be signaled when the valid bit for Ais set. If the
menory reference is associated with the transfer FIFO or the receive FIFQ
instead of a transfer register, then the signal is generated when the
reference conpletes in the SDRAM controller 26a. Only one signal state per

cont ext msmbey deénk tdid o Creaengtnase SCcheditierse  bUs taaky sensct SUtst andi ng
signal can exist in this schenme. Referring to FIG 4, the SDRAM nenory
control | eexR6ahe i mciesy imenoeyerefhes encguapalies 30 whergynBaDfNe r ef erence
requests arrive fromthe various m croengi nes 22a-22f. The -15 nenory
control | épngBaonind vdeg san &ibkehethdl ¢hatoSeltects drbenghext the

m croengi ne reference requests to go to any of the functioning units.

G ven thBfoBhelnd a e fnreneengeaessts tipr ovdinepce reherenceirequest, the
reference request will come through the address and conmand queue 90,

i nsi de t RBTIERAMI N AftdTsIsIse pndesompeng heugud foncesidguebe BaRAM bit set
called the "optimzed MEMbit" the incomng reference request wll be
sorted i APBEEPtHRET 4%e evdn tBa&nKe§aEeRCOMeBietthdasdd banksgtewmllaDb. | f

t he meno[ y ref erence e%ye%t does not have a nenory
€ “optimlized MEM bit” the incoming reference request will be

sorted into either the even bank queue 90a or the odd bank queue
90b. If the memory reference request does not have a memory
optimization bit set, the default will be to go into an order
queue 90c. The SDRAM controller 26 is a resource which is shared
among the FBUS interface 28, the core processor 20 and the PCI
interface 24. The SDRAM controller 26 also maintains a state
machine for performing READ-MODIFY-Write atomic operations. The
SDRAM controller 26 also performs byte alignment for requests of
data from SDRAM.

The order queue 90c maintains the order of reference
requests from the microengines. With a series of odd and even
banks references it may be required that a signal is returned
only upon completion of a sequence of memory references to both
the odd and even banks. If the microengine 22f sorts the memory
references into odd bank and even bank references and one of the

banks, e.g., the even bank is drained of memory references before
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optimzation bit set, the default will be to go into an order queue 90c.
The SDRAM controller 26 is a resource which is shared anong the FBUS
interface 28, the core processor 20 and the PCl interface 24. The SDRAM
-controller 26 also maintains a state machine for perform ng
READ- MODI FY-Wite atom c operations. The SDRAM controller 26 also perforns
byte alignnent for requests of data from SDRAM The order queue 90c

mai ntai ns the order of reference requests fromthe mcroengines. Wth a
seri es othedddanshrevenmt haeksigeéer encessditamprbenceqyitedyihat a signa
is returned only upon conpletion of a sequence of nenory references to
both theebeddemre, evten meanks. cbhttbblad cz@engive 22hcsokhbl{ hei senory
references into odd bank and even bank references and one of the banks,
e.g., theaeyehobamkidredigainrethaft neeongmomef ereneas befiorempléted hevedd
bank but the signal is asserted on the |ast even reference, the nenory
control | ERCP8l el it brodi vabeyestgniadd backoden @eniviredngi Mieid hat t he
menory request had conpl eted, even though the odd bank reference had not
been ser 9FERHI SN CodecGrPEAce edlitteravisE b leoher Bheyoprdebl @ueudHdor der
queue 90c. allows a mcroengine to have nultiple nenory references

out st andPh§CB M cH BRG% "et §°1 have bk ip ke memerye rededsnces signal a

conpl etion . . .
np outstanding of which only its last memory reference needs to

signal a completion.

The SDRAM controller 26a also iﬁcludes a high priority
queue 90d. In the high priority queue 90d, an incoming memory
reference from one of the microengines goes directly to the high

priority queue and is operated upon at a higher priority than
other memory references in the other gueues. 2All of these
queues, the even bank queue 90a, the odd bank queue 90b, the
order queue 90c and the high priority queue, are implemented in a
single RAM structure that is logically segmented into four
different windows, each window having its own head and tail
pointer. Since filling and draining operations are only a single
input and a single output, they can be placed into the same RAM
structure to increase density of RAM structures.

The SDRAM controller 26a also includes core bus
interface logic i.e., ASB bus 92. The ASB bus interface logic 92

interfaces the core processor 20 to the SDRAM controller 26a. If
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.The SDRAM controller 26a al so includes a high priority queue 90d. In the
high priority queue 90d, an incom ng nenory reference fromone of the

m croengi nes goes directly to the high priority queue and is operated upon
-at a higher priority than other nenory references in the other queues. Al
of these queues, the even bank queue 90a, the odd bank queue 90b, the
order queue 90c and the high priority queue, are inplenmented in a single
RAM structure that is logically segnented into four different w ndows,
each w ndbwrbhavs npnddns rewdaheadrandthai fordaMMssod noe viikl hkpg and
draining operations are only a single input and a single output, they can
be pl acedntatbdathedsantheRAM:astrdCbEr 8t ped NTEASE doms REROLRAM: o3
structures. The SDRAM controller 26a also includes core bus interface

| ogi c i.end ASBs¢userd2ly THesoASB bHusmi MEBrASE eidvagiec 982 t hirblighf anesshimm cor e
processor 20 to the SDRAM control ler 26a. If -17 there is incom ng data
from t helpépefpeockbsoro ZORMMamASBryi hber f akkt9Right hetdahaweantbe sims ed
into the MEM ASB devi ce 98 and subsequently renoved from MEM ASB devi ce 98
t hr ough EHEUSDRANI Ch it rdadc &e1 poovodSOHRAM nenpryeat®a. TAkt K08gH not shown,
the same queue_structure can be provided for the reads. The SDRAM

control | P26l 852 §hAifded NGAUERGI AR. 9T79ime P Itadaud If defret fieom the

m croengi nes and, PCl bus.
microengines and PCI bus.

Additional queues include the PCI address queue 94 and
ASB read/write queue 96 that maintain a number of requests. The
memory requests are sent to SDRAM interface 110 via multiplexer
106. The multiplexer 106 is controlled by the SDRAM arbiter 91
which detects the fullness of each of the queues and the status
of the requests and from that decides priority based on a
programmable value stored in a priority service control register
100.

Referring to FIG. 5, the memory controller 26b for the
SRAM is shown. The memory controller 26b includes an address and
command queue 120. The memory controller 26b is optimized based
on the type of memory operation, i.e., a read or a write. The
address and command queue 120 includes a high priority queue
120a, a read queue 120b which is the predominant memory reference
function that an SRAM performs, and an order queue 120c which in

general will include all writes to SRAM and reads that are to be
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Addi ti onal queues include the PCl address queue 94 and ASB read/wite
queue 96 that maintain a nunber of requests. The nenory requests are sent
to SDRAM i nterface 110 via multiplexer 106. The multiplexer 106 is
controlled by the SDRAM arbiter 91 which detects the fullness of each of
the queues and the status of the requests and fromthat decides priority
based on a programmabl e value stored in a priority service control register
100. Referring to FIG 5, the nmenory controller 26b for the SRAMis shown.
The nmenongncopit yroldat. 26Blicthohgdesoansaddt esshanrdidreesmand guetend 20. The
menory controller 26b is optimzed based on the type of nmenory operation,
i.e., a feadeor2@ swilce alPleeingdddess endteomwmred queue 120 includes a high
priority queue 120a, a read queue 120b which is the predom nant nenory
reference functi oma FRAMasOSRARL ber f dflrsal smndirand udederogaebies 120c whi ch in
general will include all wites to SRAM and reads that are to be -18

non- opt i M ZREF 22 tHSligh inSt: - sSRERNLUS hb2 AddrBss 26kd besmimhedr f e ukodiz0 coul d
al so inclgge_a wjte queue. The SRAM controller 26b al so includes core bus
i nterface’f ogt ceTiaCes A8 FQEe1PPOCTHerASH b Ghet SRAYcEORbEPEled 226D .
interfacesTtheé§§re($roc sor 20 to the SRAM controller 26b. The SRAM
control | er " 285 S FIHAUGES ZRPeRtFRel12799%S fR |engine 127 to pull

data from the microengines and PCI bus.

The memory requests are sent to SRAM interface 140 via
multiplexer 126. The multiplexer 126 is controlled by the SRAM
arbiter 131 which.detects the fullness of each of the gueues and
the status of the requests and from that decides priority based
on a programmable value stored in a priority service control
register 130. Once control to the multiplexer 126 selects a
memory reference request, the memory reference request, 1s sent
to a decoder 138 where it is decoded and an address is generated.

The SRAM Unit maintains control of the Memory Mapped
off-chip SRAM and Expansion ROM. The SRAM controller 26b can
address, e.g., 16 MBytes, with, e.g., 8 MBytes mapped for SRAM
16b, and 8 MBytes reserved for special functions including: Boot
space via flashrom 16c; and Console port access for MAC devices
13a, 13b and access to associated (RMON) counters. The SRAM is
used for local look-up tables and queue management functions.

The SRAM controller 26b supports the foilowing

-19 -



«data fromthe m croengi nes and PCl bus. The nmenory requests are sent to
SRAM interface 140 via multiplexer 126. The multiplexer 126 is controlled
by the SRAM arbiter 131 which detects the full ness of each of the queues
‘and the status of the requests and fromthat decides priority based on a
programuabl e value stored in a priority service control register 130. Once
control to the nultiplexer 126 selects a nenory reference request, the
menory reference request, is sent to a decoder 138 where it is decoded and
an address is generated. The SRAM . Unit maintains control of the Menory
Mapped bF#3%3ip-SRAM and Expansi on’ ROM The SRAM control | er 26b can
address, e.g., 16 MBytes, with, e.g., 8 MBytes mapped for SRAM 16b, and 8
MByt es reserved for special functions including: Boot space via flashrom
16c; and Consple port access for NAC devices 13a, 13b and access to

associ ated ( r?éﬂ%f%?§5§ﬁhe SRAMTYEULBE f8f11°BcT™t ook- up tabl es and
queue managenwirt Frdpedsoons. The SRAM%OBLL0! | er 26Rnssaports the fol | ow ng
-19 transactions: M croengi ne requests (via private bus) to/from SRAM
Core Processor (via ASB bus) to/from SRAM The address and command queue
120 al so includes a Read Lock Fail Queue 120d. The Read Lock Fail Queue
120d is used to The address and command queue 120 also includes a Read
Lock Fail Queue 120d. The Read Lock Fail Queue 120d is used to
hold read memory reference requests that fail because of a lock
existing on a portion of memory.
Referring to FIG. 6, communication between the
microengines 22 and the FBUS interface Logic (FBI) is shown. The
FBUS interface 28 in a network application can performs header
 processing of incoming packets from the FBUS 18. A key function
which the FBUS interface performs is extraction of packet
headers, and a microprogrammable source/destination/protocol
hashed lookup in SRAM . If the hash does not successfully
resolve, the packet header is promoted to the core processor 28
for more sophisticated processing.
The FBI 28 contains a Transmit FIFO 182, a Receive FIFO
183, a HASH unit 188 and FBI control and status registers 189.
These four units communicate with the microengines 22, via a
time-multiplexed access to the SRAM bus 38 which is connected to

the transfer registers 78, 80 in the microengines. That is, all

communications to and from the microengines are via the transfer
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;hol d read nmenory reference requests that fail because of a |ock existing
on a portion of nenory. Referring to FIG 6, communication between the

m croengi nes 22 and the FBUS interface Logic (FBI) is shown. The FBUS
‘interface 28 in a network application can perforns header processing of

i ncom ng packets fromthe FBUS 18. A key function which the FBUS interface
perfornms is extraction of packet headers, and a m croprogramabl e

source/ desti nation/protocol hashed |ookup in SRAM. |If the hash does not
successf wkbysteesotae got.he tpacketisheaderrd s RIOMRLAA4LR Lhe, 60T & processor
28 for nore sophisticated processing. . The FBI 28 contains a Transmt

FI FO 182maahReeel Ve fdrF-Qusk83g aatidSthtdi thel 88 and FBlogoBtE oL @nd 1} at us
regi sters 189. These four units conmunicate with the m croengi nes , via

a tine-wbkttphexegtlaccesd chothbesSRAM busoB& s hies sepnngst£d i the
transfer registers 78, 80 in the mcroengines. That is, all conmunications
to and frparthef Ny Gdigiames aapelVi atdhe naansfeer 022@orr egishers IBsa 80.
The FBUS interface 28 includes a push state mnmachine 200 for pushing data

i nto thefreanshertyaygifsirersgdateng ih hehd i msmytlios whiceheh§enSRAM i s NOT
using the SRAM data bus (part of bus 38) and a pull state machi ne 202 for
fetching data frorhe H@striagsteitr égrbedes 4 aite afeSPEOT Eves da crideiig ne.

The hash unit determines that the FBI 28 received an FBI_hash
request. The hash unit 188 fetches hash keys from the calling
microengine 22. After the keys are fetched and hashed, the
indices are delivered back to the calling microengine 22. Up to
three hashes are performed under a single FBI_hash request. The
busses 34 and 38 are each unidirectional: SDRAM push/pull data,
and Sbus_push/pull data. Each of these busses require control
signals which will provide read/write controls to the appropriate

microengine 22 Transfer registers.
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.The Hashing unit includes a pair of FIFO s 188a, 188b. The hash unit.
determ nes that the FBI 28 received an FBI hash request. The hash unit 188
fetches hash keys fromthe calling mcroengine 22. After the keys are
‘fetched and hashed, the indices are delivered back to the calling

m croengine 22. Up to three hashes are perforned under a single FBI _hash
request. The busses 34 and 38 are each unidirectional: SDRAM push/ pul

data, and Sbus_push/pull _data. Each of these busses require control

signal s which wllcgiendide ,r eadhwibtereonit Ot s ALdile RPBRAREEBLCFrom
m croengi ne 22 Transfer registers. -21 Generally, transfer registers

require phetecthtent feamrdine ngonhent +60gts Ldd iy Ademd-e rguanantee fead
correctness. In particular, if a wite transfer register is being used by
a threadpartocptawi def dataite thenSPRAM dfastdhrieateibqdaesdnpy aoverwite
this register until the signal back from SDRAM controller 26a indicates

t hat t hi $hregilst eto lrasohelen darrenvbedhansDRamyl dow the ofa@- asadesEnety wite
does not require a signal back fromthe destination indicating that the

f uncti oncHaswbeen thiohplestiederbecaisethé $hengir dgrcamitdome8dRAMI tes to t he
sanme command queue at that destination with nultiple requests, the order
of the cBRAPFEPLHAT | 26xyuaddireéed wWhehi hhihateciomrmndaguésen prhustedlynd he

| ast command requires the si%naling back to the
may now be re-used. very write does not require a signal back

from the destination indicating ﬁhat the function has been
completed, because if the program thread writes to the same
command queue at that destination with multiple requests, the
order of the completion is guaranteed within that command queue,
thus only the last command requires the signaling back to the
program thread. However, if the program thread uses multiple
command queues (order and read), then these command requests are
‘broken into separate context tasks, so that ordering is
maintained via context swapping. The exception case indicated
at the beginning of this paragraéh is relative to a certain class
of operations using an unsolicited PUSH to transfer registers
from the FBI for FBUS status information. In order to protect
read/write determinism on the transfer registers, the FBI
provides a special Push protect signal when these special FBI

push operations are set up.
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.programthread. However, if the programthread uses nmultiple conmand
queues (order and read), then these command requests are broken into
separate context tasks, so that ordering is nuaintained via context
-swappi ng. The exception case indicated at the beginning of this paragraph
is relative to a certain class of operations using an unsolicited PUSH to
transfer registers fromthe FBI for FBUS status information. In order to
protect read/wite determnismon the transfer registers, the FB

provi des a speci al APushi pradredhesgnahavhese$ hese RGNl 1EBL teAUSHH
operations are set up. -22 Any mcroengine 22 that uses the FBI unsolicited
push ted¢kohqiquaustst es¢st heppabeetiannf Fagg psiisr ttd aceessing the FBUS
i nterface/ m croengi ne agreed upon transfer registers. If the flag is not
assert ed FBUReant hefaceafsf @roangginst epsepdyubpen aconeskad rbyikhersi croengi nes
22. If the flag is asserted then the context should wait N cycles prior to
accessi nGhehélagegs stet sasskhitedgottheni shdet eams fred @ ginsiteris byytbe nunber
of transfer registers being pushed, plus a frontend protection w ndow.
The ni cr GEREEAEAt BEt 5N¢ HsCHqeag inRen2ApvesEt tiee diltaw fisomsseleedetidet r ansf er
registers to GPR s in contiguous cycles, so the push engi ne does not
col i de W'EhCPRESHF cFehkf e iteNd CYThrEaBr 5P gnke iansedssringatket processi ng

registers. This count is determined a priori by the number of
transfer fegisters being pushed, plus a frontend protection
window. The microengine tests.this flag then moves the data from
the read transfer registers to GPR's in contiguous cycles, so the

push engine does not collide with the microengine read.

Thread signaling for packet processing

Special techniques such as inter-thread communications
to communicate status, a self destruct register 210 to allow
program threads to selflassign tasks and a thread done register
212 to provide a global program thread communication scheme are
used for packet processing. The destruct register 210 and a
thread_done register 212 can be implemented as control and status
registers 189. They are shown in the FBUS interface 28 outside
of the block labeled CSR for clarity. Network functions are
implemented in the network processor using a plurality of program

threads e.g., contexts to process network packets. For example,
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.Speci al techniques such as inter-thread communi cations to comrunicate
status, a self destruct register 210 to allow programthreads to self
assign tasks and a thread_done register 212 to provide a global program
*t hread communi cation schene are used for packet processing. The destruct
regi ster 210 and a thread-done register 212 can be inplenmented as control
and status registers 189. They are shown in the FBUS interface 28 outside
of the block |Iabeled CSR for clarity. Network functions are inplenmented in
t he net weckequleoesgorasi Rgraaps ut@kid Yoofefyagdicamint Bheads €ng., contexts
to process network packets. For exanple, -23 schedul er programthreads
coul d bemexeerinagtam eagénet the., M Zs opiagram engickes i@ggpro@2anWher eas,
processi ng program threads could execute in the renaining engines e.g.,
22b- 22f . thigadprasgrlamekcasads 1 ( ptloe esshagniorg sohedelsi _ggpr ogeaaz 2 hr eads)
use inter-thread communi cations to communi cate status. Programthreads are
assi gnedTRpeRiFIran 4dksagdgcirascesebng ver asnhadudiswi preghedut hngadsecei ve
processing, and transmt processing, etc. Task assignnment and task

conpl et i BRS atE- e IcdhRedide SOBRUDEENREMN Dr iy reantiisads shedugh t he
inter-thread signaling, registers with specialized read and wite
characteristics, &I§IrafhEhEapes @5t rakiigwry sracific sadksheuckh read- done
registerrg12q SRAM 16b and data stored in the

ceive and transmlt scheduling, receive processing, and transmit
processing, etc. Task assignment and task completion are
communicated between program threads through the inter-thread
signaling, registers with specialized read and write
characteristics, e.g., the self-destruct register 210 and the
thread-done register 212, SRAM 16b and data stored in the
internal scratchpad memory 186 (FIG. 6) resulting from operations
such as bit set, and bit clear.

The network processor 10 includes a general context
communication signaling protocol that allows any context to set a
signal that any othér context can detect. This allows
cooperating program threads to use a semaphore and thus
coordinate using micro-code controlled processing.

Processing of network packets can use multiple program
threads. Typically, for network processing there is a receive
scheduler, a transmit scheduler and processing program threads.

A scheduler (either receive or transmit) program thread
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s nternal scratchpad nenory 186 (FIG 6) resulting fromoperations such as
bit set, and bit clear. The network processor 10 includes a general context
comuni cation signaling protocol that allows any context to set a signa
*that any other context can detect. This allows cooperating programthreads
to use a semaphore and thus coordinate using m cro-code controlled
processi ng. Processing of network packets can use nultiple program

threads. Typically, for network processing there is a receive scheduler, a
t ransm t cgehethd ters amduptecessvogk progranmdik eads segAeschedfllvesr @iyt her
receive or transmt) programthread -24 coordi nates amunts of work to be
done andrsegrievicw efrosgek bjrepdocesBing graogrlam phrgads. tAtead deduyner
programthread assigns tasks to processing programthreads and in sone
cases prbeessi Yy Pyncegranct Rreadan cr embd imat dsksote othes pProvessing
program threads. For instance, a schedul er determ nes which ports need
servi ce BRAIERS| gHS24Fd C@BoraPAAR e52 a3 K 10 hero eSS AL pe orreanant hr eads to
overcone_j nherent nmenmory | atency by processing nmnultiple programthreads in

par al | el PR Sone FXkanpisérchi t i SFRv Pt JiteB6Ee¥8i Ay PYFloymand hr ead

may perform processing.on a rtion of a packet and a second processing
progran1?ﬁf%§ﬁaﬁy5§§§% §nfh8g8eﬁﬁ?Fﬁﬁﬂa§ﬁJ)taSkS to processing program

threads to overcome inherent memory latency by processing
multiple program threads in parallel.

In some examples, with slow ports one processing
program thread may perform processing on a portion of a packet
and a second processing program thread processes the remainder of
the packet or in some cases the scheduler uses the next available
program thread. With faster ports e.g., Gigabit ports where 64
byte packets are received very fast, the scheduler can assign M
packets to the next available program thread. The program
threads signal each other as to what part of a packet the program
thread has processed and its status.

A érogrém thread can be assigned to process the first
64 bytes of a packet. When the program thread is finish, the
program thread has data to set signals to wake up the next
program thread has been assigned to process the next 64 bytes.
The program thread may write a register and an address of the

register in a pre-assigned memory location, e.g., scratch
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it he packet or in sone cases the schedul er uses. the next available program
thread. Wth faster ports e.g., Ggabit ports where 64 byte packets are
received very fast, the scheduler can assign M packets to the next

-avai | abl e program thread. The program threads signal each other as to what
part of a packet the program thread has processed and its status. A
program thread can be assigned to process the first 64 bytes of a packet.
When the programthread is finish, the programthread has data to set

si gnal s tegwaker up THe prextranprageam st eash fias deen axel gpednht onhprocess
the next 64 bytes. The programthread may wite a register and an address

of the pegbstertiread prretassisghednmesstynddcat W@tk @ndtheSaERE Chytdd

regi ster. The programthread sets signals to wake up the next program

t hread t Rat thaspdekst assigned to work on the next bytes of the packet.
Referring to FIGS. 7A-7B, the self-destruct register 210 allows one
schedul er programRhreddng, te280GFn FAG/B7B)hd Gelfeguest-user vegestdr om
mul tiple_programthreads Pa-Pn that provide the requested service. The
first pragPaﬁHW%a%r}e &gedupert RaPIr AR celseE (232230 ERGFIBB) TBheto )
sel f-destruct register 210 takes the request. The "self-destruct register
210 zer o§°IPSRY  SeL{ &GS TP MPAtEPE FRYIIAbEIISasS Peath had progide

thread. the requested service. The first program thread, e.g., P; that

accesses (232 in FIG. 7B) the self destruct register 210 takes
the requesf. The “self-destruct register” 210 zeros, i.e.,
clears (234 in FIG. 7B) upon being read by & program thread.
Other program threads capable of servicing that request will no
longer be presented with an active request. For example} a
program context can requeét a task be assigned to the first
context that is ready, by writing to the self-destruct register -
210. A context checks for an assignment by reading the “self-
destruct register” 210. If the value of the self destruct
register is 0, there is no new task presently avéilable to assign
to the program thread. This could indicate that there are no new
taéks or that another program thread may have assigned itself to
the task and cleared the self destruct register 210. If the
value is non—zéro, the contents of the self destruct register are

interpreted to determine the task, and the register is cleared

upon reading by the context. Thus, contexts reading this
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;O her programthreads capable of servicing that request will no |onger be
presented with an active request. For exanple, a program context can
request a task be assigned to the first context that is ready, by witing
‘to the self-destruct register 210. A context checks for an assignnment by
reading the "self- destruct register” 210. If the value of the self
destruct register is O, there is no new task presently available to assign
to the programthread. This could indicate that there are no new tasks or
t hat anotheispeogfam ddwiemthenmay whaverasstigneskditsself tbopet Reitask and
cleared the self destruct register 210. If the wvalue is non-zero, the

cont ent ssobseheesel ¥ wigst rthet neegi stek anetrudattiempreted to deternine the
task, and the register is cleared upon reading by the context. Thus,
contexts readi ng tRe¢serd@g tegiFéter 8f ofoasse grmeringwapplfieattibesregi ster to
be witten subsequently with the next task instruction. Referring to FIG
8, for névRBFRLIMY @bpisiamt onogreyppreateytdidfenessd progeanneons xdtstar e
used to performspecific systemtasks. Tasks include receive scheduling,
recei ve SPPOEBSERFPES comtadkSs InelafAsnt ecal vt terheduldngni resehedul i ng,
transmt filling and processor core conmmuni cations. The receive schedul er
initiate8T94953IRdcINEXdSer AERBAMLBf 2BLfter 64 ronsIEg Isghedudingnput dat a

by sending_a co ng to
t¥ansmi 1lling and processor core communications.

The receive scheduler initiates 242 a receive operation
of e.g., 64 or 128 bytes of input data by sending a command to
the FBI interface 28 that specifies a port from which to extract
the data and the Receive FIFO element to use to buffer that data
as well as the microengine context to be notified once the
receive data has been fetched.

The receive scheduler thread 244 sends a signal to the
specified microengine rogram thread that activates a specified
context. The context reads the FBI Receive Control register to
obtain the necessary receive information for processing (i.e.
port, Receive FIFO element location, byte count, start of packet,
end of packet, error status). If a start of packet is indicated
the receive scheduler program thread is responsible for
determining where in SDRAM to store the data, (i.e., the output
queue to insert the packet) and writing the packet data into

SDRAM. If it is not the start of a packet, then the receive
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the FBI interface 28 that specifies a port fromwhich to extract the data
and the Receive FIFO elenent to use to buffer that data as well as the

m croengi ne context to be notified once the receive data has been fetched.
-The receive schedul er thread 244 sends a signal to the specified

m croengi ne programthread that activates a specified context. The context
reads the FBI Receive Control register to obtain the necessary receive
information for processing (i.e. port, Receive FIFO elenent |ocation, byte
count, spasdraf facket detemdiobspaekes, tigs rdristeat uska bE anstapiciaft packet
is indicated the receive scheduler programthread is responsible for

det erm nvag shered iim SDRAM to sbotéentdeptadessi(g @46 blethdt patkefueue to
insert the packet) and witing the packet data into SDRAM If it is not

t he starthef Bhpaketof thekrethéndicet ven -2 pragran PABeddrdefesm ttes where
the earlier data of this packet was stored in order to continue processing
246 of tRérpacketbytanNsastiloa éfdretepaeckes §ratiswtt datiescyetei ved 248 (or
after the first 64 byte section if receive to transnmt latency is

opti m zeBPtiReZeEdiffe gRcedvanPragean bltesad ddsadiet peekehetoquieeie

determ ned by processing the packet header. The programthreads al so
communi cSPeYH $RC e ®Y PESEAFEENT hEDRIGIAGK Y thegderand bit cl ear

mechani sm t hat praovi des _ _
The program threads also communicate with a shared

resource through a bit set and bit clear mechanism that provides
a bit vector. This mechanism allows setting and clearing of
individual bits and performing a test and set on individual bits
to control a shared resource. The bit vector signals the non-
emptiness of output queues. When a receive program thread
enqueues a packet, the receive scheduler sets 250 a bit. The
transmit scheduler can examine the bit vector to determine the
state all queues.

The bit set and bit clear operations on the bit vector,
can occur in either scratchpad RAM or SRAM. If the scheduler is
communicating between program threads on the same microengine 22,
the bit vector can be stored in the register set because each
context can read the other context’s registers. For example, an
empty or not empty status of each output queue is support by a
bit vector in internal scratchpad memory. When a receive program

thread enqueues a packet, the receive program thread uses the
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:a bit vector. This nmechanismallows setting and clearing of individual

bits and performng a test and set on individual bits to control a shared
resource. The bit vector signals the non- enptiness of output queues. Wen
‘a receive programthread enqueues a packet, the receive schedul er sets 250
a bit. The transmt schedul er can examne the bit vector to determne the
state all queues. The bit set and bit clear operations on the bit vector,
can occur in either scratchpad RAM or SRAM If the scheduler is

communi catiragclhetaeern tprsegr anmihhn@ats ot thevisame mher gesge net 22;s dihe bit
vector can be stored in the register set because each context can read the
ot her comtekbt stg egiciteerts. ther gexaapley aas anptensar onet eptipyy Stiad us of
each out put queue is support by a bit vector in internal scratchpad
menory. VWiensmit exdiie mprsognant’fhhteadierwpicias vacpackébr the sty ve
programthread uses the -28 scratch pad bit-set conmand to set a bit in

t he queugustas uée id +, bidet 8t} ot ¢ mtecamd nehpaghetie hioat harse ateddadio bre
entry. The transmt arbiter scans 270 the queue bit vector for non enpty
queues (&FgrsTbEted setrero rGBPELEAE Ne patkraz thdiroar ¢ Aeady for be
transmtted. Wien renoving 272 a packet froma queue for transmt if the
queue enpEFBEMDT4T (e %H§wﬁfﬂpéf‘%§t%?41 sStresraprgis Brbiteeakseommand to
t he CO”‘E%QOde{‘Q_ bjt of the queue bi t

clear command to the corresponding bit of the queue bit
vector.

Referring to FIG. 9, the thread done register is also
on the FBI 28 and is a register where bits can be set from
different program threads. Each program thread can use, e.g.,
two bits to communicate its status to all other program threads.

Also one scheduler program thread can read 292 the status of all
of its processing program threads. Upon completion of a receive
task, 282 a “receive” program thread writes 284 a completion code
into the “thread_done” register. The receive program thread
becomes inactive 286 after writing the thread done registe?.

That receive program thread waits for another signal from the FBI
that indicates another receive task has been assigned. Proéram
threads 1-16 have 2 bit fields for “thread_done 1”7, and program
threads 17-24 have 2 bit fields for “thread done 2”. The 2 bit
field allows a program thread to communicate different levels of

task completion.
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.vector. Referring to FIG 9, the thread-done register is also on the FBI
28 and is a register where bits can be set from different programthreads.
Each programthread can use, e.g., two bits to conmunicate its status to
‘al | other programthreads. Al so one schedul er programthread can read 292
the status of all of its processing programthreads. Upon conpletion of a
receive task, 282 a "receive" programthread wites 284 a conpl etion code
into the "thread done" register. The receive programthread becones
inactive 286 after_witing the thread-done register. That receive program
thread waits for drfdt I’?é‘P“‘gilﬁnth?r%%lP?%qulca“th’éte ChE é‘ei?e%l%_n?ﬁa]fwsl .
receive task has, been _assigned. Program threads 1-15 have 2 bit fields for
"t hread-d e-TQ,lrbqiﬁaﬁteoéijan gf‘ﬁ?e‘é LY HavdRepi Prerepesng off

"t hread-done-2". The bit field allows a programthread to conmunicate

di ffer en‘?al ket osfr}llt%as%lzl BERPr&ET o e - &e&pPaY st hePsthetfule™ can

evel’s
use the . bi u "01" to indicat t dat%vvas noved to SDRAI\/_[
processi %%\Q%)(? Eengck%étt %ilagas'fﬂlafl m?‘r’le‘gr%(f;r%)s&sA ndPSERCePE RerB2SEied-S bits 10

can indicate phal flatawasanpyed: Lo, SORAM, B Gessing of packet s, still

in progress and pointers were not saved:; it 1 can €¢' packet

proceSSiDﬁdi@aﬁ%gnﬂéékgi-p¥GH§ss§H& §§aé5ﬁbfg¥%ﬁ. Thus, the states 29%6a

can be used by the receiver scheduler program thread to assign
297a another thread to process a task when data becomes
available, whereas, states 296b can be used by the receive
scheduler to assign 297b the same thread to continue processing
when the data is available.

The exact interpretation of the message can be fixed by
a software convention determined between a scheduler program
thread and processing program threads called by the scheduler
program threéd. That is the status messages can change depending
on whether the convention is for receive, as above, transmit, and
so forth. 1In general, the status messages include “busy”, “not
busy”, “not busy but waiting.” The status message of.“not busy,
but waiting” signals that ﬁhe current program thread has
completed processing of a portion of a packet and is expected to
be assigned to perform a subsequent task on the packet when data
is made available. It can be used when the program thread is

expecting data from a port and has not saved context so it should
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.can be used by the receiver scheduler programthread to assign 297a
another thread to process a task when data becones avail abl e, whereas,
states 296b can be used by the receive scheduler to assign 297b the sane
-thread to continue processing when the data is available. The exact
interpretation of the nmessage can be fixed by a software convention
determ ned between a schedul er program thread and processing program
threads called by the scheduler programthread. That is the status
messagespeate hattge rdependi Bgat Opadket her the convention is for receive, as
above, transmt, and so forth. In general, the status nmessages include
"busy", "not busyrhe "sabkdhlsy btbgwehtimgpad Thadst ahus aEssage e not
busy, but waiting" signals that the current programthread has conpleted
processi hggo$ter por tdegrerofina paeketmphnek ich expeciedt @ashe &S Si giiethd
perform a subsequent task on the packet when data is made available. It
can be uSedowien rivyyrogharethr ealhe s thexgeectdong “datgiftem s port and has
not saved context so it should -30 process the rest of that packet. The
schedul et"pteRpBERS Mreead wréhdsonhet o thitemd mhgris'tery egildbeing otlget er mi ne t he
conpletion status of tasks it assigned to other programthreads. The

"t hread Sohetutegitst &rleies Jnapl ehenfelds i Weist aconenived) ear register,

al I owi ng the

Other Embodiments

It is to be understood that while the invention has
been described in conjunction with the detailed description
thereof, the foregoing description is intended to illustrate and
not limit the scope of the invention, which is defined by the
scope of the appended claims. Other aspects, advantages, and

modifications are within the scope of the following claims.
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;scheduler to clear just the fields it has recognized. O her Enbodinents It
is to be understood that while the invention has been described in
conjunction with the detailed description thereof, the foregoing LLOYD WISE
-description is intended to illustrate and not Iimt the scope of the
invention, which is defined by the scope of the appended clains. O her
aspects, advantages, and nodifications are within the scope of the
following clainms. -31 LLOYD WSE What is clainmed is: 1. A system

conpri si mRat Nu$ téd BnenNgisnes of a network processor to execute
instructions of nultiple threads to process packets received via at |east
one network interface; and at | east one storage el enent shared by different
ones of the nultiple threads to provide inter-thread conmmunication between
the threads. 2. Aheysyst,emoobrékangr 1, wherein the at | east one storage

el ement conprises a storage el enment having associated logic to set the
regi ster to anvbseblegingdnafst ef theeregrsterodessgwado 8xeFheesyst em of
claim?2, further conprising: instructions of a first of the multiple
threads,iapgpggggpqﬁ]of multiple threads to process packets received via

at least one network interface; and
at least one storage element shared by different ones of the

multiple threads to provide inter-thread communication between

the threads.

2. The system of claim 1, wherein the at least one storage
element comprises a storage element having associated logic to

set the register to a reset value after the register is read.

3. The system of claim 2, further comprising:

instructions of'a first of the multiple threads, disposéd on
a computer readable medium, to write a value to the storage
element identifying availability of a task; and

instructions of a second of the multiple threads, disposed
on a computer readable medium, to read the storage element and
perform the task if the retrieved value of the storage element

does not equal the reset value of the storage element.
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.a conputer readable nedium to wite a value to the storage el enent
identifying availability of a task; and instructions of a second 6 t he

mul ti pl e threads, disposed on a conputer readable nedium to reég {R&VISE
-storage element and performthe task if the retrieved value of the storage
el ement does not equal the reset value of the storage element. -32 LLOYD
WSE 4. The systemof claiml, wherein the at | east one storage el enent
conprises a register having different portions allocated to different
threads of the. differsnteangitnesai®. 1, ThensSysteronRf a¢l akas 4, chdr{hefage
conprising instructions of a first of the multiple threads, disposed on a
conput er el eastab| conEdisw® at @ewh bt €r ahd abkg cOMHatn@npstat Usst 91 16beforti on
allocated to the first of the nultiple threads; and Instructions of a
second otot &ef frddrtplthrichdeads, tlé spOSEereon engGeEaut er readabl e medium to
read the task conpletion status of a portion allocated to the first of the
multiple threads. 6. The systemof claim1, further conprising:
instructions of a first of the nultiple threads, disposed on a conputer
readabl e nedi am The setstgrbioff chaan 4rrayrthetd dempirfiping packet added to a
queue. 7. The systemof claim6, further conprising:

instructions of a first of the multiple threads, disposed on
a computer readable medium, to write a task completion status to
the portion allocated to the first of the multiple threads; and

instructions of a second of the multiple threads, disposed

on a computer readable medium, to read the task completion status

of a portion allocated to the first of the multiple threads.

6. The system of claim 1, further comprising:
instructions of a first of the multiple threads, disposed on
a computer readable medium, to set a bit in an array to identify

a packet added to a queue.

7. The system of claim 6, further comprising:
instructions of a second of the multiple threads, disposed
on a computer readable medium, to determine a queue to service

based on the array.



dnstructions of a second of the nultiple threads, disposed on a conputer
readabl e nedium to determ ne a queue to service based on the array. -33
LLOYD WSE 8. The systemof claimi1, wherein at |east one of the rROYDpVIGE
-engi nes conpri ses an engi ne having hardware to store execution contexts of
mul tiple ones of the multiple threads. 9. The systemof claim1, further
conprising: instructions of a scheduler thread, disposed on a conputer
readabl e nedium to assign a different thread to process a received
packet. 10. The S\st ewsdbncai pddin flur tdheredonpri $eagt onestf udtd ons of a
recei ve thread, disposed on a conputer readable nedium to reassenble a
packet aB%}gide® rLoiRest ApERdisad . amnayst émvéhgchardvare vilrersgiare he
storage el enment conprises a nenory internal to the network processor
shared b§*etHe i CPECEKESeAgi Rektinke mesy SfefphecHupEiBlingthzradseast one

Et hernet nedi a access controller; and a network processor comrunicatively
coupled to the at |l east one Ethernet nedia access controller to process

packets received __via the at |east one Ethernet media access controller,
t he 9. The system of claim 1, further comprising:

instructions of a scheduler thread, disposed on a computer
readable medium, to assign a different thread to process a

received packet.

10. The system of claim 1, further comprising:
instructions of a receive thread, disposed on a computer

readable medium, to reassemble a packet assigned to the thread.

11. The system of claim 1, wherein the storage element
comprises a memory internal to the network processor shared by

the different engines.

12. A system, comprising:

at least one Ethernet media access controller; and

a network processor communicatively coupled to the at least
one Ethernet media access controller to process packets received
via the at least one Ethernet media access controller, the

processor comprising:
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.processor conprising: -34 LLOYD WSE nultiple engines to execute

instructions of nultiple threads, nultiple ones of the nultiple eng%@ﬁ? ISE
having hardware to store the execution contexts of multiple ones o ﬂ%
‘multiple threads; at |east one storage elenment to provide inter-thread
communi cation between the threads; and thread instructions, disposed on a
conputer readable nedium to cause at |east one of the nultiple engines
to: identify a thread to process a received packet; set a bit within an
array to identify Blldui®le foginphete eexdomtk packetctandsactessltimlarray to
identify a queue to service. 13. The systemof claim 12, wherein the
storage el emeRRrezdhprivddd Pdenenpyof ntles maltie ichengéraer kapiatessor, the
menory being shared by multiple ones of the nultiple engines. 14. The
system of cl alPAFdR2rautér SitPrenéhst Braget Bt Rt extsnpli BBStP1e e2ras Gfe of
the follow ng; a register havin portions assigned to the different

t hreads and atP%dwggﬁﬁﬂfhéprnggéts its value in response to a read access.
-35

at least one storage element to provide inter-thread
communication between the threads; and
thread instructions, disposed on a computer readable
medium, to cause at least one of the multiple engines to:
identify a thread to process a received packet;
set a bit within an array to identify a queue for
the received packet; and

access the array to identify a queue to service.

13. The system of claim 12, wherein the storage element
comprises a memory internal to the network processor, the memory

being shared by multiple ones of the multiple engines.

14. The system of claim 12, wherein the storage element
comprises at least one of the following: a register having
portions assigned to the different threads and a register that

resets its value in response to a read access.



