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1 DESCRI PTI ON | DENTI FI CATI ON | NFORVATI ON PROTECTI ON
METHOD | N WLAN | NTER- WORKI NG 5 FI ELD OF THE | NVENTI ON
The present invention pertains to the field of
wi rel ess data conmunication, andnore particularly,
this invention relates to the provision of service in
the wireless LAN (Wreless Local 10 Area NetworKk:
WLAN) environnent to the nobile user conming from
ot her networks. The invention is used for the contro
of the access of the ressarcetafont he WLAN for the
nobil e users, in particular, the authentication,
aut hori zation, and accounting issues. 15 BACKGROUND
ART A wireless LANis a flexible data conmuni cati ons
syst emIDENY ETRITHTECON ST NED YA BNSI OPR O 0L COT CRASMBNHOD
alternative for, a wired LAN Using radio frequency
(RF) technol ogy, wrekess LANsRrR2@GCRKameM t and receive
data over the air, mnimzing the need for wred
connections. By this nmeans, wireless LANs conbi ne data
connectivity with user nobility. Wreless LANs have
Figained stHrongivVEpamdrarity in a nunber of vertica

mar kets, including the health-care, retail
manufraet prepgntwanehatsbngpeandiacadenthe PbeThese wireless
i ndustries have profited fromthe productivity gains
dadf camsiugl denidbhebdd verrd prat tsi @nde by ebbak icomputiensrelates
to transmt 2
to the provision of service in the wireless LAN (Wireless Local
Area Network: WLAN) environment to the mobile user coming from
other networks. The invention is used for the control of the
access of the resource of the WLAN for the mobile users, in

particular, the authentication, authorization, and accounting

issues.

BACKGROUND ART

A wireless LAN is a flexible data communications system
implemented as an extension to, or as an alternative for, a wired
LAN. Using radio freguency (RF) technology,.wireless LANS
transmit and receive data over the air, minimizing the need for
wired connections. By this means, wireless LANs combine data
connectivitywithusermcobility. Wireless LANs have gained strong
popularity in a number of wvertical markets, including the
health-care, retail, manufacturing, warehousing, and academia.
These industries have profited from the productivity gains of

using hand-held terminals and notebook computers te transmit
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real -time information to centralized hosts for
processing. Today w rel ess LANs are becom ng nore
wi dely recogni zed as a general - purpose connectivity
alternative for a broad range of business custoners.
5 Wreless LANs offer nuch higher access data rates
than do cellular nobile networks, but provide |imted
coverage --- typically up to 50 neters fromthe radio
transmtter. Wiile public networks, e.g. GSM GPRS and
» MCDMA 10 fi erf owin@e s pheadl cent ribRizeal hys t HELHOIM E€ssing. Today
coverage. In order to provide integrated service 10 to
wih€l ssbsaranber aef bathoMbAY andrpubligenet W ksgnidhed as a
WLAN nust inter-work with other WLANs or cel |l ul ar
gdabtd B-met WOk K Sconrfe d e St andied i Zat 1 90 FOUPS RAVE range of
started the study on the WLAN and 3G network

buditress workd ngné ssues. In 3GPP [ Non- patent docunent
1], a feasibility study report has been rel eased. This

15 dotiwends dehingedr £be wmeape fiet ReckBefanarkifgs than do
and al so the usage scenarios. The inter-working

celclefiard oot e deseiohed,i uidepablridandiane «d isledrage ~--
into six stages, fromthe sinplest "common billing
Lyand-0USt apele Sanetetre fihen Mhstr fbphtshhent edetacnesse public
to 3GPP CS services." Afewrequirenents for the ‘
ndtcarleanoe Kk yngs 2 GrrenantosC ek e fiiereni déssoead & typically
function and requirement definition docunment
ngtNemwpatee At -dosunente 3]In bheedet @aidredrideequiteemants service
for the functions, e.g. authentication, access
tocanter aubsand behargi gy tlardla sous sady 1 Sonee ted hods tohe WILAN
the authentication are investigated. They are mainly
muzds ed ter -tioe K2 iUNMI St AKA, WaRWsGoM SEM sdhutikobsleNoetworks.
sol ution about the other aspects, e.g. access
cont Pof ¢w artchrgleardyi axg, 1 drs ggouers. hdhesd a3 ted the study on the
WLAN and 3G network inter-working issues. In 3GPP [Non-patent
document 1], a feasibility study report has been released. This
document defined the scope for the inter-working, and also the
usage scenarios. The inter-working scenarics are described in
detail, and aredivided into six stages, fromthe simplest “common
billing and customer care” to the most sophisticated “access
to 3GPP CS services.” A few requirements for the inter-working
scenarics were given. Alsc, in a function and requirement
definition document [Non-patent document 3], the detailed
requirements for the functions, e.g. authentication, access
contrecl, and charging, are discussed. Some methods for the
authentication are ilnvestigated. They are mainly based on the

UMTS AKA, and GSM SIM solutions. No solution about the other

aspects, e.g. access control, and charging, is given. These
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docunents are not finalized yet, and there are working
groups actively working on them A draft is available
for using the AKA schenes over the EAP nethod
[ Non- patent docunent 4] . It enables the use of third
5 generation nobile network qythentication
infrastructure in the context”of wreless LAN and
| EEE802. | x technol ogi es through the EAP over
wireless. The problemw th it is that it requires UMIS
dsubsentbesrident i tynAnib@ @it Sidid atn&af tavad &rorking groups
nodul es. This m ght not be available for all the
adBbibeydeyiresg Ahsenekhe 10 EAP- AKA schenme woul d
require the user's IMSI in clear-text be sent to the
EAP sgryed £ wwhieh dhei usere geds fdirsd woannect ihdies idver the
This mght |eak the user's identification information
EAD m&Hdd Y NCa-elidre "dsenmeam 09, friom-eihers REEWIEK, of third
etc.) that is ear-dropping the nobile termnals. The
gSEANEAe] tis e 1a Ichakl-enge: dbtABS8agetibasPONsestructure in the
mechani sms and symmetric cryptography for the
cautdentdicat renesThent B I5EBRS0 . WRrkéfignODoyhes through the
aut hentication issues for the WLAN. The | EEE802. | x
EANoepave it 16eeUNERE Bfeb Mh odt ti Nt educkedtthe FARGQres UMTS
gives a solution for using EAP [ Non-patent 20 docunent
s@sanibep ddethet Fthednesd envsianhent socfTharpr ebbemes. This
with it is that it only works for the Ethernet or the
niPDt Mot Tekenvdi hap MACSor Tl rekkee i hol & aavatber Also, the
technol ogi es, sone adaptations nust be made. This
EAEHAKprsovticties vepiias ire quay o athe usieng st NeISEARnnetkads text be
for authentication, and the actual solution 25 stil
sardl ites e (¢ ismdiveirdwalenEARcmathadgedeplfoyed. cAhsestion to
this work does not address any other aspects in the
iti.ntBrisvorighng, lekhk the user’s identification information to

entity (a mobkile user coming from other network, etc.) that is
ear—dropping the mobile terminals. The scheme uses a challenge
message —~response mechanisms and symmetric cryptography for the
authentication.

The IEEE is also working on the authentication issues for
the WLAN. The IEEE802.1x [Non-patent document 5], which
introduced the EAPOL, gives a solution for using EAP [Non-patent
document 6] on top of the Ethernet environments. The problem
with it is that it only works for the Ethernet or the FDDI /
Token Ring MACs. To make it work on other techneologies, some
adaptations must be made. This only provides a basic way for
using the EAP methods for authentication, and the actual solution
still relies on the individual EAP methods deployed. Also, this

work does not address any other aspects in the inter-working,
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e.g. access control, QS, etc. |ETF has an AAA wor ki ng
group [ Non-patent docunent 7 ] that focuses on the
devel opnents of requirenents for authentication,

aut hori zation, and accounting for network access. They
base the 5 work on the Di anetgr subm ssions. There are
ot her working groups also working on issues rel ated
to inter-working, e.g. SEAMOBY group [ Non-patent
docunent 8], and SI PPI NG group [ Non-patent docunent

e 9. . aBkseostinofol hepp @y ecagsum ng | P based
environnents, and are not specific to the W.AN

probl emsrr RAg AhBne vics-Kiolg drodf QeicHelesolutLeBnftor] that
all the problenms. In order tor the WLAN to provide

fsars £ent ohé e vakignen L bM Nad 1 sORen 8@y 808hBUSt cation,
be nmade based on the subscription information of the

aumid ez 4 €1 dh hahd ¥Wepsuhhengobit e deigiinakbcebequEst i M se the
for services is registered under another 15

weathbni ¢ atiiave téemainmi RanohBe WAN: sretdilSer working groups
i nformati on nust be obtained fromthe nobile

alt=er mioradi'rsy hone séarai e lBtitd RomsterofiotRengasesy.t BRAMORY
information is confidential, and is not allowed to be

grdivgel oged-daa drite AN she 8D, thed| sTkpofiGt fustiy [Non-patent
relati onships. Therefore, the hone domain nust have a

dowayneaft pi oBudemostci AlEh26 4 1d aseaiion fobatskel SAN-bOments,
operate wi thout conprom sing the confidentialities.
arBesirdesctthispecddiie nhet whek¥Laiupdoalleasr egudr @hete is not a
provi de protection of the nobile termnal's |ocation
conpfrertratdcont idaneiogy;, dlhe ttdenttdbh oats on i nf or mat i onof
the nmobile term nal should also be concealed in the
nessafe exdhanfes bbtwsbAN 25 pheviMANsandiaobtbethe mobile
termnal. The service provision in the WLAN requires
tecaritailn 5ome decisions must be made based on the subscription
information of the mobile terminal. When the mobile terminal
requesting for services is registered under another
administrative domain than the WLAN’s, this information must
be obtained from the mobile fterminal’s home domain. But in most
of the cases, the information is confidential, and is not allowed
tobe disclosed to the WLAN due to the lack of trust relationships.
Therefore, the home domain must have a way of provide crucial
information for the WLAN to operate without compromising the
confidentialities. Besides this, somenetworkswouldalsorequire
to provide protection of the mobile terminal's location
information. Namely, thelidentificationinformationof themobile
terminal shouldalsobe concealed in themessage exchanges between

the WLAN and mebile terminal.

The service provision in the WLAN requires certain
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underlying technol ogy specific paraneters. It is not
feasible or sonetines inpossible for the nobile
termnal's honme network to identify this information.
Therefore, an entity in the WLAN nust be able to
translate the control information fromthe honme 5
network to | ocal control nessages. Since the nobile
termnal's subscription information is stored inits
honme domai n, and WLAN do not have direct access to
uhbleriepagt sefHEb1bgysSeptct 0itheahorerdesmi ntfiOMdt Mrasible
totinmne to gain real-tine nonitoring and control of
otheoher vihee sy shash 4 O dro thkenppbi ket termhaal s HheS@etwork
reports would generate a heavy traffic when |arge
tounder - of v nirbi 4 & rieymiatal s preseritort) smwedkdty in the WLAN
decrease the accuracy of the real-tinme control.
mlBeres oge kb tisndesteechd edave It he rWEANttiondersanthe home
processing locally. It is noted that, in this
nspretki catiens) Ebanrpat eetssabzsdocunment 1] refers to
3GPP, http://ww. 3gpp.org, [Non-patent docunent 2]
ref er ssicé Reasimbiblilkytstuiyadns3&Pssyshemvhonformation is
Wreless Local Area Network (W.AN) i nter-working
stRetease BYE BERP ddhain, and WLAN do not have direct access
22.934V1. 1. 0(2002-05), http: // ww. 3gpp. or g/ specs/ specs.
thtid,, refNantspatientbdociment Bherefes sidme Ir3EPBmsyshemo time
to Wrel ess Local 20 Area Networ k(\W.AN) i nter-worKking;
t&Funedti paal - andeat@hi t@ct iy ahd defit nblicohthRed@asecbrovided
3GPP TR 23.934 V0. 3.0 (2002-06),
tdit tipe /howiM 8gpprofghspethEspecspbirts, wphNdn- pahentite a heavy
docunment 4] refers to "EAP AKA Aut hentication”
tha £ Pid ey 1@t de ouglber of mobile terminals present. This would
i nternet-drafts/draft-arkko- pppext-eap-aka-03.txt, 25
d¢Nore patiemnt wdooumery & ttef ercsilt- 148t avderreb If oThegedlore, it
and netropolitan area networks: Port-Based Network
iActessr&bnte ohdve the WLAN tce do some processing locally.

It is nocted that, in this specifications, [Non-patent
document 1] refers to 3GPP, http://www.3gpp.org, [Non-patent
document 2] refersto “Feagibilitystudyon 3GPPsystemtoWireless
Local Area Network (WLAN) inter-working (Release 6)” 3GPP TR
22.934Vv1.1.0 (2002-05), http://www.3gpp.org/specs/specs.html,
[{Non-patent document 3] refers to “3GPP system to Wireless Local
Area Network {(WLAN) inter-working; Functional and architectural
definition (Release 6) 3GPP TR 23.934 V0.3.0 (2002-06),
http://www.3gpp.org/specs/specs.html, [Non-patent document 4]
refers to “EAP AKA Authentication”, http://www.ietf.crqg/
internet-drafts/draft-arkko-pppext-eap-aka-03.txt,
[Non—-patent document 5] refers to “Standard for Local and

metropolitan area networks: Port-Based Network Access Control”
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| EEE Std 802.1 X-2001, http://ww.ieee.org, [Non-patent
docunent 6] refers to Extensible Authentication
Pr ot ocol ,
http://ww.ietf.org/htm .charters/eap-charter.htm,
[ Non- pat ent docunent 7] refer(?s to Aut henticati on,
Aut hori zation, 5 and Accounting group,
http://ww. ietf.org/html.charters/ aaa-charter.htm,
[ Non- pat ent docunent 8] refers to SEAMOBY (Context
rdr@nsgeq, blndokioCandi dateph/yeamenecardgor MNton-patent
Mode Host Altering) group,
dbttReht Wy, | et fepE O/ NExEBABEBIS/ Authentication Protocol,
seanoby-charter. htm, [Non-patent docunment 9] refers
ht 8 SY RRING 40 (&@@%@ml I ahtambh:@meape@aaalter ntml,
I nvestigation) group, http://
[ Wb £t dn O EELNRBhChar & €6 55 Sidh rgeehadd ©f ol Aithorization,
[ Non- patent docunment 10] refers to DI AMETER,
ahd tRc ¢ b @t drOng/ | REEPREYwww . ietf.org/html.charters/
drafts/draft-ietf-aaa-di aneter-08.txt, [Non-patent
adtocem@nter IHimT of eNentpatApR! ided-uieypt agr aphysr SeeoNdEAMOBY
Edi ti on, Bruce 15 Schneiner, WIley, 1996, [ Non-patent
(caetaentrridk reef, alsndof 7 bandBDidhf-Ser vs wor &i 1o agHdPrmant Mode
http://ww. ietf.org/htm .charters/
Hek f f5etor by terolnd M htand/ [ MNon- patenbrdonunenthidlers/
refers to IP Mbility Support, RFC 3220,
s ddridh v+ otway i et fhanp/ rMiveh-pgadte3d20o tuhent egpeeteyel yo SIPPING
20 DI SCLOSURE OF THE | NVENTI ON Since the WLAN i s not
(sdd owed 1ol thiaviei sh recdp@ssessntoest hgeatmobj | group, http://
term nal's subscription information, the honme network
wueedst T .o hpitetran. @hd ereras / veppaygtohprovidetinhe VHAN-patent
necessary 25 for serving the nobile termnal. This
ddaquentt A ] presens ScabDIRMESEBaskedtsof (wionieAfrakg/internet-
engine is placed in the WLAN, and 7
drafts/draft-ietf-aaa-diameter-08.txt, [Non-patent document

11] refers to “Applied Cryptography” Second Edition, Bruce
Schneiner, Wiley, 1996, [Non-patent document 12] refers to The
DiffServ working group, http://www.ietf.org/html.charters/
diffserv-charter.html, and [Non-patent document 13] refers to
IP Mobility Support, RFC 3220, http://www.ietf.ocrg/rfc/

rfc3220.txt, respectively.

DISCLOSURE OF THE INVENTION

Since the WLAN is not allowed to have direct access to the
mobile terminal’s subscription information, the home network
needs to have an alternative way to provide the WLAN necessary
for serving the mcobile terminal. This invention presents a

rule-based solution. A rule engine is placed in the WLAN, and
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it controls the service provisioning of the WLAN. The
home network of the nobile term nal would send rule
information to the rule interpreter collocates with
the rule engine that translates these rules to W.AN
specific control information ?nd feed it to the 5 rule
engi ne to execute, so that the WLAN knows how to serve
the nobile term nal w thout conpromnmi sing the
information confidentiality of the hone network.
i Heiong rihisst Halke rengknss ot el Moy Betaws K1.6QUIthahS@e network
assign certain data processing Job for accounting to

ol hen N-AN i TEheketahe, wdd1theeMEANI EoU B PFREESSn S B-he rule
data locally before send it back to the nobile

it esnphate s chome caekbworkch Thiesicioukdgsave niher vah siabt 8s these
network resource for the signaling path. In order to

rpI ot eed wirav isgenti ficatdran-d nfiorfmdnon of dhe fambiilte to the
termnal, a certain specific schenme based on

riebaimifiticono dbeofitsy @@ttt ahdk @asymMehbivE how Lo serve the
crypt ography structure, e.g. public key, and

mgls €t sharednsecrnet asspehat i oforfSest &1yg meahani Sithformation
is introduced in this invention. Using it, the nobile

cdref i drat 1 a Cioty b £ormanieat enttsordentification
information with its home network w thout |eaking the

I dentidircathen fuf®rmmting) Whkdor20 niesweenkt @bned 410 assign
certain critical information to the WLAN. The present

cdratweint daha ips olce sbe ngsieh for ddieWANMJG Do thetiElaNWOTKerefore,
W th other networks. The inter-worked network could

tHee VAN heru MLAN@ress pubtd cdaed | Wbas ]l hetwoférel Eehd it back
easy to deploy the invention in both of the cases.

tolhlee mpkénkitermisald decms ed t25 riorTHiwopul peses, tidealuable
user identification and critical information

negrotrec tiegmurared Bocess corgaal in@ path.

In order to protect the identification information ¢f the
mobile terminal, a certain specific scheme based on combination
of symmetric and asymmetric cryptography structure, e.g. public
key, and pre-shared secret association {(security mechanism),
is introduced in this invention. Using it, the mobile terminal
could communicate its identification information with its home
network without leaking the identification information which
is contained in certain critical information to the WLAN.

The present invention is to be used for the WLAN to
inter-work with other networks. The inter-worked network could
be another WLAN or a public cellular network. It is easy to deploy
Lhe invention in both of the cases. The invention is to be used

for two purposes, The user identification and critical

information protection, and access control.
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To use the present invention for user identification
and critical information protection, the inplenenter
just need to nake the nessages that needs protection
to be fornmed and encrypted based on the schene
described in the invention, g. the nessage 5 between
the nobile term nal and WLAN "access poi nt; between the
access point and home domai n servers. These nessages
are not bound to any underlying transport protocols.
Ther ef ongse ttheypreauhd bevdgkivar edr usédg RBH I ORI tion and
nmet hod whi ch depends on depl oynent requirenents. For
cEXaNpd B, in Mo aih t BREGDZ: ddcsyst eMhd O dhem@ssa8e) Xt need to
the air interface could be transferred on top of the
mADAPGh o (AR .oyef thANneed@Ngrbhealibh mebwadmddend encrypted
nmessage between the access point and hone network
bSSEV oSt EOWHchdie: dekanrsie ed e toRaft iBAVETER the message
[ Non- pat ent docunent 10]. To nake each schene work,
bdefase ephoyiart tethenaobihe wilANterdd falpdst; haveeen the
the nobile user's hone domain server public Kkey. This
adkeys showt itk bend denhé f d@da ivht BeatiebBdeXhskEi RGs8bges are not
nunber. This information could be stored in the
basef 'to Sl catder Dy in® tbendbsttipubedcand. mAadaklkyre, they
i nput before first tinme use. Since the invention has
cduie] et hodl f esrapdating the keyser tmdish@Bsyh20ht @epends on
manage the key. It could also be used in conjecture
dewd Idyreirther e gkdy cmenagen®nt sehepts, abn ars UpERS®EntAr ¥y stem,
Furt hernore, when using the invention for the
thentrersamarkiong tlaccess tordr Hhoe | ophbdebé et rapedsried on teop
place an interpreter in the WLAN as described in the
ofi mhenERGRL THAS onterpill eramdulrd 26 I¢oneernb ride thel ’essage
sent fromthe user's honme network to the W.LAN
bedpegif | the oamaads wobhnpr apet  IpamanmetéwsrkThsswiays dheld be

horme 9
transferred on top of DIAMETER [Non-patent document 107.

To make each scheme work, before deployment, the mobile
terminal must have the mcbile user’s home domain server public
key. This key should be identified with an index string or nunber.
This information could be stored in the user’s SIM card, or to
be distributed and manually input before first time use. Since
the invention has the method for updating the keys, it is easy
to manage the key. It could alsec be used in conjecture with other
key management schemes as a supplementary.

Furthermore, whenusing the invention for the inter-working
access control, Iimplementer needs tc place an interpreter in
the WLAN as described in the invention. This interpreter would
convert the rules sent from the user’s home netwerk to the WLAN

specific command with proper parameters. This way, the home
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networ k does not need to maintain any information of

the WLAN specific technol ogies. The interpreter could

al so nake default |ocal nanagenent deci sions when the
user's hone network is not accessible or not able to

make deci sions, for exanple, §J|OMI5 the access to

certain local WLAN resource. “This could keep the

service interruption to the mninmumin case of

signaling failure. The rule interpreter could also
nSeNdrrceoLat hdg Hhdd Qrimtn O thack 4:0; therseit S the WILAN
domai n according to the specific rules set by the
sPeAer denBi dhiidl & 5&f Vahe The cageeutd pgu1d0aatd i R ranlt
gat hered coul d be configured by the rule server based

168zl ttamepdten The diW i@ d dterpr eher ugeul d Bb8E Retwork is not
configured to support the real-tine nonitoring and

abed ehiBreopnt hHeg 85kl Yo RYkbssd-ngiearnards bremHIRE allow
rul e server. 15 BRI EF DESCRI PTI ON OF THE DRAW NGS FI G

tHe ifcde gl a@y adrithliust bakilNgLAN exaopteceBsage-culd keep the
sequence for WLAN i nter-working. This diagram gives

s @fy Bxaiphke rsegieneet o toe i hei MEAND i €8 owos Kgmgl 1hatfailure.
uses the nessage format for signaling with user
i dent iTHecathane | nfrordrad +ore pr otect €d, zapd 20eaahi avecunting
mut ual aut henticati on between the nobile term nal,

irefeesst i@oihicantdot haehose met Woine s&swels; aft&rd2niSto the
a diagramillustrating an exanple nessage format 1

sgati @i aehilke def biynehe $endi Agma hh oraied sepvee . Atces8counting
Point. This diagramgives an exanple inplenentation

atofr ithet aregaape rikar amt 1 @ et ochéiygseddfloy thkerabdiderver based
term nal transferring information to the access

orpditizt petdskl Che3ride alnlt @graatét |asi Ydtd g ar exafjlared to
nmessage for mat

support the real-time monitoring and batch accounting easily

by issuing commands from the rule server.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG.lisadiagramillustrating anexamplemessage sequence
for WLAN inter-working. This diagram gives an example seguence
for the WLAN inter-working that uses the message format for
signaling with user identification information protected, and
achievemutual authenticationbetweenthemobile terminal, access
point and the home network servers;

FIG. 2 is adliagram illustrating an example message format
1 for a mobile terminal sending information to Access Point.
This diagramgives anexample implementaticnof themessage format

to be used for the mobile terminal transferring information to

the access point;
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2 for Access Point sending information to Honme Donai n
Server. This diagramgives an exanple inplenentation
of the nessage fornmat to be used for the access point
transferring information to the 5 hone domain server;
FIG 4 is a diagramillustrating an exanpl e nessage
format 3 for Honme Domain Server sending a nessage to
Central Server. This diagram gives an exanpl e
i npl enentation of the nessage format to be used for
the hone. domainndgsepvam 11 ansteating dmtQeplicafesdOgt Format
central server; FIG 5 is a diagramillustrating an

2 eReNTH & s sage tf yagmlindg ifrtfoGeial Remvale MRRINIMGerver.
to Honme Domain Server. This diagram gives an exanple

Th PHeagRtatld ok Din thammssage] 10eBit 1 6n BE tiselesk@le format
the central server transferring information to hone

tdoymuBedlBosetivemcdd{s p6ing ardhageamihbl UstsahhNgoANto the
exanpl e nessage format 5 for Honme Domai n Server

heepl yomgit osdeeess Point. This diagram gives an
exanpl e inplenentation of the nessage format to be
used ri®r 4t he shabegdamai Nl sef ver itg ansteamnbhg message format
information to the access 20 point; FIG 7 is a

3 diagramd IHaustiratieny san sexanple aressage d aomaenteaflosServer.
Access Point replying to a nobile termnal. This

Tidi agt anragioes saim exanplle dimpl ament at i @ncoftHdeessage format
nmessage format to be used for the access point

td kenskerdr fog thd dromdt idemain tskevaobitkans2srtrérnm nalfprmation
FIG 8 is a diagram which provides an

teamntoeunderstand 11 summary of a nessage fl ow
between MI - AP - Hone Domai n Server

FIG. b is adiagram illustrating an example message format

4 for Central Server replying to Home Domain Server. This diagram
gives an example implementation of the message format to be used
for the central server transferring information to home domain
server;

FIG. 6 is a diagram illustrating an example message format
5 for Home Domain Server replying to Access Point. This diagram
gives an example implementat.ion of the message format to be used
for the home domain server transferring information to the access
point;

FIG. 7 is a diagram illustrating an exanple message format
¢ for Access Point replying to a mobile terminal. This diagram
gives an example ilmplementation of the message format to be used
for the access point transferring information to the mobile
terminal;

FIG. 8 is a diagram which provides an easy-to-understand
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- Central Server and its association in configuration
bet ween each nessage; FIG 9 is a diagram which
provi des an easy-to-understand 5 summary of a nessage
flowin the reverse order of the flowin FIG 8 and
its association in configuraghon bet ween each nessage;
FIG 10 is a diagramillustrating an exanpl e of
variant scenario for WLAN i nter-working. This diagram
gives a variance of the scenario for the WLAN

sth&F yVWof ki R@ dhiafe ¥3ew devivebwaMTlO Aprmimale M¥nain Server
access the user's credential and subscription for

— e r A0rdd Rgs r A Take alshe cServidae iaVv aohahlee e \WeANe twe en
devices; FIG 11 is a diagramillustrating an exanple

edc@anmeawskqgdpr the inter-working between W.AN and ot her
networks. This diagram gives an exanple
i mpl emmEnt at i1@na0di 4 dreadh natewo e SOIdA AN edBy-to-understand
inter-working that uses the rule interpreter for

sheeat ¥ Zd NG n&CORSHe CARIW dn e Sievand FloGdek? dfs tar flow in
exanpl e operation sequence for the inter-working

ric asewal kts Hy =5 diagram gicsess am exaimt ecopeeatd 0th message;
sequence in the WLAN when the rule interpreter is
depl agyesl. 120 iBEQT cMEBE akOR1 CABRYNGHQUENT BR alNVENSIFOMariant
Enbodi nents of the present invention will be described

sdehdet@iforbdlow whtbrrebekeénge Tioithdl AgcanpanyENg variance
drawi ngs. An apparatus and nmethods for controlling

ofpalhiec ¢ c2hafder dngenkeatisl.are| iat ed-tvoo clohma rtircat ivers) al firtual
WLAN inter-working is disclosed in this section. To

tdrel imainderstandsthehd nvent i orgred2entie ¥ elddwubgeription for
definitions are used:

inter-working, and make the service available to WLAN devices;
FIG. 11 is a diagram illustrating an example framework for
the inter-working between WLAN and other networks. This diagram
gives an example implementation of the framework for WLAN
inter-working that uses the rule interpreter for localizing
access control rules; and
FIG. 12 1s an example operation sequence for the

inter-working framework. This diagram gives an example operation

sequence in the WLAN when the rule interpreter is deployed.

BEST MODE FOR CARRYING OUT THE INVENTION
Embodiments of the present invention will be described
in detail below with reference to the accompanying drawings.
An apparatus and methods for controlling policy
(arrangements related to communications) in WLAN inter-working

is disclosed in this section. To help understand the invention,
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A "WLAN' refers to wireless |ocal area network. It
contains arbitrary nunber of devices in order to
provi de LAN services to nobile term nals through
wirel ess technologies; 5 A "Mbile Termnal" refers to
a device used for accessing he service provided by

t he WLAN and ot her networks 9 rough wreless
technol ogi es; A "Hone Network"” refers to the network
where the MI' originally comes fromin the

that ept vewkhggaseenari @nsl briksutba: 10 place the MI's
servi ce subscription information is stored; A "Network

El emert “wr.efiens fo sany wh vBCbis@ni deh davke@ dthotiNert contains
network that can carry out information processing; A

atiRUt ea EPGgh e e F €6 £T et OcasnehWorkeel eReplotiak CAN iseSvices
out the rules set by the rule server and interpreted

td ondihel  ocatmi A5l spestdihgh conpandssbyethacndyges;
interpreter; 20 A "Rule Interpreter” refers to a

net work ebeneatTd Aaind Fads fdry the: Huhesghven iy theessing
rule server, and translates themto | ocal

tHechaol DG esrspectfli ByCempamisNM At appioprhat®orks through
paranmeters and feeds to the rule engine to carry out;

wiXé R e SerimesTogeders to a network el ement that sends
relevant rule sets to the rule interpreter and rule

engi n@ bakere ol tegHest refeulsdd citiedneAROTA where the MT

Interface" refers to any radi o access technol ogi es
ofioyirtdiel yrabiness teon hal thie® accassvdhiei WA er2Zrid. It is the

"Stream’ is a gathering of packets transferred in the
plreetawvorie tMidts havev icer taiks at 1w bot esnforeatmon; 133stored;

A “Network Element” refers to any functioning device in
the network that can carry out information processing;

A “Rule Engine” refers to a network element that carries
cut the rules set by the rule server and interpreted to the local
specific commands by the rule interpreter;

AMRule Interpreter” refers toanetworkelement that reads
in the rules given by the rule server, and translates them to
local technologies specific commandswith appropriate parameters
and feeds to the rule engine to carry out;

A “Rule Server” refers to a network element that sends
relevant rule sets to the rule interpreter and rule engine base
on request or unsolicited;

An “Air Interface” refers to any radioc access technologies
for the mobile terminal to access the WLAN;

A “Stream” is a gathering of packets transferred in the

network that have certain attributes in common;
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A "Traffic" is a gathering of streans transferred in
the network; A "Flow' refers to the data path and the
network resources needed for the data path used in
delivering the stream 5 "QoS" refers to the
termual ity of Service of a ﬂ%;a streans or traffic;
"Message" refers to the info ti on exchanged between
the Network El enments for the purpose of Inter-working
control; "Operation Sequence" refers to a series of
Message exehamnged 130z el heeni €grd Aish repee tranbebweek in the
El enents in certain specific order for Inter-working
neenbkal:; "Upper Layer"” refers to any entity on top of
the current entity that process the packet passed to
it fromteheweur e eats teNthekyaddphRhted Bokl 0¥ R8rk resources
description, for purposes of explanation, specific
nagaber sort tﬁes@iastar?at:w 8Sedprat aeali vkames; tanrd oihein;
paraneters are set forth in order to provide a
t hor ougbosupdee st anci gt etniche 1AesenEckRveRtd DA data streams
However, it will be apparent to anyone skilled in the
ofrtrhhatcthe presented invention 20 may be practiced
wi t hout these specific details. In other instances,
wel | - knoyws Lpipengnts @hdhaotiut @St 2018 kewWhany ol Bekween the
diagramin order not to obscure the present invention
Nebwecessaeyent Enbodi et pl)ypdbeFor TAtefr—workiimg control;
bet ween the W.LAN and ot her networks, a few maj or
I ssuesomeetdtion begaehved.refiresetd Aclende s of Message exchanged
Aut henti cation, 14 Authorization, and Accounting
bé teceafdert4ef erged fio- a8 AMA)K Elements in certain specific

order for Inter-working control:

“Upper Layer” refers to any entity on top of the current
entity that process the packet passed to it from the current
entity.

Inthe followingdescription, for purposes of explanation,
specific numbers, times, structures, protocol names, and other
parameters are set Zforth in order to provide a tThorough
understanding of the present invention. However, it will be
apparent to anyone skilled in the art that the presented invention
may be practiced without these specific details. In other
instances, well-known components and modules are shown in block

diagraminorder not toolkscure thepresent invention unnecessary.

(Embodiment 1)
For inter-working between the WLAN and other networks, a

fewmajcr issues need to be solved. These include Authentication,
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QoS provisioning, and nobility control. Large parts of
the issues desire a policy-based solution, e.g.
aut hori zati on/adm ssion control, QoS and nobility
function depl oynent, etc. 5 The present invention
provi des such a sol ution for]Fhose WLAN i nt er - wor ki ng
rel ated problens using a policy-based franmework. The
network inter-worked with could be of any type, e.g.
3G Networ ks, anot her WLAN network, or some proprietary
ANEhWRR KatlBnl Na6QUESEoGhLLNE (RELEAMREKI NYFEBSSA0Es as AAR),
exchanges, the identification information of the
QBBRider iUsieIn irsy,r 8624 ticy Benpkevi, ded-Jopathe AAhe issues
purpose. This information should be available only to
dtberkntepdedcnebwaek ebemeAbs,(e. gl. aMASeiveR)ion/admission
O herwi se, the security of the network woul d be
c68UP6 0N sed, adl ABHiUser Fuheeabinofepnbomeat, ormoul d
be reveal ed to possible nmalicious persons.
Accordhaghyesdite ipresantord prentiidyy preseat S putebhothr those
for concealing the information from unauthorized
Wpant yiusdmgvotit Bi@r chilealeenpiypllicon, asthasyHmMeldliicy-based
cryptography. Since no 20 prior security association
fe@hemPrks TeedsdWoark tihits ridiotd withcovhddabee usefaly type,
in the authentication process. For a thorough
e umdeBst Hadivhgkel thethaventizon,ndieterbel o, sosemproprietary
operation sequences and informati on data structures
nalisedrkfor the nessage exchanges are given. Sone naned
protocols are 25 used for illustration, but it does
not prieclade dheisehof iotderwopkbhgcoksshge thehsames, the
purpose, and it's not an indication of 15 the
ideconfrenaiat ¢roniwfothasionvent tha. m&eilai nsdat ds required to
structures

be provided for the AAA purpose. This information should be
availableonly to the intendednetwork elements (e.g. ARA server) .
Otherwise, the security of the network would be compromised,
and user’s leocation informaticn would be revealed to possible
malicious persons.

Accordingly, the present invention presents a method for
concealing the information from unauthorized party using
hierarchical encryption, and asymmetric cryptography. Since no
prior security association set up is neseded for this method,
it could be useful in the authentication process.

For a therough understanding of the invention, here below,
some operation sequences and information data structures used
for the message exchanges are given. Some named protocols are

used for illustration, but it does not preclude the use of cther

protocols for the same purpose, and it’s not an indication of
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are used, and they only serve as an exanple of the
i npl ementation of the present invention. It is
obvious to the person skilled in the art that in rea
i mpl ementati on, new information could 5 be added, and
certain part could be onitteg depending on the actua
situation they are used in. ?gure 1 is a diagram
illustrating the operation sequence according to
Enbodi nent 1 of the present invention. In this
teabessmabtndani 6X b ANatl ON dvergl Ma. talkding Akl ctures
of a case 10 where conmmuni cations is conducted between
afle Md eah@rtidigbnantse avgent salee80es o tAShShe edntation
the figure 1, the Mbile Terminal (MI, as marked by
ofities abrdOdnt | BneONNESH 0T £ 0L 4 ARSI deARon skilled
as marked by literal 102, in the WLAN t hrough the Air
ih ntes face, tHbt as masked mpy chichéizal i cH)6 nMes sagesmadi®n could
transmtted fromthe Access Point (102), through the
bé Nd@fiedpr khgcbptgifiagertagonaekpd byitketiedabeh@ing on the
and a series of Internediate Servers/Proxies, as
admlikeds byubtienathd@3artoukha Hane Domain Server of
the nobile wuser, as marked by literal 104. For
scal abidnity Ir easoOrRS agidaen 201 AAArpreegsshe afdldw@pReBequence
at the Hone Domain Server (104), or at a back-end
asesveing Cent EaboSenwar) las Arattkedbbysdnt et@bed0bon. In this
When the Honme Domain Server (104), and the Centra
enfiesdaie{10%n cape ataltliocat edyitdie tEssageanexchapgescr a case
are through internal interface, and thus does not
wheed coarkmdw atherex astcomssaged bartvaten 25ndini tdeerminal and
exanpl e inplenentation, it is assuned that the Mbile
a Termimal {d0d9rhas a relatively permanent security
association 16 with the Central Server (105). This
coul d Aze sthiweml MBI thel dtigdre 1, the Mobile Terminal (MT), as

marked by literal 101, is connected tec the Access Point (AP),
as marked by literal 102, in the WLAN through the Air Interface,
asmarkedby literal 106. Messages are transmitted from the Access
Point (102), through the Inter-working Interface, as marked by
literal 107, and a series of Intermediate Servers/Proxies, as
marked by literal 103, to the Home Domain Server of the mobile
user, as marked by literal 104. For scalability reasons, the
AARA process could happen at the Home Domain Server (104), or
at a back-end server (Central Server) as marked by literal 105.
When the Home Domain Server (104}, and the Central Server (105)
are collocated, the message exchanges are through internal
interface, and thus dces not need to know the exact message format.

Inthe example implementation, it is assumedthat theMobile

Terminal (101) has a relatively permanent security association
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for exanple for the 3Gtermnals. It is also assuned
that the Hone Donain Server (104) has a public-key
and private-key pair for the asymetrica
crypt ography schene [ Non-patent docunent 5 11], and
the Mobile Term nal (101) haa t he public-key. This
i nformation could be distrib ped to the users at the
subscription tinme, e.g. stored in the SIMcard like
device, or given to the wuser and to be keyed into the

wi ek nimalc dri sie s 0 elro (Re5pUt TARs dopubl he Bccesgibhelated,
server and to be downl oaded before use. 10 As shown in

£&1 gatE £ndl e ther ofes ald alerstiatdss Wit ithe IMPiEds®umed that the
Term nal (101) sending a nessage to the Access Poi nt

HéO Northiroughr vdrhg 18ian  hakes frage {J-08)y aHhe grassags ey pair
of format Msgl, which is shown in Figure 2. The

f O SSAYe disuld e 4T anspardetdy didhiarentioneeharinsmiocument
15 dependi ng on which WLAN technol ogy is used on the

1Ay dndethacBopl06) Terkamhaaxamulle, Has | EEESPRLI1c-kBS This
could be carried by EAP over Ethernet [ Non-patent

igeethent ol thulansk BAsHrpenltAN 2 thhissecodkbdibesayetription
RLC nessages. The nessage itself does not bind to any

t ingerd y ng tHeaeknahoghess1#0cdhe exadpleridp) eyentiatdronto the
of the nessage shown in figure 2 contains 10 parts

udé20land 20be kkleldsiabwi oHs teranyahetskidd etbr itto thee put on
art that in real application, nore information could

a bincuporad 8ol ¢ dorthe aedessaby foehllsadaddbedpee use.
unnecessary could be renpved dependi ng on actua
depl opreshosntinatignse FKorh2bobdues cony enisentecewdth the Mobile
presentation, nessage fields are introduced in

T«erired In ($8gluencelirgz actsualgd nplterent@ts oRpibhe{ fG2l derough
at 17 the sane encryption |evel could be put in any

thor derr Eachr faed d(106) .

The message is of format Msgl, which is shown in Figure
2. The mesgsage 1is to be transported by different mechanisms
depending on which WLAN technology is used on the Air Interface
(1C6). For example, in IEEE802.11, this could be carried by EAP
over Ethernet [Non-patent document 11], and in HiperTLAN/2, this
could be over RLC messages. The message itself does not bind
to any underlying technologies.

The example implementation of the message shown in figure
2 contains 10 parts (201 - 210). It is cbvious to anyone skilled
in the art that in real application, more infeormation could be
incorporated intc the necessary fields, and some unnsecessary
could be removed depending on actual deployment situations. For
the convenience of presentation, message fields are introduced

in certain sequence. In actual implementation, the fields at
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could have a fix-wdth identifier to indicate its
contents, and a length field to indicate its actua
| engt h. The nmessage begins with the WEAN Specific
Local IDfield, 5 as marked by literal 201. This w |
contain the information to Ldentify the Mbile
Term nal (101) in the | ocal AN context. For
exanple, in the | EEEB02. 11 networks, this could be
the Ethernet address of the nobile termnal, and in
thd e dpenoiiod ipet WBrks, cothisse@id ibeatheo MM | Bach field
assigned to the Mobile Termnal (101) . 10 A Chall enge

chesgage d a APt ehieh goes 41 B r alt ehat hecabpye cdritehiths, and
as marked by literal 202. It would contain sone random

a gehed et edi 814109 DRdNwaber i by tbeubbbikagtarm nal
(101). The Access Point (102) is supposed to generate
a replohaigkpgatBisegsis WigHt g wokhitrhe seeatitiyfield,
keys to verify itself to the 15 Mbile Term nal (101).

asiheSehems usedrto generahestiel T epy-aicownd be farvation to
nmessage aut hentication schene, for exanpl e HVAC- MD5

iddYon-pattend Miecuremeridhal Thelsedwr ichy keyalS®AANSchbAtext .
be carried by the returning nessages fromthe Hone

Fddosrinp Sey verthd 1083802 Anl bxpeeired  Rasid tofiod NetwOEkhernet
Chal | enge Message field, 20 as marked by literal 2083,

adeiyeess pEXxthe Thoisi f4 eledntiontlai ARdt he tHeHlipetrhall /Chaetworks,
Access Point (102) should receive fromthe Hone Domain

tHSer ver(li0dy. thne tMre iIMt esswonkdngo emd Mottt Tertth@al (101) .
Access Points(102)woul d possibly inter-work with
nmul ti pl ehdbhanags Mdasaaredeo Horfithd Avcesd oBai aft€10G2)e above
to verify that a 25 reply is fromthe legitimte

fisdrdjera o oartkdeel MybiliéeTerninal. (10Zdpuldonbentsni aomberandom
field could be conpared with the correspondi ng 18

gereswttes] comiaicned: imundther rigpl yheddsages. Terminal (101) . The

Access Point {102) is supposed to generate a reply using this
string together with the security keys to verify itself to the
Mobile Terminal (101). The scheme used to generate the reply
could be any message authentication scheme, for example HMAC-MDS
iNon-patent document 12}. The security key used is to be carried
by the returning messages from the Home Domain Servers (104).

An Expected Result for Network Challenge Message field,
as marked by literal 203, comes next. This field contains the
reply that the Access Point (102) should receive from the Hone
Domain Server (104). In the inter-working environments, the
Access Points (102) would possibly inter-work with multiple
domains. In order for the Access Point (102) to verify that a
reply is fromthe legitimate server for theMobile Terminal {101},

contents in the field could be compared with the corresponding
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Following that is the Honme Domain Info field, as
marked by literal 204. This field contains the
information to identify the hone network of the
Mobile Termi nal (101) . Such information 5 would be
used by the Access Point (10%% and ot her internediate
nodes to route the nessage to“the proper AAA server
for processing the Mbile Term nal's AAA information.
The domain information could be in the formof a DNS
r8onBtH PpaNRaoheNeiMOrkeAcepss mkdeRbiclsier (NAI) in the
form of user@omain.nane. O, it could 10 be straight
the | Braddiessy afhaa Ser vee HhRenessags odesdimed d0.as markad
Contained also in the field is the index of public key
ppfl itthe-Home 1DonBi 8 Sef Melconkldndisad fOFoLASEYPHINY identify
the user identification information. Since the Hone
oM Setverk(d04he Moghtl cbecusingla(f@w paivch ehformation
public-private-key at the sanme 15 tine, it is
wh et ssany dobyt hreMbi&es Tes mhal 1 (A0Bnd otihrdi catteérmediate
whi ch key pair is enployed to encrypt the current
ndBsS ageroutlhehengexs apukd the: propekernPEcavestrfdWprocessing
dependi ng on inplenentation requirenents. The Hone
tH2o MR 1Se meainikl4)s wor dnfdstatdrtai mhkagbmbhuncCt h@Brmation
for exanple, to convert it to the 20 actual value to
cdeld ileyeit hehkeyopai bf BheNndexnd inf ofded | @ NS8twork Access
enbedded in the domain information filed. For exanple,
Iddntihiee NAINATS usedheofsanryf e ahmiat n Maismtdonit could
the user part of the NAl could be used to hold the
bekey riandext, thentk ddiiracd wdl & ssevetDhs motsangededtined to.
here. A Public Key of M field, as marked 25 by
l'iter&lon2@35ndds adlsso inntheddéd eilal tize thesdagex difi pubdic key
for the Hone Domain Server (104) or the Access Point
of{ 102) Hanesdpuralry 9@ send( hp$sageed ofvheeMobiybeing the user
Term nal (101) wi thout get ear-dropped

identification information. Since the Home Domain Server (104)
might be using a few pairs of public-private-key at the same
time, it is necessary for the Mobile Terminal (101) to indicate
which key pair is employed to encrypt the current message.
The index could be a number or & string depending on
implementation requirements. The Home Domain Server (104) would
use certain hash function, for example, to convert it to the
actual value to retrieve the key pair. The index information
is embedded in the domain information filed. For example, if
the NAI is used to carry the domain information, the user part
of the NAT could be used toc hold the key index, since the actual
user ID is not needed here. A Public Key of MT field, as marked
by literal 205, is also included in the message. This is for

the Home Domain Server (104) or the Access Point (102) to securely
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by other entities. Up to here, all the above fields

(201 - 205) are encrypted only with the public key of
Access Point (102) to prevent eardrop, 5 and

therefore are accessible by the Access Point (102)

The public key of Access Poigb (102) could be

distributed to the Mbile Tetrm nal (101) by

periodi cal broadcasting. On the other hand, from here,

all the following fields (206 - 209) are encrypted
s wh il hetdae eubb itt ckeyh 0f  here iBemai no SerMehouk0qédQ4)r yropped
the Mobile Termnal (101). They are not available to

byhethegesstPeiat . (102), and any nodes in between.
Access Point (102), and Internedi ate Servers/ Proxies

(103)up cauhdruseal hahdHapevRorBeNdb Nfx (( 204058 Gare encrypted
forward the nessage to the proper server. Once

ofi Bgelived iy ptibe iseryeb.f Adcawsird iuse(1he) pol yad ke ardrop,
15 in the pair indicated by the key index contained in

aftidenHere o rBoid ackake16264)y thcdecrady ps het NEssageradgubl ic
obtain the necessary information. This part of the

kepssageccoms kKediby liteyabod08 bthaoughiB09esheul dhkeMobile
copied directly by the Access Point (102) to the
TemEsSages ( endi g peribeitemenrbordaiasSenvyer (104) , as
marked 20 by literal Msg2 in Figure 1. A security
Fi el dyn asemartked hbyd, | fesmhe2®0, al 3 teentailnedingntideds (206
nmessage for protection of the integrity of the
— i2tf0r mmtel encrybhednpl enenhatpanl i & htsy eoulHdree Dok@rin Server
exanpl e, the nessage digest conputed using the
{ IHMAC-VDE: reC Ivieiine. 1 2 3 e istadwn 1i01L )i qliresy hreahibeér available to
recei ving the nessage, Msgl, the Access Point (102)
thwo Bl eenet Padhtt Hé CA¢cessdr yny nfoteamtirobe t2@ cand Akarems Point
anot her nessage Msg2, and send it to the Hone Domain
(102), and Intermediate Servers/Proxies (103}, could use the
Home Domain Info (204} to forward themessage to the proper server.
Once received by the server, it would use the private key
in the pair indicated by the key index contained in the Home
Demain Info (204) to decrypt the message and obtain the necessary
information. This part of the message, marked by literal 206
through 209 should be copied directly by the Access Point (102)
to the messages sending to the Home Domain Server (104), as marked
by literal Msg2 in Figure 1.

A security Field, as marked by literal 210, is contained
in themessage for protection of the integrity of the information.
In implementation, this couldbe, for example, the message digest
computed using the HMAC-MD5 scheme.

As shown in Figure 1, after receiving the message, Msgl,

the Access Point {102} would extract the necessary information,
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Server (104) through possible Internediate
Servers/proxies (103). As the nunber of available
WLAN t echnol ogi es is increasing quickly, the
technol ogi es used for inter-connecting them as marked
by 5 literal 107, could vary J.argely. The exanpl e used
here for illustration is assumng an | ETF | F based
technol ogy is enployed. However, it is obvious to
anyone skilled in the art that the invention is
ahAt epdadat O 0Er UsSEWL &8 BBy RINLRH Yi&ed t BEhNO! QK 8%me Domain
Wth certain nodification/adaptations, it could be
sdsedran cal hesr ey phs shB1kased techindd Ogkeserandrevers (103) .
on top of those proprietary protocols. Figure 3 shows
Ak he cassages Earmat fare WhaR +cEhe oressage Siarksawihh quickly,
the AP and WLAN Address Field, as nmarked by literal
tBOltedhhsl biif O NBEd@NFd S Neesded-dicdhitng IohdwUtd ignDfked by
the reply nessages. Format of this information is not
litstr&edicRFor c@garwleary:l Shppkeywayhies dxnmtsiee th€ed here for
Access Point (102)'s IP address if it has one.
1 L het wh Seon tikea ARt deftanf IRTT Irapsdséde catitioass yof s tthloyed.
W.AN Gateway will be required. Right after this is
Hohev AN Speegi dbeibsf tel dnyasemgrkedely ihi teralard0Zhat the
20 This field is the sane as that in nessage format 1,
imsenat keds it dridet ab b201s e vk thhe vabover i vios retihow Llogies.
is for the network nodes to identify the Mbile
W et meralz i 10dd i £ 1 andibhisadhpotaest ahkj st acneétusé® used on other
route. Since the WLAN Specific ID (302) is a tenporary
nd>- B a2z ddnkyhhad ongani, ngndne tdre oA Adpcohttexdse plroprletary
will not |ead any i nformati on about the Mbile
pdereambs . (101)'s actual 21 identification informtion
As stated above, these fields should

Figure 3 shows the message format for Msg2.

The message starts with the AP and WLAN Address Field,
as marked by literal 301. This information is needed for the
routing of the reply messages. Format of this information is
not limited. For example, a simple way is tc use the Access Point
(L02)"s IP address 1f it has one. Otherwise, the AP identifier,
and the address of the WLAN Gateway will be required. Right after
this is the WLAN Specific ID field, as marked by literal 302.
This field is the same as that in message format 1, as marked
by literal 201.

All the above information is for the network nodes to
identify theMobile Terminal (101), and thus to establish a return
route. Since the WLAN Specific ID (302} is a temporary ID and
only has meaning in the WLAN context, it will not lead any

information about the Mobile Terminal {101)"s actual
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be accessi ble by possible all the nodes al ong the
path, and thus should not be encrypted with speci al
techni ques. If the connections are point-to-point, or
no reverse direction routing 5 is necessary, this
i nformati on could be protectgg by a security
mechani sm shared by the ends®of the connections. It is
obvious that fields 303 through 308 are taken directly
fromthose of Msgl, in which naned 204 through 209.
i dbet d81 3981 on Herre reraich .| N @ tas asgtb o theltsl NPethe should
message to Hone Donmain 10 Server (104), if there are
bé nicerdrdiratebnosess Bxi & 1 Pubki godey OforM thieebdthasand thus
marked by literal 304, is used to propagate the
sisibldc rkey BE the-Mabid® Tardd nabetll)  tSehnifa@ésthere the
reply nmessage could be protected if required. In order
cdinyeridys bhie beghtimacyoohtt her keyrede£H8eK rSHAi dh Gouting
the 15 fingerprint of the key should be provided in a
isSeeu=esay., This icouhtabeoactiemetbebyrpubctba by a security
fingerprint in the user data, which 1is protected by
nddtearseauriiayr s ahantisan bedween the gsencandohbe
server keeping the subscription information. Field 305
to 308 asepvEants teabeiread dnt yhbyuyhes HoaRe 20cen directly
Domai n Server (104). Therefore, they are encrypted and
fmottéctsedo fhys ¢ he jpublhickeymeti phe Hormeuddormian Serders 303,
(104), and not accessible by any internedi ate network
Heelee Menizdn AnlFlomes Dorad ospecuticgUske ndxda@d d;o di®me Domain
marked by literal 305, follows the MI key field. This
Sdrsrdrhe( UWser, |iF agsdgnetr¢ oin2érnddi aobi hedaseexbysits
home network. It is used to unique identify the user
i n tPadidreKeet WOk < icdnt,exts. mkfkaduserl hasral NA4,i ds used
22 the form of user | D@one.domain, this identifier
tacamogsponds tthee public key of the Mobile Terminal (101), so

that the reply message could ke protected if required. In order
to verify the legitimacy of the key, a check sum, e.g. the
fingerprint of the key should be provided in a secure way. This
could be achieved by put the fingerprint in the user data, which
is protected by the security mechanism between the user and the
server keeping the subscription infeormation.

Field 305 to 308 are meant to be read only by the Home
Domain Server (104} . Therefore, they are encrypted and protected
by the public key of the Home Domain Server (104), and not
accessible by any intermediate network elements.

A Home Domain Specific User ID field, as marked by literal
305, follows the MT key field. This is the User ID assicned to
the mobile user by its home network. It is used to unique identify

the user in the home network’s context. If a user has a NAI in
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the userlI D part before the @ This Hone Domain
Specific User IDis not permanent. The honme domain
coul d assign anew identifier to the Mbile Term na
(101) by enmbedding it in the reply nessages. 5 After
recei ving the nessage, the Fﬁge Domai n Server (104)
wi Il check the Hone Domain | fifo field (303), and find
out the index of the public key used by the Mbile
Termnal (101) to encrypt the nmessage. Then, it wll
tHserd e ogonEesPORALAL . Bhlahe tkey idedtherkey Ridedrdnds to
decrypt the nessage, and get the User 10 ID
thof @E8BLH0Part fhé REr¥SEheSEDSERE Bt HBRe! DEARAAL EPBCISic User
stored at the server or inside the honme domain, it

15heulsk Baveahbatmethwdomboidid Bosi1ds@s1dh a new identifier
information to the record entry for the user, and

td heeefaria d tegechypt(itohe i @ﬁb_eaaihgew@ﬁ&a@er@@% f8ssages.
further processing. 15 OGherwise, if these are a

cont r glilted bycanothertieenkkak geSertNeton® DRI AW E-ver (104)
domai n outsourced the AAA process to sone outside

wSEI U&lacit heldHome Domrial rSarvey f(:204) (wid3l) ,f enwardnbheut the
rest of the nessage to that server with the User ID

iradd:achedthe Theorestkdy ehglsd ob vt hige MRSS80E BEEminal (101) to
encrypted by the security 20 nechani sm associated with

erfide/mits €heSWRSEA 41 iMoeni, Nf ORTEL] QBe tle eortrhepRertaneptivate
identifier. Therefore, this part of the information

keopulrd 10 Yxde geir iteveitedyyent the asctbatiehayedt et the User
user subscription information. The first field is the

IINéhforaChaln .enget Message Sfuedadi pt2mrad nferked doyn is stored
literal 306. This is the randomy generated

at nhergwmtiaanobyitdieldvbhiel teorle dsmadl , (10 Bhoulld hsvasét method
for the 23 Mobile Termnal (101) to verify the

tcauthorh ty Uskrt he iorficgimmatdfon to the record entry for the user,

and therefore to decrypt the reset of the message and do further

processing.

Otherwise, 1f these are all controlled by ancther ceniral
server, or the home domain outsourced the RAAA process to some
outside server, the Home Domaln Server {104) will forward the
rest of the message to that server with the User ID attached.
The rest fields of the message are encrypted by the security
mechanism associated with the user subscripticon information,
i.e. the permanent identifier. Therefore, this part of the
information could only be retrieved by entities that have the
user subscription informaticn.

The first field is the Network Chazllenge Message field,
as marked by literal 306. This is the randomly generatead

infermation by the Mobile Terminal (101). It is used for the
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the reply nmessages. The network side, e.g. the Centra
Server (105), should use a key derived fromthe
user's subscription information to produce a reply
for the Mobile Terminal (101) 5 based on this
chal | enge. Chal |l enge reply s?guld be enbedded in the
reply nessage. The network si'de should al so generate a
reply for the Access Point (102), to prove that it's
the legitimate source for sending the reply. The
MéBpLy Tormihel Maliile thermimaly 6203 )tapdithecAcgesorigin of
Point (102) could be the sane or different 10
t e penst Vo e | M e mRitadhons Ieguid rerte cAhteal sServer
t he Network Chall enge Message field (306) is the
(Pesnpnensullsensd D f kel ddeas vear kednbyhki teeal s3@hbscription
This field contains the information to permanently
1 @Ach-gh Obah | ¥o | gesdihéy at hepuseror| thwoubdinemriefminal (101)
constant during the user's entire 15 subscription
b#esd ach thsisnghthisnpaf ocnatiengeusenl gothshi b va agetkdded in
and subscription information could be retrieved from
thdegdatahaseage Titse hieelddikssiaeldidad 4 an sbhgetasgse a reply
when the subscription information is not stored in
fdhe-Home-dymim 198 viare )(,104) provle toeul dtbe ahsolugedimate
by the server to verify the authority of the 20 Mobile
sderdg falr 6208d)inbytlcomasing Tt sebDywidh HheMobile Terminal
identification information mapped fromthe Hone
(DomaiamdSpeei Atcetlsarodl) (1FA) ewung bbhethd Jdrmed b 8ifferent
the User Data field, as marked by literal 308. This
ddpeaidi ipnirai tise t v daten f 4 ohoh heedbbi-trenTer m nal
(101) for the AAA sessions. In real inplenentation,
25 t hirf teireltthecaltdold& phetfléethed By scertaifnefecHanicsmis the
that uses the user's security nechani smderived from
Parmarstiis drdept iIon £24 lichf esmatirded bty datikedadl $67coffhaisnfield
the fields that protect the

centainsg the information to permanently and globaily identify
the user. It would remain constant during the user’s entire
subscripticnperiod. Using this information, user couldbe traced
and subscription information coculdbe retrieved from the database.
This field is included for the cases when the subscripiion
informaticn is not stored in the Home Domain Servers (104). It
could be also used by the server to verify the authority of the
Mobile Terminal (101} by comparing this IDwith the identification
information mapped from the Home Domain Specific User ID.
Following the ID field is the User Data field, as marked
by literal 308. This field contains the data from the Mobile
Terminal {101) for the AAA sessions. In real implementation,
this field cculd be protected by certain mechanism that uses

the user’s security mechanism derived from the subscription
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integrity of the information. At the end of the

nmessage is the Security Field, as marked by litera

309. This field contains the information to protect 5

the integrity of the whol e nessage. The actua

contents included depending,gn the depl oynent

requi renent. \Wen the Hone Dg in Server (104) and the
Central Server (105) are collocated, the Home Donain

Server (104) would be able to do all the sane
1RFOeRSSHBE . ast danel DY IGRN Al 296r ¥ae €10%)s dRzanshdiect the
reply the nessage directly to the Access Point (102).

iMbegriheyoar enpotnicpt-Ratabed, i.e., the actual user
information is not at the Hone Domain Server (104) ,

the sgfuale BeadST tthd Aewakde t BeHPssage ity theld, as marked
Central Server (105) as shown in Figure 1, using

byessege. Msg3. Yhikheiexanpbethipkematatf dmof i M I icSotect
shown in Figure 4. The nessage starts with the Hone

t e maiteJdiifte; HEedith was leahkedaqgby THd eraladWontddiSs included
woul d contain the information for the Central Server

d¢dOhgihe bdenhifyebbheyidee bemaimefenver (104) . This
is to assune that the Central Server (105) and the

Hore vDesmaithcSeiower D3Raih0dyrace NOb4) idetsamentral Server
domain. Followed this field are the Network Chall enge

(Mespage: tbeldcaasdpatlikedidne bbohehial s<bZer the4)HeoR1d be able
Domain Specific User ID field, as marked by literal
tdQ8 alPerheneabheUsescébsinegl ds @snemrkedrnydi teraler {(105),
404, and the User Data field, as marked by litera
ad5to0 25edhe Ned wor ks £hal Eenget Messagehti rbde640Rpiand (102) .
Home Domain Specific User ID field (403) contain the
Widee myptyed reniot maticgrad%d r amet.hetMsg:tual user information
is not at the Home Domain Server (104), the server nzeds to forward
the message to the Central Server (105) as shown in Figure 1,
using message Msg3.
The example implementation of Msg3 1s shown in Figure 4.
Themessage startswith the Home Domain info field, asmarked
by literal 401. This would contain the information for the Central
Server (105) to identify the Home Domain Server (104). This is
to assume that the Central Server (105) and the Home Domain Server
(104) are not in the same domain. Followed this field are the
Network Challenge Message field, as marked by literal 402, the
Home Domain Specific User ID field, as marked by literal 403,
Permanent User ID field, as marked by literal 404, and the User
Data field, as marked by literal 405,
The Network Challenge Message field (402) and Home Domain

Specific User ID field (403) contain the decrypted information
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The Permanent User ID field (404) and User Data field
(405) are copied directly fromthe Mg2's
corresponding fields. These two fields are encrypted
with the security key derived fromthe 5 subscription
informati on by the Mbile Teryu nal (101). At the end
of the nessage is the Securi Fi el ds, as marked by
literal 406. This is for protecting the integrity of
the nessage using the security mechani sm shared by
fi-b@ Hesembgpmin Server (104) and the Central Server
(405) . After receiving the nessage, 10 the Centra
Ser veth & Fomdirafdsukerdas Fy p.dt eo enchypt e6r fl@lz08ield (405)
and retrieve the information and do the proper
aPEQERSSad AN rexaR! erbiplesenriyatisoncetetkpentepbyficlds. These
nmessage, Msg4, is shown in Figure 5. The nessage
tgbaf i1 am tr d backHope cBoratn tié adduglid.y asyaakedvedStron the
by literal 501. This contains the information for
sheeptipyibheinHorRabonai RySehveMobli04) TernircaAse ltdigse
two servers are not directly connected. Hone Domain
Speci £t ¢ Hdsend|d¥ thelith s asgadrkete pediteralki502, 48 marked
used to contain the information for identify the
bihitdee a1 Ter el mak s(ik04) r be dthe tHoret DorBitR gBetyesf the message
(104), so that the Honme 20 Domai n Server (104) knows
ushes etltdes s @pt yt yressagen sdwithbed ¥oriver dethd @oniEhier Server
Central Server (105) should also cal culate two
(se¢urEdridythealatteth I ephives. (T0) { iAster sethevARg the message,
Response Key, as marked by literal 503. This key w ||
the @altingr sérive rt 80 AL acessdPdicntie2byOi0e faorcrptial fields,
generate a reply to the AP Chal |l enge Message. The key
amd derrvedef tbm théombilienused slostbscprpbiesn process.
information, 26 and therefore is also avail able at the
Mobi | Zen Eerampiad inflemsttiertion of the reply message, Msgd, is

shown in Figure 5.

Themessage startswith the Home Domain Info field, asmarked
by literal 501. This contains the information for identify the
Home Domain Server (104}, incase these twoserversarenotdirectly
connected. Home Domain SpecificUser IDfield, asmarkedbyliteral
502, 1s used to contain the information for identify the Mobile
Terminal (101} to the Home Domain Server {104), so that the Home
Domaln Server (104) knows where the reply message should be
forwarded to.

The Central Server (105) shouldalso calculate two security
related replies. The first is the AP Response Key, as marked
by literal 503. This key will be delivered to the Access Point
(102) for it to generate a reply to the AP Challenge Message.

The key is derived fromthemobileuser’ s subscription information,
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one is the Network Chall enge Message Response for AP,

as marked by literal 504. This would be delivered to

the Access Point (102) too. 5 And the Access Point

(102) will conpare it wth the Expected Result for

Net wor k Chal | enge Message (2%3) and to verify the
authority of the source of t reply. These two fields

are protected only by the security nechani sm shared

by the two servers. Following these two fields is the
afetwIrke fGhal | engesMessagep1 2 iResponssi fOTeMhinds . The other
mar ked by literal 505. This is for the server to
cAdtherticabewbtsethal Dok be M@i&d({% RergBomle €401)p, @Ntharked
should be delivered to the Mbile Tern1na| (101).

bNaxttedal 584t hghiRewpanante deean vieRdd ebdinascraekesh v (102)
iteral 506. This is for the Mbile Termnal (101) to

t@@eck whet her the 15 message is for it. The next
field is the User Data, as marked by literal 507.

Thi s o ah8sddee AN el abed wiepl yorfub @ t ey iSer Vies Expected
Actual contents wll depend on the operation carried

ROMILH tdhe A SES IR L etk M@ e, (Jdd3)cowrd eentairify the
the new honme domain specific user 20 ID assigned to

attieo DB be thseicudheo above ddireeThi ek dsio H0A8.ds §P6protected
and 507, are encrypted with the security nmechani sm

oef Weenthd hee &ent t @l nSenyet si16baraadbthenbbhivbeservers.

Term nal (101) derived fromthe subscription

i nf orrEl i nJhaeekane, £ideys drseslonly twackadsi bl @ehdyMessage

the Mobile Termnal (101). 25 The last field in the
ReBssaYe flos Mhe sSeadrkey Y aliderad Soar kedi by sl foerdle server

508. This field contains the information for 27
tpraoiteehitigdthke 1 batédrt ¢ yorof Mobe lwhDeenesiaged lisi rgid should

the security
be delivered to the Mobile Terminal (101).

Next, it igs the PermanentUser IDfield, asmarkedbyliteral
506. This is for the Mobile Terminal {(101) to check whether the
maessage is for 1t.
The next field is the User Data, as marked by literal 507.

This contains the AAA related reply from the server. Actual
contentswilldependonthecperationcarriedoninthe AAA session.
For example, it could contain the new home dcmain specific user
ID assigned to the mobile user. The above three fields, 505,
506, and 507, are encrypted with the security mechanism between
the Central Server (105) and the Mobile Terminal (101) derived
from the subscription informaticn. Therefore, they are only
accessible by the Mobile Terminal (101).

The last field in the message is the Security Field, as

marked by literal 508. This field ccontains the information for
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mechani sm shared between the Hone Domain Server (104)
and the Central Server (105). After receiving the
nessage fromthe Central Server (105), 5 the Hone
Domai n Server (104) will extract the necessary
i nformati on and process accoggingly. A new nessage
woul d be formed and forward to the Access Point
(102) through the sane route or different path
depending on the inplenentation requirenent, as
phatked: by dvkgSnitBgFi gyrer thelligo DEOgesSsiQubakgntid aeRurity
in 10 the Hone Domain Server (104) includes mapping
néBRatiser $Ehted B, WANISPaCHd Ddld AN AN addressind the
These are sinply the information contained in the
centFrespondiyag message fromthe Access Point (102). An
exanpl e i nplenentation of the nessage format for MgS
15 i s shownrkpe FiygHie s ndbea gegSaget 5é achs rwiltde ther (105),
AP and WLAN Address field, as marked by literal 601.
tddi sidhieel domanhai fsrtdve imfoonmaiion fegtridentide/i Agcessary
the Access Point (102) in the WLAN that the nobile
iuSermaAssoc katietdadds adberaddgess A ndwnaBthen Wwild be formed
avai l able in 20 the Msg2 as shown in Figure 3. The
aro s oraiat Ser vee Ad04)pscpuldt Maint aiHraudiablie: efime route
the addresses sorted by the user ID. The table gets
ompddatfed antepathedseeneing eseittes iapiewenessdge Fofguirement,
that user ID, and thus could be used in the form ng of
a<anagspbridy Ngsg% ept yrh@ssage. The abovespanty ohktheplace in
nmessage is required for 25 routing it to the correct
tHeerHimal Horanich tdarsvesho(l @4 hoinbeudencnypbedg PBe user ID to
Followng this filed is the WLAN Specific Local 1D
tHa eflghN specific ID and WILAN address. These are simply the

information contained in the corresponding message from the
Access Poilnt (102).

An example implementation of the message format for Msgb
is shown in Figure 6.

The message starts with the AP and WLAN Address field, as
marked by literal 601, This field containg the information for
identifying the Access Point (102} in the WLAN that the mobile
user assocociated with. The address information is available in
the MsgZ as shown in Figure 3. The Home Domain Server {104) could
maintain a table of the addresses sorted by the user ID. The
table gets updated when the server receives a new message for
that user ID, and thus couldbe used in the formingof corresponding
reply message. The above part of the message is regquired for

routing it to the correct terminal, and thus should not be

encrypted.
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as marked by literal 602. It contains the information
for the Access Point (102) to identify the Mbile
Term nal this nessage concerning to. This IDis also
available in the Msg2, and it 5 could be retrieved
usi ng the sane nethod as thab for the AP and W.AN
Address (601). Next field in ?he nmessage is the AP
Response Key field, as marked by literal 603. This
contains the information for the Access Point (102)
to genayateyiiesponsesitodtine tNebilev Feradinale 18cal ID field,
(101)'s chall enge. The contents are copied directly
af romtde bpane-dial bon Meg4boraSs ited ket by dderdalon for the
503. Following that is the Network Chall enge Message
nRespomsL nd qroAP £é el dhniast pakedobY 1ki teFi n®04n k@ ssage
field contains the response conputed by the Centra
chefyefifd 08y, Bndsisnfog £heclavAEeeBss cPehnthel®2)otoand it
verify the legitimacy of the Central Server (105). It
coud heak-2a rhevesieds by gt tiee Homme: Barmidy Ser vert(404)thd &P and
i ndi cate the AAA process success/failure status to the
WA essdrdos nte102) . It is also copied directly from
the field in Msg4, as marked by literal 504. The
above Ndxel ds caeiantyeneantafo 29 he- acressediye Kee fisld,
appoi nted Access Point (102), and therefore should be
agpmatréeidedybyi tdea sexl | thirechanksmsstias eich hetmweeivn for the
t he Home Dommin Server (104) andAccess Point (102),
Adars evariplte { 1 02hciry pteed: dayt < e sABnS epubbi th&k ek iNeXTerminal
in the nessage is the New Hone Domain Server Public
(128 )Key dhadlienages. Mtketbbyehts etind 60biedhiisrételd Ffsom the
optional, and is used only when the Hone Domain
saSer VEre (dl04) Mwepd taos oleanged 29vi 1 stpubli B0Rey. The
i nformati on contai ned includes the new key,
Following that is the Network Challenge Message Response

for AP field, as marked by literal 604. This field contains the
response computed by the Central Server (105), and is for the
Access Point (102) to verify the legitimacy of the Central Server
{(105) . It could also be used by the Home Domain Server {104)
to indicate the ARA process success/fallure status to the Access
Point {102). It is also copied directly from the field in Msqg4,
as marked by literal 504. The above fields are only meant to
be accessed by the appointed Access Point (102}, and therefore
should be protected by the security mechanism shared between
the Home Domain Server {(104) and Access Point (102), for example,
encrypted by the AP’'s public key.

Next in the message is the New Home Domain Server Public
Key field, as marked by literal 605. This field is optional,

and 1s used only when the Home Domain Server (104) need to change
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and the index for that key. This field and the
followng fields, 606 to 608, are only to be accessed
by the Mobile Termnal (101) , therefore, should 5 be
protected by the public key of the Mbile Term na
(101), which is send to the me Domain Server (104)
in message Msg2. In order t6-verify the legitimcy of
the new key, a checksum e.g. the fingerprint of the
key should be provided in a secure way too. This
ieoyhub bie: aehi.eved hyrddhatloh tdihe usel idgatiaddsettde A8y kevy,
which is protected by the security nechani sm bet ween
ahdetnseindandrbhergtveeykeepi ng the subscription
information. In case of a separate central server
the Homes Domaid aber vee A0 w Loyl dieald acdtvd he 608, are only
fingerprint to the nessage Msg3 that sends to the
t&a alc-Sefveby( 108)MorNTe askeri vea Certaial, $eratert(xk05khould
to include 15 it in the user data field of the return
béeSsagectdd He Ohyipuslitokanpyenetski MbedikenThaiastl (101),
that the field could also be used to carry key
wigefieriat isehdrebethal HonstBat: 0f ddheveeall kpy. infThessae Msg2 .
key coul d be derived at the MI side through old key or
sonme Isubs€st pbivast i 0 oeathonimarg dhuse peewide a checksum,
better protection. 20 Following that is the Network
e Ghaldrenge nMessade tRegsponsekeffosh MI1 i led dhr sl deed ked abygecure
literal 606. This field contains the challenge
waessageTh es panslel genetiat evdby diheuCent rial thervesr (HIS) field,
for verify its identity to the Mbile Term nal (101).
wiNesit diss pirhve eReramagnt-hids eecubiftive e chas: imar ked wayn6@hie user
25 and the User Data field, as marked by literal 608.
arfhede: fdetusr lrepald genesabtedrbytite CefibrabktBenveln case
(105), and are copied 30 directly fromthe
oIt er s ezponde ngprftiel dserrmel gdhe domapbked ibyServer {104) could

attach the fingerprint to the message Msg3 that sends to the
Central Server {105), and ask the Central Server (105) to include
it in the user data field of the return message. It is obvious
to anyone skilled in the art that the field could also be used
to carry key generation material instead of the real key. The
real key could be derived at the MT side through old key or some
subscription information, and thus provide better protection.

Following that is the Network Challenge Message Response
for MT field, as marked by literal 606. This field contains the
challenge message response generate by the Central Server (105)
for verify its identity tc the Mobile Terminal (101).

Next is the Permanent User ID field, as marked by 607,
and the User Data field, as marked by literal 608. These fields

are all generated by the Central Server (10b), and are copied
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literal 505 to 507. They are protected by the security
mechani sm between the Central Server (105) and the

Mobi |l e Termi nal (101) derived formthe user's

subscription information. 5 The last field of the

nmessage is the security fielg as marked by literal

609. This field is used to c Pry the information to

protect the integrity of the entire nessage using the
security nechani smshared by the Home Donain Server
a{204)1andrthetAecessreBpbRti0d05)ic 1HQ Aft efsggceivimked by
t he nmessage, the Access Point (102) will extract the

1ieguhrexhd kel €57 . SuE asether 802603 tARGPFOELSS mechanism
it. A new nmessage will be generated and be forwarded

béBwkbe Nhbidee « rkar michdle o 100)) canaying Mdiei TeSBirofnal (101)
the fields in the nessage MsgS. 15 An exanple

db APt eaent ahi 8Re OfisthesnewnBess8ge ohof Mab i ioMsg6 s
shown in Figure V. The nmessage starts with the W.AN
Specithe localfilddd ast 4y ket yd iiterade Bdburliiyg disld, as
for the Mobile Term nal (104) to check whether. the

nAESSAYE 1stsent 60e.ithi JHis1H & dseeets c2@ myothé arlf@rmation
encrypted. The actual content of this field depends

toOprolte dtechadhegyyrusgdo £ esigs ehfi FERESES dd usehworke security
this could be the 48bit Ethernet address of the
md @t af hah ,standd B yHEperdand Domeinnvsiekvetrhi($ 0doubdd behe Access
the termnal's MAC ID assigned by the Access Point
rP¢ioR) (1@%) Fol lowi ng that is the AP Chal |l enge Message
Response field, as marked by literal 702. This
cont aiats ditheechalviengehe omqri ek 3t heyAthesAckesst PAid#) will
(102) using the key sent fromthe Centra
extract the required fields, such as the 602, 603, and process
it. Anewmessage will be generated and be forwarded to the Mcbile
Terminal (101} carrving the reset of the fields in the message
Msgb.
An example implementation of the new message format for
Msg6 is shown in Figure 7.

The message starts with the WLAN Specific Local ID, as
marked by literal 701. This is for the Mcbhile Terminal (104)
to check whether the message is sent to it. This field needs
not to be encrypted. The actual content of this field depends
on the technology used; e.g. in IEEE8CZ2.11 network, this could
be the 48bit Ethernet address of the terminal, and in HiperLan/?2
network, this could be the terminal’s MAC ID assigned by the
Access Point (102).

Following that is the AP Challenge Messadgde Response field,

as marked by literal 702. This contains the challenge computed
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Server (105) in Msg5, as marked by literal 603. The
Mobile termnal (101) would use this challenge to
verify the legitinacy of the Access Point (102). This
field and the following fields, 703 5 to 705, should
only be access by the intendg? recei ver, and
therefore should be encrypted by the public key of
that Mobile Termnal (101). Next field in the nmessage
is the Network Chall enge Message Response for MI, as
piBFikehdyedd treyialt 7032)Thisifd el cent aicng £30nt R@e Central
response generated by the Central Server (105) using
sé Pee 88CUGH) tih MBghARIsSIA Shad 8¢ Mittdrdiheosentid@bbils teSminal
used to authenticate the network to the Mbile
(TTer mwalld QL) thikokhewisggthab v&rihe et mnrgdindef of the
IDfield, as marked by literal 704. This information
AdSesserh Dyt t heoMobi Tiei Jerpknal and5t(d0t)p 1t owliugt Hee1ds, 703
verify that the nessage is sent to the Mbile
tderos nakhéd0d) ohlsebk. sHesdseyy Data inedtkle@sreaekedr, and
by literal 705, contains the AAA related information
thepd fed hhddiel Genthal yperdeby( 408)public ik wsad thert Mobile
AAA processing. The above fields are generated 20 by
TdheirGent rad1)Server (105), and shoul d be encrypted and
protected by the security nmechani sm shared by the
Mobi | ereker fi abdl i(Q10HY meanth dahes Canrt Kat wSek VaTa (10b)e Message
The last field in the nessage is the Security Field,
Rexporms ked by, | ksatat kdQ6y Thi sefd lel7d comhdisngiehe contains
necessary 25 information for protecting the integrity
traf tdwpemdd reemessage. b FliGie 8Cestoadi agrasrwiileh) using the
provi des an easy-to-understand 32 summary of a nessage
sdduon thetrmeamaMism ARareHome thonmdian Sernenal. It is used to

authenticate the network to the Mobile Terminal (101).

Following that is the Permanent User ID field, as marked
by literal 704. This information is used by the Mobile Terminal
(101) to further verify that the message is sent to the Mokile
Terminal (101) itself.

The User Data field, as marked by literal 705, contains
the ARA related information replied by the Central Server (105).
It is used for AAA processing. The above fields are generated
by the Centfal Server {105), and shouldbe encrypted andprotected
by the security mechanism shared by the Mobile Terminal (101)
and the Central Server (10b).

The last field in the message 1s the Security Field, as
marked by literal 706. This field contains the necessary
information for protecting the integrity of the entire message.,

FIG. 8§ is a diagram which provides an easy—-to-understand
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Central Server and its association in configuration
bet ween each nessage which are described above. FIG 9
is a diagram which provides an easy-to-understand
summary of a nessage flowin the 5 reverse order of
the flowin FIG 8 and its 2ééociation in
configuration between each sage. The above
description gives an exanple of the sinple nessage
exchange between the Mbile Term nal (101) and the

s BT VLIS nléSIsGrd e off Bsefkehnventi @p. - IHbildice @y, Server
according to this enbodi nent, when exchanging 10

~ NBSS@GES WM AFet herdPartsy a@r ddie raldher rerdndf quration between
conmuni cati ons through sonme network el enments (rel ay

eSERRRS e RCHN 4@l devbieheABlESVe UFIE .NBSSAGE i Syram which
respectively subjected to encryption using the public

pKeYi®fs eachzpetworknaekegeahdr eGuhhkr g achekiabd. sThatin the
is, each field making up a nessage is separately

rénsryPt edddy 33 uslengFlasecini Fycreghanissmi{engesypti Oion in
schene) which is effective in between each network

c@l BNt a t espeetiveenyeaSpetd fi0pd | yhewhietva daxdidigtion gives
termnal transmts a nessage to a server, the part of

ait hex AMSSAger Cod ad e tihes s dgat ktrabbenbetnbenmaheoMobi le
of the nobile user is subjected to encryption by 20

Tarsninga I hie opubkha Key 20fn thevsesves nyhdteasekhket invention.
remai ning part of the nessage is subjected to ‘
encr yipt tahsbyawskngotienpubd ite i skeybodindet nethaor kxchanging
el ement on its communications path. Alternatively,

me v ey &1 0h tihhep aesg ageticontaiemi argl blieonndenitdfticats bhrough
i nformati on of the nobile user is subjected to 25

scerec hpfitioars byeushhg ard&eyyderatveoh$)y pmddite field which makes
subscription information of the nobile user, and such

uram BACEYPEeds mesgagel 381y dfuridered uhj eckegpttdon using the
encryption by using the public key of

public key of each network element requiring each field. That
is, each field making up a message is separately encrypted by
using a securitymechanism (encryption scheme) whichiseffective
in between each network element respectively.

Specifically, when a mobile terminal transmits a message
to a server, thepart of themessage containing the identification
information of the mobile user is subjected to encryption by
using the public key of the server, whereas the remaining part
of the message is subjected te encryption by using the public
key of the network element on 1its communications path.
Alternatively, the part of the message containing the
identification information of the mobile user is subjected to

encryption by using a key derived from the subscription

informaticon of the mobile user, and such an encrypted message
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t he server, thereby achieving hierarchical encryption.
That is, by using a conbination of the symetrical and
asynmetrical cryptography scheme, the present
invention provides 5 a solution for safely carrying
out the AAA process in WAN %gter-morking wi t hout
| eaki ng any user identificati"6n information to
unaut hori zed entity. It is useful in preventing the
man-in-the-mddle attack. Note that it is obvious to
i8nyepeheskihbedet8dt be a@ftripalohhey i yen e AW dic key of
al so be used in a 10 nore conplicated application with
tHif ferent, conbkaBYi aRnekviAES $a8e aseaueraesnMeRion.
depl oyed, this invention is particularly helpful in
prevemidngis hepbpansingt hecanddhetrabvhaek. ther sexa@Phra.cal and
when there is a forged Access Point standing in
abeimeeni the Mabitlog rEph fiaherdd, ¢h8randtht hevagtuah provides
Access Point (102), it can only obtain the
al pbonmabhofoabaitrdhe €haliengeolessage Arn APr§202%, in WLAN
and Expected Result for Network Chall enge Message
i O3y worThhg bagusohecesbeaPonft Eher gedsAecessieReiinti-ation
is not able to get the right reply to the Challenge
inessagei ¢0 AP uh202horSiZee ehhiiis yr.equi f €uddm PArkeYeventing
fromthe actual Hone Donmain Server (104) of. the Mdbile
tHemamaln - k)i, dcdnd atthe ckeyNpt k| t ot ihe itoswal ded tautnyone
fromthe Access Point (102) . Therefore, it is not
slabl Bed aliprigteend-it aHeg ameactwain t iAecess: IPDialtso He2usteal in a
the Mobile Term nal (101). The invention is also
marsef abmphitheedi tapatliiore tvher ewi hier eli e ricsita amhbh chotubon of
entity break into the link between the Access Point
ndd0d)e amhtdrecdome Domai n Server (104) . In this case,
this 34 outside entity could not obtain any useful the
i nf orrtett oepilkyed, this invention is particularly helpful in

preventing the man-in-the-middle attack. For example, when there
is a forged Access Point standing in between the Mobile Terminal
(101} and the actual Access Point (102), it can only obtain the
information about the Challenge Message to AP (202), and Expected
Result for Network Challenge Message (203} . This bogus Access
Point (forged Access Point) is not able to get the right reply
to the Challenge Message to AP (202), since this requires the
key from the actual Home Domain Server (104) of theMobile Terminal
(101), and the key will not be forwarded out from the Access
Point (102). Therefore, it is not able to pretend to be an actual
Access Point (102) to the Mobile Terminal (101).

The invention is also useful in the situation where there
is a malicious entity break into the link between the Access

Point (102) and the Home Domain Server (104). In this case, this
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t he nmessage sent fromthe Access Point (102), since
the crucial parts of the nessage are encrypted by the
Hone Domain Server (104)'s public key. Fromthe
nmessage sent back fromthe Home 5 Domain Server (104),
the entity could not obtain ggy useful information
either, since it is encrypted by the AP's public key.
Figure 10 shows a variation exanple of W.AN inter-work
scenario of the present invention. 10 In this
oBEENALi Ontlhg USEId cistemdaln and, SIRSGI PHOAnformation in
information Is stored in a Virtual MI, as marked by
theétetadadOlant ThenVind ualcdMis (LGha) (maY) besiweatiad: crucial
anywhere in the WLAN, for exanple may collocate with
pdhes Astesse Pak Bt agdherentaeryprkingy $8quenee Wokhlain Server
start fromthe Virtual MI (10l1a). The nessage 15

{ Beguenceuanic: f pe ot reor! dhbenexastet BensapBcas from the Home
descri bed above. The only difference here is that the

DMfdimate Mief 1Q1a)) i sthe dnengsr coamnecied dbfoughaan useful
Air Interface (106) to the Access Point. The Access

irBesmest asn nat Keslr pysinterat 192antsybbedepti tye 20 s pubiic
that controls the connection fromWAN to
kdhei nt er-wor ked network. Virtual Mr (101a) could
connect to the Access Server (102a) using any
i nt erfiane;e el@.shewedy danfiaresh Staeploodh, WBhN. ihter-~work
is also possible for the Virtual MI (10l1la) to
sccold icatef wiid phesdccelsveSetaer (102a). In this
situation, the Msgl, and Msg6 will be 25 used
i nt erTmaltihyis amcbramghi, ndie fddow tddeexbet fodmtbasription
defi ned above. O her nmessage sequence and format wl |
imotred: iafrf éstedhr&8d iang ViemmiansMTheasaaeked by literal 10la.
The Virtual MT (10la) may be located anywhere in the WLAN, for
example may collocate with the Access Point. The inter-working
sequence will start from the Virtual MT (10la). The message
sequence and format could be exact the same as described above.
The only difference here is that the Virtual MT (10la) is no
longer connected through an Air Interface (106) to the Access
Point.

The Access Server as marked by literal 102a is the entity
that controls the connection fromWLAN to the inter-workednetwork.
Virtual MT (10la) could connect to the Access Server (102a) using
any interface, e.g. wired, Infrared; Blue-tooth, etc. It is also
possible for the Virtual MT {1Cla) to collocate with the Access
Server (102a). In this situation, the Msgl, and Msg6 will be

used internally, and might not follew the exact format as defined

above. Other message sequence and format will not be affected,



When this Virtual MI (10l1a) successfully obtained
access to the service fromhone domain of the
subscription, any W.AN Device as narked by literal
1001 associated with it would also 5 be allowed to use
the service. The security ne§5anisn1setup bet ween the
WLAN devi ce (1001) and Virtu MI' (101a) coul d be
proprietary, and the security level is to be decided
by the WLAN. A real world exanple of this scenario is
ahdatcpauser thestsmea WLAN Access Point at hone, and
s/ he has one subscription to 10 a public network,
e. 9. @S metvgriki-uandvs/ heowantsi@tds dayi cesiata e access
to be able to access the 3G service once authenti cated
tdorhdes Acerss Raimthomkhidontoid & be Haphenentied iusi NGny WLAN
the above described invention by having the Virtua
DM £ d Ul ) 6ldDeat edtewstin AccesssHoi At ed ThecVird waduld also
MI' (101la) woul d access the user's 15 credential and
bsHb3eWepticONs & Ahergmtiian . Bhgschus/ihemddrGe, i Ange tup between
proceed with the inter-work procedure. After that,
t WL ANAew ease ((1001)arcDul d-assor at @14 p colna AR psbpgietary,
any nmethod desired by the user, e.g. a sinple
2 PASSNOT €pr et BEY | DEveBNgds Use bbed3Gigenvbgeshe WILQN.
access the I Ms service. 20 It is obvious to anyone
ski |l lreacan tbelardxdmalte tfethhventdaricald dhatah exdcxr hosts
mul tiple AP situations, in which the Virtual M
a (Wirba)n cotd d reoldtocat @éone, h aariAR /tentnel bar, sabsthéption to
W.AN s Access Server (102a) to the inter-worked
a pefbidrk nelttvoirk , aksqg. cd €&t nichator ki, hendchéne vappts ed 1t devices
wi red devices, i.e. device associated to 25 the AP
att hrcoughonwbeeabl c ot hercacad eriflac 8d petreadeobnaker authenticated
interface could also enjoy the 3G services. In case
tofthrmuPtricplse Yoittal TB6sterwl ddbes e tenianttdre WALAN, the above

each of them should go through the
described invention by having the Virtual MT (10la) ccllocated

with Access Point. The Virtual MT (10la) would access the user’s
credential and subscription information, e.qg. his/her UICC, and
proceed with the inter-work procedure. After that, WLAN devices
(1001) could associate to the AP using any method desired by
theuser, e.qg. asimplepasswordprotection, anduse the 3Gservices,
e.g. access the IM3 service.

It isobvious tcanyone skilled in theart that the invention
could scale to multiple AP situations, in which the Virtual MT
{101a) couldcollocatewith an AP contiroller, or the WLAN' s Access
Server (102a) to the inter-worked network. It is also clear that
the scheme applies to wired devices, i.e. device associated to
the AP through wire or other interface instead of air interface

could also enjoy the 3G services. In case of multiple virtual
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i nter-working procedure independently. Wen one
virtual termnal 1is able to access nulti user's
information, e.g. accept multiple U CC card
si mul t aneously, inter-working procedure for each of 5
the user should be carried o I ndependently. Virtua
termnal could control the AN device (1001)'s
access to the service subscribed by the user using
proprietary neans, e.g. password protection, security

td Okenal &1 i 10 o ErROodLARNt c2)h| Hf tHigeh NIt MWOIK RGrough the
WLANs need to neke deci sions based on user

118t Cld Pt 1 04 ph-Blermbl QMe@stHeadny S§hen et ptuaf tefminal
time to time. Since this information is stored in the

i 4S8l 'eSt o Ry sdorml B Bk S igeneralliynnot . gl lowethdt Aultiple
be shared, WLANs 15 have to rely on the Hone Domain

UiSer vers (sEed) o dssie,y decitsione rkiSiqiga ddeihen®or each of
domai n m ght not always have the detail know edge of

tidestcechnelog Bs tisediéd ditf fiereptendANSL it Virtual terminal
inter-worked with, the Honme Domain Servers (104) are

cdold abdet £®l gilve exmetdev NSEr UTHDONSst actbesr esouheeservice
managenent entities in the W.ANs. 20 Al so, sone

sER 1 Gatd ONs thes GuseadnisSsigop repmt ety egdnte kogal password
network i nformation, and prevent decision nmaking in

pdone: ok nsecibt gy ecdidershossc an exanpl e
i mpl ementation of the present invention that solves
the problem In the framework, the Mbile Term nal,
as marked by literal 801, is connected to the network

(FRBoddimoirgh 2)he WLAN functions. The WLAN functi ons
include the Rule Engine, as marked by literal 802, and
Rul e Imntreepieter -waskimpkedLB3Ns byedd tter alak808ecTheons based
Rul e Engi ne (802) is the executer of the commands from

on user subscription informaticn, e.g. admission control, from

time to Time. Since this information is stored in the user’s
home domain, and is generally not allowed to be shared, WLANs
have to rely on the Home Domain Servers (104) to issue decisions.
Since the home deomain might not always have the detail knowledge
of the techneoclogies used in different WLANs it inter-worked with,
the Home Domain Servers (104} are not able to give exact
instructions to the resource management entities in the WLANs,.
Also, some applications, e.g. admission control, require local
network information, and prevent decision making in home domain.

Figure 11 shows an example implementation of the present
invention that solves the problem. In the framework, the Mobile
Terminal, as marked by literal 801, is connected to the network
through the WLAN functions. The WLAN functions include the Rule

Engine, as marked by 1iteral 802, and Rule Interpreter, as marked
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the Rule Interpreter (803). It controls the
accessibility of the Mbile Termnal (801), and
manages the | ocal network resources. 5 As shown in the
figure 11, this engine could collocate with the

access point in the WAN, bug this is not mandated. In
actual inplenentation, it c Jld be a separate entity
that has communi cation channels with the access

poi nt. The Rule Engine (802) also has the channel to
b§i gnakiA® Bo3the Mobile Termnal 10 (801). The Rule
Interpreter (803) is the entity that receives rules

from the: hore dogeha @ox)hes bl beedseer @NUhe commands from
interprets themin the WLAN | ocal context. It also

thasrthe respepsibili(yo3t o repechtmobil ehusakcskatvs1ity of
related information to its hone 15 domain. The Rule

thateppreteir(i8Q3) (sece| wesi ahese4 ramitde: IRubewSEr¥elsources.
that resides outside of the WLAN, as marked by litera

A8Mhovwihemethe Adglieguirenerits tagithhecphager®@ntio©ité Re th the
Rul e Server (804) . The Rule Server (804) is required
atOe P ovb UeL rid eshd hatarg0 her ttalin tie the Mabida¢edserin actual
using the inter-working service. It is possible that
itheertthes Sesver (18040 Ser ves nul tspbteranet workistd hathat has
inter-work with the WLAN. The Rule Server (804) could
catson bes apsoxyhdrirad 1§ ndier ades darddweWoANt .S TRe Bule Engine
Interpreter (803), and uses back-end channel s
(4 Bac krlend hBrsotassthgnnadmas kety2h] hyg 1tid erhad M80B5) et Derminal
retrieve information fromthe actual servers. A
{#ypi cal operation in the exanple inplementation is
shown 38 in Figure 12. The nobile user woul d request
cert ailines@iec ént-erpugiterhd 803) is the entity that receives
rules from the home domain of the mobile user, and interprets
them in the WLAN local context. It also has the responsibility
to report mokile user status related information fto 1iits home
demain.

The Rule Interpreter (803) receives rules from tThe Rule
Server that resides outside of the WLAN, as marked by literal
804 . There is no requirement for the placement of the Rule Server
(8C4). The Rule Server (804) is required to provide rules that
pertain to the mokile user using the inter-working service.

It is possible that the Rule Server {(804) serves multiple
networks that inter-work with the WLAN. The Rule Server (804)
couldalsobeaproxythat interfacestotheWLAN' sRule Interpreter
{803), anduses back-end channels (Back-end Processing, asmarked

by literal 80b) to retrieve information from the actual servers.

Atypical operation in the example implementation is shown
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Mobile Term nal (801) fromthe W.LAN, as marked by
literal ST 9001. The Rule Engine (802) in the W.LAN
that controls the local 5 resources would query the
Rul e I nterpreter (803) about the corresponding
operations to be taken, as aggked by literal ST 9002.
The Rule Interpreter (803) Id check init is |oca
cache if a valid rule set exists applicable to the
operation, as marked by literal ST 9003. If so, it
iMomt gupekesa deci sion based on 10 the rules and
current network status in the WLAN, and naki ng
cor r espoR@PIg sthiakuswd epdbackiddt egaieds e i gel @€abugh the
cache could be inplenented I n the physical nmenory of
M&bEL &Nt eFrRIgLEr (801 AN rext enBaliLnen- vel akirlkedstegr ageeral ST
device. Information stored in the cache woul d incl ude
atthe. rilee rul%? Eogehvedsbr pmit heRulanSeryerc480dd1é nthe local
the previous transactions wth a tinme range
réfeli cads Nngoiil 8 valdirgi tytper kate Certedipt dtrdexisms) about the
i nformati on should al so be included for identifying
cérte sp@id1 ey dige tdrei drud eto \Wert skdl elsS maalkdedi byy literal ST
expired, it should be marked as invalid and be
UENPTeEd Rl earte rgpRardunBBesvol @@ heatket nrit] ésfr®iml cache
the Rule Server (804) could also override the rule in
it hevehcheullensor deri dtor abhe ipebper to efrd evatraolichheas marked
rule, certain information defining the rule
oappltieadl eST ange3 | sTal so, stowedWlthake. aTHesiedohdbased on
be, for exanple, the domain information of the nobile
thuserutdmtarshouhdrdet useingothi stablhie. iht the BhaNpusn@Smaking
to anyone skilled in the art that nore informtion
caxod shdred storsedtudepentiatg oA nenplieeht Bhi®Aocal cache could
requi renment. The rules are in a very 39 generic form
besiimpd dnteritechon fhasphieiftel newoRul @f SsrvemtEBPA)etdm or an
obtain the underlying technol ogy of each WLAN it
exjganrect edbn-volatile storage device.

Infermation stored in the cache would include the rule
received from the Rule Server (804) in the previous transactions
withatime range indicatingitsvalidityperiod. Certain indexing
information should alsc be included for identifying and
retrieving the rule. When a rule’s validity expired, it should
be marked as invalid and be remcved in early cpportunities. A
later rule from the Rule Server (804) could also override the
rule in the cache. In order for the proper retrieval of the rule,
certain information defining the rule applicable range is also
storedwith it. This couldbe, for examole, the domain information
of the mobile user that should be using this rule. It is obvious
to anyone skilled in the art that more information couldbe stored

depending on implementation requirement. The rules are in a very
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to. Therefore, the Rule Interpreter (803) needs to
derive WLAN 5 specific decisions wth proper
paraneters fromthe rules regarding | ocal network
status. For exanple, the rule could be "ALLOW3 Mps
BANDW DTH, TIMELIM T 10 m n. ', ,Wen the WLAN i s using
H per LAN 2, this could be trgﬁslated by the Rule
Interpreter (803) into decisions "allocated n nunber
of LCHs for the termnal 10 for uplink and downlink in
g&Ner Yo e f kares” it andnosendasopnectd Ofhet RAL e FWer (804)
command from AP after g nunber of MAC franes", where
td b iaimtie areigal e @tetHiomdhe i Rfammatizan ief cbh@ected
Hi per LAN2 specifications. It is obvious to the
tgerson skilled in the art that the above is only an
exanple, and the rule could be in any 15 generic
f or matrragreeRg Het we e itdhen RubgrSeevers (8043 cana ot di€r i ve WLAN
Rule Interpreter (803) depending on the operation
st veddelcd sa ce@sewivherner gider pAkANtteani guémi Sche rules
enpl oyed, the Rule Interpreter (803) should operate
rddutdicnG ank dehkedcas shatier. exanpkenpld FEASOZ2 Wk could be
technique. 20 In addition, in a case where no
"MW ablM g EredW S BH } nTImbeIMotal ocache”ofthethetRdl ®LAN is
Interpreter (803), the Rule Interpreter (803)
udirenS b e SLANY 2guests douldheeRiden Nerivel b 804)R1ake MaLkegreter
by literal ST 9005. When there are plural Rule Servers
(4@04).nteatmneict vthd Oatthe cRileel hnteitpred em.qB08dr Ore theminal
Rul e Server (804) 25 is a proxy, the Rule Interpreter
Fr863) imeadd doonise 4 heemabiy/lreMAGsennesdonmidt® send connection
information to decide which server to use. In a 40
tecaselowherenmheref remnbP rept yr f¢ omntthrer R BASefvemnes”, where
(804), or in a case where no rule regarding the
threequest gisravailcabkeeat fthe the information of the HiperLAN/2

gpecifications. It is obvious to the person skilled in the art
that the above is only an example, and the rule ccoculd be in any
generic format agreed between the Rule Server {804) and the Rule
Interpreter (803) depending on the operation involved. In a case
where other WLAN technique is employed, the Rule Interpreter
(803} sheould operate in the same method as in, for example,
IEEE802.11 technique.

In addition, in a case where no avallable rule exists in
the local cachecof theRule Interpreter (803), theRule Interpreter
(803) transmits a request to the Rule Server (804) as marked
by literal 3T 92005, When there are plural Rule 3ervers {804)
connected Lo the Rule Interpreter (803), or the Rule Server (804)
is a proxy, the Rule Interpreter (803) needs to use the mobile

user’s domain infeormation to decide which server to use. In a
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Rul e Server (804), the Rule Interpreter (803) needs to
decide the nobile user's domain information in order
to decide which 5 server to use. O in a case where
there is no reply fromthe Rule Server (804), or in a
case where no rul e regardi ng the request exists, the
Rul e Interpreter (803) may ué’ certain pre-set default
rule sets to nmake decisions about the operation. 10
For exanple, when no information about the user's
cag6esBer& angeraviad Irablreffinombhe tRul rRuBeryerv£é804304), or in
the Rule Interpreter (803) could decide to let it
a dELES W OGaInd pinanetqarkbyngoOEhaceggestnierdi@iilable at the
resources depending on the trust |evel of the user's
rhogesaetaer k3¢ o) | henWAN e Thitsedefaedt radBs il the decide
stored 15 in the Rule Interpreter (803)'s |ocal cache
t06 16861 Bé Niextes Nddma S Qrmageded o Siracoesst e deeitdie which
Rule Interpreter (803). It is obvious to anyone
sSkirbtetdoinséhe art that there could be different
rules for different operations. Wien the Rul e Server
(804)cr eqeiavedskhehengutiyrd rimicheep2@ Rube the Rule Server
Interpreter (803), it would search its rul e database
($04), tde ieoarespondiae Md eslcascfardedgbyhd iteeradsiSExists,
9006. When the Rule Server (804) obtained the rules,
thé¢ Rudld dnsem@riettetro (8h8) R erdenterprehesré884) daault rule
marked by literal ST 9007. After receiving the rules
séromd healRel @ Ses verns (804ht the Rokea2iohnterpreter
(803) would update its | ocal cache with the new rul e,
and i riteer pretipile, | nhen WoANNSpetiaftiioncehmahdshe asser’ s access
mar ked by literal 41 ST 9008. The format for
rdngnsieriliakg et heom ulhee Reédss¢wovde (@Fleedihe Rule Interpreter

{803) coulddecide to let it access local intranet only, or access
internet resources depending on the trust level of the user’s
home network to the WLAN. This default rules could be stored
in the Rule Interpreter (803)7s local cache or certain external
storage that 1s accessible by the Rule Interpreter (803). It
is obvious to anyone skilled in the art that there could be
different rules for different operations.

When the Rule Server (804) received the encuiry from the
Rule Interpreter (803), it would search its rule database for
the corresponding rules, as marked by literal ST 9006. When the
Rule Server (804) cbtalned the rules, it would send it to the
Rule Interpreter (804), as marked by literal 5T 9007. Affer
receiving the rules from the Rule Server (804), the Rule
Interpreter (803) would update its local cache with the new rule,

and interpret it into WLAN specific commands, asmarkedby literal
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between the Rule Server (804) and the Rule Interpreter
(803). This could be done dynam cally through sending
the rule format 5 definition to the Rule Interpreter
(804) fromthe Rule Server (803) . Wth this
definition, the Rule Interpr%ﬁer (803) is able to
extract the necessary rule information fromthe
nessage. In order to achieve this, the Rule
Interpreter (803) needs to support a set of
sDpet@sions that could be used to define the rules. 10
Rul e interpretation operations::={ ADD, SUB, MJL
DIV, I5hANMBrma@RforEQUALs FeCONBL TN, ruNEGId M Ko 202 agreed
ACCEPT; REJECT; STOP; RELOAD, 25 Data structure 1

bethesen alioy &ulse arrexanplom 0f atle toperatieonstesuppakiredsos) |
by the Rule Interpreter (803) . An exanple of the 42
Tioperatilen blel abneedyhftch 01 guppestgh Wenhdieid nidd emlieS format

given in data structure 1. In this, the ADD, SUB
dadvily i Dl dh aree ey RresponditRgpreter (804) from the Rule Server
(803). With this definition, the Rule Interpreter (803) is able
to extract the necessary rule information from the message. In
order to achieve this, the Rule Interpreter {803) needs to support
a set of operations that could be used to define the rules,
Rule interpretation operations::={

ADD;

SUEB,

MUL

Drv;

AND;

OR;

EQUAL

CONDITION,

NEGOTTATE

ACCEPT;

REJECT;

STOR,

RELQAD

}

Datastructure 1l shown abeve isanexample of the operations

supported by the Rule Interpreter (803). An example of the
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to add, subtraction, multiply, and divide operations
in mathematic context. AND, OR, EQUAL are | ogical
operations widely 5 used in all conputation |anguages,
e.g. the same as "&&", "I I 1 11, and in C
progranmm ng | anguage. CONDI TI means that the rule
has conditions to restrain it§ usage range. NEGOTI ATE
nmeans that a negotiation is required before the
actual decision could be made. ACCEPT neans to accept
obheategHesi st ofe pperad iton sugnd ri0 rREIEEI FRARSohOis given in
reject the request for operation. STOP neans
dh b etrRitute 1 henanirentheperat som, MBEL QA hscf@rddigonding
Rule Server (804) to indicate to the Rule Interpreter
£§803)d t o supdate-ttikg, delilritilen aaddreidepiio®y.ogdrdtSions in
obvi ous to anyone skilled in the art that there could
mHEHH0E €1 ORBDrAld - aNSANDP R BGUBY, ddhe 1045cRUl ®@perations widely
Interpreter (803) in the real inplenentation. In order
ut odfior Al heompihiest; i dhe Ry dat ,eeppet gte (SBQ3) aal sos”, “7 |17,
needs to be able to understand a set of basic
aldfl t YEbUL Enset prodhismiyl dabeuaper atoUDIZOONN@kWOK that the
dependant. To inter-work wth different network, the
riRd @ alsntengt et ens (B03psicpatihel VEANa2Q@ pahy=Ne8BOTIRTE means
understand the information that is used in that
tnet wonkgoEdn téwanpt e adheinrddberfomer ked adthah BEision could
network, the Rule Interpreter (803) needs to know
beerdds N ATESIRT 3€anel Abedccaptritbetmsyudmotiher op@ratsion, and
to have the Rule Interpreter (803) and the Rule
RISHEVEImé804) tagregeon ahseteqficeatt EbbubpsrbhabncafT?h means
formall the possible information in the inter-worked
imet okt indRehe dutsIpr ebatban oQo RERCGAD hut &sr the RiBle Server
MaxBandw dt h; M nBandw dt h;

(804) to indicate to the Rule Interpreter (803) to update the
definition and re-deploy. It is obvious fto anyone skilled in
the art that there could be more operations supported by the
Rule Interpreter (803) in the real implementation.

In order fo form the rules, the Rule Interpreter (803) alsco
needs to be able to understand a set of basic attribute set.
This would be operation and network dependant. To inter-work
with different network, the Rule Interpreter (803) in the WLAN
only needs to understand the information that is used in that
network. For example when inter-worked with a 3G network, the
Rule Interpreter (803) needs tc know certain basic 3G related
attributes. Another way is to have the Rule Interpreter (803)
and the Rule Server (804) agree on a set of attributes that can

form all the possible information in the inter-worked network.

Rule interpretation QoS attributes::={
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Aver ageBandw dt h; MaxDel ay; 5 MaxJitter; MaxPktSize
Burst; Filter; Meter; 10 Marker; Dropper; Start
Time; Stop Tine; J 15 Data structure 2 shown above
is an exanple of the attributes list for QS rule
interpretation. An exanple of,the attributes |ist
that needs to be supported fé? the QS rel ated
operation is given in Data structure 2. The
MaxBandwi dt h, M nBandw dth, AverageBandwi dth are the
attriputesndiordthe bandwi dth related 20 i nformati on.
The MaxDel ay, and MaxJitter gives delay rel ated

i nf ormatBoRGabeut -t he rul e. MaxPkt Si ze gi ves
i nformati on about the maxi num packet size to be

supportetigdhenduf sthywoul d i ndi cate the burstness
allowed. The Filter is a conpound attribute that

cont avnsnéigeld such as, source address (origination
poi nt 25 address), destination address (term nation

poi ntMaddi ess)y; source port (origination point port),
destination port 44 (term nation point port), TCS
fiel djaepictsddeis used for the distinguishing of the
streamto apply the rule from other streans.

Burst;

Filter;

Meter;

Marker;

Dropper;

StartTime;

StopTime;

}

Data structure 2 shown above isanexample of the attributes
list for QoS rule interpretation. An example of the attributes
list that needs to be supported for the QoS related opsration
is given in Data structure 2. The MaxBandwidth, MinBandwidth,
AverageBandwidth are the attributes for the bandwidth related
infermation. The MaxDelay, and MaxJitter gives delay related
informaticn about the rule. MaxPktSize gives information about
the maximum packet size to be supported. The Burst would indicate
the burstness allowed. The Filter is a compound attribute that
contains field such as, source address (origination point

address), destination address (termination point address),

source port (origination point port), destination port
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It is obvious to anyone skilled in the art that using
the Filter, the rule could be specified to apply for
one termnal or a group 5 of users. Meter, Marker,
and Dropper are conpound fields that are specific to
Di ff Serv [ Non-patent docunent, ,12] . StartTime, and
StopTine indicate the starti%a and stop tine for a
certain operation. It is obvious to anyone skilled in
the art that in 10 real inplenentation there are nore
(attmihatesnt pobetsupport edosbyithe, Ralke | nternpr el«@&d for the
(803) depending on the technology used in the
di st engwoskedg net viox ki resimng bhelghoweral b rirbut @shafGtreams .
operations supported by the Rule Interpreter (803),
Ithe RoleouSarveny8049k tolkd idethaeatthe Haer maingfrideilter,
rules to be transferred. 15 For exanple, a server
tineedd d eodetibe sodarimid @ bpbl oW dg oncExampliea®Sr a group
format::= [ OPERATI ON, AVERAGEBANDW DTH, BANDW DTH
oNAR;edld ME PERIOD} It could define the format as:
Exanpl e QoS format definition::={ 20
OPERAM«M¥:r: ,=URKRATI, Ohlhd Drepper are compound fields that are
AVERAGEBANDW DTH: : =Aver ageBandwi dt h; BANDW DTH
sPAAR £ = Bardfisedirty SUBnMoaBandwddidtnment! VE ] PEREERETime, and
c=Start Tinme SUB StopTine; } 25 Therefore, a QS
StaTated indecgoal dhbe stend iasy fold ovtog: tExenpleer @Scertain
rul e:: =[ ALLOW 10MBps, 100Kbps, 5hour] 45 It is obvious
odsr smyoone Iskiild edviimutshecaehviehat stdénedcanl dhebarfmotaat in
conplicated conbination of the attributes and
regperiapilementation there are more attributes to be supported

by the Rule Interpreter (803) depending on the technology used
in the inter-worked network. Using the above attributes and
operations supported by the Rule Interpreter (803), the Rule
Server (804) coulddefinethe formatoftherulestobetransferred.
For example, a server needs to define a format as following:
Example QoS format::= {(OPERATION, AVERAGEBANDWIDTH,
BANDWIDTH VAR, TIME PERIOD}
It could define the format as:
Example QoS format definition::={
QFPERATICON: :=0OPERATION,;
AVERAGEBANDWIDTH : :=AverageBandwidth;
BANDWIDTH VAR::=MaxBandwidth SUB MinBandwidth;
TIME PERIOD::=StartTime SUB StopTime;
}

Therefore, a QoS related rule could be send as following:

Example QoS rule::=[ALLOW;10MBps, 100Kbps, Shour}
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to formrules. Rule interpretation nobility
attributes::-{ 5 Oiginal Address; Current Address;
HoneAgent Addr ess; Local Agent Addr ess;

Next Agent Addr ess; 10 Tunnel Addr ess;

Local AccessAddress; Start nge; Stop Tine; Filter;
15 } Data structure 3 shown ove i s an exanple of the
attributes |list for nobility rule interpretation. An
exanple of the attributes collection that needs to be

supporiedshybiheuRubeanyntesprietierd (803 4nt ander thére could
support nobility is given in Data 20 structure 3. The

b&OricFenabmAU e 8s8dicnfroim £xiarp b, tid e thereuaddr £58 cpefrations
the Mobile Terminal (801) in MbilelP [Non-patent
telocopentul148] context. The Current Address is the
care-of -address in Mbile | P scontext. The

HonmeAge muAddries s rpand dioeal Agent Addy esst r afecdhe: Aone
agent's address and foreign agent address in 25

Mobi | @ Pysneontiéxéss The Next Agent Address coul d be the
agent in next domain the Mbile Term nal (801)
expectedréoridiesssIhe 46 Tunnel Address is the address
for tunneling, which is the traffic needs to be routed

t hr oughiné et Aadre kocal AccessAddress is the
LocalAgentAddress;
NextAgentAddress;,
TunnelAddress;
LocalBAccessAddress;
StartTime;
StopTime;
Filter;

}

Data structure 3 shown above is anexample of theattributes
list for mchility rule interpretation. An example of the
attributes collecticn that needs to be supporied by the Rule
Interpreter (803) in corder te support mobility is given in Data
structure 3. The OriginalAddress is, for example, the home address
of the Mobile Terminal (801) in MobileIP [Non-patent document
13] context. The CurrentAddress is the care-of-address in
MobilelIP’ s context. The HomeAgentAddress, and LocalAgentAddress
are tThe home agent’s address and foreign agent address in
MobilelP’s context. The NextAgentAddress could be the agent in

next domain the Mobile Terminal (801} expected to enter. The
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address for | ocal AAA service. StartTinme and StopTi ne
are used to indicate the lifetinme of the above
information. Filter is 5 the conpound attribute that
used to distinguish the streamto apply with the rule
from ot her streans. 'S obngous to anyone skilled in
the art that the real i npl erént ati on woul d i ncl ude
nore attributes in the list, and the definition of
t he above attribute would vary depending on 10 the
Thechhoiogees iusete Afdefsd mber pighéngng hevHiHes sushd@raffic
the definition sent fromthe Rule Server (804) at the
n&utie donberpreted tHr8dHh tasneanked bychirterassSIdP068,is the
the Rule Interpreter (803) would send the detai
adlgcé s onsr e ddie ARAl ecEngine 802} Tioe awXeriddMike &% e used
mar ked by literal ST 9009. It is also possible 15 for
td hen®Ruteté nties pr eferi(803F thef epvwaedisdoembnfionnatioter is
to the Mobile Terminal (801) in case sonme cooperation
the cegtacthd att thiighere lewel dsecara yiieutinkhe stultee stream to
properly. For exanple, to send the IP layer filter
apwforavdth ohe soutdatrdmecsheeantwodhd. be passed down
to the Ethernet layer with proper marking. It 20 is
al so poss blerifars theaRybaeSekveil «(804)tH® aredefiate the real
the rule format by sending a new definition, and then
irgp RELODAD: ojpet atdwind imdlerdelmicrec @it idhgehen the list, and
acconpanied by tinme information that nakes the
thupditfiing thappert dthecetbbaien aptedétitel weulbnvihe Sypkaming on
the Rule Interpreter (803) could also be 25
theorifadduredd dice s mpEat .t Addeounniteg rared imgnither rndgesl nsang the
normal accounting inplenmentation, the WLAN need to
defriarisfiem akhtthemhe &wldatarcot {€08edt bheleilmieterpreter
network of the nobile user. This would waste the
{(Gietlwork resbeddes lsitromIntl aPPst heheldvd cadeterpreter (803)

would send the detail decisions to the Rule Engine (802) for
execution, as marked by literal ST 92009. It is also possible
for the Rule Interpreter (803) to forward some information to
the Moblile Terminal (801) in case some cooperation is needed
at higher level to carry out the rule properly. For example,
to send the IP layer filter informaticn, so that the stream would
be passed down to the Ethernet layer with proper marking. It
is also possible for the Rule Server {(804) to redefine the rule
format by sending a new definition, and then a RELOAD operation
rule. This cculd also be accompanied by time information that
makes the updating happen at certain preset time.

In the system, the Rule Interpreter {(803) could alsc be
configured to support accounting and monitoring. In a normal

accounting impliementation, the WLAN need to transfer all the
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needed. And it al so poses a | arge conputati on burden
on the accounting server at the hone network since it
needs to process 5 all the raw data and acquire
desired information. A way to solve this is to have
the WLAN do sone | ocal procgzsing first, and send
back only the data specified by the hone network.
Since different WLAN has different statistics for
recording, sonme prelimnary filtering is required. The

r&uletk0 contierqpreet ep €8 Nomwwed weald eet tEOrm@sPORdidd-. This
statistics and convert theminto the records that

wooLdl dvde-asefiall népwbhe répbercwer kinge fhe setl ohe data are
records to be obtained should be basic sets that

neibd. bEndsed bosbopmsanry of urdhgr Sophiisdt ot edurden on the
records. The Rule Server (804) and the Rule

adddefpied efe (1803 )k tshioy | Kbrhave: tlil ran sagreee etk ttheprocess
basic sets, or a common open standard could be

aladofied; ad ofatexanpd eathei aét débutes defoppdtion.
RFC2924. Rule interpretation accounting
attri butwes, tof sStlard cHine;is BndThaes tR26 WURNead Fowme; local
Report Peri od; BatchReportingTi ne Packet Transm tt ed;
pRacket Ixpppied;t ,BytelTsansnbatedon 1 25cByteroppedified by the
Priority; 48 Bit rate average; Bit rate Mx;
home network. Since different WLAN has different statistics for
recording, some preliminary filtering is required. The Rule
Interpreter (803) would collect corresponding statistics and
convert them into the reccrds that would be useful in the
inter-working. The set of records to be obtained should be basic
sets that couldbe used to formany further sophisticated records.
The Rule Server (804) and the Rule Interpreter (803) should have
an agreement on the basic sets, or a common open standard could
be adopted, for example the attributes defined in RFC2924.
Rule interpretation accounting attributes::={
StartTime;
EndTime;
CurrentTime;
ReportPeriod; .
BatchReportingTime PacketTransmitted;
PacketDropped;
ByteTransmitted;

Bytelropped;

Priority;
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Bit rate Mn; Mx Pkt size; 5 Mn Pkt size; Max Pkt
interval; Mn Pkt interval; Mn Drop interval; } 10
Data structure 4 shown above is an exanple of the
attributes for accounting rule interpretation. An
exanpl e of the attributes tggbe supported by the Rule
Interpreter (803) for form ng accounting rules is
given in Data structure 4. These include the basic

i nformation that should be collected by the Rule

Engi nei d5-4 892)vangyshoul d be avail able at the Rule
Interpreter (803). The Rule Server (804) would send a
definkit onaf mdre: accounting record desired to the
Rule Interpreter (803) using these attributes and the
mat hepdt i €2 operat t ons. For exanple, when the detail

records required by the home network are the duration
20 ofmaherit affie; the bandwi dth used, the bandw dth
vari ance, the drop rate of the packet, the definition
of theiracwouniing: |ist send by the Rule Server (804)
coul d be: Exanple accounting list::-{
DURAMLON pisEndfiaver-8B Start Ti me; 25 BANDW DTH: : =Bit
rate average; BANDWDTH VAR :=Bit rate Max SUB Bit
rat e Mdm,; P49 BRER-RATE PKT: : = Packet Dropped DIV TOTAL
PKT: : =[ Packet Transm tt ed

Min Drop interval;

}

Datastructure 4 shewnabkove isanexanple of the attributes
for accounting rule interpretation. An example of the attributes
to be supported by the Rule Interpreter ({803) for forming
accounting rules is given in Data structure 4. These include
the basic information that should be collected by the Rule Engine
(802) and should be available alt the Rule TInterpreter (803).
The Rule Server (804) would send a definition of the accounting
record desired to the Rule Interpreter (803} using these
attributes and the mathematic ocperations. For example, when the
detail records required by the home network are the duration
of the traffic, the bandwidth used, the bandwidth variance, the
drop rate of the packet, the definition of the accounting list
send by the Rule Server (804) could be:

Example accounting list::={
DURATION: :=FndTime SUB StartTime;
BANDWIDTH: :=Bit rate average;

BANDWIDTH VAR::=Bit rate Max SUB Bit rate Min;
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ADD Packet Dropped]; I 5 It's obvious to anyone
skilled in the art that there would be nore attributes
coll ected by the WLAN than that listed in the
exanpl e. The actual information collected would al so
depend on the technol ogi es gﬁed in the WLAN. Waen an
attribute used for the accounting specification is
not recognized by the Rule 10 Interpreter (803), an
error report should be sent to the Rule Server (804)

, SO hhar kherepror:would be noted, or a substitution
could be negotiated. It is also obvious that the above
schene coubg-be:rpsgsh&8r DSV atrysAMO PRI I®aelk tthe ansmi tted
W.AN too. Real -tine accounting, e.g. accounting for

AL epad: e sRrybeedj coul d al so be 15 inpl enented using
the facilities provided above. For exanple, this

coul d} be i npl enented by setting a rule with the
condition as follow ng: {STOP; CONDI TI ON

Byt eTranmbbtred uEQUALarkVE} skThe cBul e U erpreter O3 would
woul d translate this into WLAN specific conditions,

bee.ghrd mitterimatods numbbsciofd LEHst hor wpaN20hEhpenbANf2sted in
system and issue a di sassociation comand to the

tlraceessppei. nthepertudie i hbtinkicient cof 1 ebecgondi1d enNsso depend
In case of user top up or upgrade of service, a new

orr te fraamrtdie R e uSet vier {1804 LaaNn Wvenradeatheiblhide used
one with new conditions. The Rule Interpreter (803)

Tdrs takesecabhionedgt spadapt chhéonnt enpstetatdcaam 25edfot hte Rule
rules in case of network condition change in the W.AN.

Titkirpredgd (W@pPpPen anf er rexampier twWsén utlkie bepdehat tonthe Rule
schenme change 50 or error rate change in the system

Segoieur $866) t vat thhé flor meror wdel griet atited, becanesbabditution

| onger valid. When this kind of
could be negotiated. It is alsoc obvious that the above scheme
could be used for status monitoring of the WLAN too. Real-lLime
accounting, e.g. accounting for prepaid service, could alsc be
implemented using the facilities provided above. For example,
this could be implemented by setting a rule with the condition
as following: {STOP; CONDITION ByteTranmitted EQUAI 10MB}.
The Rule Interpreter (803) would translate this into WLAN
specific conditions, e.g. in terms of number of LCHs for a
HiperLAN/2 system, and issue a disassociation command to the
access point upcn the fulfillment of the conditions. In case
of user top up or upgrade of service, a new rule from the Rule
Server (804) can override the cld one with new conditions. The
Rule Interpreter (803) isalsoallowed toadapt the interpretation

of the rules in case of network condition change in the WLAN.

This could happen, for example, when the modulation scheme change
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situation occurs, the Rule Interpreter (803) need to

adapt the nmapping between rules and WLAN | oca

paraneters so that the service 5 woul d not be

interrupted, and report the changes to the Rule

Server (804) . The Rule Servgg (804) would be able to

eval uate the changes and possibly re-issue rules.

This way, service interruption due to transient

states in WLAN coul d be avoi ded. The 1st aspect of the
opresent raventhengesia mBthegsokm tQcpret ect ithgtmbid €ormer
user identification information in a W.AN

ihbéeprvoaking, beompidssing Lhecstrepsabid. | whpear forid ngind of
hi erarchi cal encryption of a nessage containing the
sobh bt eorsercuddenttid Redtl ontenbeematl 0a0w thedidff@retdot the

keys at different encryption levels; ii. using hone
maeth fhaawe ehoru lasss 5 anes 1kb-d nps pathé NGr & Be encr ypeed rvice
nmessage to a correct network; and iii. using

whehponiat yogdommt ar specedij cahdentpbi-er thar chantber to the Rule
concealing of an actual identification information of
Séheenobid &) usere Rille: Zndwaspet0Of wha.piesehtle to evaluate
invention is the method of protecting the nobile user
theleahbfhgeat kod ipdorimaist oneatsondi mgle20 tThidhevappvecrvice
procedure, further conprising the steps of: i. using
iralsymmugt rien chyspttogtaphy ischentatos jn ol iculef tehevoided.
nobil e user identification information with an
i nt erided receigerdts key;handresént ushngnchahl éage method of
nmessage - response exchange schene for a nutua
prautdeningatdlonl of uaenobidkee ttidrimatdlonanc @ mettwiork it a WLAN
protect 25 against attacks. The 3rd aspect of the
irpressemriinent i ormpsishegmethed ofte®t protecti ng pheforming
nmobi |l e user identification information according to
hitdven ratiolas procedwte onf of tthere scewpr csithgithegstiepyodfile user
i . sharing

identification information with different keys at different
encryption levels; ii. using home domain name for assistance
in routing the encrypted message to a correct network; and iii.
using temporarydomainspecificidentifier for further concealing
of an actual identification information of the mobile user.

The 2nd aspect of the present invention is the method of
protecting the mebile user identification information according
to the above procedure, further comprising the steps of: i. using
asynmetric cryptography scheme for protection of the mobile user
identification information with an intended receiver’s key; and
ii. using challenge message - response exchange schems for a
mutual authenticationofamobile terminal andanetwork toprotect
against attacks.

The 3rd aspect of the present invention is the method of
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the intended receiver's asymetric cryptography key
wth the nobile termnal prior to a start of nessage
exchanges by storing 5 it in a storage device that
coul d be accessed by the nobile term nal securely;
ii. updating the asynmmetric éﬁyptography key pair to
be used by including a new key in a replied nessage
and encrypted and protected by the current key; and
iii. identifying the asymretric cryptography key pair
peatEenthy thesetdobnl & hecentayptioncd0ibaridfemation according
identification informati on protection by enbeddi ng an
td nhemmatvicqird dedu tomahptheieiorid icingiee 4thpaspect . eharing
the present invention is the nethod of protecting the
tiobihtesused radenivét cationunator oatkoprageapdiyngeyt @ith the
t he above procedure, wherein a nessage sequence for
mdiel AN Bailnb et e wardkengt 4 8t capabkeagk eruttuabdys by storing
authenticating the nobile termnal with WLAN, and its
ithome feimworkdenione hrEssaged bewttte dad by the mesishgecrminal
sequence conprising: i. the nobile termnal sending
sdmitdiey addesapdaithhgat hessagensionps it ngcddhesgneiyept edir to
identification information, a nutual authentication
bd nterdney il 20 ng avlEW geyser shoapl dedaidr 3 afonmet ¢00r ypted
and other necessary information; ii. the Access point
argendratgedioe@d bhpbithe userrent hioae; dendi nider vieteratifying the
nmessage conprising the encrypted nobile user
agyertificat yoho gndphpitdyore i t hermehdaly wddéntiihcadhonyption
i nformati on, and ot her necessary information by using
farhéheobiiket25igséiohofe fdomitnonnporimeticdonn bii emibhdding an
Access point receiving fromthe nobile user's hone
indomgiat iser ver aa dvessiage iconpratsioy. 52 t he nut ua
aut hentication informati on and ot her necessary
i nf offiret B6h; 2apdct o f ttHee Mitsidentt drwviemalioredei thagmethod of
fromthe access

protecting the mobile user identification information according
to the above procedure, wherein a message sequence for the WLAN
inter-working is capable of mutually authenticating the mobile
terminal with WLAN, and its home network in one message round
trip, the message sequence comprising: i. the mobile terminal
sending to the access point a message comprising the encrypted
identification information, amutual avthentication information,
a mobile user home domain information, and other necessary
informaticon; ii. the Access point sending to a mobile user’s
home domain server a message comprising the encrypted mobile
user identification information, the mutual authentication
information, and other necessary information by using the mebile

user home domain information; iii. the Access point receiving

from the mobile user’s home domain server a message comprising
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poi nt a message conprising the nutual authentication
information and other information forwarded by the
access point fromother 5 servers. The 5th aspect of
the present invention is the nethod of protecting the
nobi |l e user identification i%%ornation according to
t he above procedure, wherei n"the nessage sequence for
the W.AN inter-working further conprises: i. the
Mobi | e user's honme 10 domain server sending to a
teentisduager ¥@than MR8 SAYEnC ONPE b Shdlgi ot hendutslether necessary
aut hentication information and other information
ifioswas dedn by:nidhiev ACEe$®HIdidt e £ Ofia MR bicke Vi@ @k the access
and ii. the Mobile user's hone domain server
pb et elavihdigs 4 ¢ © oklpe iea iy Bhe B@mvenN aldtteemMessSageon information
conprising the nutual authentication information 15
aad b it e ri n fafrodathtdro f orvabeldobwat Heda d @ heodmlt If@om other
termnal. The 6th aspect of the present invention is
séheen®t hod of protecting the nobile user
identification information according to the above
pr oceth &ytwhereidt afseheofroaessagendeimbintios hthe usethod of
in the nessage sequence for the W.AN i nter-working
protgt Seg th20ndbi hideer Usentideotttverirsfpaeidtion according

the WLAN accessible to all network nodes; ii. nobile
taisere salhore doreeduraf ovlratedn thecesssbhbie tegakhce for the
network nodes; iii. nobile user's credential and

WiAghe nihitfeireatirdn nignfor btk cronp et s chiicabheneslyptedisand s home
only accessible by the intended receivers; iv.

deaud hemtgroatt eenzZi nghabl engenamg] reesponse: erepyppeedoapdising
only accessible by parties involved in the nutua

treutimentda tagnbhenandav i ohnflorfivatiad oforarg8 atelssageénformation
integrity protection. The 7th aspect of the present

Tdnvasrdddryi shehechethahioft from mobile terminal; and ii. the

Mobileuser’ s home domain server receiving from the central server
the message comprising the mutual authentication information
and other information to be forwarded to the mobile terminal.

The 6th aspect of the present invention is the method of
protecting the mobile user identification information according
to the above procedure, wherein a set of message format to be
used in themessage sequence for the WLAN inter-working comprises:
i. mobile user identifier specific to the WLAN accessible to
all network nodes; ii. mobile user’s home domain information
accessible to all network nodes; iii. mobile user’s credential
and identification information hierarchical encrypted and only
accessible by the intended receivers; 1v. authenticatiocn
challende and response encrypted and only accessible by parties

involved in the mutual authentication; and v. information for
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protecting the nobile user identification informtion
according to the above procedure, wherein a nessage
format to be used for 5 the WLAN i nter-working further

conprises: i. information for identifying a key used
for the hierarchical encryptﬁgn to the intended
receiver; and ii. information for generating a new key

for the identification information protection. The 8th
aspect of the present invention is the method of 10
ngs o @et imged het yrobirbecusesni dentification i nformation
according to the above procedure, that is capable of
shar iTig: ey ‘aspesttbscr tpkiohe bt i Ihddet VAN s the method of
conprising the steps of: i. arranging one or nore
pdrdataing ehaimsb 51 ¢ hate rat €@eabl €1t ot 866 ESF orinhe USehcSording
credential and subscription information and carry 15

touhet Beoivat erewodkiag Whamecdiom assaaner fBkmaebtd @&e used for
termnal from the inter-worked network; ii. using the
the Ml tfrered-nadrlasng fgatievaycdasr asdEANL devh€ermation for
associated with it to access services provided by the
identtarfwiork ed kret weel; famdthii hieeatralikbbigehbeyption to the
service access of the WLAN device to the inter-worked
imetnwerk re2@ iy rthendli it udh fetmtialn fohegOtdbraspegta ofew key
the present invention is the nethod of protecting the
fonohiblee iukert ii ettt fdre attn omrmat osmat tone@ccondi ng to
t he above procedure, further conprising the steps of:
. dbeesSshngsphetome tdre nmores arserisivesrteidentiisalchangdethod of
subscription 25 information sinultaneously by the
preitetidng ehaimrdli;l eanderilderstiafli augt tdrese fomaadri cmpaecording
users' subscribed services fromthe 54 inter-worked
tonetivor kbo e WoAN csidmrlet, aneloais| ys Tepdllith aspedtaming heser’ s
present invention is a nethod of

subscription within the WLAN, comprising the steps of: i.
arranging one or more virtual terminals that are able to access
the user’s credential and subscription information and carry
out the inter-working function as a normal mobile terminal from
the inter-worked network; ii. using the virtual terminal as a
gateway for a WLAN device assoclated with it to access services
provided by the inter-worked network; and iii. controlling the
service access of the WLAN device to the inter-worked network
by the virtual terminal.

The 9th aspect of the present invention is the method of
protecting the mobile user identification information according
to the above procedure, further comprising the steps of: 1.
accessing the one or more users’ credential and subscription
information simultaneously by the virtual terminal; and ii.

sharing these one or more users’ subscribed services from the
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inter-working a WLAN with other networks, conprising
the steps of: i. executing rule sets, and contro
resources allocation 5 in the W.AN accordingly by a
rule engine in the WAAN; ii. sending the rule sets
froma rule server in the ne rk to a rule
interpreter; and iii. interpreting the rules fromthe
rule server and convert to a WLAN specific action
instruction for the rule engine by the rule
ihbeerpoeked hetibekWANWLAQ Theullkheaspecst. of the
present invention is the nethod of inter-working the
WLAN mh hl ©f thed s et o K St Haee gf i etk tiondidiet 8hoViess & method of
procedure, further conprising the steps of: i. locally
ister+ngrkihe 4 WIes i thhet MEAN e aRdrks, ashimgidef@Wie steps
rule sets by the rule interpreter when the rule
oServerckscopingvaiul abketsr ant cdbtablerteogirves allocation
rel evant rules. The 12th aspect of the present
in mhentVLBN dediieimelhed ofrulientatiner kb ngid ARAMEAN . sending
W th other networks according to the above procedure,
tHair thee cenprisiorg 4 heuskeprofer iincohbi gwtwagit heo a rule
translation of the rule at the rule interpreter by
irsesckh gt ¢he a20 iid eidekirpireicandf rlomrune sr fik@n seevetle server
ii. setting alife tine range of the rules by
andclardienyg: it BNWiLAE sessafecfaomdhe rateictserveigr amd rule
iii. modifying a behavior of the rule interpreter and
erre-rdefhoying byl sendi saigoneedef nntheowlLand re- depl oy
nmessage fromthe rule server. 25 The 13th aspect of
t he giesénthi aveattonf itha beegenfodnotntinnei s witkimeghod of
the WLAN wi th ot her networks according to the above 55
irgraocedurieind bhe W8N vi e dttetruse tepoksiag-dmilithe tWHAN above
i nter-working schenes, further conprising the steps
prsfcedurahdurther comprising the steps of: 1. locally storing

the rules in the WLAN; and ii. using default rule sets by the
rule interpreter when the rule server is not available or not
able to give relevant rules.

The 12th aspect of the present inventicn is the method of
inter~working the WLAN with other networks according to the above
procedure, further comprising the steps of: i. configuring the
translation of the rule at the rule interpreter by sending the
rule definition from the rule server; ii. setting a life time
range of the rules by including it in the message from the rule
server; and iii. modifying a behavior of the rule interpreter
and re-deploying by sending new definition and re-deploy message
from the rule server.

The 13th aspect of the present invention is the method of

inter-working the WLAN with other networks according to the above
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rule server's specifying the information and the
format to be reported fromthe rule interpreter; ii.
the rule interpreter's 5 formng the information in
the format set by the rule server fromthe actua
WLAN specific status inforna&ion; where the
information for the rule int Ppreter al | owi ng
mat hemati cal operations, |ogic operations and
operati onal conmands to execute the mathematical and
progk@akepperaii onsal o theneardt eehOutremnet Iyt hien the WLAN
oper ati ons conmands include conditional operations to
iRBercantkefgotdhedd sy MOt Mo fi0fg the epepatbonsi. the
to be executed, adm ssions control of operations and
rii e exectkd 0N s c i hei n@peratiohsenadhieod ddy aspectorofat to be
the present invention is the nethod of 15
répd etedof ki@ hieheuVWeAMN nethrether net WKk waccohdicR@reter’ s
to the above procedure, further conprising the steps
fofmnihg et ommisemht yonadapthagrobeatr aasl 8t/ aheofritike server
rules by the rule interpreter in case of changes in
fnetwondk statdd andNnepwerilk iresoiwices avabtmabilohy Wwhere the
the WLAN;, and ii. reporting the adaptati on nade 20 at
i fertat soh nferpretcerribet hateupectenverl 1dhend Sinh thematical
aspect of the present invention is the nethod of
o et 2l :ovos Kilng ithep AMaAN avi ¢ B nat dyesr atet avvos K s cacearid g execute
to the above procedure, further conprising the steps
trof mathemonfiicgur Bng lopdiwildupkrbeionnato red ated- i@Sout; and
provisioning in the W.AN from 25 the rule server; and
the omword i gurs ngerangrdsipindltée ntoatistiehal edpe@afions to be
provisioning in the WLAN fromthe rule server. 56 The
cdBt he@aspec tt 1ofl nighien resent on Meentionpesat hengetichoed egbcuted,
inter-working the WLAN with ot her networks according
adml gshieorghoventrol of operaticons and re-executions of the

operations.

The 14th aspect of the present invention is the methed of
inter-working the WLAN with other networks according to the above
procedure, further comprising the steps of: i. automatically
adapting the translation of the rules by the rule interpreter
in case of changes in network status and network rescurce
availability in the WLAN; and ii. reporting the adaptation made
at the rule interpreter to the rule server.

The 15th aspecht of the present invention is the method of
inter-working the WLAN with other networks according to the above
procedure, further comprising the steps of: 1. configuring
individual terminal related QoS provisioning in the WLAN from
the rule server; and ii. configuring a grcup of terminals related

QoS provisioning in the WLAN from the rule server.
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procedure, further conprising the steps of: i.
configuring individual termnal related traffic
routing and nmobility 5 information in the WLAN from
the rule server; and ii. configuring a group of
termnals related traffic rog@ing and nobility
information in the WLAN from'the rule server. The 17th
aspect of the present invention is the nmethod of
i nter-working the WLAN wi th ot her networks according
to thehahoie: 21Qeprosediie pridgdhen nGempriosl ng tHe method of
steps of: i. doing local accounting at the rul e engine
iacenrchNgi he chiaey MDAN spettHd € nett@auidses®td rding to the above
managi ng the rule translation according to the
piaccotint ¢ Ngruestbls cangrie indy echét exppet &f: 111 . configuring
configuring the accounting report format at the rule
indierPprel ercdynitrtha rvkeatbdsetverfiandrowcid®r mmy hbBility
accounting report in the format set by the rule
irstymed t faodnt tiee WLAN Speatithiccrst aticatieas ahdtihe coh€iguring
interpreter. The 18th aspect of the present invention
aigrbhe et hoeroinal oit eplworki ngrd hei W ANuwithl ofhermobility
net wor ks according to the above 20 procedure, further
irciongrd siarg Irhetisd efisiof from shupponleéngereak-ti ne
accounting for pre-paid subscription by setting |oca
accouttd agteratpeca at thkrepraekenitnt evpnet en; i andthd method of
supporting batch accounting by setting accounting
irridresvaatk drive Cha[WLAN vt eh prigicer ne PooFhe ak9tdrdaspetd tdfe above
the present invention is an apparatus for protecting
proderaysefurdent | Eopptienngnfdrarattems i nfa WLANIGIAg local
i nter-working, conprising: i. neans for performng
aduiceydricty cal thenonyll isonyiofe aaoessdgeg cont @hvai WHANhepecific
nobi |l e user identification
requirement; ii. managing the rule translation according to the

accounting results at the rule interpreter; iii. configuring
the accounting report format at the rule interpreter by the rule
server; and iv. forming the accounting report in the format set
by the rule server from the WLAN specific statistics at the rule
interpreter.

The 18th aspect of the present inventicn is the method of
inter-working the WLAN with other networks accerding to the above
procedure, further comprising the steps of: 1. supporting
real-time accounting for pre-paid subscription by setting local
accounting criteria at the rule interpreter; and ii. supporting
batch accounting by setting accounting rules at the rule
interpreter.

The 19th aspect of the present inventicn is an apparatus

for protecting mobile user identification information in a WLAN
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information with different keys at different

encryption levels; ii. nmeans for using hone domain
nane for assistance in routing 5 the encrypted nessage
to a correct network; and iii. neans for using

Tenporary domain specific idﬁgtifier for further
concealing of an actual identification information of
the nobile user. The 20th aspect of the present
invention is the apparatus for protecting the nobile
itser-waerih§) eatipon difor Mt s $0rgeaofdtinmiond aitherchical
above configuration, further conprising: i. neans for
eliSH PPt BSY BIFed ik €s 84 ¥ RIceGARMh FEhe M@ Lok ot egbh@A fication
of the nobile user identification information with an
it A engedon aeel def Ferkey;kand siti di feansnt emdiSigidion levels;
chal | enge nessage - response exchange schene for a
iutualn Afidienki eat hofe 0fioda Mbhdre - teslstalnaAandmrouting
network to protect against attacks. The 21st aspect of
tHderprresad mevwenigconol 8 ¢herappatatwsrk f andridtiecticlgs for
the nobile user identification information according
ud ind hempbox ey denbigwiaid iohi c fdehberieempr Aimngiet concealing
means for sharing the intended receiver's asymetric
o Trampt ographyi &th tkiefi o t 1ot hen febinb €iter of nahe phbbi 1kOuser .
a start of nessage exchanges by storing it in a
st or e dévhcespdat coihed becaenestedebyidihe s bl heparatus
term nal securely; ii. means for updating the
faasypmetectingr yipgtcognaphy ekayspai rideath€ ivaed oy information
including a new key in a replied nessage and
acmord/ipted canthoradtect edbrof/i dinea ciwr enfukeyer 265cmpdising: 1.
iii. means for identifying the asymretric cryptography
mdegs fpai nsdcogr eaviwetséd cnypbhegdenphyptsibambofotherotection
identification 58 information protection by enbeddi ng
ofafthienfiob it i wred ndendonEigr tiof amfatrimertion with an intended

recelver's key; and ii. means for using challenge message -
response exchange scheme for a mutual authentication of a mcbile
terminal and a network to protect against attacks.

The Z1st aspect of the present invention is the apparatus
for protecting the mobille user identification information
according to the above configuration, further comprising: i.
means for sharingthe intendedreceiver’sasymmetriccryptography
keywith themcobile terminal prior to a start of message exchanges
by storing it in a storage device that could be accessed by the
mobile terminal securely; ii. means for updating the asymmetric
cryptography key pair to be used by including a new key in a
replied message and encrypted and protected by the current key;
and 11i. means for identifying the asymmetric cryptography key

pair currently used in the encryption for the identification
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The 22nd aspect of the present invention is a system
of protecting a nobile user identification
i nformati on, wherein 5 a nessage sequence for aW.AN
inter-working is capable of nutually authenticating a
nobile termnal with W.AN, a g its home network via
an access point in one nessag round trip, the nessage
sequence conprising: i. the nobile term nal sending
to the access point a nmessage conprising an encrypted
inflenha f 1 catd ot d df oty erb el iagmeh ush f @dhdendh cat iz0Aomain
i nformati on, a nobile user hone domain informtion,
iafered thiesn necessary information; ii. the access point
sending to a nobile user's home donain server in the
hone Thetamrk wfpddie ghibee pressEntalindriRSsa0e s a system of
conprising the encrypted nobile user identification
profartmatig on,mdihiel erui st dSemui hepst Cohi ONFoPRHOE MBLI, ORherein
and ot her necessary information by wusing the nobile
a msesabeneqgerrientd nkarml iene rbworkiihe aceapabipal Mbutual 1y
receiving fromthe nobile user's hone domain server a
auessHge a tconpaisd gl ¢ he rmitiadl waoh vamN cahdont s home network
i nformati on and other necessary information; and iv.
vitshen aobiclse deirmt halomeaees ¥a0g r2Qnidromn b hehaeeesss gosBtuence
a nessage conprising the nutual authentication
camgfrdramatg :on .ahbdeahblet 1 & nf @rmixt 4 bredrof ey ded thy atbess point
access point fromother servers. The 23rd aspect of
a ke spresentiprneentyi an eéscthptsysi@amof fipaotentimfothetion,
nobi |l e user identification information according 25
a nottihé abbventooétjonatnboymabere) m vk ides sage home domain
sequence for the WLAN i nter-working further conprises:
inforad ivobi lsaduserties 50 dworms ho i fosertviesn sendi nigh¢ caccess
a central server a nessage conprising the nutua
poduttheanfléati oh 4 modrinet herrasdhonbetonafmramtiean in the home

network of themobile terminal a message comprising the encrypted
mokbile user identification information, the mutual
authentication information, and other necessary information by
using the mobile user home domain information; iii; the access
point receiving fromthemobileuser’ s home domain server amessage
comprising the mutual authentication information and other
necessary information; and iv. the mobile terminal receiving
from the access point a message comprising the mutual
authentication information and other information forwarded by
the access point from other servers.

The 23rd aspect of the present invention is the system of
protecting the mobile user identification information according
tc the above configuration, wherein the message sequence for

the WLAN inter-working further comprises: i. the mobile user’s
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forwarded by the access point fromnobile termnal;
and ii. the nobile user's hone domain server
receiving fromthe central server 5 the nessage
conprising the nutual authentication information and
other information to be formgbded to the nobile
termnal. The 24th aspect of“the present invention is
the system of protecting the nobile user
identification information according to the above
haealibgul atdedie Whek @1 fig &osetewf raessage rf:ondBiad® cobPrising
be used in the nessage sequence for the W.AN
thétent MOl Khogheampeasesn iin ToHdE diseind dehefi @hformation
specific to the W.AN accessible to all network nodes;
fotwa o e userischeswdiomaiftron AEBLMAL t @M BCERSSARN & 1. the
to all network nodes; iii. nobile user's credentia
maidl ¢ dest T §iheatd @ina 1h eef@tiraredd Bridt€hi-6altht-entral server
encrypted and only accessi ble by the intended
thecs arss dompr sl ihent h€ atii ona € hal t eegei aatdi pespaisemation
encrypted and only accessible by parties involved in
artche thtruadh fautreritircatd or; foandrded RboErBthoBifer terminal.
nmessage integrity protection. The 25th aspect of the
presdnte cAvantspact ot thesypstbernal in20nprotecs itige thetem of
nobi |l e user identification information according to
prdhe cahiowe tbediguratisen, idder of v at iws sade rirartmatn £0cording
be used for the WLAN inter-working further conprises:
td thentbowat confiforatdentifyengia keyetusaddrkasagle format to
hi erarchical encryption to the intended receiver; and
be iusaaf om maheomefser ggener@iemoge afnewth2b e fottéhevorking
identification information protection. The 26th aspect
coofprtifse spr esenticbnventiser | sdehéidystremmpicilic to the WLAN
protecting the nobile user identification information
acgecoridilrgtot @l i heetabovie roohd s guriat imori lichateirS schpabl @omain

of sharing user's
information accessible to all network ncdes; 1ii. mobile user’s

credential and identification information Thierarchical
encrypted and only accessible by the intended receivers; iv.
authentication challenge and response encrypted and only
accessible by parties involved in the mutual authentication;
and v. information for message integrity protection.

The 25th aspect of the present invention is the system of
protecting themobile user identification information according
to the above configuration, wherein a message format to be used
for the WLAN inter-working further comprises: 1. information
for identifying a key used for the hierarchical encryption to
the intended receiver; and ii. informaticn for generating a new
key for the identification information protection.

The 26th aspect of the present invention is the system of
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subscription within the WLAN, conprising: i. one or
nore virtual termnals that are able to access the
user's credential and 5 subscription information and
carryout the inter-working function as a norna
nobile termnal fromthe int% -wor ked network; and
ii. an apparatus for controllI'i'ng the service access of
the WLAN device to the inter-worked network by the
virtual termnal, thereby the virtual termnal is
pHSedc-asng Gat RYBY 1 Eolsar YWEANt1G ideviicn asseehat enWddbrding
it to access services provided by the inter-worked
Lot n@rdGodhe- &Vt hnaspecdn of tHde i esagitb idventahentiirsy user’ s
the system of protecting the nobile user
sitidesnt i bt cahivarcHinf enaeiian aceendigigg:t 0. tdie: abavere virtual
configuration, further conprising: i. a virtual 15
téefnmaas that eab aeoessd he-®@nes Oth&DIeeUSEr 8redential and
credential and subscription information
s9ib it 1 aneons hyobyatthenvdd vat r{enmurad intandwbtkin@function
apparatus for sharing these one or nore users'
asubserradmodene cesminam fheni therinwrkeh Nefdvordtidrk; and
WLAN si mul t aneously. The 28th aspect of the present
iinwentpbpariasushecsysdentof 1120 ihd eerwiidd AgcasWAN the WLAN
Wi th other networks, conprising: i. arule engine in
déhieccWLAN that iwaekdwexe&etdt eatnelsats, tlandveontadl terminal,
resources allocation in the WLAN accordingly; ii. a
thart e Watlabasertand roleiserves thactihasnet warkwhlattor a WLAN
inter-worked with the WLAN, which would send the rule
desetee tossocidieed wetipret eto andebsi se2¥iaesupeovided by the
interpreter in the WLAN that would interpret the rules
iftramyidekedil melsesvler and convert to a WLAN specific
action 61 instruction for the rule engine. The 29th
aspectheof ttheappesenf ithepticernts ihensystiens dfhe systemn of

protecting the mobile user identification informaticn according
to the akove configuration, further comprising: i. a virtual
terminal that can access the one or more users’ credential and
subscriptioninformation simultaneouslybythevirtual terminal;
andii. anapparatus for sharingtheseoneormoreusers’ subscribed
services from the inter-worked network in WLAN simultaneously.

The 28th aspect of the present invention is the system of
inter-working a WLAN with other networks, comprising: 1. a rule
engine in the WLAN that would execute rule sets, and control
resources allocation in the WLAN accordingly: ii. a rule database
and rule server in the network that inter-worked with the WLAN,
which would send the rule sets to a rule interpreter; and iii.
a rule interpreter in the WLAN that would interpret the rules

from the rule server and convert To a WLAN specific action
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i nter-working the WLAN wi th ot her networks according

to the above <configuration, further conprising: i. an
apparatus for locally 5 storing the rules in the W.AN,
and ii. an apparatus for using default rule sets by

the rule interpreter when the rule server is not

avai |l abl e or not able to give relevant rules. The 30th
aspect of the present invention is the system of

i nter-working the WLAN wi th ot her networks according
ihetthet aboveor 10heontii gueayian,. further conprising: i.

an apparatus for configuring the translation of the

rul e ate tdtehr ukeeicnt f priet errednntsendicng itheisutlee system of

definition fromthe rule server; ii. an apparatus for
isetttngraihd et ey vange et he thwdlrés Hycdnelugitrgthe above
it in the nessage fromthe rule server; and iii. an

cappagrat aisi drd, fforrudd tyiopg i& ibehavi. oin dfppdieattud €or locally
interpreter and re-deploying by sending new

sdef img tilon mnd:a drdeplcowlimessagel firamanhheppualratus for using
server. The 31st aspect of the present invention is

d¢ feu sy stidm eftsi byet haor ki agid herWAN mtHeotther rule server
networ ks according to the above 20 configuration, for

is eadt taveel Mlataisor epor ténge i hot hevL AN enket - wol kisng
schenes, further conprising: i. the rule server which
specifliees Ot-heaspéot naf itdre anéskhnée forvpatibo be the system of
reported fromthe rule interpreter; the rule

intmterprstiers Whiedh.ANowshtdigher neownaksardardirey forttet above
set by the rule server fromthe actual 25 W.AN

cayplicifiat istrat ustumiflormat¢omprandng ul eli ntenprevesaratus for
which is capable of executing commands i ncl udi ng

caordtiensiticshe toghshhts2nant the euddnisdifon redrt Loterpreter
operations formthe rule format set by the rule

bwarsrating the rule definition from the rule server; 1i. an

apparatus for setting a life time range of the rules by including
it in the message from the rule server; and iii. an apparatus
for modifying a behavior of the rule interpreter and re-deploying
by sending new definition and re-deploy message from the rule
server.

The 31st aspect of the present invention is the system of
inter-working the WLAN with other networks according to the above
configuration, for real time status reporting in the WLAN
inter-working schemes, further comprising: 1. the rule server
which specifies the information and the format to be reported
from the rule interpreter; the rule interpreter which forms the
information in the format set by the rule server from the actual
WLAN specific status information; and rule interpreter which

is capable of executing commands including mathematical, logical
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The 32nd aspect of the present invention is the system
of inter-working the W.AN wi th ot her networks
according to the above 5 configuration, further
conprising: i. an apparatus for automatically adapting
the translation of the rules Qy the rule interpreter
in case of changes in netvvorl? status and network
resource availability in the WLAAN, and ii. an
apparatus for reporting the adaptati on nade at the
andl gulateinfireatiem tontthe 1 Qetrule cser Yetm The B33rd format set
aspect of the present invention is the system of
byntles - woI &i agrtvbe. WLAN wi t h ot her networ ks accordi ng
to the above configuration, further conprising: i. an
apparsiass Aot aspenti garimng drdiadtdualveneriminnak fiek afetten of
QoS provisioning in the 15 W.AN fromthe rul e server;
imner +ioratn @ppariet s wioh cond + gertivag ksaa gteuPied to the above
term nals related QoS provisioning in the W.AN from
cahel gut#t set yver fudtiee 84t hoaspeetngt t he pmeseApparatus for
invention is the systemof inter-working the W.AN
awi drim (ot det 1 petdmprkisncacter diragsiatibe @abavre r2Qes by the rule
configuration, further conprising: i. an apparatus for
irctonfpgrre ngin nchve dudl chengepainrekawvedkt sahti:e and network
routing and nobility information in the W.AN fromthe
resderseraesrilandlity iantapp@ifiatus et confaguappgratus for
group of termnals related to traffic routing and
reppiyting thd cxdegbtoniom wdee WLANCHhe omui heinRbrpukeer to the
server. The 35th aspect of the present invention is
ritlee ssysteem of 63 inter-working the WLAN with ot her
networ ks according to the above configuration,
furt Wére gompr dspagh of tée appaecatusntentdonngs the system of

inter-working the WLAN with other networks according to the above
configuration, further comprising: i. an apparatus for
configuring individual terminal related QoS provisioning in the
WLAN from the rule server; and ii. an apparatus for configuring
a group of terminals related QoS provisioning in the WLAN from
the rule server.

The 34th aspect of the present invention is the system of
inter-working the WLAN with other networks according to the above
configuration, further comprising: 1. an apparatus for
configuring individual terminal related traffic routing and
mobility information in the WLAN from the rule server; and ii.
an apparatus for configuring a group of terminals related to
traffic routing and mobility information in the WLAN from the
rule server.

The 35th aspect of the present invention is the system of
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| ocal accounting at the rule engine according to the

WLAN specific requirenent; ii. an apparatus for
managi ng the rule translation 5 according to the
accounting results at the rule interpreter; iii. an

apparatus for configuring thﬁ accounting report format
at the rule interpreter by t é rule server; and iv. an
apparatus for form ng the accounting report in the
format set by the rule server fromthe WAN specific

istat+sbrrsnatcHderamke dhnd enpr efetrfvo i dbeo B8l hgaspekt above
of the present invention is the system of

cont egunet kbng thetMEANcwhnbhietiher net war kppaceeidi fPpr doing
to the above configuration, further conprising: i. an

1 apparatvsntdhgsatppaetiulge ehgahetddo @ticouns ivhg WDAN specific
pre-paid subscription by setting |ocal accounting

réeqit esha@nal itiheahWgpdrd el prieiremanagdnigi thamrdpparahds ation
15 for supporting batch accounting by setting

a@ceodivtd nigo rthe@saatouthéngukesunter ptetie. rihe pheseptreter;
i nvention provides a way for protecting the

1idenid tbeatriatnsi Aberamb f oguof ng heheohidenntsierg iepdtes format
nmessage exchange for WLAN inter-working. Wen it

atdepleoyetde i essaged20htrom ¢ hemedi;l andsev. faor apparatus
access control could be correctly routed to the

fqur dpemient thy actboutihgakémgrt hien atteudbrmat set by the rule
identification information of the user. The present

seérmentiron ElsOLpNehadast iashmthediteratmahaginig fihéekpyeter.
information for the asymmetric cryptography used in
i dentliffe Satthoaspatoreomtiten ppecsktect ionenWioh RS tHld system of
these, the nessage exchanges are protected from

irdtaacks; kines peeitdlANwibh-dthdtheevddke aatdackin®foTHisabove
invention a | so includes a nethod for nmanagi ng

cardsigrmsds L gonfrothe ngomprWsANG :nit ernwoprkirag UsyLassngporting
an interpreter in

real-time accounting for pre-paild subscription by setting local
accounting criteria at the rule interpreter; and ii. an apparatus
for supporting batch accounting by setting accounting rules at
the rule interpreter.

The present invention provides a way for protecting the
ldentification information of the mobile user in the message
exchange for WLAN inter-working. When it deplovyed, the messages
from the mchile user for access control could be correctly routed
to the proper entity without leaking the actual identification
information of the user. The present invention also provides
a method for managing the key information for the asymmetric
cryptographyusedinidentificationinformationprotection. With

all these, the message exchanges are protected from attacks,

especially man-in-the-middle attack.
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W.AN. Wth it applied, the inter-worked network can do
the access control of the termnal in W.AN w t hout
needi ng to have the detail 5 technol ogi es know edge of
the WLAN. It also allows the networks to negotiate
the way of transferring the ,pformation. Al so, when
it deployed, the WLAN coul d configured to do
certain local accounting processing, and report only
the desired information back to the inter-worked
net workai Thh sewoubd agave Hdieiqy £ nets o dlih shghal ing resource
bandwi dth. This specification is based on the Japanese
cdlat el 1 1APplh CRLAONI Noer2002%x289569 tiklied an ©atekereter in
11, 2002, entire content of which is expressly
wiarcompahat echippy iref, etieade ther-eidrkekbn ENDUSTIRIA do the access
APPLI CABI LI TY The present invention pertains to the
cdrtetdll off thi¢ ekessnadatrawCanmiticatt aBedMbleco have the detail
particularly, this invention relates to the provision
teofhiserwvg ces ikndWledda elfesise WAMMNeNVitr abserl I@ys the: networks
nmobi |l e user com ng fromother networks. It could be
tawsedo2Qaterthdeaynd ertnaorkiag-iofg the WAN-totide. Also, when
public radio networks, e.g. 3G networks, or W.ANs
itusieng cotder tred ino.ANe elanlldo @ice s onlf i gurre@nabhed certain local
adm ni strative domain. The invention is used for the
acantrolnof riche sadeessanfl tdporesourgehef debe rABAM formation
the nobile wusers, in particular, the authentication,
baankt ltor tkat ioherandr Rédaceiount k ngrhisswesild tsaive ahsoprecious
targeted for solving the problenms of QS (Quality of
siSeraliice) prrokiisioni ng and nobility support 65 in the
i nter-working. 66 CLAI M
This specification is based on the Japanese Patent

Application No. 2002-299569 filed on October 11, 2002, entire

content of which is expressly incorporated by reference herein.

INDUSTRIAL APPLICABILITY

The present invention pertains to the field of wireless
data communication. More particularly, this invention relates
to the provision of service in the wireless LAN environment to
the mobile user coming from other networks. It could be used
for the inter-working of the WLAN to the public radio networks,
e.g. 3G networks, or WLANs using other radic technologies or
in another administrative domain. The invention is used for the
control of the access of the resource of the WLAN for the mobile
users, 1in particular, the authentication, authorization, and
accounting issues. It is also targeted for solving the problems

of QoS (Quality of Service) provisioning and mobility support



1. A user identification information protection nethod
for encrypting each field of a nessage transm tted
through 5 at | east one relay station by using
encryption schenmes which are respectively effective in
between a relay station requi.ring each field or a
party on the other end of c nication. 10 2. The
user identification information protection nethod
according to claim1, conprising the steps of:
ieneryptihngrawpaktinaef. the nmessage contai ning
identification informati on of a nobile user by using
an encryption scheme which is effective in between
the party 15 on the other end of communi cation; and
encrypting a remaining part of the nmessage by using

an encryption schene which is effective in between the
relay station. 20 3. The user identification

i nformati on protection mnmethod according to claim1,
conprising: a first step of encrypting a part of the
nmessage containing identification information of a
nobi |l e user by using an encryption schene which is
derived from 25 subscription information of the
nobi | e user; and a second step of further encrypting
the nmessage 67 subjected to encryption in the first
step by using an encryption scheme which is effective
in between the party on the other end of

conmuni cation. 5 4. A useridentificationinformtion
protection nethod
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conprising the steps of: perform ng hierarchica
encryption of each part of a nmessage contai ning
identification information of a nobile user with keys
at different encryption levels 10 respectively;
routing the encrypted nessagtho a correct network Dby
usi ng a hone donai n nane; and further concealing
actual identification information of the nobile user
by using a tenporary domain 15 specific identifier.
5. The user identificationcinfesmati on protection
nmet hod according to claim4, further conprising the
steps of: 20 protecting the identification
i nformati on of the nobile user having an intended
1receinvas'sx keyyi B$cRG i @8 YIMES FinG tCf ¥y Piogs apbyti @netie thod
protecting the identification informtion agai nst

f @t teaacksybrom @ etdhtik & ipar d \» Oy wskEBG ke ehald efgeted through
nmessage 25 - response exchange schene for a nutua

aful bertt catd one lefy a tabiiloe trey mipaln ;ansh arpetwns K. sehemes
6. The user identification information protection

witet hodh ascar &l ng cttal wé aiym &f fhurt hee cotpbicsingehhea relay
steps of: 5 sharing the intended receiver's

s asy et ticgyu Try ploographyt Key dwotrh &t ey mohide teenbnder end
prior to a start of nessage exchanges and storing the

cfasyommmetun Ccation.

2. The user 1dentification information protection
method according to claim 1, comprising the steps of:
encrypting a part of the message containing
identification information of a mobile user by using an
encrypticn scheme which is effective in between the party
on the other end of communication; and
encrypting a remaining part of the message by using
an encryption scheme which is effective in between the

relay station.

3. The user identification information protection
method according to ¢laim 1, comprising:

a first step of encrypting a part of the message
contalining identification information of a mobile user
by using an encryption scheme which is derived from
subscription information ¢f the mobile user; and

a second step of further encrypting the message
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cryptography key in a storage device that could be
accessed by the nobile term nal securely; 10 updating
the asymetric cryptography key pair by including a
new asynmetric cryptography key in a replied nessage
encrypted by the current asyggetric cryptography key;
and identifying the asymetric cryptography key pair
15 currently used in the encryption for the
identification information protection by enbeddi ng
subfjefared donol rewlomgion: i dnf anhnethenfiktsThetuserby using an
identification information protection 20 nethod
eaceorti Ngntockkaidnvh,i athdreioT e geSIAYE nSPgUeNcenitShe party
capabl e of mutually authenticating the nobile term na
obektorgicighte AWAN amfd ddsmhons-setwork i n one nessage
round trip, wherein the nmethod conprising the steps
of, through the nmessage sequence: 25 the nobile
term nal sending to the access point the encrypted
4 | dentA fiseat i drenitnf Of patt jonn imuf sak 269 adthent eecaticdime thod
i nformati on, nobile user hone domain information, and
cahherl snecessary s béprsnaiion; the access point sending
to a nobile user's hone domain server the encrypted
nobi Ipez wser miidenth f & eatricdni ¢ 5 1i aharm@d L opn bfeemutiuadart of
aut hentication information, and other necessary
a imkesrate ondiyt aisnig g hedeobi 1 Eiugsdri donenfommiariion of a
i nformati on; the access point receiving fromthe
ratobilke wser' s'ith keys at different encryption levels

respectively;

routing the encrypted message to a correct network
by using a home domain name; and

further concealing actual identification
information of the mobile user by using a temporary domain

specific identifier.

5. The user identification information protection
method according to claim 4, further comprising the steps
of:

protecting the identification information of the
mobile user having an intended receiver's key by using
asymmetric cryptography:; and

protecting the identification information against
attacks from a third party by using a challenge message
- response exchange scheme for a mutual authentication

of a mobile terminal and a network.
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home domai n server the nutual authentication
information 10 and other information; and the nobile
term nal receiving fromthe access point the nutua
aut hentication informati on and other informtion
forwarded by the access poinﬁ fromother server. 15
8. The user identification i ?ornation protection
nmet hod according to claim?7, conprising the steps of,
t hrough the nmessage sequence: the nobile user's hone
domai n server sending to the 20 central server a
nmessage conprising the nutual authentication
61 nformmti ans @apd D ben i Mf eamEid©N 1 o6 warded By ph6tection
access point fromnobile termnal; and the nobile
meIseb'dsa here dDMEI ho SET ¥ @ b ecei:vitng: f ramip the icentdtad steps
server the nessage conprising the nmutual 25
o@Authentication informati on and other information to be
forwarded to the nobile termnal. 70 9. The user
i dentdtd cahigon ithfeor et todn feat ectricare i retdiad asymmetric
according to claim7, wherein a set of nessage format
c 1t pp be guseadh iyrk ¢ hev e SEge rsEifilerceceanpii $qsr ibrmobid & tart
user identification information specific to the WAN
cfaccessistleet ocaldhaetywer kK aodes;s hobiihe usehes h¥Emmetric
domai n i nformati on accessible to all network nodes;
c bt be ruseEn ¥ & «cy edentsitad rapge ddentdd tbatd onuldbe accessed

by the mobile terminal securely;

updating the asymmetric cryptography key pair by
including a new asymmetric cryptography key in a replied
messade encrypted by the current asymmetric cryptography
key; and

identifying the asymmetric cryptography key pair
currently used in the encryption for the identification
informationprotectionbyembedding informationindcomain

information.

7. The user identification information protecticn
method according to claim 4, wherein a message sequence
i1s capable of mutually authenticating themobile terminal
belonging to WLAN and its home network in one message
round trip, wherein the method comprising the steps of,
thrcugh the message sequence:

the mobile terminal sending to the access point the

encrypted identification information, mutual
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10 information hierarchically encrypted and only
accessible by the intended receiver; an
aut henti cati on chall enge nessage and response
encrypted and only accessible by parties involved in
the nutual authentication; %Bd 15 information for
message integrity protection.””10. The user
identification information protection nmethod
according to claim9, wherein the nessage format
ahitititdrer 1 canprdsi ngi £ @0mianf o nat imobidre | dedt f yidige a domain
key used for the hierarchical encryption to the
ihfbendedl vaceiaed; cantkri akare@t ke fiot fgemertatbng a
new key for protection of the identification
i nf ortmati an.c2bs 1bo ithe wserdimentiof ixatbbile user’s home
i nformati on protection nmethod according to claim?7,
denapm s agvele tsteepsnotyphledepboyiing waeroidmieification
virtual termnal that is able to access the user' s
iwfedert i abnandhsubsdrd ot i onthefidr At icdar rand tar nieesi on, and
out the inter-working function as a nornmal nobile
oteem nak efsam fyhien £ otrera o oked ynes wark the wsingl @si1@er home
gateway for a WLAN devi ce associated with the virtua
de¢eardnnal n f oraccessnser vi ces provi ded by the
i nter-worked network; and controlling the service
accesshefathe AN tlavi cecé dDvitmey | It em- Workkedbmeflwordser” s
by the virtual terminal. 10 12. The user
hodendohiedat sem Ve drimatriwnuplotethicontication information

and other information; and
the mebile terminal receiving from the access point
the mutual authentication information and other

information forwarded by the access point from other

Server.

3. The user identification information protection
method accerding to claim 7, comprising the steps of,
through the message sequence:

the mobile user’s home domain server sending to the
central server a message comprising the mutual
aunthentication information and other information
forwarded by the access point from mobile terminal; and

the mobile user’s home domain server receiving from
fhe central server the message ccmprising the mutual
authentication information and other information to be

forwarded to the mobile fterminal.
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met hod according to claim 11, conprising the steps of:
accessing one or nore of the users' credential and
subscription information sinultaneously by the virtua
15 termnal; and sharing these one or nore users'
subscri bed services fron1thg0inter-morked network in

WLAN.

9. The user identification information protection
method acceording toc c¢laim 7, wherein a set of message
format to be used in the message sequence comprises:

mobile user identification information specific to
the WLAN accessible to all network nodes;

mobile user’s home demain information accessible
to all network nodes;

mobile user’s craedential and identificaticn
informationhierarchicallyencryptedandonly accessible

by the intended receiver;

an authentication challenge message and response
encrypted and only accessible by parties involved in the
mutual authentication; and

infermation for message integrity protection.

10. The user identification information protection
method according to claim 8, wherein the message format

further comprising:
information for identifying a key used for the
hierarchical encrypticn to the intended receiver; and
information for generating a new key for protection

of the identification information.

11. The user identification infcrmation protection

methoed according to c¢laim 7, comprising the steps of:
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deploying one or more virtual terminal that is able
to access the user’s credential and subscription
information and carries out the inter-working function
as anormal mobile terminal from the inter-workednetwork;

using as a gateway for a WLAN device associliated with
the virtual terminal to access services provided by the
inter-worked network; and

controlling the service access of the WLAN device

to the inter-worked network by the virtual terminal.

12. The user identification information protection
method according to claim 11, comprising the steps of:
accessing one cor more of the users’ credential and
subscription information simultaneously by the virtual
terminal; and

sharing these one ormore users’ subscribed services

from the inter-worked network in WLAN.



