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from French] *000002*—W0-62/-087191 PCT/ FR02/ 01365 SYSTEM AND METHOD FOR
THE DYNAM.C DI m%@% W DATA AND/ OR SERVI CES SCOPE OF THE | NVENTI ON
The present in rns the distyibuytion of | icatiagn

serv!oces to renote m’let concerns, %R Q??Béﬂ?ﬁf?‘ge?%@saﬁ&f%%&%i on of
appl i cati ons and/ or'%&ét vi ces and, notably, the dynamc distribution of data
to renote u types of networks and architectures

di stributed. The @i tal assets and will be described bel ow by
ei ther of these ‘E@wwmﬂm O3 CAL BACKGROUND TI—||Et I l\?/El\riljg ON Iﬁyst ens
of distribution a eril hl cation of network dat'd@3Fa"APMHERAT sone
of which involve a se€6W% distribution, with a view to obtaining punctual
solutions specific for each case. Thus, patent application W 00/ 50995
descri besV&h02/RBEI9kt service integrator consisting of @/FRE2IAIBRPwhi ch
automatically chooses, integrates and configures, according to the

client's requests, the functions necessary for placenent of a val ue-added
| nt er net servi c8YSTEM &N DI METHOPCOR THE DYINAMIG DISTRIBU PIAON

OF DATA AND/OR SERVICES

SCOPE OF THE INVENTION

The present invention concerns the distribution of applications and
services to remote users. It concerns, in particular, the distribution of
applications énd/or services and, notably, the dynamic distribution of data to
remote users connected on all types of networks and architectures distributed.

The data are digital assets and will be described below by either of these

terms.

TECHNOLOGICAL BACKGROUND OF THE INVENTION

Systems of distribution and/or verification of network data are well known,
some of which involve a secure distribution, with a view to obtaining punctual
solutions specific for each case.

Thus, patent application WO 00/50995 describes an Internet service
integrator consisting of a platform which automatically chooses, integrates and
configures, according to the client’s requests, the functions necessary for

placement of a value-added Internet service.



US Patent 6,075,943 describes a systemfor the transfer and renote
installation of client-server application prograns froma source conputer
in a renote data processing system A distribution cycle can integrate
several prograns for different addressees or for one and the sane

addressee. This systemutilizes a decqonpressi on pr.ogram whi ch st. be
transferred before the conpressed applqoé‘é?'ida?‘?dﬁf’gﬂf?%ﬁﬁn a4 erred.
Furthernore, the errors are detected, but not handl ed automatically. US

Pat ent 6, 141, 7 SGrd of t.. of cinfornation requests
on & comput o PerATROTE Ak de B T da R A AP o o
systens, the function of which js . to substitute, if necessar for a first
shrver cdhpateon shedeaPree SOUICAPY PIBRRAPT A SHEESITRGebI ¢ he
information request give rise to a reinjtialization of the managenent
process. "eRatadata processing aystges oA distribuiopyplscaprintegresevad al [ ati on of a
software update, in which the system used sel ects a comruni cation path for
request i rgyogremes feddifferentraddiesseasqrrifegoneard the sarde addiessaei nPist he sof t war e
update. The present invention is ainmed at providing renote users, as well

as the ssyspem etibzes 4 Hegdrmpiessioaypragmant whivhanhast, benirarsferad befoire thmam c
distribution of applications and services in the formof digital

i nf or mat i gyimpriee¥ed applRfa8oaplograseaobe teabfEbt Nt ageatRry, the tefrods are
traceability making it possible, for exanple, to determ ne the use of an

obj ect angHieitel Ot handiedRitenbtiédly, i1f necessary, to obtain user
profiles. 2

US Patent 6,141,759 describes a system of management of information
requests on a computer network. It uses one or more secondary server
computer systems, the function of which is to substitute, if necessary, for a first
server computer. The errors possibly detected in processing of the information
request give rise to a reinitialization of the management process.

US Patent 5,999,741 describes a method of remote installation of a
software update, in which the system used selects a communication path for
requesting information on the existing version and downloading the software
update.

The present invention is aimed at providing remote users, as well as the
suppliers with which they are connected, with means of dynamic distribution of
applications and services in the form of digital information flows, preferably
secure and advantageously with a traceability making it possible, for example, to

determine the use of an object and/or to locate an object and, if necessary, to

obtain user profiles.



Consol i dated specification as at 12.12.2006 SUVMARY OF THE | NVENTI ON The
system neans and net hods according to the invention are based on a
client/server architecture. The invention enploys a central or server
comuni cation platform (also called Resource Center or IRC), which directs

agents capabl e of sending out data to the final stations or to secondary
Resource Centers (server software) (alCopsQlidptedgrgfiticationasal e!ZPer s) |
serving as relays to such agents, while conmmunications between the central

comuni cg@&yﬂ?ﬁm&&@e secondary resource centers and the users
advant ag ocol. The system according to the

i nvention invalves nodul arity and neans of . traceabi]it ich make a
oot parti cul SSSSTRT oBans and dEAT accoma e YR RUSRton i BAsEATLer vi ces.
In particular, for suppliers of on-line professional services (NSP, ASP,
MBP), it ek spossarthitegtundsiThe dienion eMRYSna e o5$8vehie  devel opnent
of offers that are original, with exceptional quality of service not
accessi blemmupication plaifayn £giso eatied Resounse dxarder oriRCicwvhichidéreptsr f or mance of
on- line offers of services, assuring: - availability and reliability of

t he ser viagemtotamatde of sereting ouydatado teenfinal etdtionk ior Yo eécdridaryRegowrcehanged,
and sinplicity of use and accessibility of the services. The systemfor

the di st rCénbiso@epfer 3pRWaFAHY IR TaBEd WirEIRESRIPcd CehRi®! ServiRisrelRCOr di ng
to the invention, mainly involves at |east one central comunication

pl at f or mplsReh agbRtsMihiE cBRfMiMcaidhsbenrEs PRl dontePBaRRTRfbation
platform and/or the secondary resource centers and the users advantageously
use a secure protocol.

The system according to the invention involves a modularity and means of
traceability which make a tool particularly suitable for dynamic transmissions of
data and services. In particular, for suppliers of on-line professional services
(NSP, ASP, MSP), it makes possible a positioning on new markets and the
development of offers that are original, with exceptional quality of service not
accessible to preexisting systems. It improves, in fact, the performance of on-
line offers of services, assuring:

- availability and reliability of the services offered,

- security and confidentiality of the data exchanged, and

- simplicity of use and accessibility of the services.

The system for the distribution of applications and services to remote
users, according to the invention, mainly involves at least one central

communication platform (IRC), to which agents are functionally connected,



3 Consolidated specification as at 12.12.2006 naking possible the
di ssem nation of data to final user stations and/or, as an option, wre
resource centers set up to serve in turn as relays to said agents.
Communi cati on between the comunication platform (called Intoan Resource

Center here, or abbreviated as IRC) and,its, apents .advant ageousl enpl oys
a protocol called | VAP as abbreviated ({OReYiARgSPedtatien asakts!2- 8% ocol ),

which is a secure protocol elaborated by the applicant. The invention thus

provi des : ki ] I . | of
G gi el A0a8HE PO RSt oA bR SR aES s REton  AERT s
advant ageoysly through the set of actors, . fromcreation of the asset to its
consunpt i‘?ﬁi',onvx)”{rﬁ "EFIEB CEREY BCHIR Wnis VoI Wﬁ&?ﬁi“i?)‘@%c $9 P9E0E- of t hat
asset, as it is perceived by the final client. The asset created can be of
a type pre- exi@@MAwnigationdebivipr)) thercagnunigations platfprm (¢alileddatosd on request .
The invention is described below nore in detail, with reference to the
at t ached ResouregEentdrinetie, or abbrewigtediasi IRG)tandrits agsind gdvantageausiye certain
enbodi nents of the invention. BRI EF DESCRI PTI ON OF THE DRAW NGS The
i nvent i onemploi$ laysttoabechlled| 9APhs abbrevideddajimtpamiViehsatitd Aceesse t o t he
attached drawings, in which: FIG 1 schematically represents the el enents
const i t utPrgoddNe whidhsit eIBeted pEito! letaliongtel YNt iapplicard. i ts environnent ;
The invention thus provides a system making it possible to produce and
manage flows of digital assets, as well as the information associated with same,
advantageously through the set of actors, from creation of the asset to its
consumption, with the objective notably of maximizing the value of that asset, as
it is perceived by the final client.
The asset created can be of a type pre-existing at the supplier's or be
specially created on request.
The invention is described below more in detail, with reference to the

attached drawings, which in no way limit it and solely illustrate certain

embodiments of the invention.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention is illustrated -below more in detail, with reference to the
attached drawings, in which:
- FIG. 1 schematically represents the elements constituting the

system according to the invention and its environment;



4 Consolidated specification as at 12.12.2006 FIG 2 is a schematic
[epresentation of an enbodi nent of a nodul ar architecture common to the
server and to an agent; FIG 3 represents an enbodi nent of the | VAP
protocol; FIG 4 illustrates the traceability of the digital assets and of
the procedures in an exanple of dynam ¢ distributi.on accordj t he
invention; and FIG 5 shows a.ci.-sequenc@%?%l@?té’ﬁﬁ@?%lﬁrﬁ’lt'%” ?%Bﬁ'{?g%n%é)%g t he
operation of the comrunication protocol advantageously used according to

the ‘invention in gl bent/3rLyatc ARRLLEALISNGr Nt BB RdAdRd 1 oures, the

sane reference nunbers“are,” savé for —exceptions, use he sane

el enment s aﬁﬁelari n .Oﬂ several fiqures. DEJAI LED SCRI PTI ON OF THE

| NVENTI ONNEHYIRGL AYRItEFUre EQWSItBSKW §E¥8" PAY %8N 3960kt application is
standard and/ or easilg under st andabl e to t he exgert in the different
concept ual , techni &df- 3aprresprisan emardimest gEthedYAET Protecaline definiti ons of
certain terns are supplied belowin order to guarantee their clarity. Sone
names used in-the d:d&r 4 dlustratasf the draseabilityeaf dheidigital agsetepohgf g t o t heir
respective owners. The primary object of the present invention is a system
for the dyneeduresdh ahexbuipleoof dnadat distnittion aseordinge®, thenmantiongand
essentially: one server (IRC) and possibly wire servers (or wire Resource
Centers); - at |edG. 6nboagensequenat disgram ¢xangslanesrap@atirig thehe | atter

being able to communicate with the server and/or the wire Resource
Cent er ('s)oprgtidtebMNBe communication protocol advantageously used according to the
invention in a client/server application.

In the attached figures, the same reference numbers are, save for

exceptions, used for the same elements appearing on several figures.

DETAILED DESCRIPTION OF THE INVENTION

Although the terminology used in the present application is standard
and/or easily understandable to the expert in the different conceptual, technical
and operational fields concerned, the definitions of certain terms are supplied
below in order to guarantee their clarity. Some names used in the course hereof
are commercial terms belonging to their respective owners.
The primary object of the present invention is a system for the dynamic
distribution of data and/or services, involving essentially:
- one server (IRC) and possibly wire servers (or wire Resource Centers);
- at least one agent, that is, a program support, the latter being able
to communicate with the server and/or the wire Resource Center(s) and being

capable of becoming a resident on the user’'s machine;



capabl e of becoming a resident on the user's machine; 5 Consolidated
specification as at 12.12.2006 at |east one comrunication |ayer capabl e of
carrying calls of renote nethods on objects situated on a server and/or on
a wre server and of wusing at |east one conmunication pr ot ocol capabl e of
securing an interactive link between ser ver and said

protocol contains: - means rendering it 83?1%9813(9 SBF"'@‘%@B 8% Al %%Z%agl ng

comuni cations between at Ieast one agent and the IRC, notably through XM

nessages; neans for geae{ n?%ﬁé@éiorﬁ%gé)r?cépébfee&dda?gr@éélléw of objects

of types bj ect Requ sponseé espectiv vant ageousl y by
means of a é nd, a skg] e on T‘?h#s referri ngo an e d| ment of
the syst dH"RIE O 92 OPIE! Finalatt PBA SEOfRr ANd ra?“p%?”éfﬁtsel’% 1,
|ntegrat|ng? serV| ces 2 placed in interactive comunication by a vvlre
connect i dtf1g ghlgAsone GirpeIUpicatien RRIeEP! sapable %?eﬁﬁﬁ%aﬁﬂ"tﬁraﬁ%&% el 5

(I VAP protocol here) with, for exanple, a wre server 6 and/or at | east
one agentbetween gispsygr and a%ﬂt&g becone resident on a user term nal such as
a telephone 8, a PDA 9, a Set Type Box 10 and/or a conmputer termnal 11,
PC, Mac( ryhiter saidrp(mt))cde]omeiinsur the like. As an option, one or nore wre
| RC servers 6 can also be present. The system according to the invention
can operate on all rhgqrasredtiering it capable of producing and managing
communications between at least one agent and the IRC, notably through XML
messages;
- means for calling a remote method by reading/writing of objects of
types ObjectRequest and ObjectResponse, respectively, advantageously by
means of a stub and a skeleton.
Thus, referring to FIG. 1, an embodiment of the system according to the
invention contains a parent IRC server 1, integrating services 2 placed in
interactive communication by a wire connection 3 and/or a wireless connection 4,
by means of a protocol 5 (IVAP protocol here) with, for example, a wire server 6
and/or at least one agent 7, resident or having become resident on a user
terminal such as a telephone 8, a PDA 9, a Set Type Box 10 and/or a computer
terminal 11, PC, Mac® or Sun® server or the like. As an option, one or more
wire IRC servers 6 can also be present.
The system according to the invention can operate on all types of

networks. It advantageously makes possible the secure transport of all types of

contents (for example, texts, images, software, video, etc.) to all types of



networks. |t advantageously makes possible the secure transport of all
types of contents (for exanple, texts, inages, software, video, etc.) to
all types of 6 Consolidated specification as at 12.12.2006 termnals, such
as, for exanple, conputers, tel ephones and digital assi stants, anong
others. In this system the server or

nd t ents e it
around the same architecture. In that é?PEﬁ @gtsﬂ?% Calt'ﬂ a%a%ﬁf%%@%'s

integrated in the server as well as in the agents and/or in the wire

Resour ce (G glss sGATSE!r BRANGe, AONGGG:S YOBRHANAY bhd SRiapaLaRKhar o for

securing: - contruni cat’ion w exchanges of

rressages and b{tl'eary exchanges and, as an option, - encryption (by neans of
an SSL I xarrpl e), and/or - conpression (by neans of a Zlib
| ayer, for exarrpl e), and/or - scheduling of tasks, and/or - access to

ext ernal dat adA3dis Sygﬁm e serygePt ‘?‘?IM%VSr%\/&IaéJ%‘FS ﬁ’i?oQH'@?o%S’t Bl y. The
base | ayers are advantageously integrated in a "framework," which nakes
possi bl e samee aphiactaradim thabarchitesturu thesbasa layers intagsated i the seruer v

represents a nodul ar architecture, which is common to the server and to

t he agent3s welhaaimihegagamtseand/ppin the Wirgy/Besdirce £entensrooniaiameams| ayer
capabl e of using an | VAP protocol 5, core nodules (or <central nodules) 13,
14, and eaidi/ér fanetionatitied aspropriatedor sealringn i ndefinite
- communication with the agents (IVAP layer): exchanges of messages
and binary exchanges and, as an option,
- encryption (by means of an SSL layer, for example), and/or
- compression (by means of a Zlib layer, for example), and/or

- scheduling of tasks, and/or

- access to external databases, and/or

additions/removals of modules, notably.

The base layers are advantageously integrated in a “framework,” which
makes possible the dynamic addition of modules.

FIG. 2 thus schematically represents a modular architecture, which is
common to the server and to the agent, containing an encryption layer 12, a
communication layer capable of using an IVAP protocol 5, core modules (or
central modules) 13, 14, and additional modules 15, 16, each in indefinite
number, as well as a database management system 17, the latter being optional
for the agent 7 (see FIG. 1).

Said modules are, for example, individually or cumulatively modules of the

type aimed at permitting the deployment of applications, machine monitoring,



nunber, as well as a database managenent system 17, the latter being
optional for the agent 7 (see FIG 1). Said nodules are, for exanple,

i ndividually or cunulatively nodules of the type ainmed at permtting the
depl oynment of applications, machine nonitoring, 7 Consolidated

specification as at 12.12.2006 renote i nt enance, renote configuration of
a conputerized work station, renote n%&ﬁ’é@es%?'ﬁ%@?\ﬂéﬁy%é% Wes and

protection of user data, anmong other functionalities and/or applications.

e, oot s RED et ST hAf A B SRS 1

preferably ava e e age or the ting system

of a connected term nal or. exanpl an ent for Wnd (r IS

bt ef er abl IS ARAARCS i Frwar g rckaass and AoteasRey et B e bNGped i n any
| anguage aﬁ] all, as a func}i on of the architecture. The expert is capable
of i nvent@§ hgctigraliles apdordgRUcatioNSanal yzi ng them and of  sel ecting one
or nore |anguages appropriate for a defined architecture. By way of

non- | i mt at i vel hexsgrweresoftware, dohreviatad iRl itmpreferred embadignesit, ispr ot ocol

el ements of a systemaccording to the invention. In this figure, an

encr ypt i oprefergbly deRelopayén JSBL langoagexanpl e), the | VAP communi cati on
protocol 5, an XM. channel 18 for the exchange of nessages and a binary
channel 19 forThd Agertfohtheapendtirdpdyatern of acoansttededrmifal (fgresamms, it s

under stood according to the present invention, is a program support, which
can be acsybgest fasWisddws@ s BréferdBPinfsle@eRRid ih@+#%. Phe agent can,

however, be developed in any language at all, as a function of the architecture.

The expert is capable of inventorying these situations, of analyzing them and of

selecting one or more languages appropriate for a defined architecture.

By way of non-limitative example, FIG. 3 illustrates an architecture of
protocol elements of a system according to the invention. In this figure, an
encryption layer 12 (layer SSL, for example), the IVAP communication protocol 5,
an XML channel 18 for the exchange of messages and a binary channel 19 for
the exchange of data are schematized.

An agent, as it is understood according to the present invention, is a
program support, which can be acquired as is in CD-ROM, DVD or other form, or
formatted and loaded from an Internet site, among others, the acquirer choosing
the agent corresponding to the architecture of his machine, whether involving a
PC, a Mac®, a Palm® or other devices intended to accommodate said agent,
and which advantageously contained at least one desired program or on which at

least one program can be advantageously registered by downloading or, for

example, from a supplier Internet site.



formatted and | oaded froman Internet site, anong others, the acquirer
choosing the agent corresponding to the architecture of his machine,
whet her involving a PC, a Mac(r), a Palnm(r) or other devices intended to
accommobdat e said agent, and which advant ageously contai ned at | east -one

desired program or on which at | east e program can be ady usly
regi stered by downl oadi ng or, for exa%né, 'dla%grﬁpﬁc@??ﬂl'ﬁrl‘ PRAL ]aﬁgg(ﬁ@t site.
8 Consolidated specification as at 12.12.2006 The nmachine integrating or

receiving the ogr ayy - |t r Mac, a
per sonal assiéﬁ%%t?8@h§§@?§%hpg%§gﬁgﬁgﬂg?%%§5K9§%5$F§§h§g@¥gé$§R? t he end
of its installation, the agent becones resident on.th chine. In a

or ef er r ecb LR 37 NPT S8 are S D EeBral § BB EPRRHS, OF 4% ononus,
dynam ¢ and _sophisticated. It can afford the final user real freedom

i nsof ar a¥MilAa¢evi¢thal user does not necessarily have to intervene in the
managenment or mai ntenance process and can work independent of the system
whi ch oper at eAtithagogof datnsiallatigohthe agesnt bareves resigentian thrdeNaghivgt i on can
be used in "large businesses” as well as in very snmall enterprises or
smal | - and nednapreferesti elbedimesd dbe sybtensgan bentatattpodpartjaly t he i nvention
i s advantageously used according to a method which constitutes another

obj ect of adtbromppoesatyinaiiy and isophisiitutedbjtezin afford ke fimalesei wali s thus al so a
met hod for the dynamc

freedom, insofar as that final user does not necessarily have to intervene in the

management or maintenance process and can work independent of the system,
which operates transparently.

Such a system according to the invention can be used in “large
businesses” as well as in very small enterprises or small- and medium-sized
businesses.

The system according to the invention is advantageously used according
to a method which constitutes another object of the present invention.

The object of the invention is thus also a method for the dynamic
distribution of data and/or services, essentially entailing the stages consisting of:

- procuring at least one agent, that is, a program support, which can
be acquired as is in CD-ROM, DVD or other form, or formatted and loaded from
an Internet site, among others. The acquirer chooses the agent corresponding to
the architecture of his machine, whether involving a PC, a Mac®, a Palm® or
other devices intended to accommodate said agent;

- installing such agent, for it to become resident on the user’s

machine;



distribution of data and/or services, essentially entailing the stages
consisting of: - procuring at | east one agent, that is, a program support,
whi ch can be acquired as is in CO-ROM DVD or other form or formatted and
| oaded from an Internet site, anmong others. The acquirer chooses the agent
Torresponding to the architecture of 's Chl ne, @%t her &vg%i){ g a PC,

a Mac(r), a Palm(r) or othef @ew ces | @tfdtsBe%t SGLEL agent
installing such agent for it to becone re5|dent on the user’ machi ne; 9
Co | i dat ed ent b

the user to tho servPoeitonl e o Rer B Seﬁ%ér%%%?ffgt F ’
th h a _di t t def he | I
Resour ce TEIRIES poRds afirrad Fis SR A ey Fﬂi%%ﬁéawicq's ba%d ngv. ces

and free services; as an Qption, subscription of the a ent to t he services
by the sYsthedperiRenosroetsptery anvelias ferpublicserdess. @naé@r bath raynt ral i zed);
registering for those services with, correlatively, automatic |oading or
downl oadlwléﬁsﬁﬁ@fféérﬁﬁﬁ\ﬂ@@ﬁs necessary for their activation. Said protocol
is intended to optim ze the transfers (conpression, use of the pass-band
and ot her neans) besvaeoptidne sUBErgptidn oh éheaggeritdo thet seraitebdy thet i vat ed
w t hout the speed of the exchanges having to be increased, the |atter
remai ni ngsy&tdriadhiivistrator from ted RA intedfackl{that &, wenitalseldgct ed. I n one
advant ageous enbodi ment, the nmethod according to the invention

- registering for those services with, correlatively, automatic loading

or downloading of the components necessary for their activation.

Said protocol is intended to optimize the transfers (compression, use of
the pass-band and other means) between the IRC and the agents. It can be
activated without the speed of the exchanges having to be increased, the latter
remaining a function of the quality of the network selectéd.

In one advantageous embodiment, the method according to the invention
uses a protocol, advantageously the above-mentioned IVAP protocol (see FIG.
3), the essential stages of which consist of:

- producing and managing communications between at least one
agent and the IRC, notably through XML messages;

- calling at least one remote method by reading/writing of
ObjectRequest and ObjectResponse types, respectively, advantageously by

means of a stub and a_ske/eton.

10



uses a protocol, advantageously the above-nentioned | VAP protocol (see FIG
3), the essential stages of which consist of: producing and nmanagi ng
comuni cati ons between at |east one agent and the IRC, notably through XM
nmessages; calling at |east one renote nethod by reading/witing of

{bj ect Request and Obj ect Response types, spectively, advanta eousl by
means of a stub and a skel eton. 10 Cons%”?@giﬂﬁﬁd ?E‘é'\é?qi'%éﬁﬁbﬁq 6y
12.12. 2006 More precisely, the agent 7 conmunicates with the RC 1 through

XM. nessages @nm{n i S f time for
carrying r emt%g%é%'gg ségg%ﬁggéb&:'t@'}sjﬁ@?ﬂe%a@%%%nlF{Eﬁitﬂﬁgg% ?@@L Cent er
server. Accordln preferred.fo mof oper ati on, e.call of a renote
mot hod | sMReREESy oSl AUVt 18 8883 Rl of KB O ng
hj ect Response respecti veI Y, j ect Request encapsul ates a net hod
cal I, thaarmind fametgrpethad calls ga oﬁm gifuate on dip ResawCRdPter 2aNnipl e
char act er string) and a list of paraneters (that is, of other objects). An
bj ect ResponseAenerdipg to atpssferned forwn of aperetion. e cahof pgamote methmstis  t hat
is, for exanple: a return value object, an exception object (if an
except i onmadeabyedadingeitiogtaf objeats, tMtgectRequest andsObjectResponse,be i nt er cept ed
by the client),
respectively.
An Object Request encapsulates a method call, that is, it contains:
the name of the remote method (a simple character string) and
a list of parameters (that is, of other objects).
An ObjectResponse encapsulates the return state of the remote method,
that is, for example:
e areturn value object,
e an exception object (if an exception, raised on execution on the
server's side, has to be intercepted by the client),
¢ the object(s) passed by reference to the method whose state must
change.
The process of reading/writing of an object in a data flow (network, file,
etc.) corresponds to the process of serialization (writing) and deserialization
(reading) and makes it possible to render the objects persistent, that is,
materializable on a remote platform. The communication by flow of objects

recommended according to the invention introduces the level of abstraction

necessary for easy processing of the exchanges between client and server.

11



the object(s) passed by reference to the nethod whose state nmust change.
The process of reading/witing of an object in a data flow (network, file,
etc.) corresponds to the process of serialization (witing) and
deserialization (reading) and nmakes it possible to render the objects
persistent, that is, materializable on, a renote platform The

communi cation by flow of objects reco%?@ﬁ?i@ﬁtegéeg‘f'@‘?aﬂan ?%att&eq‘mp@nti on

i ntroduces the | evel of abstraction necessary for easy processing of the

exchanges heean b R LeARtb AR KE orid-a5BABAllaLEhARET ddesifd pn as at

12.12. 20 I zatTon O e serializatro eserialTzdtion processes
makes itéf SSiE%%ﬁho aﬁ}gnate their. use, that is, progranm ng. The renote
net hod ca4°ye ase; ¥4 5hﬁ§ﬁ¥9nﬁﬂpged a stub and a skeleton. That

i nvol ves two ¢l asses of aobj g;iy one on the user station and the other on

the server, réddlsgemajemeth 885 What isireryReniycaliedia st pbaed to
procure for the client user and server respectively a common nmultiplatform
i nt er f aceskel@ipah Tl invelves twhelagsrmoineliastsopne en the eser statian and hef ace
defines the delegated nethods that the client user may wish to call on the
server. Titber arathe ddroer, (espectivelgr dhebélbandfheaskd/étbnsre auppasedNt obj ect in
the formof a class diagram) is entirely encapsul ated by those two

cl asses. proteeffactheatlieattisef andeddroer respldtivelty £common multiplatform

interface, which delegates the communication services. That interface defines
the delegated methods that the client user may wish to call on the server. The
data flow (see diagram below of an illustrative XML object in the form of a class

diagram ) is entirely encapsulated by those two classes.

Class diagram

12

Interface object X
Method 1

o Method 2 .

tub X ¢ Skeleton X

- Read ObjectResponse - Wi ; t.Resp. .

= Write ObjectResponse - . - l?:xal:iegb?{:c:kespo:f:

. _ Multi-]language => -
+Method 1 - |+ Method 1
...: Mcthod 2 + Method 2
Client language Server language



Stub X . , .. Skeleton X - Read ObjectR esponse - Wite (bj ect Response -
Wite (Obj ect Response - Read bject Response Milti-language => + Method 1 +
Method |+ Method 2 + Method 2 Cdient | anguage Server | anguage d ass

di agram 12 Consol i dated specification as at 12.12. 2006 FIG 4 of the

attached drawi ngs represents, in the formof an illustrative and
non-limitative sequence di agram the of&nse IdBP?dcﬂpe?' tigh g ahlrd! <K WBet on i n
a client/server application, when the net hod 1 of the object X interface

b ISl t i t
(see above) eigL PPl S A b bR BB n
ket t tj at wh h b
corten. iRl el e s Bt o auSR B e loh SSRGS ey
service. The agent used then dialogues with the |Intoan Resource Center,

whi ch_serdligntiservenaprlisatiomaran esBeadetiotinerbict XapiAriass (sraapPWt i on’ of

software, renoval of software and control. The user can imedi ately
utilize tinénvokedharthe chentaser Thbe dotteddibes regresent commuizieatidnovendheyst em
according to the invention will further supply information linked to its
use, suchmeiwprid.or exanple, its duration of use.
It is to be noted that closing of the socket is at the client’s initiative, when
one or more methods have been called.
By way of example, a user can thus subscribe to a software rental service.
The agent used then dialogues with the Intoan Resource Center, which sends it
the components associated with at service: distribution of software, removal of
software and control. The user can immediately utilize the software loaded.
The traceability set in place by the system according to the invention wiII. further
supply information linked to its use, such as, for example, its duration of use.
Technically, one thus advantageously employs:
- on the one hand, an appropriate protocol, described here by its
abbreviation IVAP (Intoan Versatile Access Protocol), which ensures an
interactive link comparable to an umbilical cord connecting an /RC and/or wire
IRCs to agents, and
- on the other, a system ensuring the traceability of the digital assets
~ which are carried by means of that protocol.
The traceability, as understood according to the invention, is illustrated in

FIG. 5, in which a digital asset 20 is packaged or wrapped in a package 22

thanks to an application 21 and provided with an “electronic label,” and then

13



Techni cal Iy, one thus advant ageously enpl oys: on the one hand, an
appropriate protocol, described here by its abbreviation |IVAP (Intoan
Versatil e Access Protocol), which ensures an interactive |ink conparable
to an umbilical cord connecting an IRC and/or wire IRCs to agents, and on

the other, a systemensuring the traceablllty of the di rg ital assets which
are carried by means of that protocol. ‘ﬂﬁ‘éoidﬁ%éﬁﬁ?'i"faw agat ntref@ood

according to the invention, is illustrated in FIG 5, in which a digital

2?53%328#%0052%‘5‘%%{%% G YgPBEss o RBE 05 afford| of ?@eé"éﬁ% "aed d
2..12 2006 [

(o a piﬁﬁééﬁé‘n@ﬁomﬁs acaest Sk BB K sReph@T i e st et et rons

24, 25. A reception notice 26 is sent to the sender server The agents 7

of the fithaisendensaswer. The agentedsfdbe final Yatipnsavhichyespver thefigitabt i ces 27,
28 to their IRC. In practice, the systemfor use of the said traceability

can conprdssets, sgnd naticest 26 x2toltbeifs8de. FI G 5): neans for packagi ng or
wapping a digital asset 20 (such as a software), for exanple, thanks to
t he Appl i cati dn pPaaticer tHemsystém davuse2df; the saidnsadeability can comprisehdypackage 22
with a "software el ectronic |abel” that can contain, notably, the
f ol | ow ngvgy enexdnsple(s¢@FEG. 3t ze and date of the package,
. means for packaging or wrapping a digital asset 20 (such as a software),
for example, thanks to the Application Packer for Windows 21;
. means for providing the package 22 with a “software electronic label” that
can contain, notably, the following elements:
- name, size and date of the package,
- description of the contents,
- electronic certificate, etc.,
o means for depositing the package 22 on an IRC 1 and for routing it
automatically (thanks here to the IVAP protocol 5) to the IRC 23 responsible for
the final target stations 24, 25;
o means for the server 23 to send, upon receipt of the package, a notice of
receipt 26 (which includes the electronic label of the package, the server's
certificate, the time of receipt of the package, etc.) to the sender server 1;

. means for recovery of the package 22 by the agents 7 of the final stations

and for the dispatch by the agents 7 of notices 27, 28 to their IRC; and

14



- description of the contents, - electronic certificate, etc., means for
depositing the package 22 on an IRC 1 and for routing it automatically
(thanks here to the I VAP protocol 5) to the IRC 23 responsible for the
final target stations 24, 25; neans for the server 23 to send, upon
Tecei pt of the package, a notice of re

whi.ch incl ude
el ectronic | abel of the package, the s Wégl'déged F?' '?ﬁ“elaf’*%atuf%ﬁz %‘?0%9 of

recei pt of the package, etc.) to the sender server 1; neans for recovery
of the packag he
di spatch by tﬁg@%@%ﬁriﬁeﬂ@%%ﬁ%ﬁoné § rﬁhﬁé@é F@-‘LCE ﬁéeqatbéfy%thgﬁge&ailong
Consol i dat ed s eci as at 12.12 e final stations
Lo nt or nMERERY PHEof Big AR et ERRCRES Uer sxamD B gy Siaf GuRitaf « ne
di gi tal asset concerned (for exanple, deletion, launching of software,
etc.); ampPitwarepicopnd @s aneRlifN.f or the dep05| t of notices 26, 27, 28 in
dat abases and/or for their automatic ascent to all levels, prefer abI y to
the | evele of treammfon tkeedepoesitiof natices 2602 bhe2thiotdsdahdsss a'rld/arl‘fblsthe'yst em an
agent can be connected to several |RC servers. In a preferred enbodi nent,
t he syst eantbmatidwseentdo dill éveld yirefenaly tathiedevel rod Alog naér sereerst.according to
the invention conprises means of traceability consisting essentially of: -
an appl i cati ont glo@asited thdthe tigelksemgh adert cdhdd édnnestRitto4@very or der to

IRC servers.

In a preferred embodiment, the system for dynamic distribution of data

and/or services according to the invention comprises means of traceability

consisting essentially of:

- an application 21 ensuring the packaging of a digital asset 20 in order to

constitute a package 22 and the allocation to the latter of a software electronic

label;

- means for the deposit of said digital asset on an IRC 1;

- means for routing said digital asset according to a protocol 5 to the IRC 23

responsible for the final target stations 24, 25;

- means of supply of at least one notice relating to the package 22 and of

sending the latter to the sender server 1 and/or 6.

“Notice relating to the package” 22 is understood here to mean a notice of
receipt 26 and/or 27, 28 as well as notices of copy, deletion, modification or the
like, respectively.

The object of the invention is thus also a system for the dynamic

distribution of data and/or services, as described above, and in which distribution

15



constitute a package 22 and the allocation to the latter of a software
electronic I|abel; neans for the deposit of said digital asset on an I RC 1;
- means for routing said digital asset according to a protocol 5 to the IRC
23 responsible for the final target stations 24, 25; neans of supply of at
| east one notice relating to the packa

] . f .. di
the sender server 1 and/or 6. "Notice g%ngcﬁldﬁgf%tsge?'ﬂ(%ﬁgﬁéﬁgtgg‘]%%@o:stser to

understood here to nean a notice of receipt 26 and/or 27, 28 as well as

notices Qqf SRR ol Slifif frQlbatiREb | sOhdPdr did®ents' dfne EGstBRCLEVeEl y. The
ﬁ thus’ al so P 5%

obj ect of the invention iIs a systemfor the amc distribution
of data i ces, as described above, and in which distribution 15
COnsoIidgﬂgﬁﬂé%ggﬁ Y%ation as at 12.12.2006 is carried out with

" traceability ments of the system .as, described above.

neans and/ or el ) r
| hese. erbodh ABRELemPRANTELT JBF SHt Bt atdstetes Sor A Eete P AR e 1
making it possible to offer a conplete traceability of the digital assets
pr ocessedNalpgitRoss(ple tawffenmeonsplets tacealility ok g digikaliasgetsiocersetbl v,
invol ve nmeans designed to provide appropriate markings of files, return
codes, rditthagystes.c Thay snphisticatadenipieseringotan, netabit, fr@lvesmeansr it s
application, traceability, as it is understood according to this
i nvent i ordesigreldudgsoville apprdpristemaskiage sf filepaekagicodesrroutimgspietty of a
digital asset 20 (such as software), for
From the standpoint of the method used for its application, traceability, as
it is understood according to this invention, includes the following stages:
. packaging or wrapping of a digital asset 20 (such as software), for
example, thanks to the Application Packer for Windows 21;
) supply to the package 22 of a “software electronic label” that can contain
notably the following elements:
- name, size and date of the package,
- description of the contents,
- electronic certificate, etc.,
o deposit of the package 22 on an IRC 1 and routing of the package 22
automatically (fhanks here to the IVAP protocol 5) to the IRC 23 responsible for
the final target stations 24, 25;
o dispatch by the server 23, upon receipt of the package, of a notice of
receipt 26 (which includes the electronic label of the package, the server's
certificate, the time of receipt of the package, etc.) to the sender server 1;

. use of the package 22 received by the agents 7 of the final stations and

dispatch by the agents 7 of notices 27, 28 to their IRC; and

16



exanpl e, thanks to the Application Packer for Wndows 21; supply to the
package 22 of a "software electronic |label"” that can contain notably the
foll owi ng elenents: - nane, size and date of the package, - description of
the contents, - electronic certificate, etc. deposit of the package 22 on

an |RC 1 and routing of the package 22 auto tlca to t he
| VAP protocol 5) to the IRC 23 responsitir&ote5ied sPRgi %ﬁ“ﬁ%fis?gf?gng@% ati ons
24, 25; dispatch by the server 23, upon receipt of the package, of a

notice of, Cr%éBltar frﬁo%bchweﬂ%l fH%‘Fg Qﬁs ?d fﬁ% ﬁg&‘ %e!h%bc%(ergﬁor{s ackage,

the server's reiricat receip age, ) to the
sender server

; t he packa recel nts 7 of t he
final st affﬁf%%l}‘a%t“eoq'%'Laataéﬁetbgpn&ﬁ&eg Gy %E%O@eﬁa%?ﬁ' P9 o t hei r
| RC, and 16 Consol i da d specification as at 12.12.2006 regul ar
i nforrratlﬁﬂf"fﬁfet??@ if HOPYATS to their IRC on the operations they
carry out on the digit aI. asset concerned (for exanple, deletion, |aunching
of software, edapogit Oéndt,IC@SZQ\rWo@Bilddatabaégs)gnd/oofaumattfeasczet obxsgid 28 i n
dat abases and/or automatic ascent of said notices to all |evels,
pr ef er abl poticestitiali llemetd, poéfetdidy tmaihe leezl\of thelmain sdrvert 1 beakat laastvd r e server
6. The object of the invention is thus also a nethod for the dynamc
wire server 6.
The object of the invention is thus also a method for the dynamic
distribution of data and/or services, as described above, and in which the
distribution is carried out with traceability by such means as described above.
Thus, according to the present invention, a platform of interactive
distribution of digital assets and services is made, preferably in association with
traceability means.
The system and method according to the invention advantageously
employ a preferred selection of technical means which have proven capable of
optimizing the results. Among all the means on which the selection has been
made, the following can be mentioned, by way of purely illustrative and non-
limitative examples:
- use of object languages. They offer, in particular, the advantage of
relying on more structured codes and affording a possibility of reuse of the
components employed and easier and more dependable maintenance of

software compared to other languages, such as languages of structured type, for

example;
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di stribution of data and/or services, as described above, and in which the
distribution is carried out with traceability by such nmeans as descri bed
above. Thus, according to the present invention, a platformof interactive
di stribution of digital assets and services is nmade, preferably in

association wwth traceability neans. The s em and net hod ihg to
the invention advantageously enploy a %ﬂé?'@ieé’cfpsgﬁ%a@?? Bﬁabfifgéﬁ(Hcal
means whi ch have proven capable of optimzing the results. Anong all the

means on whi ch the(@%'idaecéfié?{]inpﬁéer}ﬂféﬂ?demgﬁmehhl%ngﬁ%é{?%rrﬂge Eparf'foprﬁs

mentioned, by way purely I strative and non- tative exanpl es: use
of object_I|an e They, offer. . riicul ntage of relying
on nore S@qu?ﬁﬁgag%ooe&ggglghgﬁ E%CF,O"» 5‘?‘2“’3”%" gbagﬁ%p{fﬂ%&pac%ae?(ggigg of the
conponent s enpl gyed and. easi er..and nmore depepdab pntenance of software
conpar ed RwgER S rolfS Tugabralgnand ChaagiRshs S e Rb AT Py pe, 1 or
exanpl e; 17 Consol i dated specification as at 12.12.2006 choice of an
i ndependdi®ndgessdt Bpsaiie tp dacilrthe qunstionef gidevelopmenhlandygent s respecti vel y.
In fact, it appeared that the differences existing between the roles,
f unct i onaindependentiy feheacic while strivirg tsf malntain RGlegnele atjeonsistenandinoed i t
possible to tackle the question of a devel opnent | anguage independently
f or each, thobe itwo $gpeswifnmits @arerntendeditoacotiegurieatef wittbaactsdbibecy, since those
two types of units are intended to conmunicate with each other.
For the development of the IRC, the choice was focused on the Java
language. The latter offers two essential technical advantages:
o it is multiplatform, that is, it is oriented to the majority of operating
systems currently available;
o its components are interoperable and reusable.
For development of the agents, preference was given to the C++
language, but the Java and C languages can also be used, among others.
However, it turned out that the different functionalities associated with the client
parts of the communication solution according to the invention rendered
preferable a different choice of language for development. The use of the Java
language would lead to the presence of a Java Virtual Machine on each client
station. Furthermore, it is highly advantageous to conceive of programs
occupying disk space small enough for them to be installed on all the final
stations. Finally, use of the C++ language made possible faster execution of the
programs on the final stations.

In order to render operation of the system more dynamic, one can also opt

for COM objects, in the case of the Agent for Windows, a choice that can be

18



For the devel opnent of the IRC, the choice was focused on the Java
language. The latter offers two essential technical advantages: it is
multiplatform that is, it is oriented to the najority of operating
systens currently available; its conponents are interoperable and

.reusabl e. For devel opnment of the agent reference.was give e C++
| anguage, but the Java and C Ianguages%@ggd'zgﬁ@g SBSC'@C\SQ@% g%%&g{%%%rs
However, it turned out that the different functionalities associated with
t he cli eng; i t i j |, At R NG Heq,deg | Nvent i on
render ed%g?%?érozt?ﬁﬁeera |n?§gérgfe§¢&g 5??:}1ee?g b{%éaﬁg%dg@ﬁ or’ gevgf opnent. The
use of t . 0 . se f va ual
Machi ne Eﬁo&g%ﬁe%t% ?’g%égngéé%%ég'hg%&t {Qeq%mg@tac{a?%ﬁ%lﬁ%g g’aevaolégrg%eous to
concei ve of ograns  occupyi.ng di sk smal |. enough for themto be
st al | ecAShaLgTHs Hhein e Sppaciyde iRt BIRADG SNYIREMRT he Cr+ | anguage made
possi bl e faster execution of the prograns on the final stations. In order
to render operlBtelgHonfo thecafelespichpreipreedighnicecrecemenensleddPso opt  for COM
obj ects, in the case of the Agent for Wndows, a choice that can be 18
Consol i dadexeloppeentfaf thae pdncipa! actors 2f e gyxdem agicording:ia thednvantinar foagent s
designed for other types of architecture. The use of COM agents nmakes it
possi bl e,cammiaicition betlygeanthedRCyaratitheraapintss $he B/AP eraigenit whichrsl af f or ds
themthe capacity to interact with their environment. In relation to the
af or esai dogyeeff @1 thedXMboamRmgee Bostromgtlesrgbdr The XML standard language
makes it possible to exchange and store data at the level of configuration of the
agents, as well as to improve readability of the data and to facilitate the advances
desired. The IVAP protocol based on that language, which affords it the said
advantageous properties, is a protocol that is both reliable and efficient.
An additional improvement of that system according to the invention, as
described below, was made in order to respond better to the considerable
increase in the number of solutions now dedicated to data transport, in order to
enable the information channeled to benefit easily from high value-added
services.
The XML language is ideal for the exchange of messages and has thus
become an industry standard in EDI (Electronic Data Interchange). It is,
however, relatively ill-suited to data transport: it offers no possibility of
compression nor of error recovery.
The use of appropriate standard components and of the IVAP protocol

makes it possible to join very high value-added services to the information

channeled, by integrating encryption (SSL (Secure Socket Layer) encryption
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devel opment of the principal actors of the systemaccording to the
Jdnvention, for comrunication between the I RC and the agents, the | VAP
protocol, which is based on the XM. | anguage, is strongly urged. The XM
standard | anguage nmakes it possible to exchange and store data at the

'l evel of configuration of the agents, as L. [ oV ility of
the data and to facilitate the advanceséj(lma(\éYel {,egd;pe ﬁ(éat'%ﬁ-’ag}%fgg@%l based
on that |anguage, which affords it the said advantageous properties, is a

protocol ) dfeebbdrs! 4o S #hiihg ERAaRadsl iy iflnd BRPVETEN of

t hat syste ng t I nvention escr was made in
order to ﬁ,]ﬁ]?%%ond better to the considerable increase in the nunber of
sol uti ons' NnoW dedi cated to data transport, in order to enable the

information c rhel ed to IO?nefit eas) Iy from hi gh val ue- added  servi ces.
The XM | anguagiéh @ PIURSH! of GPmymp Arjueen Mgl 3880 hus  becone
an industry standard in EDI éEI ect ron| c Data Int erchange It is, however,
rel ati vel ROSSIRlY Bypughytheowina iRCt isanlilidledged projpeddy %pf?fét"m)@QPYﬁ thety of
conpression nor of error recovery. The use of appropriate standard
conponent ECBAR psgtochls. IMhaibpratecalcadvantagesyisiytusedsaschrding te thei n very hi gh
val ue- added services to the information channeled, by integrating
encrypt i onvéiin, (fscposseSeekiés olvayR pprtencr ypti on 19 Consol i dat ed
specification as at 12.12.2006 |ayer), error recovery, operation
schedul i ng andThlapeotbesldedbsighéd to mamnage binaey flows) thgBactions and calls of
remote procedures. It makes it possible to distribute dynamically, without
interruption of existing services and without physical intervention on the platforms
and client stations, additional services on all or, as an option, part of the
distribution network.
The transport of digital data and associated information by means of the
system according to the invention is carried out on the “Digital Logistic Chain”
(CLN), also called “Digital Supply Chain.”
-In one embodiment, the protocol thus used integrates the management of
a binary data exchange channel, which affords it better reliability, notably, in case
of interruption of data transfer. That offers the possibility of making error
recoveries, for example. Thus, when it is interrupted, the transfer resumes in the
precise place where it was interrupted.
This binary flow management is native. It notably enables the protocol to

optimize the exchanges, thanks to the optional addition of compression

techniques of known type.
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Such a protocol of comrunication between the server and the agents,
.possibly through the wire IRC, is a full-fledged protocol, operating above
the TCP/IP protocols. That protocol, advantageously used according to the
i nvention, thus possesses its own |IP ports. This protocol is designed to
~-manage binary flows, transactions and | 1's of . renpt rocedur.e It mekes
it possible to distribute dynamically, ”F‘ﬂ@a}ed SPﬁg&aﬁﬁgﬁ? ah%{Z-é%ﬁsti ng
services and w thout physical intervention on the platforms and client

stations, addiivgpna j | 1. i :

G ot i but i on HBCoE erRRYb e ERyfhicaion BRI B8ed b Pelohiloaldt
informatiqQn by nmeans of th system accordi to the invention is carried
out on tH&®ar 'tﬁf't“gl'c 8%[?%'[1&85éﬁéﬂdﬁan{‘%@aﬂ%,apgﬁgrgsd'atlﬁﬁé:&paﬁiygﬁot al Supply
Chain.” . In one enbodinent, the pr otgcol t hus used integrates the
managenerRr98RIZe NeFSIYR\PXGAR 0SB IFaHgBIRHATISEPPEN AR af f or ds it better
reliability, notably, in case of interruption of data transfer. That

of fers the pod=ariisigretection makiendarsk sasurityerretasol ealleds' Secuseapti®t Thus, when
it is interrupted, the transfer resunes in the precise place where it was
i nt er r uptleayerTMESL ) lwandreyaddedvtoritnadbateembodimeat, ithe data transferldl y enabl es t he
protocol to optimze the exchanges, thanks to the optional addition of

conpr essimanagenbnt groggobintdgrales dnyPSL enoryptios tdyiedavisioh spakesfi cati on as at
12.12.2006 In XM |anguage, the conmunication protocol used is of a

sophi st i cgdsRfble to render the messages unreadable during their routing.

The invention will now be described more in detail below, with reference to

ilustrative embodiments, which in no way limit the invention claimed.

The Server and Agents of the Intoan “Digital Logistic Chain”

The system is based on a client/server architecture. The server is called
Intoan Resource Center.

The Intoan Resource Center (or IRC) is the central communication
platform of this communication system. It directs agents, which are going to
send out the data to the final stations or wire /IRCs, which will serve as relay to
agents.

Communication between the IRC and its agents is preferably based on a
protocol called /VAP (Intoan Versatile Access Protocol), a secure protocol

created by /ntoan.
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character, which constitutes an advantage. That affords it the capacity to
.organi ze nessage exchanges in a standard and open nmanner. For its
protection, a standard security protocol called "Secure Socket Layer"
(SSL) can be added to it. In that enbodi nent, the data transfer/
managenent protocol integrates an SSL cryptjon layer, whic it
possi bl e to render the nessages unread n@*@ﬁkﬁﬁﬁe?%EW?”?%ﬁ&ﬂ%gﬁﬁiﬁe
invention will now be described nore in detail below, with reference to
ilTustratjve qguhapl , Which in no way limt the invention clainmed. The
Server aJd Agenlbﬂgﬂﬁ?lg Intoan "Digital Logistic Chain" The systemis
based on a clignt rver, architecture, The servy is call | nt oan

Resour ce Cent e-'reh.e % aPﬁ'EtSa{WC%éiéo‘i?Pé@‘J&%‘f‘SrCO(%P {hﬁdys Ny ﬁgoi%ﬁw al

comuni cati.on | atform of this caomruni cation system It directs agents,
whi ch ar CSYBERGPEEL LR CHUFORReNdaYadG Fierarh sonerte paAdlitaren r o | Ros,
which will serve as relay to agents. Communi cati on between the IRC and its
agent s i selpments: dbisyadyissble, senseaysniiyoloudefingl these elenrents as ehnowandat i | e
Access Protocol), a secure protocol created by Intoan. 21 Consoli dated
speci f i catoispechy their dasition. (86€6ig.11)Envi ronnment The / RC- agent s nucl eus
constitutes the core of the system Those two entities operate in an

envi ronnment introducing different concepts and different

=}

1 Service

A service is a structured sequence of transactions configured to respond
to a particular technical need. It is accommodated by the /RC and consumed by
agents. The service can also be relayed by wire /IRCs.

The components constituting a service can be personalized by the user.
They are organized in a stack, which sequences their execution. The services
currently available make it possible, among other things, to monitor stations and
applications, to synchronize data for nomad users, to lease applications, to carry

out back-up operations, etc.

2 Digital Logistic Chain

The Digital Logistic Chain (CLN) ensures the transport of digital data and
associated information between the server and the client stations. It makes it
possible to follow the routing of the digital assets, thus establishing a traceability

on data transport.
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elements. It is advisable, consequently, to define those elenments as of now
.and to specify their position (see Fig. 1). 1 Service A service is a
structured sequence of transactions configured to respond to a particular
technical need. It is accomobdated by the I RC and consuned by agents. The
-service can also be relayed by wire / . The conpaopents const ] i.hg a
service can be personalized by the use .°”S%‘W8£?d§*5§°'€ﬁaaa%ﬁi88%-1#-2‘5@ ack,
whi ch sequences their execution. The services currently available make it
possi bl e, among, ahAgfd e SundGipTBA 1o SbmBsR k8GR 3Bfic bR hagid ons: o
synchroni ze data Tor nomad users, to I ease applicatrons, to ctarry out
back-up operation t 2 Daital, . istic Chain The. Digital Logistic
Chai ' ({ cLRGroaHes Pae FRiRer uReaer drPdicgmisnenth dbshrd Sub Bty o
information between the server nPI the client stations. It makes it
possi bl e YBVIEBT CEHIRYION Wﬂh?’rﬁﬁ"agp PHBVIPANILOWNO et s, thus establishing a
traceability on data transport. 22 Consolidated specification as at
12.12. 2006 ~ Fofheesnaghist-end gaceakilitydloys patiunby heswstamasuppliassniegmatieni ce, t he
agent dial ogues with the 1RC, which send it the conponents associated with
that serlinked:to thesuse blthabaerviget liki dswase times tfrtexampleanid neakesriol . The
end-to-end traceability thus set up by the system supplies information
i Eked_ t opddsible seintoduibatranspareney in, dévielpnient s ¢hd proeess;drisefoanpl e. |t
makes it

example, possible to locate an application at any given moment and deduce

information on network congestion, on the use of resources, on the routing of
data, etc. All this information goes back to the Intoan Resource Center on the
circulation of digital data, thanks to the integration of sophisticated engineering:

marking of files, return codes, routing, etc.

1 General Technical Description / Architecture

1 Description

a Intoan Resource Center
The Intoan Resource Center is the server accommodating the services
and controlling the agents, possibly through wire IRCs which will serve it as relay,

if desired.

b Agent for Windows

The Agent for Windows operates in the client part of the system. Itis
adapted to the Microsoft Windows® system. It resides on the client stations in
order to send out data. It dialogues with the /RC which controls it, its “parent”

Resource Center.
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possi ble to introduce transparency in devel opnent of the process; it is,
for exanple, possible to |ocate an application at any given nonent and
deduce information on network congestion, on the use of resources, on the
routing of data, etc. Al this information goes back to the |Intoan

‘Resource Center on the «circulation of hanks
i ntegration of sophi sticated engi neeri r¢j go“rqﬁ{'eg sﬁac'gcfatt'?n F‘%gt {%g%ﬁ? codes,

routing, etc. Gener al Techni cal Descrr ption / Architect ure
Description a I ey |sthe
server accorrrr[)déla%rP etge(haz er vroﬁétﬁ{a?ng §tc§]r?{? nﬁe?@%@age S, possr bly

t hr ough it as relay, if desired. b Agent for
W ndows %@%&gﬁset\f@gr&aﬁ#ﬁ@%&g&%ﬁat es in the client part of the system It
is adapted to the Mcrosoft Wndows(r) system It resides on the client
stations in order to send out data. It dialogues with the I RC which
controls it, its "parent" _Resource Center. 23 Consolidated specification
as at 12.92. 2deemmynigation Pretogolathei\VABper ating on ot her pl at f or ms
(Mac(r), Unix, PalnmOS(r), etc.) can be added to it. ¢ Communi cation
Prot ocol : the Glommmmammbea/veeml%amé@lenms@ndumgetmarel@bbrmd ed by a
reliable and

preferably secure communication protocol: the Intoan Versatile Access Protocol.

This protocol integrates the XML language, which renders it structured
and sophisticated. It manages binary flows, transactions and remote procedure
calls.

The secure aspect of the /VAP and, by extension, of all of the transfers
made via that protocol is based on the use of a standard secure protocol: the
Secure Socket Layér (SSL).

This protocol guarantees private and authenticated communications on
the networks. It becomes possible, consequently, to transmit confidential
information without risk of it being intercepted by a third party. The two existing
principal Web navigators support this protocol.

The SSL operating principle is the use of a private key/public key pair to

encrypt the data transferred during the SSL connection.

d Admintool
In addition to its server and client parts, the system according to the
invention contains a program designed for the configuration and administration of

the IRC: the Admintool. The latter is delivered by default with the solution.
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preferably secure conmuni cation protocol: the Intoan Versatile Access
Protocol. This protocol integrates the XM. | anguage, which renders it
structured and sophisticated. It manages binary flows, transactions and
renmote procedure calls. The secure aspect of the |IVAP and, by extension,
.of all of the transfers nade via that protocpl is based_on of a
standard secure protocol: the. Securec%géw@?%l?asgpg?'ﬁ?%%ﬁlfs atri#?g ocol
guarantees private and aut henticated comruni cati ons on the networks. It

becores possi gtr?e AB%%SHHSPBHMiniétPat@rngtgélZist%pﬁgir%ﬁ\ed‘é\)eﬁdﬂgediinJQ(/ér,a.ti on

wi t hout risk It being intercepte arty. e two existing

princi pal b navi ors t M 0 L. T 0 i principle
"< he’ us@o6nolit eI sy RBEE Ine REyBa fatod Aol B BB G
transferred during.the SSI. connection, d Adm ntool In addition to its
server an'EFﬂWPH%W(ng%ﬁ’/t%r,'”‘ilﬂFF‘&%¥y§¥&Y‘?\'Q?&B?td KPR HENG H\?&&‘IPP&W contains a
program desi gned for the configuration and adm nistration of the IRC the
Admi nt ool conppenenys instalied. ddat pErasamyy caanesied onithe GUHosipfthe sarveps

Consol i dated specification as at 12.12.2006 The Adm ntool (or

adm ni st r 4lié damintep) candigures; ogtabiy, des/talloying paragwlers: making it possible to
configure the IRC fromany station at all connected to the network

di rect orye or ithdinaeesd bfthelzentdre I nternet, for exanple, and to act on the
conponents installed. That programis connected on the GU port of the

server. the IP address of the server;

the port intended for the agents;
o the administration port;
. the administrator password;
. the cryptography used (SSL', MDS5, etc.);
o the location of the certificate files (Keystore and Truststore);
o the database connection to be connected.

The Admintool thus renders several components available, in order to
optimize operation of the system:
¢ a configuration component of the global parameters of a Resource Center,
¢ an interrogation component of the /RC on its current state (that component
is éccessible by two distinct implementations: XML version and serialized Java
Object version),
. an installation and display component of the modules present on the
Resource Center,

. an installation and display component of the agent licenses on the /IRC.
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The Adm ntool configures, notably, the follow ng paraneters: the nane of
.the server; the IP address of the server; the port intended for the
agents; the adm nistration port; the adm nistrator password; the
cryptography used (SSL, MD5, etc.); the location of the certificate files
-(Keystore and Truststore); t he dat abase conpection t.o be c e d. The
Admi ntool thus renders several compone Ogsé@ﬁ{éﬁéﬁ?%&a}h?\n B?ate&n{&o%ogpti nm ze
operation of the system a configuration conponent of the gl obal

~ paraneters, of @rcﬁﬂ?emrﬁe Cent er, an interrogation conponent of the IRC on

its curre conponent i s accessible by two distinct

I npl enent at i ong, S/ . I al . J ' . i an

[ gt al lation Qﬁg %M;ﬁ%jgéf fgg%gﬁ(@fﬁfg% &E'hé?‘ﬂﬂ}&ﬁﬁ@ssa ée%@h{t&gﬁ'%f he'® Resour ce
Center, an installation angpﬂihs, | ay conponent of the agent |icenses on the
IRC. 25 Resedayers i Baraleen polmeen makefosshla s 2006 2 Architecture | RC
and Agent for Wndows are built around the sanme architecture. The base

| ayers i m egr £08tMBMCatiaMbY theeRRGrakb its@gents ey exchanges of messages and

binary exchanges (/VAP layer),

. the encryption of those data transfers thanks to an SSL layer,
o compression (zlib layer),

o scheduling of tasks,

. access to external databases,

) additions and removals of modules,

. etc.

For questions of performance and organization, the /ntoan Resource
Centers have the power to étring them together. It then becomes very simple to
deploy an IRC tree structure, each server then being identified and configured
automatically. This confers ... [sic]

Furthermore, the /RC possesses replication (mirroring) and clustering
functions making it possible to increase the availability of services and to respond

to the large-scale management problems of clients in distributed environments.

a  Framework

The system is based on a distributed architecture characterized by its
modularity. Itis composed, in fact, of a framework and modules.

In that modular architecture, the framework integrates the base layers and

makes possible the dynamic addition of modules.
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communi cation by the IRCwith its agents by exchanges of nessages and
_binary exchanges (IVAP |l ayer), the encryption of those data transfers
thanks to an SSL | ayer, conpression (zlib layer), scheduling of tasks,
access to external databases, additions and renovals of nodul es, et c.
«For questions of performance and organizati,o the oan Centers
have the power to string then1together(§¥§mfﬁgﬂsﬁ88 8”9%5§ﬁ§ﬂ%%ﬁ§

deploy an IRC tree structure, each server then being identified and
configured automatically. This confers ... [sic] Furthernore, the IRC
possesses replication (mrroring) and clustering functions nmaking it
possi bl e bo i rModuakes t he availability of services and to respond to the

| ar ge- scal e managenent problens of clients in distributed environnents. a
Framewor k The sysddene issa aepbfeasiacsthpbmdrisitingpdtivg 4 settofrsenddsy, act eri zed
by its nodularity. It is conposed, in fact, of a framework and nodul es. In

that modulyRich3haHdst RISsIBIE fof BRarhplaMHeddpl dyaﬁ&grcﬂtagénédﬁ@nbamacméers and
nmakes possible the 'dynam c addition of | es Consol I dat ed

speci fi caf Aoy, mbte hairtdhceP rdYRoM! @hfiguration of a station, remote

maintenance of software packages or protection of user data, etc.

Installation of modules

A module is materialized by a JAR (Java Archive) file, available on CD-
ROM or directly on the Internet.

This JAR file contains:

an XML file describing the module,
o classes for the components,
. DLL libraries for the Agent for Windows,
e An SQL script for creating or modifying the tables,
) SQL scripts for creating generic services (services offered by default) in
the base.

A module is installed via the Admintool, which performs an upload on the
Resource Center. The latter then takes charge of storing it correctly on its disk
and of validating the license number transmitted at the same time.

There are two categories of modules: the core modules, which are the
modules installed by default, and the business modules, which will be installed
according to the users’ particular needs. The latter can personalize their system

themselves, by adding the modules they need.
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A nmodule is a group of task conponents, integrating a set of services,

whi ch makes possible, for exanple, the deploynment of applications, machine
nonitoring, renote mai ntenance, renote configuration of a station, renote
mai nt enance of software packages or protection of user data, etc.

-Installation of nodules A nodule is materialized by.a. JAR (Jav hi ve)
file, available on CO- ROM or directl y@ﬂsﬁﬁgéﬁﬁ%%{fﬁc on ﬁ%ts@z\] 'l e
contains: an XM file describing the nodul e, cl asses for the conponents,

DLL libraries for the Agent for Wndows, An SQ script for creating or
nodi fying the tables, SQ scripts for creating generic services (services

of fered by def@'jt i ethe base. A nodule is installed via the Adm ntool,
whi ch perforns—cg-ﬁ—rb-g-gg!aéon the Resource Center. The latter then takes
char ge of stor1it ng it correctly on its disk fnd val | dat LI_BE the License
nunber t r ansmi HSSP &M He S AifengqassaryiREPReTZIaN ec%‘tshedﬂri 'S#eddul es:
the core nodules, which are the nodules installed by default, and the
busi ness 9fdaemed rameverk. subschle. ldentil) ke Trapstar dPivgespantda@er s

particul ar needs. The latter can personalize their system thenselves, by

addi ng t HRecipigotses t hey need. 27 Consol i dated specification as at
12.12. 2006

Framework Module

The Framework module contains the following components:

Scheduler Component
This component makes it possible to program in time call sequences of
other components. It is intensively used by the agent for placing calls of

transactions and their associated components at regular intervals.

Parser Component

The Parser component integrates coding/decoding functions of the XML
language. It accepts on input a data structure of DOM type for generating an
XML flow, but creates only XML flows which are integrated in the IVAP protocol.

Insofar as its use is omnipresent in/ the /RC-agent exchanges, that

component is integrated in the Framework module. Itis present at the same time

in the /RC and in the agent.
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Core nodul es The core nodul es are necessary for operation of the system
There are 6 of them Framework, Subscribe, Identify, File Transfer,

" Process and Data Recipients. Franmework Mdul e The Franmewor k nodul e
contains the foll ow ng conponents: Schedul er Conponent This conmponent

.makes it possible to programin tinme call sequences.of. othe nents.
It is intensively used by the agent fo?ﬁoﬁf@@gt‘% spEricatiay as?trifnﬁggﬁ%ons and
their associated conponents at regular intervals. Parser Conponent The

Par ser conpon t odi ng/ decodi ng functions of the XML |anguage.
It accepts on%%ﬂﬁj%}(g%gbgagfr ucture of DOMtype for generating an XM

Insofar as. | ¢ 08 et oL p@EI0E XL NV WGt Bl babeaRs, ™ ' 00

conponent_i.s int egrat,ed iH t he Er.gmswork nodule. It is present at the sane
time in L8 CPREORARLISONAE 289§8h$19€28 Consol i dated specification as at
12.12. 2006 Logger Conponent Logger reads and wites the XM. fl ows which
cone to it in a database. This conponent is on the agent side. Stacker
conponent

Stacker component

The Stacker components delivers the Business Logic sequences standing
by on the Intoan Resource Center for each agent.

A stack is a data structure, consisting of an execution sequence and its
parameters, belonging to a service and intended to program an agent according
to the service selected.

This component enables the /IRC to directly contact an agent in order to
ask it to call its stack immediately, which is useful for executing an urgent
transaction (immediate deployment of an application on a local station, for
example). Furthermore, this component is also responsible for preparation of the
stack of agents according to the directives sent by the Admintool.

As far as the agent is concerned, the Stacker component makes possible

scheduling of the Business Logic of a transaction in time.

Subscribe Module

This module contains only one component, called Assign Service. Assign
Service, installed on both the server side and client side, enables an agent to ask
for the list of services offered by a supplier, but also to register an agent in a

service of an IRC.
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The Stacker conmponents delivers the Business*Logi c sequences standing by
.on the Intoan Resource Center for each agent. A stack is a data structure,
consi sting of an execution sequence and its paraneters, belonging to a
service and intended to program an agent according to the service

- sel ected. This conponent enables the I r . ont act nt in
order to ask it to call its stack ime %§ %?'éjg{?d &%‘f'%ﬁ?%?%aﬁg %%&?@
executing an urgent transaction (imedi ate depl oynent of an application on

a local statiomhe frat seﬁd‘ﬁf@éﬁ?ausﬂg ﬁél%‘f%'@ﬁﬁoestlh\lv%hﬁg'iﬁ)ggﬁg% té fhel SO

responsi bl e for preparation of the stack of agents acc ng to the

directiv dm ntool. As far as the agent is concerned, the
St acker %T%gétﬁ%éﬁﬁtgﬁgsﬁ ossi bl e scheduling of the Business Logic of a

transaction in tine. Subscribe Mdule This nodul e contains only one
conponent, called Assi gn Service. Assign Service, installed on both the
server side aqg clje de, enables an agent to ask for the |ist of

servi ces of f edd8nt OQH lier, but also to register an agent in a service
of an IRC. 29 Consol i dated speC|f| cation as at 12.12.2006 The IRC send the
exhaustive |i dikethesdykacgbe meduig.shakmeduleeptaing enlyisae cogeranenkt t ached to
it. Identify Mdul e Like the Subscribe nodul e, that nodul e contains only
one conpodentfy, which makes it possible to identify the consummation of a transaction by

an agent on a Resource Center. Present on the IRC side and on the agent'’s
side, it is generally used at the beginning of each transaction.

The Intoan Resource Center validates the identity of the agent that carries
out the transaction and verifies that it is authorized to use that transaction. In the
event the agent introducing itself is unknown or is not registered in a service, the
IRC does not authorize the transaction. However, if such agent introduces itself
in order to be registered in a service, the IRC references it in its database.

On its installation, a new agent creates for itself a single identifier which
enables it to be identified in each /RC on which the agent wishes to consume a

service.

File Transfer Module

The File Transfer module takes charge of the methods of downloading
files with error recovery. Each of the components constituting this module is
situated on both the /RC side and the agent side.

Four complementary components constitute this module:
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I dentify, which nmakes it possible to identify the consummati on of a
_transaction by an agent on a Resource Center. Present on the |RC side and
on the agent's side, it is generally used at the begi nning of each
transaction. The Intoan Resource CEnter validates the identity of the agent

sthat carries out the transaction and verifi hat i S ized to use
that transaction. In the event the age P'ﬂ?ﬁ?ﬁ?&%’@ﬁﬂ@atwééﬁr %56?7% own or

is not registered in a service, the |RC does not authorize the

transaction. Hgye¥fsad bfonﬁﬂﬁrh? gent introduces itself in order to be
e

regi stered in a service references |t |n its database. On its

installation, r i.ts erdent ier which
enables it to egi%ggﬁ:{%%ghte%csﬁ/ gi’&%g?\@(@% r%‘l’% ﬂJ@ :RL €hes to
consune a serﬁ\%{;e. e | e Traﬂ%f er dul e, The File Transfer nodul e t akes
charge of the HEUPIYE feRtuRaningSys ﬁ”qsi' qJesdn\jfisaperationyon eFeREcoVeltach of
t he conponents constituting this nodule is situated on both the |IRC side
and the agent ZPde: theqgent eapliusaraaest tee ApypbRAL! adite onrausredfia sterodul e:
30 Consolidated specification as at 12.12.2006 Downl oad Conponent This
conponent receives the downl oad requests of the agent. The distinctive
feature of the systemresides in its operation on error recovery node; the
agent can t husUpbxpde€onipomemdwnl oad of a file on a specific site. Upl oad
Conponent

This component takes charge of the method of upload of files with error

recovery. As mentioned in the case of the Download component, the

distinctive feature of the system is to operate on error recovery mode,

which enables the IRC to ask the agent for upload of a file on a specific

site. The component stores the files on the Resource Center according to

its local configuration and the parameters transmitted by the agent.

Pack Component

The Pack component groups and compresses files in Intoan.pak format. It
accepts an expression as parameter; that expression makes it possible to
define the files to be compressed. It is possible to specify options of

archiving and compression of the files.

Unpack Component
The Unpack component decompresses pak files, on the basis of the rules
of deployment included in the compressed file. These rules concern the

deletion and copying of files, file paths, etc.
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Thi s conponent takes charge of the nethod of upload of files with error
recovery. As nentioned in the case of the Downl oad conponent, the
“distinctive feature of the systemis to operate on error recovery node,
whi ch enables the IRC to ask the agent for upload of a file on a specific

. Site. The conmponent stores the files onthe Resourc nter [ng to
its local configuration and the par am&gpg&{dggegss&e?lﬁ%agg%gs?hﬁfggéﬁqsh Pack
Conmponent The Pack conponent groups and conpresses files in |Intoan. pak

format. It a bSsModdier €ssi on as paraneter; that expression nakes it
possible to efine the files to be conpressed. It is possible to specify

options of armg ps}dzgsg%oﬁ?ér&&ﬁi&%%?ti%etc ﬁp‘ébbﬁé alpgiﬁfaqéglgﬂr{ﬂ?@gﬁt O]'cl'he

Unpack conpone deconpresses p iTes, on asrs o eru

depl oynment included in the conpressed file. These rules concern the

del etion and éﬂﬁ§ing of files, file paths, etc. 31 Consolidated
specification as at 12..12.2006 Process Mdul e The Process nodul e consists
of three conponents, all situated on the IRC side. Filter Conponent Filter
makes it possifgligr COnfPdRét Properties on a conponent in order to

transmt themto another conponent.

Filter makes it possible to extract properties on a component in order to

transmit them to another component.

Format Component
The Format component makes it possible to present or format to another

component a character string in which variable entryways are going to be

found.

External Connect Component

The role of that component consists of connecting a transaction on an
external application. It acts like a system having a client/server
architecture, on which the external process is connected.

It is, for example, possible, to use External Connect to connect an

application deployment transaction to an external billing solution.

Data Recipients Module
As with the Process module, all of the components constituting the Data
Recipients module are on the Intoan Resource Center side and are used only in

that part of the system.

32



For mat Conponent The Fornmat conponent makes it possible to present or
_format to another conponent a character string in which variable entryways
“are going to be found. External Connect Conponent The role of that
conponent consists of connecting a transaction on an external application.

It acts i ke a systemhaving a client/server rchitecture, y/g t he
external process is connected. It is, ]igqnsgljgg}ﬁasgﬁclbgaglgpgﬁ@f %13) : é
Ext ernal Connect to connect an application deploynent transaction to an

external bill iﬂﬁ@%f&kb&ﬁient%ﬁuﬁeﬁﬂ%iﬁﬁgscto%ﬁtﬁs with the Process

nodul e, all of e conpohents constitu a Recipients nodule are
on the Intoan Resource Center side and are used only in that part of the
system 32 Consolidated specification as at 12.12.2006 The Data Recipients

modul e cont ai NWrite to DAvaleases CoMipdrrerito Dat abase Conponent This conponent
t akes charge of the connection on all types of databases. Wite to File

Component W i tehik @ofripofieiBaREs thar@@F tthd Borreclibh R dllrlyﬁes" bf @dtabhdess. a data
flow coming fromconponents. This conponent is useful for establishing LOG

type files.

Write to File Component
Write to File makes it possible to write in a “flat file” a data flow coming
from components. This component is useful for establishing LOG type

files.

Send Mail Component
Like the Write to Database component, Send Mail makes it possible to
write a data flow coming from components in an e-mail and to send it to its

addressee.

Play Sound Component

Within a service, the Play Sound component makes it possible to emit a
sound on the /RC in order to signal an event. It is, of course, necessary
for the server accommodating the Resource Center to be configured to

emit sounds.

Send Snmp Trap Component
Placed within a service, this component makes it possible to send an
SNMP trap to a pool management solution in order to set off an alarm on

the monitoring console of a third party software.

33



Send Mail Conponent Like the Wite to Database conponent, Send Mail makes
it possible to wite a data flow com ng from conponents in an e-nmail and
to send it to its addressee. Play Sound Conponent Wthin a service, the

Pl ay Sound conponent mnmakes it possible to emt a sound on the IRC in order
=to signal an event. It is, of course, cessa far the se

accon’?mdati ng the Resource Center to b(ra&)%ﬁ'fd?%rsgac'ﬁ%?t“o%ﬁ?ta{g%{ﬁ\a%o.ﬁ Send
Snnp Trap Conponent Placed within a service, this conponent nakes it
possible to send an SNWP trap to a pool managenent solution in order to
set off an alarmon the nonitoring console of a third party software. 33

Consol i dat ed S‘Rﬁ-@' i I 2.12.2006 Wite to Ldap Conponent The
Wite to Ldap co'n%g%gﬁ%b%rg?o@%g&ge of the connection on an LDAP base

b i t LDAP di t t t [ ). Busi | t
maul ar - acnect 5 B LG A aiRaR AERRIChRES P B dannBREb SR BB Cor ti no
to the invention, its expandabili t%i:pi nsofar as it is possible to add

modul es to t heé?asi(Pass usiaitheLPAR diFectory managemeteraloea)t he use of

particular client stations; these nodul es are call ed business nodul es.

Business modules

Its modular aspect provides a characteristic peculiar to the system
according to the invention, its expandability, insofar as it is possible to add
modules to the initial configuration, in accordance with the use of particular client
stations; these modules are called business modules.

The agents and the Intoan Resource Center support an unlimited number
of modules. Furthermore, the latter are added without the slightest interruption of
service being necessary.

In terms of programming, the addition of modules introduces COM
objects; the Iattef make it possible, in fact, to create object instances with
libraries.

There are, at present, 4 business modules, to which other specific
modules can be added: Application Distribution, Application ASP, Optimail and
Assets Sourcer. The components constituting each of those modules are all
installed on the /RC side and agent side, thus ensuring communication between

the two entities.
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The agents and the Intoan Resource Center support an unlimted nunber of
. hodules. Furthernore, the latter are added w thout the slightest
interruption of service being necessary. In terns of progranm ng, the
addition of nodul es introduces COM objects; the latter make it possible,

in fact, to create object instances w libraries. There a present,

4 busi ness nodul es, to which other spe |°PF@'daW§38F%fécag%a%8t {fgh?egd%

Application Distribution, Application ASP, Optinmail and Assets Sourcer.

The conponent s Hf&%is‘i’ﬂbﬁﬁﬁn Moadigose nodules are all installed on the
t

| RC side and agent side, us ensuring comruni cati on between the two

entities. 34 sQl | . ificati 2 0 | cation

bi st ri but i on MRS ARLSAGHRIELACROHMR Poudt 1SRty 8 Be iR
conponent.s d services handling appljcatjons deplo nt and data

di stri butasing appisatans geplayment and ek dstBlfip, HegBlsMBns component
Depl oy Application makes possi bl e the depl oynent of applications (prepared
with the CRRANEKET) on the stations equi pped with an Agent for Wndows. On
the IRC, it warns the latter of the state of an installation. Renobve
Applications Conponent QOperating on the sanme principle as the depl oynent

conponent, Renove
Deploy Applications Component

Deploy Application makes possible the deployment of applications
(prepared with the Winpacker) on the stations equipped with an Agent for

Windows. On the IRC, it warns the latter of the state of an installation.

Remove Applications Component
Operating on the same principle as the deployment component, Remove
Applications carries out the removal of applications on the stations

equipped with an Agent for Windows.

Application ASP Module
This module consists of components dedicated respectively to monitoring

and billing of the applications used.

Monitor Applications Component
The Monitor Applications component makes possible the monitoring of
applications installed by the applications deployment component. Itis also

responsible for collecting information on the daily use of an application.
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Applications carries out the renoval of applications on the stations

. equipped with an Agent for Wndows. Application ASP Mddule This nodul e
consi sts of conponents dedicated respectively to nonitoring and billing of
the applications used. Monitor Applications Conponent The Monitor

<= Appl i cati ons conponent makes possible e njtorin f a | 1 QNS
installed by the applications depl oyme OnE(gDWﬁ%ﬂéﬁ??'ﬁ]ﬁaﬁori‘ as gﬂjo??%%() ponsi bl e

for collecting information on the daily use of an application. 35
Consol i dated specification as at 12.12.2006 Bill Applications Conponent
Thi s conponent nakes possible the billing of applications installed by the

Appl i cation oy.el. C onent. as Il as that of daily use of an
application Wb %%%I’c_a?@}sl Npﬁw&ﬁ?e The Optinmail nodul e makes it

possi ble to optimze the nmanagenent of conputer i]. Th opponent s
Conati tuti ng (HIT CHOBERENdraceoReiB e P TS GheRa IONS I RlRbBNBIR Thi s
conponent nekes possi ble the connection of an agent on a conputer nail
server of POP Arplicrign Poploypncypaenentoas well esithat afidsily gpe ohant i ng nessages.

The I RC part of that conponent can check the list of waiting nessages in
order, for exapplieatiarobyhesar.-up the overly vol umi nous

Optimail Module
The Optimail module makes it possible to optimize the management of

computer mail. The components constituting that module are complementary.

Read Mailbox Component

This component makes possible the connection of an agent on a
computer mail server of POP or IMAP type in order to check the list of
waiting messages. The /RC part of that component can check the list of
waiting messages in order, for example, to clean up the overly voluminous

messages it might contain.

Read Mail Component
Installed on the /IRC side, the Read Mail component makes it possible to
read the messages selected in the list supplied by the Read Mailbox

component.
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nmessages it mght contain. Read Mail Conponent Installed on the I RC side,
_the Read Mail conponent nakes it possible to read the nessages selected in
the list supplied by the Read Mail box conponent. 36 Consoli dated
specification as at 12.12.2006 Store Ml Conponent The Store Mail

conponent copies the contents of the sage ad ap the | source
Center, so that this nessage will be g?zﬁnﬁ‘gg?{?%c?ﬁﬁg' Iggon aﬁamﬁqiﬂr'%@
connection. Send Mail Conponent Send Mail makes it possible to send a

nmessage, thus ﬁ%@mbhﬁkﬁeﬁ? Read Mail conponent. C ean Mail box

Conmponent Thi s conponent es it possible to clean up the server in a

criteria Specth Soe YRR bodet B Rattabdr e B Gedt nBEIG " 00c1 )
concerning 1 heNSUAPREROSECRRECIPr oAy biE Mesrarll Pegvalibie BB o of two

conponents: Get Assets List Conponent This conponent collects data on the
stations accorffbl@arnelgcanmnecient :

Send Mail Component
Send Mail makes it possible to send a message, thus complementing the

Read Mail component.

Clean Mailbox Component
This component makes it possible to clean up the server in a single
manipulation. It selects the messages to be deleted according to criteria

specified by the user (size of message, date of receipt, etc.).

Assets Sourcer Module
The Assets Sourcer module gathers low-level data concerning the station

on which the agent is installed. It consists of two components:
Get Assets List Component

This component collects data on the stations accommodating the agent:

type of microprocessor, frequency, disk space, etc.
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type of mcroprocessor, frequency, disk space, etc. 37 Consoli dated
specification as at 12.12.2006 Store Assets List Conponent The Store

" Assets List conponent enables the Intoan Resource Center to store the data
received by the Get Assets List conponent. 3 Installation a Installation of

. the Resource Center The Intoan Resource Center is inly di | d on
CD- ROM Devel oped in Java, it is desi g%@&saga{?ﬂélpgﬁcagﬂxﬁf aﬁj;)i%ot%hat can
support a Java Virtual Machine (version 1.3 and higher): Wndows 95, 98,

Me, NT 4.0, 2 : i econmended) , Sol aris SPARC 2.5 and
hi gher ver si O%S},Qré &8%L§?g%éﬁ§bﬁ%{1er versions, HP-UX 10.x, 11.x and
hi gher versio

Al X 4 x ,and _hi gher Lons I el.. IR X,
Trooa and ot heeUNEE Assert dTheomngl EFages B i Re sy R Bl v
intended to receive the IRC to haye at abase avail able prior to
i nstal | ation. SA6BgdaH T%@t@ﬁ@%ﬁﬁ%@%ﬁ‘@ﬁ%ﬁ?@%ﬂ% “libraries of the
I ntoan Resource Center on the target system Depending on the operating
system under which the installation program is |aunched, certain

paranmeters, such as the installation directory under
3 Installation

a Installation of the Resource Center

The Intoan Resource Center is mainly distributed on CD-ROM.
Developed in Java, it is designed to operate on platforms that can support a Java
Virtual Machine (version 1.3 and higher):
) Windows 95, 98, Me, NT 4.0, 2000 (NT.and 2000 being recommended),
o Solaris SPARC 2.5 and higher versions,
o Mac OS 8,0 and higher versions,
o HP-UX 10.x, 11.x and higher versions,
. AIX 4.x and higher versions,
. BSD, Linux Intel, IRIX, T_ru64 and other UNIX platforms.

It is also necessary for the server intended to receive the /RC to have a
database available prior to installation.

A program installs the components and the libraries of the Intoan
Resource Center on the target system.

Depending on the operating system under which the installation program
is launched, certain parameters, such as the installation directory under
Windows, will be prerecorded. An uninstall program, as well as last-minute

documentation, are also copied in the installation directory.
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W ndows, will be prerecorded. An uninstall program as well as |ast-mnute

docunentation, are also copied in the installation directory. 38

* Consol i dated specification as at 12.12.2006 b Installation of Agent for

W ndows The installation of Agent for Wndows is carried out from an

. installation programof Install Shield e, . Repl acenent of r.ogram
devel oped in C++, by the Intoan Techn&f‘%"g?)'d?mdeﬁpﬁ‘a 'Cr[ﬁ%ﬂ%?%?ﬁ ﬁ]ﬁ)%& stem

can be envisaged in the future. The Agent for Wndows is installed by

default i thﬁngfrﬂl\aﬁéﬁ%@%{édfg?Wi"'d%W”/ Agent" directory. An uninstall

program and rece ion al'so "appear in that directory. Once the
agent is instal,led he Start nu. ,(Pr o ranﬁt%r. [ ves, access tp the |ntoan
Tochnol ogy 11 | e igpielAicnnt Aesd Toneid Ty e STaRTE 2R fsteBatioagent
shortened to | Agent.exe (the agent is acconmpanied by an XM. caonfiguration
file); UPREART '%@%@W%ﬁweﬁ ehlapareabal (Bt RrodE. davelRediin Grogr am ;
Readne file (shortened to last-mnute information). 4 Identification On the
first usedy thedntpgantechepiopy dtenahinstallation systeascahbe gamispgedin iied agent )
inits configuration file. If such is not the case, the agent is going to
gener at e faturgi ngl e identifier by using a key of 50 characters. That key
wll be valid throughout the life of the agent.

The Agent for Windows is installed by default in the “c:\Program Files\

Intoan\Agent” direqtory. An uninstall program and recent documentation also
appear in that directory.

Once the agent is installed, the Start menu (Programs) gives access to the
Intoan Technology file, which contains the following elements:
) Intoan Agent, shortened to IAgent.exe (the agent is accompanied by an

XML configuration file);

o Uninstall (shortened to unwise.exe or other: uninstall program);
. Readme file (shortened to last-minute information).
4 Identification

On the first use, the agent verifies that it possesses an identifier (id_agent)
in its configuration file. If such is not the case, the agent is going to generate a
single identifier by using a key of 50 characters. That key will be valid throughout
the life of the agent.

The IP address of the server makes possible the identification connection
of the agent, which will transmit its single identifier as well as the common user

information (name, given name, address, etc.).
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The I P address of the server nmakes possible the identification connection
_of the agent, which wll transmt its single identifier as well as the
common user information (name, given nane, address, etc.). 39 Consoli dated
specification as at 12.12.2006 5 Subscription to Services The server of

seach provider has a nunber of services to i the_ user ¢ ri be
t hrough the agent. Each subsgrdiption o Ogﬁg@ageﬁts’pteﬂﬁ%? 'g%?%?@@-%@@ unes a
| i cense. Each Intoan Resource Center is sold with a nmultiservice |icense

for ten agents. Anobng the services offered, the services of deploynent of
applications, synchronization of files and/or directories, data recovery,

backup, subscrd. pti QD i AN apv(%el | ati on of subscription to other services,
etc. are iﬂﬁﬁm%m subscription can be nmade either directly
fromthe agent_interface or by a stack directive which wil] call a
subscri ption tﬁm%%ach %‘gﬂéﬁf @P'\?% MRer Ogé%’u‘qe&ée whigh e 4t he st ack.

Sonme services offered for subscription are free, and others are pay
servi ces.carnwibsgfibe thiovem thesagantnfach sulpeription of @ncaganblteaisgrvigee
presentation page of each service. a License - Allocation of Licenses In
t he cour seonsfimesst kidengei Gracbfinteandirdosrca Gentes és sotd siitheneitiservies i d
| icense code. This code is to be entered in the Adm ntool interface in the
space pr dicedee for ten agents.
Among the services offered, the services of deployment of applications,
synchronization of files and/or directories, data recovery, backup, subscription
and cancellation of subscription to other services, etc. are currently available.
The subscription can be made either directly from the agent interface or by
a stack directive which will call a subscription transaction. A stack directive
describes a line of the stack.
Some services offered for subscription are free, and others are pay

services. The information relating to rates is accessible in the presentation page

of each service.

a License — Allocation of Licenses

In the course of installation of a module, the user must enter a valid
license code.

This code is to be entered in the Admintool interface in the space provided

for that purpose.
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for that purpose. 40 Consolidated specification as at 12.12.2006 A |license
_can be collected froma text file (sent by electronic mail, for exanple).
"The |icense code does not exceed 32 characters and does not include any
diacritical mark (accents, cedilla, etc.). License allocation procedure The

suser asks for the I P address of the se et on ich.it. is desj 0
install the Intoan Resource Center. @Hé?lﬁgﬁ %PF?'@@hg%afgt@gﬁ?‘%@ it
contains the information the IRC needs and is broken down, for exanple, as

fol Lovs: [ SERCMIBER : cled¥omd] el ﬁgg@ﬁﬁ y 4B E%ﬁ] At the start

and at regular |nte or exa ever verifies the

[ censos PROHPT ofhe iRl ?%%%%fn%gs?%ei&e‘? ?hif@&!%? %ﬂﬂrd%ﬁﬁbogégﬁ{ £

subscri be easi | ser ices, th m,{ be able to refer to a main server
conpi |i ngd®A ¢! a@%gag eﬁ(?aP?‘iﬁ? CThe local services nust |ikew se be
conpiled in the local directory, so that the agent can subscribe to those
services without thereby requiring an Internet connection. Two types of

directories can therefore be inplenented: 41 Consolidated specification as
at 12.12. 2006 License allocation procedure

The user asks for the IP address of the server on which it is desired to
install the Intoan Resource Center. An encrypted license is created; it
contains the information the IRC needs and is broken down, for example,
as follows:

[SERIAL NUMBER | SKU | No. of LICENSES | IP ADDRESS]

At the start and at regular intervals (for example, every hour), the IRC
verifies the conformity between its configuration parameters (IP address)

and the licenses installed.

b Directory of Services

In order for the agents to subscribe easily to services, they must be able to
refer to a main server compiling all the services available. The local services
must likewise be compiled in the local directory, so that the agent can subscribe

to those services without thereby requiring an Internet connection.

Two types of directories can therefore be implemented:
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Intoan Main Service Directory (IMSD): the Intoan reference directory; in
_the interface the nanme of the service is acconpani ed by the nanme of the
provi der supplying that service; Local Service Directory (LSD): the | ocal
director for each IRC. These two directories are accessible by selection of
: New Services in the nmenu of the main r i) . ' er Vi i rector
Al'l of ‘the public services are referen(?g)&g:a@at@fdg%ltpgégﬁawgﬂi] ?ségtgzriliﬁ]lﬁ S Y
directory is accombdated and mai ntained by Intoan. Initially, a single

nstance 4 of th@hnifal Syitblnirdfol {IMSDE Rle [AloahNBretBRcLUil Sy, inl L S

probabl e that 't ene n the mediumtermfrom a’hi gh-1evel

mat eri al grchj | ust m.rraoring, . ice Directory
Each I RC E' s'Egei%gélﬂﬁ?Qgﬁ\ﬁnO%aﬁ% ggp@eyls %Cﬁggﬁ%ﬁé#‘ t%?letrh \%?%Z‘Lenéﬁﬁe%t ory. This
directory rrak%z it eoss'hbbe to catal ogue the private services easily and to
render t REYHAEE SHRRYINISNBYSENIEE ocal agents, without having to manage any
system of access rights_or requiring an Internet connection. c

Regi st rat Pon Bypcehsenieniresion: (Ladd: M lossl diseatorfoseaeh RC.Di rect ory nakes
it possible to subscribe to one or nore public or private services (stored
| ocal | y on t helheRe)two4lreCtomnies|adred aceessilpe byfsetentionwf Aevabentesdn 2606

menu of the main screen.

Intoan Main Service Directory

All of the public services are referenced in a global directory. This
directory is accommodated and maintained by /ntoan. Initially, a single instance
of that service will be functional at the world level. It is probable that the IMSD
will benefit in the medium term from a high-level material architecture (cluster,

mirroring, etc.).

Local Service Directory

Each /IRC possesses its own directory, the Local Service Directory. This
directory makes it possible to catalogue the private services easily and to render
them accessible by the local agents, without having to manage any system of

access rights or requiring an Internet connection.

c Registration

By the Agent Interface

Access to the Service Directory makes it possible to subscribe to one or

more public or private services (stored locally on the IRC).
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By a Stack Directive The subscription of an agent to a particul ar service
_can be carried out by a stack directive (it is then a question of a forced
directive), which directive may have been placed in the stack through the
QU port, ‘in order to call a subscription transaction (Register to Service

stransaction). d Referencing of a New Setvice, An | ntpoan Reso ter can
request the referencing of a new servi géeons?lﬁjaﬁﬁ’es‘)ﬁf'ﬁ 'Pna??gﬁfﬁ%%\hen a

provi der defines a new services, it can reference sanme autonmatically in
that directory. For that purpose, it nust define the characteristics of
the service to be referenced (notably, by describing it) as well as the
type of referByaiStackiDivectivet o carry out (public or private/local). e
Renoval of a Service An I RC can request the renoval of a service. 6 |HM of

Agent for W ndrivssubsgriptidvi of amugehttoe gdrtithiar sémpeecanrsk cartivd buvby Agent f or
W ndows nakes it possible to access all of its functionalities. 7

Conpr essi QBcICAIMBERE it M tHeh RyTSstioAlof AordBIZdifdtide) dhidredirdcaive mdy ter ms of
time and at reducing the disk space devoted to receiving applications and
e

|
St ons. e AR e & LR ORI GRERER Ol 6 PRr g Thaf Esebediin, o

standard; trérlisaction (Register to Service transaction).
d Referencing of a New Service
An Intoan Resource Center can request the referencing of a new service
in the global directory.
When a provider defines a new services, it can reference same
automatically in that directory. For that purpose, it must define the characteristics
of the service to be referenced (notably, by describing it) as well as the type of

referencing it wish to carry out (public or private/local).

e Removal of a Service

An /RC can request the removal of a service.

6 IHM of Agent for Windows

A graphic interface of the simple and intuitive Agent for Windows makes it

possible to access all of its functionalities.

7 Compression

Compression is aimed at optimizing data transfers in terms of time and at

reducing the disk space devoted to receiving applications and programs on client
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is, notably, used in products such as the one known commercially as Wnzip.
.8 Additional program Wnpacker Wnpacker or Packer for Wndows is an

i ndependent program developed in C++, which enables the clients of the
systemto prepare by thenselves the packages intended for dissem nation on

:the stations of their clients. This programfarns part of the
package-creating "tool kit" intended fordjogﬁ@'dﬁ{?gﬁgﬁc'&ﬁgg%ﬁ? 8%%%%55 | t
use is both sinple and intuitive. Wnpacker nakes it possible to create a

file, whighigMg lTeraqg?%f%shﬂg &éﬁ?ﬂﬁfﬁgentﬁ’?%ﬁb.gfﬁ’%x]{gﬂd&??@é istd8tahbihiRP it0f @

directory or |Tst new. pak e"contains t es of the application

Final 1y, TrRtRb o ecHicts Sch o b BEEHnS P Rl ZRS UBHEES Avong 1 ne

different options available for developing the platformand the agents
according to the invention, it has been chosen to use object |anguages
preferably. They offer, notably, the advantage of nore structured codes, of
a possi BlitAdditiopgkprograncWinpaek@int s and of better software

mai nt enance than ot her | anguages, such as | anguages of structured type,
for exanpl e. Gdfnpiadken argPadker dirfWindemsds apsndaneangeplprageain.tdeyefapeds,
functionalities and characteristics of the IRC and the agent, it seened
necessar \intGr, adiicreenditded theCdiestd oltheasystepeto priepate onthesnseivektha?2. 2006
guestion of a devel opnent | anguage i ndependently for each one, while

pr eser Vi nghoRagey imtenddfd fop dRsemtfatiohamihel statidrernofbiedivelfnts. NDkie two units).

program forms part of the package-creating “toolkit” intended for the Intoan
Resource Centers. It use is both simple and intuitive.

Winpacker makes it possible to create a file, which will carry the extension
.pak, grouping all the files of a directory or list. That new .pak file contains the
files of the application to be sent out to the agents and is linked to an XML

description file. Finally, that group file can be compressed.

il Technical Choices

Among the different options availéble for developing the platform and the
agents according to the invention, it has been chosen to use object languages
preferably. They offer, notably, the advantage of more structured codes, of a
possibility of reuse of the components and of better software maintenance than
other languages, such as languages of structured type, for example.

Considering the differences existing between the roles, functionalities and

characteristics of the /RC and the agent, it seemed necessary to tackle the
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1 Devel opnent of the Intoan Resource Center The choi ce of devel opnent of
the 1RC was primarily focused on the Java |anguage. The latter presents,
“in fact, two principal technical advantages: It is rmultiplatform that is,
it fits the myjority of operating systens currently available; Its

. conponents are interoperable and reusable. These pr. rties essary
fromthe standpoint of design of a nu?#wﬁwﬁ?gﬁﬁﬁgg' °%§S?Wi§f?é§§%hus
rendering the technical choice coherent. 2 Devel opnent of Agent for
W ndows | ' - ' | $-hi sgApe of server side
developnéﬁf%a¥ﬁg??3%%F$*ﬁﬁ§ﬁq%ﬂ§¥%§§h&e pgg?%%kﬁﬁggh?ﬁgﬁgﬁm%f the system
accordin to the inventi.on, notabl the Agent . for Wndows, entail a
i 11 er enPrEREMID T BPORRSr ot el RE RSttt R veh P sava
| anguage entails the presence of a Java Virtual Mchine on each client
station. Furthernore, it is necessary to design prograns occupying a disk
space small enough to be installed on all the final stations. Finally, the
use of thh enelogpment of the InfopnResauree Geater] execution of the
prograns. 45 Consolidated specification as at 12.12.2006 Fromthat point
of view, the adp ¢hiee obtevstoproents théeéRCwasl privgarily éocusedfoarthelavan t he
devel opnent of its agents. However, other agents may possibly be devel oped
i n ot her |haggageg€eBhe latter presents, in fact, two principal technical advantages:

o It is multiplatform, that is, it fits the majority of operating systems currently
available;
) Its components are interoperable and reusable.

These properties are necessary from the standpoint of design of a

multiplatform such as the /RC, thus rendering the technical choice coherent.

2 Development of Agent for Windows

If Java constitutes the best option within the scope of server side
development, the functionalities linked to the client part of the system according
to the invention, notably, the Agent for Windows, entail a different choice for its
development.

On the one hand, use of the Java language entails the presence of a Java
Virtual Machine on each client station. Furthermore, it is necessary to design
programs occupying a disk space small enough to be installed on all the final
stations. Finally, the use of that language makes possible a more rapid

execution of the programs.

45



dependi ng on the environnent for which they are conceived. Another

techni cal choice ainmed at rendering the systemnore dynam c consists of
“using COM objects. The use of those objects makes it possible, in fact, to
add nodul es dynam cally to Agent for Wndows and offers themthe capacity
-to interact with their environnent. I ni catio cor dance
"with the choices made for devel opnent ﬁ%ﬁgj F?ldsﬁﬁ? icgtion ai?to{bs %?

system the conmunication between the | RC and the agent also |rrposed a

techni cal Choﬂﬁcﬁg}tﬂﬁg ﬁélﬂYbPHéwytHée ||8£‘r‘?tdchots8?% u§ %ecé+‘-¢"1‘§ ré&g;t‘ésed on the

XML | anguage. uage serves a base conmu ion
protocol |nto Ver,sa Acc Pr ot ocol (1 VAP), a prot ocol created by

| nt oan. ﬂ&*%?@mféf'l? é&)ﬁ?‘i’%ma" é@ ar?&k‘gss it possi bI e to exchange and store
data in the Agent for Wndows confi tion rrprovethe
ondabi 11ty JHoweNsToather SHBNE G ARESTI R S e ne il s IGUBBRR | o5 Thus
benefiting fromthose properties, the IVAP is both an efficient and
reliable 8 on esryifonmend ferwhigle rayraseicoaceiyedhe nodul arity of the
system according to the invention, the following are to be noted: 46
Consol i dat ed sfwthér teabnioal cwice aiedlat reod@ing the sysi¢m mene dynamis or nor e
nodul es can be nade without the slightest interruption of service; a

t heor et i cadnisistsiof using GOMwileots.oThendealof thaserobjects orakes itqubsbiple, in

fact, to add modules dynamically to Agent for Windows and offers them the

capacity to interact with their environment.

3 IRC/Agent Communication

In accordance with the choices made for development of the principal
actors of the system, the communication between the IRC and the agent also
imposed a technical choice; as previously mentioned, that choice was focused on
the XML language. That language serves as a base for the communication
protocol Intoan Versatile Access Protocol (IVAP), a protocol created by Infoan.

The standard XML languages makes it possible to exchange and store
data in the Agent for Windows configuration, as well as to improve the readability
of the data and to facilitate development possibilities.

Thus benefiting from those properties, the IVAP is both an efficient and
reliable protocol.

Among the advantages implied by the modularity of the system according

to the invention, the following are to be noted:
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t he agents and servers; the agents can work autononously and invisibly; the
integration of the elenents of the systemnmakes it possible to respond to
“a set of problens with a sane set of elenments; all types of connections

(for exanple, by nodem cable, xDSL and specialized |ink, anong others)

-and all outputs can be supported by th«=C el?ﬁ@g{étd?spegﬁcé‘%&ggsséﬁf@){%@tfor t he

traceability rendered possible by this e i onal
transparency to be introduced on the devel opnment of any process enploying

the system accordi Rge ggdﬁigﬁ oifPMS'a? hg;;e ”Md“@‘?ﬁ.ﬂs'?gfiaﬁ’%@wf%aﬂ on as at

12.12.2006 CLAIMS 1. Systemfor the dynamc ta and/ or
servi ces,%ipﬁ{gg[ ﬁw?ér?lﬂeétﬁb?\dofis%éxgigg‘t it involving contains: - one server (1)

and possibPy W re servers at | east one agent (7), resident or
capabl e of becom n resident on.a user termnal and capabl e, of
comuni cat i ng “wi t h%ttﬁgogeilpgli\furalﬂlt%gnwrgger %fme%ng’f cah evauggog%q 3& sof t war e
(6) and; - at |east one communication layer (18) capable of carrying calls
of  renottBe REEAARNDLIEYS[Sect s situated on a server (1) and/or on a wire
server (6) and of using at |east one communication protocol (5) capable of
securing an int er adhe agentsrganbrenuseitonomeuysieand nvis)ly.and
- the integration of the elements of the system makes it possible to
respond to a set of problems with a same set of elements;
- all types of connections (for example, by modem, cable, xDSL and
specialized link, among others) and all outputs can be supported by the elements
of the system.
As for the traceability rendered possible by this method, it enables an

exceptional transparency to be introduced on the development of any process

employing the system according to the invention.
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agents (7), while said protocol contains: - nmeans rendering it capable of
produci ng and managi ng conmuni ca- tions between at | east one agent and the
"IRC, notably through XML nessages; - neans for calling a renote nethod by
reading/witing of types bjectRequest and bj ect Response respectively. 2.
. System according to Caim1l, characterized in that .the serve ervers
and the agents are constructed accordi gonte‘%“dﬂ?g SESﬁécagp%ﬁ??te{%ﬁ#%QO%on t he
basis of a "framework", conpleted by optional dynam c additions of nodul es.
48 Consol(i;ﬂp‘mg specification as at 12.12.2006 3. System according to
Claim 3, characterized in that the base |layers integrated in the server

and in the agepts %}%ﬁ%#%@r@?%@%@ﬁb@gﬁ8?8%841%/‘5F9389%Fg£prOpri ate for

securing: - cormun exchanges of rressages and

bi nary exchanges an .an option,. - encryption, and/or - conpression,
and/ or - é@ﬁ%&gﬂ? 'ng'haﬁgwg!v"gih%‘?’g?'”-s' access to external databases, and/or
- additions/renoval s of npdules. 4. Systemaccording to any one of Clains 1
to 3, characteri 28@Spfvef hhtand possibly wire servers (6);

- atleast one agent (7), resident or capable of becoming a resident on a
user terminal and capable of communicating with the server (1) and/or
at least one wire server software (6) and;

- at least one communication layer (18) capable of carrying calls of
remote methods on objects situated on a server (1) and/or on a wire
server (6) and of using at least one communication protocol (5)
capable of securing an interactive link between a server (1, 6) and
agents (7),

while said protocol contains:

- means rendering it capable of producing and managing communica-
tions between at least one agent and the IRC, notably through XML
messages;

- means for calling a remote method by reading/writing of types

ObjectRequest and ObjectResponse respectively.
2. System according to Claim 1, characterized in that the server or

servers and the agents are constructed according to the same architecture, on

the basis of a “framework”, completed by optional dynamic additions of modules.
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it conprises: nmeans for packaging or wapping a digital asset (20); neans
_for providing the package (22) with a "software el ectronic [label” that can
*contain, notably, the followi ng el enents: - nane, size and date of the
package, description of contents, electronic certificate, etc. means for
. depositing the package (22) on an IRC d for t| caI ly
to the IRC (23) responsible for the fi &:159%15&@3‘985?3% ?'bﬂgat(%fzu

Consol i dated specification as at 12.12.2006 means for the server (23) to

send, upon reggi pt S@%ténh‘%c@&% Clav]ﬁ‘@t bﬁfa&fen%%gﬁ-i @tat ﬁ%aée%%&% sender

server (1); neans tor recover e agents (7) of

%) to ?ﬁéﬁeﬁ‘%@’*‘ﬁ*ﬁﬁi@%ﬁ%%"é Fﬁhg'aﬁgﬁ%. hafeh bl wﬁé”ﬁeivéf%ﬁaﬁﬁ%' el r TRC
regularly of the t| ons they carry out on the digital asset; and, as
an opti Or{nean%%gfgpP Ph@e%%mt of notices (26, 27, 28) in databases

and/or for their automatic ascent to all |evels, preferably to the | evel of
the main server CQMMUBICation valisthe oeatsafar ©x6bangas efgnessagesanddiinaryr
dynami c distribution of data and/or services according

exchanges and, as an option,

- encryption, and/or

- compression, and/or

- scheduling of tasks, and/or

- access to external databases, and/or

- additions/removals of modules.

4. System according to any one of Claims 1 to 3, characterized in that
it comprises:

. means for packaging or wrapping a digital asset (20);

. means for providing the package (22) with a “software electronic

label” that can contain, notably, the following elements:
- name, size and date of the package,
- description of contents,
- electr_onic certificate, etc.,
. means for depositing the package (22) on an IRC (1) and for
routing it automatically to the IRC (23) responsible for the final

target stations (24, 25);
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to any one of Clains 1 to 3, characterized in that it conprises neans of
“traceability consisting essentially of: - an application (21) ensuring the
*packaging of a digital asset (20) in order to constitute a package (22)
and the allocation to the latter of a software electronic |abel; - means

.for the deposit of said digital asset an. | 1).;. -. nean uting
said digital asset according to a prot gfgogﬁapgégts%e)ng%gorl\ ﬂ&af(s%fi?'é ponsi bl e
for the final target stations (24, 25); - means of supply of at |east one

oLl el 30 O B RRREaR WKe A BERYORNE BN BobRAgh 3 L

sender server (1, ecr'frcatron as a 06 6.
System according to rizeg in that.it contains neans for
t he di spatch of not"TC'eE O?Qefje'ég?é&? tﬁﬁéeﬁ %rnstesrve 673()1)’of the final stations,
whi ch use the package recei ved 2%( to their |IRC System according to
one of O aims 2 or "Bearshier sesaveryelthemackage (3% byr?B%@Q@Btsé?eOfctl'?Ssen anmong
nodul es of the type ainmed at permtting the deploynent of applications,
machi ne noni t or i ng,finaéatetiensrand fernihe dispatcivivi be agents glchnphieeso27a
conputeri zed work station, renote naintenance of software packages and/or
protection of user muaihanll%;csirmim according to any one of Clains 1 to 7,
characterized in that the server software is in Java | anguage. 9. System
according to any onfieds for #dEndl statiohs t6 oS tiadit IRETI rdguldriieds the

operations they carry out on the digital asset; and, as an option,

) means for the deposit of notices (26, 27, 28) in databases and/or
for their automatic ascent to all levels, preferably to the level of the

main server (1) or at least of a wire server (6).

5. System for dynamic distribution of data and/or services according
to any one of Claims 1 to 3, characterized in that it comprises means of
traceability consisting essentially of:
- an application (21) ensuring the packaging of a digital asset (20) in
order to constitute a package (22) and the allocation to the latter of
a software electronic label;

- means for the deposit of said digital asset on an IRC (1);

- means for routing said digital asset according to a protocol (5) to
the IRC (23) responsible for the final target stations (24, 25);

- means of supply of at least one notice relating to the package (22)

and of sending the latter to the sender server (1, 6).
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inplementation of the agent for the operating systemof a connected

termnal is carried out in Java, C or C++ |l anguage. 10. Method for the
dynam c distribution of data and/or services, characterized in that it
essentially entails the stages consisting of: - procuring at |east one

_agent, that is, a program support, whi can e _acgui.red as, |
formatted and | oaded from an I nternet g‘il]qtnéa'da}eﬁsslps(f'ﬁ? '8” 8y e 1%8%%?'0,6 for it
to becone resident on the user's nmachine; 51 Consolidated specification as

at 12.12.2006 g - SLé%fédnI%tci:&'air#@/tot('i‘lﬁin%efzr;,ér?cfe*ﬂiﬁe &1 Wat RToRldify €d by a

server (IRC) and/or wre servers, direct romthe agent's I nterface, as
wel | as |,y IC i \C fl.ee services; -
rogi st or i MERSItE SRBEENHAR0 (47, 288hV uRE¥dE 1 T nE it S5ferli ng” i
downl oadi nﬁ. f the conponents, ngﬁgﬁsa%@f their activation, and as an
option, i¥¥ 'QEPQFitBﬁ’IpB %+ 'eeR'vE c Hggpi'ed automatically. 11. Method
according to Claim 10, characterized in that it uses a protocol, the
essential stages of which consist of: - produci ng and nanagi ng
comuni cati ons_between at |east one agent and the server and/or a wire
server, notabl% thrystgmaccordingstoayesof Claias Riong, ghanastesized irethaéithe e net hod
by reading/witing of objects of

modules are chosen among modules of the type aimed at permitting the

deployment of applications, machine monitoring, remote maintenance, remote

configuration of a computerized work station, remote maintenance of software

packages and/or protection of user data.

8. System according to any one of Claims 1 to 7, characterized in that

the server software is in Java language.

9. System according to any one of Claims 1 to 8, characterized in that
implementation of the agent for the operating system of a connected terminal is

carried out in Java, C or C++ language.

10.  Method for the dynamic distribution of data and/or services,
characterized in that it essentially entails the stages consisting of:
- procuring at least one agent, that is, a program support, which can
be acquired as is or formatted and loaded from an Internet site;
- installing such agent, for it to become resident on the user’s

machine;
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hj ect Request and Obj ect Response types, respectively, advantageously by
nmeans of a stub and a skeleton. 12. Method according to one of Clainms 10 or
11, characterized in that it enbraces the follow ng stages: packagi ng or
wrapping of a digital asset (20); supply to the package (22) of a

., "software electronic |abel" that can ntain, notaply. the {-Ng

el ements: nane, size and date of the p?&'ﬁ g,ated@eg&%grp F%a‘t{fﬁu'%@
specification as at 12.12.2006 description of the contents, electronic
certificate, etc., ' ; routing
of the package (Zf)uggﬁ?%@t@{:@%ﬂ%ef gf{ﬁ%gs%lr&ég% 8@@@?@%{%‘%‘(@ gﬁpgr t he
final target statiaons, (24, _25); .dis C he,setver ( on recei pt
of the package, of agd(%tv?n&éeserg%rsr gbrg?t&attr?rgéﬁggéeﬁ%seﬁgeé'ﬁaggr g%é’re\l) (1); wuse
of the package (22), received by the agents (7) of the final . stations and
i spat ch by Che. agJek SoRiRyseByicRReG &8 BoBy Bap Aprvos Atk 1o FRVICER 1 ogul ar
report by the final stations to their IRC of the operations they carry out
on the digital- assdegistaing fasthese sprviens witticepsiatively. agiomatis lpading 27, 28)
in databases and/or automatic ascent of said notices to all |evels,
preferably to the lawewnigadingohtiercosmonents ngcessary for their activation,

and

- as an option, integration by forced services supplied automatically.

11.  Method according to Claim 10, characterized in that it uses a
protocol, the essential stages of which consist of:
- producing and managing communications between at least one
agent and the server and/or a wire server, notably through XML
messages;
- calling at least one remote method by reading/writing of objects of
ObjectRequest and ObjectResponse types, respectively,

advantageously by means of a stub and a skeleton.

12.  Method according to one of Claims 10 or 11, characterized in that it
embraces the following stages:

) packaging or wrapping of a digital asset (20);

o supply to the package (22) of a “software electronic label” that can

contain, notably, the following elements:

- name, size and date of the package,
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at least of a wire server (6). 13. Method according to Claim12,
characterized in that it further includes the stages whereby: the final
stations informtheir IRC (1, 6) of the operations they carry out on the
digital asset (20), and/or the notices are deposited in databases and

.automatically raised to all levels, preferab | evel mai n
server (1) and/or of at least a wire &é’f’%% {%)Spe%é‘:agﬁ?@%? {29%‘%
specification as at 12.12.2006 14. Use of the system according to any one
of Claims 1 to 9, o%rsartl&f'ond(?ﬁhé'cBHlteh@ of applications and/or services to

renote users connec es of networks and architectures

di stributed, notabl for th ment of applications, machine
nmonitoring, renote %%‘i"}%”é%%‘?{ﬁ ?Ee?%t’e configuration of a conputerized
wor k station, rermte mai nt enance of software gackages and/ or protection of

user data. 15.° Use 49POBHE! tRetRRsiaga tedr ayRG (Bgndutipg ofthe ms 10 to 13,

for the distribution of ap‘L;I ications and/or services to renote users
connect edpaskage (22) ayiematicallydo whe KRC 423) responsikie forr tbs fiiabtargesstatibnsnot abl y,
for the deploynment of applications, machine nonitoring, renote
mai nt enan@d, 25enot e configuration of a conputerized work station, renote
mai nt enance of software packages and/or protection of user data. 54
o dispatch by the server (23), upon receipt of the package, of a notice
of receipt (26) to the sender server (1);
) use of the package (22) received by the agents (7) of the final
stations and dispatch by the agents (7) of notices (27, 28) to their IRC; and
o regular report by the final stations to their IRC of the operations
they carry out on the digital asset; and, as an option,
. deposit of notices (26, 27, 28) in databases and/or automatic

ascent of said notices to all levels, preferably to the level of the main server (1) or

at least of a wire server (6).

13.  Method according to Claim 12, characterized in that it further
includes the stages whereby:
- the final stations inform their IRC (1, 6) of the operations they carry
out on the digital asset (20), and/or
- the notices are deposited in databases and automatically raised to
all levels, preferably to the level of the main server (1) and/or of at

least a wire server (6).
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Consolidated specification as at 12.12.2006

14.  Use of the system, according to any one of Claims 1 to 9, for the
distribution of applications and/or services to remote users connected on all
types of networks and architectures distributed, notably, for the deployment of
applications, machine monitoring, remote maintenance, remote configuration of a
computerized work station, remote maintenance of software packages and/or

protection of user data.

15.  Use of the method, according to any one of Claims 10 to 13, for the
distribution of applications and/or services to remote users connected on all
types of networks and architectures distributed, notably, for the deployment of
applications, machine monitoring, remote maintenance, remote configuration of a
computerized work station, remote maintenance of software packages and/or

protection of user data.
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