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reques ormation (e.g., records froma database) is received from
t he

BACKGROUND OF THE INVENTION
[04] Digital computer networks, such as the Internet, are now used extensively in
many aspects of commerce, education, research and entertainment. Because of the need to
handle high volumes of traffic, many Internet sites are designed using several groups of
server computers. An example of a site network system is shown in Fig. 1.
[05] In Fig. 1, network system 10 includes four major tiers. These are
communications tier 12, web tier 14, application tier 16 and database tier 18. Each tier
represents an interface between a group of server computers; or other processing, storage or
communication systems. Each interface handles communication between two groups of
server computers. Note that the tiers are significant in that they represent the communication
protocols, routing, traffic control and other features relating to transfer of information

between the groups of server computers. As is known in the art, software and hardware is

used to perform the communication function represented by each tier.



Internet and is directed to server conputer 26 in the Wb-Corn Servers
group. The conmmunication takes place in communications tier 12. [07]
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anal ysi§iem. Database server 34 can be a Sun platform running an Oracle database. Application

servers can include Intel/Microsoft, Unix, or other platforms. Similarly, web page servers
can be any of a number of platforms. In general, any platform, or other combination of
hardware and software (including operating systems, application programs, applets, plug-ins,
dynamic link libraries, routines, or other processes) might be used at any point in a network
system.

[09] Obtaining and analyzing performance and resource utilization characteristics
is very difficult in multi-platform networks. This is because performance and usage
parameters will not have the same meaning in different environments in different platforms.

[10] ~ Thus, it is desirable to provide a system that improves upon the prior art.

BRIEF SUMMARY OF THE INVENTION
[11] In one embodiment the invention provides an optimization system for
networks that use multiple different devices having different combinations of hardware and

software (i.e., platforms).



of system processes is extensive and includes hardware, software, operating
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operation of the first platform; transferring the first value to the second platform; obtaining a

second value indicating a characteristic of operation of the second platform; and combining
the first and second values into a composite value by adjusting one of the first or second

values to account for a difference in operation characteristics between the first and second

platforms.

BRIEF DESCRIPTION OF THE DRAWINGS
[14] Fig. 1 shows a prior art network system;
[15] Fig. 2A shows intelligence objects and performance value passing in the
present invention; '
[16] Fig. 2B illustrates architectural components of the preseﬂt invention;
[17] Fig. 2C illustrates a network system with multiple platforms;
[18] Fig. 3A illustrates a user interface display to set up node resource pools;
[19] Fig. 3B illustrates a user interface where a user has added specific nodes;
[20] Fig. 3C illustrates the representation of intelligence objects;
[21] Fig. 3D illustrates further organizing of nodes in NRPs into Functional
Resource Pools;



[24] Fig. 3G shows a subnetwork; [251 Fig. 3Hillustrates a screen shot of
a user interface display to allow a user to set-up' a DASPGQ [261 Fig. 4A
il lustratwe oioa2blode Listing console; [27] Fig. 4B il | ustcatss2/i4ee1 G aphic
View console; [281 Fig. 4Cillustrates the Mnitor console; [29] Fig. 4D
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Settirn@s] for a fHifE3G Elsved £subpettopigol tab; [35] Fig. 5D shows a
destination folder where redirector files are transferred; [361 Fig. 5E
shows [&Slest i natHigPH Blugkates p sareen ghet ahewsen terdacy dispdaele ekt todri ve to
transfer £ihesipd.371 Fig. SF shows dialog pertaining to launching a renote
set-up using a t€lnet protocol; [3S1 Fig. 5Gillustrates a portion of the
user i[26kerface fRig. 4k dhairategtie Neidilristioaonsol¢;39] Fi g. 5H shows an HTTP
Redi r or Configuratijon screen; [401 Fig. 51 shows a Create Connection

di al 0321[41] Fitde: 11§1ﬁ'6%£§8§16€6aﬂn9é{ﬂwewm¢i|e dial og; [42] Fig. 5K
shows bge Data 'Fi@.‘ﬁ(?flﬁl@@&t&éﬁémchﬂgﬂ%nsoie‘}?’] Fig. 5L shows the Confirmation

di al og; 1441 Fig. 5M shows the irmati on dialog with security turned on;
[451 H2®l 5N shdig 4thdluSkeDe péreggeaph oftice Mosited Canisobry wi ndow;, [ 46] Fig.

50 sh the Renpte, SLO Set-up w ndow, /1L Fig RBPis a first illustration
speci ﬁ%ng cont ro¥ 4%5 ag?sd:?‘r&lgx}cg %fﬁﬁh#jlé%@?’&ﬁ%aam?%me execution
functijens; [ 481 Hig HF iHEkttatesths BEAGE Mbhittyt ration specifying control s and
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[34] Fig. 5C shows the File Transfer Settings for a file transfer protocol tab;
[35] Fig. 5D shows a destination folder where redirector files are transferred;
[36] Fig. S5E shows a destination folder specified when using a shared network
drive to transfer files; /

[371 Fig. 5F shows dialog pertaining to launching a remote set-up usihg a telnet
protocol;

[38] Fig. 5G illustrates a portion of the user interface for preparing a redirector;
[39] Fig. SH shows an HTTP Redirector Configuration screen;

[40] Fig. 5 shows a Create Connection dialog;

[41] Fig. 5J shows a Load Data Link File dialog;

[42] Fig. 5K shows the Data Link Properties window;

[43] Fig. 5L shows the Confirmation dialog;

[44] Fig. 5M shows the Confirmation dialog with security turned on;

[45] Fig. SN shows the SLO Deployment and Installation window;

[46] 'Fig. 50 shows the Remote SLO Set-up window;

[47] Fig. 5P is a first illustration specifying controls and parameters for transfer and

remote execution functions;
[48] Fig. 5Q is a second illustration specifying controls and parameters for transfer

and remote execution functions;



[501 Fig. 5Sis a fourth illustration specifying controls and paraneters
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| NVENTI ONWDIR3426pr ef erred enbodi nent of the present i nvemrCITarso?/s4041
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(SLO) atdwss, st@n nonitor and report on one or nore aspects of ot her
processes or hardware operating in its host conputer server. A second type
of i nf&l i gence Tdwsjsuetem of the maseat invanicctses pofiveye meghjriyns ¢ atled) s
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value ,is referred to as a "conposite" utilization value. The conposite
utili gﬁ‘t‘Y 5 WO 03/034261 PCT/US02/ 14041 value can, in turn, be passed on

to ot g3y intell FenaeinafiRed SidiiRhcs btéd 4ed {AudpiskigOm FRY. 2add
intelligence objects such as 102 and 104 reside in computer servers. Any number of
intelligence objects can reside in a server computer and any number of server computers in
the n-tiered system can be equipped with one or more intelligence objects. A first type of
intelligence object is a software process called a system level object (SLO) that can monitor
and report on one or more aspects of other processes or hardware operating in its host
computer server. A second type of intelligence object, called a transaction level object (TLO)
is designed to monitor transaction load with respect to its host computer or processes
executing within the host computer.
[54] In one embodiment, IO 102 measures a performance characteristic of its host
computer and represents the characteristic as a binary value. This value is referred to as the
“local” utilization value since it is a measure of only the host computer, or of transaction
information relating to the host computer. The local utilization value is passed to IO 104. 10
104 can modify the passed value to include a measurement of its own host computer. The

modified value is referred to as a “composite” utilization value. The composite utilization
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[58] Systems such as those illustrated in Figs. 1, 2A and 2B, along with virtually
any type of networked system, can be provided with IOs. In a preferred embodiment, the IOs
are installed on each server in the network in a distributed peer-to-peer architecture. The 10s,
along with aggregation software, discussed below, measure real-time behavior of the servers
components, resources, etc. to achieve an overall measure of the behavior and performance of
the network. A preferred embodiment rates and aggregates network components using a
system-wide model discussed in the related applications discussed, above.

[59] The preferred embediment collects data on low-level system and network
parameters such as CPU utilization, network utilization, latency, etc. The data is produced
and shared in small four-byte values. In a hierarchy set up by an administrator, or
automatically configured by the system, a value is combined with other values to achieve a

composite value. The composite value is then passed along the hierarchy and used to obtain



WO 03/ 034261 PCT/ US02/ 14041 further conposited values so that overall
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ber | prdleT ether vy biscEReh an e i Rate Bl e PRGRAn BHER RIS, o
ser ver In iR RHAs s iiiar¥ii deupci2Ago fepahdy v tiuts bepockistearser ver 154

executes W ndows and server 156 executes Linux. Qher servers are shown
execut fenyindtedfand startediordveare isoicpniigitedgicand operating systens. Natural |y,

any nutgii(r)nand $Y) e28fin&ﬁrage%rn%“’?‘%gsg&%ﬁl%hﬁﬁgﬁé‘ﬁ@aﬁﬁm'Oyed' Further, the

net wor figurath on can vary w rom-t wn in Fig. 2C. In
gener aj62]any net WoFilg. 20 nfetworkaystem Sarindedessadons ¢dmpdvents; mskuding sement i on.

64] Val whi ch i ntended t th ' in fact,
have  SRTREFEHOWR ArbIAGS- (1o STEr SRR ASC A RERL RISt TERAS. For
exanpl g eg%n? GlmbSs aﬁ@ﬁ@gs of Jr:%glraf grﬁ)gésgﬂ% unAs (@P@é)?gmohxﬁ’s ahd HpkSof

I nput/ ou operatio nu prirority of “threads, nunber and type
of f or kethopy,etddieetare, paipieyalsyettagenent , bl ock all ocation, etc. have

different effective neanings dependi n nthe platfaorm t 1s | ng
rreasur[ﬁﬁo.r repobﬁ‘fgﬁ.@m Sf?hﬁ'gfe afla?%od[?eﬁ%&?'t fﬁfelfaﬁnﬂajﬁﬁ or Eg%ﬁc%e?%heornal i ze
or hompgRAbw%E2000Apetinisy dierh SARRGerveP 1 54 Exectlics WEhasws NTadddaer®er $86 t hat t he
val ues can be conbi ned, or conposited, as described, below, for nore

ef f ect exasutes pamtx. rdfhensarviernire showg exqeaBng differan application progmes er that is

e, e el Lo By AR e PR ALy IS fREFTabR, oot em over

utili zgibRie®f Furti@MRMREVerk@onRE@bli6 fan vaiy Widely fistrethut sHowaeFig. ACt f er ent
operating Systens may use different size blocks so just keeping track of
t he nufthgenetdl, anyaekwork configuration can be used with the present invention.

[64] Values which are intended to convey the same meaning may, in fact, have

different meanings in association with different platforms. For example, processor speed,
instructions per second, interrupts, input/output operations, number and priority of threads,
number and type of forked processes, memory management, block allocation, etc: have
different effective meanings depending on the platform that is being measured or reported.
Thus, it is important to adjust, resolve, normalize or homogenize, values with respect to the
different platforms so that the values can be combined, or composited, as described, below,
for more effective reporting and monitoring.

[65] For example, one parameter that is accumulated is the number of blocks
allocated by the operating system over time. This parameter is meaningful since it reflects
the memory utilization of a component, or platform, in the system. However, different
operating systems may use different size blocks so just keeping track of the number of blocks

would give inaccurate results. Other factors which lead to incompatible comparisons and use



woul d gi ve inaccurate results. Qher factors which lead to inconpatible
conpari sons and use 7 WO 03/034261 PCT/ US02/ 14041 of the block allocation
par anmet erwp3pbenunber of bl ocks avail able in the systempCrhiso2/ower head

i nvol ved (e.g., processor cycles; nenory, etc.) in performng the bl ock

al | ocajfithdblock hltocalibR balhetet N6 niimBEr 6bl6de abﬂYa%leQHe SsRn@she €. 9., the
menory bl ock size for™ different platforns. Wien a bl ock allocation

par amedverhepd invodedded. brasassar pydles oremari, gic.) ingsriopming the bleck pljoatioNy,

di scusged, below) the parameter is adjusted according to the block size.
For exanple, where a block allocation paraneter conmes froma platformwhere

the H66kk size Ofe emBodimbkiit dffie Bivestiornsstares, @, ah@h@hfo@ymoekeﬁatfmng a node
t hat re“el ves the paranmeter, the node adjusts the paraneter a factor of

two t EeEBtRetfpERs. tWBebe‘I‘ bloek ahecatiop parggteter dkcceiyeld plaltafpia%nn &8 m.h s
The. peRakdta PRUIRHEY, HUMES, 6t Plhe tadIe s aBisod ARBREG REimp pRRT OV

noni t eiiden §For arahyls| whaad bigekialiozationgararhael onas fidnss phsfotn wdreed thei s

referred.to as a m ¢ Agqregate stem Process timzation (DASPO
net wor °°kﬂ%er‘é°8i35y ﬁﬁ?"e@o 7O h ROy Exepiing pinade thabyeepers Beachi eve

Net WOlhrarh iRy, ENEAHHAR adfolts AR pathrhitkt BYa fé'é'?&%ﬁt@@?os&%o%{t%fﬂﬂe dffbrehifty (2)

analysis and (3) opti'mization. In a preferred enbodi nent e system of
t he pristesen thetwenplatforops. bvtIMammr; tha patagwetertvaluks¢an hemimbdiety oconsol e

I nterfaces er t rticipate in the different phases.
Howev €PP BFI&}fg %qug?léqh%e e é’g‘f&mtl ng the different phases to
varyi rngypegr ees. A néforif & u g&ﬂﬂaﬂlbmsaﬂaiothepin%ﬁﬁdﬁ@tr hmysq; afdGptinhizgforPhases

i s heavily dependent on e system w de nodel oyed by the present
i nvent!Pelf as Fiseussgd herpinis tféerrnﬁd@as asDynme:Agg@sate lSefstgm Progess @mauzatm with

the t n faces for . three ses
Set - Uﬁ%ﬁﬁg % gP §13f Ve %eegas%cp RPs Ofoﬁadu ??g‘{%)ég ﬁ&@@nﬁ as
f ol | ovimprovidafenner dyniteizARa0 Thess Rasésart BRs-uAdL) Mates dnﬁf(BPd)ﬂtmhl@ﬁtﬁH ' gence
Obj ects on Sel(iemgd Nodes Define Functional Resource Pools (FRPs); and

Est abln 8PTIgHA odiment, e sysier! o tbwp{e?@]t lmfe@tw@wovmea yariousaseriopiser

i nterfaq F e pool s

e diapray B o HREl: PR AR R PRt Bu o Bocrpuaees |
However, provision is also made for automating the different phases to varying degrees.

ek

[68] The operation and implementation of the three phases is heavily dependent on
the system-wide model employed by the present invention. The system-wide model is

discussed, below, in connection with the three phases and user interfaces for controlling the

three phases.
Set-Up

[69] There are five basic steps in setting up a DASPO network, as follows:
Define Node Resource Pools (NRPs)
Add Nodes
Install Intelligence Objects on Selected Nodes
Define Functional Resource Pools (FRPs); and
Establish Connectivity and Data Flow

[70] - Fig. 3A illustrates a user interface display to set up node resource pools. In

Fig. 3A, node pools are displayed as ovals with labels. NRPs are used to group nodes for

organizational purposes. NRPs are used in place of the tier illustration approach of Figs. 1A



organi zati onal purposes. NRPs are used in place of the tier illustration
approach of Figs. 1A 8 WO 03/034261 PCT/US02/ 14041 and 2A. NRPs can be
used to cweas®3fbe equi val ent of a tiered structure, or tirey/usarii4oel used
to create other structures of nodes. Fig. 3A shows a Wb Server Pool and a

Dat a S@6er. NRPS can B¥usRBRS bredk RNeqa@Fal&lt 0P8 flbred RfruStiRE by tHé?;@in Behdeged pool ,
can be created and | abel ed. A%g number of pools can be defined. [71] Fig.

3B i | I'Dstaateraiberstysires aimeddsadeg. feshows aWish Seasr Rdolend 9dadh Servenbeds t o

t he i R S, C be ad by sel ectin em.i.ndiwi dual ly from
o exiA0h PEReslich RorV ¥R 65 6ATNGC T Aehnctlndd ok Aibaled i e, A

addr esm@tber éf poté o4 ddefimb@di ment of the invention uses nodes that follow
standard i nternet. conventions such as nachi ne, or addr esses. However,

| P
ot her [&hbodi mentEenl illyskates nuser grtetienegrhcre 3 paerdas addedspecific nedesde ihee

nodes. QdeNﬂﬁ’gE ' : W eI r . be given
uni qu éi e#g nes y Ngﬁgg%%eoega(raagc{sg aeég%nggg%ﬁgééﬁlgkﬁy é@t u reéfsfhsé,/ dgrﬁgl Thunber
and t ypbyptoviditg spedifibimtanstipgotecol (IR) addipesds. Alprefeped lembodindnt of thiechy i s

di spl ayed .and mani pul aég)? much like a famliar file nmanagenent system

172] RERpntigruses nades tebbollowstandarddatemel coventiens sycl ps mgeliie o5fPect s (10s) .
10 i i At ; | " ded
S angdrdell pRWad 8&1%?9&1)@&}%&&%&%} Jb?g)gfeggi]—d‘l@c&léf Bﬁﬁ?ﬁé%f?é’ttar(‘%ﬁ% O\ellln de

in a preferred enbodi nent. se are stem Leve
Tr ans aotlen MNedeveimeSishr be ger(eTicQ)s. shbwohn Fig. 38, vy thiey add he gitemtmifiuenarhys t he

oo N AP AT “iE1eg R b QP D S pe AR e B 10

gat herg a?ﬂfﬂ@ TR B0 el KibardAp ¢4 dsplafePifll ARPNLLE miRA 1RE 2AMMNPRSN S at the
node. [73] SLGCs can be grouped into pools. T]he preferred enbodi nent

provi deanagepentisygesl. of pools as (1) Functional Resource Pools to organize

SLGs f, nodes that comon..a i .1on sp. th odes with |ike
funct i[zirJal ity arﬁeig'g%c;ﬂglgtg%tg%tﬁa re(pzj:se%ggﬁﬁtgﬁ%f,\%@ce Q%Sf’tg ﬁ%ﬁ? g¢ @?éﬁqi zi ng FRPs
and Sldefinédandsssated aithpoass. dBve typesPPIDsRE pidviledlin Blpsefed@l Ween pool s and
nodes indicate where functional relationships exist. NRPs and FRPs |ink

t oget [§EYOfINGHt o Fhere asg tedysigndeavel ObjesthSA4Y and Taarspetionduayeh@biget ks f or
optim h O it Lan: I JFh g ' ‘ Il Zi. N odes in
NRps (D)t LR en ety hscor o e R of R sctrRR i 90 ool 3
nodes isplacgiresijacehtie aNids icwhicheorf torvitliel, thsiMcorvispalsi Mu@ingwpetation,ghe
Resoutce Pools . (FPRs). The FRPs prqvide a refjnenent of node_  function by
al | omﬁﬁg%a-%se'gfq(ra*aﬂeﬁ GR AFREETSORGPATSRgUTES v ehsormRoTFE at 8 80tgned to ¢ he
FRPs [73] SLOs can be grouped into pools. The preferred embodiment provides two

types of pools as (1) Functional Resource Pools to organize SLOs for nodes that support a
common application so that nodes with like functionality are grouped; and (2) Node Resource
Pools for organizing FRPs and SLOs for nodes that provide a common service. Links
between pools and nodes indicate where functional relationships exist. NRPs and FRPs link

together to provide system process flow and to define sub networks for optimization

calculations.

[74] Fig. 3D illustrates organizing of nodes in NRPs into Functional Resource
Pools.

[75] Once NRPs have been created and nodes assigned, the NRPs can be further

subdivided into Funcitonal Resource Pools (FPRs). The FRPs provide a refinement of node
fu{lction by allowing nodes to be grouped according to specific roles assigned to the FRPs
(i-e., Managerial Login servers, Staff Login servers, etc). One or more FRPs can be created
inside a NRP, as shown in Fig. 3D. In a preferred embodiment, only SLO and TLO nodes can
belong to an FRP,



(i.e., Managerial Login servers, Staff Login servers, etc). One or nore
FRPs can be created inside a NRP, as shown in Fig. 3D. In a preferred
enbodi merwp 00/084266LO and TLO nodes can belong to an FRP. PETWS0DB#00B4261
PCT/ US02/ 14041 [76] Fig. 3E illustrates establishing connectivity and data
flow grepg NRPs,FigREE ilhReted@@dTishing Con¥dtivP ARd @dth fISwSRndn3 NIDPY, FRESI Ng
network 1 nvolves determning the route that” transactions will take when

t hey r?é\@émfi?ﬁr-ough the system Routes are determ ned by the way pools and

nodes | i nked I5) The [ [ {1 ferent, | evel s at ich |inks
can b@ﬂgefi ned,A}églgﬁé)le?‘ng\S/\trgQ pna.O%l@Hgn%ggﬁvrogié HB'SE)YGS PSteWén%@g 5%,}\1}%e Pool b.
Funct ithatatanResiotis a4l e whien ey MdvedhugReEyERm. Roales afe ddhadtnddbyNade [ 78]
In a DASPO network, NRPs represent the | owest | evel of detail and nodes

r epr eSE PQokeand rpvles are Linked togetham dderesine threqidifferent jayplsiat which links ranjet ai |

wi || ' nnections nmade at | ower |evels. Linking also has
certa%\ﬁq%e%ggtaggﬁlqﬁsgl i cations. For exanple, if two NRPs are |inked, the
inference is made thaNode/RespulcRPoand NoderResoadePobk hin the two pools is
connected, as shown in Fi,g. 3E. [79] Network managenent is sinplified by
al | owi ng connect%-ons QWCB&%S%’“&WILWIF‘? EragtionplRespurce PApk i al  connect i ons
can be nmade quickly aggieshi®Rlgy when establishing an initial network
transacti on process flow since higher |evel connections automatically
define |ower-I|evel connections. For exanple, a pool-to-pool connection
auto pcally defi we nd node connectjons wth respect to FRPs
and 232@2 wi t hi ﬁ“ﬁﬁggéiéﬂﬁs@{"éﬁﬁ%gf tepregent tg/ﬁpoé” %fekﬁgﬂf\gﬁaﬂé‘ngﬂﬁ&% becomnes

neces &%r)ésenﬁtlfe@ﬁ%ﬁlﬂm_%ﬂél. ObnricBoristhddea hﬁg[%r Rbels 0P istail il1 dvertRE Eredet ai | ed
| evel, is possible (i.e. node-to-node). 180] Defining network connections

r esul cenngetionsemadeaitlpwar lsvelpASpbing disochasgeitain imponghapEcdtioas. Work i s a

speci f i | gt | . ned het ween. nodes,. t hat | i nked together

acr oss k%&h%t f;%ttg‘sr‘{gl ge saorg ?’%ﬂéerapglg Ilgfer@ﬁ% F‘Ferf’@\%r that %Vgﬁl?ﬁ%ﬁ fmﬂ SEY HB‘??QWHE\% a

cor r eltiad iwapdods isfenfpdvyei, agdhowh th B9 G&. net work organi zati on. For exanpl e,
subnetworks can__follow the multi-tiered design discussed above where each

of thldé&d subnet WxtRekHARagementds simplifisd by alloprageannegiions i brmadeste tiers.
Th : i S5 > .
© o ERER 10Vcl R 0Bl Aohs Hoh WA tha b ik ABRLGERE BENSaCt ! On

flows across a network en ca
initial network transaction process flow since higher level connections automatically define

lower-level connections. For example, a pool-to-pool connection automatically defines lower
FRP and node connections with respect to FRPs and nodes within the connected pools. As
more network fine-tuning becomes necessary, a refinement of the initial set of links, at a
more detailed level, is possible (i.e. node-to-node). )

[80] Defining network connections results in the creation of DASPO subnetworks.
A DASPO subnetwork is a specific relationship defined between nodes that are linked
together across Functional Resource Pools. Subnetworks can, but need not, have a
correlation to the physical or logical network organization. For example, subnetworks can
follow the multi-tiered design discussed above where each of three subnetworks corresponds
to web, application and database tiers. The concept of subnetworking allows a user to
flexibly define transaction flows across a network when calculating ideal system
optimization.

[81] Fig. 3F illustrates a connection made between FRP 1 and FRP 2. This
creates a subnetwork among nodes associated with the FRPs. A subnetwork exists from the

“A” node as shown in Fig. 3G. The “A” subnetwork iticludes nodes B and C from FRP 2.
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[81] Fig. 3F illustrates a connection made between FRP 1 and FRP 2. This
creates a subnetwork anong nodes associated with the FRPs. A subnetwork
exi sts frwmosla26él’ A" node as shown in Fig. 3G The "A" sulpeetusor/kouncl udes
nodes B and C from FRP 2. 10 WD 03/034261 PCT/US02/ 14041 [82] Wen nodes

are gnsaped t ogeWRE nodes BRI rbuiRAabo IR GH FafctiRA] Resolft@iPoofl-filsir SAss TLCs
comuni cate Local Node Val ue (L and other intelligence object

i nf or gad T&Ms commaumieateo Lheal Node ValuedE V) anid ather dnteligenasiobict iMorneasion node i s

awar e val of .ever. ther _node i.n iis FRP a | f ried, can
et 1 el & e D F oo blicaRR0 RaldddeTa anire O e au B
parti othehodd¥n itSERP bid, abdiRribd) can idinéifipthe BdsENbAS, IS Bekt 196da/ik Hbfididdeas
greatest efficiency at a_given nonent. A detailed description of value

f or maile seper yethin 8 partigular EBR et i @ble t hradlemeystomrnsaefion with theigieadestan be
f ound orikib 3t BiRALERhoRP R doffel Msdribhion i LEile FARAKE valh Bheslipd™ the LI of

a first no rom of "other no &first node
in a soinpediteordtyesanCothpoases of Wddes ddalbecfo i) rel asedqatent bisplirdtion’\(3)) efedr r ed
enbodi pent of the invention uses normalized weights to rank the

cont r ?BAG on of the LNV and CNV of every node in the subnetwork associ ated

wih yge Tirst TReR md IRVSIGIR fihe, SIPAGKITROL NWRIOEBIRPhURE folaRl E0 e | N O

account to nodify passed CNV an r LNV val ues when the values are passed
t o di fitgmede imosidmetW@l)a CrepdsitaiNude Vidlua(QINY) roakedlagad oilpraferted s t hat t he

nodes t her da .n the formof.CNVs.and LNVs _and the .data.i cunul at ed
by o e Eten 8 B wiskpitrdrlizod Yl ek Sheer e iee EGeR Y o
human ahig NV 6f eV hb@ iniBe @BHetGARE hbeiattdivitlAMR A GBde. AThOWRfedred

adm nistrator to nonitor, |log, analyze, adjust and optim ze separate

aspec egbgdiment fekesaetivodly teaey infmaecounicioanedifriphseadrCMMandor LdVinaloes of t he

net\/\o%e' %eoxga%(% d‘a?gp%%%ftgﬁ@%r\é\ot;%)gcan be automatically instructed by the

consol'e (or another 8%‘5) to act in accordance with measured

par amg4rs (e. g.Onelfesest ofa préterrédNsmBodinlehlisdndtahe ficdlel gstheedbta indthé a _
transfers to the best availabl e resources, nodes, or other conponents. This

appr o of CNYisand L ¥ oand thg data iscasremplatesdyra eaptipbeonselsy Qrecog®uifsri ng to a
centr 1950¥ f ']ﬁfln?ﬂf AN (@ ﬁh&\ . [ 85]
When %Eé%%%t%et gloér/ I?g&g)rlegtfocdr eate ,SGQ%QE%&Q%%%% g‘%@[ aslir']i ?@%%ﬁg{sﬁéﬁl on the
best nliokes 4 administrater tamomityr, ey, ahalyze, Gijust anBhuptithiesdepaattedspemy ofwt
necessarily be the the |east utilized node, By providing a. global view of
Syst eRrery @fsgjﬁﬂ-c Bast-ggcqmppnd cusiest periomange PEﬁhﬁinﬁﬁvqﬁ% éﬁééfogﬂf’f‘_@: hIhgf routed
to, VWAHhRIPERYDIAOMBAAIY iSHIERMLRSRS KBRS AdTRe? VA or Rl%cegsb Wiy, an FRP
is aware of best nodes for routing or other utilization in the

in accordance with measured parameters (e.g., based on the CNV and LNV data) to redirect

data transfers to the best available resources, nodes, or other components. This approach of*

distributed, hierarchical, peer-to-peer value gathering to a central console provides efficient

and accurate system management.

[85] When DASPO subnetworks are created, an FRP process has information on

the best node to utilize at any point in time. The “best node” may not necessarily be the the

least utilized node. By providing a global view of system performance, an FRP process can

determine nodes which, if routed to, would provide overall system performance

improvement. Similarly, an FRP is aware of best nodes for routing or other utilization in the

FRP’s subnetwork, allowing for faster rerouting decisions and improved resource utilization.

[86] Fig. 3H illustrates a screen shot of a user interface display to allow a user to
set-up a DASPO.
[87] In Fig. 3H, the features discussed above are shown, including the use of pools,

FRPs and SLOs interconnected to form subnetworks. Area 120 is used to set up
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FRP's subnetwork, allowing for faster rerouting decisions and inproved
resource utilization. [86] Fig. 3Hillustrates a screen shot of a user

i nterfacewoiospbfyrto allow a user to set-up a DASPO [ 87pCirrush/gi4B8H, t he
features di scussed above are shown, including the use of pools, FRPs and
SLGs isabestworkee dredl 12DishiRediodeBng intrchsnectib? Ared 104 isunedtd profRle up 11 WO
03/ 034261 PCT/ US02/ 14041 subnetworks. Area 122 is used to define

i nt er distails Onjobiests andda alioy ajusers easilyselsebobiges fatarsai | s on obj ects and to
allow a user to easily select objects for use. Analysis [88] Analysis

i ncludes nonitoring and adm nistration functions. Users can view results
of nodaal@isa- gat hering whi ch indicates the performnce of system
conmponents, transfers, etc. Various adninistrative functions can be
perfordf®ld such Anadyss wgludegmonifaringand gdavnisirgfinnafuneivns. Yspisgat Visy event s,
[89] E 3 I £ ] el p direct
net viore s SF O, & ghetiPlfich (RRGHE 0 BbbRGEF ot el Bt dRaRE P e o
f ol | ovmansfers, biod &/driogs adigini3matiod fincons@aa pleiperibimesd siohaobaingandVoni t or

Consol e 4, .Hist Moni t or nsole [90] Fig. 4A illustrates the Node

Li sti ﬁﬁo%g’ﬁ%?‘gg%@ﬂonﬁ?ﬁéhmcg‘ég ¢Y¥%$ ng consol e provides a list of all the
net worggnodes t hafur 86:RoRA! dr balil 1S Hiéreie |a?@ﬂfeg th BEIPRAEH GRGGGUr at | on,
as vveI[I .]as_ the current sthtrug_o%%t%hgse nodes. The congglFecl s also the

| ocat ioptinfizasienahil otanagethe adwssiration. Tee cramelgeare adifélfoswsent net wor k
configurations can b s%\sjgdt.a IoFded; backups can be initiated, and

W zards, or autormated HsdPHEartE % or redirectors and System Level Objects
(SLGs) can be startedGrap@idViéw Tonddlei | | ustrates the G aphic View consol e.
[93] The Graphic View console allows users to visually identify and

mani pul ate the 3vari ddenipsdessolpool s and connections in a DASPO network in
an easy-to-use aphie: . JRAterface. [94] Fig. 4Cillustrates the
Moni t or consol egf'The I—E}g{r?#lgﬁ%%ﬂngéqs {el s areal-time tracking feature that

measuned t he avdig.ad Hlustraeeths Nodedagagidoysslé. sel ect ed nodes in DASPO
network to hel p assess node performance. The node information is displayed
in a $?Hpl e gr 4P Nededdstnegonsale pravides pdisiaf ¢l hametyeork padesdhatameiparaved f or

fut ur erfiRf &ERACHaded network configuration, as well as the current status of those nodes. The

console is also the location from which user access can be managed; different network
configurations can be saved and loaded; backups can be initiated, and Wizards, or automated
assistance, for redirectors and System Level Objects (SLOs) can be started.

[92] Fig. 4B illustrates the Graphic View console.

[93] The Graphic View console allows users to visually identify and manipulate the
various nodes, pools and connections in a DASPO network in an easy-to-use graphical user
interface.

[94] Fig. 4C illustrates the Monitor console. The Monitor console is a real-time
tracking feature that measures the available processing capacity of selected nodes in DASPO
network to help assess node performance. The node information is displayed in a éimple
graph or bar format, and the data can be tracked and saved for future reference.

[95] The Monitor console can provide several different graphs for visual
presentation of information.

[96] Fig. 4D illustrates a series graph of the Monitor Console.

[97] In the series graph, selected SLO and TLO nodes appear with statistical values

from 0 to 100 for each node at a given instant in time. The statistical value reflects the current
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[ 95] The Monitor consol e can provide several different graphs for visual
presentation of information. [96] Fig. 4D illustrates a series graph of the
Moni t or GyOIREL26] 97] In the series graph, selected SLO amrdTNSQR/nodes
appear with statistical values fromO to 100 for each node at a given

| NSt angad @Eidiﬁ?ﬂibf tHdeode! Thé Bigh6Pthe Valubl@hé ﬁlbk@gxb&eéshtg dﬁ}ld_ﬁﬁiﬁw_tis aviatlahi©to

03/ 034261 PCT/ US02/ 14041 | oad capacity of the node. The higher the val ue,
t he mbeaitibrese Aslowiey velnp Hisiigatasyan; oyernaakédaide tha hap e lew iprocgesing apadier val ue

i ndic S an ove r | .NQ: It [ 98] Host
nodes ﬁﬁat are s%&%&%g% @gpagggérlgéﬁ?(?%?og ?ﬁéﬁﬁ%&%’gg%@%ﬁl@ﬁg ﬁ&é}g apél F aph.

Thi s gmapgraptepdréoris idaeiobilg @l thy SehestdrgphSer i es graph. [99] The Percent age
graph neasures the statistic values of SLQ .TLO and  Host _ nodes together on
the sd®¥ graph. TheiPercsniagn eppnmarasgresthgistalistic valges ¢fSId TleQ apdhHosthe Host

gr aph |G ' r-at: : [ nsol e.
7'100) Todte e g Sahe pthoh Pl B B AR Y 1 K L o oo <
shown.graghxanpl es of types of differences that can be displayed include
avera vari ance, i mum  monimumetcg. These vari apces are shown

Vi suaﬂf?p]on one '&# 4%@5%?5 hapIFs sraR M%&ewnﬁ%‘g?w ‘e bal ance vari abl es
can bgiggl ect ed rap BRRCE %&p@%’stﬁtiéﬁ%ﬁr&ff&gh&as%ﬁ%&n%@ﬁ@d&ﬁ idgegath the
Series and the Host graph~in the I System Enterprise nonitor. Note that the
Bal andixagpleplof typoe of differenopethat canda dispMyré theBalel aysrags, welapey, suxinjiuid2]
Bef or e_.node s%a stics.or bal nce,v.arilabl es can bebdi S asy_(la!ﬁ .itnft he Moni tor
graphé’r,un%%nﬁ d g‘ef%v%@nﬁ%srﬁr? oé’HIWﬁ‘éall Y{OP QP O IR PR ah B?é’ are two

sel ectaQaildbleBhcavatififles Q@lHedRlcoled ah€ apfiied thyra wef. ais @ﬁTﬁM@pﬂeﬂrslﬁeﬂeaﬂﬂ E. The
| eft-hand selector field 132 is used for adding SLO O or. Host nodes.

The r itimBerieaaad e Hest sraphiie the ib3efern Eniprpriserrgonitng. Natedhatdhe Balpnegigraph  (Not e

the bal L.ahl vai | able when a M xed Series is

sel ec,?ggt{fo?fﬁﬁ%]\'@%e%ﬁ\ﬁg%ﬁﬁ?ﬁg%@g%@éte ‘he History Monitor. [104] Wen

net woifk02jodes aBfére acdestatistico 9r bilendybatislsies éacieudieplhyedl inalpd Mogitbrdat a i s
stored, for future reference, in a log file. This log file can be accessed

and digshayBeinedes 4o, he mopiared mys firsh be gﬁlgqt%f}- WheksATe &0 selrcier feldsiatdhay st or y

Moni t | ' £ < a to be
BouB 0 A LA ARG In Py 4B R UEE Bab et MR SPUHARES {ore:

mani pul at e corr%naf
| n or ddding LS &11her Hbst nodss. Wharightrhdnd aelacter finlddsd isustd thiaddballeeset up

and tracked i.ng.,the Monito For re.inf. tjon ee ni t or Consol e.
variables. kﬁotegthe%alance vana'i)le se?ectog'i)s not avalPa'i)iTéawhen 4 Mixed Series is

selected).
[103] Fig. 4F illustrates the History Monitor.
[104] When network nodes are tracked using the Monitor feature the captured data is

stored, for future reference, in a log file. This log file can be accessed and displayed at any
time using the History Monitor console. The History Monitor also provides a variety of
features that allows saved data to be manipulated, displayed and compared in a variety of
different ways. Note: In order to use the History Monitor feature, nodes must first be set up
and tracked using the Monitor. For more information, see Monitor Console.

[105] The History Monitor provides several graphs similar to those described,
above, for the Monitor Console.

[106] The History Monitor includes a series graph where monitored SLO and TLO
nodes appear. This graph displays a statistical value (from 0 to 100) for each selected network
node at a given instant in time. This statistical value reflects the load capacity of the node.
The higher the value, the more processing capability is available to be utilized. A lower value

indicates an overworked node that has a low processing capacity.
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[ 105] The Hi story Mnitor provides several graphs simlar to those
descri bed, above, for the Mnitor Console. [106] The Hi story Monitor

i ncl udes woOYa3L61 gr aph where nonitored SLO and TLO node®Cafsez1404irhi s
graph displays a statistical value (fromO to 100) for each sel ected

net wortko7jnode atMéni@ratEHodt hoHE Will dpﬁbérﬁﬁ theThbst gpdphldfhé Hadtory Mdistor.ef | ect's
the | oad capacity of the node. The higher the value, the nore processing

capabilibis grapksper{osms adgnéicelly todheBenigseph. A | ower val ue indicates an

pCT) VRS 1001° THEBhoARet eteP P HRIRSRLTIOAABN by did NSRS L
t he Hivalues yf $b0) TIOO .and Hussn@lea papefier b thesame erdphc Thisyeriysh pdrforber i es gr aph.

[ 108] .The Percentage graph of the History Mnitor displays the nonitored
st at i dfsnticallpo theSates gpdiherlest gpbiost nodes together on the sane graph.

Thi s I@AN Per { ahBBarkAankietAlols baRIANSREIGT B el BBbo! aphs. [ 109]

The statistical erences between the nodes erage, 'vari ance,
Maxi nmmxinium| munmetcety.) canbdmeaspasiingle: babarich @rapdl efifceHiptaryMafitor.e Hi st ory

Moni t Qr li.st. of avai.l.abl e hal ance ,vari ahl can be_sel ected and applied
by = S5kt avasle otanst e o Wrsaleaiod Shabmii] s W0 TRGSREL TS Rh | ¢ he
| Syst eghdaft Bk BetisCaridORé HO5t grhio B thd #WystehPENntBRNRL afonttoR Nbté@@smpot appear

when a M xed Series is selected. 118’] Bef ore the node statistics that have

been &Eaprnge geiph doestot apprar vhen aMMized Sehiesys sgledded.n the History Monitor
gr aph he nod to..be nj.t.ore st first be selgcted. There are two
sel eciH’Ot]f I el ds%%for?ﬁgrg%ts t&)‘fsq{l%aﬁ g?egrcf}p%ﬁﬂglp& eglgpg%cag CFi g. 4F. The
left- _dh;gm@e@ &1 186 Hadtoryi Mbﬂi]:cdrl’%@a 1S, e @dddsas badtbinitaredlist HeSd teselbred. nodes.

i e

The right-hand sel ector 138 is used to add bal ance vari abl es. (Note:
the bdBarecaEs G selastar tieldsent tas bationof theastraBylenitovsereen ok Fiee AF SEhe le- | 5
sel ec L4 ' Par L1y Zat- '
acco rr{})l %?as %eée?&%yﬂgrl%gédr fegc ?({rl%o} rj'alek(lqlgg sS ?‘g’) fgr%yl&cﬁg%rﬁ g g%i ﬁ“zso tggg \%g?t{-}l?%ﬂ églﬁ%:t T onal
Resouifiekl B8dk asedEbiadd bslandahvaziablds. U (Dlotey thitdiatang e naridile selbgtor iSh&} availstde Whi ch
conpute theiy ggn_st,atisti s and broadcast the results through the pools.
[112] PﬁWéﬁ prigs s selpdedi ng redirection is available to every
application inplenmented in-house. However, there are nany pre-packaged
applications and objects comonly used, whose code cannot--and probably
shoul @ptimizhtiom| t ered. These types of applications include web servers and
rent nature of .r Sts,.

SITERICTRE R ST o PR e e
connections within Functional Resource Pools. This is achieved using data generated by
SLO-nodes, which compute their own statistics and broadcast the results through the pools.
[112] This way of implementing redirection is available to every application
implemented in-house. However, there are many pre-packaged applications and objects
commonly used, whose code cannot--and probably shouldn’t--be altered. These types of
applications include web servers and COM-objects. Due to the different nature of requests
and connections that take place in a complex network system, specific objects must handle
redirection inside each class of calls. A preferred embodiment of the present invention
includes objects for redirecting HT TP-requests and OLE DB-connections. However, other
embodiments can employ other objects in other environments and on other platforms such as
HTTP in Java, DB in C++, etc., on Linux, Solaris, etc.

[113] An HTTP Redirector is a Windows-based application (HTTPRedir.EXE)
capable of receiving HTTP-requests and redirecting them to a selected web server according

to some predefined selection criteria. Starting from a list of web servers and a selection
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redirection inside each class of calls. A preferred enbodi nent of the
present invention includes objects for redirecting HITP-requests and OLE
DB- connecwpen®342bbwever, ot her enbodi ments can enpl oy ot ReT/usb/emss in

ot her environnents and on other platforns such as HITP in Java, DB in C++,
et c., n¥hdd, ﬂﬂ%agrp'ii@ht@dﬂ gathé@?t badlstatidlicssdHVAMbRAS fFdh tY weisseverd agtbws - based
application (HITPRedir.EXE) capable of receiving HITP-requests and

r edi r 6Eestigly Tedirpatethy requesls tragsposentlyde fha reauesprgichent: t o sone predefi ned

sel ecty Critermias: b r I I ion 14

w0 03ib261 PoTHBEHS PRy e g ubqdth St ST REhufif B Bk

| ogpl- émtartabﬁd;]ri with @hiehteual walbsdriéry dfeﬂlsemﬂs bh&;}aqﬂia:ea'és W@’aﬁbdaﬂilé.poﬁfif’et['tﬁiiigdlffl ¥ )

redirects the requests ranspar.ent t the r uesting clLient. e

HTTP _isﬁeé’é?%ﬁndg ﬁ_ﬁw@ desloaT bR ter oobve pagEa PLPE Y REBIRBY. 1SHCS r@gart%@gks. I'ts

| nt er 3l bofald bich! BMicn20e. MER Rl Ed pBRANIS aBfticidiyp! ace Tt s | ocat ed,
or t I NKS eri

the port it's Using fI'stenl ng an ned on the accessed
pages [Bi5]t he wel®ldeDBeCennet8auBsdiregmrisia D OMeemer padkied mtby, Wildowst

D Co A AREH TG TUED B A EXICERI SBIFER shizoR a5 et of 6 MR thas o
executhka i GhPERAErsENo P ORI Bhed SRl kEBRShRln b e

| oad-statistic a set of database servers and to supply a predefined

conneetleded databasg sgven whpoieduested: dhishedirestsr objestinetds thbsalivede wemitwhen

requested. .This redire r.0bject needs.to he alive to ni.tor. the

ot T Shanblt b EAGERRE 1PhEEborBlEa Srntftaioh REnteRnB iR ke ranual 1y
st art ¢k pB@Hed. ThisSreprasdndd 4 @dferddte So t@RMBAKMIsEd autdinhiien ssoars tiat e@nMmonl y used
automation servers that are automatically activated upon client requests.

[ 116] awiematigaliy activated Hpen eNaRbFAqUEHY i nstal | ati on process consists of five
mai n ges: 1 j . i Ll cify server
gener 480 t1 ngdhFaikich 855Gy ek ETAGBH pLotSh Lol o mik

renot gtageecuti on settings for each node 4. Execute redirector installation

procedure 5. Configure the installed redirector [117] The renote
i nstal | ati on medhani SEiecknasigs f9r redigrety iwstalleaigBuws appl i cati on

( RSLGset up. EXE) jand gpgﬁg},&}vé’i\%}é‘lﬁ' Pleki r%bk‘(ﬁ%aéllﬂﬁﬁdé‘re actually noved to the

target node to performthe in atiron. Fromthis point another mechani sm
| aunches the in$tall Spedfy filedramsfer andiraninde-exsrntion setiegs f6oracbiodé Li nux
platforns, SLO w || g:e ir}stﬁ?ill ed as daenon., For W ndows-based pl atforns,
SLO wi || be insfal | efXEGT g@ﬁfPﬁPS&E‘BV%HPF@Hf? ncluded in the

5. Configure the installed redirector

[117] The remote installation mechanism is built around a Windows application
(RSLOSetup.EXE) and a set of auxiliary files that are actually moved to the target node to
perform the installation. From this point another mechanism launches the installation process
on the remote node. For UNIX/Linux platforms, SLO will be installed as a daemon. For
Windows-based platforms, SLO will be installed as a regular application included in the
Startup folder for every user.

1. Selecting nodes for redirector installation

[118] Fig. 5A shows the Redirector Deployment and Installation window.

[119] By choosing the control” Select Functional Resource Pool” a list of available
FRPs appears from the drop-down menu. “Add Redirector” allows the selection of the IP
address for a node that is to be designated as a redirector. “Modify Redirector” allows an

existing node to be reconfigured so that a different node takes its place as a redirector, or a
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Startup folder for every user. 1. Selecting nodes for redirector
installation [118] Fig. 5A shows the Redirector Deploynent and Installation
wi ndow. [WO9B/HOBR6Cthoosi ng the control™ Sel ect Functi onal Resmsnumoﬁ’nol " a
list of available FRPs appears fromthe drop-down nenu. "Add Redirector™

al owﬂlffdialtsﬁiea@ﬁmm?ecc&r (Hﬂ‘&‘Pld? DBYdgugsits “Reinove RedRedtbiflremdvést degvedlesi gnat ed
as a redirector. "Mudify Redirector” allows_an__existing node to be

r econfhagif kahlighted y the uéﬁrfﬂ'oélﬁ thetDepdenaneny pad Installafiomwindesv. o r edi rect or, or a
15 WO 034261 « » ﬁ?] e
is used. "Re rmveBg%ﬁo%lg r%gg{i%'ﬁ %r erfagf\?g‘jss(%ﬁagisﬁtétrayé&)&dﬂ#t{new Ba H?Jﬂ;us%y t he

user bneemddes hﬁimolbe&n RElsétedragireliiradtadsl antl ittenfileitradster ax{dla?idé]:utlcﬁha ngmplete
configquration" allows the installed redirec be_conf.i ured for use
once My Al Thedcion é%%eé‘EPtf‘éJsafFeéé}P S Lo RIORSRTor eI RUIONSR and
executr £ after
nodes avgio eengmkoa{sle?‘?e{%i!roﬁ?ﬂgé :ﬂ}é\%&g fdﬁf(@%ﬁfg?&&% ;ﬁ}oé%:?'%trﬁgwﬁ%oggl nst al |
operawhoreﬂlaktensﬁ:rf@dwecrutmndfmhﬂéet(blrfmwansoxﬁmmma Set up wi ndow where the
transfer and exe ut| %}1 ?I rector fggtets can conmence. 2. Specifying
Server General Sétti BE‘“ e eenslSetii® e been sel ected for redirector
installation, the Redirectors Renpte Setup w ndow opens. [122] Fig. 5B
illustrates the Redirectors Renote Set up w ndow. ]’[l%l’23] The Redirectors
Renot 1283t up wi sisanpdesigeeibean sgletteddon tedireqieninstaliajiony thedindire¢torse- t r ansf er
and r n rre hani sns for each node. (Nodes are referred to as
Rem)tg ?q/ieﬁgfy}m R LR -ndow. ) Selecting different file-transfer and

renot grx2fecut i oFig. BGIadiate¥Rhy R bdirettdrs Réfr@teSutiewR@adi ng t abs which will
appear_behind a General Setti n? tab, discussed bel ow. These new tabs can
(¥

requi F23depar at dhe&erirenioraResiote deup mardpye saisedhio dedingjthe onerating sysiem,

t f q .
the. | P rentBdaT ol eREMon %c*e‘%@?fﬁf o SpO AR s g Rl o OPTORs "
appl ngnmten‘g:Trtffl?m ﬂmr\t/mdawt)f%laﬁhg ﬂiff&mlt fﬂe@&mtﬂf}a’handwﬁgﬂ&tek&emiqn av?i | abl e
t W OWS a n sone _Ccases selectin . L on or an
oger a?f}eﬁha%%é?} Hf%‘ﬁ‘l"?@ cgggqmpdlng(g@bs&lg% i a?H%a’t' ‘PF‘E“‘E‘E‘I‘ ﬁ@gg@ﬁ%tﬂ@gs“ | es are
al reagy, di@aes@é‘cﬂbaawarﬁgeéﬁe&%& chR r@f{ul%% x‘s&% oBifigiRton! 95 aleéaseéd in0r because

common drives are used), only renote executionis required. 3. Specifying
File- dcfaﬂsri’é)er@ndsemwm@amwgcmalsettmgmgs r{aﬂ@&]d 1@ehfehs1|afgodﬂ it lilee

file- i deéemor}gsggvrerphgldexecutl on mechani sns that were
[124] Note that certain restrictions apply during this portion the setup. For example,

DCOM is only available to Windows platforms. In some cases, selecting the option “None”
for an operation mechanism is useful. For example, if the corresponding files are already
placed on a node (due to a previous attempt to install or because common drives are used),
only remote execution is required.

3. Specifying File-Transfer and Remote-Execution Settings

[125] Depending on the file-transfer and remote-execution mechanisms that were
selected in previous steps, one or more new tabs appears behind a General Settings tab. Each
tab can be “active” and brought to the forefront by clicking on the tab. Fig. 5C shows the
File Transfer Settings for file-transfer protocol (FTP) tab. FTP settings require specifying the
FTP username and password (if applicable) and the FTP destination directory. By default an

anonymous username and the Home directory are set.
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selected in previous steps, one or nore new tabs appears behind a CGeneral
Settings tab. Each tab can be "active" and brought to the forefront by
clicking wooshanrsab. Fig. 5C shows the File Transfer Set®PCrdgsot/on4l
file-transfer protocol (FTP) tab. FTP settings require specifying the FTP
usern ]and pasehanidd SLOARE deaidheon folder twierd{he retiticton dilésomilldier ect ory. By
default an anonynous usernane and the Hone directory are_set. %1?3 ?/\ao

ol der

03/ 03trzesterpgdnis uspByved 4gshown i Eig. WRe By dsfavd, tediles wil Redsansfemref do

wher e ' |.les will be transferred is required, as shown in

Fi g. g@%@%{a%@?lﬁé files will be transferred to the default renote
SLO f ¢l2¥gr . [ 12¥¥hddheingusshagedaieshadkettiveasd wandferdiiles; @ Dastinatamsfaderfnises, a
Destination, Fol der nust . he specified, .as shown in Fi E. Thi | der

poi nt 8¢ ERsCHicds ps/h (Efllg'tS%' t Hus f"éﬁl’?j POIH A “OJ?‘F‘Fa(ltloca&’qQﬁ gan‘%eéi ngfl"éﬁéﬁt he

net wo @A}fpﬂ 81 PoinFFRMoh YidtioRMRds ! | es,
such lia{Sh%lraéE)ipl n ggﬁé%@ddl&?{)})eﬁgg C e(gdtzi1 ng a ]%%{/lv f ol der0 are included. Note
t hat fudheastmappsigea netopek driveonrsrenting @arewi oltlep ate inclidey. t)Nete dhat fidartransder
credential.s, which neans.t current user ..must..have engugh rights to

er f oPRiTRNGISGR PO ARGt wireay SR e frei g bR prat BRI he

t el netnRf RiReBbuglPiglfS RYerfor thé Bperafions. User name and password are required.
The Renote Execu%i on Folder points to a |local folder (on the renote

servel}28hher e t Méhenclaugehirig) asremase setupusing thertelnet nrefeceli peshoparis fég. S8t ep.

for ubgining i PhsbEi PhEAh g 1R Ao FRRih SRR pRHEPET B i) £ Pet O

I nt er {@c@er@hoteisepaf) wigtrétheedfupeilésdkere nhohdaldufingrei fileqatapsfet stp.eni ng Port is
a port nunber used by the redirector to listen for HITP requests. Port 80

i s usétP9y web Kedirester qapfipniation isihe fingl SRbIGHEREBES TEGTRIHRCISC NP 5
reco thi ] ; £ Qg

o 1 SO Rl L S AR it At B ety RR PR B bl o1 e
that 80y one appRedigdctarrlistaringPoltiish poit ngmbenused by floy tediredier toflisten t he

redi rector cannot coexjist wifh a web server on e s conputer if both
re | ROULHTR GavRra o S Wby Hob porvames et R BY VB0 DrPevaRI PPt hat ¢ he
sel ectgd  ROfmer A RER tHiSp@Y RlhB B usBB A tArAReQbl i@ ihd RARLIAPRII AL I ON i S
currently lTistening on thi s port.. Wien configuring the redirector from
i Syst perf@miieg ps a seb stiver. Ghsdknpiortanttotnotarthatondy ezeipplicatigm@mbedisteaing i onal
Resour ce Poolé'hs %he SOUéiI(r:etl | st _qof vvebt s%verﬁ. The S Ce) Addresstef ifel d
referé’ntof}eaﬂrt el Qfaéhelrﬁ A YSA P CRESOY R A& S ¥ S P& GG RY H)_the
pool . poffté listehing thohgh 18 skufib HbRVEEE ChaURTA bukids verifsChaithié saebted paski ng
individually. To retrieve the |ist of servers fromthe SLO-node the Get
Ser venymber is arailable; messiag no[otlwrjlocph applisetien iscurrertly bivtenipg pB#higpeéct s how

serve Whe%rc%n%@gurei\ﬁgt ﬁl% récﬁfec{o? (Horn?fsgjs%ﬂi Enterprise, the Check it! button is disabled.

[131] A Functional Resource Pool is the source list of web servers. The SLO

Address field refers to an SLO-node installed in one of the computers belonging to the pool.
Statistics will be retrieved from a single SLO instead of asking individually. To retrieve the

list of servers from the SLO-node the Get Servers button is pressed.

[132] The Server Selection Method directs how servers are selected for redirection.
Choices include a web server with Best Statistics or in a Round Robin fashion. Note that a
server is not be selected if it doesn’t contain the requested object, even if its turn has come up '
for redirection.

[133] A list of web servers available for redirection is displayed. These are the web
servers that might receive transaction requests. Web servers can be added, removed or
modified using the displayed list. The Remove Selected button removes a selected web

server from the list. The removed server is not be included in any further redirection. The
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Choi ces include a web server with Best Statistics or in a Round Robin

fashion. Note that a server is not be selected if it doesn't contain the
request eawobpmes261 even if its turn has conme up for redirecriusn2/140A83] A
list of web servers available for redirection is displayed. These are the
web  etar addrdshbist Bt cléesall web berasdin tie liseqTRsAdd S¥eier battoneadds aan be
added, renpved or _npdified usin the di splayed |ist. The Renove $Sel ected

but t oRSW SieB\server tosthe Hst dohe\Meodifissryer buttop mqdifies the paramgiers COrSFRPINg ver i s
not b gan further redirection. The 17 WO 03/ 034261
B et i

PCT/ U ar Address List button clears all web servers fromthe
|'i st. [IB4¢ Add Se\rp{teferﬂedbmbndmtbmusns amommmlpaei(edtintothimde—baﬁrb Modi fy

S but dif t t th
st Cropdisblopraret clid ana P e ReGeB e e obfalieaila ke, <"
W ndopsabsissd loaﬁ)%%ﬁiéﬁé‘gf Est B?Haﬁﬁase @éljvt@ﬁ a8 to Slpe1yBpleaBintdofhediedi r ect or.

This object iIs able keep track | oad-statistic of a set of
dat abstsieg selrrimxosdlagdo th@ selappt] databasesdver wheh regnestest. iThis redirectorpbject

corres di n t he. se t dat aba rve equest ed. Th

et ¢ BRSORE BEvet moR e At Stve ThghRinty e HERafEHE Slpaly

Ther efigi&d ofdeanaid. ThsiPdiffeket o cornHahll YisediRothibroferrs that &kl ed. This
is different fromcommonly used automation servers that are automatically
act i vautenatigadly @FW@Q@W%@&@Q“TS’&%S] I nstead of directly assigning

conne n stri e a renote
I nst aﬁl?g?of t heﬂgsze&?r gg{}%értfyaa%%‘g’] 089}1 t?fn S%O()tgg\{%{)%%{lé? §1]|‘;J§&E’ fromit.

Usi ngdévelcpetsitoge hir@niots ristaige gﬂﬂfeaedxmrtahatrequbﬁ abedid caumdctial lsmngat abase
server is, _selected. [136] The HTTP Redl rector Conf.i %ur ation screen is

shown PR iEiUsingihis gopgeqtionistring gharaniqes thaksdirecayapede dairhaseiss Ve sour ce
list FJ[ % g a base servers. The SLO Address field refers to an SLO node
i nsta I'n one of the conputers belonging to the pool. Statistics are
retri {31\3611 f r om &hs HTFIPR ixecion Soafigurafiomsdceengs simovrvindigl $i. To retrieve the

i st ervers m t he O node t Cet . Servers button is res 138
he DTET ol oThh RSt oaIes PoR i es R das Vet OLiaS Bete Bl BR or

redir gepi &d{ﬂra@ﬁw&f‘e?erg wmgso%a@mgma iS 8hY 6f thebidp aﬂa& &T&fg @ithstic or
Round Robi n fashion. The Dat abase Connection Li st d| splays a 1ist of

dat abped. Stefistins srenetiieyed frent 4 single tSithipstead afaskingdndiyidualipi Fewstiiays theThese

are t t aba Iy, t ha eive.the redirector connection

requeE%atsoq‘a?’ivg‘f‘??qrﬂﬁl hSSL(? nge @‘8?%“&“&? uoPéW%SSS nodi fied. [139] The

Renov§38gl ect ed TheStRer SaeanoaMétied a@h@ﬁ&kﬁaﬁaﬁs&s afHeReteddor f rom
p138f

redirection. Choices include a database server with the Best Statistic or Round Robin fashion.

The Database Connection List displays a list of database servers and connection strings
included for redirection. These are the database servers that might receive the redirector
connection requests. Items in the list can be added, removed, or modified.

[139] The Remove Selected button removes the selected database connection from
the list. The removed connection is not included in any further redirection. The Remove All
button is used to remove all connections from the list. The Add DB Connection button adds a
database connection to the list. The Modify DB Connection is used to modify the parameters
corresponding to a connection in the list.

[140] Once all modifications are introduced, a configuration can be updated by
pressing the OK button. Canceling the operation doesn’t modify the current configuration.
[141] After clicking on the Add DB Connection button, the Create Connection |
dialog is shown in Fig. 51. This dialog allows a new OLE DB connection to a database server

to be defined. Connection parameters include a connection string and the name of the server.
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the list. The renoved connection is not included in any further
redirection. The Renove All button is used to renove all connections from
the |ist.wohe/odddt DB Connecti on button adds a database ceomasb/ondt o the
list. The Modify DB Connection is used to nodify the paraneters

corregp)di ng t OThe coRAWE6H bigiRgican bé §ypet Hirectly] Adidedfom AUhiversdl Dataat i ons are
i ntroduced, a confiquration can be updated by_. pressing.the OK button.
canceLing({RE) ﬁb@r&%;t%u%@ﬁ cprrﬁmngbpgtsme@ml%t ComertiosEngsean be 141]

After t ction

di al on?%ng 81@@3#%&@&11@?%@3%@&@ eg\%# ggthg:éfl}r\%sﬂ Cghﬁ%m Q’&fﬁ utg@%ﬂﬁectl on to a
dat aba&ang &y pezformicd V\bxen tief {TestdlatdBasneannecionfmefarsie’ dok icthedeeds Theonnect i on
string and the name of the server. 18 W) 03/034261 PCT/US02/ 14041 [142]
The c&RHBEPISESSSTeGS 0ARcna dpiphasy canpesdipp psing YT FEREHBF - sal  Dat a
Li nk gﬂﬁi) Filepte %’t EH%EE A8 's,mtfoﬂsewﬁeﬁ fe%ﬁﬂgg%rﬁﬂc@aiﬁa&égh%ékegensgonnectI on

strings can be nanually or automatically tested before saving to the
cur r effthisaehisgulcat the redirdetooarat the databaseisexyer &eﬂmﬂ@rqrsﬂmehdM€nS Test

dat ab se .connection.before save X 1S. checked, ..Th testin cess

ot oo e e i 4 e Riisf oo it Tt ot i Geababe ey PR St T ng.

[ 143] NQb gliddagtart Peifkndtva t§ tHeUBlirddsy. When testing a connection doesn't make
sense. This occurs when the redirector and the database server are | ocat ed

oln di fit4flent donHithesconnggiionisting isheaded fivasa ﬁlﬂgﬂ@n@mﬁﬂ@dﬁ pedertod g lise
ther Sary DebCPOR A TAR WATE PRl 81 AP R {0 Bl oo S e

t he f'rUIgLiﬁsessel ected using the Load Data L| nk Fl I e dial og, shovvn |n Fig.
5J. This is a common dialog oriented to search fo UDL files.

Anot hé#43ossi bi 1Anophgrpossibiley) ia e seloph thedidit @BWF?&BW Dingbuttag, "b‘ﬁf’}t‘ BPnenSv\,hl ch
cont atEDEe FUEPRRics VERE IBS I ENET P didboclainil wiBh OBl AR 1 s,
[ 146] a/ktetpeby-ktepdemgtlbmofmhapf-olieetmsr defining through the Data Link w zard,
the r | ting connection ade mat di al og,
shown 1461 'g "5 Aqfaﬁi%hmg. @.r%ﬁ? @%dquwg&fglﬁ@%fth@éta& 2 & tipe

par amet &l paddtinbdRnSaidg 1E'%%d&ant§ §€bﬁﬁﬂﬁﬁﬂoﬁ'd9ﬂog5 'shov&ﬁ‘ﬁi’ﬁ asig Q;Uﬁlbl'i mat i on
di al og when security is turned o The i'dentification confl rnms the

set t i ndmtifmaslthepramei afdled proviter, dmmganeths apd dhva stEings :fortmeurpar Himtérs, the
fy, P t d t T. d

Secur FhOPEE Eonigten dad whh BBV pisted FFL e b LBGHRN SHIANER et ng

di ff ers@ﬂﬂh SRaHE hﬁe&éwﬁ@ﬁyt THSisan@B teProviaelt ér)/thé‘ﬁafbﬁ@telﬂbs ﬁmdﬂjﬂ HaragR&gyor d

associ at e to the connection.
button is pressed to return to the system wizard. Secunty settings can be modified directly in

this dialog by selecting different security settings and/or modifying the usemame and
password associated to the connection.

[147] Fig. 5M shows the confirmation dialog with security turned on.

[148] In Fig. 5M, once the OK button is pressed, control is returned to the Create
Connection dialog, containing the resulting definitions.

[149] The process of modifying an existing database connection includes some of
the same steps discussed previously. To launch the process, a connection at the

Configuration Dialog is selected and then the Modify DB Connection button is pressed.

System Level Objects
[150] Before system optimization is determined, the value of each node is measured.

In order to collect these measurements, intelligence objects (I0s) are deployed across a

DASPO network. These intelligence objects gather statistics on the processes and system
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[147] Fig. 5M shows the confirmation dialog with security turned on. [148]
In Fig. 5M once the OK button is pressed, control is returned to the
Create Gyonawsd26en di al og, containing the resulting defi niPCirarss2/140419] The
process of nodifying an existing database connection includes sone of the
sane 448 e SR QYHABeY nod® THRUBEHat RRmALES BfBPuse®df OV WRESsi on at t he
Configuration alog is selected and then t he Modi fy DB Connection button

i s pr etatistics andypotle infommation Ghilisanssed ingletailBn e co-Bendingnatant ppplicationm i s

d ined. th | f h i X . | | h

e nou e Aoy VB AR Aot RS s hd ulel SlatbesR®' |2 MO0

net wo ﬁi'femc}g%ﬁ@ stordeRls h@elg;?@s féﬁ(ﬂ/@ﬁ'{tﬁm?%i f2bnd ndtibst bLHraals, infimber £ esses and
PCT/ US02/ 1404

system 19 03/ 034261 | oads that are generated at each
ser veIProfseRss exvsating phthe node pragesson qeevd length.decal Kesporge tine andsiel et i cs and

node inf i i ' S [ [k, N '

appl i é«gsplgé%?}m re 8%éﬁ%§§%§aq§@e\5&% egl;%gg{f{)rr#%hr&r%a%?]gﬂh?ﬁg@ﬂgg%eo@%ghrsngaté, si ze
and usdehed girosdsk@setof, camnsinclyded dABboictgd of ackstedrydde snfoematiomr ndetien per
second, nupber of threads, nunber of, processes executtllélnlg at .t he node,

pr oc e P& Fsedneuden ta REACHCS ths PEISCRIdBBAISR- {1 BEncalAIYSYRGH P NIGrRohaow | ne.

Not e | ' %b&g t he node, node environnent,
node tﬁ%ﬁ’r"gﬁ‘r@% egﬁggﬁ?ﬁ%&g&h@%gﬁnﬁ{%éﬁﬁﬁ%e . Al'so, not all of the listed
node i[M81dr mat i oA mentioneé, ajzreférred embddimend oftha diventon hees pwe $es of nvent i on.

ot hor TEpieaeabiet BB SR e S ddson it e SRud LR g
enbodi(Feok). ah ol 18fet@Y eRbb@thets 88, 0sHe thERESst @(f.)mrﬂoﬂhﬁ‘dgg}c@%&%elﬁ ket s called

System Level nject (SLOs) and Tr ansactional Level ects i LGs). In a
pr ef eobjzdt. Batb SLRsand WL @speafoemtsirailargsformetiomgdthertgpintips but AL hagence

obj ect, th SLOs and..TL er. f.or im l.ar information gathering duties,
ot © iRl (AR aBid 86 BBt P PR SRS IR P s o
any sepy@ffs MaeprviRaTtPdccbRehd sédurify betwRER S aiplichiia andrD¥dtstase)airas@ccess
and security between an application and a database) are set up. Note that
a "hodip: Nete thaba {hest ngruthest compntesecanhie anygligital ppcsssingshandwarg dgWige<Ordevi ce,
or s , . - ' on data in a network.
[ 152] %%eﬁar@éeg%gﬁnﬁgp F%@f&f%ﬁl@%ﬁﬁ&g@atgﬁ'g?%&%, t he val ue of each node

must [152]st be Brdsndsestemloptiniizieion ican botttestined) esevalmasizaehnodesmust
i ntell i%ence objects (10s) are_  deployed acrogss,_a DASPO ngdﬁo)r k. These
r S

i nt el Hirgdwdacaspied corderita spllest hesebpepirgnenthdniellisgrae LOBSIH{AS)Y et em | oads
t hat S?%@g%&ﬁ%@%s%ﬁﬁPPqﬁgﬁ%g Yhdse HRBiged RODTERE AR TRAYCs oi§RE Oyed 10 is

t he ] ec
processes and system loads that are generated at each server node. The most commonly
deployed IO is the System Level Object (SLO).

[153] SLOs can be installed on remote computers from a central point and is able to

work across MS-Windows and TCP/IP networks. Installations can be made on computers
running Windows 95/98, Windows NT, Windows 2000, Linux and Solaris UNIX. Depending
on the platform, configuration and available services on the target machine, installations take
place by means of fip, telnet, network shared drives and/or DCOM.

[154] The installation process consists of four main stages as follows: (1) Selecting
target nodes; (2) Specifying server general settings (3) Specifying file-transfer and remote-
execution settings for each node and (4) Executing the installation procedure.

[155] The remote installation mechanism is built around a Windows application and
a set of auxiliary files that are actually moved to the target computers to perform the
installation. The remote installation mechanism consists of two parts--one for transferring

files to the server, and another to launch the installation process on the remote server. For
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[ 153] SLGs can be installed on renote conputers froma central point and is
able to work across Ms-Wndows and TCP/I P networks. Installations can be
made on cwopaoarel runni ng Wndows 95/98, W ndows NT, W nao®USEDO0M41 Li nux
and Solaris UNI X. Depending on the platform configuration and avail abl e

servi CERNIN/Lihiteplatfogns, SDO Riifkallddrs halabmbh sy WdewsHasdddltforiRa8s0q§ ftp,
tel net, network shared drives and/or DCOM [154] The installation process

consi stustaled apy regutar aprlicatjes inglnded in theStartup) folster fenavary usemr get nodes; (2)
Speci f i serves: tdql ifyving.file-transfer and renote-
execut gﬁﬂ setti ngi,gg? @?gﬁlglgcs:?\&n%l’d‘g%%ﬁ%%fﬁ P%idefé%{aﬂ%éoqwgldp‘%t al lation

proced[i5@] [ 155] Inlthe Deptoyintent asl aklataticinwitdowa all avaiiableietwdrkaodes e a
a set of auxiljary files that are actual noved

W ndows. ljcati an 1al |
tot h\éﬁ@%ﬁ miﬁ%%&rwg Gognpyerroghummn. iodes Hiat areisshedyied teihave %Iq@tl_estalYed |
i nst al {3} é@@a{qﬁqﬂ@ﬂ ﬁ@ﬁaﬁﬁ%ﬁ@h r Ouigo parts--one for transferring files
to the server, er t

and anot aunch the installation process on the renote
server [158br 20 VExled/AlBdlkéts RETHICBRZleddddl alldhe Xbdésrit xhedefttiand @ompSted i S

i nst al | ed . F i ndows- based _pl at f. . SLOis._installed
o aroism et an i teel WS Aeniaisl of Bpdaeds e 18P WSLO Leer . L 156]
Fi 9. SiNsahaysn. ThR ot R8B! t@BéBE@ttth@HQdésPﬁhﬁe'lleﬂlﬂaH@ ' %Wcol%@latltﬁatt he

Depl oyment and Installation wi ndow, all available network es are
di spl agrewt wanted and dien messdhedmvpt Selection button. Noyeslecticns that base beeduhett t o

have ; il ear 4 n,t right,.-hand co ter col.um. [158
Sel ectsév % @Q‘ZF’%A\R’?‘F %‘gﬂlghl}%&}%ggsr ol c}(gcgg sg‘flf bfﬁ%nﬁgﬁcg’géifeﬁ a[“ﬁé’ “feé‘fer-a{“uand]
Conput H69] col unmDedelace Alll rS@lo& dl0thetEmt&S fron'B8 nddésRtclddsh tf 1eRPERE IS to
be added for SLOinstallation. It is often easier to select the nodes in

the | ebPmpERGCAlyRBUEe Add huitan.tadds nedesithat hevmbeengglecied imfhe lefrdandr ess t he

I nvert ' t -ha e Wil l. then be

| nver t SoTPE! St dhl 8o % 13 BT BRRIBARH N BaR i RE et pindoV

Vi ce- vibatdmve bedrb]echeisfol STO iAdthllatiomiy e mtworkhias bereksvddsim RERIS

sel ectbaglg Ln thgl eft-h%r%d anputer colum., The Add button, adds nodes that
have fheslickinge1 the Remave putiep, fancethegesiesd nodes ara selpgteddbiz Instedim t o t he
SLO i rlﬁitt%h'i@f)ﬂe%d!ti)%art thOSES de o&ﬂﬁnf'rg@s’s.hand w ndow that have been
selected for  SLO installation Tn"the network can be renoved by being

sel ectld@0] and t h@nceiddek hang bean s¢lectbfom SE MinstatintiortieeR ¢rhate $EO Setdp nodes
are selegted,, the lnstall buttgn is essed to start the SLO depl oynent
proc es‘g{nﬁf‘fﬁﬁowﬁ%ﬁﬁoﬂ%é’pﬁ%{j@ aﬁg@ﬁpg@h%{o&f)ff rvegsensralsetingsy | on, the
Renot 1840 Set upspeifiedash oSRens ébﬂbrﬁ' s_attingg deBRGe bRrattdeRYs@RCEld.| cation of
server general settings. [161] Specificafion of server general settings

def i ne&ansies aghomate-syecaion arechdnignes for each node. (Note: nodes are referred to as

Remote Servers in this window.) Selecting different file-transfer and remote-execution
mechanisms activates corresponding tabs which appear behind the General Settings tab.
These new tabs can require separate configuration. Any changes that are made in the General -
Settings tab are reflected in the list of nodes in the left-hand Remote Server field.

[162] In the preferred embodiment, restrictions apply during this portion of the SLO
setup. For example, DCOM is only available to Windows platforms. In some cases, selecting
None for an operation mechanism can make sense. For example, if the corresponding files are
already placed on a node (due to a previous attempt to install or because common drives are
used), only remote execution is required.

[163] . Figs. 5P-S illustrate specifying controls and parameters for file transfer and
remote execution functions.

[164] Depending on the file-transfer and remote-execution mechanisms that were

selected in previous steps, one or more new tabs will appear behind the General Settings tab.
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transfer and renote-execution nechani snms for each node. (Note: nodes are
referred to as Renpte Servers in this wndow ) Selecting different
file-tramebas/oand renot e- executi on mechani sns acti vates @CTrEsspotdi ng t abs
whi ch appear behind the General Settings tab. These new tabs can require

separ aflée FﬂﬂrwfmSMgsMFm&B gﬁ&wtsbédlﬁadﬁ%nrﬁi@lﬁs FTP ufindaefidBdassebilal Ngs
tab ar reflected |n the list of nodes in the | eft-hand Renpte Server

field G if spplicabls) andiihg FdPdestinptiondizastonh By default theArmymeps ngeraume angd t hi s
por ti theqliorhsf:1 Biret&ty a?@&éipl“h ﬁe-ff&ﬁ@} ﬁ%ttlgég% SRaRANG ?r? gﬂrﬁ\p nﬁ%Hél‘& W ndows

platforms. In sone-cases, F'or “an oper P8&m can
make s aastcnatlﬁn i okieatqolb@seleci‘.edt foe em’rnplesphemlmsi@ 4 shaeed Adt@orkadrivead Yraféfeeed on

a node rev ous it t to i || or because common drives are
used), sh ctﬂtalcg’r‘( ?‘g’R'PEéﬁﬁOP doal’[el‘B)SiFW hers 850 wip bg ipstalled) r at e
speci fﬁj g ﬁ%arw tﬁ@getg,@ﬂ@mt te execution
functi or?s S[ 164]81 n'gpendl ng on tfiéeﬁ)eﬁ%ca lygnsf%?gglﬁntzl%@tnéﬁgﬁcut I on

mec hanfugsonaligies, seeleas waprng edeuwmrlpdmga mmez&h’gpnsne/voﬁd@rardmcljademw}dtags wi |l
appear ral Sett s ta 21 WD 03/034261 PCT/ US02/ 14041
TheCR! (AP RN oGP S Fis R i e FunPpe st o e pens e

user nasErean ds ARENHAE enoufh APk tpdtoRh tﬁ@gpérgﬁoﬂ:sTP destination directory.
By default the Anonynous usernane and he Home directory are set. The

Fi | e- TH&AEf er SeWhendaurchinggiramets smmmmg tiDe toless padtbephsa werrPertandat i on

Fol d si.n netwark drive to
t?an;[ %"ISQW@%]&Z@&%'EE? erggt%‘%fiEz %cﬁlgoﬁ'%egdegp{) %t{)\ﬂﬁ %?qgerl@%e rLeB‘OIf[%e node
wher e Sir@rivherelihe sotas fleks abre mbhﬁt dUIﬁlg&H@ﬁijtrﬁis%i&téth‘hB%WK #nd mapped
| ocal I%ué%ts;: central 0| nt mmon functionalities, such as nmapping a

net wor O sptup ﬁ%‘é&l Memn?l?ﬂ e filerpransferostens el nepgssasy filasawere sent
file- ttroaarlé&ﬁrfoﬁ&eﬁ@fﬂe‘i‘@iﬁof% sBrveA ik %ﬁl{ﬂﬁ h @(9: tﬁﬁ%fd&r §h%ﬂ%ihbuest§é%c¥ intq

credential s means the curre ave enou
per f orthe llheaquaér laltrﬁmnw co[tﬂ;ﬁl&]r” ﬁhlanC&)M @Howg randte PRdcesseeiolit exgtimedt he

t el net d d. The R t
oot 1O EBR Gt udn R es 1 nasPas ot s eslegianin the LIUOM Wser Gekuor ) wher e the
set up [flgbes wer eFWﬁz@céi‘éﬂﬂ E'ﬂacﬁth&il bt thedmh &8 ?étﬁg tRE ?&ecté&?se% IR W?y to .

| aunch SLO setup is using During t transter step,
neces saghys fo lpare cations and @x:caSSIdml@denfwﬁsthrough DRMrenthé eem@te gawer. The

¢ et ceiEsh A DEOM sl efiipns RS @it BRGp o beRese) Buell ved wsi ng

di f f erlﬁthe “Defaule lAedésBPbﬁhi%smﬂ'd’fl(ﬁltﬁ@ﬂﬁﬂ@h@éesk Eeﬁﬁéﬁ&b%ﬁd FDeldif TG User
field. [166] For a successful execution of e renot'e setup, the selected

user nRFSFISSIONS (withyfhlow &.apaghi pEmaissipR)e Ehﬁa@@tsami baseasamddnedifisébyi ces
t hr ough LYHHM tﬁ@cér{}f'guﬁﬁf&ta%pﬁ&l%l@ for DEOM and selecting the “Default Security” tab.

For more information consult your DCOM documentation.

[167] Once the parameters are defined for each server, the installation process can
begin. To start the installation, the user selects a predetermined icon or button on the user
interface. Once the installation process is launched, SLO files are transferred and launched
for each specified node. Results, errors and notifications can be viewed under the Results tab
as the installation is in progress.

[168] Although the present invention has been discussed with respect to specific
embodiments, these embodiments are merely illustrative, and not restrictive, of the invention.
For example, although the invention is discussed pfimarily with reference to multi-tiered, or
n-tiered, systems; it should be apparent that aspects of the invention can be used with any

type of processing system even where the architecture does not include multiple tiers.
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terms of DCOM security, this nmeans the user (or the group the user bel ongs
to) nmust be listed in the "Default Access Perm ssions" (with Al ow Access
per m ssi owp oatnsh26Def aul t Launch Perm ssions” (with "Al | oRCrasnzinio4l

perm ssion). These lists can be seen and nodified by executing the

conf i gUukgdctssT thpiivenitdn cun dlgrbeRppliddiodtad atotd sygtehispor fPefems ithat Seecnati t y”
tab. For_ nore information consult your DCOM docunentation. [167] Once the
parane?@ﬁghﬁﬂé“ﬂ%?ﬁﬁed for each server, the installation process can

Degl N 19y Start e, aedabe 8t he Thvehiith #36be A8l BoiRhaRheasToRRM | con of
button“on the user “intertace. ce the installation process is |aunched,
SLO fi tlasnsare transferred and | aunched for each specified node. Results,
errors and notifications can be viewed under the Results tab as the
installation is in progress. [168] Although the present invention has been
di scussed with respect to specific enbodinents, these enbodi nents are
nmerely illustrative, and not restrictive, of the invention. For exanple,
al t hough the invention is discussed primarily with reference to
multi-tiered, or n-tiered, systens; it should be apparent that aspects of
the invention can be used with any type of processing system even where
the architecture does not include nmultiple tiers. 22 WO 03/034261

PCT/ US02/ 14041 Aspects of the invention can also be applied to stand-al one
systens, or systens that are not considered networks. [169] Thus, the
scope of the invention is to be determ ned solely by the appended clains.
23 WD 03/034261 PCT/ US02/ 14041 WHAT IS CLAIMED IS: 1 1. A nethod for
nonitoring the performance of a digital networked 2 system wherein the
systemincludes first and second platforns, the nethod conprising 3
generating a first value indicating a characteristic of operation of the 4
first platform 5 transferring the first value to the second platform 6
obtaining a second value indicating a characteristic of operation of the 7
second platform and 8 conbining the first and second values into a
conposite value by 9 adjusting one of the first or second values to
account for a difference in operation O characteristics between the first
and second pl atforns.
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1 2. The nethod of claim1, wherein the difference in operation includes 2
differences in the use of interrupts in processors in the first and second
pl at f or rswOD38342¢he nmet hod of claim 1, wherein the differ@ccaSonigperation
includes 2 differences in the use of threads in the first and second
pla}fg“uﬁygﬂze%fﬁhgﬂytsmod of claim1, wherein the difference in operation
I ncl udes Ifferences in the use of forked processes .in the first and
second pl atfornsl- 1 5A mEthogor Hlf’élt@’fm%:ﬂ’&iﬂ?fff}'fg%?@toéiarﬁh&l%n?wpfl@dence in

opey at | I ngl | f. ' gﬁﬂmr gﬁgﬁ ERdhd oddof St and
se?ondéyg{%g%’ gg‘reir@?ﬁjf S%Tq'tg{]]ﬁielaprg%ﬁ%gt %@ &Yl rﬁfeit ’gérﬁel n l%(i?;hoﬁb?ls%ﬂg;nd second
plagforms use 2 diffgaenitingyfes vafuedpdicatingmclmyateristic of oferatidreofith¢ hod of

claiml, wherein the first and second platfornms use 2 different types of
cerft r afirshplad@adsi ng units. 1 8. The method of claim1, wherein the first and

secpnd pl atforns suppggﬁsfergngh{effﬁgmquet%]ﬂ@ésseggn(ppﬁﬁ@ﬁﬁ;ng environnents. 24

6 obtaining a second value indicating a characteristic of operation of the
7  second platform; and ‘

8 combining the first and second values into a composite value by

9  adjusting one of the first or second values to account for a difference in operation

0 characteristics between the first and second platforms.

1 2. The method of claim 1, wherein the difference in operation includes

2 differences in the use of interrupts in processors in the first and second platforms.

1 3. The method of claim 1, wherein the difference in operation includes

2 differences in the use of threads in the first and second platforms.

1 4. The method of claim 1, wherein the difference in operation includes

2  differences in the use of forked processes in the first and second platforms.

1 5. The method of claim 1, wherein the difference in operation includes

2  differences in memory management in the first and second platforms.

1 | 6. The method of claim 1, wherein the first and second platforms use

2  different types of operating systems.

1 7. The method of claim 1, wherein the first and second platforms use

2 different types of central processing units.

1 8. The method of claim 1, wherein the first and second platforms sup;;ort
2  different types of operating environments.
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