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represent egor]'esponding match line. One use for such a memory is in dynamically translating

logical addresses to physical addresses in a virtual memory system. In this case, the
logical address is the search argument and the physical address is produced as a result of

15  the dynamic match line selecting the physical address from a storage location in a
random access memory (RAM). CAM:s are also frequently used for Internet address
searching.

A CAM typically includes an array of CAM cells, where each row of the CAM

array corresponds to a stored word. The CAM cells in a given row couple to a word line

20  and a match line associated with the row. The word line connects to a control circuit that
can either select the row for a read/write operation or bias the word line for a search. The
match line carries a signal that, during a search, indicates whether the word stored in the
row matches an applied input value. Each column of the conventional CAM array
corresponds to the same bit position in all of the CAM words, while the CAM cells in a

25  particular column are coupled to a pair of bit lines associated with the column. A search
is applied to each pair of bit lines, which have a pair of complementary binary signals
thereon that represent a bit of an input value. Each CAM cell changes the voltage on the

associated match line if the CAM cell stores a bit that does not match the bit represented
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It is desirable to be able to conduct CAM searches that recognize a single bit
20  mismatch as a complete match. When such a CAM search is performed in conjunction
with error checking and correction techniques, a one bit mismatch would be deemed
“correctably corrupt” and thus attributed to soft error as opposed to a true one bit data

mismatch. Existing CAM configurations, however, are not presently adapted to make

this distinction.

25 Disclosure of Invention

The above discussed and other drawbacks and deficiencies of the prior art are
overcome or alleviated by a content addressable memory (CAM) and method capable of
detecting and correcting bit errors contained therein. In an exemplary embodiment, the

CAM includes a plurality of individual CAM cells for storing a codeword having a
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In an alternative embodiment, the CAM cells are further adapted to correct any
20 mismatching bits stored therein if the match line is latched to said match state. Each of
the CAM cells further include a pair of cross coupled inverters configured as a data
storage latch. A first access transistor selectively couples a bit line to a first node within
the data storage latch, and a second access transistor selectively couples a complementary
bit line to a second node within the data storage latch. The first node has a voltage value
25 representing the value of the bit stored in the data storage latch, while the second node
has a voltage value representing the complementary value of the bit stored in the data
storage latch. A third access transistor selectively couples the first node to said match
line, and a fourth access transistor selectively couples the second node to the match line.
If a comparand bit applied to a given CAM cell does not match a stored bit within
30 the CAM cell, and if the match line is also latched to said match state, then the stored bit

within the CAM cell is caused to be inverted. However, a matching stored bit within the
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Figure 3 is a schematic diagram of an exemplary CAM cell structure, configured

to allow a mismatching bit attributable to soft error to be rewritten and corrected therein;
15 and
Figure 4 is a waveform timing diagram illustrating the interaction between the
sensing apparatus and the CAM cell structure, during a series of test compare operations

for the CAM array.

Best Mode for Carrying Out the Invention

20 An apparatus and method is disclosed hereinafter, wherein the degree to which a
search word is mismatched from the stored word in a CAM may be detected. Briefly
stated, a single ended sensing apparatus is configured such that a distinction is made
between a single bit mismatch (i.e., a soft error) and a two or more bit mismatch (i.e., an
actual data mismatch) when the CAM is used in conjunction with ECC techniques.

25 Moreover, when a correctable soft error condition is detected, the individual CAM cell(s)
themselves are used to correct the soft error during a search operation. Thereby, cycle
time may be saved in eliminating the need for refreshing already good data.

Referring initially to Figure 1, there is shown a CAM array 100 configured for

use in accordance with an embodiment of the invention. CAM array 100 includes a
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number of mismatched bits thereon. Thus, for an “acceptable” one bit mismatch,
MATCHREF will discharge at the rate of about a 1.5 bit mismatch. In other words,

MATCHREF will discharge faster than the rate of MATCHLINE for a zero or a one bit

20 mismatch, but slower for a two or more bit mismatch.

Although Figure 1 illustrates the bit line pairs and match bit line pairs also
included within the cells of the reference word 104, it will be understood that the
reference word cells themselves do not participate in the functional operation of the
CAM array 100. Conversely, the contents of the bit lines and match bit lines do not

25 affect the operation of MATCHREF. However, MATCHRETF is preferably similarly
loaded in comparison to the other match lines, and preferably has a similar line
capacitance as the other match lines.

Referring now to Figure 2, in accordance with an embodiment of the invention,
there is illustrated a sensing apparatus 200 that detects a one bit mismatch condition and,

30  in such a case, thereafter latches the corresponding match line to the supply voltage.

Conversely, if a more than one bit mismatch condition is detected, apparatus 200 will
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size of the individual PFETs and NFETs included within I1 and I3 are the same with

respect to one another and preferably have the same switching voltages.

20 An undetstanding of the operation of sensing apparatus 200 is obtained through
an analysis of the following possible conditions on a match line during a compare
operation. Initially, the voltages on MATCHREF and MATCHLINE are biased or
precharged to Vpp, (high) prior to a search operation. During this time, the output of 11 is
low and thus NFET N1 is in a non-conductive state. Furthermore, the output of inverter

25 12 is high and thus PFET P1 is also in a non-conductive state. Since the voltage on
MATCHLINE is initially precharged high, the output of inverter I3 is low and the output
of inverter 14 (MATCHOUT) is high. Because the output of I3 is low, the pullup PFET
P2 is set to a conductive state while the pulldown NFET N2 is in a non-conductive state.
Then, during a compare operation, the voltage on MATCHREF will be discharged at a

30 rate equivalent to about a 1.5 bit mismatch as described earlier. On the other hand, the

status of the voltage on MATCHLINE will depend on how many (if any) bit mismatches
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b ! 50D et e bish RuST Do e it ohTaie: fPmuy Bl e lig et

swi t ched onp jO86& Nbsﬁﬁémg;lideﬁ@cah& Rty ThileRSE, POR switbRed Wt hetoim iNFET N2
cl anps MATCHLI NE to ground. The output of 14 is held

switched on before N1 and P1 are both switched on. Once N1 and P1 are finally turned
on, the pulldown NFET N2 clamps MATCHLINE to ground. The output of I4 is held

low, thereby indicating a mismatch.

20 Thirdly, there is the possibility of a one bit mismatch of the data in the cells of
MATCHLINE. Again, with the use of ECC techniques, a one bit mismatch may be
attributed to a soft error. In this case, the compare operation will still result in an initial
discharge of the voltage on MATCHLINE. However, because there is only one CAM
cell contributing to the discharge of MATCHLINE, the discharge rate is now slower than

25  the discharge rate of MATCHREEF (being set to discharge at a 1.5 bit mismatch rate). Put
another way, the output of I1 will change from low to high (and the output of 12 will
change from high to low) before the
output of 13 has a chance to change from low to high. Thus, as the voltage on
MATCHLINE begins to discharge from Vp, P1 and N1 are turned on. This happens

30 before P2 has a chance to be turned off and N2 has a chance to be turned on and,

therefore, the combination of conductive PFETs P1 and P2 serve to pull the voltage on



| ow, thereby indicating a msmatch. 20 Thirdly, there is the possibility of
a one bit msmatch of the data in the cells of MATCHLINE. Again, wth the
use of ECE®O®owsdlgues, a one bit m smatch nay be attri butrd/tsesassof t
error. In this case, the conpare operation will still result in an initial
di scharge of the voltage on MATCHLI NE. However, because there is only one
CAM cel | cMdATGHIUNEgackaiptthé/ i Tbbagsghingfoukfit CHIMAECHOGIET dk lighahegeby ate i s
now sl ower than.25 the discharge rate of MATCHREF (heing set to di scharge
at a 1.5 bi‘PQ’I‘ff‘tgfga?’E‘ﬁtclhétOB l.tlopg’PSPlt&ﬁ]&?R%bl ,mfsﬁl?(‘ atput of Il will change

fromlow to highy Gainde taﬁﬁre&h‘ﬁe@ ?Lat afe é‘o%v%%crib@&‘?ﬁ%%ﬂg 390 Iﬂb%:'béﬁéﬁl#ﬁlu WS

before the output of 13 has a ance to change owto
t he vol t agefonthe deieTiGH ki ob ey Nrisit tndsnatitetctoaegdt hradiodl ViaRh. PAltleough ¥ thar e

turned on. This_h ens._ 30 before P2 has a chance to be turned off and N2
has a ¢ anceéawledﬁﬁg)t{ﬁl%ﬁ 18 phosepy o by bribshopid be wnderstonst thafithe Aresst conduct i ve

PFETs Pl a : t apgy / 15589
MATCHLI NE E%%i%b%&%%%eﬂ%.pﬂgghbge {rote]dglz?{ﬁle%g ou@%&tﬁgwﬁﬁg ??%%#,S[{H%her eby
i ndi cati ng rafenaice matcnidie (MATOERIR)gs ddsezned eo bé Hiscielrgedrit amié @kt ofldn 45 | be

appreci ated that the above described apparatus 200 nore broadly allows for
the det er m HERIHRIGr QhviRushy.thep, fiwandesged fogprampleriortigat a Hugechit opfemesugh
in the 5 exaRleni! r i 1. st ood
that the pr eser?FCh agr?ggf inﬁﬁen’éﬁgrtgegg‘gfﬁgggﬁeg 8& n@éqlgpgéésggl%ﬁﬁﬁ%g%N of

bit i sorat chiesage thoRG\ BCHREFE voltefeiteRefitd @it L35 bitigistbdh CHRER)ay, Sodesi gned
to be discharged at a the rate of an N5 bit msmatch. Ooviously, then, if

it was desi¥Sdil pimaiskaemihe)CAM wordathe yoltpgesen MATEHLING wouldHestampdd us a

full match,, the F~ClLiiCyitn ul g desi gned .so t 0,10

di schar ge ttﬂe W&?@@I}—{ﬁg‘%& E)al'zg%ﬁge#%eé h)r‘l'ré &3 %Elt §F§1.0 ] tmagﬁhs lﬁ%ﬁ?su¥ﬁ3t way,
for a 1, 2 thevoltgbioh NAICHIONBHeidd€lakapdd wodBund.he vol tage on MATCHLI NE
woul d be clanped up to VDD after an initial dip. On the other hand, a 4

bit or more m sHBREAILRB P deteeiing a single bitmeismeichage CAMpNETHIhNECGei ng
I t " dditi.qn. to detecti a single bit. msmtch in a CAM
;r ?gse?a tﬁ El:%ﬂﬂg’ét %%&%ﬂ‘% Irsiléal,lbq? {0 clogegf t§8 S%@gfr?]é%(?“@%foél "XI(BIPP(EHPH é@he soft error

condi tion wdddidinglethe tdsent invention embodiments further provide a means to flip (and
thus correct) the single non-matching CAM cell when the MATCHLINE is clamped to

the match condition (Vpp).
Referring now to Figure 3, there is shown a modified CAM cell structure 300 for

20  use in conjunction with the sensing apparatus 200. The cell structure 300 is configured
such that a non matching bit stored therein is caused to be flipped when the
corresponding match line is clamped up to the supply voltage, as described above. As is
the case with a traditional SRAM based storage cell, CAM cell structure 300 includes a
pair of cross coupled inverters, I5 and 16, which serve as the data storage element or

25 latch. Access transistors N3 and N4 provide coupling from a pair of complementary
bitlines BLT and BLC, respectively to the data storage latch for read and write
operations. Data in the cell structure 300 is represented by stored voltage levels within
the two sides of the bistable latch (I5 and I6) in opposite voltage configurations. That is,
junction node A is high and junction node B is low when a logic “1” is stored, while

30 junction node A is low and junction node B is high when a logic “0” is stored, thereby

defining two stable states. Node B is thus the logical complement of node A.



Accordingly, the present invention enbodi ments further provide a neans to
flip (and thus correct) the single non-matching CAM cell when the

MATCHLI NEwioso3mbgasped to the match condition (VDD). ReferrRamguseemsise Fi gure
3, there is shown a nodified CAMcell structure 300 for 20 use in
conjunction with the sensing apparatus 200. The cell structure 300 is
configured sucHddrabmalisiothe sait efroneprizictios taability,hise €EAM icall stanvsed 300 be

flipped when the corresponding match line is clamped up.to, the suppl
vol tage, adudhesdnqlisied Nt S5 hagingdts gefreoppesediot-b Wi U e SR SITSRAM based
storage Celghundtelifablie AL GG 10 bE ISR 1oBRIC, ilh G AR ARYRICT

an , [ e

i nverters, ch 'serve as ata storage elenment or 25 | atch.
Access tr arsisdcedso N3ddaBd IiNddditiow,ithesancepdfi Xif) isfdoanscaedpaithe dfaircof ISFETENit ar y
bitlines BLT and BLC, respectivel i/ to the data storage |atch for, read and

W : te perdtichhisurmds sonfigurebasadipdeby hrvting Rothdee 3¢ prehsuEceEBRnAY st or ed
t | S ¢ ) _ ;
ooposte v aolplol o MISTCHEISE TSRy Bt SLREBENG 1 Bbfibelcitp Morktd) 11

junction nedelFBT N8| B8 iWARO canfig@édas'ddiotls, wittDb@H thaitd endBdujdethéreon node A
is low and junction node Bis high when a logic "0" 1s stored, thereb
defini ng t woupled ks MAFGHEENE ppwell BThe prasess af kerrpeiiscdla seBepios Heeach #AMode

A. 8 WD 03/098633 PCH,USOQ3/ 15589 To Aac Lish t.he.sof nRRr_.correction
capabi | i ty,Ceﬁﬁtéu%Aﬁg’yglqi?ys er(hoé?puageed @(5@6 éirgér}gti@enr&iant(r:aleatl}%gléaE wﬁ%ﬁhavi ng its
gat e cpnnedseshtialyBhd seattt ;bé)ri HetHdI@AM deflen®odcts Benneetpde Byusigd@e Ait INEET N6
has its gate connected to BLC, with the drain thereof connected to node B.

| n addi ti ompairtBel smlBEE agfwaxg lines ©@phyigsingd dedicatsd mptcd) hit Bpe pEeEIBNET andihi ch,

in turn, i figured as a.dio by.having b te_an rce

term nal s Nﬁggﬁgﬂ%sgﬁﬁ%éﬂ%f%“?ﬁﬁéph% et g%ﬂ% %&T&;ﬁipﬁ@ aggtﬂrc%%gﬁ m(léIB is
connected to theryikabmfiguéd, AN I8 -striSutes300 W 205y the UhRiBsioRd thedsi to Wi t h
both the gate and source thereof coupled to MATCHLINE as well. The process

of corr ect ibadlippedadusioita seauch openatiem M EAMHIIRA is driverctouY s IOWRRYT be
cear cntpor S*6RBERD ekiedered oy Bl cbb IRt R LBE s 1 OGERRG L Aecabing 1 e
E/giL T ghg a?/%eL%Hgésg@i%f ilﬂgfse?;r\ ggt fign iaﬁ@f&e%}tﬂgélﬂgloﬁe gadiGat dthefmimRndichidd ne pair
gure 1), and further using MATCHLI NE as
a wite bi tsedrcibit is presented to the cell (i.e., a logic “0” presented on BLT and a logic “1”
presented on BLC), NFET N6 is rendered conductive while NFET NS5 is off. Since
MATCHLINE has been driven high by sensing apparatus 200, N8 (diode configuration)
20  is also conductive. This causes the voltage at node B to be pulled from low up to high
and, accordingly, cause the voltage at node A to be flipped from high to low, thereby
correcting the soft error mismatch deteqted in cell 300. In contrast, if the compare
operation had resulted in a two bit or more mismatch (i.e., MATCHLINE not being
driven high), the voltage on MATCHLINE would simply be allowed to discharge
25 through node B to ground through the NFET of I6.
The same principle applies when the cell 300 has a soft error logic “0” stored
therein. If a compare “1” bit is then applied to BLT (and a complementary compare “0”
bit applied to BLC), with MATCHLINE being driven and held high by the one bit
mismatch condition, then NFET N5 is rendered conductive while N6 remains off. As N7

30 (diode configuration) is also conductive, the voltage at node A is changed from low to

high, and the voltage at node B is changed from high to low.



Thus configured, CAMcell structure 300 will cause the data bit stored
therein to be flipped during a search operation if MATCHLINE is driven to
VDD. By wewo wfosdd3zexanple, it will be assunmed that cell 30@T/wsosiisdsby has a
logic "1" stored therein, nmeaning the voltage at node A is high and the
voltage at node B is low. Wen a msmatching search bit is presented to
the cell (i.e., Bylsgg®NFHI's ¥ esxENBenladivdBlcdnfigidation, agiatticular mauchesgaingd on
BLC), NFET N6 is rendered conductjive while NFET N5 is off. Since MATCHLINE
has been drf&eRINPGRreRsNied HemSramgap theryeniod a signg augaackoResallinatiabn) 20
i's al so congugtdpenNE N . m | ow
up to high andé,Hacco;élo@1 %%?3& g@%@g@iﬁ%&%ﬁgéﬁgﬁ@%&@g OIH%QJHFI g id;)%\gd
from hi gh tellwould biierelsy becausee od flipgwitheut 3ied pressnee bf N7 an@Nsh Agbeiihgd, i n
cell 300. In contrast, if the conpare operation had resulted in a two bit

or more>m syhenener MAL CHRNI S puled fpgropad.hgth N iand N&rrgFenderede vol t age on
MATCHLI NE i I t d
thr ough ¢ heRieEnisf G inhEbicRulithe e Sb AR A AT O R AR08 P 00 s o

soft error meghing'@ll. stored therein. If a conpare "1" bit is then applied
to BLT (and a conpl enentary conpare "0" bit applied to BLC), with
MATCHLI NE bei ng Hinplwiheineeraeion betweenispnsingapnaeatey 200 arid ¢ellosmgivre on,

t hen NFET i . ti.ve while ;N6 i f N7 30 (.di od
cont i gur at | SIS BRI ERELARAMS e S Pk BRERTRL M R hAmBR . o
| ow t 010hi gibltagedalubeofvolt Adbiddal TROE cBlld & £HABE brd (RN W E&ab@Wend WO

03/ 098633 PCT/ US03/ 15589 By using NFETs N7 and N8 in a diode configuration,
a parti cul afChhetksna tishprecaplyzetyn bédioretpche agbotiatschnattipbnegeferenche event

of a strong_ _m swatch ecall ing that JCHLI.NE is pulle round during
o bl ¢ oPREB IR AR AL e halodRben, Tikepettr el B kb oBE s ed
to flip w therkpdidac PReRBdGeOolMbe 3aeN8. Accordingly, 5 whenever

MATCHLI NE i s puﬁ)l ed to ground, both N7 and N8 are rendered nonconductive,

t hereby preventing the voltage on MATCHLINE fromflipping a matching cell.

Finally, the interact] n sensi,ng appar, 0 and CAM cel |
structure 300 is fur%éﬁbmg’t rat ed® et“ﬁﬁéu%?ﬁfi m ng di agr am of

Figureig. In this exampECHLINE - voltage on MATCHLINE
MATCHREF - voltage on MATCHREF
PRECHARGE - voltage on a precharge circuit (not shown)
BLT(0) - voltage on the bit line of cell 0
BLC(0) - voltage on the complementary bit line of cell 0
20 BLT(1) - voltage on the bit line of cell 1
BLC(1) - voltage on the complementary bit line of cell 1
BLT(2) - voltage on the bit line of cell 2
BLC(2) - voltage on the complementary bit line of cell 2
NODE A(©) - voltage stored in cell O
25 NODE B(0) - complementary voltage stored in cell 0
NODE A(1) - voltage stored in cell 1
NODE B(1) - complementary voltage stored in cell 1
NODE AQ2) - voltage stored in cell 2
NODE B(2) - complementary voltage stored in cell 2
30 WORDLINE - voltage on WORDLINE

10



10 vol tage val ues of four individual CAMcells in a 14-bit word (having
both data bits and ECC checksum bits) are analyzed, in addition to the
associ at ewonatoodssBi ne, reference match line and other refroersse/1sssbt ages.
The specific waveforns as |labeled in Figure 4 correspond to the follow ng
vol tage val ues: MATCHOUT - voltage on MATCHOUT 15 MATCHLI NE - vol tage on

MATCHLI NE WTCEQﬁEn'mg\&@b&ﬁﬁo,%c%ggﬁ%ﬁal?ﬁﬁ%%n%wﬂ %lru@g?oﬁ)ﬁlea

precharge circuit (not shown) BLT(0) - voltage on the bit Iftne of cell O
BLC(0) - vbigsages oha pllec oo NYOBRPEANEr Wsishowhiimtheafiagredn| the sta2€d &llT¢al)e for

I bpt i 1.1 BLC(1), - I e gn the conpl enmentary
bt | e ofachant topr calfanfomicey g et b 15 Vel rhe comolomee, 2) -
vol tage oneh®f GGl ATBAL Y, Rihigh. | AGiRL 1 C6dth I\ZATI?%PAQI@ tored

in cello 25 NODE B(0) - conplenentary voltage sto In cell O _ (1) -
vol t agé st preelhrged liigh by theNiBiEgBEY of a prnirgersighalr PREGH ARG ES tvihieldisi n cel | 1

NODE A(2) - I ' |1 .2 NODE B(2) - conplenentary voltage
stor eﬁ(i% %%I%?atéfﬁggﬁils %%ﬁ%ﬁ?‘&%fe%%@félﬂtga@@uﬁﬁnmp}iéﬁ?ﬁcpmtwmgsess i

PCT/ US03/ 1 Be gt R | ,arteﬁ, SRS TR A=Y O With a
known val ugéﬁl%gﬁlﬁg %geﬁrﬁg%g%%l%égﬁ{h%u seﬁgsnﬁ%i%f?ﬁg% ﬂ@sﬁhé\gﬁﬂi n the

di agram thaeipaiered cel | value for each the four cells (at NODE A) is a

logic "0", or | Natural ly, the conplements thereof are set at logic
" 1g or hi gh. Ag\%r?tr@n?ﬂ?,re BRATMNAT EREeTHRNCRAFICIPS NEasHipdicsted by dhmar ged hi gh

oy S007 L L, e, L RRA 96 BT R o M g
pr echar gi nepndlitianuis tastedi Beorlde ekectovithe bellsheeratiditialiddiveittn@t0 dhis Hess£dhd N
further dettn?ci: éomparand bits applied to each cell bit line are also “0”, as reflected by the low
voltages on BLT(0), BLT(1) and BLT(2), and the high voltages on BLC(0), BLC(1) and
BLC(2). Again, for purposes of simplicity, the bit line and complementary bit line
15 voltages for only three cells are shown in this example. As described earlier, a complete
match of all bits results in the both the MATCHLINE and MATCHOUT voltages
remaining high, and is reflected as such in the diagram. Furthermore, there is no change
in the status of the stored bits in cells 0-2, as is also expected.
Proceeding forward to time t;, a second compare operation is performed. This
20 time, the one bit match condition (i.e., a soft error condition) is tested. Specifically, the
comparand bit applied to the bit line of cell 0 is a “1” bit, és reflected in voltage
waveforms BLT(0) and BLC(0). Several conditions are noted immediately following t,.
First, the voltage on MATCHLINE is high as it is clamped to Vp;, by virtue of the
operation of the sensing apparatus 200 described earlier. It will be recalled that a one bit
25 mismatch results in MATCHLINE initially discharging at a rate slower than
MATCHREF. Because of this, the MATCHLINE voltage is immediately pulled back up
to the full value of Vp;,. Graphically, this is illustrated (in circled area 400 of Figure 4)
by the slight dip in MATCHLINE before a quick return to V. In additon, it is noted
that the voltage on MATCHOUT remains high, reflecting that the one bit mismatch is
30 still considered a full data match. Thirdly, it will be noted that, in addition to detecting

the one bit mismatch condition, the “soft error” in cell O has been successfully corrected,
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hereinafter. A first conpare operation is then comenced at tine t2, as
indicated by the 10 falling voltage of MATCHREF. For the first conpare
oper ati onwoansmoggEBet e match condition is tested. Because reausosfisishe cell s
were initialized with a "0" bit therein, the true conparand bits applied
to each cell bit line are also "0", as reflected by the |low voltages on
BLT(0), BLTEEL)1aBdiShd %)ntteﬁﬂﬂeréllﬂe misgﬁn\bglsfeé%g@}ﬁmgﬁbcﬁb%mhe fBbSik b @ed
BLC(2). Again, for purposes of sinplicity, the | ine and conpl enent ary
bit line 15'ou@get\ag@ormsrofd‘{ﬂ)pEtAn(|0éenchUI§3B(Q% shovvn in this exanple. As

described earliey, co tch.of all hits results in.the bgih the
MATCHLI NE and %lﬁé@@%@ﬁ %W%Z%@r?fdeéﬁ rqvattp e BEELEFLLs such
in the di ag:Bﬁcﬁ‘ﬂmE%’lF&cﬁl%ﬁ%@CAl\@%&d' B e8I She Bdta WigiEa O'8 rBdiodeli®o

stored bits 1 n ce , as 1s also expected. Proceeding forward to tine

t3, a sﬁecomd‘Off(bmfar ﬁlrﬂnpeccanpamtasﬁng;)eTIﬁmermdondfmrstestzﬂ 1satve:;b1t hnsmateh b|t
mat ch condi t.i.on soft error condition este Lb g the
cellQ ap F?l cte

conpar and HthldhﬁrﬂPP]é%d ?th{“h% BISECan Pf gecg theegp p@ralng 4s agp 169|
in voltage 0B Sﬁ‘gg(ﬂ%ﬁe %q]o%]-tﬁfo ?éﬁ%&%éllscmaﬁe' &@scﬁ&%@@ ted
the vo

irrrrediately oW ng t I rst age on NMATCHLINE 1's as it is
cl anped to ME[DCML]NIE«TM»@ exdecddtbe rapef &E¢Mga)df MAS CHREBF,rg mmpanraMBy 200
described earlier. It will be recalled that a_one bit 25 msmatch results
in MATCHLI Neeif Y%P‘?%W?W%?@éﬁ&r&“ﬁﬁ batreoall?céfl@t A ORIRSUMr CHREF.  Because

var v 5 O YEHINEI oI AR S Bt FUENATE R GO BBFC O bR !

Figure 4) sipnifiyhey striginisnsiteh. |Thd%1@dlanEAHﬁ}m]Nmsqluquiateﬂeb grountiahrdEh | n
additon, it _is noted that the voltage on MATCHOUT repmains high reflectlng

that the of¥/-BV% and SreehEIT o6 IGi celli; | ST s ety of he datedd R @l
ThiralY. LlehintndBet0iRflof fBlvord f AHHAAARCN Sn AR SEHAH e P!t

m smat ch co error een sUCCesst ul | y

corrected, 11 \Mtg3ﬁ@9&€a'g3s GEMABOBREPSRRATEHLANE 4iid MATCHOUMarerallt t en
therein. This can be seen by inspection of the fI|pp| ng of the _valtage
&z PRECHA

wavef oths deturieEio high) byathe faibmge REE: A fpprgomnqee oreratipsip then
energi zed Icgrri) dq)% at € 1%%({%@1 %‘Q%H‘L“ Bl tt(%])?c th%* Fell 6) 1@%1&*‘191@1% Qa%hls %8¢ he

CAM word. In her Wor ta Wt I's"restore
mlsmatch condition was tested to further demonstrate that the combined effect of several

mismatching cells do not result in a rewrite to the lone matching cell, as would be the
case without N7 and N8 configured as diodes to protect the cells. Furthermore, the

20  voltages at each cell’s internal nodes have remained intact.

Industrial Applicability

The present.invention is applicable to CAM storage devices, and in particular
provides a CAM device capable of detecting and correcting a one-bit mismatch arising
from a soft error. Through the use of a sensing apparatus such as the apparatus 200

25  described above, along with the modified CAM cell configuration 300 as discussed

above, a soft error may be detected and corrected within a CAM array when the data is
deemed to be correctably corrupt.

Although the embodiments have been described in terms of correcting a one bit
mismatch, the disclosure may be adapted to correct more than one mismatching bit by

30  adjusting the discharge time of the reference match line. Moreover, the addition of diode
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5a "0" bit for further conpare testing. The next condition tested is a two
bit msmatch, which is applied at tinme t5. As can be seen, the conparand

bits appl wedbstoesael | o and cell 1 are both "1". Since therrETAU®3INESYt WO
m smat ched cells, the rate of discharge of MATCHLI NE now exceeds the rate
of di scharge of IVATCHREF as is illustrated by their respective waveforns.

It will be devices leGAM sell 860 sllovrainisnmaichieg a¢lt bit b B asaCHLringR kehed

| at ched t dt h VAT I to | f
rue s st DR Hc B oS bl €0 befb et oring SME . .
N5, and t hepNralcHdondfionn Iﬁ%dm@n tﬁ@ﬁﬁ;{&}gles bh@e ifNeRBbh EﬂﬁbQ(fhn{elﬂf% a%"fl@t i n

each cell (all remaining |logic he word is still maintained in
this m snatlahltc(bmSRAthaSﬁdClﬁﬁ\/I Cblﬂ&e Emleocatgpb ons dATERPERd thAaTieHnedFivand

MAT are. all turned to hi e fall e. of PRECHARGE. A
final conpdf C&B%Sr "ﬁfgﬁlg? be PRl tégmr b&ﬁ@%@k‘\ﬁﬁ%&ﬁ (BRAViRE B SHgIe one
bi t (excepttrafrﬂ{st&ﬁzlagac@t))r Stordgk Iéﬂrieﬁ&;) BSnfl (fas]ég319$l$: sto%g%r@h(:h condi tion was

tested to further denonstrate t he co |ned effect of several
m smat chi ng cel | While tMverﬁsmlhas beeradasenibadt with cefedancd tormeprafetredi ng cel |, as

woul d be the ., case vvlth N7 and N8 confjgured as di odes to protect the
cells. Fur teﬁ’él?‘?fjg‘i“%m ’ctPfY-ir L‘QS‘?&“&@%@&}?O%Q ed &1 theart thataiapigns chsaaes may ke

remai ned i nhagd dé a4
applicable to CfaAr\lM or géélgélg ﬁéggjgs ﬁfﬁ@ ﬁoﬁglpegllraﬁtlsgﬁ ém%‘?@?%*&‘%@ﬁh Bvi ce
capabl &0 of s«iep«ecﬁuhagn&ntiomoharaeldtnomgmnpn@dtﬁdatmmmiajz bhmade & afgpt 4rom a soft
error. Through the use of a sensing apparatus such as the apparatus 200 25

descri bed dBeVearsityaEn w1 RateHal o tercdnasAltheciny ensionrvighaua depsitimniioms

di scussed e. CAM
array when t? £ mlﬁ S? © tgglrgérfég Be ggr%le&l[tdgg }%?ﬂle 18%11?%}1% }\rgéoflgﬁte? Eoe
enbodi nent shé @mcblaeamﬁedmfenb@dclosedtae tiesbest moas t’:@ﬁéﬂnpﬁt@l f@ﬂ@ari@hﬁg outitgigat ch,
the di sclosure may be adapted to correct nore than one m smatching bit by
30 adj usti riaV%nﬁ@ndwéhaért@%lnffﬁwndwlltln@luﬁi@aléﬁ@h@@wt%fﬁllnnugrv@thlwees@mo t he
addi ti of 03/ 098633 PCT/ US03/ 15589 devices to CAM cel |l 300
al | ows?g mtggllgﬁgﬁde&glgle " bit to be inverted during a latched match
condition, while preventing matching bits frombeing inverted during a

| at ched ‘
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m smatch condition. In addition, the principles of the invention

enbodi nents are not limted to SRAM based CAM cel |l s. For exanple, it is
cont enpl awedostoked33t he i nventive 5 principles could al so becapsozasssbo a
pair of DRAM based CAM cells (having a single transistor/capacitor storage
el ements) configured as a single storage cell. Wile the invention has been
descr.i bed . Wlhimsr ef erence to a preferred enbodinent, it will be understood
by those skilled in the art that various changes may be nade and

equi val ents nmay be substituted for elenents thereof w thout departing from
the 10 scope of the invention. In addition, many nodifications may be nade
to adapt a particular situation or nmaterial to the teachings of the

i nventilon wi t hout depacduiteny adldrespablehecresydQiiM) (160 pemphsingof . Ther ef or e,

it is intended that the invention. no lim 0  the particylar
enbodi rent di scl osed HRIUTHE E&"h@g‘&{a‘cg@ﬁf@ﬁ%&lﬁ%rP@FIH%QFP@?"Y‘@HOﬁdt hi s

i nventipn, i i bl ol <l | enbodi nents falling
wthinthe "?g%vﬁ‘réljag{”h‘%%‘ I%'ﬁfé&g%f)gﬁ%%b‘%?ﬂg?%& W0 03/ 098633 PCT/ US03/ 15589

Clainms 4 1. A cont entaadidh é¢iss {ATCHDINE) 0GANY t¢ 28B)af seidmpuraktiyred: 2 a
plurality of individual CAMcells (102) for storing a codeword, sai a 3
e

codeword handinglual GANbeslispsaihmatchdaeqispd tmdicaisraapich staps of ggpmparan
MATCHL} NE i i indi wvi | I'ls,
o o ot on Y SSROB ddeds i O Bl B Db kol KLU gt B2 ©

(104) that reSecti@dpaeiitbriaonsah statcinadispacddwote,andher ei n said mat ch status
is 7 reflective of either a match state or a msmatch state; and 8 a
sensi ng appar at us ( 20D3enfie apparaiys (P03 ferdatehingsaidi mach Bne o Pidmaich sitate 9

whenev saj.d I r i ; i r r er of
N ore S ¢ el PR AR B TRBRR R SR OBl SRVl fhuiter B RIS OF
in clajogn 1 fewechidl m 2, characterized in that said sensing 2 apparatus (200)
further | atches said match line to said m smatch state whenever said 3

conparand word m smat ches said stored codeword by nore than N bits.
1 2. A CAM as in claim 1, wherein N = 1.

1 3. A CAM as in claim 1 or claim 2, characterized in that said sensing
2 apparatus (200) further latches said match line to said mismatch state whenever said

3 comparand word mismatches said stored codeword by more than N bits.

4. A CAM as in any of claims 1-3, said sensing apparatus (200) further
comprising:
a reference match line (MATCHREF), said reference match line being
discharged at a selected rate from a precharged state during a compare operation;
said sensing apparatus (200) characterized by determining, during said

compare operation, said match status by comparing said selected rate of discharge of said

~N O AW

reference match line to a rate of discharge of said match line.

14



14 A CAMas in any of clainms 1-3, said sensing apparatus (200) further 2
conprising: 3 a reference match line (MATCHREF), said reference match |ine
bei ng 4 Wicswhasged at a sel ected rate froma precharged staaresodasisng a
conpare operation; 5 said sensing apparatus (200) characterized by

determ ning, during said 6 conpare operation, said match status by

conparing -said szl ectpe(iAMagupélalﬁi&cdhafag@nQ&dﬁﬁhgt 7 reference match. |ine
to a rate of discharge of said match |ine. 14 WO 03/ 098633 PCT/ US03/ 15589

1 5 AZAMas in claiisad selpetedeate pf discharge ofisatd @quffncgai&ﬂdls]@ieect ed rate of

atc of o SORSTGERIE SLERE RN e e Brabrbd IR i R SR PR, e

is |atched thén §ad chatohtlaf i§laadiRd taBdd Bndtdh §@akdardat e of di scharge of said
match line is greater than said selected rate 6 of di scharge of said

referente match |i ne,if sdidmate of diseharghof sarbw@hllla@maat@bth@,@s@dxelmtgmt@h

Furt hor® 2 fAlgRes nGos MR Pr SEEch M Phid SRR I AR P ouip ca 10

sai d referapapaiede! i ne; 4 a second |nverter (12) having an input
connected to an output of said first 5 inverter; and 6 a third inverter
(13) having an input coupled to said match [ine and an 7 output coupled to

appar at s, char acter | bashat Rt R ESE UL o B 2. oHEPd ot ch

line isylatghedishfy. said match state by said pull up device if said 10
out put of saira fi rst inverter (11) switches froma logic | ow voltage |evel
to a lagic high 11 vaofitsagwettenv@l) Hagingran ispitcoopiee i sad referencetthateh linever t er

(13) switches fromsaid logjic |lo 2 voltage level to said |ogjc.high
Vot agetl ever:  and. 13 SaPRTIERS DBV anieHseres<dp a0 pama LA HER e by
sai d pusl qﬁ\%heqe jce 14 if said output of said third inverter (13)

switches fromsaid logic | ow voltage |level to said
6 a third inverter (I3) having an input coupled to said match line and an

7 output coupled to both a pull up device (P2) and a pull down device (N2);

8 said sensing apparatus characterized in that during said compare

9 operation, said match line is latched to said match state by said pull up device if said
10 output of said first inverter (I1) switches from a logic low voltage level to a logic high
11 voltage level before said output of said third inverter (I3) switches from said logic low
12 voltage level to said logic high voltage level; and
13 said match line is latched to said mismatch state by said pull down device
14 if said output of said third inverter (I3) switches from said logic low voltage level to said
15 logic high voltage level before said output of said first inverter (I1) switches from said

16 logic low voltage level to said logic high voltage level.

15



15 logic high voltage | evel before said output of said first inverter (I1)
swtches fromsaid 16 logic |low voltage |level to said |ogic high voltage

| evel . 15w¥D»30884398633 PCT/ US03/ 15589 1 7. A CAM as in clrimus3/15589
characterized in that said match line is latched to 2 said match state
through a first PFET device (Pl) coupled to a second PFET device (P2), 3
said first PFET device further coupled to said match |ine and said second
PFET device 4 further coupled to said |logic high voltage |evel; 5 a gate of
sai d filrst PFET7devi&&AWids ibelaing 6c chashatefized imhapsaihoratahflinedp trtchgddecond

[ t 12 t f [ d PEET devi P2 i t
sai d 3 oUFBhEER S dropet T B GPVEL e D PUBe o e R T R IR B
char aC?er i %ﬁ@ i PERE 48 RleGufiBd cBupled & $a8d hathNeR e s@idssichd PRERGHCS! at e
through a first NFET device (N1) coupled to a second NFET device 3 (N2),

sai d f ir st fuMiHeT colplédcte shigrbpierhigiowgiagd lavel;sai d match |1ine and said second
NFET 4 device further coypled.t .4 l.ogi aw vol tage |evel : a .gate of
said fPrst NFET devi é@aFW%Saﬁgfrﬁgpﬁ@hg?vé%F épg) hﬂn%ﬁ? ‘?cp@fansc&’i% t028"1”1idrst
inverter ( [ Sl Snd NPT T d8Vik6 o) NRinghelped eouml ed to
sai d 7%out E%%ngmggflgé?ﬁ?@c? %sa?%/gfrtég(?&(am). 1 9. 1A &QA as gi n glny precedi ng
cl ai m 7chapaptesi sagtkhind ihveater 6ld).d CAM cells 2 (102) are adapted to correct

any msmatching bits stored therein if said match line is 3 latched to said
mat ch state. 16 WD 03/ 098633 PCT/ US03/15589 1 . 10. A CAMas in any

precedijng cl ai mg eac}gr@%%iiﬂ f%ﬁl}ﬂcégﬁllfxdr§ctéﬁgghhﬂha%s£9Mélﬁliiﬂ@fs latciedRai r of

cross coupled inverte nfigured as a data storage latch; 4 a
first accessdintianaichstre thidjghwHirstNEET deticy €N ) cwopleti és a aedointl NFERI$BLET) t o0

5 a first node (A) Withi id data st latch: 6 d
Cr ansi 5 or (RRpSORIEAER 40 BReCeUpISaa T BE 5P e (RS (BLO

to as glcon%e{;igéjﬁlr{h@ cé’ﬂpﬁéﬁ A sﬁi%li lggig%v@ Vﬁft%quﬁalf atch, said
5 a gate of said first NFET device (N1) being coupled to an output of said
6 first inverter (I1) and a gate of said second NFET device (N2) being coupled to said

7 output of said third inverter (I3).
1 9. A CAM as in any preceding claim, characterized in that said CAM cells

2 (102) are adapted to correct any mismatching bits stored therein if said match line is

3 latched to said match state.
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8 first node having a voltage value representing the value of the bit
stored in said data 9 storage |l atch and said second node having a voltage
val ue repwes@mwsasg the 10 conpl enentary val ue of the bit EiTowssd/i15389sai d
data storage latch; 11 a third access transistor (N5) which selectively
couples said first node to 12 said match line; and 13 a fourth access

transi sgor- (N6) Wi ChASBARLAsiiMehy pfeosdth@slafia dAck £ aid OrMellslfirther sai d
match l[ine. 1 11, A CAMas in claim10, characterized in that if a

conpar aAdd bommppPlgied to 2 a given CAMcel|l does not match a stored bit

i t hi d CAM cel | d if id | atched to s

Vn\iat clhns :![ e, theﬁes ai %Sé}f 8# %ragsg(lfc’tupﬁtlmeﬁteg (:I%%&mnﬁg}sifedlag a(%% Sé?fé%edﬁfc ’be
inverteg. 1 12. A CAM st héteSd @h¥isic, (NBY HhRE seeofily Sbuldes a2b1@11f1é (BILTHo0de
(N7), coupled between said third access transistor (N5) and 3 said natch

line; ahd Mﬁrséem{eﬁ)dvlﬁdesa{lﬂl@ﬁtaS@U@lgﬂle@hbet ween said fourth access
transi s%or (N6) b5 rst . di odi and said second

di ode pPeventing a msﬁ %%Pﬂfga%%srté?ﬂ“ﬁﬁf <1>T§W3Wgﬁe'§al%fﬂtm &3 from being
i nvert eq bycomswlnéma@fbld IiREBIIC)38h dedPAl GBdE (IewitRin! stldcdd@fstoBel Rucabsla

m smat ch state.
8  first node havmg a voltage value representing the value of the bit stored in said data
9  storage latch and said second node having a voltage value representing the
10 complementary value of the bit stored in said data storage latch;
11 a third access transistor (N5) which selectively couples said first node to
12 said match line; and

13 a fourth access transistor (N6) which selectively couples said second node

14 to said match line.

11. A CAM as in claim 10, characterized in that if a comparand bit applied to
a given CAM cell does not match a stored bit within said CAM cell, and if said match

line is also latched to said match state, then said stored bit within said CAM cell is

e S

caused to be inverted.

12. A CAM as in claim 11, further comprising:
a first diode (N7), coupled between said third access transistor (N5) and
said match line; and
a second diode (N8), coupled between said fourth access transistor (N6)
and said match line,
said first diode and said second diode preventing a matching stored bit

within said CAM cell from being inverted by said match line if said match line is latched

X NN N Ut R WD

to said mismatch state.
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