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500 /\

510 Instantiate an encryption core comprising a storage device
proxy, an encryption engine, and a plurality of host device
proxies

Y

520 Receive a data transfer command at the storage device
proxy to initiate a data transfer operation

Y

530 Process the transfer command based on the transfer
operation initiated by the transfer command and an encryption
state of the encryption engine

FIG. 5
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600 /\

05 Instantiate an encryption core comprising a storage device
proxy, an encryption engine, and a plurality of host device proxies

Y

15 Receive a write command at the storage device proxy to
initiate a write operation

Y

25 Determine an encryption

state of the encryption engine

Zeroized

Secured

State

State

635 Inform host controller that filesystem
associated with storage device proxy is
read-only

645 Receive plain text data associated with
write command

A

655 Encrypt plain text data to generate
cipher text data

A

665 Route cipher text data to encrypted
persistent storage device via corresponding
host device proxy

685 Receive a second write command at the
storage device proxy to initiate a second
write operation

A

|

/

695 Inform host controller that filesystem
associated with storage device proxy is
read-only

675 Determine that encryption state has
transitioned from the secured state to a
zeroized state

FIG. 6
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710 Instantiate an encryption core comprising a
storage device proxy, an encryption engine, and a
plurality of host device proxies

720 Receive a read command at the storage device
proxy to initiate a read operation

Zeroized

730 Determine an
encryption state of the
encryption engine

Secured

State

State

v

740 Receive plain text data
associated with read command from
host device proxy associated with
recovery persistent device

v

760 Receive cipher text data
associated with read command from
encrypted persistent device

750 Route plain text data to host
controller via storage device proxy

FIG. 7

770 Decrypt cipher text data to
recover plain text data

780 Route plain text data to host
controller via storage device proxy
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