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SECURE NODE-TO-MULTINODE COMMUNICATION 

TECHNICAL FIELD 
The present disclosure generally relates to communication sessions between a first node 

5 and a plurality of other nodes, i.e. two or more other nodes. In other words, the present 
disclosure relates to communication sessions in node-to-multinode scenarios. 

BACKGROUND 
The international patent application W02011/002412A1 describes a method of 

10 generating a cryptographic key. More particularly, W02011/002412A1 describes a 
method of generating a cryptographic key which is used for symmetric encryption, i.e. 
where the same cryptographic key is used for both encryption and decryption. While 
W02011/002412A1 provides many advantages, the method described therein is limited 
to the generation of a cryptographic key for use in node-to-node communication 

15 sessions, i.e. communication sessions between a first node and a second node. That is, 
W02011/002412A1 is focused on encrypted communication sessions in node-to-node 
scenarios between two nodes. W02011/002412A1 is incorporated herein by reference 
for giving context to the present disclosure. 

20 SUMMARY 
The inventor has realized that there is need for secure communication sessions between 
a first node and several (i.e., two or more) other nodes. Or said differently, there is a 
need for broadcast-like communication sessions (i.e. between a first node and several 
other nodes) that offer the same, or substantially the same, degree of security as existing 

25 secure node-to-node communication systems. 

Accordingly, it is a general object of the embodiments of the present invention to allow 
for communication sessions between a first node and several other nodes that offer the 
same, or substantially the same, degree of security as existing secure node-to-node 

30 communication systems. Advantageously, embodiments described herein should 
therefore allow for secure broadcast-like communication sessions (e.g., in node-to-
multinode scenarios). 

This general object has been addressed by the appended independent claims. 
35 Advantageous embodiments are defined in the appended dependent claims. 

According to a first aspect, a method of establishing communication sessions between a 
first node and a plurality of other nodes is provided. 
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The first node sends a request message to a server for requesting the establishment of 
secure communication sessions with a plurality of other nodes. This request message 
includes a list of node identifiers wherein each of the node identifiers identifies a 
respective node of the plurality of other nodes. 

5 
The server receives said request message from the first node. In response to receiving 
the request message, the server creates a virtual and temporary second node, which is 
executable on the server. Furthermore, the server generates a list of temporary node 
identifiers on the basis of the list of node identifiers such that each of the plurality of 

10 nodes becomes identifiable by its respective temporary node identifier. Still further, the 
server communicates the list of temporary identifiers to the virtual and temporary 
second node. 

Subsequently, the server sends a first key generating file to the first node. Also, the 
15 server communicates a second key generating file to the virtual and temporary second 

node. 

The first node starts to process the first key generating file and the virtual and temporary 
second node starts to process the second key generating file. In response thereto, the 

20 first node generates a first intermediate data set and the virtual and temporary second 
node generates a second intermediate data set. 

The first node sends the first intermediate data set to the virtual and temporary second 
node. 

25 
The virtual and temporary second node compares bits of the first intermediate data set 
with corresponding bits of the second intermediate data set. The virtual and temporary 
second node also generates a third intermediate data set based on the bit-by-bit 
comparison between the first intermediate data set and the second intermediate data set 

30 by setting a first value if the compared bits are equal and setting a second value if the 
compared bits are unequal. 

Furthermore, the virtual and temporary second node sends the third intermediate data 
set to the first node. 

35 
The first node compares bits of the third intermediate data set with corresponding bits of 
the first intermediate data set. 

Moreover, the first node generates, or otherwise creates, a first cryptographic key based 
40 on the bit-by-bit comparison between the third and the first intermediate data set by 
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keeping the value of the bit of the first intermediate data set if the corresponding bit of 
the third intermediate data set is set to the first value and ignoring the bit of the first 
intermediate data set if the corresponding bit of the third intermediate data set is set to 
the second value. 

5 
Also, the virtual and temporary second node generates, or otherwise creates, a second 
cryptographic key based on the bit-by-bit comparison between the first and the second 
intermediate data set by keeping the value of the bit of the second data set if the 
corresponding bit of the first intermediate data set is equal and ignoring the bit of the 

10 second intermediate data set if the compared bits are unequal, said first and second 
cryptographic keys being the same. 

The virtual and temporary second node sets up, or otherwise establishes, 
communication channels between the first node and each of the plurality of other nodes. 

15 The virtual and temporary second node uses, or utilizes, the list of temporary node 
identifiers for identifying the respective nodes of the plurality of nodes to which 
communication channels are to be set up, or established. 

In response to the respective communication channels having been set up, the virtual 
20 and temporary second node also sends the second cryptographic key to each of the 

plurality of other nodes. 

The first node applies the first cryptographic key and each of the plurality of other 
nodes applies the second cryptographic key during subsequent communication sessions 

25 between the first node and each of the plurality of other nodes. 

According to a second aspect, a method performed by a first node for establishing 
communication sessions between the first node and a plurality of other nodes is 
provided. The method comprises the following steps, or actions: 

30 sending a request message to a server for requesting the establishment of 
secure communication sessions with a plurality of other nodes, the request message 
including a list of node identifiers wherein each of the node identifiers identifies a 
respective node of the plurality of other nodes; 

receiving a first key generating file from the server; 
35 starting to process the first key generating file; and in response 

generating a first intermediate data set; 
sending the first intermediate data set to a virtual and temporary second node, 

the virtual and temporary second node being executable on said server; 
receiving a third intermediate data set from the virtual and temporary second 

40 node; 
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comparing bits of the third intermediate data set with corresponding bits of the 
first intermediate data set; 

generating a first cryptographic key based on the bit-by-bit comparison 
between the third and the first intermediate data set by keeping the value of the bit of 

5 the first intermediate data set if the corresponding bit of the third intermediate data set is 
set to the first value and ignoring the bit of the first intermediate data set if the 
corresponding bit of the third intermediate data set is set to the second value; and 

applying the first cryptographic key during the communication sessions 
between the first node and each of the plurality of other nodes. 

10 
According to a third aspect, a computer program is provided. The computer program 
comprises instructions which, when executed on at least one processor of the first node, 
cause the at least one processor to carry out the method according to the second aspect. 

15 According to a fourth aspect, a carrier is provided. The carrier comprises the computer 
program according to the third aspect, and the carrier is one of: an electronic signal, an 
optical signal, a radio signal, or a computer readable storage medium. 

According to a fifth aspect, a first node is provided. The first node is configured to 
20 perform, or otherwise execute, the method according to the second aspect. 

According to a sixth aspect, a method performed by a server for establishing 
communication sessions between a first node and a plurality of other nodes is provided. 
The method comprises the following steps, or actions: 

25 receiving a request message from the first node for requesting the 
establishment of secure communication sessions between the first node and a 
plurality of other nodes, the request message including a list of node identifiers 
wherein each of the node identifiers identifies a respective node of the plurality 
of other nodes; 

30 in response to receiving said request message: 
creating a virtual and temporary second node, which is executable within 

said server; 
generating a list of temporary node identifiers on the basis of said list of 

node identifiers such that each of the plurality of nodes becomes identifiable by 
35 its respective temporary node identifier; and subsequently 

sending a first key generating file to the first node and the server 
communicating a second key generating file to the virtual and temporary second 
node; 

executing the virtual and temporary second node on the server and the 
40 virtual and temporary second node thereby: 
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starting to process the second key generating file; and in response 
generating a second intermediate data set; 
receiving a first intermediate data set from the first node; 
comparing bits of the first intermediate data set with 

5 corresponding bits of the second intermediate data set; 
generating a third intermediate data set based on the bit-by-bit 

comparison between the first intermediate data set and the second 
intermediate data set by setting a first value if the compared bits are equal 
and setting a second value if the compared bits are unequal; 

10 sending the third intermediate data set to the first node; 
generating a second cryptographic key based on the bit-by-bit 

comparison between the first and the second intermediate data set by 
keeping the value of the bit of the second data set if the corresponding bit 
of the first intermediate data set is equal and ignoring the bit of the second 

15 intermediate data set if the compared bits are unequal; 
setting up communication channels between the first node and 

each of the plurality of other nodes, the virtual and temporary second node 
using the list of temporary node identifiers for identifying the respective 
nodes of the plurality of nodes to which communication channels are to be 

20 set up; in response to the respective communication channels having been 
set up 

sending the second cryptographic key to each of the plurality of 
other nodes for subsequent application by each of the plurality of other 
nodes during the communication sessions between the first node and each 

25 of the plurality of other nodes. 

According to a seventh aspect, a computer program is provided. The computer program 
comprises instructions which, when executed on at least one processor of the server, 
cause the at least one processor to carry out the method according to the sixth aspect. 

30 
According to an eight aspect, a carrier is provided. The carrier comprises the computer 
program according to the seventh aspect, and the carrier is one of: an electronic signal, 
an optical signal, a radio signal, or a computer readable storage medium. 

35 According to a ninth aspect, a server is provided. The server is configured to perform, or 
otherwise execute, the method according to the sixth aspect. 

According to a tenth aspect, a method performed by a node for establishing a 
communication session between said node and a first node is provided. The method 

40 comprises the following steps, or actions: 
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receiving a communication set-up request message from a virtual and 
temporary second node, which is executable on a server; 

in response to receiving said communication set-up request message 
returning a response message for requesting a node identifier of the virtual and 

5 temporary second node; 
receiving said node identifier of the virtual and temporary second node 

from the server, 
comparing the received node identifier with stored node identifiers; in 

response thereto 
10 sending a non-acknowledgement message to the server when the 

received node identifier does not match a stored node identifier; otherwise 
authenticating the virtual and temporary second node when the 

received node identifier matches a stored node identifier and sending an 
acknowledgement message to the server; and in response 

15 receiving a second cryptographic key from the virtual and 
temporary second node; and 

applying the second cryptographic key during a communication 
session with the first node. 

20 According to an eleventh aspect, a computer program is provided. The computer 
program comprises instructions which, when executed on at least one processor of the 
server, cause the at least one processor to carry out the method according to the tenth 
aspect. 

25 According to a twelfth aspect, a carrier is provided. The carrier comprises the computer 
program according to the eleventh aspect, and the carrier is one of: an electronic signal, 
an optical signal, a radio signal, or a computer readable storage medium. 

According to a thirteenth aspect, a node is provided. The node is configured to perform, 
30 or otherwise execute, the method according to the tenth aspect. 

BRIEF DESCRIPTION OF DRAWINGS 
These and other aspects, features and advantages will be apparent and elucidated from 
the following description of various embodiments, reference being made to the 

35 accompanying drawings, in which: 

Fig. 1 schematically illustrates a system including a first node A, a server SeS and 
several other nodes C, D, E, F, etc. as well as example signaling between the first node 
A, the server SeS and the several other nodes C, D, E, F, etc.; 

40 
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Fig. 2 is an example of a key generating file; 

Fig. 3 is an example of a constant used for generating the first and second intermediate 
data sets; 

5 
Fig. 4 is an example of the first intermediate data set at the first node A and the second 
intermediate data set at a virtual and temporary second node B, which is executable at 
the server SeS shown in Fig. 1; 

10 Fig. 5 illustrates an example of a matching process between the first and second data 
sets and the generation of a cryptographic key for the virtual and temporary second node 
B; 

Fig. 6 is an example of the generation of a cryptographic key for the first node A; 
15 

Fig. 7 is a flowchart showing a method according to an embodiment; 

Fig. 8 is a flowchart showing a method performed by a first node (e.g., Node A in Fig. 
1) in accordance with an embodiment; 

20 
Fig. 9 illustrates an example of a computer-readable medium comprising computer 
program code means, which when executed in a processor of an apparatus, may cause 
said apparatus to execute the method shown in Fig. 8; 

25 Fig. 10 illustrates an example implementation of a first node (e.g., Node A in Fig. 1); 

Fig. 11 illustrates another example implementation of a first node (e.g., Node A in Fig. 
i); 

30 Fig. 12 is a flowchart showing a method performed by a server (e.g., SeS in Fig. 1) in 
accordance with an embodiment; 

Fig. 13 illustrates an example of a computer-readable medium comprising computer 
program code means, which when executed in a processor of an apparatus, may cause 

35 said apparatus to execute the method shown in Fig. 12; 

Fig. 14 illustrates an example implementation of a server (e.g., SeS in Fig. 1); 

Fig. 15 illustrates another example implementation of a server (e.g., SeS in Fig. 1); 
40 
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Fig. 16 is a flowchart showing a method performed by a node (e.g., Node C, D, E, 
and/or F in Fig. 1) in accordance with an embodiment; 

Fig. 17 illustrates an example of a computer-readable medium comprising computer 
5 program code means, which when executed in a processor of an apparatus, may cause 

said apparatus to execute the method shown in Fig. 16; 

Fig. 18 illustrates an example implementation of a node (e.g., Node C, D, E, and/or F in 
Fig. 1); and 

10 
Fig. 19 illustrates another example implementation of a node (e.g., Node C, D, E, and/or 
F in Fig. 1). 

DETAILED DESCRIPTION 
15 The present invention will now be described more fully hereinafter. The invention may, 

however, be embodied in many different forms and should not be construed as limited 
to the embodiments set forth herein; rather, these embodiments are provided by way of 
example so that this disclosure will be thorough and complete, and will fully convey the 
scope of the invention to those persons skilled in the art. Like reference numbers refer to 

20 like elements or method steps throughout the description. 

As described above, there is a need for communication sessions between a first node 
and several (i.e. two or more) other nodes that offer the same, or substantially the same, 
degree of security as existing secure node-to-node communication systems. It is 

25 therefore a general object of embodiments described herein to provide relatively secure 
communication sessions between a first node and several other nodes, thereby allowing 
for relatively secure broadcast-like communication sessions. 

Fig. 1 illustrates a system comprising a first node 10, hereinafter also referred to as 
30 Node A, and several other nodes 30, hereinafter also referred to as Node C 32, Node D 

34, Node E 36, Node F 38, etc. The system also comprises a server 20. A node 10, 30 
(e.g., Node A, B, C, D, E, F, etc.) may be any communication node. Consequently, the 
node 10, 30 may for example be an electronic device such as a computer, a laptop 
computer, a tablet computer, a cellular telephone, a mobile telephone or a smart phone. 

35 The server 20 may be any communication device (e.g. a computer server), which is 
capable of sending and/or receiving data messages in a secure way (e.g., by utilizing 
some kind of security certificate). Accordingly, the server 20 may sometimes be 
referred to as a secure server (abbreviated SeS). 
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With reference to Fig. 1, a method of communication between a first node 10 (i.e., Node 
A) and several other nodes 30 (i.e., Nodes C, D, E, F, ...) will be explained in greater 
detail. As will be appreciated, a method of generating cryptographic keys will also be 
explained with reference to Fig. 1. The method of generating cryptographic keys per se 

5 is similar to the method described in W02011/002412A1. However, unlike the method 
described in W02011/002412A1 the method of generating cryptographic keys 
according to this disclosure is executed by the first node 10 (i.e., Node A) and the server 
20. The cryptographic key generated by the server 20 is then transmitted, or otherwise 
communicated, to the several other nodes 30 (i.e. Nodes C-F in this example) for 

10 subsequent application by these nodes 30. As will be appreciated, it is hereby made 
possible to allow for broadcast-like communication sessions (i.e. between the first node 
10 and several other nodes 30) that may offer the same, or substantially the same, 
degree of security as existing secure node-to-node communication systems. 

15 In order for the first node 10, i.e. Node A, to be able to use the secure communication 
with several other nodes (i.e. Nodes C-F) as described in this disclosure, the first node 
10 may have to be authorized to communicate with the server 20. Thus, the server 20 
may preferably, but not necessarily, keep track of all nodes (e.g. Nodes A, C, D, E, F, 
etc.) that are authorized to communicate with the server 20. As mentioned hereinabove, 

20 the communication between the server and the authorized nodes (e.g. the first node 10), 
or vice versa, is generally secure by using some kind of security certificate. For 
example, a X.509 certificate or the like may be used for secure communication. 

With continued reference to Fig. 1, the first node sends 101, or transmits, a request 
25 message to the server 20 for requesting the establishment of secure communication 

sessions with a plurality of other nodes 30. The request message includes a list of node 
identifiers wherein each of the node identifiers identifies a respective node of the 
plurality of other nodes 30 with which the first node 10 wants to set-up secure 
communication sessions. 

30 
In response to receiving 101 the request message, the server 20 may also check if the 
first node 10 is authorized to communicate with the server 20. Optionally, the server 20 
may also check if the first node 10 is authorized to set up secure communication with 
the plurality of other nodes 30 with which the first node 10 wants to set-up secure 

35 communication sessions. 

In response to receiving 101 the request message, the server creates 102 a virtual and 
temporary second node 22 (hereinafter also referred to as Node B), which is executable 
within the server 20. In other words, in response to receiving 101 the request message, 

40 the server may be triggered to create, or otherwise generate, the virtual and temporary 
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second node 22. More particularly, the server 20 may comprise at least one processor 
and at least one memory, wherein the at least one memory stores computer program 
with instructions which, when executed on said at least one processor, cause the server 
20 to create, or otherwise generate, the virtual and temporary second node 22. 

5 
The virtual and temporary second node 22 is virtual in the sense that is it not a separate 
physical node such as the first node 10 (i.e., Node A) or the other nodes 30 (i.e., Nodes 
C-F). Rather, the virtual and temporary second node 22 is executed within the server 20 
and embodies functionality of a second node with the same, substantially the same or 

10 similar functionality as a second node, i.e. Node B, as is described in 
W02011/002412A1. It should be appreciated that, in some embodiments, the virtual 
and temporary second node 22 may be embodied as a computer program with 
instructions which, when executed on at least one processor of the server 20, causes the 
server 20 to apply the same, substantially the same or similar functionality of a second 

15 node as de scribed in W02011/002412A1. 

The virtual and temporary second node 22 is temporary in the sense that the virtual and 
temporary second node 22 is only executable on the server 20 for a limited time period. 
For example, in some embodiments, the virtual and temporary second node 22 is only 

20 valid, and thus executable, until communication channels have been set-up between the 
first node 10 (i.e., Node A) and the plurality of other nodes 30 (i.e., Nodes C-F). For 
instance, as soon as the first node 10 (i.e., Node A) and the several other node(s) 30 
(i.e., Nodes B, C, D, E, F) are in communication with each other, the virtual and 
temporary second node 22 may cease to be valid. Also, as soon as communication has 

25 begun between the first node 10 (i.e., Node A) and the several other node(s) 30 (i.e., 
Nodes B, C, D, E, F), these nodes may continue the communication session(s) directly 
with each other. 

Furthermore, the server 20 generates 103 a list of temporary node identifiers on the 
30 basis of the earlier-mentioned list of node identifiers such that each of the plurality of 

nodes 30 becomes identifiable by its respective temporary node identifier. For example, 
the server 20 may generate 103 the list of temporary node identifiers in such way that 
each temporary node identifier is randomly generated from a respective node identifier 
from the received list of node identifiers. Various techniques for randomly generating 

35 the temporary node identifiers are conceivable. The temporary node identifiers are 
temporary in the sense that these temporary node identifiers are only used by the server 
20 for a limited time period. For example, in some embodiments, the temporary node 
identifiers are only valid until communication channels have been set-up between the 
first node 10 (i.e., Node A) and the plurality of other nodes 30 (i.e., Nodes C-F). 

40 Generally, the generated list of temporary node identifiers is only known to the server 
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20 as it is the server 20 itself that generates 103 the list of temporary node identifiers 
(e.g., by means of random generation from the list of node identifiers received from the 
first node 10, i.e. Node A). This is advantageous, since this may improve the overall 
security. 

5 
Next, the server 20 also communicates 104 the list of temporary node identifiers to its 
created virtual and temporary second node 22. 

Subsequently, the server 20 sends 105A a first key generating file to the first node. The 
10 server also communicates 105B a second key generating file to the virtual and 

temporary second node. Fig. 2 illustrates an example of a key generating file 200, in 
accordance with an embodiment. The key generating file 200 comprises a process file 
202, which when executed will generate the encryption/decryption key, i.e. the 
cryptographic key. Since the processes at the first node 10 (i.e. Node A) and the virtual 

15 and temporary second node 22 (i.e. Node B) are different, which will be explained 
hereinbelow, the process file 202 sent to the first node 10 may differ from the process 
file 202 communicated to the virtual and temporary second node 22. As is depicted in 
Fig. 2, the key generating file 200 may additionally comprise metadata Ml (204), M2 
(206), ..., Mn (208). The metadata may comprise information used for generating the 

20 cryptographic key. The same metadata will typically be communicated to the first node 
10 as well as the virtual and temporary second node 22. An example of metadata is a 
constant used, or otherwise utilized, to generate the cryptographic keys. Fig. 3 shows an 
example of such a constant used for generating a first intermediate data set and a second 
intermediate data set, respectively, which will be further explained hereinbelow. The 

25 metadata may also comprise a time stamp, or time tag, which may for example be used 
to check if both key generating files have the same origin. Furthermore, the metadata 
may comprise information about the key length to be used and/or which bits that should 
be used for generating the cryptographic key. Other information than that listed above 
may also be conceived in order to enhance security, as will be appreciated by those 

30 skilled in the art. 

Upon receipt of the first key generating file, the first node 10 starts to process 106A the 
first key generating file. Similarly, upon receipt of the second key generating file, the 
virtual and temporary second node 22 starts to process 106B the second key generating 

35 file. 

In response to the processing 106A of the first key generating file, the first node will 
generate 107A a first intermediate data set. For example, the first node 10 may generate 
107A the first intermediate data set by using the value of the constant as depicted in Fig. 

40 3. Also, in response to the processing 106B of the second key generating file, the 
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virtual and temporary second node 22 will generate 107B a second intermediate data 
set. For example, the virtual and temporary second node 22 may generate 107B the 
second intermediate data set by using the value of the constant as depicted in Fig. 3. In 
the example above, the constant contains four binary bits each associated with a 

5 respective letter. The length of the constant may vary arbitrary and the bits may be 
associated with letters, figures, greek symbols, etc. 

Examples of the first intermediate data set for the first node 10 (i.e. Node A) and the 
virtual and temporary second node 22 are shown in Fig. 4. The intermediate data sets 

10 may be generated by using any known pseudorandom number generator, e.g. using such 
pseudorandom algorithms as Blum Blum Shub, Fortuna or the Mersenne twister, for 
generating a random sequence of, in this example, the letters A, B, C and D. The 
random sequence of the letters is shown in the header of the first and second 
intermediate data sets, respectively, in Fig. 4. Thus, in order to generate the intermediate 

15 data set the sequence of the letters is first determined pseudo randomly and, 
subsequently, a correct value associated with the letter according to the constant of Fig. 
3 is allotted. If this allotting results in generating, for example, only zeros (0) or only 
ones (1) for the intermediate data set this result may, in some embodiments, be filtered 
out and a new random sequence may be generated. 

20 
Since both the first and the second intermediate data sets are generated pseudo 
randomly, these two intermediate data sets will generally never be the same. The length 
of the intermediate data sets in this example is only eight bits in order to readily 
illustrate the embodiments of the present invention. In practice, however, the length of 

25 the intermediate data sets may typically be between 64 and 2048 bits. The bit length 
may be part of the metadata as mentioned above and may be set randomly by the server 
20 each time a new request 101 is made from a node, such as the first node 10. 

After the generation of the first and second intermediate date sets, the first node 10 
30 sends 108 the first intermediate data set to the virtual and temporary second node 22. 

The virtual and temporary second node 22 will then compare 109 bits of the first 
intermediate data set with corresponding bits of the second intermediate data set. Or 
said differently, the virtual and temporary second node 22 will compare the first and 

35 second intermediate data sets with each other. The result of the comparison 109 is called 
Match 1 in the table shown in Fig. 5. 

As can be seen in Fig. 5, Value A and Value B correspond to the first and the second 
intermediate data sets, respectively. The comparison is a bit-by-bit comparison and the 

40 result is True if the value for first and second data set bit, respectively, is equal and 
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False if they are unequal. The result, Match 1, of the comparison is used to create, or 
otherwise generate 110 a new third intermediate data set, Value 1, by setting a first 
value if the compared bits are equal and a second value if the compared bits are 
unequal. In this example, 1 is used when the compared bits are equal and 0 is used if the 

5 bits are unequal. However, it should be appreciated that it could also be the other way 
around. 

Next, the virtual and temporary second node 22 sends 111 the generated third 
intermediate data set, Value 1, to the first node 10. For example, the third intermediate 

10 data set may be publicly sent, or transmitted, from the virtual and temporary second 
node22 to the first node 10. 

The first node 10 compares 112 bits of the third intermediate data set with 
corresponding bits of the first intermediate data set. Furthermore, the first node 

15 generatesl 13A a first cryptographic key based on the bit-by-bit comparison 112 
between the third and the first intermediate data set by keeping the value of the bit of 
the first intermediate data set if the corresponding bit of the third intermediate data set is 
set to the first value and ignoring the bit of the first intermediate data set if the 
corresponding bit of the third intermediate data set is set to the second value. In this 

20 example, which is illustrated in Fig. 6, the first value corresponds to 1 and the second 
value corresponds to 0. As is evident from Fig. 6, the cryptographic key comprises four 
bits instead of the original eighth bits, since four bits have been ignored during the 
generation of the cryptographic key. 

25 As mentioned earlier, both the first intermediate data set and the third intermediate data 
may be is sent publicly. Even if they were intercepted, there is in general no way for a 
third party to generate a cryptographic key using this data. This is because the value of a 
1 in the third intermediate data set does not really mean the value 1, but instead that the 
first data set and the second data set have the same value. Thus, a 1 in the third 

30 intermediate data set may actually be either a 1 or a 0. 

In the virtual and temporary second node 22, the second cryptographic key is generated 
based on a bit-by-bit comparison between the first and the second intermediate data set, 
see figure 5, by keeping the value of the bit of the second data set if the corresponding 

35 bit of the first intermediate data set is equal and ignoring the bit of the second 
intermediate data set if the compared bits arc unequal. As can be seen in Fig. 5 and Fig. 
6, the first and second cryptographic key, respectively, are the same cryptographic keys. 
The cryptographic keys may then be used for encryption/decryption of information sent 
between the first node A and the second node B. Any known encryption method may be 

40 used together with the cryptographic key generated by the method described herein. 
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Therefore, the present disclosure does not focus on how the encryption/decryption is 
made, but hitherto the focus has been towards the generation of cryptographic keys. 
After the generation of the cryptographic keys, the virtual and temporary second node 
sets up 114, or otherwise establishes, communication channels between the first node 10 

5 and each of the plurality of other nodes 30. Typically, the virtual and temporary second 
node uses, or utilizes, the list of temporary node identifiers for identifying the respective 
nodes of the plurality of nodes to which communication channels are to be set up. 

In response to the respective communication channels having been set up, the virtual 
10 and temporary second node 22 further sends 115 the second cryptographic key to each 

one of the plurality of other nodes 30. 

As will be appreciated, there exist various ways of setting up 114 the communication 
channels and sending 115 the second cryptographic key to each of the plurality of other 

15 nodes 30. In one example embodiment, which is schematically illustrated in Fig. 7, the 
virtual and temporary second node 22 may send 114A a communication set-up request 
message to each of the plurality of other nodes 30. In response thereto, the server 20 
receives 114B a response message from each of the plurality of other nodes 30 for 
requesting a node identifier of the virtual and temporary second node. In response to 

20 receiving the response message(s), the server returns 114C a node identifier of the 
virtual and temporary second node 22 to those nodes 30 from which it received the 
response message. The server receives 114D either an acknowledgement (ACK) 
message or a non-acknowledgment (NACK) message from each of the plurality of other 
nodes 30. In response to receiving an acknowledgment (ACK) message, the server 20 

25 instructs 115A the virtual and temporary second node 22 to send a second cryptographic 
key to each of the plurality of other nodes that returned an acknowledgement message. 
In response to receiving the instruction from the server 20, the virtual and temporary 
second node 22 sends the second cryptographic key to each of the plurality of other 
nodes that returned an acknowledgement message. 

30 
Persons skilled in the art will appreciate that the generated cryptographic keys, may be 
valid as long as the communication sessions between the first node 10 and a respective 
one of the other nodes 30 is/are active. 

35 The above-mentioned embodiments are advantageous in that they enable secure node-
to-multimode communication sessions between a first node 10 (e.g. Node A) and 
several other nodes 30 (e.g. Nodes C, D, E, F...). Among other things, the node-to-
multimode communication described herein does not reveal the node identifiers of the 
several other nodes 30. Instead, the server 20 and the virtual and temporary second node 

40 (e.g. Node B) use temporary node identifiers for these nodes that are 'targeted'. These 
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temporary node identifiers are generated, .e.g. randomly generated, by the server 20 and 
are hence only known to the server 20 and the virtual and temporary second node 22. 
This enhances security in node-to-multimode communication sessions, as it is very 
difficult (if at all possible) for other nodes to reveal all temporary node identifiers in a 

5 list of several temporary node identifiers. 

Turning now to Fig. 8, a method in accordance with an embodiment will be described. 
The method is performed by, or otherwise executed in, a first node 10 (e.g. Node A). 
The first node 10 sends 101 a request message to a server 22 for requesting the 

10 establishment of secure communication sessions with a plurality of other nodes 30. The 
request message includes a list of node identifiers wherein each of the node identifiers 
identifies a respective node of the plurality of other nodes. The first node 10 also 
receives 105A a first key generating file from the server 20. Upon receiving 105A the 
first key generating file, the first node 10 starts to process 106A the first key generating 

15 file. When the first node 10 processes 106A the first key generating file, a first 
intermediate data set is generated 107A. The first intermediate data set is sent 108 to a 
virtual and temporary second node 22, which is executable on said server as described 
earlier. The first node 10 also receives 111a third intermediate data set from the virtual 
and temporary second node. The first node 10 compares 112 bits of the third 

20 intermediate data set with corresponding bits of the first intermediate data set. Also, a 
first cryptographic key is generated 113 A. The generation 113 A of the first 
cryptographic key is based on the bit-by-bit comparison between the third and the first 
intermediate data set by keeping the value of the bit of the first intermediate data set if 
the corresponding bit of the third intermediate data set is set to the first value and 

25 ignoring the bit of the first intermediate data set if the corresponding bit of the third 
intermediate data set is set to the second value. Moreover, the first node 10 applies 
116A the first cryptographic key during subsequent communication sessions between 
the first node 10 and each of the plurality of other nodes 30. 

30 Turning now to Fig. 9, another embodiment will be briefly discussed. Fig. 9 shows an 
example of a computer-readable medium, in this example in the form of a data disc 900. 
In one embodiment, the data disc 900 is a magnetic data storage disc. The data disc 900 
is configured to carry instructions 901 that when loaded into the at least one processor 
of the first node 10 (e.g. Node A), executes a method or procedure as described herein 

35 with respect to Fig. 1 or Fig. 8. The data disc 900 may be arranged to be connected to or 
within and read by a reading device (not shown), for loading the instructions into the at 
least one processor. One such example of a reading device in combination with one (or 
several) data disc(s) 900 is a hard drive. It should be noted that the computer-readable 
medium may alternatively be other mediums such as compact discs, digital video discs, 

40 flash memories or other memory technologies commonly used. In such embodiments, 
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the data disc 900 is one type of a tangible computer-readable medium. The instructions 
may alternatively be downloaded to the first node 10 by comprising the instructions in a 
computer-readable signal (not shown) which is transmitted via a wireless (or wired) 
interface (for example via the Internet) to the first node 10 for loading the instructions 

5 into the at least one processor of the first node 10. In such an embodiment, the 
computer-readable signal is one type of a non-tangible computer-readable medium. The 
computer-readable signal may e.g. be an electronic signal, a optical signal, or a radio 
signal. 

10 Fig. 10 shows an example implementation of a first node 10 (e.g. Node A). The first 
node 10 comprises a communications interface 1010, which typically comprises a 
transmitter (Tx) and a receiver (Rx). Alternatively, the communications interface 1010 
may comprise a transceiver which combines transmission and reception capabilities. 
Also, the first node comprises a processor 1020 and a memory 1030. The memory 1030 

15 stores computer program with instructions which, when executed on the processor 
1020, cause the first node 10 to: 

(i) send, by means of the transmitter 1010, a request message to a server 20 for 
requesting the establishment of secure communication sessions with a 
plurality of other nodes 30 (see e.g. Fig. 1), the request message including a 

20 list of node identifiers wherein each of the node identifiers identifies a 
respective node of the plurality of other nodes 30; 

(ii) receive, by means of the receiver 1010, a first key generating file from the 
server 20 

(iii) process the first key generating file; and in response 
25 (iv) generate a first intermediate data set; 

(v) send, by means of the transmitter 1010, the first intermediate data set to a 
virtual and temporary second node 22, the virtual and temporary second 
node 22 being executable on said server 20; 

(vi) receive, by means of the receiver 1010, a third intermediate data set from the 
30 virtual and temporary second node 22; 

(vii) compare bits of the third intermediate data set with the corresponding bits of 
the first intermediate data set; 

(viii) generate a first cryptographic key based on the bit-by-bit comparison 
between the third and the first intermediate data set by keeping the value of 

35 the bit of the first intermediate data set if the corresponding bit of the third 
intermediate data set is set to the first value and ignoring the bit of the first 
intermediate data set if the corresponding bit of the third intermediate data 
set is set to the second value; and 
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(ix) apply the first cryptographic key during subsequent communication 
session(s) between the first node 10 and one or more (e.g., each) of the 
plurality of other nodes 30. 

5 With reference to Fig. 11, an alternative implementation of the first node 10 (e.g. Node 
A) will be described. The first node 10 may comprise a processor 1110, various 
modules 1120, a transmitter (Tx) 1130 and a receiver (Rx) 1140. The transmitter 1130 
and the receiver 1140 may alternatively be implemented as a single transceiver. More 
particularly, the first node 10 comprises a sending module 1121 for sending, via the 

10 transmitter 1130, a request message to a server 20 for requesting the establishment of 
secure communication sessions with a plurality of other nodes 30 (see e.g. Fig. 1), the 
request message including a list of node identifiers wherein each of the node identifiers 
identifies a respective node of the plurality of other nodes 30. The receiver 1140 is 
configured to receive a first key generating file from the server 20. Also, a key 

15 generating file processing module 1122 is provided for processing the first key 
generating file. The first node 10 also comprises a data set generation module 1123 for 
generating a first intermediate data set. The transmitter 1010 is configured to send, or 
otherwise transmit, the first intermediate data set to a virtual and temporary second node 
22, wherein the virtual and temporary second node 22 is executable on said server 20. 

20 The receiver 1140 is further configured to receive a third intermediate data set from the 
virtual and temporary second node 22. Moreover, the first node 10 comprises a bit 
comparator module 1124 for comparing bits of the third intermediate data set with the 
corresponding bits of the first intermediate data set. Still further, the first node 
comprises a cryptographic key generation module 1125 for generating a first 

25 cryptographic key based on the bit-by-bit comparison between the third and the first 
intermediate data set by keeping the value of the bit of the first intermediate data set if 
the corresponding bit of the third intermediate data set is set to the first value and 
ignoring the bit of the first intermediate data set if the corresponding bit of the third 
intermediate data set is set to the second value. Furthermore, the first node 10 may 

30 comprise a cryptographic key application module 1126 for applying the first 
cryptographic key during a subsequent communication session(s) between the first node 
10 and one or more (e.g., each) of the plurality of other nodes 30. 

Turning now to Fig. 12, a method in accordance with an embodiment will be described. 
35 The method shown in Fig. 12 is performed by, or otherwise executed in, a server 20 

(e.g., the SeS shown in Fig. 1). The server receives 101 a request message from the first 
node (e.g. Node A) for requesting the establishment of secure communication sessions 
between the first node 10 and a plurality of other nodes 30 (e.g., Nodes C, D, E, F, ...). 
This request message includes a list of node identifiers wherein each of the node 

40 identifiers identifies a respective node of the plurality of other nodes 30. In response to 
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receiving the request message from the first node 10, the server creates, or otherwise 
generates, a virtual and temporary second node 22. As described earlier herein, the 
virtual and temporary second node 22 is executable within the server 20. Furthermore, 
the server generates 103, or otherwise establishes a list of temporary node identifiers on 

5 the basis of the list of node identifiers such that each of the plurality of nodes 30 
becomes identifiable by its respective temporary node identifier. Subsequently, the 
server sends 105A a first key generating file to the first node 10. Also, the server 20 
communicates 105B a second key generating file to the virtual and temporary second 
node 22. Still further, the virtual and temporary second node is executed on the server 

10 20. This causes the server to start to process 106B the second key generating file. In 
response, a second intermediate data set is generated 107B. A first intermediate data set 
is received 108 from the first node. Furthermore, bits of the first intermediate data set 
are compared 109 with corresponding bits of the second intermediate data set. 
Subsequently, a third intermediate data set is generated 110 based on the bit-by-bit 

15 comparison between the first intermediate data set and the second intermediate data set 
by setting a first value if the compared bits are equal and setting a second value if the 
compared bits are unequal. The third intermediate data set is sent 111 to the first node. 
Also, a second cryptographic key is generated 113 A based on the bit by bit comparison 
between the first and the second intermediate data set by keeping the value of the bit of 

20 the second data set if the corresponding bit of the first intermediate data set is equal and 
ignoring the bit of the second intermediate data set if the compared bits are unequal. 
Moreover, communication channels between the first node and each of the plurality of 
other nodes are set up 114, or otherwise established. The virtual and temporary second 
node 22 may use the list of temporary node identifiers for identifying the respective 

25 nodes of the plurality of nodes to which communication channels are to be set up. In 
response to the respective communication channels having been set up, the second 
cryptographic key is sent 115 to each of the plurality of other nodes 30 for subsequent 
application by one or more (e.g., each) of the plurality of other nodes 30 during the 
communication sessions between the first node 10 and the one or more (e.g., each) of 

30 the plurality of other nodes 30. 

With reference to Fig. 13, another embodiment will be briefly discussed. Fig. 13 shows 
an example of a computer-readable medium, in this example in the form of a data disc 
1300. In one embodiment, the data disc 1300 is a magnetic data storage disc. The data 

35 disc 1300 is configured to carry instructions 1301 that when loaded into the at least one 
processor of the server (e.g. SeS), executes a method or procedure as described herein 
with respect to Fig. 1 or 12. The data disc 1300 may be arranged to be connected to or 
within and read by a reading device (not shown), for loading the instructions into the at 
least one processor. One such example of a reading device in combination with one (or 

40 several) data disc(s) 1300 is a hard drive. It should be noted that the computer-readable 
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10 

medium may alternatively be other mediums such as compact discs, digital video discs, 
flash memories or other memory technologies commonly used. In such embodiments, 
the data disc 1300 is one type of a tangible computer-readable medium. The instructions 
may alternatively be downloaded to the server 20 by comprising the instructions in a 
computer-readable signal (not shown) which is transmitted via a wireless (or wired) 
interface (for example via the Internet) to the server 20 for loading the instructions into 
the at least one processor of the server 20. In such an embodiment, the computer-
readable signal is one type of a non-tangible computer-readable medium. The computer-
readable signal may e.g. be an electronic signal, a optical signal, or a radio signal. 

Fig. 14 shows an example implementation of a server 20 (e.g. SeS). The server 20 
comprises a communications interface 1410, which typically comprises a transmitter 
(Tx) and a receiver (Rx). Alternatively, the communications interface 1410 may 
comprise a transceiver which combines transmission and reception capabilities. Also, 

15 the server 20 comprises a processor 1420 and a memory 1430. The memory 1430 stores 
computer program with instructions which, when executed on the processor 1420, 
causes the server 20 to: 

(i) receive, by means of the receiver 1410, a request message from the first 
node 10 (e.g., Node A) for requesting the establishment of secure 

20 communication sessions between the first node 10 and a plurality of other 
nodes 30 (e.g, Nodes C, D, E, F,...), the request message including a list of 
node identifiers wherein each of the node identifiers identifies a respective 
node of the plurality of other nodes 30; 

(ii) in response to receiving said request message create a virtual and temporary 
25 second node 22 (e.g. Node B), which is executable within said server 20; and 

(iii) generate a list of temporary node identifiers on the basis of said list of node 
identifiers such that each of the plurality of nodes becomes identifiable by its 
respective temporary node identifier; and subsequently 

(iv) send, by means of the transmitter 1410, a first key generating file to the first 
30 node 10; and 

(v) communicate a second key generating file to the virtual and temporary 
second node 22; 

(vi) execute the virtual and temporary second node 22 on the server 20 and the 
virtual and temporary second node 22 thereby: 

35 a. process the second key generating file; and in response 
b. generate a second intermediate data set; 
c. receive, by means of the receiver 1410, a first intermediate data set from 

the first node 10; 
d. compare bits of the first intermediate data set with the corresponding bits 

40 of the second intermediate data set; 
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e. generate a third intermediate data set based on the bit-by-bit comparison 
between the first intermediate data set and the second intermediate data 
set by setting a first value if the compared bits are equal and setting a 
second value if the compared bits are unequal; 

5 f. send, by means of the transmitter 1410, the third intermediate data set to 
the first node 10; 

g. generate a second cryptographic key based on the bit by bit comparison 
between the first and the second intermediate data set by keeping the 
value of the bit of the second data set if the corresponding bit of the first 

10 intermediate data set is equal and ignoring the bit of the second 
intermediate data set if the compared bits are unequal; 

(vii) set up communication channels between the first node 10 and each of the 
plurality of other nodes 30, the virtual and temporary second node 22 
using the list of temporary node identifiers for identifying the respective 

15 nodes of the plurality of nodes 30 to which communication channels are to 
be set up; in response to the respective communication channels having 
been set 

(viii) send, by means of the transmitterlAXQ, the second cryptographic key to 
each of the plurality of other nodes 30 for subsequent application by one 

20 or more (e.g., each) of the plurality of other nodes 30 during a subsequent 
communication session(s) between the first node 10 and the one or more 
(e.g., each) of the plurality of other nodes 30. 

With reference to Fig. 15, an alternative implementation of the server 20 (e.g. SeS) will 
25 be described. The server 20 may comprise a processor 1510, various modules 1520, a 

transmitter (Tx) 1530 and a receiver (Rx) 1540. The transmitter 1530 and the receiver 
1540 may alternatively be implemented as a single transceiver. More particularly, the 
receiver 1540 is configured to receive a request message from the first node 10 (e.g., 
Node A) for requesting the establishment of secure communication sessions between 

30 the first node 10 and a plurality of other nodes 30 (e.g, Nodes C, D, E, F,...). The 
request message includes a list of node identifiers wherein each of the node identifiers 
identifies a respective node of the plurality of other nodes 30. A node creation module 
1521 is also provided. In response to receiving said request message by means of the 
receiver 1540, the node creation module 1521 is adapted to create a virtual and 

35 temporary second node 22 (e.g. Node B), which is executable within said server 20. A 
TEMP Node ID generation module 1522 is provided for generating a list of temporary 
node identifiers on the basis of said list of node identifiers such that each of the plurality 
of nodes becomes identifiable by its respective temporary node identifier. Moreover, the 
transmitter 1530 is configured to send a first key generating file to the first node 10. 

40 Also, the server 20 communicates a second key generating file to the virtual and 
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temporary second node 22, which is executable internally in said server 20. A virtual 
and temporary second node execution module 1523 is also provided for executing the 
virtual and temporary second node 22 on the server 20 and the virtual and temporary 
second node 22 thereby cause the server 20 to: i) process the second key generating file; 

5 and in response, ii) generate a second intermediate data set; iii) receive, by means of the 
receiver 1540, a first intermediate data set from the first node 10; iv) compare bits of the 
first intermediate data set with the corresponding bits of the second intermediate data 
set; v) generate a third intermediate data set based on the bit-by-bit comparison between 
the first intermediate data set and the second intermediate data set by setting a first 

10 value if the compared bits are equal and setting a second value if the compared bits are 
unequal; vi) send, by means of the transmitter 1530, the third intermediate data set to 
the first node 10; vii) generate a second cryptographic key based on the bit by bit 
comparison between the first and the second intermediate data set by keeping the value 
of the bit of the second data set if the corresponding bit of the first intermediate data set 

15 is equal and ignoring the bit of the second intermediate data set if the compared bits are 
unequal. A communication channel establishment module 1524 is adapted to set up 
communication channels (via the transmitter 1530 and the receiver 1540) between the 
first node 10 and one or several (e.g., each) of the plurality of other nodes 30, the virtual 
and temporary second node 22 using the list of temporary node identifiers for 

20 identifying the respective nodes of the plurality of nodes 30 to which communication 
channels are to be set up. In response to the respective communication channels having 
been set, the transmitter 1530 is configured to send the second cryptographic key to one 
or several (e.g., each) of the plurality of other nodes 30 for subsequent application by 
each of the plurality of other nodes 30 during the communication sessions between the 

25 first node 10 and each of the plurality of other nodes 30. 

Fig. 16 shows a flowchart of a method in accordance with an embodiment. The method 
illustrated in Fig. 16 is performed by, or otherwise executed in, a node 30 such as any 
one of the nodes 30 (e.g. Node C, D, E, F, ....). A communication set-up request 

30 message is received 1610 from a virtual and temporary second node, which is 
executable on a server 10 (e.g. SeS). From the perspective of the node 30, the request 
message appears to be received from the server 20. At this stage of the procedure, the 
node 30 generally does not know the identity of the virtual and temporary second node 
22, which has been created by the server 20 for execution on the server 20. In response 

35 to receiving this communication set-up request message, a response message is returned 
1620 for requesting a node identifier of the virtual and temporary second node 22. Next, 
the node 30 receives 1630 the node identifier of the virtual and temporary second node 
from the server. The node 30 compares 1640 the received node identifier with stored 
node identifiers. In response thereto, the node 30 sends 1650 a non-acknowledgement 

40 message to the server 20 when the received node identifier does not match a stored node 
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identifier, otherwise the node 30 authenticates 1660 the virtual and temporary second 
node when the received node identifier matches a stored node identifier and sends an 
acknowledgement message to the server. Subsequently, the node 30 may receive 1670 a 
second cryptographic key from the virtual and temporary second node. Thereafter, the 

5 node 30 may apply 1680 the second cryptographic key during a communication session 
with the first node. 

With reference to Fig. 17, another embodiment will be briefly discussed. Fig. 17 shows 
an example of a computer-readable medium, in this example in the form of a data disc 

10 1700. In one embodiment, the data disc 1700 is a magnetic data storage disc. The data 
disc 1700 is configured to carry instructions 1701 that when loaded into the at least one 
processor of the node 30 (e.g. any on of Nodes C, D, E, F, ... of Fig. 1)), executes a 
method or procedure as described herein with respect to Fig. 1 or 16. The data disc 1700 
may be arranged to be connected to or within and read by a reading device (not shown), 

15 for loading the instructions into the at least one processor. One such example of a 
reading device in combination with one (or several) data disc(s) 1700 is a hard drive. It 
should be noted that the computer-readable medium may alternatively be other 
mediums such as compact discs, digital video discs, flash memories or other memory 
technologies commonly used. In such embodiments, the data disc 1700 is one type of a 

20 tangible computer-readable medium. The instructions may alternatively be downloaded 
to the node 30 by comprising the instructions in a computer-readable signal (not shown) 
which is transmitted via a wireless (or wired) interface (for example via the Internet) to 
the node 30 for loading the instructions into the at least one processor of the node 30. In 
such an embodiment, the computer-readable signal is one type of a non-tangible 

25 computer-readable medium. The computer-readable signal may e.g. be an electronic 
signal, a optical signal, or a radio signal. 

Fig. 18 shows an example implementation of a node 30. The node 30 comprises a 
communications interface 1810, which typically comprises a transmitter (Tx) and a 

30 receiver (Rx). Alternatively, the communications interface 1810 may comprise a 
transceiver which combines transmission and reception capabilities. Also, the node 30 
comprises a processor 1820 and a memory 1830. The memory 1830 stores computer 
program with instructions which, when executed on the processor 1820, causes the 
node 30 to: 

35 i) receive, by means of the receiver, a communication set-up request message 
from a virtual and temporary second node 22, which is executable on a 
server 20; 

ii) in response to receiving said communication set-up request message return, 
by means of the transmitter, a response message for requesting a node 

40 identifier of the virtual and temporary second node 22; 
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iii) receive, by means of the receiver, said node identifier of the virtual and 
temporary second node 22 from the server 20, 

iv) compare the received node identifier with stored node identifiers; in 
response thereto 

5 a. send, by means of the transmitter 1810, a non-acknowledgement 
message to the server 20 when the received node identifier does not 
match a stored node identifier; otherwise 

b. authenticate the virtual and temporary second node 22 when the received 
node identifier matches a stored node identifier; 

10 c. send, by means of the transmitterl%10, an acknowledgement message to 
the server 20; and in response 

d. receive, by means of the receiver 1810, a second cryptographic key from 
the virtual and temporary second node 22; and 

15 
e. apply the second cryptographic key during a communication session with 

the first node 10. 

With reference to Fig. 19, an alternative implementation of the node 30 will be 
described. The node 30 may comprise a processor 1910, various modules 1920, a 
transmitter (Tx) 1930 and a receiver (Rx) 1940. The transmitter 1930 and the receiver 

20 1940 may alternatively be implemented as a single transceiver. More particularly, the 
receiver 1940 is configured to receive a communication set-up request message from a 
virtual and temporary second node 22, which is executable on a server 20. In response, 
the transmitter 1930 is configured to return, i.e. send, a response message for requesting 
a node identifier of the virtual and temporary second node. Furthermore, the receiver 

25 1940 is configured to receive said node identifier of the virtual and temporary second 
node from the server 20. A node identifier comparator module 1921 is provided for 
comparing the received node identifier with stored node identifiers. Furthermore, a node 
authenticator module 1922 is provided for sending (via the transmitter 1930) a non-
acknowledgement message to the server when the received node identifier does not 

30 match a stored node identifier, and otherwise authenticate the virtual and temporary 
second node when the received node identifier matches a stored node identifier and 
sending (via the transmitter 1930) an acknowledgement message to the server. The 
receiver 1940 is further configured to receive a second cryptographic key from the 
virtual and temporary second node. Moreover, a cryptographic key application module 

35 1923 is provided for applying the second cryptographic key during a subsequent 
communication session with the first node 10. 

It should be appreciated that a node may comprise functionality of both the first node 10 
and the plurality of other nodes, i.e. denoted 30 in this disclosure. 

40 
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The present disclosure has discussed various embodiments of communication between a 
first node and a plurality of other nodes, i.e. two or more other nodes. Turning back to 
Fig. 1, two cryptographic keys are generated. A first cryptographic key is generated 
113A in a first node 10, e.g. Node A. A second cryptographic key is generated 113B by 

5 a second node 22, which is a virtual and temporary node being executed on a server 20, 
denoted SeS in Fig. 1. The second cryptographic key is transmitted to several other 
nodes 30, e.g. Nodes C, D, E and/or F. The first and second cryptographic keys, which 
are the same, may then be applied in communication sessions between the first node 10 
and one or more of the several other nodes 30. Hereby it is made possible to allow for 

10 node-to-multinode communication sessions that offer the same, or substantially the 
same, security as conventional node-to-node communication sessions (e.g. as described 
in W02011/002412A1). 

In the detailed description hereinabove, for purposes of explanation and not limitation, 
15 specific details are set forth in order to provide a thorough understanding of various 

embodiments described in this disclosure. In some instances, detailed descriptions of 
well-known devices, components, circuits, and methods have been omitted so as not to 
obscure the description of the embodiments disclosed herein with unnecessary detail. 
All statements herein reciting principles, aspects, and embodiments disclosed herein, as 

20 well as specific examples thereof, are intended to encompass both structural and 
functional equivalents thereof. Additionally, it is intended that such equivalents include 
both currently known equivalents as well as equivalents developed in the future, i.e., 
any elements developed that perform the same function, regardless of structure. Thus, 
for example, it will be appreciated that block diagrams herein can represent conceptual 

25 views of illustrative circuitry or other functional units embodying the principles of the 
described embodiments. Similarly, it will be appreciated that any flow charts and the 
like represent various processes which may be substantially represented in computer 
readable medium and so executed by a computer or processor, whether or not such 
computer or processor is explicitly shown. The functions of the various elements 

30 including functional blocks, may be provided through the use of hardware such as 
circuit hardware and/or hardware capable of executing software in the form of coded 
instructions stored on the above-mentioned computer readable medium. Thus, such 
functions and illustrated functional blocks are to be understood as being either 
hardware-implemented and/or computer-implemented, and thus machine-implemented. 

35 In terms of hardware implementation, the functional blocks may include or encompass, 
without limitation, digital signal processor (DSP) hardware, reduced instruction set 
processor, hardware (e.g., digital or analog) circuitry including but not limited to 
application specific integrated circuit(s) [ASIC], and/or field programmable gate 
array(s) (FPGA(s)), and (where appropriate) state machines capable of performing such 

40 functions. In terms of computer implementation, a computer is generally understood to 
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comprise one or more processors or one or more controllers. When provided by a 
computer or processor or controller, the functions may be provided by a single 
dedicated computer or processor or controller, by a single shared computer or processor 
or controller, or by a plurality of individual computers or processors or controllers, 

5 some of which may be shared or distributed. Moreover, use of the term "processor" or 
"controller" may also be construed to refer to other hardware capable of performing 
such functions and/or executing software, such as the example hardware recited above. 

Modifications and other variants of the described embodiments will come to mind to 
10 one skilled in the art having benefit of the teachings presented in the foregoing 

description and associated drawings. Therefore, it is to be understood that the 
embodiments are not limited to the specific example embodiments described in this 
disclosure and that modifications and other variants are intended to be included within 
the scope of this disclosure. For example, methods described herein are exemplified by 

15 method steps, or actions, that are performed or executed in a certain order. However, a 
person skilled in the art will appreciate that the method steps, or actions, that are 
described does not necessarily have be performed or executed in the exemplified order. 
Other orders may be equally possible or equally advantageous and so modifications and 
other variants of the described embodiments will come to mind to one skilled in the art. 

20 Furthermore, although specific terms may be employed herein, they are used in a 
generic and descriptive sense only and not for purposes of limitation. Therefore, a 
person skilled in the art would recognize numerous variations to the described 
embodiments that would still fall within the scope of the appended claims. As used 
herein, the terms "comprise/comprises" or "include/includes" do not exclude the 

25 presence of other elements or steps. Furthermore, although individual features may be 
included in different claims, these may possibly advantageously be combined, and the 
inclusion of different claims does not imply that a combination of features is not 
feasible and/or advantageous. In addition, singular references do not exclude a plurality. 

25 
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CLAIMS

1. A method of establishing communication sessions between a first node and a

plurality of other nodes, the method comprising:

the first node sending (101) a request message to a server for requesting5

the establishment of secure communication sessions with a plurality of other

nodes, the request message including a list of node identifiers wherein each of the

node identifiers identifies a respective node of the plurality of other nodes;

the server receiving (101) said request message from the first node; and

in response to receiving said request message:10

the server creating (102) a virtual and temporary second

node, which is executable within said server;

the server generating (103) a list of temporary node

identifiers on the basis of said list of node identifiers such that each of

the plurality of nodes becomes identifiable by its respective temporary15

node identifier;

the server communicating (104) the list of temporary node

identifiers to the virtual and temporary second node; and subsequently

the server sending (105A) a first key generating file to the first node

and the server communicating (105B) a second key generating file to the virtual20

and temporary second node;

the first node starting to process (106A) the first key generating file and

the virtual and temporary second node starting to process (106B) the second key

generating file; and in response

the first node generating (107A) a first intermediate data set and the25

virtual and temporary second node generating (107B) a second intermediate data

set;

the first node sending (108) the first intermediate data set to the virtual

and temporary second node;

the virtual and temporary second node comparing (109) bits of the first30

intermediate data set with corresponding bits of the second intermediate data set;

the virtual and temporary second node generating (110) a third

intermediate data set based on the bit-by-bit comparison between the first

intermediate data set and the second intermediate data set by setting a first value

if the compared bits are equal and setting a second value if the compared bits are35

unequal;

the virtual and temporary second node sending (111) the third

intermediate data set to the first node;

the first node comparing (112) bits of the third intermediate data set with

corresponding bits of the first intermediate data set;40
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the first node generating (113A) a first cryptographic key based on the

bit-by-bit comparison between the third and the first intermediate data set by

keeping the value of the bit of the first intermediate data set if the corresponding

bit of the third intermediate data set is set to the first value and ignoring the bit

of the first intermediate data set if the corresponding bit of the third intermediate5

data set is set to the second value;

the virtual and temporary second node generating (113B) a second

cryptographic key based on the bit by bit comparison between the first and the

second intermediate data set by keeping the value of the bit of the second data

set if the corresponding bit of the first intermediate data set is equal and ignoring10

the bit of the second intermediate data set if the compared bits are unequal, said

first and second cryptographic keys being the same;

the virtual and temporary second node setting up (114) communication

channels between the first node and each of the plurality of other nodes, the

virtual and temporary second node using the list of temporary node identifiers15

for identifying the respective nodes of the plurality of nodes to which

communication channels are to be set up; and in response to the respective

communication channels having been set up

the virtual and temporary second node further sending (115) the second

cryptographic key to each of the plurality of other nodes; and20

the first node applying (116A) the first cryptographic key and each of the

plurality of other nodes applying (116B) the second cryptographic key during

the communication sessions between the first node and each of the plurality of

other nodes.

25

2. The method according to claim 1, comprising:

the virtual and temporary second node sending (114A) a communication

set-up request message to each of the plurality of other nodes; in response

thereto

the server receiving (114B) a response message from each of the plurality30

of other nodes for requesting a node identifier of the virtual and temporary

second node; and in response to receiving said response message

the server returning (114C) a node identifier of the virtual and temporary

second node; and

the server receiving (114D) either an acknowledgement message or a35

non-acknowledgment message from each of the plurality of other nodes; and

in response to receiving an acknowledgment message, the server

instructing (115A) the virtual and temporary second node to send a second

cryptographic key to each of the plurality of other nodes that returned an

acknowledgement message; and in response thereto40
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the virtual and temporary second node (115B) sending the second

cryptographic key to each of the plurality of other nodes that returned an

acknowledgement message.

3. A method performed by a first node for establishing communication sessions5

between the first node and a plurality of other nodes, the method comprising:

sending (101) a request message to a server for requesting the

establishment of secure communication sessions with a plurality of other nodes,

the request message including a list of node identifiers wherein each of the node

identifiers identifies a respective node of the plurality of other nodes;10

receiving (105A) a first key generating file from the server;

starting to process (106A) the first key generating file; and in response

generating (107A) a first intermediate data set;

sending (108) the first intermediate data set to a virtual and temporary

second node, the virtual and temporary second node being executable on said15

server;

receiving (111) a third intermediate data set from the virtual and

temporary second node;

comparing (112) bits of the third intermediate data set with

corresponding bits of the first intermediate data set;20

generating (113A) a first cryptographic key based on the bit-by-bit

comparison between the third and the first intermediate data set by keeping the

value of the bit of the first intermediate data set if the corresponding bit of the

third intermediate data set is set to the first value and ignoring the bit of the first

intermediate data set if the corresponding bit of the third intermediate data set is25

set to the second value; and

applying (116A) the first cryptographic key during the communication

sessions between the first node and each of the plurality of other nodes.

4. A computer program comprising instructions which, when executed on at least30

one processor of the first node, cause the processor to carry out the method

according to claim 3.

5. A carrier comprising the computer program according to claim 4, wherein the

carrier is one of an electronic signal, an optical signal, a radio signal, or a35

computer readable storage medium.

6. A first node (10) for establishing communication sessions between the first node

and a plurality of other nodes, the first node (10) comprising:

a transmitter (1010);40
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a receiver (1010);

a processor (1020); and

a memory (1030) storing computer program with instructions which,

when executed on the processor (1020), cause the first node (10) to:

send, by means of the transmitter (1010), a request message to a server5

for requesting the establishment of secure communication sessions with a

plurality of other nodes, the request message including a list of node identifiers

wherein each of the node identifiers identifies a respective node of the plurality

of other nodes;

receive, by means of the receiver (1010), a first key generating file from10

the server;

process the first key generating file; and in response

generate a first intermediate data set;

send, by means of the transmitter (1010), the first intermediate data set to

a virtual and temporary second node, the virtual and temporary second node15

being executable on said server;

receive, by means of the receiver (1010), a third intermediate data set

from the virtual and temporary second node;

compare bits of the third intermediate data set with the corresponding bits

of the first intermediate data set;20

generate a first cryptographic key based on the bit-by-bit comparison

between the third and the first intermediate data set by keeping the value of the

bit of the first intermediate data set if the corresponding bit of the third

intermediate data set is set to the first value and ignoring the bit of the first

intermediate data set if the corresponding bit of the third intermediate data set is25

set to the second value; and

apply the first cryptographic key during the communication sessions

between the first node (10) and each of the plurality of other nodes.

7. A method performed by a server for establishing communication sessions30

between a first node and a plurality of other nodes, the method comprising:

receiving (101) a request message from the first node for requesting the

establishment of secure communication sessions between the first node and a

plurality of other nodes, the request message including a list of node identifiers

wherein each of the node identifiers identifies a respective node of the plurality35

of other nodes;

in response to receiving (101) said request message:

creating (102) a virtual and temporary second node, which is executable

within said server;
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generating (103) a list of temporary node identifiers on the basis of said

list of node identifiers such that each of the plurality of nodes becomes

identifiable by its respective temporary node identifier; and subsequently

sending (105A) a first key generating file to the first node and also

communicating (105B) a second key generating file to the virtual and temporary5

second node;

executing the virtual and temporary second node on the server and the

virtual and temporary second node (22) thereby:

starting to process (106B) the second key generating file; and in

response10

generating (107B) a second intermediate data set;

receiving (108) a first intermediate data set from the first node;

comparing (109) bits of the first intermediate data set with

corresponding bits of the second intermediate data set;

generating (110) a third intermediate data set based on the bit-by-15

bit comparison between the first intermediate data set and the second

intermediate data set by setting a first value if the compared bits are equal

and setting a second value if the compared bits are unequal;

sending (111) the third intermediate data set to the first node;

generating (113B) a second cryptographic key based on the bit by20

bit comparison between the first and the second intermediate data set by

keeping the value of the bit of the second data set if the corresponding bit

of the first intermediate data set is equal and ignoring the bit of the second

intermediate data set if the compared bits are unequal;

setting up (114) communication channels between the first node25

and each of the plurality of other nodes, the virtual and temporary second

node using the list of temporary node identifiers for identifying the

respective nodes of the plurality of nodes to which communication

channels are to be set up; in response to the respective communication

channels having been set up30

sending (115) the second cryptographic key to each of the

plurality of other nodes for subsequent application by each of the plurality

of other nodes during the communication sessions between the first node

and each of the plurality of other nodes.

35

8. A computer program comprising instructions which, when executed on at least

one processor of the server, cause the processor to carry out the method

according to claim 7.
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9. A carrier comprising the computer program according to claim 8, wherein the

carrier is one of an electronic signal, an optical signal, a radio signal, or a

computer readable storage medium.

10. A server (20) for establishing communication sessions between a first node and a5

plurality of other nodes, the server (20) comprising:

a transmitter (1410);

a receiver (1410);

a processor (1420); and

a memory (1430) storing computer program with instructions which,10

when executed on the processor (1420), cause the server (20) to:

receive, by means of the receiver (1410), a request message from the first

node for requesting the establishment of secure communication sessions between

the first node and a plurality of other nodes, the request message including a list

of node identifiers wherein each of the node identifiers identifies a respective15

node of the plurality of other nodes;

in response to receiving said request message create a virtual and

temporary second node, which is executable within said server;

generate a list of temporary node identifiers on the basis of said list of

node identifiers such that each of the plurality of nodes becomes identifiable by20

its respective temporary node identifier; and subsequently

send, by means of the transmitter (1410), a first key generating file to the

first node; and

communicate a second key generating file to the virtual and temporary

second node;25

execute the virtual and temporary second node on the server and the

virtual and temporary second node thereby:

process the second key generating file; and in response

generate a second intermediate data set;

receive, by means of the receiver (1410), a first intermediate data30

set from the first node;

compare bits of the first intermediate data set with the

corresponding bits of the second intermediate data set;

generate a third intermediate data set based on the bit-by-bit

comparison between the first intermediate data set and the second35

intermediate data set by setting a first value if the compared bits are equal

and setting a second value if the compared bits are unequal;

send, by means of the transmitter (1410), the third intermediate

data set to the first node;
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generate a second cryptographic key based on the bit by bit

comparison between the first and the second intermediate data set by

keeping the value of the bit of the second data set if the corresponding bit

of the first intermediate data set is equal and ignoring the bit of the second

intermediate data set if the compared bits are unequal;5

set up communication channels between the first node and each of

the plurality of other nodes, the virtual and temporary second node using

the list of temporary node identifiers for identifying the respective nodes

of the plurality of nodes to which communication channels are to be set

up; in response to the respective communication channels having been set10

up

send, by means of the transmitter (1410), the second

cryptographic key to each of the plurality of other nodes for subsequent

application by each of the plurality of other nodes during the

communication sessions between the first node and each of the plurality of15

other nodes.

11. A method performed by a node for establishing a communication session

between said node and a first node, the node being comprised in a plurality of

nodes, the method comprising:20

receiving a communication set-up request message from a virtual and

temporary second node, which is executable on a server, the virtual and

temporary second node created at the server in response to the server receiving a

request message from the first node for requesting the establishment of secure

communication sessions between the first node and the plurality of nodes, the25

request message including a list of node identifiers wherein each of the node

identifiers identifies a respective node of the plurality of nodes;

in response to receiving said communication set-up request message

returning a response message for requesting a node identifier of the virtual and

temporary second node;30

receiving said node identifier of the virtual and temporary second node

from the server,

comparing the received node identifier with stored node identifiers; in

response thereto

sending a non-acknowledgement message to the server when the35

received node identifier does not match a stored node identifier; otherwise

authenticating the virtual and temporary second node when the

received node identifier matches a stored node identifier and sending an

acknowledgement message to the server; and in response
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receiving a second cryptographic key from the virtual and

temporary second node, the second cryptographic key generated at the

virtual and temporary second node based on a bit by bit comparison

between a first intermediate data set and a second intermediate data set by

keeping a value of a bit of the second data set if the corresponding bit of5

the first intermediate data set is equal and ignoring the bit of the second

intermediate data set if the compared bits are unequal,

the first intermediate data set received at the virtual and

temporary second node from the first node and generated at the first node

in response to processing of a first key generating file sent to the first node10

by the server, and

the second intermediate data set generated at the virtual and

temporary second node in response to processing of a second key

generating file communicated to the virtual and temporary second node by

the server; and15

applying the second cryptographic key during a communication

session with the first node, wherein the first node applies a first

cryptographic key during the communication session, said first and second

cryptographic keys being the same,

the first cryptographic key generated at the first node based20

on a bit by bit comparison between a third intermediate data set and the

first intermediate data set by keeping a value of a bit of the first

intermediate data set if the corresponding bit of the third intermediate data

set is set to a first value and ignoring the bit of the first intermediate data

set if the corresponding bit of the third intermediate data set is set to a25

second value, and
the third intermediate data set sent to the first node by the virtual

and temporary second node and generated at the virtual and temporary second

node based on a bit-by-bit comparison between the first intermediate data set and

the second intermediate data set by setting the first value if the compared bits are30
equal and setting the second value if the compared bits are unequal.

12. A computer program comprising instructions which, when executed on at least one

processor of said node being comprised in said plurality of nodes for establishing a

communication session between said node and the first node, cause the processor to35
carry out the method according to claim 11.

13. A carrier comprising the computer program according to claim 12, wherein the

carrier is one of an electronic signal, an optical signal, a radio signal, or a

computer readable storage medium.40
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14. A node (30) for establishing a communication session between said node (30)

and a first node, the node being comprised in a plurality of nodes; the node (30)

comprising:

a transmitter (1810);

a receiver (1810);5

a processor (1820); and

a memory (1830) storing computer program with instructions which,

when executed on the processor (1820), cause the node (30) to:

receive, by means of the receiver (1810), a communication set-up request

message from a virtual and temporary second node, which is executable on a10

server, the virtual and temporary second node created at the server in response to

the server receiving a request message from the first node for requesting the

establishment of secure communication sessions between the first node and the

plurality of nodes, the request message including a list of node identifiers

wherein each of the node identifiers identifies a respective node of the plurality15

of nodes;

in response to receiving said communication set-up request message

return, by means of the transmitter (1810), a response message for requesting a

node identifier of the virtual and temporary second node;

receive, by means of the receiver (1810), said node identifier of the20

virtual and temporary second node from the server,

compare the received node identifier with stored node identifiers; in

response thereto

send, by means of the transmitter (1810), a non-

acknowledgement message to the server when the received node identifier25

does not match a stored node identifier; otherwise

authenticate the virtual and temporary second node when the

received node identifier matches a stored node identifier;

send, by means of the transmitter (1810), an acknowledgement

message to the server; and in response30

receive, by means of the receiver (1810), a second cryptographic

key from the virtual and temporary second node, the second cryptographic

key generated at the virtual and temporary second node based on a bit-by-

bit comparison between a first intermediate data set and a second

intermediate data set by keeping a value of a bit of the second data set if35

the corresponding bit of the first intermediate data set is equal and

ignoring the bit of the second intermediate data set if the compared bits are

unequal,
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the first intermediate data set received at the virtual and

temporary second node from the first node and generated at the first node

in response to processing of a first key generating file sent to the first node

by the server, and

the second intermediate data set generated at the virtual and5

temporary second node in response to processing of a second key

generating file communicated to the virtual and temporary second node by

the server; and

apply the second cryptographic key during a communication

session with the first node, wherein the first node applies a first10

cryptographic key during the communication session, said first and second

cryptographic keys being the same,

the first cryptographic key generated at the first node based

on a bit-by-bit comparison between a third intermediate data set and the

first intermediate data set by keeping a value of a bit of the first15

intermediate data set if the corresponding bit of the third intermediate data

set is set to a first value and ignoring the bit of the first intermediate data

set if the corresponding bit of the third intermediate data set is set to a

second value, and

the third intermediate data set sent to the first node by the20

virtual and temporary second node and generated at the virtual and

temporary second node based on a bit-by-bit comparison between the first

intermediate data set and the second intermediate data set by setting the

first value if the compared bits are equal and setting the second value if the

compared bits are unequal.25


