-1-
MULTICAST ENCRYPTION SCHEME
FOR DATA-OWNERSHIP PLATFORM

Inventors: Elena PASQUALI
Daniele GRAZIOLI

BACKGROUND

[0001] In recent years, as computing technology and telemetry sensors have become
more efficient, less costly, and more ubiquitous, there has been a proliferation of data
generated by such new technology. Similar increases in data volume have been
observed with other types of personal data, from social media to medical records.

As data collected from individuals and their devices may become more personal and
plentiful, such data may also seem to be less private, often being controlled by third
parties who harvest personal data from many individuals to sell and trade this data.
The third parties who control this data are thereby in a position to profit immensely,
often without consideration or compensation for the individuals’ privacy or control
that the individuals relinquish for the sake of this monitoring. Given the control of
third parties over conventional data collection, individuals rarely, if ever, have an
opportunity to choose or consent to other specific third parties’ access to their data.

[0002] In the current field, there are no known technologies capable of automating
data processing for granting and withdrawing consent to access personal data. Some
existing blockchain providers have looked into deploying other types of technical
privacy overlays. For example, Enigma (enigma.co) focuses on the protection of data
sets within the blockchain. As another example, Ocean Protocol is a project that aims
at developing a protocol and network— a tokenized ecosystem—to incentivize
sharing data and services, such as for Al-related applications. However, these existing
systems each have considerable drawbacks. For example, both Enigma and Ocean
Protocol need data repositories with massive storage requirements for certain use
cases—these are not scalable solutions. Additionally, Enigma and Ocean Protocol
must propagate data to their persistence providers before carrying out their
tokenization and access control, creating a potential security vulnerability. Enigma
and Ocean Protocol also both bring their own data access layers into the mix, adding
further complexity over existing communication protocols. A different approach thus
becomes necessary to have a scalable solution, compliant with privacy regulations, to

restore control to individuals.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0003] The accompanying drawings are incorporated herein and form a part of the
specification.
[0004] FIG. 1 depicts a street-level view of a given use case of various edge devices

in a smart city, according to some embodiments.

[0005] FIG. 2 depicts an interface showing an overview of a given use case of various
edge devices in a smart city, according to some embodiments.

[0006] FIG. 3 depicts an example subscriber view of a particular data stream, in
context of the overview of FIG. 2, according to some embodiments.

[0007] FIG. 4 depicts an example subscriber view of detailed information about a
publisher of the particular data stream of FIG. 3, according to some embodiments.

[0008] FIG. 5 depicts an example publisher view of subscribers for a particular data
stream, according to some embodiments.

[0009] FIG. 6 depicts an example scrolled publisher view of subscribers for a
particular data stream, according to some embodiments.

[0010] FIG. 7 depicts an example publisher action revoking access of a selected
subscriber for the particular data stream, according to some embodiments.

[0011] FIG. 8 depicts an example result of the publisher action of FIG. 7, having
revoked access of the selected subscriber for the particular data stream, according
to some embodiments.

[0012] FIG. 9 depicts an example user account of a given publisher, according to
some embodiments.

[0013] FIG. 10 depicts an example mobile user interface for a publisher, according
to some embodiments.

[0014] FIG. 11 depicts an example mobile user interface for a publisher to decide
whether to grant or refuse access to a requesting subscriber, according to some
embodiments.

[0015] FIG. 12 depicts an example publisher action granting access of the requesting
subscriber via the mobile user interface of FIG. 11, according to some embodiments.

[0016] FIG. 13 depicts an example result of the publisher action of FIG. 12, having
granted access to the requesting subscriber, according to some embodiments.

[0017] FIG. 14 depicts a relationship between a data owner (publisher) and

prospective data consumers, according to some embodiments.
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[0018] FIG. 15 depicts an initial connection between a third-party broker and edge
devices, which may correspond to one or more publishers, according to some
embodiments.

[0019] FIG. 16 depicts data stream access provided to a number of subscribers,
according to some embodiments.

[0020] FIG. 17 depicts an embodiment in which data access to a given data stream
may be revoked for a particular subscriber, according to some embodiments.

[0021] FIG. 18 depicts an example implementation with a vehicular telematics box,
according to some embodiments.

[0022] FIG. 19 depicts an example implementation with at least one utility service
provider, according to some embodiments.

[0023] FIG. 20 depicts a business-to-business (B2B) example implementation with at
least one utility service provider, according to some embodiments.

[0024] FIG. 21 depicts an example implementation with at least one smart city,
according to some embodiments.

[0025] FIG. 22 depicts an example diagram of technology used to implement an
overlay network, according to some embodiments.

[0026] FIG. 23 depicts an example console of a data-stream publisher, according to
some embodiments.

[0027] FIG. 24 depicts an example that shows encrypted data sent by the publisher to
the broker. Data may be encrypted prior to being sent to the broker, according to some
embodiments.

[0028] FIG. 25 depicts an example log of a proxy server, according to some
embodiments.

[0029] FIG. 26 depicts an example log of an Ethereum node that may be used to
execute a smart contract associated with a referenced data stream, according to some
embodiments.

[0030] FIG. 27 depicts an example console executing the program implementing a
subscriber, according to some embodiments.

[0031] FIG. 28 depicts an example Ethereum console with two externally owned
accounts (EOAs), according to some embodiments.

[0032] FIG. 29 depicts an example Ethereum console showing an address of the

smart contract associated with the data stream, according to some embodiments.
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[0033] FIG. 30 depicts an example screenshot of a publisher front-end, according to
some embodiments.

[0034] FIG. 31 depicts an example screenshot of a subscriber front-end, according to
some embodiments.

[0035] FIG. 32 depicts an example front-end interface for a publisher with a
subscriber listed, according to some embodiments.

[0036] FIG. 33 depicts an example screenshot showing a corresponding subscriber
status in the subscriber’s front-end, according to some embodiments.

[0037] FIG. 34 depicts output of an example console executing an implementation of
provider for the subscriber, according to some embodiments.

[0038] FIG. 35 depicts a process flow diagram of a system implementing a protocol
for implementing DOP as an overlay network using capable edge devices, according
to some embodiments.

[0039] FIG. 36 depicts a process flow diagram of a system implementing a protocol
for implementing DOP as an overlay network using constrained edge devices,

according to some embodiments.

[0040] FIGS. 37A-D depict example use cases of a DOP system, according to some
embodiments.
[0041] FIGS. 38A-H depict example key-revocation use cases of a DOP system,

according to some embodiments.

[0042] FIGS. 39A-E depict example key-revocation use cases of a DOP system,
according to some embodiments.

[0043] FIG. 40 is a flowchart illustrating a process implementing some of the
enhanced techniques described herein, according to some embodiments.

[0044] FIG. 41 is a block diagram of an example computer system useful for
implementing various embodiments.

[0045] In the drawings, like reference numbers generally indicate identical or similar
elements. Additionally, generally, the left-most digit(s) of a reference number

identifies the drawing in which the reference number first appears.
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DETAILED DESCRIPTION

[0046] Provided herein are system, apparatus, device, method and/or computer-
program product (non-transitory computer-readable storage medium or device)
embodiments, and/or combinations and sub-combinations thereof, for implementing
multicast encryption for a data-ownership platform.

[0047] According to the enhanced techniques disclosed herein, aspects of the present
disclosure includes one or more apparatus or systems to control access to data streams
and data points in a given data stream, without requiring direct interaction between a
subscriber and a publisher (the originator of the data stream), nor with an optional
broker or network infrastructure transporting the data.

[0048] As one example, a vehicle owner or driver may decide who are the subscribers
that have access to any data points that may be generated by a telematics box on-
board the vehicle, without reconfiguring, changing the status of, or otherwise even
communicating with the telematics box, in an embodiment. For instance, the owner or
driver of the vehicle may revoke access to one or more of the previously granted
subscribers without changing the status, reconfiguring, or communicating with the
telematics box. Also, any grant operations and/or revoke operations may not require
any change in status, reconfiguration, or communication with the broker or network
infrastructure that may be transporting the data points and delivering them to the
granted subscribers.

[0049] FIG. 1 depicts a street-level view of a given use case of various edge devices
in a smart city, according to some embodiments. For example, an edge device may be
an Internet-of-Things (IoT) device, including but not limited to, a physical
microcontroller, computer system, energy meter, vehicular telematics box,
environmental sensor, etc., that may further include various ways of connecting to
other devices, including via Internet protocol (IP) routing, mesh networking, overlay
networking, any equivalents, or any combination thereof. Hardware to implement
such connections may include wired or wireless networking via standard protocols or
custom (non-standard) protocols, any equivalents, or a combination thereof.

[0050] An edge device may include at least one sensor that may be used to collect
specific data points. For example, an edge device may include an environmental

sensor, a biotelemetry monitor, a geolocation device, a position-tracking device, an
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inventory-accounting device, a traffic-counter device, a flow-measurement device,
any equivalents, or a combination thereof. Edge devices and/or data points may
include unique identifiers, types of the data points, edge devices, other connected
devices, etc., other related metadata, any equivalents, or a combination thereof.

[0051] The combination of edge devices and sensors shown in FIG. 1 may serve to
illustrate a non-limiting example of data that may be collected in a smart city
infrastructure, described more broadly with respect to FIG. 21, for example. A smart
city may be implemented at any scale, larger or smaller than shown here, as a result of
implementing the enhanced technology and techniques described herein.

[0052] FIG. 2 depicts an interface 200 showing an overview of a given use case of
various edge devices in a smart city, according to some embodiments. In this non-
limiting example, a map 204 may be loaded in a web application or native application,
e.g., for general-purpose computers (PC, kiosk, etc.), mobile devices (e.g., tablet,
smartphone, etc.), overlaid with indications of edge devices (publishers or publisher
devices) available in a given location, corresponding to specific locations on the map
204. Selectable objects, buttons, or other interface handles may be provided for a user
to select a given publisher or publisher device, in order to view, manage, or subscribe
to the selected publisher’s or publisher device’s data stream(s) for publication.

[0053] Additionally, or alternatively, other interface objects may be provided, e.g., in
a designated area or bar 202. A current user profile 222 may be indicated in a separate
or adjacent area, which may indicate a token balance and/or other identifying symbol
(e.g., photograph, avatar, etc.) for quick reference of the present user account logged
in with interface 200. As shown in the non-limiting example of the designated area or
bar 202 for other interface objects, there may be included a prompt for searching (e.g.,
by keywords or other identifiers) to filter available publishers, publisher devices, or
data streams, etc.

[0054] Other objects, e.g., buttons 212-216, may be provided with predetermined
search queries or other identifier criteria, e.g., to filter publishers, publisher devices,
or data streams, based on a current user’s subscriptions, publications, or all available
points on the given map 204 view. Additionally, some buttons, e.g., buttons 214 and
216, may be configured to allow other indications, such as badges 214a and 216a, or
equivalent indicia, to display a current quantity of subscribed and/or published data

streams, according to some embodiments. View buttons 218 may be used to toggle
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views, including map views, list views, map-overlay views, any equivalents, or any
combination thereof, according to some non-limiting examples.

[0055] FIG. 3 depicts an example subscriber view of a particular data stream, in
context of the overview of FIG. 2, according to some embodiments. As shown by the
hand-shaped pointer object in FIG. 2 (which may alternatively represent a direct tap
on a touch screen or touch pad, for example), a particulate matter sensor is being
selected by a given user. Upon selecting a particular data stream from the map, further
information may be provided, with additional options, e.g., for more detailed views
and insights into the available information.

[0056] FIG. 4 depicts an example subscriber view of detailed information about a
publisher of the particular data stream of FIG. 3, according to some embodiments.
For example, when a subscriber selects a more detailed view, e.g., from a prompt
as shown in FIG. 3, another screen of more detailed information may be displayed.

In some embodiments, if a subscriber has not yet subscribed to the selected stream,

a prompt may be displayed for allowing the subscriber to subscribe to the stream.

In further embodiments, a subscriber’s request to subscribe to a selected data stream,
e.g., via a displayed prompt, may trigger a notification to a publisher corresponding to
the selected data stream, in order for the publisher to grant access to the requesting
subscriber. Examples of a publisher interface to handle subscriber requests are shown
in FIGS. 10-13 further below.

[0057] FIG. 5 depicts an example publisher view of subscribers for a particular data
stream, according to some embodiments. As shown for a given publisher (logged in),
FIG. 5 thus shows an example view of a management console for a given data stream,
including status of subscribers and subscriptions, as well as present access rights for
each subscriber and interface objects to toggle subscription access (grant/revoke).

[0058] FIG. 6 depicts an example scrolled publisher view of subscribers for a
particular data stream, according to some embodiments. In this view, further
information from the example of FIG. 5 may be shown in a given view. In this case,
following the non-limiting example of FIG. 5, all ten present subscribers are now
shown in the scrolled view of FIG. 6.

[0059] FIG. 7 depicts an example publisher action revoking access of a selected
subscriber for the particular data stream, according to some embodiments. In this non-
limiting example, the logged in publishing user wishes to revoke access to a particular

subscriber (“Car Maintenance R”) of the selected data stream. Thus, as shown by the
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hand-shaped pointer object in FIG. 7 (which may alternatively represent a direct tap
on a touch screen or touch pad, for example), the publishing user may press a button
on a graphical user interface (or equivalent) to revoke access to the selected data
stream for the particular subscriber.

[0060] FIG. 8 depicts an example result of the publisher action of FIG. 7, having
revoked access of the selected subscriber for the particular data stream, according to
some embodiments. As shown, the only subscriber whose status has changed was the
particular subscriber whom the publishing user sought to revoke. The other
subscribers’ access rights are left intact, per granular access controls. In some
embodiments, other user interface objects may allow selection or deselection of
multiple subscribers or all subscribers, for further ease of management.

[0061] FIG. 9 depicts an example user account of a given publisher, according to
some embodiments. Depending on configuration of accounts and/or infrastructure,
various fields may be displayed or hidden. A total count of subscribers may be shown,
as well as subscribers for whom access is granted or not granted. The subscriber count
may be per data stream (publishing device) or per publisher (publishing user) account,
according to some example embodiments. Other access management may be
provided, e.g., for username-password authentication, multi-factor authentication,
other identification, etc. Token balance, e.g., for sending and/or receiving payment
for data access, may also be stored and displayed. Tokens may, in some embodiments,
correspond to cryptocurrency value and/or may be readily exchanged for other
currency, goods, services, data, etc.

[0062] FIG. 10 depicts an example mobile user interface for a publisher, according to
some embodiments. Similarly to interfaces shown in FIGS. 2 and 3 above, a map may
be displayed, as well as overlays indicating selected publishers, publisher devices,
data streams, etc. A notification, e.g., banner notification, may be displayed with a
publisher account logged in, indicating that a subscriber has requested access to a data
stream indicated, e.g., on the displayed map.

[0063] FIG. 11 depicts an example mobile user interface for a publisher to decide
whether to grant or refuse access to a requesting subscriber, according to some
embodiments. The screen of FIG. 11 may be shown, e.g., in response to selecting or
otherwise activating an action tied to the notification of FIG. 10, for example. In other

example use cases the screen of FIG. 11 may be displayed in response to selecting a
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subscriber or request from a screen similar to that of FIGS. 8 or 9 (adapted for any
given display device), according to some embodiments.

[0064] FIG. 12 depicts an example publisher action granting access of the requesting
subscriber via the mobile user interface of FIG. 11, according to some embodiments.
The circle shown within the box of the “grant” button of FIG. 12 indicates a touch
event on a touch screen, in this example embodiment. However, any other pointer or
selection gesture, equivalent, or any combination thereof, etc., may be used to trigger
acceptance of an option to grant access to a given data stream for a given subscriber
request. Additionally, or alternatively, consistent with other user-interface examples
described herein, a voice interface or haptic interface may be used for input/output.

[0065] FIG. 13 depicts an example result of the publisher action of FIG. 12, having
granted access to the requesting subscriber, according to some embodiments. In this
case, a confirmation screen indicates that access has been granted to the requesting
subscriber, per the action of FIG. 12. An interface object with an option to revoke
access is also provided, in this non-limiting example embodiment. Generally, as
described further below, access may be granted or revoked arbitrarily at any time
by a publishing user who owns the data streams published by the publishing user’s

publisher devices.

Broker based architecture for data sharing

[0066] In the field of data sharing, data providers (publishers) may adopt an open,
broker-centric architecture to provide multiple applications and subscribers with near
instant access to the same data stream. Additionally or alternatively, some
embodiments may also include a multicast-oriented approach.

[0067] A data broker may be third party software that may be hosted using private
infrastructure, e.g., on premises, or hosted by at least one third party, e.g., via public
cloud services. Brokers may be based on open source communication protocols, such
as Message Queue Telemetry Transport (MQTT), Advanced Message Queuing
Protocol (AMQP), or Apache Kafka, to name a few non-limiting examples.

[0068] In an embodiment, at least one feeder may send or publish at least one data
stream to any type of broker or multicast group, for example. The broker may then
broadcast the same data stream to all applications that are subscribers of a particular

data stream.
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[0069] A third-party broker-centric or multicast-oriented architecture may provide
several benefits. One example is the capability to use the same data stream for
different business objectives, by sharing the data stream between different subscribers
and different applications. Another example benefit is independence between such
different applications and the enhanced technology described in the present
disclosure, as data may be accessed via standard, open-source protocols and
interfaces, in some embodiments.

[0070] Many commercial Internet-of-Things (IoT) platforms adopt a broker-centric
approach. For example, Amazon Web Services (AWS) IoT or Microsoft Azure IoT,
among others, have implemented broker-centric messaging services for use with IoT
applications. The adoption of blockchain has also led to emergence of a new category
of platforms, e.g., a data stream marketplace, where data streams may be shared with
and/or sold to any number of subscribers.

[0071] The possibility of sharing real time data streams via marketplaces, as well as
via traditional brokering platforms, such as from Google, Microsoft, or Amazon,
among others, brings the question of protecting data ownership to the forefront.

Aspects of the present disclosure address this issue, as described further herein.

Data-Ownership Platform (DOP)

[0072] The possibility to use data-stream marketplaces to sell data further highlights
an issue that has always existed with traditional data broadcasting platforms. For
example, how may data owners control third-party access to their data once they have
sent it to a data broker? The enhanced technology disclosed herein allows publishers
to have control over which subscribers can access their data streams as new data are
published.

[0073] Using the enhanced techniques disclosed herein, a solution may include a data
privacy governance layer. In some embodiments, such a governance layer may be
enabled by smart contracts or similar decentralized applications in a blockchain space,
for example. Additionally, or alternatively, traditional database management may be
used, in lieu of smart contracts, blockchain, decentralized applications, or distributed
ledger technology (DLT), to account for relationships between a publisher and any
subscriber(s), for example. With blockchain-based decentralized applications, smart
contracts, or any combination thereof, with or without any particular third-party

broker, a DOP may be a zero-trust or trustless infrastructure, not requiring that any
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publisher trust any given party, such as a given broker, platform vendor, certificate
authority, etc. A zero-trust model may further enhance security of cryptographic keys.

[0074] As shown in FIG. 14, a relationship may be established between a data owner
1402 (publisher) and prospective data consumers 1404 (subscribers) by entering into
one or more smart contracts 1408. The data stream flowing through the broker may be
tokenized, and the data owner may then decide token size and value. This may be in
cryptocurrency or other virtual currency or fiat currency, other goods and/or services,
or a combination thereof, for example.

[0075] FIG. 15 shows an initial connection between a third-party broker 1510 and
edge devices 1514a-n, which may correspond to one or more publishers, according to
some embodiments. The third-party broker 1510 may be one of any number of third-
party brokers, for example. In some embodiments, third-party broker 1510 may be
optional, in a more decentralized architecture or ecosystem, according to some
embodiments. As shown in FIG. 15, data consumers 1504 (subscribers) have not yet
connected to any data streams of edge devices 1514a-n. Subscribers may request
access to a given publisher, such as per examples shown in FIGS. 3,4, and 11, e.g.,
via third-party broker 1510 or another decentralized architecture or ecosystem..

[0076] As shown in FIG. 16, data stream access may be provided to any number of
subscribers. For example, when a smart contract has been subscribed, the data owner
may grant data access to one or more data consumers. In some embodiments, access
to data may be granted conditionally, for example, in exchange for tokens (e.g.,
cryptocurrency tokens on a blockchain), or other goods or services of quantifiable
value.

[0077] FIG. 17 shows an embodiment in which data access to a given data stream
may be revoked for a particular subscriber. As shown in FIG. 16 above, one of data
consumers 1604 is not paying tokens for the received data. Hence, the data owner
1602 may choose to revoke data access to this subscriber. Any provider (publisher)
may revoke data access for any given data stream to any data consumer (subscriber),
at any time, for any reason. In an example, this may occur when a smart contract has
not been honored, or when data has otherwise been misused, such as in violation of
any other agreement.

[0078] Processes of granting or revoking access to data streams may be independent
from both the technical data origin and any data presentation layer, e.g., a third-party

broker, in some embodiments. Such a technical data origin is shown as a feeder 1412,
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1512, 1612, and 1712, in the example embodiments of FIGS. 14-17, respectively, but
a technical data origin may also include direct connections to edge devices1414a-n,
1514a-n, 1614a-n, and 1714a-n, edge devices 1414a-n, 1514a-n, 1614a-n, and 1714a-
n, themselves, and/or any sensor or telemetry device on-board any of the edge
devices1414a-n, 1514a-n, 1614a-n, and 1714a-n, for example.

[0079] In today’s connected world, the enhanced technology of the present disclosure
may be used in innumerable scenarios, across all industry sectors, personal mobile
devices, wearable devices, homes and vehicles, as well as in smart cities, to provide a
few non-limiting examples.

[0080] As demonstrated in FIG. 18, a driver or owner of a vehicle may be free to
choose and change her insurer, additionally choosing whether to share her data from
an on-board vehicular telematics box (for example, real time car speed, acceleration,
position, fuel efficiency, pollution levels, etc.) with other subscribers, for example,
her employer, city authorities, road maintenance companies. In this manner, such data
sharing may be carried out in full compliance with the General Data Protection
Regulation (GDPR) of the European Union and European Economic Area, and other
similar regulations intended to protect privacy of individuals, for example.

[0081] As demonstrated in FIG. 19, the DOP, using the enhanced technology
described herein, may disrupt traditional business models that link a data source—
for example, an energy meter—to a single application and subscriber—for example,
a utility service provider. An example includes decoupling meters from and utility
service providers, allowing utility consumers (as data publishers) more control of the
choice and change of utility service providers (as data subscribers). Additionally, or
alternatively, data publishers may have options to monetize their data and/or choose
which subscribers will be able to access their data, in some embodiments.

[0082] As shown in FIG. 20, the enhanced technology as described in the present
disclosure may also find applications in B2B scenarios. For example, renewables is a
sector that may involve many subscribers, from insurance providers to government
authorities. These subscribers may require the same data, but for different objectives,
ranging from accounting to smart grid management and/or environmental or safety
regulations.

[0083] Traditionally, each subscriber may install his own meters and sensors, which,
in turn, may send data to his own vertical application. By contrast, a broker-centric

architecture, such as that disclosed herein, where data owners may share data streams
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with all subscribers in exchange for services or cash, may realize significant
improvements in cost, efficiency, and convenience for all parties involved. Thus, as
demonstrated in FIG. 20, by monetizing data streams and governing their access, the
enhanced technology of the present disclosure, including DOP, may be leveraged to
allow institutions, companies, and individuals to have control over the data they
generate, and to be fairly compensated on an open market for such data.

[0084] As shown in FIG. 21, in an example, a smart city platform brings together
various potential business scenarios in an open, decentralized infrastructure. A city
may fund the development of a smart city portal, where citizens, companies, and
institutions will be able to publish and monetize data streams generate by their
devices, while maintaining complete control over data access, as a result of the DOP.

[0085] By allowing device data streams to be tokenized and shared with subscribers
in a controlled way, a business cycle may be initiated by feeders, e.g., 1412, 1512,
1612, and 1712, in the example embodiments shown in FIGS. 14-17, respectively.

[0086] However, the feeders may be independent from DOP. In other words, feeders
may be applied to data streams generated by any technology. Additionally, feeders
may be independent from the platform transporting the data. In other words, feeders
may be used with any data broker as well as with any data streams marketplace. For
these reasons, the present disclosure may provide a universal privacy technology
overlay, compliant with data privacy regulations such as the GDPR, including
allowing a party controlling any data-stream sharing platform or broker “to
demonstrate that [a] data subject has consented to processing of his or her personal
data,” as well as that “[t]he data subject shall have the right to withdraw his or her
consent at any time” and that, for any given data subject (publisher), it is “as easy to
withdraw as to give consent,” all as presently required by the GDPR.

[0087] The enhanced technology of the present disclosure, while compatible with
existing database-oriented solutions, may additionally or alternatively leverage
blockchain-based smart-contract technology to deploy a data access governance layer
that may be used to regulate data streams sharing for institutions, companies and

individuals, according to some embodiments.
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Advantages over related technology

[0088] Compared with other relevant technologies in the blockchain space, the
enhanced technology of the present disclosure provides, among other benefits, several
differentiating, technological factors:

[0089] The enhanced technology of the present disclosure may control access to data
streams, not data sets. This eliminates a need for platform storage and data
repositories, which is a substantial requirement for both Enigma and Ocean Protocol,
making the enhanced technology of the present disclosure a more agile and scalable
technology. Reducing or eliminating the storage requirements may further improve
performance by reducing memory overhead for managing storage and may reduce or
eliminate costs of renting or operating storage infrastructure.

[0090] The enhanced technology of the present disclosure tokenizes data streams as
they flow from their technical source, whereas both Enigma and Ocean Protocol must
propagate data to their persistence providers prior to tokenization and access control,
creating a potential security vulnerability.

[0091] The enhanced technology of the present disclosure controls access to data
streams independently from the data transport layer, whereas both Enigma and Ocean
Protocol instead provide their own data access layer. Adding custom-made, unique
layers of abstraction in this way may pose risks for security and data loss, whereas
controlling access to data streams independently from the data transport layer may
instead provide a more robust system with fewer vulnerabilities and a smaller
attack surface.

[0092] Within the scope of the present disclosure, there is no specific requirement for
any centralized or shared resources or components that may have any responsibility to
calculate any group key. Instead, in some embodiments, cryptographic keys may be
calculated or produced by senders, e.g., publisher devices as technical origins of data
streams. There may be several benefits to this approach. For one, senders may avoid
also being receivers, which may especially enhance security and performance for [oT
scenarios, for example. If senders would also need to be receivers (agents waiting for
incoming traffic), then it may not be possible to adopt a strong push-only (data diode)
paradigm from edge to cloud. Thus, in contrast to certain existing methods, such as
that presented in U.S. Patent No. 5,748,736 (“System and Method for Secure Group

Communications via Multicast or Broadcast,” issued May 5, 1998), the enhanced
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technology of the present disclosure may allow implementation of multicast
encryption even in the presence of data diodes at the edge.

[0093] Additionally, sending a multicast transmission containing a new key encrypted
using an old key to the current multicast group and telling them to now use the new
key may imply a high quality of service of the channel used to broadcast the new key.
In this scenario, one or more members of the multicast group may not receive the
message containing the new key, which may thus be problematic.

[0094] Droplet (referring to Shafagh et al., “Droplet: Decentralized Authorization for
IoT Data Streams,” arXiv:1806.02057v1 (June 6, 2018)) describes a different
approach from Enigma or Ocean Protocol, where “a decentralized data access control
service” may “operate[] without intermediate trust entities.” However, this approach
as described in its 2018 paper also relies on online storage of data generated by
publishers, even though Droplet may be storage-type agnostic (e.g., P2P storage,
on-premises storage, cloud-based storage, etc.). Droplet’s data model includes
continuous streams of time-series data stored in chunks over defined intervals (e.g.,
“Droplet” at page 8), but thereby requires potentially large provisioning of storage.

[0095] By contrast, unlike any of the above approaches of Enigma, Ocean Protocol,
or Droplet, the enhanced technology of the present disclosure has no specific
requirement for any particular quality of service (QoS), which may otherwise be
needed to keep costs manageable in in large IoT deployment using previous
technology. In some cases, where reliability is sufficiently needed such that loss of
any message would be a critical failure, requiring such QoS may render conventional
IoT systems unusable, whereas the enhanced technology of the present disclosure
does not have such requirements or limitations. Compared with Droplet, Enigma, and
Ocean Protocol, the enhanced technology disclosed herein may instead reduce or
eliminate storage requirements, significantly reducing overhead of provisioning and
managing data storage for encrypted payloads, which the previous systems rely on.

[0096] Additionally, as demonstrated in the example diagram of FIG. 22, the
enhanced technology of the present disclosure may be used to implement an overlay
network, which may in turn allow use of several different underlying transport
protocols by encapsulating DOP-specific packets into packets of any underlying
transport protocol.

[0097] Generally, any overlay network may require edge components devoted to

encapsulation and de-encapsulation of the packets traversing the overlay. A third
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component may be required to establish a strong relationship amongst the subscribers
that produce information and the subscribers that consume information. This third
component may be responsible for ownership management and for information
tokenization.

The overlay network of the present disclosure may fit very well with various
different networking topologies. Thus, the overlay network may be used with a focus
on broker-centric topologies, though the overlay network is not limited only to that
use case. As broker-centric topologies may be better suited for the data-sharing
economy, broker-centric topologies may provide a strong definition of publisher
(producer/seller) and subscriber (consumer/buyer) but may be deployed over any
multicast-oriented network.

One aspect of the present disclosure is horizontal scalability. The architecture
disclosed herein may achieve horizontal scalability by decentralization and
distribution. An implementation of the component responsible for the mediation
between the publishers and the subscribers may, in some embodiments, be based on
smart contracts, e.g., via Ethereum or Hyperledger blockchains, to name a few non-
limiting examples, while the workload devoted to packet encapsulation and de-
encapsulation is distributed over publishers and subscribers. Thus, a linear
relationship may be achieved between workload and system capacity. The
encapsulation workload may not necessarily depend on the number of subscribers.
Blockchain technology may allow for decentralization—in other words, blockchain
technology may provide a technical means to control ownership without delegating
such control to any third party.

As the enhanced technology of the present disclosure may be implemented as
an overlay network, it may be deployed on top of several different available protocols.
The ability of using a proven, mainstream protocol may thus allow deployment of any
DOP or related overlay network that may be needed in the field.

To date, selection of a specific protocol may be driven by the following
factors: scalability, language binding availability, availability and message routing
capabilities. The following protocols/implementations might expose a good fit:
MQTT, NATS, Kafka, DSS, Solace, etc. Some of them, like MQTT, may be
becoming outdated, while others, such as Kafka and NATS, may offer further

opportunity to build wide ecosystems for data stream sharing.
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[0102] Message-routing capabilities may be considered when selecting a broker-
oriented infrastructure for data stream marketplaces, for example. Flexibility with
which messages can be routed from publishers to subscribers may especially be taken
into account, along with evaluation of other related topics such as temporal order and
various level of filtering.

[0103] There may also be some broker-oriented infrastructures that honor
requirements for some data marketplaces, which may create a need for ways
to establish strong relationships between blockchain nodes (e.g., Ethereum,
Hyperledger, and/or other distributed-ledger platforms, etc.) and the nodes
implementing a cluster, no matter the size, implementing the broker-centric
infrastructure. A consideration of decentralization may be avoiding any centralized
“zookeeper” component. Even a centralized component such as this may be re-
implemented using a decentralized ledger. However, a proof-of-stake model may
imply some level of centralization, and such level may also fit with a data stream
marketplace, according to some embodiments.

[0104] While not limiting as any minimum or maximum requirement, the present
disclosure provides at least the following components of an example DOP
deployment, according to some embodiments:

e One or more publishers: publishers may be data owners who own edge devices
(and items attached thereto) originating the data stream payloads.

e Broker: publishers may send their data streams to at least one broker. A broker
may be a standard third-party software component, for example.

e One or more subscribers: subscribers are parties interested in accessing the
data streams. Subscribers subscribe to a data stream via the broker.

e The blockchain platform: subscribers may only access the data streams
traversing the broker by subscribing to a smart contract implemented by the
blockchain platform, according to some embodiments. Once an individual
subscriber has subscribed to a smart contract, the publisher may receive a
notification and decides whether to grant the subscriber access a data stream.
The blockchain platform may be at least part of a third-party software
component, for example. The blockchain platform may refer to both
publishers and subscribers as externally owned accounts, and any

corresponding blockchain may be permissionless and/or decentralized.
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[0105] FIG. 23 shows an example console of a data-stream publisher. The publisher
sends data streams to the third-party broker. Data sent to the third-party broker may
be encrypted, and may be visible as decrypted data only by those broker’s subscribers
who have been granted data access by the publisher. The records shown in FIG. 23
may be decrypted so that they may only be visible to a subscriber who has been
granted data stream access by the publisher. The data records may be synthetic. They
may contain a variable timestamp and a fixed string, in some embodiments.

[0106] The publisher’s presentation provider may communicate with a third-party
broker and a blockchain platform implementing the smart contract associated with the
data stream through a proxy server

[0107] A third-party broker may use NATS for messaging, although the disclosure is
not limited to NATS. Any other equivalent technology may be used, as described
elsewhere herein and as may eventually replace NATS and similar solutions in the
future. Ethereum or another platform may be used as a blockchain platform, e.g.,
supporting smart contracts and decentralized applications, for example, but any other
blockchain platform supporting similar features may be used (e.g., Hyperledger), or a
non-blockchain solution (e.g., database) may be used, in some embodiments.

[0108] FIG. 24 shows encrypted data sent by the publisher to the broker. Data may be
encrypted prior to being sent to the broker. The publisher’s presentation provider may
communicate with the blockchain platform through a proxy server.

[0109] FIG. 25 shows an example log of a proxy server. A proxy server of one
example may enable the interaction between the publisher and the blockchain
platform executing the smart contracts associated to data streams.

[0110] FIG. 26 shows an example log of an Ethereum node that may be used to
execute a smart contract associated with a referenced data stream, according to some
embodiments.

[0111] FIG. 27 shows an example console executing the program implementing a
subscriber. The subscriber may communicate with a back-end service, e.g., via a
presentation provider or other interface. In order to access the data stream, it may be
necessary for the subscriber to complete several separate actions, such as subscribing
to a specific data stream traversing the broker or subscribing to the smart contract
associated with the data stream.

[0112] In an embodiment, the subscriber may subscribe to the broker but not to the

smart contract. The subscriber may access new data packets from the stream, which
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may still be encrypted and therefore are unreadable to the subscriber who thus does
not have access to the latest keys.

[0113] Another embodiment of the disclosure may include at least the following
elements: a smart contract executed by one or more blockchain nodes, as shown in
FIG. 26, or a proxy server enabling the interaction between the publisher and the
blockchain platform, as in FIGS. 35 and/or 36.

[0114] Externally owned accounts (EOAs) may be created (for example, one
publisher and several subscribers) within the Ethereum platform, together with one
smart contract that tokenizes one data stream, according to an embodiment.

[0115] FIG. 28 shows an example Ethereum console with two EOAs. In this
embodiment, the EOA ‘ele’ is the publisher owning the data stream and the EOA
‘graz’ is the subscriber looking to access the data stream, for example.

[0116] In FIG. 29, an example Ethereum console shows the address of the smart
contract associated with the data stream. These addresses may be used in the
prototype front end (user interfaces) for data stream access control.

[0117] FIG. 30 shows an example front-end for a publisher management interface.
The interface of FIG. 30 may be a web-based front-end, for example. This interface
may allow the publisher to maintain visibility over any or all subscribers (which may
be represented as EOAs), for example, and may also start a billing cycle, according to
some embodiments. In an embodiment, this operation may be executed automatically
by the back-end. There are no subscribers yet, as shown in FIG. 30.

[0118] FIG. 31 shows an example screenshot of a subscriber front-end management
interface, which may allow the subscriber to request access or subscribe to a data
stream, relinquish access or unsubscribe to the data stream, or deposit tokens if the
data stream access has a cost associated with it, according to some example
embodiments. This interface of FIG. 31 may be a web-based front-end, for example.

[0119] FIG. 32 shows an example of having added a subscriber. The interface may
also be used by a publisher to grant and revoke data stream access to any given
subscriber, at any time, for any reason. Here, the publisher EOA corresponds to the
“ele” address and the product address corresponds to “dop.address,” as discussed
previously. As shown in FIG. 30 above, there were no subscribers. In FIG. 32, the
publisher front-end screenshot shows a subscriber that has been granted data stream

access and has a positive credit balance (e.g., 5,000,000 tokens).
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[0120] In FIG. 33, an example screenshot shows a corresponding subscriber status in
the subscriber’s front-end by way of the fields Subscription, Granted, and Credit, to
name a few non-limiting examples.

[0121] FIG. 34 shows output of an example console executing an implementation of a
presentation provider for the subscriber, now with access to the publisher’s payloads.
In the example, the publisher has now granted data stream access to this subscriber,
and information in the data stream may now be decrypted going forward. According
to some embodiments, the information shown may now be displayed in the same way

as shown by the publisher, as described previously, e.g., as in FIG. 23.

Protocol Employing End-to-End Multicast Encryption

[0122] FIG. 35 shows a process flow diagram of a system implementing a protocol
for implementing DOP as an overlay network using capable edge devices, e.g., in
which edge devices include hardware and software capable of generating
cryptographic keys. In an embodiment, at 3570, edge device 3510, at a given
frequency (e.g., after a predetermined time and certain intervals), may calculate a new
key. Next, the new key may be sent 3512 to proxy 3520.

[0123] Proxy 3520 may then forward or store 3522 the new key to the blockchain
platform, using a smart-contract 3530 interface, according to some embodiments.
Additionally, or alternatively, a packet containing the request for a new key may also
contain an integer representing the number of bytes that have been encrypted up to
that point. This integer may be stored in a smart contract or other storage means, and
may allow for data-volume-based rating models, for example.

[0124] Edge device 3510 may, at 3572, repeat requesting if the new key has been
stored and if it is ready to be used. In an example embodiment, in which edge device
3510 may be implemented as a data diode (no incoming data-stream payload traffic,
only emitting data), such repetition of requests may improve reliability of systems as a
whole, in the absence of other synchronous communication between nodes. In some
embodiments, at 3572, edge device 3510 may request whether a cryptographic key is
ready for use (e.g., using KEY READY request 3514), such as directly checking a
smart contract 3530 or via proxy 3520, to check or otherwise query a status of smart
contract 3530.Additionally, or alternatively, a database that supports queries for key

status may be used instead of or alongside smart contract 3530.
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[0125] Once the new key has been stored and may be ready to be used, edge device
3510 receives a KEY READY message 3516 from proxy 3520. When edge device
3510 knows that the new key is ready, edge device 3510 may send an out-of-band
message to broker 3550 indicating “be ready, a new key is going to be used shortly,”
according to some embodiments. An example use case may allow, by way of the
KEY READY message, for workloads caused by multiple subscribers to be spread
out by a factor of time T, where T may be an amount of time to elapse between
announcement of the KEY READY message and actual use of the new key. As a
result, this out-of-band message (KEY READY) may facilitate horizontal scalability
and may increase quality of service. Moreover, in an embodiment, where
cryptographic keys and/or KEY READY announcements are sent separately from the
channel or packets containing the encrypted payload, then keys may be delivered to
subscribers successfully even when the payload channel has low quality of service,
for example. However, such a message as at 3574, or even a broker 3550, may not be
necessary in all use cases—without the announcement, subscribers that have access to
the new keys may acquire each new key at or near predetermined time intervals (e.g.,
set by a configurable frequency) for periodic management of cryptographic keys.

[0126] At 3562, subscriber 3560 may ask proxy 3540 for the new key (GET KEY
request 3542), which may be stored but not in use yet, e.g., by checking smart
contract 3530 (GET KEY request 3532). The new key may be given to subscriber
3560 if subscriber 3560, based on smart contract status, is 1) granted and 2) has
enough credit, according to some embodiments. However, such functionality may, in
other embodiments, be implemented using database solutions not necessarily tied to
blockchain or smart-contract implementations.

[0127] Based on a given configuration, at 3576, the payload may, for a duration of
time, be sent 3526 by edge device 3510 to broker 3550 and may be encrypted using
the previous key 3552, for example.

[0128] After a duration of time (e.g., set by a configurable frequency), at 3578, the
payload may then be sent 3528 by edge device 3510 to broker 3550 encrypted using
the new key 3554. In this scenario, if a subscriber had no access to the new key, the
subscriber would lose visibility of the payloads that would have been encrypted using
the new key, allowing periodic management of cryptographic keys.

[0129] In another embodiment, edge device 3510, at a given frequency, may calculate

two new keys: a first key (Key A) to encrypt payloads, and a second key (Key B) to
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encrypt Key A. Next, the new first key (Key A) may itself be encrypted using Key B,
after which the encrypted Key A may be sent 3512 to proxy 3520.

[0130] Proxy 3520 may then forward and/or store 3522 the new encrypted key to the
blockchain platform, e.g., using a smart-contract interface, according to some
embodiments. Edge device 3510 may then repeat requesting if the new encrypted key
has been stored and if it is ready to be used. Edge device 3510 may repeat requesting,
because edge device 3510 may, in some embodiments, be implemented as a data
diode without being configured or allowed to handle incoming traffic.

[0131] Once the new encrypted key has been stored and is ready to be used, edge
device 3510 may then receive a KEY READY message 3516 from proxy 3520. Once
edge device 3510 knows that the new encrypted key is ready, edge device 3510 may
send, based on a given configuration, in some embodiments, an out-of-band message
to a corresponding topic of a message queue at a data broker may indicate that a new
key is going to be used shortly. This out-of-band message (KEY READY) may
facilitate horizontal scalability and may increase quality of service, for at least the
reasons described above. However, such a message, or even a broker 3550, may not
be necessary in all use cases.

[0132] Moreover, in some embodiments, announcement of a KEY READY message
may further include a separate cryptographic key to be used to decrypt an encrypted
cryptographic key needed to decrypt a payload, for example. Additionally, in some
embodiments, as a potential improvement to quality of service, the separate
cryptographic key to be used to decrypt the encrypted cryptographic key may be
included in a subset of payloads 3526 or 3528, for example. Including cryptographic
keys with some payloads may be considered a form of out-of-band messaging.

[0133] Cryptographic keys needed to decrypt encrypted payloads may thus be
encrypted by other keys exchanged out of band, so that the cryptographic keys needed
to decrypt the encrypted payloads may be securely stored and shared, e.g., by
traditional databases, smart contracts, or other means that are not completely private.
Unlike the encrypted keys, the cryptographic keys used to decrypt the encrypted keys
may, in some embodiments, not be stored anywhere other than the publisher edge
device 3510. Cryptographic keys used to decrypt encrypted keys may be resent at a
configurable frequency, further allowing for more secure, more robust delivery
of cryptographic keys over varied channels, conferring further benefits and

advantages over conventional techniques.
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[0134] At this time, the subscribers may ask proxy 3520 (or a separate proxy node
3540, in some embodiments) for the new encrypted key that may be stored but not in
use yet. Proxy node 3540 may be a separate, optional node as part of the same proxy
service provided by proxy 3520. For purposes of FIG. 35, items 3520 and 3540 may
be used interchangeably, and proxy node 3540 may be the same or equivalent to
proxy 3520. Additionally, or alternatively, proxy node 3540 may be part of a separate
proxy service.

[0135] The new encrypted key may next be given to the subscribers if the subscribers,
based on smart contract status: 1) are granted and 2) have sufficient credit, according
to some embodiments. However, such functionality may, in other embodiments, be
implemented using database solutions not necessarily tied to blockchain or smart-
contract implementations.

[0136] For a duration of time, the payload may then be sent by edge device 3510 to
broker 3550, encrypted using the previous key. After the duration of time, the payload
sent by edge device 3510 to broker 3550 may then be encrypted using the new key.

[0137] FIG. 36 shows a process flow diagram of a system implementing a protocol
for implementing DOP as an overlay network using constrained edge devices, e.g., in
which edge devices may not include hardware and software capable of generating
cryptographic keys. In an embodiment, at 3670, edge device 3610, at a given
frequency, may send 3612 a request for a new key to proxy 3620. In some
embodiments, a packet containing the request for a new key may also contain an
integer representing the number of bytes that have been encrypted up to that point;
this integer may be stored in a smart contract or other storage means, and may allow
for data-volume-based rating models, for example.

[0138] Proxy 3620 may then calculate a new key. In some embodiments, proxy may
store 3622 the new key to the blockchain platform using, e.g., using a smart-contract
3630 interface, for example. This embodiment may be applicable in case of
constrained edge devices or environments, in which edge devices may not be able to
generate new keys using their own hardware, for example. Also, as described
elsewhere herein, blockchain and smart-contract technology may not be required for
all use cases—database-oriented solutions may suffice, in some embodiments,
potentially offering advantageous speed where needed.

[0139] Edge device 3610 may, at 3672, repeat requesting if the new key has been

stored and if it is ready to be used. Edge device 3610 may be required to repeat the
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request so as to implement edge device 3610 as a data diode without access to
incoming traffic. In some embodiments, edge device 3610 may request whether a
cryptographic key is ready for use (e.g., using KEY READY request 3614), such as
directly checking a smart contract 3530 or via proxy 3620, to check or otherwise
query a status of smart contract 3630.Additionally, or alternatively, a database that

supports queries for key status may be used instead of or alongside smart contract

3630.

[0140] Once the new key has been stored and is ready to be used, edge device 3610
may receive a KEY READY message 3616 from proxy 3620.

[0141] Once edge device 3610 knows that the new key is ready, edge device 3610

may, based on a given configuration, in some embodiments, send an out-of-band
message to the broker 3650, indicating that a new key is going to be used shortly. This
out of band message (KEY READY) may facilitate horizontal scalability and may
increase quality of service, for at least the reasons described above. However, such a
message as at 3674, or even a broker 3650, may not be necessary in all use cases.

[0142] At 3662, subscriber 3660 may ask proxy 3640 for the new key (GET KEY
request 3642), which may be stored but not in use yet, e.g., by checking smart
contract 3630 (GET KEY request 3632). The new key may be provided to subscriber
3660 if subscriber 3660, based on smart contract status: is 1) granted and 2) has
sufficient credit, according to some embodiments. However, such functionality may,
in other embodiments, be implemented using database solutions not necessarily tied to
blockchain or smart-contract implementations.

[0143] Based on a given configuration, at 3676, the payload may, for a duration of
time, be sent 3626 by edge device 3610 to broker 3650 and may be encrypted using
the previous key 3652, for example.

[0144] After a duration of time (e.g., set by a configurable frequency), at 3678, the
payload sent 3628 by edge device 3610 to broker 3650 may be encrypted using the
new key 3654. If a subscriber has no access to the new key, that subscriber may lose
visibility on subsequent payloads that encrypted using the new key.

[0145] FIGS. 37A-D depict example use cases of a DOP system, according to some
embodiments. FIG. 37A provides an overview of a non-limiting example system.

[0146] In accordance with other examples described herein, user 3710 (data owner)
may represent a publisher, e.g., an owner or user of at least one edge device 3718

(publisher device) that may be used to collect and publish data points, to be optionally
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encrypted, according to some embodiments. Edge device 3718 may include at least
one edge processor 3714 and communication device 3716, and optionally at least one
entropy source 3712, which may be equipped on-board a discrete package of the edge
device 3718 (see, for example, the highlighted portion of FIG. 37B).

[0147] A subscriber 3750 (data user) may seek to subscribe or unsubscribe 3740 to an
encrypted data stream 3724 published by data owner 3710. Subscriber 3750 may
receive the encrypted data stream 3724 (or 3744, optionally via a data-broker service
3738) at a subscriber communication device 3754 and/or subscriber processor 3752
(see, for example, the highlighted portion of FIG. 37D). However, in order to decrypt
any payload data in the encrypted data stream 3724 or 3744, subscriber processor
3752 may require access to the publisher’s cryptographic key at a given time for
which the subscriber 3750 seeks access, e.g., by a request via a front-end 3730
(optionally via a web browser, hybrid or native web application, and/or application
programming interface (API), etc.). Publisher (user 3710) may grant or revoke data
stream access 3720, by interacting with front-end 3730.

[0148] Any requests for access from a subscriber 3750 or actions to grant or revoke
access from a user 3710 may be processed by at least one back-end processor 3732,
optionally connecting to a key-proxy service 3734 or directly to edge devices (e.g.,
edge device 3718, edge processor 3714, subscriber processor 3752, etc.). Optionally,
back-end processor 3732 or key-proxy service 3734 may have at least one entropy
source by which to provide random seed data for cryptographic key generation, either
at the back-end processor 3732 or at edge processor 3714, according to some
embodiments.

[0149] This intermediate stack of components 3730-3736, including front end 3730,
back-end processor 3732, key proxy service 3734, and entropy source 3736 (see, for
example, the highlighted portion of FIG. 37C) may optionally be centralized,
distributed, or otherwise decentralized. Any data-broker service 3738 is also optional,
as are key-proxy service 3734 and entropy source 3736, according to some
embodiments. Thus, in some example use cases per other embodiments, edge device
3718 of user 3710 may interact more directly with any number of subscriber
processors 3752 or subscriber communication devices 3754 for any number of
subscribers such as subscriber 3750. The flow diagrams depicted in FIGS. 35 and 36
may be implement in the system shown in Figures 37A-D, according to some

embodiments.
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[0150] FIGS. 38A-H depict example key-revocation use cases of a DOP system,
according to some embodiments using smart contracts, for example.

[0151] As with FIGS. 37A-D, in accordance with other examples described herein,
user 3810 (data owner) may represent a publisher, e.g., an owner or user of at least
one edge device 3818 (publisher device) that may be used to collect and publish data
points, to be optionally encrypted, according to some embodiments. Edge device 3818
may include at least one edge processor 3814 and communication device 3816, and
optionally at least one entropy source 3812 on-board a discrete package of the edge
device 3818.

[0152] A subscriber 3850 (data user) may seek to subscribe or unsubscribe, as with
3740, to an encrypted data stream 3824 published by data owner 3810. Additionally,
or alternatively, subscriber 3850 may provide input associating subscriber 3850 with a
first set of subscribers in a smart contract 3840, for example. Subscriber 3850 may
receive the encrypted data stream 3824 (or 3844, optionally via a data-broker service
3838) at a subscriber communication device 3854 and/or subscriber processor 3852.
However, in order to decrypt any payload data in the encrypted data stream 3824 or
3844, subscriber processor 3852 may require access to the publisher’s cryptographic
key at a given time for which the subscriber 3850 seeks access, e.g., by a request via a
front-end 3830 (optionally via a web browser, hybrid or native web application,
and/or application programming interface (API), etc.). Publisher (user 3810) may
grant or revoke data stream access as with 3720. Additionally, or alternatively, user
3810 may provide input to change status of any number of subscribers within a set of
subscribers associated with a data-stream product 3820 (e.g., via smart contract), by
interacting with front-end 3830.

[0153] Any requests for access from a subscriber 3850 or actions to grant or revoke
access from a user 3810 may be processed by at least one back-end processor 3832,
optionally connecting to a key-proxy service 3834 or directly to edge devices (e.g.,
edge device 3818, edge processor 3814, subscriber processor 3852, etc.). An action
to revoke access permission to a selected subscriber, for example, may result in a
second set of subscribers that excludes the selected subscriber. Optionally, back-end
processor 3832 or key-proxy service 3834 may have at least one entropy source by
which to provide random seed data for cryptographic key generation, either at the

back-end processor 3832 or at edge processor 3814, according to some embodiments.
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[0154] This intermediate stack of components 3730-3738 may optionally be
centralized, distributed, or otherwise decentralized. Any data-broker service 3838 is
optional, as are key-proxy service 3834 and entropy source 3836, according to some
embodiments. Thus, in some example use cases per other embodiments, edge device
3818 of user 3810 may interact more directly with any number of subscriber
processors 3852 or subscriber communication devices 3854 for any number of
subscribers such as subscriber 3850. The flow diagrams depicted in FIGS. 35 and 36
may be implement in the system shown in Figures 38A-H, according to some
embodiments.

[0155] FIGS. 39A-E depict example key-revocation use cases of a DOP system,
according to some embodiments.

[0156] As with FIGS. 37A-D, in accordance with other examples described herein,
user (data owner) may represent a publisher, e.g., an owner or user of at least one
edge device 3918 (publisher device) that may be used to collect and publish data
points, to be optionally encrypted, according to some embodiments. Edge device 3918
may include at least one edge processor 3914 and communication device 3916, and
optionally at least one entropy source 3912 on-board a discrete package of the edge
device 3918. The flow diagrams depicted in FIGS. 35 and 36 may be implement in
the system shown in Figures 39A-E, according to some embodiments.

[0157] A subscriber (data user) may seek to subscribe or unsubscribe, as with 3740,
to an encrypted data stream 3924 published by data owner. Additionally, or
alternatively, subscriber may provide input associating subscriber with a first set of
subscribers in a smart contract 3940, for example. Subscriber may receive the
encrypted data stream 3924 (or 3944, optionally via a data-broker service 3938) at a
subscriber communication device 3954 and/or subscriber processor 3952. However,
in order to decrypt any payload data in the encrypted data stream 3924 or 3944,
subscriber processor 3952 may require access to the publisher’s cryptographic key at
a given time for which the subscriber seeks access, e.g., by a request via a front-end
3930 (optionally via a web browser, hybrid or native web application, and/or
application programming interface (API), etc.). Publisher (user) may grant or revoke
data stream access as with 3720. Additionally, or alternatively, user may provide
input to change status of any number of subscribers within a set of subscribers
associated with a data-stream product 3920 (e.g., via smart contract), by interacting

with a front-end service, for example.
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Any requests for access from a subscriber or actions to grant or revoke access
from a user may be processed by at least one back-end processor 3932, optionally
connecting to a key-proxy service 3934 or directly to edge devices (e.g., edge device
3918, edge processor 3914, subscriber processor 3952, etc.). Optionally, back-end
processor 3932 or key-proxy service 3934 may have at least one entropy source by
which to provide random seed data for cryptographic key generation, either at the
back-end processor 3932 or at edge processor 3914, according to some embodiments.

Any data-broker service 3938 is optional. Thus, in some example use cases per
other embodiments, edge device 3918 of user may interact more directly with any
number of subscriber processors 3952 or subscriber communication devices 3954 for
any number of subscribers such as subscriber.

As described particularly with respect to items 3939a-e, key distribution,
notification, revocation, and replacement of keys may be performed by an edge device
3918 to subscriber devices (e.g., subscriber processor 3952 and/or subscriber
communication device 3954), directly, with or without any intervening services
(back-end processor, key-proxy service, data-broker service, etc.) managing such
communication of keys or notifications. Such communication may be out-of-band
communication via a separate overlay network or side channel, for example,
irrespective of any back-end, proxy service, or data broker, in some embodiments.

According to an example use case, out-of-band data and/or imperatives may
be carried within a same channel used for any other payload. Bundling or unbundling
may be performed by various communication stacks. A payload may be inserted into
an envelope containing any other imperative necessary to the DOP. In this way, at
least from an operative point of view, DOP implementations may thus further avoid
introducing special requirements related to secondary communication channels, for
example.

Thus, for example, as shown with respect to 3939a of FIG. 39A, edge device
3918 may transmit or emit a notification to cease using a previous cryptographic key.
This notification may be transmitted via communication device 3916 or via other
means coupled with edge processor 3914, for example. Such a notification of 3939a
may inform subscribers with continued access granted that a cryptographic key is
changing such that the new cryptographic key will be needed for continued access to a

stream.
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[0163] As shown with respect to 3939b of FIG. 39B, edge device 3918 may transmit,
in similar fashion as with 3939a, an indication that a new cryptographic key is
available, at least to subscribers with continued access granted. Subscribers for whom
access is revoked or not otherwise granted may or may not receive notification of new

cryptographic keys, but in any event will not receive the next cryptographic key to
replace the previous cryptographic key from edge device 3918, as transmitted in
3939c, as shown in FIG. 39C.

[0164] In some embodiments, edge device 3918 may not know who any subscribers
are, with such subscriber information being managed in, e.g., a smart contract,
database, broker, or other external data store. As a result, announcements or similar
indications from the edge device 3918 may be broadcast to any or all subscribers,
regardless of whether a publisher has granted or revoked access to a particular
subscriber. Thus, subscribers whose access is not granted may still receive
announcements from edge device 3918, but in that case, subscribers without access
granted may then be unable to receive new cryptographic keys from a corresponding
back-end service, so that such subscribers may not decrypt encrypted data payloads.
Subscribers to whom access is granted may access the latest keys via a proxy service
and/or a data broker service, for example, where keys may themselves be encrypted.

[0165] Thus, as shown in FIG. 39C with respect to 3939c¢, a new cryptographic key
may be transmitted to subscribers. Edge processor 3914 may be equipped to allow a
publisher manage sets of subscribers for whom data-stream access is granted or
revoked, according to some embodiments. Each edge device 3918 may, in some
embodiments, include its own front-end or similar user interface. Additionally, or
alternatively, a separate front-end service may be used to control subscriptions (access
grants/revocations, etc.) by a data owner.

[0166] In some embodiments, edge device 3918 may not know who any subscribers
are, with such subscriber information being managed in, e.g., a smart contract,
database, broker, or other external data store. As a result, announcements or similar
indications from the edge device 3918 may be broadcast to any or all subscribers,
regardless of whether a publisher has granted or revoked access to a particular
subscriber. Thus, subscribers whose access is not granted may still receive
announcements from edge device 3918, but in that case, subscribers without access
granted may then be unable to receive new cryptographic keys from a corresponding

back-end service, so that such subscribers may not decrypt encrypted data payloads.
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Subscribers to whom access is granted may access the latest keys via a proxy service
and/or a data broker service, for example, where keys may themselves be encrypted.

[0167] Per FIG. 39D, in some embodiments in which a separate service (e.g., key-
proxy service, data-broker service, blockchain, smart contract, etc.) may be used to
store and/or otherwise control access to keys, keys may be sent directly to the separate
service and indexed, and edge device 3918 may then transmit only an index,
optionally with an encrypted payload, to some or all subscribers and/or optionally to a
data-broker service, for example, as shown with respect to 3939d. Additionally, in
some embodiments, the cryptographic key may also be included in this transmission,
as shown with respect to 3939¢ of FIG. 39E.

[0168] Reasons for such system interactions are described throughout the present
disclosure, and implementation details for such an interaction, from an edge-device,
are further described below, such as with respect to FIG. 40.

[0169] FIG. 40 is a flowchart illustrating a method 4000 for operation of an example
apparatus in accordance with the enhanced techniques described herein, according to
some embodiments. Method 4000 may be performed by processing logic that may
comprise hardware (e.g., circuitry, dedicated logic, programmable logic, microcode,
etc.), software (e.g., instructions executing on a processing device), or a combination
thereof. Not all steps of method 4000 may be needed in all cases to perform the
enhanced techniques disclosed herein. Further, some steps of method 4000 may be
performed simultaneously, or in a different order from that shown in FIG. 40, as will
be understood by a person of ordinary skill in the art.

[0170] Method 4000 shall be described with reference to FIGS. 1-41. However,
method 4000 is not limited only to those example embodiments. The steps of method
4000 may be performed by at least one computer processor coupled to at least one
memory device. An exemplary processor and memory device(s) are described below
with respect to FIG. 41.

[0171] In some embodiments, method 4000 may be performed by at least one edge
device in conjunction with any of the protocols and/or systems demonstrated in any of
FIGS. 35-39E, which may further include at least one processor and memory such as
those of FIG. 41. Moreover, similar processes as method 4000 may be used to operate
a publisher edge device that may be involved with any of the use cases shown in
FIGS. 1-34, for example. While this example, for illustrative purposes, includes

operations for use with a back-end service, e.g., a key-proxy service, such operations
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are optional for other embodiments that may involve direct communication between
publisher devices and subscriber devices, for example.

[0172] In 4002, at least one processor 4104 may be configured to load a first
cryptographic key. To load the first cryptographic key, processor 4104 may copy all
or part of the first cryptographic key, in at least one serial or parallel operation, from
at least one device (which may be on-board processor 4104, in some embodiments)
into at least one memory device, for example.

[0173] Further with respect to 4002, the first cryptographic key may be loaded,
for example, from an external device, which may, in some embodiments, include
accelerated hardware tuned for enhanced cryptographic processing. Additionally, or
alternatively, the external device may include at least one entropy source, which may
not be present or readily usable on the same apparatus (e.g., edge device) as processor
4104. Such a use case may be referred to as a constrained-edge use case, such as that
shown with respect to FIG. 36.

[0174] In some embodiments, the cryptographic key may be loaded as generated on-
board the same apparatus (e.g., edge device) as may include processor 4104. In such
embodiments, at least one entropy source may be equipped on-board the same
apparatus as processor 4104. Additionally, or alternatively, entropy may be sourced
from an external device, in some embodiments. Entropy sources may be used to
source (pseudo-)random number generators for use with cryptographic key
generation. Entropy sources may include, but are not limited to, environmental
sensors (different from or the same as any environmental sensors used to feed a data-
stream payload for publishing), on-board signals, or any noise generated or detected
by the same apparatus as may include processor 4104.

[0175] In 4004, processor 4104 may be configured to transmit the first cryptographic
key to a back-end service. Additionally, or alternatively, the first cryptographic key
may be transmitted directly to one or more subscriber devices, whether or not any
back-end service is present or available, according to some embodiments.

[0176] A back-end service may be a key-proxy service, for example. A key-proxy
service may, in some embodiments, comprise a traditional database, structured or
unstructured, which itself may or may not be backed by encrypted storage, for
example. The back-end service may be centralized or decentralized, in some
embodiments. Additionally, or alternatively, key-proxy service, or a comparable

back-end service, may be implemented using a blockchain, which may further
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implement, in some embodiments, at least one smart contract associated with the key-
proxy service and/or specific publishers and/or subscribers directly, according to
some embodiments. Other examples of various use cases and implementations for
4004 are described elsewhere herein with respect to the enhanced technology of the
present disclosure.

[0177] In 4006, processor 4104 may be configured to confirm that the first
cryptographic key is ready for use, according to some embodiments. In other
embodiments, where a key-proxy or back-end service may not be utilized or available,
subscribers may poll or wait and listen for publisher devices, e.g., at predetermined or
otherwise set intervals, to obtain keys and/or provide confirmation that keys are
received and ready for use. In some embodiments, edge devices may be able to
confirm availability of keys at subscribers and/or back-end services.

[0178] In 4008, processor 4104 may be configured to encrypt at least one first data
payload. In some examples disclosed herein, the at least one first data payload, once
encrypted, requires the first cryptographic key for any subsequent decryption of the at
least one first data payload. Various types of cryptographic keys, algorithms, and/or
cryptosystems may be used, including with symmetric cryptographic keys,
asymmetric cryptographic keys (key pairs), or any combination thereof, including
embodiments in which any or all of multiple possible keys may be used to decrypt
certain payloads, for example.

[0179] In 4010, processor 4104 may be configured to publish, via a data stream, the at
least one first data payload as encrypted, according to some embodiments. Publishing
may be performed using any communication protocol, which may, in some
embodiments, be based on open source communication protocols, such as Message
Queue Telemetry Transport (MQTT), Advanced Message Queuing Protocol (AMQP),
or Apache Kafka, to name a few non-limiting examples. Publishing may be performed
directly and/or via any of various data-broker platforms, including cloud service
providers or other hosting services.

[0180] In 4012, processor 4104 may be configured to load a second cryptographic
key, responsive to at least a first factor including an indication that a predetermined
amount of time has elapsed. The predetermined time may be set by a configurable
frequency parameter, according to some embodiments. The second cryptographic key
may be loaded to replace the first cryptographic key, e.g., when encrypting data

payloads of an edge device. In some embodiments using smart contracts, the second
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key may be associated with the smart contract in lieu of the first key, such as when
different sets of subscribers are associated or re-associated with the smart contract, to
allow for grant or revocation of access to certain sets of subscribers, for example.

[0181] The predetermined amount of time, or configured frequency, may be on any
scale, and may be determined or otherwise set via any configuration means, such as
via configuration parameters in a configuration file, command line, or application
programming interface (API), for example. In some embodiments, such
time/frequency parameters may be hard-coded for a given implementation of
hardware, firmware, software, or any combination thereof.

[0182] In 4012, processor 4014 may repeat 4002, replacing the first cryptographic
key with a second cryptographic key. In some embodiments, 4012 may iterate or
reiterate 4002 as part of a software loop, for example, which may be run without a
predetermined endpoint. As noted above with respect to 4002, similarly in 4012, the
second cryptographic key may be loaded, for example, from an external device, which
may, in some embodiments, include accelerated hardware tuned for enhanced
cryptographic processing. Additionally, or alternatively, the external device may
include at least one entropy source, which may not be present or readily usable on the
same apparatus (e.g., edge device) as processor 4104. Such a use case may be referred
to as a constrained-edge use case, such as that shown with respect to FIG. 36.

[0183] In some embodiments, the second cryptographic key may be loaded as
generated on-board the same apparatus (e.g., edge device) as may include processor
4104. In such embodiments, at least one entropy source may be equipped on-board
the same apparatus as processor 4104. Additionally, or alternatively, entropy may be
sourced from an external device, in some embodiments. Entropy sources may be used
to source (pseudo-)random number generators for use with cryptographic key
generation. Entropy sources may include, but are not limited to, environmental
sensors (different from or the same as any environmental sensors used to feed a data-
stream payload for publishing), on-board signals, or any noise generated or detected
by the same apparatus as may include processor 4104.

[0184] In 4014, processor 4104 may be configured to transmit the second
cryptographic key to the back-end service. As noted above with respect to 4004,
similarly in 4014, use of a back-end service may be optional. Thus, additionally, or

alternatively, the second cryptographic key may be transmitted directly to one or more
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subscriber devices, whether or not any back-end service is present or available,
according to some embodiments.

[0185] In 4016, processor 4104 may be configured to confirm that the second
cryptographic key is ready for use. In other embodiments, where a key-proxy or back-
end service may not be utilized or available, subscribers may poll publisher devices,
e.g., at predetermined or otherwise set intervals, to obtain keys and/or provide
confirmation that keys are received and ready for use. In some embodiments, edge
devices may be able to confirm availability of keys at subscribers and/or back-end
services.

[0186] In 4018, processor 4104 may be configured to encrypt at least one second data
payload, In some embodiments, the at least one second data payload, once encrypted,
requires the second cryptographic key for any subsequent decryption of the at least
one second data payload, and wherein the first cryptographic key is ineffective to
decrypt the at least one second data payload. Various types of cryptographic keys,
algorithms, and/or cryptosystems may be used, including with symmetric
cryptographic keys, asymmetric cryptographic keys (key pairs), or any combination
thereof, including embodiments in which any or all of multiple possible keys may be
used to decrypt certain payloads, for example, as similarly described above with
respect to 4010.

[0187] In 4020, processor 4104 may be configured to publish, via the data stream, the
at least one second data payload as encrypted, according to some embodiments.
Publishing may be performed using any communication protocol, which may, in some
embodiments, be based on open source communication protocols, such as Message
Queue Telemetry Transport (MQTT), Advanced Message Queuing Protocol (AMQP),
or Apache Kafka, to name a few non-limiting examples. Publishing may be performed
directly and/or via any of various data-broker platforms, including cloud service

providers or other hosting services, as described further herein above.

[0188] Various embodiments may be implemented, for example, using one or more
computer systems, such as computer system 4100 shown in FIG. 41. One or more
computer systems 4100 may be used, for example, to implement any of the
embodiments discussed herein, as well as combinations and sub-combinations

thereof.
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[0189] Computer system 4100 may include one or more processors (also called
central processing units, or CPUs), such as a processor 4104. Processor 4104 may be
connected to a bus or communication infrastructure 4106.

[0190] Computer system 4100 may also include user input/output device(s) 4103,
such as monitors, keyboards, pointing devices, etc., which may communicate with
communication infrastructure 4106 through user input/output interface(s) 4102.

[0191] One or more of processors 4104 may be a graphics processing unit (GPU). In
an embodiment, a GPU may be a processor that is a specialized electronic circuit
designed to process mathematically intensive applications. With capabilities of
general-purpose computing on graphics processing units (GPGPU), the GPU may be
useful in various other applications. The GPU may have a parallel structure that is
efficient for parallel processing of large blocks of data, such as mathematically
intensive data common to computer graphics applications, images, videos, vector
processing, array processing, etc., as well as cryptography (including brute-force
cracking), generating cryptographic hashes or hash sequences, solving partial hash-
inversion problems, and/or producing results of other proof-of-work computations for
some blockchain-based applications, for example.

[0192] Computer system 4100 may also include a main or primary memory 4108,
such as random access memory (RAM). Main memory 4108 may include one or more
levels of cache. Main memory 4108 may have stored therein control logic (i.e.,
computer software) and/or data.

[0193] Computer system 4100 may also include one or more secondary storage
devices or memory 4110. Secondary memory 4110 may include, for example, a hard
disk drive 4112 and/or a removable storage device or drive 4114. Removable storage
drive 4114 may be a floppy disk drive, a magnetic tape drive, a compact disk drive, an
optical storage device, tape backup device, and/or any other storage device/drive.

[0194] Removable storage drive 4114 may interact with a removable storage unit
4118. Removable storage unit 4118 may include a computer usable or readable
storage device having stored thereon computer software (control logic) and/or data.
Removable storage unit 4118 may be a floppy disk, magnetic tape, compact disk,
DVD, optical storage disk, and/ any other computer data storage device. Removable
storage drive 4114 may read from and/or write to removable storage unit 4118.

[0195] Secondary memory 4110 may include other means, devices, components,

instrumentalities or other approaches for allowing computer programs and/or other
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instructions and/or data to be accessed by computer system 4100. Such means,
devices, components, instrumentalities or other approaches may include, for example,
a removable storage unit 4122 and an interface 4120. Examples of the removable
storage unit 4122 and the interface 4120 may include a program cartridge and
cartridge interface (such as that found in video game devices), a removable memory
chip (such as an EPROM or PROM) and associated socket, a memory stick and USB
port, a memory card and associated memory card slot, and/or any other removable
storage unit and associated interface.

[0196] Computer system 4100 may further include a communication or network
interface 4124. Communication interface 4124 may enable computer system 4100 to
communicate and interact with any combination of external devices, external
networks, external entities, etc. (individually and collectively referenced by reference
number 4128). For example, communication interface 4124 may allow computer
system 4100 to communicate with external or remote devices 4128 over
communications path 4126, which may be wired and/or wireless (or a combination
thereof), and which may include any combination of LANs, WANS, the Internet, etc.
Control logic and/or data may be transmitted to and from computer system 4100 via
communication path 4126.

[0197] Computer system 4100 may also be any of a personal digital assistant (PDA),
desktop workstation, laptop or notebook computer, netbook, tablet, smart phone,
smart watch or other wearable, appliance, part of the Internet-of-Things, and/or
embedded system, to name a few non-limiting examples, or any combination thereof.

[0198] Computer system 4100 may be a client or server, accessing or hosting any
applications and/or data through any delivery paradigm, including but not limited to
remote or distributed cloud computing solutions; local or on-premises software (“on-
premise” cloud-based solutions); “as a service” models (e.g., content as a service
(Caal), digital content as a service (DCaaS), software as a service (SaaS), managed
software as a service (MSaaS), platform as a service (PaaS), desktop as a service
(DaaS), framework as a service (FaaS), backend as a service (BaaS), mobile backend
as a service (MBaaS), infrastructure as a service (IaaS), etc.); and/or a hybrid model
including any combination of the foregoing examples or other services or delivery
paradigms.

[0199] Any applicable data structures, file formats, and schemas in computer system

4100 may be derived from standards including but not limited to JavaScript Object
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Notation (JSON), Extensible Markup Language (XML), Yet Another Markup
Language (YAML), Extensible Hypertext Markup Language (XHTML), Wireless
Markup Language (WML), MessagePack, XML User Interface Language (XUL), or
any other functionally similar representations alone or in combination. Alternatively,
proprietary data structures, formats or schemas may be used, either exclusively or in
combination with known or open standards.

[0200] In some embodiments, a tangible, non-transitory apparatus or article of
manufacture comprising a tangible, non-transitory computer useable or readable
medium having control logic (software) stored thereon may also be referred to herein
as a computer program product or program storage device. This includes, but is not
limited to, computer system 4100, main memory 4108, secondary memory 4110, and
removable storage units 4118 and 4122, as well as tangible articles of manufacture
embodying any combination of the foregoing. Such control logic, when executed by
one or more data processing devices (such as computer system 4100), may cause such
data processing devices to operate as described herein.

[0201] Based on the teachings contained in this disclosure, it will be apparent to
persons skilled in the relevant art(s) how to make and use embodiments of this
disclosure using data processing devices, computer systems and/or computer
architectures other than that shown in FIG. 41. In particular, embodiments may
operate with software, hardware, and/or operating system implementations other than
those described herein.

[0202] It is to be appreciated that the Detailed Description section, and not any other
section, is intended to be used to interpret the claims. Other sections may set forth one
or more but not all example embodiments as contemplated by the inventor(s), and
thus, are not intended to limit this disclosure or the appended claims in any way.

[0203] While this disclosure describes example embodiments for example fields and
applications, it should be understood that the disclosure is not limited thereto. Other
embodiments and modifications thereto are possible, and are within the scope and
spirit of this disclosure. For example, and without limiting the generality of this
paragraph, embodiments are not limited to the software, hardware, firmware, and/or
entities illustrated in the figures and/or described herein. Further, embodiments
(whether or not explicitly described herein) have significant utility to fields and

applications beyond the examples described herein.
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[0204] Embodiments have been described herein with the aid of functional building
blocks illustrating the implementation of specified functions and relationships thereof.
The boundaries of these functional building blocks have been arbitrarily defined
herein for the convenience of the description. Alternate boundaries may be defined as
long as the specified functions and relationships (or equivalents thereof) are
appropriately performed. Also, alternative embodiments may perform functional
blocks, steps, operations, methods, etc. using orderings different than those described

herein.

b3 9 ¢

[0205] References herein to “one embodiment,” “an embodiment,” “an example

99 ¢

embodiment,” “some embodiments,” or similar phrases, indicate that the embodiment
described may include a particular feature, structure, or characteristic, but every
embodiment may not necessarily include the particular feature, structure, or
characteristic. Moreover, such phrases are not necessarily referring to the same
embodiment. Further, when a particular feature, structure, or characteristic is
described in connection with an embodiment, it would be within the knowledge of
persons skilled in the relevant art(s) to incorporate such feature, structure, or
characteristic into other embodiments whether or not explicitly mentioned or
described herein.

[0206] Additionally, some embodiments can be described using the expression
“coupled” and “connected” along with their derivatives. These terms are not
necessarily intended as synonyms for each other. For example, some embodiments
can be described using the terms “connected” and/or “coupled” to indicate that two or
more elements are in direct physical or electrical contact with each other. The term
“coupled,” however, can also mean that two or more elements are not in direct contact
with each other, but yet still co-operate or interact with each other.

[0207] The breadth and scope of this disclosure should not be limited by any of the
above-described example embodiments, but should be defined only in accordance

with the following claims and their equivalents.
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CLAIMS
A system for periodic management of cryptographic keys, the system comprising:

a plurality of computer processors, comprising a first computer processor in a
first data-stream publisher device, a second computer processor in a data-stream back-
end device, and a third computer processor in a first subscriber device;

a first memory communicatively coupled with the first computer processor, a
second memory communicatively coupled with the second computer processor, and a
third memory communicatively coupled with the third computer processor, the second
memory storing computer-executable instructions that, when executed, cause at least:

the second computer processor to receive a first input associating a first set of
subscribers with a first data stream published by the first data-stream publisher device;

the second computer processor to receive, via a key-proxy service, a first
cryptographic key;

the second computer processor to transmit a first confirmation, indicating that
the first cryptographic key is ready for use;

the second computer processor to release, via the key-proxy service, the first
cryptographic key to at least the first set of subscribers comprising the first subscriber
device;

the second computer processor to receive a second input, from a publishing
user, associating a second set of subscribers with the first data stream published by the
first data-stream publisher device, wherein the second set of subscribers excludes the
first subscriber device;

the second computer processor to receive, via the key-proxy service, a second
cryptographic key after a predetermined amount of time has elapsed, wherein the
second cryptographic key is ineffective to decrypt data that can be decrypted using the
first cryptographic key;

the second computer processor to transmit a second confirmation, indicating
that the second cryptographic key is ready for use; and

the second computer processor to release the second cryptographic key to at
least the second set of subscribers, whereby the first subscriber device, included in the
first set of subscribers but excluded from the second set of subscribers, is unable to

decrypt, using the first cryptographic key, encrypted data that requires the second
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cryptographic key to decrypt, irrespective of access to the first data stream

by the first subscriber device.

The system of claim 1, wherein the first computer processor is further configured to
emit a signal to instruct at least one device, comprising the first data-stream publisher

device, to cease using a first key-generation algorithm.

The system of claim 1, wherein, in response to the second input, the second
computer processor is further configured to replace the first cryptographic key with

the second cryptographic key.

The system of claim 1, wherein the second input comprises:

selection, by the publishing user, of the first subscriber device, from the first
set of subscribers, and

revocation of an access permission previously granted to the first subscriber

device, such that the second set of subscribers excludes the first subscriber device.

The system of claim 1, wherein the second computer processor is further configured
to transmit a third confirmation that at least one of the first cryptographic key or the
second cryptographic key is available, upon having been loaded by the key-proxy

service.

The system of claim 1, wherein the first data stream published by the first data-stream
publisher device is associated with a smart contract on a decentralized, permissionless
blockchain platform associated with the key-proxy service, and wherein the first data

stream is tokenized via the smart contract.

The system of claim 6, wherein to release the first cryptographic key, the second
computer processor is further configured to associate the first cryptographic key with
the smart contract; and wherein to release the second cryptographic key, the second

computer processor is further configured to replace the first cryptographic key with
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the second cryptographic key as a current cryptographic key associated with the smart

contract.

The system of claim 7, wherein the second computer processor is configured
to receive, via the key-proxy service, a request from the third computer processor

for the current cryptographic key associated with the smart contract.

The system of claim 8, wherein the first data stream published by the first data-stream
publisher device is associated with a smart contract on a blockchain platform
associated with the key-proxy service, and wherein the first data stream is tokenized

via the smart contract.

The system of claim 7, wherein to release the first cryptographic key, the second
computer processor is further configured to associate the first set of subscribers with
the smart contract; and wherein to release the second cryptographic key, the second
computer processor is further configured to associate the second set of subscribers

with the smart contract, in licu of the first set of subscribers.

The system of claim 1, wherein the first cryptographic key and the second
cryptographic key are generated by the first data-stream publisher device including
the first computer processor and are received by the second computer processor from

the first data-stream publisher device.

The system of claim 1, wherein the first computer processor is further configured to
transmit an announcement to at least one subscriber device, comprising the third

computer processor, that a new indexed cryptographic key is available.

The system of claim 12, wherein the announcement is transmitted in response to a

request from the at least one subscriber device to the first computer processor.

The system of claim 1, wherein the first cryptographic key and the second

cryptographic key are received from a cryptographic key generator in the system
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using at least one entropy source, wherein the first cryptographic key is transmitted
via the key-proxy service to the second computer processor by the first data-stream
publisher device as the first confirmation indicating that the first cryptographic key is
ready for use, and wherein the second cryptographic key is transmitted via the key-
proxy service to the second computer processor by the first data-stream publisher
device as the second confirmation indicating that the second cryptographic key is

ready for use.

An apparatus for periodic management of cryptographic keys at a data-stream
publisher, the apparatus comprising:
at least one memory device configured to store computer-executable
instructions; and
at least one computer processor communicatively coupled with the at least one
memory, the at least one computer processor capable of being configured, via at least
the computer-executable instructions, to perform operations comprising;:
load a first cryptographic key;
transmit the first cryptographic key;
receive a first confirmation that the first cryptographic key is ready for
use;
encrypt at least one first data payload, wherein the at least one first
data payload, once encrypted, requires the first cryptographic key for any
subsequent decryption of the at least one first data payload;
publish, via a data stream, the at least one first data payload as
encrypted;
load a second cryptographic key, responsive to at least a first factor
comprising an indication that a predetermined amount of time has elapsed;
transmit the second cryptographic key;
emit a first notification of whether the second cryptographic key is
ready for use;
receive a second confirmation that the second cryptographic key is
ready for use;
encrypt at least one second data payload, wherein the at least one

second data payload, once encrypted, requires the second cryptographic key
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for any subsequent decryption of the at least one second data payload, and
wherein the first cryptographic key is ineffective to decrypt the at least one
second data payload; and

publish, via the data stream, the at least one second data payload as

encrypted.

The apparatus of claim 15, wherein the at least one computer processor is further
configured to load the second cryptographic key, in response to a second factor
comprising a replacement of the first cryptographic key with the second cryptographic
key.

The apparatus of claim 15, wherein to load the first cryptographic key, the at least one

computer processor is further configured to perform a first key-generation algorithm.

The apparatus of claim 17, wherein to load the second cryptographic key, the at least
one computer processor is further configured to perform a second key-generation

algorithm, in response to a signal to cease using the first key-generation algorithm.

The apparatus of claim 17, wherein to perform the first key-generation algorithm, the
at least one computer processor is further configured to source entropy from at least

one hardware source on-board the apparatus.

The apparatus of claim 17, wherein to perform the first key-generation algorithm, the
at least one computer processor is further configured to source entropy from at least
one hardware source remote from the apparatus and communicatively coupled with
the at least one computer processor via a network interface, wherein the at least one

hardware source comprises another apparatus.

The apparatus of claim 15, wherein to load the first cryptographic key, the at least one

computer processor is further configured to receive the first cryptographic key.
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The apparatus of claim 15, wherein to encrypt the at least one first data payload, the at
least one processor is configured to perform a first encryption algorithm for
publication via the data stream, wherein, before the first encryption algorithm is
performed, the at least one first data payload has been encrypted using one of the first
encryption algorithm or a second encryption algorithm, and wherein a third

cryptographic key is required for decryption of the encrypted data payload.

The apparatus of claim 15, wherein the at least one computer processor is further
configured to announce at least one of the first cryptographic key or the second

cryptographic key as being available.

The apparatus of claim 15, wherein the data stream is associated with a smart contract
on a blockchain platform associated with a key-proxy service, and wherein the data

stream 1s tokenized via the smart contract.

The apparatus of claim 15, further comprising an environmental sensor, a
biotelemetry monitor, a geolocation device, a position-tracking device, an inventory-
accounting device, a traffic-counter device, a flow-measurement device, or a

combination thereof.

The apparatus of claim 15, the operations further comprising:
associating the first cryptographic key with a first index value;
associating the second cryptographic key with a second index value; and
transmitting, with the second cryptographic key, the second index value to a

back-end service comprising a key-proxy service.

The apparatus of claim 26, the operations further comprising:
emit a second notification, to the back-end service, that the first cryptographic
key is ready for use, in response to a first request of whether the first cryptographic

key is ready for use; and
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emit a third notification, to the back-end service, that the first cryptographic
key is ready for use, in response to a second request of whether the first

cryptographic key is ready for use.

An apparatus for periodic management of cryptographic keys at a back-end service
provider, the apparatus comprising:
at least one memory device configured to store computer-executable
instructions; and
at least one computer processor communicatively coupled with the at least one

memory, the at least one computer processor capable of being configured, via at least
the computer-executable instructions, to perform operations comprising:

receive a first input associating a first set of subscribers with a first
data stream published by a data-stream publisher device;

receive, via a key-proxy service, a first cryptographic key;

transmit a first confirmation, indicating that the first cryptographic key
is ready for use;

release, via the key-proxy service, the first cryptographic key to at least
the first set of subscribers comprising a first subscriber device;

receive a second input, from a publishing user, associating a second set
of subscribers with the first data stream published by the data-stream publisher
device, wherein the second set of subscribers excludes the first subscriber device;

receive, via the key-proxy service, a second cryptographic key after a
predetermined amount of time has elapsed, wherein the second cryptographic key is
ineffective to decrypt data that can be decrypted using the first cryptographic key;

transmit a second confirmation, indicating that the second
cryptographic key is ready for use; and

release the second cryptographic key to at least the second set of

subscribers.

A non-transitory computer-readable storage device having instructions stored thereon,
wherein the instructions, when executed by at least one computer processor, cause the

at least one computer processor to perform operations comprising:
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load a first cryptographic key;

transmit the first cryptographic key to a back-end service;

confirm that the first cryptographic key is ready for use;

encrypt at least one first data payload, wherein the at least one first data
payload, once encrypted, requires the first cryptographic key for any subsequent
decryption of the at least one first data payload;

publish, via a data stream, the at least one first data payload as encrypted;

load a second cryptographic key, responsive to at least a first factor
comprising an indication that a predetermined amount of time has elapsed;

transmit the second cryptographic key to the back-end service;

confirm that the second cryptographic key is ready for use;

encrypt at least one second data payload, wherein the at least one second data
payload, once encrypted, requires the second cryptographic key for any subsequent
decryption of the at least one second data payload, and wherein the first cryptographic
key is ineffective to decrypt the at least one second data payload; and

publish, via the data stream, the at least one second data payload as encrypted.



