13 Novenber 2003 A METHOD AND DEVI CE TO GUARANTEE THE | NTEGRI TY AND

AUTHENTI CI TY OF A SET OF DATA This invention concerns the fiel c{? id?’
control of the integrity and authenticity of data, andd H°H§ t he
downl oadi ng of software. 5 The invention is applied to all those apparatuses

that contain at 'emﬁemwmd ehsvre@rowmﬁwémﬁeqwmim used in

information technology, that is to say, with a processor that has at |east

a part of its programinshfp 'I‘I@IWWX SEf OFDWgA known that the

alteration or the damage o ata eaves traces In certain parts of the

| nformat | Oﬁ‘hﬁrﬁ‘&gﬁﬁo?{jcgﬁ'?erﬁéQESQreIc{‘oﬁtHHaEBﬁtYOI & ﬁ&%ﬁhéﬁ%ﬁt ca aﬂfth tkﬁge such

bei ng processe so known that a sinple techni g

as "checkdat# and inpedicular thaldowhlmadetgesfraofievairé. t he data taken into
consideration has been nodified by establishing a checksum reference.
Howevers i Thédnyergishbbeappfiat! to e ihossé rapbamatssesiita contain ddesstalreecardraind
that it is no longer able to verify the coptents of its nmenory.. Thus

dur | ng- t heUib K 2 inogs rayieakiced) P BrEefuRdechritlogy dpEE R PLRvo M 4
conpensat opphck3SKIARKEREPEBIcBBRYa paR ¥ its pEddthRTindidel ARt @herhggul t to the one
expected. Consequently, verification by the known nethods w Il be

| noper ati Vg i4 \veRSEAN t1ASRE -altbhGIdp biSthet 88h8H'H daa Wéé\@s%éé&aﬁr deanot

solved in a satistactory manner, which consiSts in inprovi ng
reliabilitgarnadf th&ailﬁ@fmﬂqrypwﬁb“%@ﬁbénﬁﬁt@fﬁd iRrfoWeOYy eithes gﬁo.r@@r gfehods,

particyy arg)é/n%%cé&%ds%ng %ﬂgbtktnﬁ A fhat i@ Tm ﬁ‘Hﬁtr@Ef fé%hhfq?r knowna? hat

checksum an a refrerence va
in order t'&zheeimﬂmﬁ” ralrlrsaiﬂamaomdltcb ideddrimoms ifvihei ddte, tammrmto coshisidecationniad s
operation is use that i,s eration that is easy to

on .t he .dat
per f or m i rPEHEM ng'ggtqyo?e?tﬁﬁf&éﬂ%§ G?W&Eﬁf%pé‘ Po perform in the other

direction. For 25 exanp the operation XY is e toc out,, . while the
oper at i on NeW@er{idH po,%l,b‘lse Hat fth‘gﬁpf‘"o{'ﬁf%?t?r@rr}ﬂsc‘%?gl é% aggdhal it &h

means an Orrtﬁrcﬂrge%m@qarwrm the cohterls ¥hits Hiemﬁe%uﬁOHQhr'it_?tthé)%onsedélf a

that is enter gives a simlar result. Wthin her e this invention,
t hi s mdno-aginesatieahlopgtionsi élpﬁlpg'ogagatron of compensa ory random errors may

occur, giving an identical result to the one expected. Consequently, verification by

the known methods will be inoperative in certain cases.

There is, therefore, a problem that is not solved in a satisfactory manner, which
consists in improving the reliability and the security achieved by the known
20 verification methods, particularly when the same unit is in charge of calculating its

own checksum and of comparing it with a reference value.

It is well known that, in order to render‘all data modifications visible, a mono-
directional operation is used on the data, that is, an operation that is easy to
perform in one direction but almost impossible to perform in the other direction. For

25 example, the operation X' is easy to carry out, while the operation K is much

more difficull.

The term collision-free operation means an operation according to which any

different combination of data that is entered gives a similar resulit.

Within the sphere of this invention, this mono-directional operation is a
30  mathematical application H of a source group towards an object group, in which

each x element of the source group is attributed with an Hy symbol. These



30 mat hemati cal application H of a source group towards an object group, in
whi ch each x elenment of the source group is attributed with an H(I) nbol .
These z 13 Novenber 2003 functions are particularly usruNoyRaEHe are
functions known as Hash, as they are defined on page 27 of the RSA

Laborat or i efﬁn@t'faﬂsl &@tpé}ﬂc Eﬂﬁ%émﬁ IwhehstRte afdlAfidtiens kABAL asT pRial, &s they
Crypt ogr aphy, he x el ement can be of any |ength, but H(x) always

has a seri e@’eofﬂefm@r a@mﬂ@ 87' of tiexB&A baperateraskBublGasiensFreaAN (IIVS%‘??CS a
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general |y nean X can sai nore col on- ree
when it is HutjHegtdlways base sesies df itharddtefs of aHlixgd leagtis(fixedysize strmg} 4o
yar an

H(x) |eads t H# x. The aimof this.invention is to e that the

i nf or mat’i orf @’6%{"5” H%ﬂwcr'l’“atoda\}e” 'Itn@'sa‘gc??d'etk”f’@mgolﬂ"‘l %esbﬂg% ﬁ%’ﬁ‘%ﬁﬁs{ Hbe[r‘]’"\/\hi ch
the controlihgentgh HeapuhBanssishiceth B8 Mnoreléblidion-fige o ithandecthas thtis been
altered. The aimis achieved through the use of a nethod to check the

integrity dnat Hauwt Hanlerds tyy of x, #rdey #dixrdeads loded Xdata (M to M) in a
pay-T.V. decoding unit, consisting of a decoding unit and a security unit,
al ong wi t h Thengiansf ttiis imantioniis doiquargrNed th&EDe wdrmasioo antaihed émtacpay-15

Thi s net ho onsisfs.in rans tt |ty
unit; cal c&gtﬁi?ﬁ’[&r@mé’@ ?W&rpf?é'tdl' ﬁ?ﬁ*mk-'&ﬁh ﬁ@p‘f%&%’r’\?ﬁ?te{/éaﬁ?rapﬁ@'tfeef ' of a
funct | Qh Q@,Hh@@tﬁg}ﬂﬁnﬁl h8€ hbPHadn amstegol 1 i sion-free, carried out on aI | or
only a part of the 'data (M1 to M); 20 - ciphering the check infornation

(Hx) with gnbi bgh a§lé&?ﬁével@emr65§a th8Stigd|dt sdinsthbh etoC eRésit Thé Yinkigrityhanaheck
information (Hx) by way of comuni cation to the contral center by aone of

the means @fthentipihot & $%’fn0f memarizedwdata Mk to M'@g*ﬂl @PadfTNheﬁe&ﬁgﬁ'gl @niho
| onger Cheggﬁgsfﬁﬁldfs' V%%X%&th DAt QR&O? Q&Mﬁyt hgh withe ad@hdadsS of

stored, bu n-extern unit, conspdered | npenet rabl e,

t he securi t:ymmrtlcatmqbkﬁil' rﬁj?.@)mv'lﬂhias:ommbmnten the decoder itself can carry
out the calculations and transmt the results to the security unit, or

transmis t Maisdatthodlicanaishint o t he security
- transmitting the data (M1 to Mn) to the security unit;

- calculating a check information (Hx) representative of the resuit of a function
called mono-directional and collision-free, carried out on ali or only a part of the

‘data (M1 to Mnj);
20 - ciphering the check information (Hx) with a first cipher-key (k1),

- 'establishing the conformity of the check information (Hx} by way of a

communication to the control center by one of the means of communication.

In this way, the integrity of the data is no longer checked exclusively by the
decoding unit in which the data is stored, but is guaranteed by an external unit,

considered impenetrable, the security unit.

(Y
n

According to this invention, the decoder itself can carry out the calculations and
transmit the results to the security unit, or transmit the data M1 to Mn to the security

unit which will than carry out the calculation of the Hash information.

The cipher-keys used to cipher the information with the control center are contained

30 exclusively in the security unit. The decoder does not have the means to decipher



unit which will than carry out the calculation of the Hash information. The
ci pher-keys used to cipher the information with the contr center e
contai ned 30 exclusively in the security unit. The dec’lﬁjglpvﬁ rr%ﬂaor%ave
the neans to deci pher 3 13 Novenber 2003 these nessages and so nodify the
data transihéderhel¥addtCas@abmibdisREIatafaAsiied SRR teRfadestdragtr iheough
t he decoder. These security units are generally in the formof smart-cards,
and i ncl udéame MeRRAGRS RASH tBrANeNdbe§66pdeind a means of cormunication. 5 By
means of conmuni cation we nean either a two-directional connection by a
cabl e, a noheseosrdusty omnita &ier penanliainetheovrat tafopmanzargs, ﬁé’pplnémﬁ@aﬁs of
carrying t he security nodule are
Werﬂg@r agﬁgroﬁ?o%sgpeﬁgﬁﬁﬂ%@ Vec?cﬁ'ﬁrtn%ﬂ cafoh.

forwarded is erm |ca I on operation of the

vays. The’ By SlotbioklEh 8 hEth Bk & et SrEPloAd b ditplth ¥ a0t

control cegtble, 4 h&)delnatdrﬁlet kei agHarriahange cdnneatioy. mgeopnnm;Me means of

{osul t of | CAEYDRrbA: H4enatsku IR MBsaOFh T TeEIEl dhdbe SRAHUB! MadR g

messages armydmﬁge,%]@ae@mqh@hgfmkey of the security nodule. 15 The control
center nenorizes the result with reference to each subscriber unit as proof

of the Co“‘rﬁétvefrrmf%ﬂdrpﬁbé'ﬁneﬁ otfhﬁe%emrﬁﬂwmher&reekl.ﬁra;rﬁranoﬁqrr&r Mdyl e Of
the alteration o data in view of a repetition, for exanple. ACcording
to a vaei acawedsiut imearniawsemayson, the control center may first send the
reference value directly to the security units: In this way, it wll not be
necessary Tbe Becarityk mdole eands)rhecmm@*edtcbeole mfeymation todhemonirolcatten, e

Sveri 11 captanormg adhaRis Bloamity adl bl BRbgRin R e ke Rde e tiEe P "

sends, as magaEpdrditien arsmpld resulteftied eompadseRIQINCHNYr sendathei rpfeeesce f or m

k2(Hy) tot e se ity unit. Once this is done, the control 25 cenpter does
not only .rﬁeenrfﬁreseé@%ﬁ%agﬁsarﬁep&ﬁmaptph%kerspr SHHETOHR sends
t he reference value to the security unit |1 be doe |nlby i f th
conpar tsonThagontrol center memorizes the result wrth re erence to eac scriber unit as.

proof of the correct functioning of the downloading operation or, contrarily, of the

alteration of the data in view of a repetition, for example.

According to a variation of the invention, the control center may first send the
reference value directly to the security units. In this way, it will not be necessary to

20 ask the control center to verify the conformity of the calculated check information,

Hx.

With another operational method, and when a verification request comes from a
security unit, the contro! center sends, as a comparison result, the reference value
(Hy) in a ciphered form k2({Hy) to the security unit. Once this is done, the control
25  center does not only inform the security unit whether it is correct or not, but sends
the reference value to the security unit. It wil be done mainly if the comparison has

given a positive result so that the security unit can memorize the reference value
Hy.
The sending of this information can be carried out by an auxiliary means of

30 communication such as a modem, or by the main data path.



given a positive result so that the security unit can nenorize the reference

value 'Hy. The sending of this information can be carried out
auxi liary nmeans of 30 communi cation such as a nodem ﬁﬂ?"?ﬂ@}/‘*ﬁghﬁ’?’data

path. 4 13 Novenber 2003 In the case where the data ML to M is already

acconpani ednbjeacARANhePE th¥ eddth i Matioonn BUGRe&S, GREomEAARIKSHIDMddashof t he
decoding unit_may carry out an_initial test with the nmeans contai ned inside
it. None tHerifigation, sheh asl CBe IGhegkesmiatiHash, dle dpgoqipg Libay £3gyudHt, an hat
is, if the; : hi i T hds | ifitdyl At

t hat per soﬁﬂ@méﬁ‘égﬁgv\’/@eﬁrr%dﬁ? ?gél Ct‘EJ ﬁteaﬁ}?{/eed?ljispﬂc%ﬁ i gﬁﬁﬁggﬁs!é%sﬁ tf'ﬁgeggt?rlg@v\(gywwi S
i s because,testiit o ttease metdubd tbét ishié thendatathiasrhearhmsodiéiedriiv & third persan, itif or m

t he decoding unjt, not to acc t he test, r lt. as a r.apt t

bt hent Por (95Ta tnat 1% ittt G hatd Mok PR e @i @ 4S R sBine B8y, i ng
to the nethofk dgeseddusedwithuhisheethed. ofiae Tiventioal trat sesuritg unitaint iafdrmi thet he
case of the updating of a nunber of decoders, sone of }Q@;Ch of _an O}[q@n
gener at i on 486BAIRGI W Rtdpanrcephibegat fasullds grarntes, et K& arhentieineat thén, or

others t ha_tdalf@"ﬁuta%h%\?w é?ﬁﬁéhtgg*”ié’%@ermﬁe& hRcSiAiE ™o tAE GABHIRDdES R

met hod cl ai med herein. Wien updated software is downl oaded, it is quite
common to demherar.y the part 15 that has been nodified. The data ML to M
does not represent the whole newy updated program This is because, in
order t10 ndihig samatonr sl impdrantdatise chse @fithgiupglatingefvin olusnbar ozfr degoders,i s

I mportant to _hav n,H Yy reference val ue avail abl h i rep n Ive
of a Hash fHA% Pgr’(" '?pt ea'ﬁeﬁﬂyge&eé%tﬂoéh °8§6%\“§n$y5?ﬁ®r g&)lesigdf '?‘r @? aﬁe‘%ﬁ%d
whi ch consiCHegkéum egtifibatic)igtpihée that haeé alrehdygbieby afuipped® forpthegsyaterR0,
that is, before bei ng updated, ' To do this, the initial results HO of the
Hash funct BEFPHENG IR %F’gﬂh‘aﬁ’rﬁﬁ@%ﬁﬂ 8either initialized on installing the
program or established according to the nethaod in this invention, Wen the
aut hent i ci Whejt updatedasaftwaretip dloigdpadeds dsisptle e theend eehiivePaticen

I nt rodyged;d At ot 1 O AV ' HBTRH rder
25 a Hggh FHud?ncrﬁsoﬂ);\%o eIf?gpﬁ%d@%%tmgﬁoﬁﬁgw\?ﬁglned!ggb'{e%gﬂltqgw prggér g%nwyi _
gi vi ng t heupdatediprogtam. THiis isrkesalise vinldrdgrctorrpaintain fioeliabie meansool vegifhecks

or for fur ¥hrée\.';vh8%d3rt08?am, it is important to have an H'y reference value available that is

representative of a Hash function in the newly created program.

There is a first method which consists in establishing the initial integrity of a
20 pro'gram PO, that is, before being updated. To do this, the initial results HO of the
Hash function in the program PO are either initialized on installing the program or

established according to the method in this invention.

When the authenticity of the data of the update has been established and have

been introduced into the memory program, the security unit can immediately order
25 a Hash function to be carried out on the whole of the new program P1 giving the

result H1. This result will be needed for the following checks or for further updates.

A variation of this method consists in obtaining the new Hy value which is
representative of the result of the Hash function on the whole new program P1 from

the control center, represented here by MO to Mm.

30 The control data R sent by the control center may include a utilization data
describer D that indicates to the decoding unit (IRD)} how to use this data. The
describer may be in the form of a table that contains all the addresses and



A variation of this nmethod consists in obtaining the new Hy value which is
representative of the result of the Hash function on the whol e ne r.ogram
P1 from the control center, representedshere by MO to WhiNoygmhgs r ol

data R sent by the control center may include a utilization data describer

D that indigeafi®fidne dBedrgRdinnBisunkY, it WRDhothoavpbesibietd hée thikatiata wiieout
describer may be in the formof a ta le that contains all_the addresses and

5 13 Novenih dgpgotberedbe lateoReingr setebast i the, dagpdingayiniti (R onivhiithge

possible tq H‘P & rikby, FMWthout the describer, the latter being sent back
to the decoa g un only if the corrparison S positive According to

a vari atlortcg&mgbg d BURRENBH of YIS ibR! 1neCtlrifol cBRldIdRSL BB W aRkMy 8 S

certify the broa er o t he taw contro

verificati oerrtrfwtmetbroadc&temfrteetdmb with tios cgntra dahaanlomnI oadi ng of new dat a
in a decoder, but also allows the testing of the validity and authenticity.
of .t he dat Zhatveaifigatiom f@wtion i cotmectedsiet otlydo dpe dathvintoadinnnst s¢w data in a

Dl os of P¥esdesciaieg Sogh tEsfestto Rbis 2oy Ra B en ol af Bl ia pERhY r co
function cafgméfl. PHhiOthsd! thePbp&ati¥n @oRsls d?fpeﬁ'lbﬁrcﬁﬁlaakh’@tmgOorl\é’ﬂcorcnn%he

operational nenory of the decoder, and to transmt I's information
to the secldrigt fequsist, ther r@fﬁp@[ﬁﬁ@‘t’ﬁt hi velugsr ef dhedesull Afud go-ralled "F@”@ar ry

out thj O@?&%ﬁhgpancﬁ g&rlg h¥red FUIFIEI@‘% i3g u‘f‘ﬁah%ﬂl u?ip%ll;t'& th&8ata (Mo

cal cul ati on CArPiad out b e deco elng transmtted
to the sectar Mny) mrthe operst:o@uad:meinng dfathe desmodet,iaom tm‘ trahgrsit rieis hioldrmatien
calculatio arried out vvltht(lq data(l\/DtoM”r)

s the security upit
bei ng tran )ttpéﬁetsret}t‘r‘i tci@%%%Pa't'%mt‘H'eh éé@t‘]ﬁf?'?‘iﬁ va[Hp The request
for these erlfrcatlonoeratl S M control om
t he securrf GHVtOUtf“?'Brﬂp%@t@st Lﬁ{PtIS%érf”P{TE%'IﬂEEWbF%ﬁP@ f%%n‘{s B Caituatid
conmmuni catpdng ca?r%cﬂﬁ@f'bhfthé RYodE® thi eeduitt B816§ Aansibite @ td |fﬁ9e seeuurr y umituni t
conpares the Tal cul at ed X value with the reference val ue }/ e latter

may bels ephesssdingdod tfara’nonb;f thigénethpd ethepaleHialiasisisarier opRpy hfe%ﬁﬁﬂlélty after
the confir rﬂﬁlt "k ﬁ'fe (‘ﬂ@d 't:?'l’v'ir}t) bERE ¢ fé]%n‘ﬁﬂ@& HRm TR REod& tdPMhet &urity

reference val'ue supp cont cent
unit (SC).

The request for these verification operations may come from the control center,
from the security unit, from a test unit or from one of the means of communication,

20  even if they are under tension.

While the security unit compares the calculated H'x value with the reference value
H'y, the latter may be represented either. by the value calculated by the IRD
decoder after the confirmation of its validity from the control center, or by the

reference value supplied by the control center.

25  One of the ways in which certain dishonest people use to try and understand how a
pay-T.V. system works, is to observe the reaction following an attempt at modifying
it. This is why the invention is equally open to a way of transmitting the result of the
comparison carried out with another method, for example when the subscriber

decides to accept an event, and a subscriber generated message is sent to the

30  control center.

It is useful to include the information that the data M1 to Mn has been changed in
the message, otherwise it would be extremely difficult to make the tie between the



25 One of the ways in which certain dishonest people use to try and

under stand how a pay-T.V. systemworks, is to observe the reaction
following an attenpt at modifying it. This is why the 1hievember20Qual |y
open to a way of transmtting the result 8f the conparison carried out wth
anot her nethod, for exanple when the subscriber decides to accept an event,
and a subscraificaiien«f dhe datregsddiee bipckage of the decodsn, tancould bapnesrmuth i s
useful to ipglude the information that the data ML to Mh has been changed in
the message, otherwise it would be extrenely difficult to make the tie

bet ween t he . e ! 0 A l.on e n he bl ock of

t he decoder Ag?ﬁgﬁagt\éuﬁgh%%%éih%&gwe ‘?@‘b&rf.@s@g%p}% ﬁ%éﬁgﬁgg\'féﬁ’isa}ﬁr@m'&gﬁe

val ue of thw thesadritrodbtebiae Takicuhial bad tdikednaint Hidoemi theedsult & dibRlegQp &6
center. To do, this, and to remain hidden, the result is divided up and 5

i ncl uded® pi BEMARY RiRceRY PigsP insidgiArminisiraliangRessagssdised Reliiesystam syst em
The control __center reconposes the Hx val ue piece by piece and when the val ue

r = N
i's conpl et EN° GeErhReN fecomperes MieHromiys pigce dyricee end wagnithe vaweis
pr obl em t hagorhSleR R & RSB O AR diMGBNS & 9 Jiiider of decoders is with

t he nunber of requests to the control center to obtain the verification. 10
One proposedng 'réBIéﬂqhhristé?ﬁoﬁ%‘féé’vﬂtent@dﬁﬁh@‘é% eHurhBert & 'dg}s\éjb%tht he
requests to the control center for a verification in a pseudo-random way.
Anot her soltheinomier e requsisys tetberdontdl cansi wtabtain the ndrificatnpr el i mi nary
reference value. In this way, if the data is received correctly, which is

i n the Wej dPne prafosedssdytiont inethe gpdiates o ¢his irndeatier it sub-dhddd theaidguegtsf or a
request at be carried out anyway to

he contral center. This 15 request wil |
confirmt hati’ ttﬁgorﬁ}.ﬁ&eg?qugr %gﬁﬁ#@PF‘i”@B p%?f’ao'éﬁ'?qcéfﬁt“f%}’: In a particul ar way
of operati t he group considered includes a.trangmtter part, |ocated
i nsi ge a cgﬂw%ﬁ’r @H?%’FP"%%SQV ABEIRRS, CONRIRtS 3 56 '”Ha%lé’rﬁ'ﬁ"‘@fa%[ﬁf‘?@”éel ar ge
nunber of RarUePetHis wahi if shavihRhisWatdived carrty, Which\aYn tHE by ich chées,
guarantee that 20 the Software sent by the transmi ssion part ‘is received in

an aut hent itee peateot) ke efigg) wilposheiaitvn fon@ Tsauppihat e earitiol center. Thie wi t h
the tenm nobQest WifBe dari out anyway to confirm that the update has been carried out

correctly.

In a particular way of operating, the group considered includes a transmitter part,
located inside a control center, and a receiver that can be made up of quite a large
number of peripheral units which work in a similar way. The aim is to Quarantee that
20  the sofiware sent by the transmission part is received in an authentic and complete
way by each of the peripheral units. In line with the terminology used in pay
television, which repreSents an important but not exclusive application of.the
invention, the peripheral units will be called IRD (Integrated Receiver Decoder) in
the following part of the paper, and include a receiver, a decoder o process the
25 signal received by the decoder and a central processing unit, or CPU, that works

preferably with a non-volatile memory as in various peripherals.

A non-volatile memory is a memory where the contents are maintained intact even
if the main current supply is cut, for example through at least one independent
source of energy such as batteries, Other types of non-volatile memories can be
30 used, such as EEPROM, Flash EPROM or FEPROM. It is these non-volatile
memories that keep the data safeguarded in case of an interruption in the supply of

current, and It is essential to make the IRD processor work well.



tel evision, which represents an inportant but not exclusive application of
the invention, the peripheral units will be called I hé}hnte ratsﬂ} ecei ver
Decoder) in the fol | ow ng part of the paper, and inclu

decoder to process the 25 signal received by the decoder and a central
processing unit, or CPU, that works preferably with a non-volatile nmenory
as in vari dine ipémi'rmtien% seceivatbiy e ERD lcomirgrbioyn the eonteohnentarh &t thet fleem

T A R

exanpl e t hi® %"i'ml enéer

batteries. téuehgront ydre naré mp@emeiaat:hteeammrthesstrambef Srﬂlatasemumschrdas
EEPROM Fl ash EPROM or FEPROM |t Ig{ese non-vol at i ha@ keep
t he data séﬁf@@'[]%lﬁ‘%(ﬁqdﬂp HeEnRiona Hata PF%W%@%@RUE%PB'&P?@PQSW?‘ 0AfMent

and @gﬁgungt@gstopdgpak&éclﬂq:nfbﬁpa%rpcessor work well. 13 Novenber 2003 7

The |nformat|on I'S recelved by the IRD comng fromthe control center, in

the form gf ygs \Z:%ESWFQJ qgéétﬂ)r%f bYArdRteding fHat rtﬁf%f&?rﬁaﬁﬁn 'ish%cleﬁladqﬁlthe In

t he case of cod evi'si on, nore 1 n gener i nteractive, the stream of
dat a i ncl udesecet day ammﬁmermeiednby ahei IRD mfefereabéiog, stard in rih@r@mrafmnal

ot or mat | oo fraetati vd 8 e g IS e SYAPRI coi ng bt 1 he
bt or 6 bei MGPSEGEURT 9] Ve B arrut orhaitohy Segsiel; RFafiey Wy Bellih o

dat a, that cirgulafidie is ahb W byl MeedrRC ef verbef Chenddiid ttoathembus thHeesmis ca a
decoder, that then puts themin 10 circulation in the IRDb rre s of a

bus. Conne8PegiakzgdtAUtimesia Reicessy that ispBdLH). iCPBREREAP r?e@'ioa Eos?ﬁet hat
is, inturg gﬁﬂ@%’&& ak8rsd tﬁ@%\‘&r@heﬁggnéd) n8h&oldlfle W}Hrﬁohp&%%ék&*rﬁoré he

aforerrentlon non-vol ati | & menor one or nore optional sub-devices. It
i s the | RDopticowssbrdeyces) Ittisishe iﬁlaa;gesem (CBhY toatsmangges éndawntrols its

functionin | t he ffe | s an
15 auxi 1 8y bRl AopRlAsTERER SEF B Res HEthaR AT LB
controls camtikiry rmgmbﬁpgam mh@hﬁn@essaﬁrfsowrnatm@demf Whaaxnarrpbﬁe tthe aoglroh
nodem connected to the ‘z@eg )@g tel ewmmm cat* ons net T ese su deV| ces
t hensel vesC¥BEI dTBE {$R&! apge oY Pationa: 191t SXABR'S, ctlhéo

connected to the public telecommunications network.

These sub-devices themselves could be the source of errors that it then acts upon

to detect and correct, especially in the case of the loading of a new version of IRD

20  operating software and particularly of its CPU, or of certain execute programs for

the {RD or its components.

The software and the data for which the authenticity and integrity must be
guaranteed may be loaded by various means. One of these means, as has already
been said, consisis in sending the aforementioned receiver an update of the
25  memory with the stream of data, including a number of heading-like data blocks
M1, M2, ...Mn to allow the data M1 to Mn to be easily recognizable for the central

unit.

Alternatively, or as a supplement, the data blocks may reach the IRD through cne

of its optional sub-devices such as the modem, for example.

30 Within the sphere of the invention, the data blocks M1, M2, ...Mn may be sent in
clear without any drawbacks, that is to say, without yet being ciphered.
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consi sts, igprEspondipgrip Mn. Biyploy thrper Hx sesults apimemgrised pyithe copkplsGandai on

st age, or Hash function to a part or to all of the data
bl ocks Mm}ﬁguﬁé;f&%nﬁ&?&“ Yain a representative Hx result of the ML to M

group. The epanaL e me 5
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Addi ng a cryptogra the transm ssion of the data to authenticate the
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decoder that ost he re er enc erra he stren he "net hod
resi desis |lttr:tairat, in the quality of the nono-directional H

The strength of the method resides, in par, in the quality of the mono-directional H
function and in the ratification of these signatures by a security unit that is reputed
to be impenetrable. in this way, a simple checksum does not allow the exchange of
two blocks of characters in the data to be detected hecause the addition is reputed .
20 to be, in mathematics, commutative and associative. On the other hand, a result of
a Hash function Hx is a very realistic image of x, even if it is much longer than Hx. If
an exchange of characters is carried out in the group of x characters, the H(x) |
function will detect it immediately, and the system wiil no longer be able to function

following its detection. The result is a security crash.

25  An important aspect of the invention is that it allows a verification of the validity of
the data in the peripheral unit's memory to be carried out at any time. As a matter of
fact, the presence of this check information in the security module allows the
decoder to carry out an auto-verification. This verification gives a result without
comparing it to the checksum normally used in the program memory. lf this

30 verification gives a result similar to the reference, the unit has various means
(modem connection, cable connection) to inform an external unit, for example the

control center, about the non-conformity of the program.
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check information 1s the control center, the invention has a peripheral

unit i no whappiies, |anst irathepwey dsscribed petayy.aFhib d Rbhinciugesya | ceatral bup (1B the
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during fabr nDnen 57T nitralization e sa

the processaide op dfythéoBmLDpboegsdhehidnebls theftaskrwflcranrynmg oughthenariolis t he
peripherals at the moment of an initialization step. The invention is

i || ustrat ed°A%¥¥R schematic bl ock di agram of an IRD. An IRD, or Integrated
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to which all the different nodul es are connected he. central nodule of the

IRD is neldertzipnointenea.apsateliecdisor inj@inehoh tharHnaws kemolasyr ity REG ¢ he
various  pi&Rar feconnected to a DC interface, which is also connected to the bus (DB).

The following are also connected to the bus (DB):

~ A multimedia brocessor MP specialized in the processing of video or audio

20 information, that sends it respectively to a monitor VD and loudspeakers AD;

- a test channel TC, which can be connected to a tester TEST for factory

regulation and for maintenance,

— a non-volatile memory NVM, independent from the main power with its own feed

source;
25— an interface INT for a smart card, which physically receives the smant-card SC;
— an auxiliary memory or memory pack TMEM;

— a modem MD, connected to the public network NET, adopting widely known

technology and supports;

— other processors OP, DP with various functions according to the needs of the

30 user, in particular those used for data processing;




An REC receiver receives a streamof data including video and audio

i nformation, is data and execute applications through varl ous g&?gort pat hs
such as a cable, a Hertzian antenna, a satellite dish, 09%er
known technol ogy. This REC receiver is ¢bnnected to a DC interface, whi ch
I's al so connected to the bus (DB). The following are also connected to th
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user, in particular those used for data processing; 10 13 Novenber 2003 It
is the CPUinfheamatimmanrives at the liffikrowgn be Rke reseiverwl bedessifegl e of which
will be described. It accepts or rejects it according to the test results
carri ed outA sefiofgiatherepnesambidgwhnen Softwane vetierarding at e IR&nsisdrred hese

ocelver R ey Mery CHTERT SR MiKE Y pd M EeliFori g eing
the nep \A/oclsntNETe.d re@afdiey ft@bhmanngty amd Es(&ﬂ@d;rﬁy ofhibailows she eannlra:ifcemedé@ and
audi o |nforrrat|on arrives at ecei,ver will

descri bed. l0&dse ¥ t%ﬁd?aver‘f'@f}r'@@eﬁtf"f”ﬁ& '?;{""ﬂté% EéP?R}%ﬂeéa(?eFEPotﬂ it th%n at

the IRD, ig8f- gég%é@”a}thhqhw%@qg{Drrem)ry TMEM of the IRD, with the
service information ter bel'ng to controlled regarding its authenticity

and its InpRgpihy mgggz% aﬁéé’ﬁgeﬁ '?écéiﬂéﬁr g?'m@&nt}e&hé Qatprdbidrensyf hn@tiee

t
version into a Parge nanber peri phe and to carw out an error-free
i nst al | at i differénteigrhentseargRibored in the temporary memory TMEM. The IRD processes

15 the blocks M1 to Mn in the same way as when they were transmitted, but in the
opposite order. It is clear that in the case where the blocks are received in ciphered
form, the first operation is to decipher the data with the public cipher-key PuK to

have the data in clear.

The next step involves’ carrying out a mono-directional function H on the data
20 blocks M1 to Mn to have a result of the values Hy1 to Hyn. In the case where an
error has entered into the memory blocks M1, M2, ...'Mn during the transmission of
the message, this error will show up on Hy that will be found to be different from Hx

which is contained in the control block and the data M1 to Mn will be rejected.

These results are transmitted to the smart-card SC that is in charge of their
25  authentication. As described before, this operation is carried out through a
connection to the control center, either immediately or at a later moment.

Examples of the H functions are the functions MD2, MD5 and SHA-1.

According to another embodiment of the invention, the unit containing the data
does not have a communication path with a control center. The data is delivered to
30 a storage unit with the control information (R1) including the result of a mono-
directional or collision-free function, called Hash function, carried out on all or a part
of the data (M1 to Mn). The particularity of this control data (R1) is that, on the one
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center, either inmediately or at a |later nonent. Exanples of the H functions

are the fupdbons, WERordMebtcaRdirsHémbodikér ﬂ'ié‘gtdr@%@@ﬂtthﬁrri@ﬁbﬂditrﬁﬁ?hhslﬁ)f t he

invention, the unit contalning the data does not have a communi cation path
with a confunstiogenttbe datad e Mn; algeptasctherhesk iformpalien XA FAISTG b t he
control in LOn ik ' { &5 8[9“}9 it &fids AR reim

col lisi on-;o(r){eHegi%%(%@t“f gﬂl’& f%@%@%@&h%&%ct [ (gﬁe Q@%??l eI outI on al P or a part
of thegat dafaMRZ) do My stoldge yar, tnatuding theyrestilt whthe compadsordata (R1) is that,
on the one Il 13 Novenber 2003 hand, it contains the hash function for the
set .of dat Fheakengenirit somendarciargn of wkihg thonetéssary eeathaes in e casrey are
stored in a ciphered form k2 . The storage unit . can neither understand
nor can mWPPﬁW&%taﬁJP?Wté‘%%?%erification phase, the storage unit

transmts the check infornation to th 5 security.unit in.a_ cinhered.form
The securi £§CURING @o@]ﬁﬁ?ﬂﬁf’ﬂ'g’oﬁﬁﬂ?\@’ ﬁ?ﬁ? 8%’8?"6?18’? °¥t“P19e Chﬁ?%ﬁﬁﬁ%ﬁn X is
par ti cul ar byribaroue sl 1A seBErity MMit! @BidhtinQhistdieecrasdivésifed Ham Kty MiViroaover
according to a first enbodi nént, the storage unit carries out the hash

functi oh othetHeraggtuni to Mh, cal cul ates the check informati on Hx and

transmts it _
According to an embodiment giving a higher level of guarantee as far as the use of

the data is concerned, a cipher key k3 is added to the control data (R1) to decipher
the data M1 to Mn. | | '
This data is initially stored in a ciphered form and the Hash fﬁnction is made in the
20 ciphered data. When the integrity verification of the data is done for the security unit
and the result is positive, the security unit, in the reply data (R2) sent to the storage
unit, includes the cipher-key k3 which allows it to decipher the data M1 to Mn. '

According to a variation of the method described above, the security unit does not
send the cipher-key k3, but it is the storage unit that sends the ciphered data M1 to
25 Mn to the security unit SC for deciphering.

In the same way as the previous method, this control may be carried out at any
time during the operation of the storage unit.
The control data (R1) includes a data describer D that indicates to the storage unit

how to use the data. This describer can be in the form of a table containing the

30 addresses and the destinations of the data. In this way, it will not be possible to use



to the security unit for conparison. In exchange, the security unit sends
the return to data (R2) to the storage unit, including the result_of the
conpari son. The storage unit is then in ¢harge of takin H@eﬁgﬂﬂ§§ﬁF§
measures in the case where the data is not authentic. According to a second
enbodi ment, the calculation of the check jnfornmation Fﬁ IS carrigqaﬁyt by
the securi the @data Wihartthe Aesqiiber.chedatter Reipgseiuipediie ANRBIFGIRM YWY 1 s

t he storag j i NG an enbodi ment giving a higher |evel of

guar ant ee ggggg@pgﬁﬁgﬁgﬂﬂggmgf the data is concerned, a cipher key k3 is
added to t 'éyayf it i ifesiba 1S
initially gﬁgre ?ﬁéﬁgﬁﬁgﬁggﬁﬁy%g¥%ﬁ§% tﬁghéggﬂg?U%gggggPrimﬁg%gtin tﬁe 20
ci phered dareadodkesr df ifee datag gy onder teekedn 8 dnaiceef dfin theeseurdy Usitdone for the
security unit and the result is positive, the security unit, in the reply
data (R2) sent to the storage wunit, includes the cipher-key k3 which all ows
it to decipher the data ML to Mh. According to a variation of the nethod
descri bed above, the security unit does not send the cipher-key k3, but it
is the storage unit that sends the ciphered data ML to 25 Mi to the
security unit SC for deciphering. In the sane way as the previous nethod,
this control may be carried out at any tinme during the operation of the
storage unit. The control data (Ri) includes a data describer D that
indicates to the storage unit how to use the data. This describer can be in
the formof a table containing the 30 addresses and the destinations of the
data. In this way, it wll not be possible to use 12 13 Novenber 2003 the
data without the describer, the latter being returned to the storage unit
only if the conparison is positive. It is also foreseen that a warrant is
added to the control data (RI) which certifies the broadcaster of the data,
in order to keep a trace of it in the security unit. 13 CLAIMS 13 Novenber
2003 ‘ _ '



1. Anethod to check the integrity and the authenticity of a set of data
received (M to M) by a pay-T.V. decoding unit, consift'bl%of a_g oder
(IRD) and a security wunit (SC), and alg E by a neans of 3 ek ( NET,
REC) with a control center, including the follow ng steps; calculation of
a check information (Hx) which is representative of the result of a
nmono-directional and collision-free function, carried out on all or only a
part of the data (ML to Mi); characterized in that, this nethod consisting
of : transmtting the check informatigpaiils) to the security unit (SC) and
ci phering the <check information (Hx) wth a first cipher-key (kl1); sending
the cipheye t r 5} qring
of the ol phes R Che R S Ty BB RS 2 S rect e o
conparing i ttO\.MID}'Ibﬁ ar;ﬂyeTéhccEcodIngeJmh‘ cohssmmckaudef:@dﬁa(li:@i gndyg security

transmttin on |ncI TO nin
a ci phered 3‘&%&@ aﬁﬁ@@@u Yﬁ/ #S‘%,ﬂ%u%{}%gf)ﬁ haﬁﬁlngp rlé?cgd
result of t&%n@ﬂ%f&ﬁ@tﬂéﬁoﬂ&ﬁﬂ@%ﬂ :ty unit (SO and |nform ng the
decoder (IRD) of the validity of the data (M to Wi). 2. A nethod according
to claiml, cahrimrirest é%@he@y infoemARst (4 ahmt:hes eaTesohtatientof the senudisott Ae

ref erence vaI ue in a ciphered formk2 with the control d ta@%g} to the
security noduPRrRo- (’8@:9“0"@ apd gelligisn- féﬁﬁ: % qasried quhen fll @ ofdher i zed
by the fact {ha g rﬁial culation is carried out by the decoder (IRD), with
the result berng transmtted to the security unit (SC). 4. A nethod

accor di ngc(:ﬁ ?eﬁ%gﬁ quthta? tﬁrs ﬂoﬁ%%%fgéﬁﬁlopy the fact that the cal cul ation

is carrie S€curi unit d the data (M to M) is

e A RSP g T S R iy o

i ncl udi ng achlcklihfoamation (idsomtrbamritlb)prfam(eymb?)dat a (M to M) in the control
data (R), 14 13 Novenber 2003 deciphering the control data (R and
t ransm t ti ngehdiegdrs eipheesd toHtrdl infoheatitacliotelx) to the control center;

deciphering of the ciphered check information k1(Hx) by the control center and

comparing it with a reference value of the check information (H'y);

- transmitting the control data (R) including the result of the comparison in a

ciphered form to the secunty unlt (SC).

- deciphering of the ciphered result of the comparison by the security unit (SC) and
informing the decoder (IRD) of the validity of the data (M1 to Mn).

2. A method according to claim 1, characterized by the fact that the control center
sends the reference value in a ciphered form k2(Hy) with the control data (R} to

the security module (SC).

3. A method according to claims 1 and 2, characterized by the fact that the
calculation is carried out by the decoder (IRD), with the result being transmitted to
the security unit (SC). '

4. A method according to claims 1 to 3, characterized by the fact that the calculation
is carried out by the security unit (SC), and the data (M1 to Mn) is transmitted
from the decoder (IRD) to the security unit (SC).

5. A method according to claims 1 to 4, characterized by the fact that it consists of
including a utilization describer (D) for the data (M1 to Mn) in the control data (R),



(IRD) if the result of the conparison is positive, processing the data (M
to Mh) Dby the decoder (IRD) according to the guideli ne@]gont ai ne t he
describer (D). 6. A nmethod according toglaims 1 to 5 oxemher. y the
fact that the data (M to M) is acconpanied by validity information (CRC,
CS, H for the said data, and in which the security nodul e (tSC%ﬁtran mts
to the decod@canIHMQromtmbdatadH)ﬁld toanangttingrhe deseribek (0)itatlae F8E9
check the data

by che fact WARL Miweaebal s iRl BREME RO e et rEs ?"i';”)zed
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collision-free function) met%]od according to clains 1 to 7,
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claim 10, chat a Ea'é@rqo B%ﬁrﬂ:ﬁ] al QQH cbh??ontfﬂ?e ﬁﬁ{cﬁéh atdrBad ioht of@lirgreshiypdt by

t he securltyreﬁH being transmtted fromthe
decoder (| RD)art of tHeegiekalltzta YMOrtdtMBahis daa us\theesama agc Bbingiuagst Beciaifns 10
to 12, characterized b\él\é{‘}e fact that the periodic calculation is carried

out on reque$ceived My ntrol center, fromthe security unit, froma test

un|.t (TES-Q. ormét%&r:p a(t):rclgrd?r}cg %ohgialm gnchar.acten%@il @:y(ﬂ% 124 thithe c%ﬁ@bl data (R)

includes a warranty that certifies the broadcaster of the data (M1 to Mn).

10.A method according to claim 8, characterized by the fact that it _con_sists of
| calculating periodically, or when requested, the value (H'x) réprese{ntative of the
result of a so-called mono-directional and collision-free function, carried out on all
or only a part of the global data (MO to Mm), with the security unit (SC) comparing
the result (H'x) with the reference value (H'y).
11.A method according to claim 10, characterized by the fact that the calculation is
~ carried out by the decoder (IRD), with the result of the calculation (H'x) being
transmitted to the security unit (SC).

12.A method according to claim 10, characterized by the fact that the calculation is
carried out by the security unit (SC), with the data (MO to Mm) being transmitted
from the decoder (IRD) to the security unit (SC).

13. A method according to claims 10 to 12, characterized by the fact that the periodic

calculation is carried out on request from the control center, from_ the security unit,

from a test unit (TEST) or from one of the means of communication (NET, REC).




13 Novenber 2003 14. A nethod according to clains 10 to 13, characterized by
the fact that the result of the conparison is transmtted in absuii‘ﬁ]i ber
generated nessage conmon to the functioging of the sysl®hovember od
according to clainms 10 to 13, characterized by the fact that the val ue
calculated (Hx) is transmtted to the control center inside subscriber
gener at ed 141BS8aged aeordny tockims il Qnet Bponargeiefizedhby dhe farhthaii tha resudiof

nmessage containing a part of the value cal cul ated [ X)) . '
according t otwrﬁgaﬁ!%’é‘ I3 @St 1 %Fﬂécrwﬁépse?@é§gﬁ)58§&$ﬁ8 'Piai%'?%tdwaet
the transm sgj@RchiAgicntheoyiepl center is carried out in deferred node,
according to a tinetable defined in a pseudo-random manner within

predef i ned g hthbhpoldcoofuiff 1o ethiid RNRCKS! Barbbleqsed by hadathmarttdicalieci ty
of a set o at a FI\/[L to I\/hH§ menori zed inside a dat,a_storage,unlt connect ed
with a securtalgulatect (H'80s fransmitienitg thaecondiol santey iRtidg SubscrbelggneLaiedn
fromthe storage unit e,S ri - Un] 0, atr )

i ncl udi ng ci wﬁg?%%e%r gphfrgé, etocﬁfe?%lkfu}r%y%*ﬂh%t égﬁﬁil%y%%ﬁ’r gvg@%es%ﬁrgﬁ €S§ angl t he
result of a camainiig £phit@hite eade calculateédtHk)y.ee function, carried out on all
or only a part of the data (M to M); cal culation of check information
(Hr) whichel A i&tRbe2eob@Iny/® Gie bhherpactdingtlaims nehvevadierieed byl faghthat

ol sl O TGS LARCLLSR, (3111 80, QUL S0, ALl O ¥y ey Aok sec b (0

reference Vaﬂo%tir?‘nb‘i@ble Qéﬁﬁélfin%?@édddlrahﬂbﬁn fraRheARmhinRBaERIedDimitde
managenent data (R2) i1 ncluding the result of the conparison to the storage

uni t. 18. /%ﬂls?trhé}ﬂoeﬂiﬁ%@@gﬁ?hébeﬂté%ﬁy@nH?theCélﬁh@ﬁmy!ozeaistoi hstal @0t to bl the

calculation'is <carrie e’'storage unit, with the result of %&5
cal cul at i on rheRiorized nigsicer andaa tsterage wmb cossasiedy withi & seeyrty 190 (REY hod
rized by the fact that the calculation is

carri Shngui qﬂé'luﬁiﬁ‘?téééﬂﬁ‘}‘ﬁ@&%{r??’ﬁ (SO), with the data (M to M) being

ceor di ng- ¢ drUTREoR 719 108 ot HRaP AT I TS SRty btson R EOnthTRAAC
(R1) including ciphered reference check information k1(Hy) representative of the
resuit of a mono-directional and collision-free function, carried out on all or only a
part of the data (M1 to Mn); |

- calculation of check information (Hx) which is representative of the result of a

| mbno—directional and cb!lision-freé function, carried out on all or only a part of the
data (M1 to Mn);

- comparison of the calculated value (Hx) with the deciphered reference value (Hy)
by the security unit (SC) and transfer of the management data (R2) including the
result of the comparison to the storage unit,

18.A method according to claim 17, characterized by the fact that the calculation is
carried out by the storage unit, with the result of the calculation {Hx) being
transmitted to the security unit (SC).

19.A method according to claim 17, characterized by the fact that the calcuiation is
carried out by the security unit (SC), with the data (M1 to Mn) being transmitted
from the storage unit to the security unit (SC).

20. A method according to claims 17 to 19, characterized by the fact that it includes,
inside the control data (R1), a utilization describer (D) for the data (M1 to Mn),



i nside the control data (Rl), a utilization describer (D) for the data (M
to Mh), 16 13 Novenber 2003 and if the result of the cog)ﬁrisorlhis [;)&sitive,
sends the utilization describer (D) back to the storagh® NQVEmber2

deci phered form to process the data (M to Mi) by the storage unit
according to the guidelines contained in the describer (D). 21.A nmet hﬁ%
accor di ng t oast ai the2@suit lnatiae tempadsbrbis positiveasends e thbization descrigst &) (Rr1)

includes a warrant that certifies th S :
22 A ot hod BECORINFGEPEREE U 4 Pep Bt iy I proest iip SRIF WAV MY -
consi sts  of yealistdqrt iritadrdiagits #ld guidelinestemtaised éstheddesdibevdPues (Hx)
representative of the result of a so-called nono-directional and

col :V:T;‘i on-yt Rembiitel é%rdiﬁgrtbi@?gg!o, cldvasierized bynthg facT)meEt tbé qomoudﬁ@ (M
to , With the security unit conparing the result t he
ot or bhce va(ii 1ReS BN (IFOR o ae AEPA S S Ayt 1o M)
characterized by the fact that it consists of: stor ge of t%g d‘a{t'a ﬁMttO
M) in a diZAdnethoioraserding e siaiRa 121 RhaeeianFed iR eddpal | cphgists

control dat a?i( 5@.‘@@& ﬂ@ ggﬁ%ggﬁﬁL%ygwpéﬁ%eéu@eé'qhetm&at@x)( Mpréseridiive of |

the result o rison ositive, deciphering of the data (M
to M) with fHeerasait affa sbeatieqpmeondedivedtiosnl and callisinhisee deedion cgries evlai m

23, characterized by the fact, tha he, deci 2 | [ f ta
(ML to nmy i &0 aleriobly saanay tonaaa Y eRihE WinRE seQB A S comaie)

bei ng t r ansnipetRduRyHHNGtISBRWetdrEnt@i/AlUEBBY). 25. A method according to claim
23 characterized by the fact that the deciphering operation of the data (M

to M) i s 2akhemhoaUcclydihl %o SREMEf7yiod t cHaRsteritdubbylaha fadtvhat ib cngistsei ng
transmtted fromthe storage unit to the security unit (SC. 26. A nethod
according tooklains 17 to 25 characterized by the fact that it includes,

i nside the control data (RI), a utilization describer (D) for the data (M
to M), to desighge of the dafat(M| toddnlain@aipheied PFBinsnit the describer (D) to
the storage unit if the result of the conparison is ositiv?&ecio_ r OCess
the data (M- t drakBjnidsjon teethessesusityeunih(SClBdBe drAloL @AtaHE 1g & defqqrienng

contained in the de56! B adm1 to Mn).
- If the result of the comparison Hx=Hy is positive, deciphering of the data (M1
to Mn) with the use of the cipher-key (k3).

24. A method according to claim 23, characterized by the fact that the deciphering
operation of the data (M1 to Mn) is carried out by the storage unit, the
deciphering key (k3) being transmitted by the security unit (SC}.

o5. A method according to claim 23 characterized by the fact that the deciphering
operation of the data (M1 to Mn) is carried out by the security unit (SC), the data
(M1 to Mn) being transmitted from the storage unit 10 the security unit (SC).

26.A method according to claims 17 to 25 characterized by the fact that it includes,
inside the control data (R1), a utilization describer (D) for the data (M1 to Mn), to
decipher the control data (R1) and transmit the describer (D) to the storage unit if
the result of the comparison is positive, to process the data (M1 to Mn) by the

storage unit according to the guidelines contained in the describer (D).




