1 REMOTE USER AUTHENTICATION AND APPARATUS VERIFICATION FIELD OF THE
INVENTION 5The present invention relates to user authentication and apparatus verification. More
particularly, remote user authentication and verification of an apparatus capable of displaying or
generating a one-time passcode (OTP), which may be the card number associated with a pre-paid
scratch card or a one-time password generated by an OTP security token, are achieved by means of
an unencrypted security code transformed from a 10user security code and the OTP. BACKGROUND
OF THE INVENTION Without the use of application-level cryptographic protection, conventional
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between the user mobile devices and the remote server application hosted by a service provider. This
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unique card num a pre-paid card with a 30user security code using a transformation function.
The user security code and transforma- tion function are secrets shared between the user and the
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, payment operator or service provider via a mobile device. No application-level
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15  user-submitted card numbers in clear text may be intercepted along the paths of commu-
nication between the user mobile devices and the remote server application hosted by a
service provider. This is particularly vulnerable when mobile originated payment messages
are routed through communications gateways, such as short message services (SMS)
gateways, over which the operator providing such payment and remittance services has

20 little control.

The present invention ensures secure payment transactions by accomplishing user
authentication and card verification without resorting to additional data encryption other
than that provided by the native cellular systems. The requirements for such additional en-
cryption capabilities are not easily achieved in mass-market cellular telephony devices as

25 aresult of limited device processing power available for cryptographic computations, com-
plex encryption key management and tedious hardware and software installation neces-
sary for enabling user mobile devices to protect data as desired. The problems have hin-
dered the commercialization of general mobile payment applications.

The present invention transforms the unique card number of a pre-paid card with a

30 user security code using a transformation function. The user security code and transforma-
tion function are secrets shared between the user and the service provider. The trans-
formed security code, which can easily be worked out or looked up by the user, is sent to

the payment operator or service provider via a mobile device. No application-level encryp-



The present invention is effective against a variety of security attacks including 5brute force, dictionary,
replay, phishing and Man-in-the-Middle attacks. In the above-described mobile payment
application, the pre-paid cards are the apparatus to be verified and the card number printed and
protected on each of the pre-paid cards is the unique one-time passcode (OTP) known to the service
provider. In addition, the present invention can be used to boost the security level of a general OTP
verification 10process employed in a two- or multi-factor authentication system, commonly used to au-
thenti¢ite B vsquibyd/tyifyrioig théhesea yassivtext, ogssagdetant ttresfatevddi caioomisyindddiiy
session- or time-based QTP generated by g hardware token, mqbile application or transmitted from
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authentelhbsrussimgubinenticetipasscodes, the submit- 15ted OTP helps prevent replay attacks.
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For conventional multi-factor authentication using one-time passcodes, the submit-

15 ted OTP helps prevent replay attacks. Nonetheless, the use of conventional OTP has little
effect on the prevention of phishing and Man-in-the-Middle attacks in which the OTP to-
gether with the user credentials are intercepted, such as using a forged website, by an im-
poster for illegitimate use. Thereby, the present invention can be used to strengthen gen-
eral OTP applications.

20
SUMMARY OF THE INVENTION

A method of remote user authentication and apparatus verification is provided. In
the method, a user has knowledge of a user security code (Cyser'), an apparatus one-time
passcode (Cotp') associated with an apparatus and a transformation function (f;") associ-

25  ated with the apparatus one-time passcode (OTP) or the user, and a service provider sys-
tem has system database for storing records of a plurality of valid user identifiers, a plural-
ity of valid user security codes (Cyser) One of which may match the user security code
Cuser, @ plurality of valid appliance one-time passcodes (Cotp) one of which may match the
apparatus one-time passcode Corp', and a plurality of valid transformation functions (f;)

30 each of which is associated with at least one of the valid appliance one-time passcodes
Corp or at least one of the user identifiers, and the method begins with the user deriving a
transformed security code Ct' using the user security code Cser, apparatus one-time

passcode Corp' and the transformation function 7, followed by the user submitting the



transformed security code CT' to the service provider system, followed by the service provider system
retrieving and identifying a valid user security code Cu'r associated with the user, followed by the
service provider system examining the valid user security code Cu'r retrieved, the submitted
transformed security code CT’, the valid apparatus one-time pass- 5codes CoTp and valid
transformation functions ft in a verification process #herein the ser- vice provider system determines
whether the submitted transformed security code CT' can be mapped to any one of the valid apparatus
one-titnenzdestedeseCarlly, ot tle' dsehbsenvire [movitats ystensfdlibeeppgrite soriitg ategitimate
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paratus one-time passcode Cortp and a valid user security code Cser to a possible trans-
formed security code (p_Ct) used for comparison against the transformed security code
Ct' submitted by the user in the verification process.

25 The transformation function f{ comprises a mapping function f,,' that uses the user
security code Cyer' to convert K out of the total of | characters of the apparatus one-time
passcode Corp' to K transformed characters which are combined with the remaining (K — 1)
un-transformed characters of the apparatus one-time passcode Corp' to form the trans-
formed security code C+1', and each of the valid transformation functions f; comprises a

30 mapping function f, which uses the valid user security code Cser to convert K out of the
total of | characters of the corresponding valid apparatus one-time passcode Cotp to K
transformed characters which are combined with the remaining (K — 1) un-transformed

characters of the valid apparatus one-time passcode Cotp to form the possible trans-



10CT' and possible transformed security code p_CT may be identical to their respective posi- tions in
the apparatus one-time passcode Co-Fp' and valid apparatus one-time passcode CoTp respectively.
Each of the valid transformation functions may be an inverse of the ft and denoted as ft-i, and ft-/
comprises an inverse mapping function ftn-/ which is an inverse of the fm, and 15fm-1 uses the valid
user security code Cu'r to recover the K original characters of the appa- ratus one-time passcode
Co-Fp' from the K transformed characters out of the total of | char- acters of the received transformed
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aracters
formed security code Ct' to recover the apparatus one-time passcode Corp'.

20 The mapping function f,,' may derive each of the transformed characters in the
transformed security code C+' by replacing the characters to be transformed in the appara-
tus one-time passcode Cotp' by the corresponding characters of the user security code
Cuser, and the mapping function f,, may derive each of the transformed characters in the
possible transformed security code p_Ct by replacing the characters to be transformed in

25  the valid apparatus one-time passcode Cotp by the corresponding characters of the valid
user security code Cyger.

The mapping function f,, may derive each of the transformed characters in the
transformed security code Ct' using a mapping process in which the position of each of the
transformed characters in the character set S is the position value of the character to be

30 transformed offset by a value associated with the position value of the corresponding
character of the user security code Cs/' in the same character set S, and the mapping
function f,, may derive each of the transformed characters in the possible transformed se-

curity code p_Crt using a mapping process in which the position of each of the transformed



15in the character set S if the position value is less than the total number of characters in the character
set S. The mapping function f,771 may be a random function mapping each of the apparatus
one-time passcode Co-rp' characters to be transformed and the corresponding character of the user
security code Cu'ri to the corresponding transformed character, and the mapping 20 function f, may
also be a random function mapping each of the vali&l apparatus one-time passcode Corp characters to
be transformed and the corresponding character of the valid user security code Cu'r to the
corresgruandicig tsanstosrokdrebtaasttr STiheheopstitmpalseaoflthatpuis adtdrdodelivansfappiad function
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ratus in the form of a lookup table tabulating transformed characters as a function of each
25  of the possible characters in the user security code Cyser' and, if applicable, of each of the

possible characters to be transformed.

The positions of the characters to be transformed in the apparatus one-time pass-

code Corp' and valid apparatus one-time passcode Cotp may be selected by the user and

the service provider system may not have prior knowledge of the positions of the charac-
30 ters to be transformed. The verification process begins with the service provider system

retrieving sequentially or systematically the valid apparatus one-time passcodes Cotp and

their respective valid transformation functions f;stored in the system database, the process

further evaluates all the possible transformed security codes p_C+ for each of the valid ap-



25until the verification process has produced a positive outcome or all the valid apparatus one-time
passcodes CoTp stored in the system database have been retrieved for examination in the verification
process. The service provider system may have prior knowledge of the positions of the characters
to be transformed in the apparatus one-time passcode CoTp' and the service pro- 30vider system may
have the positions of the characters to be transfornged stored in the sys- tem database. The positions
of the characters to be transformed may be displayed, labelled, highlighted or marked on the
apparatuafos theetitmetpaks oo 8elmpateinired asing\ttedalidiséhsemriftgatmieoge ssemiyy begin
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passcodes p_Cotp evaluated being identical to the valid apparatus one-time passcode
Corp retrieved, then the verification process terminating with a positive outcome, otherwise
the service provider system will retrieve the next valid apparatus one-time passcode Corp
and the corresponding valid transformation function f.', and repeat the above-the steps
25 until the verification process has produced a positive outcome or all the valid apparatus
one-time passcodes Cortp stored in the system database have been retrieved for examina-
tion in the verification process.
The service provider system may have prior knowledge of the positions of the char-
acters to be transformed in the apparatus one-time passcode Cotp' and the service pro-
30  vider system may have the positions of the characters to be transformed stored in the sys-
tem database. The positions of the characters to be transformed may be displayed, la-
belled, highlighted or marked on the apparatus for the user to derive the transformed secu-

rity code C+'. The verification process may begin with the service provider system retriev-



OTP which is a card security code printed under an opaque security seal that can be scratched off by
the user to reveal the apparatus OTP, and the security seal is designed 8 for one-time use to prevent
the user to re-seal after the seal has been broken, opened, lifted or removed. The positions of the
characters to be transformed may be highlighted or marked on the pre-paid stored value card and
printed under the opaque security seal. The transformation function ft' may be printed on the pre-paid
stored value card under the 5Sopaque security seal. The mapping function f,771 may be printed on the
pre-panhterptntihly carsystetantivalbptguesiecappassals the-tialid pagscaties dDgriintiegrasscodes
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" and positions of transformed characters stored in the system database, followed by
evaluating the possible apparatus one-time passcode p_Corp for the submitted trans-
formed security code Ct' using the valid user security code Cger identified and the corre-
20  sponding valid transformation function f" retrieved for each of the valid apparatus one-
time passcodes Corp, followed by determining whether the possible apparatus one-time
passcode p_Corp value evaluated being identical to the valid apparatus one-time pass-
code Corp retrieved, and if the possible apparatus one-time passcode p_Corp evaluated
being identical to the valid apparatus one-time passcode Corp retrieved, then the verifica-
25  tion process terminating with a positive outcome, otherwise the service provider system
will retrieve the next valid apparatus one-time passcode Cortp, the corresponding valid
transformation function f;” and positions of transformed characters, and repeat the above-
the steps until the verification process has produced a positive outcome or all the valid ap-
paratus one-time passcodes Corp stored in the system database have been retrieved for
30 examination in the verification process.
The apparatus may be a pre-paid stored value card carrying a unique apparatus
OTP which is a card security code printed under an opaque security seal that can be

scratched off by the user to reveal the apparatus OTP, and the security seal is designed



which is associated with at least one of the valid appliance one-time passcodes CoTp or at least one
of the user identifiers, and in the system, the user derives a transformed security code CT' using the
user security code Cuserl, apparatus one-time passcode Co-Fp' and the transformation function t'
associated with the apparatus or the user, the user further sub- 5mits the transformed security code
CT' to the service provider system, the service provdder system retrieves a valid user security code
Cuser associated with the user, the service provider system examines the valid user security code
Cuserfalamtidi¢ththessutonptedc trotd arsee dosesigaty afide (Be, sbal\redsl zgpatatieconeganegasscodes
CoTp and valid transfqrmation fupctions {t in g verification process wherejn the service provider
cyeter RGN Lot e R A GBI Lot gy S e RS any
one ointiaekealidrafipaatipadestoredpadseockrs God prariddhendee e bppg egstmatieyusesl atiehe
apparatus being a legitimate aratus if the verification process vields g positive outcome in which
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elemehts. FIG LilliStrates a nonile payment syatem coanur%pdato ImMprament the user aus ~°TP
20thesticabmdhd aypsieratdatebdseatiomgibecsses Offthe presedtnontreisroffd(biilisstratbprine

general_datg formats of %e paratus OTP / card security code, user security code and transformed
securiPya(iidg efé)%%%é%f E?%gillustrates an embodiment of the transformation function of FIG. 1 & FIG.
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The OTP generator can be of any type including hardware OTP token, software OTP gen-
eration applications executed on mobile devices and computing devices, and OTP sent to

15 the user’s mobile device.

The user security code Cyser' is a secret shared between the user and the service
provider system and the user security code C,se' may be set or chosen by the user or as-
signed by the service provider system. The user identifier may be a user identification
number, a calling party identification number, or the user telephone number. The trans-

20  formed security code Ct' may be submitted to the service provider system via a telecom-
munications link including cellular link, mobile link and the Internet via emails, online web
access over the Internet, wireless application protocol (WAP) and general packet radio
service (GPRS), as well as short message services (SMS) and equivalent messaging ap-
plications.

25 A system for remote user authentication and apparatus verification is provided. The
system comprises an apparatus possessed by a user capable of displaying or generating
an apparatus one-time passcode (Corp'), a user security code (Cyser') being a shared se-
cret between the user and a service provider system, a transformation function (f;') associ-
ated with the apparatus one-time passcode (OTP) or the user, the service provider system

30 has system database for storing records of a plurality of valid user identifiers, a plurality of
valid user security codes (Cyser) One of which may match the user security code Cser, @
plurality of valid appliance one-time passcodes (Cotp) one of which may match the appa-

ratus one-time passcode Cotp', and a plurality of valid transformation functions (f;) each of



by the mobile payment system of FIG. 1. 10 FIG. 8illustrates a mobile or online application configured
to implement the general multi-factor user authentication and OTP verification processes of the
present invention. 5 DETAILED DESCRIPTION FIG. 1 illustrates a mobile payment system
configured to implement the user authentication and apparatus verification processes of the present
invention. Pre-paid stored value cards 110 eact® of which carries a unique apparatus one-time
passcode CoTip' 120 in the form of a card security code 120 printed under an opaque secu- 10rity seal
115 anehpch\visledsdcistedagijiist seamt of¢hef ine-palidl Grrpliahte ane-$ionat ¢lass cbtide Opaqoeatecurity
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operatslgn WhiCR 20 the User can easﬁy pe orm. TRETSETURRET SUbMIte payment requesp
compnsiley Hysteemsiamie:sdbanitglicbdeeC $etdOtyocbeesEvic@praifiddr fystrbrhtedifrdnsor her
mobil vice (158).over mmunication li 6 tablishe Wi e user,mabi ice and
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servicopratiderfititiomadyihea assificatien withceas wharpiortitysefpiee RaEpaitcaystehl Olefttr50 may
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valid t{@g%ﬂ%g\n})%%%séﬂ?? from the card database 175. The retrieved valid user security

, valid car

codes Cuser sengrity codes CoTp 176 and the corre-

BRIEF DESCRIPTION
Embodiments according to the present invention will now be described with refer-

ence to the following figures, in which like reference numerals denote like elements.

FIG. 1 illustrates a mobile payment system configured to implement the user au-
20 thentication and apparatus verification processes of the present invention.
FIG. 2 illustrates the general data formats of the apparatus OTP / card security

code, user security code and transformed security code of FIG. 1.

FIG. 3 illustrates an embodiment of the transformation function of FIG. 1 & FIG. 2.

FIG. 4 illustrates the pre-paid card capable of concealing additional confidential in-
25 formation including the mapping function of FIG. 3.

FIG. 5 illustrates an embodiment of the inverse transformation function stored in the

service provider system of FIG. 1.
FIG. 6 illustrates a first embodiment of the verification process flow implemented by
the mobile payment system of FIG. 1 using the inverse transformation func-
30 tion of FIG. 5.
FIG. 7 illustrates a second embodiment of the verification process flow implemented

by the mobile payment system of FIG. 1.



11 sponding valid transformation functions ft177 are used by the service provider system 165 to derive
a plurality of possible transformed security codes p_CT for comparison against the received
transformed security code CT' 140 in the verification process 180. User authentication and card
verification are successful if one of the possible transformed security 5codes p_CT is identical to the
received transformed security code CT' 140 submitted by the user. If the inverse of the valid
transformation functions U1l 178 are available, the service provider system 165 may alternatively use
the re€e®ef transfotlustiates wityalnitbede 6nlide, dpelicattbnsergepursty tooidegsi€snéni fergreved from
the user database 170|?_r%d ﬁaid in- 10 yerse tr?nsforrga(g?p, funcjgioqs ft-/ 178 retriev?(iihfrom the card
database 175 to corrr%Ju{e %Cp ll:lrua?I%I; 3 poesnS|8 AT nsecurltyvceorI &8 68'&850p0?osrsggrﬁpar%8rrleagainst
each of the valid casgsemwiytioydes CoTp 176 retrieved from the card database 175. User
authentication and card verification are successful if one of the possible card security codes p_CoTp
derived is identical to one of the valid card security codes CoTp 176. 15Successful user authentication
aAd cDETVAILERI QERORIRTMOMNe user knows his secret user security code Cu"r' 130, the one-time

card securltyr_q(age @%Ft%tlzo and ttak\% c%r;rens&)nqndln transf rmatlé)n func1i|on f ?R.eThe service

. €3 a moDi system configured to implemen rau-
provider system 165 advances to gec R he Applicable payr%er?t processes in step Y365

acc_oydhenéouﬁbnfmcbappmﬁ@aw&dﬁt@mueﬁtmmefLﬂ_;ler Eresemntioaeotiamd card verification are
positive. Othey: 20uise, dhe Selyigeaardqnsysiem A RR siecla he PRYMENLISIUESL L8 andmay

update the ap[gﬁ(_: e system records In the database and info user accordlng?y. The
servicpaaevider Systert2066 thayfadendfyatherdssedunity tedield 26ty hietethimslén drequaquersaeguest

i bmi ' - . ificali
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eectrendduediasukoesvalichtiiausies, Whedae & \Ouis wihaudeayyatoerdpanignipcabliential
informﬁ&%@@%@é&%@rﬁé%é&%@ﬁ?ﬁﬁ’lh %@@%P&?u%@mﬂges%red in the database of
the service provider system 165.
The user security code Cyser' 130 is a secret shared between the user and the ser-
vice provider system 165. The transformation function ;' 150 is a simple operation which
20  the user can easily perform. The user further submits a payment request comprising the
transformed security code Ct' 140 to the service provider system 165 via his or her mobile
device (158) over a communication link 160 established between the user mobile device
and the service provider system 165. The transformation function £’ 150 is known to both
the user and the service provider. ;' 150 may be associated with one or a plurality of pre-
25  paid cards 110. ;' 150 may also be associated with one or a plurality of users.
Upon receiving the transformed security code C+' 140, the service provider system
165 identifies the user, through verification against the valid user ID records 171 stored in
a user records database 170, and retrieves the corresponding valid user security code
Cuser 172 from the database 170. The service provider system 165 further scans through
30 each of the valid card security codes Corp 176, which are the card numbers of all the is-
sued pre-paid cards 110 registered in a card records database 175, and retrieves the cor-
responding valid transformation functions ;177 from the card database 175. The retrieved

valid user security codes Cyser 172, valid card security codes Corp 176 and the corre-



The security seal 115 allows the user to scratch off without considerable effort. The security seal 115
is designed for one-time use and it does not allow the user to re-seal the 5protected data after the seal
115 has been broken, opened, lifted or removed. Thereby, the card security code CoTip' 120 is a
predetermined one-time passcode valid for one transaction. The pre-paid card 110 may carry printed
graphics, pre-paid currency and value, expiry date] tsage terms and conditions, instructions and any
other information related to the use of the card, card issuer and service provider. 10Without loss of
generspiyn tiegoveatidsich nafdriikdi omafu betiotagfiated arthusedagn e sapddopstivider x3storate 85
necesgane [Bro Sl sArcyerlicalion whep amadnetis eadscis avalable, The prespald ard 110 may
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includedulgsape Gotidindieadicaldoytied teedived-tnamsidraiesss ecobile codboeiuldliskbreitfgabtinthe
analogue or digital data transmission, which may further comprise any of the circuit-switched,
packet-switched communication and 20 point-to-point protocols. Thus, CT' 140 may be submitted via
emails, onlinéf thebimversss atbethelit teansfowiatizss fapplicasofi ptdthect GVaRa e sersigeacket
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and thﬂﬁ&g‘%@%%ﬁ&%ﬂ%‘ oh B?.W&Ohﬂ&%%m%é‘éﬁﬂ E8&§Q§8%ﬁzg‘.sed in Co-Fp’ 120 and the total

e e Cu

number of possible values of scil. he user security co is known only to the user and
iHe service pfowdessfiilsien 30thentedtiortrandfoand therifioatipr poonefthat the traekksrovesibecurity

code (Lodis8 ARSHMHIMERIIONSR S AU FiRRICla el ind US40 rpliAairing
prising a total of K characters Suki whereas 0'Is a data string comBrlsmg a total of N
characemrespbndinsetransiarmaticsuBingimsukidon, wherserwae(pp vidersyy sionci®Sardvagaes
StN“’WSQ%%Lﬁ@tﬁé\'éEBI%)able payment processes in step 190 in accordance with the received
payment request 158 if the user authentication and card verification are positive. Other-
20  wise, the service provider system 165 rejects the payment request 158, and may update
the applicable system records in the database 170 & 175 and inform the user accordingly.
The service provider system 165 may identify the user from the identity he claims in
the payment request that comprises the submitted transformed security code C+' 140
(158). The user identification may also be accomplished by matching the calling party
25 identification number or caller ID, which is typically the telephone number of the user mo-
bile device, against all the user identification numbers 171 registered in the user database
170 of the service provider system 165.
The apparatus OTP or Cotp' 120 is printed on the pre-paid card 110 which may be
made from materials that provide sufficient mechanical support. The security seal 115 and
30 the part of the pre-paid card where the card security code Cotp' 120 and any accompany-
ing confidential information, such as the transformation function £/’ 150, must not allow suf-

ficient penetration of light, infra-red, x-ray or other electromagnetic sources such that the



10The user security code Cuser' 130 is a shared secret between the user and the ser- vice provider.
The user security code Cuser' 130 is assigned by the service provider prior to any authentication and
verification request. The user security code Cuser' 130 may also be chosen by the user and approved
by the service provider. As a good security practice, Cuseri 130 may be changed on a regular basis.
15The user submits the transformed secured codelCT' 140 to the service provider for user
authentication and card verification, and the service provider proceeds to process payment if said user
authempticddrCanig d20 aedifaratiaccmsipliis pirsgpasitiicie ntiad @rferalaGdn H40 isederack b ¢foos tethe
ppllcatlon qf a eqega m|n§d transforma, CIIlon function ft' 150 to all or typically parts of the one-time
appargfeus OPCaFd 'secur| yC Sgntrurp&\é% "20Given a card security code Co-rp' 120 and a user
security codeTﬁelmtllmy skaltidistions tienUsectmedrdist il i zoun icpresidenatdenedibgedingty code
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a smart chip reader is available.

15 The user may submit the transformed security code C+' 140 to the service provider
via an electronic, online or telecommunication link 160 between the user and the service
provider system 165. The link 160 may include but are not limited to any of the fixed-line,
wireless, mobile and cellular links supporting analogue or digital data transmission, which
may further comprise any of the circuit-switched, packet-switched communication and

20  point-to-point protocols. Thus, Ct' 140 may be submitted via emails, online web access
over the Internet, wireless application protocol (WAP) and general packet radio service
(GPRS), as well as short message services (SMS) and equivalent messaging applications.

FIG. 2 illustrates the general data formats of the apparatus OTP / card security
code, user security code and transformed security code of FIG. 1.

25 The apparatus OTP or card security code Corp' 120 is a data string printed on a
pre-paid card 110 and concealed by the security seal 115. The user may scratch the secu-
rity seal off to review the printed data string. As shown in Equation 1 and depicted in FIG.
2, the Cor1p' 120 is a data string comprising a total of | symbols or characters sg;'.

CoTp' = Sc1' Sc2' Sc3'-.. S ... S¢l' ,Where 1<j<| (Eq 1)

30 Each Cotp' 120 is typically randomly generated. The Corp' 120 may be randomly
selected from a vast data set having all the possible combinations of characters s./. The

probability of having two identical Cotp' 120 is sufficiently low, and this probability is de-



, suk', stn' E S(Eq 5) The members of the character set S are assigned with position values.
Thereby all the members of S may be arranged in ascending or descending orders of their position
10values. The position values may be derived from a predetermined transformation, se- quence or
lookup table that uniquely maps each member of S to a value indicating, directly or indirectly, the
positions of the members in S. The sequence maylse based upon the ordering of English alphabets,
numerals, and any of the character encoding schemes such as ASCIl (American Standard Code for
Informadiotek cipangite GilhBeBofacithadiotsrt/niseldbindlgrsch2tnasd the tatal Buthistraté passible

embO(\jligPegSt ot tshc;- transformation function of FIG. 1 & FIG. 2. The transformation function /7 150 uses
the user gecurltyctbde Cu"r' 130 to map K characters 305, out of the total | characters, of the card

security codeT@e-kserlécirity reals €, of, treBGisrkmedvohamicterth darsetedri, thim's@PGicé lprovider.
transformation function /7 150 is mathe- 2 Omatically expressed in Equation 6. n=i=io =(sqil,

o ST 1 raed BRI, Car e R R B Ao R TER Rereas
frii is dAsappimg iiufciicati@ks| 28 Stand-depaltmhindréGi.2, 34de) T3kip esitatasstinigecknamsifogmed
characters_stn; are either predetermined ach card or randomly selecte the user. Any
oo R A R R PO S S S SR R AR o
datab#ses B¢ for each 30issued pre-paid card 110. The predetermined positions may be marked or
highlighted clearly on the pre-paid ¢ard 110 and are concealed he security seal 115. s an
example, the%déf"bl SeliritPcdde b Tp 240 hatwelve Yardom ‘¥g nge%eted characters (1=%12), and

the user sec@ity coaes(usp' B30 45'madg, up. effwo usektsetected< Ib<cNaracters (K = 2) tHat3ye
approved by the service provider. Furthermore, theé&raedetermined positions of the characters 305 to

ich the tranSRMASHSAFUFAMIGAIe1864s LpPied shared segel BEWeREHIRHSASE ANS 8% ezome
COTRlice Pedlidee2line e8brSsetlfitgebde ®Lac 13008 Haridhsd Blaabldarictl provider prior to

any authentication and verification request. The user security code Cyse' 130 may also be
chosen by the user and approved by the service provider. As a good security practice,
Cuser 130 may be changed on a regular basis.

15 The user submits the transformed secured code Ct' 140 to the service provider for
user authentication and card verification, and the service provider proceeds to process
payment if said user authentication and card verification results are positive. In general,
C+' 140 is derived through the application of a predetermined transformation function /'
150 to all or typically parts of the one-time apparatus or card security code Cotp'120.

20  Given a card security code Cortp' 120 and a user security code Cyser 130, the transforma-
tion function fi' 150 yields a unique transformed security code C+' 140, as expressed
mathematically in Equation 4.

Cr' = £ (Core', Cuser) (Eq 4)
The transformation function ;' 150 is known to both the user and the service pro-

25  vider. ' 150 may be associated with one or a plurality of pre-paid cards 110. f 150 may
also be associated with one or a plurality of users. Deriving the transformed security code
Ct' 140 requires the knowledge of both of the card and user security codes Cotp' 120 &
Cuser 130.

Since the user security code Cyser' 130 and the transformation function ;' 150 are

30  known only to the user who submits the payment request 158, whereas the card security
code Cotp' 120 is a short-lived one-time passcode (OTP), thus the present invention is ef-
fectively an OTP-based two-factor authentication and verification scheme. Furthermore,

the present invention is effectively an OTP based three-factor authentication and verifica-



5Cuseri = Sull 5u21 CT1=St11 S t21 St31 St41 St51 St61 St/ St81 St91 St101 St111 5t121 = 5¢11 S
€21 5¢315¢c41 S ¢51 5¢615c715¢815¢915¢1015¢1115¢121 In a second example, the card
security code Corp' 120 has 15 randomly generated alphanumeric characters, and the user security
code Cuseri 130 is made up of 3 numerals 10assigned by the service provider. Furthermore, the user
has randomly chosen to transform the characters atdhe 3rd, 6th & nth lu positions, then 1= 16, K=3
and n =1i,=3, 6 & 10 and Equations 1, 2 & 3 become 15 COTP1 CuseriCT1=A15F3 A0B3
XDZOo6 w8 the bkl Sub?iitS saitl frahbfochédSseGlirity do8e8315¢80 Sy seriick praliiécl31

5Cl41v‘L|3aC |5$1 or he?rﬁno:b'?lelzeﬁer%gn?/ e(\:/Pc%cv)v 8;sef’li ghﬁﬁc:aﬁoﬁc,(@m%)r@ﬁé"ﬁfe %I’e5 c:)n% num-
ber has been registered with the service provider prior to any authentication attempt.
The characters s/, sy and sy,' that make up Cotp' 120, Cuser' 130 and Ct' 140 re-
5 spectively are elements belonging to a character set S comprising alphabets, numbers,
symbols, ideograms and logograms of any language, as shown in Equation 5.
Sci» Suk , Stn' € S (Eq )
The members of the character set S are assigned with position values. Thereby all
the members of S may be arranged in ascending or descending orders of their position
10 values. The position values may be derived from a predetermined transformation, se-
qguence or lookup table that uniquely maps each member of S to a value indicating, directly
or indirectly, the positions of the members in S. The sequence may be based upon the or-
dering of English alphabets, numerals, and any of the character encoding schemes such
as ASCII (American Standard Code for Information Exchange), GB18030 and other Uni-
15 code schemes.
FIG. 3 illustrates an embodiment of the transformation function of FIG. 1 & FIG. 2.
The transformation function f{ 150 uses the user security code Cser 130 to map K charac-
ters 305, out of the total | characters, of the card security code Cotp' 120 to a new set of
transformed characters denoted by s,' 320. The transformation function f{ 150 is mathe-
20  matically expressed in Equation 6.
fi: ( Stln=izio = ' (Scili=io, Suk') (Eq 6)
for a total of K characters at predetermined or user se-
lected positions i = iy, whereas f,, is a mapping function
< &K<
25

\_Stn'ln=i = Sci elsewhere (i.e. i # ip)

The positions of the K transformed characters s;,' 320 are either predetermined for
each card or randomly selected by the user. Any predetermined positions of the trans-
formed characters si,' 320 are registered (179) in the server card database 175 for each

30 issued pre-paid card 110. The predetermined positions may be marked or highlighted
clearly on the pre-paid card 110 and are concealed by the security seal 115.
As an example, the card security code Cotp' 120 has twelve randomly generated

characters (I = 12), and the user security code Cyser' 130 is made up of two user-selected



The mapping function fm' 310 is known to both the user and the service provider. 20The mapping
function fm' 310 uses the user security code Cuseri 130 to transform each of the chosen characters
305 in the printed card security code Co-rp' 120 to a transformed character stn' 320 as in Equation 7.
There is no restriction to the mapping function used. stn' = fm' (sci, sukl)(Eq 7) In a first
embodiment of the mapping function 310, fm' 310 performs simple trans-25formation which can easily
be handled by the user manually, without resorting to any com- putational tool. A simple yet

effectigharaptense(itati@i isat gree appravedduatiom s éaideltravinkbt A)rt pestmréd) theos(d&ig(Eq 8a)
where pos (s") = the position value of s' | character set S 16 As.an example.if. S =.{1, 2, 3, 4,5, 6,
7.5 SNBCA RSN O R ALty ST e) e g A BB iR v aChlhele

the nuaneral="7,' #25& BhéhefoteqGatrdrs, 12)2-8/ 31hquawtece, the user can mentally work out "7" as the
transformed character 320 hy performing a,count-up qf the card Co-rp' character "5" using an
increment of 2°™8 In_astfaitlséﬁ,Sﬁ?i)ss(’f()si:53%°%r§&7p%g(gﬁgzs?ioﬁ‘fﬂj%Sﬁ?(%(X) + pos(5) = 39 which is larger
tian the max@uarh position,yalue of MaxPos = 36. Therefore, pos(X) + pos(5) = 39 - 36 = 3 which
corresponds to the numeral, "3" in S. Inspr,act.ice,, the user can mentally work out "3" as the transformed

character 320’y perfotmitty cdtmupdrihe Barl SHAratie?™X" using an increment of 5, with the
next character being lsgpeg'[saglstd 515" afiesaosutiog spidoscd" siROther functions based upon

ransormed DARERIR L SN By e e TR B Rol ) T ey SRR

transformed characters stn he usercan fu characte
only nalpeaaisreri¢cHaracters, snd tBe Yse). sechistyaseletiz cartiddeisumigdeuntbef Eoumperad and

j nrr ; h - ; K

o AR e S s e

with tHbekbseactensl atineder6'TheCHo'p poaitinnsiateh by=tH6,usetr drardatersiir Gui&l30 asdhown in

Equatj E t'l-%%l‘f ﬁg?p#]iggoggb%gn is very simple to use but it is more susceptible to replay attacks.
ul((Eq

20f," :tn= e mapping function f,"1310 or reminder information related to the mapping
func- Core' =A15F3A0B3XDZ0GG

Cuser =285
15 Cr' =Sc1' Sc2' Sc3' Sca' Scs5' Sc6' Sc7' Scs' Sco' Sc10' Sc11' Sci2' Sci3' Sci4' Seis'

=A17F3I0B3CDZ0GG
Where
fm (5,2)=7,1f (A, 8)=land ;) (X,5)=C
The mapping function f,,' 310 is known to both the user and the service provider.
20  The mapping function f,' 310 uses the user security code Cser 130 to transform each of
the chosen characters 305 in the printed card security code Cotp' 120 to a transformed
character si,' 320 as in Equation 7. There is no restriction to the mapping function used.
Stn' = fm' (Sci', Suk) (Eq7)
In a first embodiment of the mapping function 310, f,;' 310 performs simple trans-
25  formation which can easily be handled by the user manually, without resorting to any com-
putational tool. A simple yet effective implementation is expressed in Equations 8a & 8b.
fm' © (" POS(Stn') = POS(Sci')+ POS(Sux') (Eq 8a)
where pos (s') = the position value of s' in the character set S
30 4 pOS(Stn')= pos(s’) — MaxPos (Eq 8b)

if pos(st') is larger than the maximum position value of S de-

\ noted by MaxPos.



tion may be printed on the pre-paid card 110 and concealed by the security seal 115. FIG. 4
illustrates the pre-paid card capable of concealing additional confidential information including the
mapping function of FIG. 3. 25In a second embodiment of the mapping function 310, f,' 310 performs
more com- plex transformation which may take the user considerable effort to work out the
transformed characters stn' 320 mentally. In this embéodiment, the information necessary for the user
to evaluate the transformed characters 320 may be printed on the pre-paid card 110, and concealed
by the same ApaquexaapléayitSat X152 bpHIECBHO,aard sBeurity B0viuZAih enePopigs (526= Fhe
information 1%::- a mapping function, 310 in the form of a lgokup table which allows the user to find
the AT LR SHG 108k TN G e R P e e st
320 afenarefie(érired. timeprdutigeetletarseinedrposndally ALOrknayt 5é”raa rttedtrarsfyrhgbdechaearly on
the pre-pai 110 and are concealed by the security seal 115, One of the advantages of praviding
the aBEO 10 B LG AL e R S e R S R TRl 8l s
obprelpadditicds p0O(K) astHadiovp disbliseSofTdusigas(Xapmiog(f)re B 3ILie fargactnandikielual
pre-paid card 110. This results in highgr Ie\=/e‘;'[ fspcurity as it isharder for an irgposter tq execute an
S S A e S et T e i
pre-paidreaspdrids idtherdenérads8igim S uhiquractiepping tieerticanfitiaitalypplickidettBdas dme only
one pre-paid car for character st.' 320 be randomly.mapped to each
combi gt AT e Y2 B RO AT S Rkl O e G IR Y el
Randargswhisokd(Edth Ohé\hexiatharigcteehking, leapkdrizagirig fdhetitar E08m0Ng apdnddi function
own 15to the seryi ider int rm.o k e printed on t :paid card
110 and cone e T S B A b g B iy e
simplifiesipioirigniuatmion 1,8 3dPthat the characters to be transformed sc,’ in the one-time passcode

CoTip' 120 aﬁ@fﬂg i thﬁfaﬂ%‘jéﬂﬁe{éggﬁrﬁé@é%"%@%@%&?%%%“rﬁr‘ﬁ%%@é[fﬁgﬂeﬁmber

of elements 20in each said lookup card area requ 0 prin table is
fied if the character set S contains only numerals S ={1, 2, 3, 4, 5,6, 7, 8, 9, 0}. In this

case, the card security number Corp' 120 and user security number Cyser' 130 are made up

15 of numerals which greatly simplify the counting task required by the mapping function ;'
310.

The mapping function f,;' 310 may be a direct substitution with the chosen card
characters in Cotp' 120 replaced by the user characters in Cysef' 130 as shown in Equation
9. This mapping function is very simple to use but it is more susceptible to replay attacks.

20 fm'© St =Suk (Eq 9)

The mapping function f,' 310 or reminder information related to the mapping func-
tion may be printed on the pre-paid card 110 and concealed by the security seal 115.

FIG. 4 illustrates the pre-paid card capable of concealing additional confidential in-
formation including the mapping function of FIG. 3.

25 In a second embodiment of the mapping function 310, f,;' 310 performs more com-
plex transformation which may take the user considerable effort to work out the trans-
formed characters si,' 320 mentally. In this embodiment, the information necessary for the
user to evaluate the transformed characters 320 may be printed on the pre-paid card 110,
and concealed by the same opaque security seal 115 used to protect the card security

30 number Corp' 120. The information may be a mapping function 310 in the form of a lookup

table which allows the user to find the transformed characters s, 320 readily.



minimized. f," :stn' = Random (sukl)(Eq 11) FIG. 5 illustrates an embodiment of the inverse
transformation function stored in the service provider system of FIG. 1. 25The user and card data
including the transformation functions (Corp 176, Cu"r 172 & ft 177) that are stored in the service
provider system 165 have the same structures and formats as those (Corp' 120, Cuseri 130 & t' 150)
possessed by the user. Thus, valid card security codes CoTp 176 and the valid user security codes
Cuser 172 stored in the system user database 170 and card database 175 can be represented by
Equations 1 #itti patitidoth efihe & anudédronsd ehenaate th g G2lbizdrpredetered resdtuhiynctides p_Cr
derived by the service prqvider system 165 are represent atigns 3 and 4 with.the prime
ot RS S LS AL o Brckey 1 B e BRI e el e 5.
5u3 5u40 ShukarSusnectleéd-thtthet2dtGriyseS8tm15SIN p_CT = ft (COTP, Cuser) , where 1 k K,

where 11 N (503D (EALOMES L)W Ga0l, Bk BINSER 40l o The valid sansimation
functions ft 177 may bé associated with one or a plurality of the valid appliance one-time passcodes
CoTp difflerént TiappinglBnbiaasshHgidtdl faittibee ot grolypaldl mietpaidatidrdset iflehtdisosallbivdf a

fg:'p%i?e‘:&g% 8?@“6“ %%%dr%acé)éli- R YaRdRJAANSHI R ¥BUA RN RN 598G C9 TP 6O hign their

pective transformation fun
results in higher level of security as it is harder for an imposter to execute an illegitimate
attack without prior knowledge of the mapping function f,,' 310 applicable to a particular
pre-paid card 110.

10 In order to assign a unique mapping function f,;' 310 applicable to one and only one
pre-paid card 110, each transformed character sy,' 320 may be randomly mapped to each
combination of the character pairs sy and s/, which is expressed in Equation 10.

fn': s =Random(ss’ Sux') (Eq 10)

Alternatively speaking, each mapping function f;' 310 is a random function known

15 to the service provider and the user in the form of a lookup table printed on the pre-paid
card 110 and concealed with the security seal 115.

The mapping function f,;' 310 in Equation 10 may be simplified to Equation 11 such
that the characters to be transformed s’ in the one-time passcode Corp' 120 are dummy
and they are not used by the random mapping function. As such, the number of elements

20 in each said lookup table is minimized. Thus, the card area required to print the table is
minimized.

fm': st =Random (su') (Eq 11)

FIG. 5 illustrates an embodiment of the inverse transformation function stored in the
service provider system of FIG. 1.

25 The user and card data including the transformation functions (Cotp 176, Cyser 172
& f;177) that are stored in the service provider system 165 have the same structures and
formats as those (Cotp' 120, Cyser' 130 & ff 150) possessed by the user. Thus, valid card
security codes Cotp 176 and the valid user security codes Cyser 172 stored in the system
user database 170 and card database 175 can be represented by Equations 1 and 2 with

30 the prime notations removed; the possible transformed security codes p_Cy derived by the
service provider system 165 are represented by Equations 3 and 4 with the prime nota-

tions removed, as represented mathematically in Equations 12 — 16 below:

Cote = Sc1 Sc2 Sc3.-- Sci --- Sal ,where 1<i<l| (Eq 12)



10tions ' 150 and ft 177 are always identical to each other, or ft'= ft. ft177 uses a valid user security
code Cuser 172 to map K characters, out of the total | characters, of a valid card security code CoTp
176 to a new set of transformed characters denoted by stn. The transformation function ft 177 is
mathematically expressed in Equation 17 below. Stn n=i=io = fm (sc i=io,Suk)(Eq 17) for a total of K
characters at predetermined or user selected positians i = io, whereas fm is a valid mapping function
and K | Stn nei= Scielsewhere (i.e. i# /0) The positions of the K transformed characters stn are either
predetermined for each) 28casd ersandgmly sglected bwihereiger. lArKpredetermined pqgitiong)of the
transformed characters stn are registered in the server card database 175 for each issued pre-paid
card 110  PrHefe s HoYestHSon tSithe $4lid mappind fi€tion frf’dsl, fm may be id€rficktto those
expressed ing=@iationg B510dQr fim 310. 25The inverse transformation function ft-/ 178 sfhejnverse
of the transformation func- tion ft177. ft-1178 is used to evaluate the possible card security codes
p_Co-YﬁtQSO, given the valid user security code Cuser 172 retrieved from system user database 170
agd the recelyeddrangformgd security code CT' 140. The possible card security codes gggorgy 550
are used in the verification process 180 for determining whether any one of p_Co-rp 550 is 30identical
to any one oflthe valid EanskunatiprddrcticoT s 176 slewbarrasoceshvitranfrbastuiggyeh 178

therefgrg GaRPESpRIFSS M A%int pakiERIR 1916 =1t M58 W0 be associated with one
or a plurality of the valid user identifiers 171. If a pre-paid card security code Corp' 120 is
identical to a valid card security code Cotp 176, then their respective transformation func-

10 tions ;" 150 and f; 177 are always identical to each other, or fi' = fi. 177 uses a valid user
security code Cyser 172 to map K characters, out of the total | characters, of a valid card
security code Cotp 176 to a new set of transformed characters denoted by s;,. The trans-

formation function f; 177 is mathematically expressed in Equation 17 below.

fi: Stnln=izio = fm (Sci|i=io, Suk) (Eq 17)
15 for a total of K characters at predetermined or user selected
< positions i = i,, whereas f,, is a valid mapping function and K < |
- Stn|n=i =S¢ elsewhere (i.e. i # ip)

The positions of the K transformed characters s, are either predetermined for each

20  card or randomly selected by the user. Any predetermined positions of the transformed
characters sy, are registered in the server card database 175 for each issued pre-paid card
110.

There is no restriction to the valid mapping function f, used, f,, may be identical to
those expressed in Equations 8 — 10 for 7' 310.

25 The inverse transformation function £’ 178 is the inverse of the transformation func-
tion f;177. £, 178 is used to evaluate the possible card security codes p_Cotp 550, given
the valid user security code Cser 172 retrieved from system user database 170 and the
received transformed security code Ct' 140. The possible card security codes p_Cortp 550
are used in the verification process 180 for determining whether any one of p_Cotp 550 is

30 identical to any one of the valid card security codes Cotp 176 stored in the system card
database 175.

f:' 178 therefore can be expressed as
Si = " (8w, Su) (Eq 18)



Each ft-/ 178 performs inverse transformation on the transformed characters stn' n=i=io 320 to
derive sci 5in Equation 20. 1=0505 in the possible card security code p_CoTp 550. ft-/ 178 is

expressed =i=i0, suk)(Eq 20) for a total of K characters at positions i = io, and K| Sci= Stn
n=ielsewhere (i.e. i# /0) 10where fm-/ 510 is the inverse of the mapping function fm' 310 as shown in
Equation 21. FIG. 6 illustrates a first embodiment of the verification process flow implemented by

the mobile payment system of FIG. 1 using the inverse transformation function of FIG. 5. Each
transfovherd security code CT' 140 submitted by the user is embedded with sufficient 15 information

for the servicF@r?)y.Bder to perform card verification as well as user authentication. The fi{Et v%:{ication
process flow 600 'i$’a first embodiment of the verification process 180 (Fig. 1). The firstvetiication

process flow B@ehbEGinBaNidrfalensibdevsenrtrsfervistoprovides sysieforhfédhamracaived he user
payment request sent (158) from the user mobile 20device. In step 610, the p])cr_(pcess 600 retrieves the
t

user ikt AgAKS t?fé"?fea adp g possible card security code p_Cortp 550 178 is expressed
5 in Equation 20.

ft_1 : Scilizio = fm-1 (§tn'|n=i=io, Suk) (Eq 20)

for a total of K characters at positions i = i,, and K< |

Sci = Sylp=i  elsewhere (i.e. i #ip)
10  where f, " 510 is the inverse of the mapping function f,’ 310 as shown in Equation 21.
fn! = (fn)” (Eq 21)
FIG. 6 illustrates a first embodiment of the verification process flow implemented by
the mobile payment system of FIG. 1 using the inverse transformation function of FIG. 5.
Each transformed security code C1' 140 submitted by the user is embedded with sufficient
15 information for the service provider to perform card verification as well as user authentica-
tion. The first verification process flow 600 is a first embodiment of the verification process
180 (Fig. 1).
The first verification process flow 600 begins with step 610 when the service pro-
vider system 165 has received the user payment request sent (158) from the user mobile
20 device. In step 610, the process 600 retrieves the user identifier from the request mes-
sage. Alternatively, the service provider system 165 may retrieve the user identifier from
the caller line identification number or the caller telephone number which is used directly
as the user identifier. The caller telephone number may serve as a pointer to records that
comprise the user identifier. The service provider system 165 compares the retrieved user
25 identifier against the valid user ID 171 stored in system user database 170. If the retrieved
user identifier is invalid, then the process 600 terminates (not shown), otherwise the re-
trieved user identifier enables the service provider system 165 to look up the valid user se-
curity code Cyser 172, which is associated with the user, stored in the system user data-
base 175 in step 620. The process 600 proceeds to steps 630 and 640 in which the valid
30 card security code Corp 176 and the inverse transformation function £’ 178 of the first is-
sued card entry stored in the card records database 175 are respectively retrieved. The
first verification process 600 determines in step 650 whether the positions of the trans-

formed characters s, (Equation 17) are predetermined, which may be indicated by any



sage. Alternatively, the service provider system 165 may retrieve the user identifier from the caller line
identification number or the caller telephone number which is used directly as the user identifier. The
caller telephone number may serve as a pointer to records that comprise the user identifier. The
service provider system 165 compares the retrieved user 25identifier against the valid user ID 171
stored in system user database 170. If the retrievegltuser identifier is invalid, then the process 600
terminates (not shown), otherwise the retrieved user identifier enables the service provider system 165
to lookiatatbertmainl theecaeespibndivapdardrééardshichab s dTiaterdisttritie sesd tratmednvethe
system, user atabasr?. 175 g}étegf(;zo.t'?%ﬂhoces% 600 gcr?ocee_ds.t ste&:s 630 and 640 in which the
valid 3(.‘61caar%c seer&f?%?'c'%g o-r% S'ahe the ThVaree tTrahetdmaRdN fifliCtion ft-/ 178 of the first is-
sued card enffryhet@eactptbsiticarsl fiecoig ot eltemesioitnae chapacive |y ettenetkitveriirite
verification progess 600 determines instep, 650 whether the positions of the transfor aracters
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to compare he possible card secu odes p_CoTp 550 derived against the valid card
security codé\Nestpths first nrifioatian prepea3060linsheancap tsisitaprhidtttofoamparsepchod, tihe first

ificatiQp: ' 5 wj ' it Tp 550
bing B g e L R 0 o Ve B v
hfatchligGoetricivestép 80, 6RO fifshesefisatipagitiveavaebd domosih stk ® Sts rasiired vetifisatitre next

id . ) : _ NG |
e S Y St B S S MR B R "
is fourleingstbp 680Ithacttyesede SasitiohdQoEthe nsetheid aastbirhe pebsessast dyttharaser. If

ransto oot R B N EHaeTIoh ndts B e B o,
trar_]gf@r%ﬁd@dremawdhetnmctsaﬁct@ﬁrgmewtbtyssmle Carcb SgduAtgresde px@@mpmd.da{qabmse
%%”f'cﬁ“?%“ RBifFed Bg]%t}?ﬁ‘vﬁ%‘@@e%% temndegzgggg&anemg i‘i?\?e?é’_é“n‘?éfh%‘i’o?ﬁfg}%%cfu e

_CoTp1 550 against the valid curity co -rp 176 retrieved in step 630. It there Is a positive
matchffolr@ isteteg srthesiatagaserification process 600 ends in step 695 with the matched possible

or valid card geClr iRy FRffR SRIP 650 that the exact positions (n = iv) of the transformed charac-
ters s, are predetermined, the first verification process 600 retrieves in step 660 the stored
positions of the transformed characters 179 from the system card database 175, which are

25  used in the inverse transformation function 7' 178 to compute a possible card security
code p_Corp 550. The first verification process 600 then advances to step 670 to compare
the computed card security code p_Cotp 550 against the valid card security code Cotp 176
retrieved in step 630. If there is a positive match found in step 670, the first verification
process 600 ends in step 695 with the matched possible or valid card security code Cotp

30 176 being the card security code Cotp' 120 of the pre-paid card 110 possessed by the
user. If no positive match is found in step 690, the first verification process 600 loops back

to step 630 to retrieve the next valid card security code Cotp 176, followed by retrieving in



30176 being the card security code Co-rp' 120 of the pre-paid card 110 possessed by the user. If no
positive match is found in step 690, the first verification process 600 loops back to step 630 to retrieve
the next valid card security code Corp 176, followed by retrieving in 21 step 640 the corresponding
inverse transformation function ft-1178 stored in the card records database 175. The steps 630
through 690 are repeated until either a positive matah is found or when all the valid card security
codes CoTp 176 stored have been examined. 5The service provider system 165 advances to execute
the apgtépaB4Othgnceniasmmedisesinvetse ttafsieIGatipin Rnctictandel Fasthe teiceineccpry reent
request §8 if tth user, a} thentication and card verification are positive. Otherwise, the service provider
systerﬁof 5 &) rejec %g%ﬁe payment request 158, and may update the applicable system records and
inform the uséhectepdit .tk (690 vamaf ez et gl oot 806 rcaup bs term pliditsth iehfeiadcommon

mverse trans f%rmatlpn fun tlon Jtr Ig.l?8 dssa lic § I 0arl(le ra \sul%set of the |ssuc|]ed pre-paid cards
110, a¥ |t e not necessary to Tefieve 83ChY alfcard SE;UH y code Eo?p 1¥8'0Re ‘by one as is done is
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compute one possli le card securi CatIO rocess then a vances to
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Procesy ARORIARPEE e/ 332 AlMENCH Q&b RS 5, MBNE N RESBRAC L7BUIRS s§étem 165 has

known a group of possible card security codes p_Cotp 550 and a batch of valid card secu-
rity codes Cotp 176. To evaluate the card security code Cotp' 120 of the pre-paid card 110
possessed by the user, the provider system 170 would only need to find a positive match
20  between the group of possible card security codes p_Cotp 550 and the batch of valid card
security codes Cotp 176. The first verification process 600 ends regardless of whether a
positive match has been identified. For the case of the transformed characters s, having
predetermined positions, the service provider system 165 retrieves the stored positions of
the transformed characters 179, which are used in the inverse transformation function f[’
25 178 to compute one possible card security code p_Corp 550. The verification process 600
then advances to compare the computed card security code p_Cotp 550 against all the
valid card security codes Cotp 176. To evaluate the card security code Cotp' 120 of the
pre-paid card 110 possessed by the user, the service provider system 165 would only
need to find a positive match between the computed card security code p_Cotp 550 and
30 the batch of valid card security codes Cotp 176. The verification process 600 ends regard-

less of whether a positive match has been identified.



After successful user authentication and card verification, the records of the used pre-paid card 110
are removed from the database 175 or a status record is updated to reflect that the prepaid card 110
has been activated and it has no more stored value. When matching against all the possible card
security codes p_CoTp 550 in step 690, 5the valid card security codes CoTp 176 may be searched
with the aid of a quick-search in- dex derived and registered in the system card records database 175
when the card security number records of any newly issued pre-paid cards 110 are initially created in
the da- tabas&fter sutibessiisl nsdmatsthen ticdtierabyutitardussifitatitre, thecieserislofittiexupsaizided
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10If thésexSaQuoiitionded Cun) bf henddhsioonasepadirgcyslid cat reouiitweodes Corer 176
retrieved from the system database 170 & 175 are used by the service provider system
165 to derive a plurality of possible transformed security codes p_C+ (Equations 14 & 15)
for comparison against the received transformed security code Ct' 140.

25 The second verification process 700 begins with step 710 when the service provider
system 165 has received the user payment request sent (158) from the user mobile de-
vice. In step 710, the second verification process 700 retrieves the user identifier from the
request message. Alternatively, the service provider system 165 may retrieve the user
identifier from the caller line identification number or the caller telephone number which is

30 used directly as the user identifier. The caller telephone number may serve as a pointer to
records that comprise the user identifier. The service provider system 165 compares the
retrieved user identifier against the valid user ID 171 stored in system user database 170.

If the retrieved user identifier is invalid, then the process 700 terminates (not shown), oth-



process 700 evaluates in step 780 all the possible transformed security codes p_CT. Each of the
possible transformed security codes p_CT can be evaluated by assuming the position values in of the
transformed characters stn. All the possible transformed security codes p_CT can be evaluated by
using all possible combinations of position values in in the valid 15transformation function ft 177
retrieved in step 740. Next, the second verificationgocess 700 advances to step 790 to compare each
of the possible transformed security codes p_CT derived against the received transformed security
code @Mwik&lthié tredrieved pssitide mifitaheioalvid sritstegend0e thrstmrs) stnfickid toptmie sy 1O ends
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online application configured to implement the genera

by the user can be regenerated using the matched p_Cr, the valid transformation function

ft 177 retrieved in step 740 and the valid user security code Cser 172 retrieved in step 720.

If no positive match is found in step 790, the second verification process 700 loops back to

step 730 to retrieve the next valid card security code Cotp 176, followed by retrieving in
25  step 740 the corresponding valid transformation function f; 177 stored in the card records

database 175.

If it is found in step 750 that the exact positions (n = i,) of the transformed charac-

ters sy, are predetermined, the process 700 retrieves in step 760 the stored positions of the

transformed characters 179, which are used in the valid transformation function f; 177 to
30 compute a possible transformed security code p_Cy. The second verification process 700

then advances to step 770 to compare the computed transformed security code p_Cr

against the received transformation security code Ct' 140. If there is a positive match

found in step 770, the process 700 ends in step 795 with the matched computed trans-



20multi-factor user authentication and OTP verification processes of the present invention. It has
generally been recognized that in general multi-factor authentication using one-time passcodes (OTP),
the submitted OTP helps prevent replay attacks but it is not effective in preventing phishing and
Man-in-the-Middle attacks in which the OTP together with the user credentials are intercepted, such as
using a forged website, by an imposter 25 for illegitimate use. It should be apparent to those skilled in
the art that the present invention can readily be applied to any form of one-time passcodes generated
by hardwaesl cresnitityace dgplic2tibe i todkérss) sfovhiedtslepiritpcddei€as, 1ddnbeateseasendtiner
devices, with the card, secuyity-codes.used, for pre- aiél car laced by s i% nerated OTP. The
oer obl8 SN R e TALGL SR B R AT Perns by el 2 Ry be a
hardweegdoéeatedaibirayd ap pizkied drasesio rizetd semnetyagpdg o ratservalgpransfersiatioas a
bank, pnline or ile payment oper The user further evaluates a transfor security code CT'
40 (IR 575 1R ST 2 A A e AR SR Gl B 2 ST BN R
(Bquasitap Z)2indf antr positiveatiatcfuisciiamd2ih $1ER07HEY theosebprnthestfieatenpiycesde’ Q"r' 130 is
a secrgt shared between ser.and a,service prqvider system.865. The.tran t/cgn ation function
110 BOPS K o8 oS PR S AR R I R e oS e A A
requeset@vingsingtite Td dhercwdespaunitiyy gdoen€forhédioo tflua citnicel Fibsideed ystdra 885 via his
or 5herreg100r%|%ed%rto[p g ?.Pg_llcatlon (858) over a.commu.nlcatlon link 860 established be.tvyeen the user
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effective in preventing phishing and Man-in-the-Middle attacks in which the OTP together

with the user credentials are intercepted, such as using a forged website, by an imposter
25  forillegitimate use. It should be apparent to those skilled in the art that the present inven-

tion can readily be applied to any form of one-time passcodes generated by hardware or

software applications in tokens, mobile telephony devices, computers and other devices,

with the card security codes used for pre-paid card replaced by said generated OTP.

The user obtains an appliance one-time passcode Cotp' 820 from an OTP genera-

30 tor, which may be a hardware token, software application or sent via text messaging from

a service provider such as a bank, online or mobile payment operator. The user further

evaluates a transformed security code Ct' 140 (Equation 3) by transforming the Cotp' 820

(Equation 1) with a user security code Cser' 130 (Equation 2) and a transformation function



If the inverse of the valid transformation function ft-1 178 is available, the service 30provider system
865 may alternatively use the received transformed security code CT' 140, the valid user security code
Cuser 172 retrieved from the user database 170 and said inverse transformation function ft-/ 178
retrieved from the database 875 to compute the corresponding possible appliance security codes
p_CoTp 550 for comparison against each of 26 thesvalid CoTp derived in process 830. User
authentication and card verification (180 & FIG. 6) are successful if one of the possible OTPs and the
OTP denssd(Equattms$ A haraesdestcatit$ wonks iy p9806sthesdaratich ared tativeenfitetiose(180)
prove that the user know.?.j his sefret ‘gégr ?ﬁc%ri%bgpde Chu"r' 1;LS%,[Ihe fa,pTgJ)'bance QTP CoTié)' 820 and
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the claims and their equivalen
displayed by the user OTP generator. The valid transformation functions £; 177 or f; 178 is

re t%ositive. Otherwlfe the servé%% prg\?%der system

also known to the service provider system 865 before the service request, or the same
function may be generated by the service provider system 865 in synchronization with the
20  transformation function ;' 150 generated by the above-said user OTP generator. This may
be accomplished through the use of a predetermined transformation function algorithm
and associated parameters shared between the user and the service provider.
The retrieved valid user security code Cyser 172, derived Cotp 830, and the valid
transformation function f; 177 are used by the service provider system 865 to derive the
25  corresponding possible transformed security codes p_Cy for comparison against the re-
ceived transformed security code C+' 140 in the verification process in step 180 (FIG. 7).
User authentication and card verification (180) are successful if one of the derived trans-
formed security codes and the received transformed security code are identical.
If the inverse of the valid transformation function f;” 178 is available, the service
30  provider system 865 may alternatively use the received transformed security code Ct' 140,
the valid user security code Cyser 172 retrieved from the user database 170 and said in-
verse transformation function f;” 178 retrieved from the database 875 to compute the cor-

responding possible appliance security codes p_Cotp 550 for comparison against each of



rather than by the examples given. 27 CLAIMS 1. A method of remote user authentication and
apparatus verification, wherein a user has knowledge of a user security code (Cuserl an apparatus
one-time pass- 5code (Corp') associated with an apparatus and a transformation function (ft)
associated with said apparatus one-time passcode or said user, a service provider system has
system database for storing records of a plurality of ¢alid user identifiers, a plurality of valid user
security codes (Cuser) one of which may match said user security code Cuser', a plurality of valid
appliatiee \alie- Gy ¢ s et o [{ (Oogysod’0 10 sEnvahitie ntmatioatcn daidrdpaiticai am ¢8O &passcode
CoTip, lurality of valid. transformation functj ft) each o ich is associated Wi(gg t least
one o SRR HY AL TR R B I A D N R PR 2018 the
methodecticptisfug tes sftdpsof saithestcatmn enylecaethstrifivad ce¢0860) podecGhatitiegusaid user

security code 15Cuseri, apparatus,one-time passcade Co-Fp: and ransfogmation, function ft', said
eer <R So6 BoER R oS e crDi g apilidhie DR Er T SA0 At G ernice
peoviderspesiding dtapsfognaatibid &micyioy & ¥&0d user security code Cuser associated with said user,
20said servi rovider system examinin id. valid user security cade Cuser. retrieved, said
Submitted tranSroT e Sa NS SoaL ot S5 PR Aea S S AR e RRRLSBRE Y vaid
transfpnoctssetiimcttars 80 ia aedticddinoepnoteiwheetie d siegieryicx pestifes siyternsietarmines
whether sald-siaminad bansiomed seaniiaone.Cyean e magRedun aay el said veld
apparatus one-time passcodes Colp, an Sald User being d legitimate user and said apparatus
being eejedisitte sappceatiuiéshibiedficatiay podatssthie bispd grivii vy stetooeeoin sva it isdddm
%Hbmi{heed Jg%pséfggg}%ﬂ%%;urity code CT' can be mapped to one valid apparatus one-time passcode
oTp. '

The service provider system 865 may identify the user from the identity he claims in
the service request that comprises the submitted transformed security code Ct' 140 in the
process 858. The user identification may also be accomplished by matching the calling
party identification number or caller ID, which is typically the telephone number of the user

15 mobile device, against all the user identification numbers registered in the database 170 of
the service provider system 865.

The user may submit the transformed security code C+' 140 to the service provider
via an electronic, online or telecommunication link 860 between the user and the service
provider. The link 860 may include but are not limited to any of the fixed-line, wireless,

20  mobile and cellular links supporting analogue or digital data transmission, which may fur-
ther comprise any of the circuit-switched, packet-switched communication and point-to-
point protocols. Thus, Ct' 140 may be submitted via emails, online web access over the
Internet, wireless application protocol (WAP) and general packet radio service (GPRS), as
well as short message services (SMS) and equivalent messaging applications.

25 Although the above description contains much specificity, these should not be con-
strued as limiting the scope of the embodiments but merely providing illustration of the
foreseeable embodiments. Especially the above stated advantages of the embodiments
should not be construed as limiting the scope of the embodiments but merely to explain
possible achievements if the described embodiments are put into practise. Thus, the

30  scope of the embodiments should be determined by the claims and their equivalents,

rather than by the examples given.



2. The method of claim 1, wherein 30each of said apparatus one-time passcodes Co-Fp', user security
code Cuser', trans- formed security code Cr', valid apparatus one-time passcodes CoTp and valid user
security codes Cuser being a data string comprising a plurality of characters which belong to a
character set S comprising one or a plurality of character types including alphabets, numbers, 28
ideograms and logograms of any language, and the7members of the character set S being assigned
with position values derived from a predetermined transformation, sequence or lookup table that
uniqued_ RIS each member of S to a value indicating, directly or indirectly, the positions of the
members in S. 5 3. The method of claim 1, wherein said transformation function f' being capable of
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and pOSSIb|e Hgﬁ%ﬁgg%gﬁ@ﬂg%ggﬂgssp %T fand K being the number of transformed characters

and the number racters In said user ecurlty code Cu"r' and valid user security code Cuser, and
| being greateaitiauser defivihg KiraoBomhechsebiattpokéntC4, wdirgesaid user security code

15  Cuyser, apparatus one-time passcode Cotp' and said transformation function f,
said user submitting said transformed security code Ct' to said service provider sys-
tem,
said service provider system retrieving and identifying a valid user security code
Cuser associated with said user,
20 said service provider system examining said valid user security code Cyser retrieved,
said submitted transformed security code C¢', said valid apparatus one-time passcodes
Cotp and valid transformation functions f; in a verification process wherein said service
provider system determines whether said submitted transformed security code Ct' can be
mapped to any one of said valid apparatus one-time passcodes Cotp, and
25 said user being a legitimate user and said apparatus being a legitimate apparatus if
said verification process yields a positive outcome in which said submitted transformed

security code Ct' can be mapped to one valid apparatus one-time passcode Corp.

2. The method of claim 1, wherein

30 each of said apparatus one-time passcodes Cotp', user security code Cser, trans-
formed security code C+', valid apparatus one-time passcodes Cotp and valid user security
codes Cyser being a data string comprising a plurality of characters which belong to a char-

acter set S comprising one or a plurality of character types including alphabets, numbers,



the positions of said un-transformed characters in the transformed security code CT' and possible
transformed security code p_CT are identical to their respective positions in 29 said apparatus
one-time passcode CoTip' and valid apparatus one-time passcode CoTp respectively. 6. The method
of claims 4 or 5, wherein 5the positions of said transformed characters in said transformed security
code CT' and possible transformed security code R &CT are identical to their respective positions in
said apparatus one-time passcode CoTip' and valid apparatus one-time passcode CoTp respectively.
107.Tieeogrtod ahdriggdgiamssdl,ahioléngdmyejrand thacherhbeid wilttidransfaoteatsst 8ibeliogs
being an inverse said.{t and ﬁienot%e]d .as t#, and ft-/ ¢ @eprisiré%z%n inverse rtnarjlt)pin% function 67,4
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of the totzﬁl of | 15chahrgcter§ &f saig r%eoceerié/ed ansformed security code CT' and said K original

charalters étr(ra]ecgr%%lnends with the” remalnln'grgg1 - 1) un-transformed characters of said received

transformed security code CT' to recover said apparatus one-time passcode CoTpl. 8. The method of
any ofclaims4 to 6, wherejn 20sajd mapping function f," deriving each of said transformed characters
in saiosirans-sr%?mrg%egggu?ftg %bnaaell C\%é){f r'ggplacing the characters to be transformed in said apparatus
one-time passaodieafephiatitre fooctspdhiriggbapatitr ©bisadelgensppingyacoap8ratysand said

mapping f lon.f, deriving each of said transformed chakacteys i ' - ible transformed
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Chara%tgaéod%esubmitted by said user in said verification process.

4. The method of claims 1 or 3, wherein

15 said transformation function f{ comprising a mapping function f,;' that uses said user
security code Cyser to convert K out of the total of | characters of said apparatus one-time
passcode Corp' to K transformed characters which are combined with the remaining (K —1)
un-transformed characters of said apparatus one-time passcode Corp' to form said trans-
formed security code C+', and

20 each of said valid transformation functions f; comprising a mapping function 7,
which uses said valid user security code Cger to convert K out of the total of | characters of
said corresponding valid apparatus one-time passcode Cotp to K transformed characters
which are combined with the remaining (K — 1) un-transformed characters of said valid ap-
paratus one-time passcode Corp to form said possible transformed security code p_Cr,

25 where | being the number of characters in each of said apparatus one-time pass-
code Corp', valid apparatus one-time passcode Corp, transformed security code Ct' and
possible transformed security codes p_Cr, and K being the number of transformed charac-
ters and the number of characters in said user security code Cyser' and valid user security
code Cyser, and | being greater than or equal to K.

30
5. The method of claim 4, wherein

the positions of said un-transformed characters in the transformed security code C¢'

and possible transformed security code p_Cry are identical to their respective positions in



30 transformed offset by a value associated with the position value of the corresponding character of
said user security code Cu'"ri in said same character set S, and said mapping function f, deriving
each of said transformed characters in said possible transformed security code p_CT using a mapping
process in which the position of 5each of said transformed characters in said character set S is the
position value of the character to be transformed offget by a value associated with the position value of
the corresponding character of said valid user security code Cu"r in said same character set S. 10.The
methoshbid alaparaiustareHirh8sead snappily f cres v dldnapp acios wpeiitessassebad Grgpasition of
each of sai trf:lnsformed characters in said character set S is the position value of the character to be
transfomed iRdremented by the position value of the corresponding character of said user security
code Cu'"ri or valid user security code Cu'r in said character set S. 1511.The method of claim 9,
wheregw SIEH% maﬂp(i)rcl]g Rr9sess Qe(i)rr\%,a cﬁ)unt down process in which the position of each of said

transformed characters in said (haraterset 8 18 the position value of the character to be transformed

sabtracted byhbepsisitins ebiaddot-dmsfoomeshonaliagtersainastaid df sasdonserdsseautitycooeeCt i or
valid seciiy cade euin saldcharasterselS, 20 12, The metod gl any. gl daims d 9,44, yherein
the posﬂlo Valle of each of said franstormed characters %elng sm?b&racte Sgy fhe Tdtarnumper of
charactaic appaidtosaraettimeepSsié cadtt [(hsiticanchladi dsegreatetuh andhinetpassodake Chehaeacters in
said ch r%(fteélset S, and 25the position value of each of said transformed characters being
incremented )ythe total number of characters in said character set S if said position value is less than
the total number of characters in said character set S. 13. The method of any of claims 4 to 6, wherein

oo A OISR AN Rl RO o o s soparsis e e
code Cu'ri toethehoot g oradiich greasfsionaiienchenctites being an inverse of said f; and denoted
asf/’ and f;’ comprising an inverse mapping function £, which is an inverse of said f,
and f,,;" uses said valid user security code Cyser to recover the K original characters of said
apparatus one-time passcode Cotp' from the K transformed characters out of the total of |
15 characters of said received transformed security code C1' and said K original characters
are combined with the remaining (K — 1) un-transformed characters of said received trans-

formed security code C+t' to recover said apparatus one-time passcode Corp'.

8. The method of any of claims 4 to 6, wherein
20 said mapping function f;' deriving each of said transformed characters in said trans-
formed security code Ct' by replacing the characters to be transformed in said apparatus
one-time passcode Corp' by the corresponding characters of said user security code Cyse',
and
said mapping function f,, deriving each of said transformed characters in said pos-
25  sible transformed security code p_C+ by replacing the characters to be transformed in said
valid apparatus one-time passcode Cor1p by the corresponding characters of said valid

user security code Cyger.

9. The method of any of claims 2, 4 to 6, wherein
30 said mapping function ;' deriving each of said transformed characters in said trans-
formed security code Ct' using a mapping process in which the position of each of said

transformed characters in said character set S is the position value of the character to be



31 said mapping function f, being a random function mapping each of said valid apparatus
one-time passcode CoTp characters to be transformed and the corresponding character of said valid
user security code Cu'r to the corresponding transformed character. 514.The method of claim 13,
wherein the possible inputs and outputs of said random mapping function f," being printed or
displayed on said apparatus in the form of a lookup table tabulating transformed characters as a
function of each of the possible characters in said user security code Cu"r' and, if applicable, of each
of the fpassfblengtboffsier b yoabeattenatzusade d vith. ftheepowitiondvafwanpfahe aionsespdridibgwherein

said pasitions of the characters to.be transformed in said apparatus pne-time pass-code CoTip' and
valid ALARIEE Ghe Lemh RN ke L EbErL PP o St Corvice provider
system havirgpitbrmappikaphulectopn of, sbedingitach of thed harsfers dtchbedctersforrsaid. i6s-The
method gt Aot SRS . 5 Soand 15 wherein said verfication prosess comprisinaife stgps of
said service prowcfer Ssystéem re\frlevmgD seduenﬁglf?/ or %PspéH)at(l)ca y S Vs ap-p paratus one-time
passcedeh Giodaichird ribformespebtvactalslitraasfochetatefusetiSris thetpomitionseddusysfdhedatabase,
eva'”acﬁé%‘-a%lé?‘?op@é%‘r%'ﬁ ?darrr‘ﬁ‘é%r’é}gs"e?%cuéi%?l?é’%% bt e.f}%%]%f ﬁp’j‘é‘gi‘éﬁ \dappars Gé’é‘r?'“me
passcodes CoTp retfieved using said valid user security code Cu'r identified, the corfesponding valid
transfoesabiodifignchana tee iesaid antidal spysstoieritpcn @b Rinationsand e shiarectsrsset Sharacters
to be transformed, determining whether any of said possible transformed security codes p_CT evalu-
ated being identical to said transformed security code CT' submitted by said user, and if one of
said p®6sibleTihanstetimeeldod extaintyScodesreinCT evaluated being identical to said transformed security
de CT', the id verjficati erminati i tiv Q ' aid
£Bvice provitb B R R S e Se  wl  beR e SRRt e
correspaiddiag sfalichgdratferatidonifusaiibohiaracidrept & ihthatpesitzaid step it shidraetéication

proce%seQ?asngﬂgﬂwé‘aqr?cpecfﬁiéixf‘efitg\?cfﬁéep%sﬂ'ilon value of the corresponding character of said

user security code Cygser Or valid user security code Cger in said character set S.

15 11. The method of claim 9, wherein
said mapping process being a count down process in which the position of each of
said transformed characters in said character set S is the position value of the character to
be transformed subtracted by the position value of the corresponding character of said

user security code Cyger' or valid security code Cyser in said character set S.

20

12. The method of any of claims 9 to 11, wherein
the position value of each of said transformed characters being subtracted by the

total number of characters in said character set S if said position value is greater than the
total number of characters in said character set S, and

25 the position value of each of said transformed characters being incremented by the
total number of characters in said character set S if said position value is less than the to-
tal number of characters in said character set S.
13.  The method of any of claims 4 to 6, wherein

30 said mapping function f,' being a random function mapping each of said apparatus

one-time passcode Corp' characters to be transformed and the corresponding character of

said user security code Cyser' to the corresponding transformed character, and



32 said valid apparatus one-time passcodes CoTp stored in said system database have been retrieved
for examination in said verification process. 17. The method of claims 1, 7 or 15 wherein 5said
verification process comprising the steps of said service provider system retrieving sequentially or
systematically said valid apparatus one-time passcodes CoTp and their respective valid transformation
functions ft-1 stored in said system database, evalgating all the possible apparatus one-time
passcodes (p_CoTp) for said re- 10 ceived transformed security code CT' using said valid user
security codes&id"midppiifgetl riborofgseoigding ndbdntfanstamatapping dechfoilsitieatd apdzall

pOSSIb|e combln%atlons of the éltlon %frggd cl‘l %cterst (?r?ntr sforg}e dorresdecgﬁﬁmmnﬂ whether
any ofrsa|8 Boss&gpe pparacfus or?eptlme passco 28 p_@o?p evalua e eing’idéntica 10L& Valid

apparatteooiestides phd scmtes Enlriy evty €, arid tHefcomeespeadiny s b apped atharastetime
passcodes p_CoTp evaluated being iden- tical to said valid apparatus one-time passcode CoTp
retrieved, then said verification process terminating with a positive outcome, otherwise said service
peovidé4 systéhevmietbodcboé clzenmd)d, walidrapparatus one-time passcode CoTp and the corresponding

valid transformation function ft-1 a d repeat t e a ove a|d ste s unt aid verification s has
20produced gn poD ?tlsvsemou cgmie oP QIPSEB P dSaa ' ar u%anrB ggsc%) esf”t?))‘l:‘mgtéjrm in Said

systerd|dalaymﬂ;emlamdlmmaremsuadﬁerfemmlﬁmmkmpsmUleeaﬁuiaatmgnraneﬁsrmed Thamaethod of
any ohelTe iy MEEh s STl adrL aulem hannagriandnyiedae ol sag pogions

of the c HE rans ormed i 2ai apparatts one-time passco ip' arftf'sai
pro- viaiep gyt dfaadct sélmpamsemﬂe)tmadtarammmaresfmdrmed stored in said system
tabase. 19. The method of claim 18, wherein 30said positions of the characters to be transformed
eing displayed, labelled, high- lighted or marked on said apparatus for said user to derive said
transfd@med SbeunitgtbodeoCany of claims 1, 3 to 6, wherein

said positions of the characters to be transformed in said apparatus one-time pass-
code Corp' and valid apparatus one-time passcode Cotp being selected by said user, and
said service provider system having no prior knowledge of said positions of the characters

15 to be transformed.

16. The method of any of claims 1, 3 to 6 and 15 wherein
said verification process comprising the steps of
said service provider system retrieving sequentially or systematically said valid ap-
20  paratus one-time passcodes Cotp and their respective valid transformation functions f;
stored in said system database,
evaluating all the possible transformed security codes p_C+ for each of said valid
apparatus one-time passcodes Corp retrieved using said valid user security code Cyser
identified, the corresponding valid transformation function f;retrieved and all possible com-
25  binations of the positions of said characters to be transformed,
determining whether any of said possible transformed security codes p_Cy evalu-
ated being identical to said transformed security code C+' submitted by said user, and
if one of said possible transformed security codes p_Crt evaluated being identical to
said transformed security code C¢', then said verification process terminating with a posi-
30 tive outcome, otherwise said service provider system will retrieve the next valid apparatus
one-time passcode Corp and the corresponding valid transformation function f;, and repeat

the above-said steps until said verification process has produced a positive outcome or all



33 20. The method of any of claims 1, 3 to 6 and 18 to 19 wherein said verification process comprising
the steps of said service provider system retrieving sequentially or systematically said valid
apparatus one-time passcodes COTP, their respective valid transformation functions ft and 5positions
of transformed characters stored in said system database, evaluating the possible transformed
security code p_CT for each of said valid apparatus2ne-time passcodes CoTp retrieved using said
valid user security code Cu'r identified and the corresponding valid transformation function ft retrieved,
determsaithgalidedppasstigspossitifadrpastooned Skawrdtooad énpsdd ssdmtddtbbase Hde e to said
transformed security code CT' submitted b sz%jd userband if said possible transformed security
code r'f Veevafgglte)éagglrr]]%'f) LRI o SHPRARBIES Ss‘ecurity code CT', then said verification
process terminating with a positive outcome, otherwise said service provider system will retrieve the
next v?l}d ap ratr%s t?]ré%tig?% I%?rﬁgc dx; (g:rqéoww(grcprresponding valid transformation function ft and
positions of Granstormed ERarac ers, an repea? the above-said steps until said verification process
has producedaigusiiiieatiott pnoeessaticraptigaligl tepsteiaobne-time passcodes CoTp stored in said
system databasg have been reérievedtfor ext’a\mination in sa'&d erification RLOCESS. 21, T%«ﬁ dnaerghod of
p

. | ice proviger system.rétrieving sequentially. or systematicany said v -
claims 1, 7, T or 19, Wheren 2053 Verification PFOCEss com |S|ngyt?1e TRically s valla2 provider

systerpgmaties/_mgesﬁameepﬂis@lgam%y@_@manimhtl}ei;aids_\géictiap-vpdicht[mefmmatéapa‘swdnides t;éTp,_ their
respe%@§§%&a“dst£%1§f%q@%t@gtg%%%t ons ft-/ and positions of transformed characters stored in said

system aﬂase, evalluatlng a possiBle apparatus one-time passcode p_CoTp for said submitted 25

transformed sealuatingdd OF peisiptampyaidiusesrsetiongypasse@igs (pefliied fandad re-
rres | [ f ion function fi-/ retri f .iglv lj par -time

ggsscg Qg @%%%Fmgét%%k&gc\% ot r%%ﬁ&o%é%%r%{p%%gﬁ%g fc'?rll -ﬁ%%gg%?&?égeﬁg_' OTp value
evaludtedesiegpdeditavalisaiansfatmptiaratusaite-tinid petsisoedeadd Bl ressikiel cancbida-if said
possitﬂgr?so&a{%ugo%riﬁ?n@Sfpsaﬁac&%eré)efg%ﬂe %%ﬁ%&%ﬁﬁ&? identical to said valid apparatus
one-time passcode CoTp retrieved, then said verificafion process terminating with a positive outcome,
otherwise saitetenviteny sviddhaysmnoishidpessiiiecapparatiisl appdiar passstdes passcade CoTp,
the Coé'@aﬁﬁQ@d%Yﬁé'%éﬂ%@%%%% \f/léﬂa'a%aratus one-time passcode Corp retrieved, and
15 if one of said possible apparatus one-time passcodes p_Corp evaluated being iden-

tical to said valid apparatus one-time passcode Cotp retrieved, then said verification proc-

ess terminating with a positive outcome, otherwise said service provider system will re-

trieve the next valid apparatus one-time passcode Cotp and the corresponding valid trans-

formation function £, and repeat the above-said steps until said verification process has
20  produced a positive outcome or all said valid apparatus one-time passcodes Cotp stored in

said system database have been retrieved for examination in said verification process.

18. The method of any of claims 1, 3 to 6, wherein
said service provider system having prior knowledge of said positions of the charac-
25  ters to be transformed in said apparatus one-time passcode Corp' and said service pro-
vider system having said positions of the characters to be transformed stored in said sys-

tem database.

19.  The method of claim 18, wherein

30 said positions of the characters to be transformed being displayed, labelled, high-
lighted or marked on said apparatus for said user to derive said transformed security code
Cr.



tion ft-land positions of transformed characters, and repeat the above-said steps until said verification
process has produced a positive outcome or all said valid apparatus one-time passcodes Co-rp stored
in said system database have been retrieved for examination in said verification process. 5 22. The
method of any of claims 1 to 21, wherein said apparatus being a pre-paid stored value card
carrying a unique apparatus onetime passcode which is a card security code printed under an opaque
security seal that can be scratched off by said user to reveal said apparatus one-time passcode, and
said 126ecuriheeattimdgpiasyoédiiimaent-Bne Gisadold évdi®t whiekeiser to re-seal after the seal has
been broken o%enedf. lifted or removed. 23.. The meth d of (%Iaims 19 or 22, wherein said
positions of tﬁ% ChAT AR I R FARTO MR Y H‘@ng%%ﬁﬁ’&h?ed or marked on 15said pre-paid stored
value card arsadiprseedaoenpleriddt systene retdavitygssadushtibiie oredhsie mibdicglf statnvaBda b, 8 to

14 and 22, wherei said transfo ion function ft' being printed gn said. pre-paid storgd value card
Lot o

argtus one-time passcode their respective vald,transtorm unction an )
under%ala opague seCLPrﬁy seaﬂ. 3 he metﬁo% of any of claims é)to 0 f;? an . wherein

said npaggiiiog surictianS{@hdrboigpacierd stossddpeaipesgsmredatahaseard under said opaque
security seal. 25?6.The method of an ofFIaims 1106.8, 13,15 t&1[7) and 20 to 21, wherein said
evaludt ns

valid apparatus olrlle-'ﬁ%ctahg ) (Ieest orp %’t'g]ree% g %‘é‘fﬁys%f’eenf’ dathbase Ceir?g ('edc\éar' onefime
passcoates onedticheypabsce déaiCthe iedticdqu erging shotedNdlusecaeisudY20daCneatitmhbfiedy of
e A R A e o e
claims 8 to 1defe3nuiriiig MghehansbRY passitdntransformed security code p_Cr evaluated being
10 identical to said transformed security code Ct' submitted by said user, and
if said possible transformed security code p_Cr evaluated being identical to said
transformed security code C¢', then said verification process terminating with a positive
outcome, otherwise said service provider system will retrieve the next valid apparatus one-
time passcode Corp, the corresponding valid transformation function f;and positions of
15 transformed characters, and repeat the above-said steps until said verification process has
produced a positive outcome or all said valid apparatus one-time passcodes Cotp stored in

said system database have been retrieved for examination in said verification process.

21.  The method of claims 1, 7, 18 or 19, wherein
20 said verification process comprising the steps of
said service provider system retrieving sequentially or systematically said valid ap-
paratus one-time passcodes Core, their respective valid transformation functions f;" and
positions of transformed characters stored in said system database,
evaluating a possible apparatus one-time passcode p_Corp for said submitted
25  transformed security code Ct' using said valid user security code Cser identified and the
corresponding valid transformation function f;” retrieved for each of said valid apparatus
one-time passcodes Corp,
determining whether said possible apparatus one-time passcode p_Cotp value
evaluated being identical to said valid apparatus one-time passcode Corp retrieved, and
30 if said possible apparatus one-time passcode p_Cotp evaluated being identical to
said valid apparatus one-time passcode Corp retrieved, then said verification process ter-
minating with a positive outcome, otherwise said service provider system will retrieve the

next valid apparatus one-time passcode Corp, the corresponding valid transformation func-



said positions of the characters to be transformed being displayed on said OTP generator. 529.The
method of any of claims 3 to 6, 8 to 14 and 27, wherein said transformation function ft' being displayed
on said OTP generator. 30. The method of any of claims 3 to 6, 8 to 14 and 27, wherein said mapping
function 1,771 being displayed on said OTP generator. 31. The method of any of claims 27 to 30,
wherein  said OTP generator can be of any typesimcluding hardware OTP token, software OTP
generation applications executed on mobile devices and computing devices, and OTP sent to said
user'stionlfjibatelivesi8dnd lof irzetslotmédmhafatéinss drid r?.a’peahdreiabovesshaidrswmontit)samde
Cu'r belnﬁ; a secret share betwe C%%Id user,and said serwce rov er gstem an d said uBer security

code &g rl%aé[fﬁa LYo T o?SrP [)y said us rog’r'talses%%garﬂy sai sséar'\'/lce pro R ?emez 3. The

methoplskclades1Cyireswred |nmcﬂuss}esteuiﬂrata‘tebbembaareﬁedeatrimwmfmmnmnat&am|mg party

|dent|f|cat ov%ﬂyca?%r ar the user telephone number. 2534.The method of claim 1, wherein said
transformed securlty cBooe er being submitted to said service provider system via a

tedlecommunications link including cellular link, mobile link and the Internet via emails, online web
acces ver Inte et wireless ! licatj tocol (WAP) and general packet radio service
(GPR ,as we ?as Shor nfes ecgélrvrcef{%é%l?& i‘née equrvalent 30messaging applications. 36

an apparatUSpudsae;;mdtby bejegracapabmd)fstbspdhymge)cgehmamggm @ppaaapanatiisnene-
Passchi CRuk AL SRiSF AR e b RE B ACTAIE s L e eI ol g 2 service

provrder SYREEM. & transtormation fanctio ) RSSOR with Said ap pa atus one-time passcode or
said usen Beadratrad cpfn‘dwo@rdyﬁerrtdnmaybyatéramimmjase)fm-hmm’pgaeswdﬁ aihd phirchl- ity of

Y8ld USHIARNSEST Bty WAl AUl oREh RRCHIY t5 4519 S5 088 B WISEAN S er the seal

has been broken, opened, lifted or removed.

23. The method of claims 19 or 22, wherein
said positions of the characters to be transformed being highlighted or marked on

15 said pre-paid stored value card and printed under said opaque security seal.

24.  The method of any of claims 3 to 6, 8 to 14 and 22, wherein
said transformation function f;' being printed on said pre-paid stored value card un-
der said opaque security seal.
20
25.  The method of any of claims 3 to 6, 8 to 14 and 22, wherein
said mapping function ;' being printed on said pre-paid stored value card under

said opaque security seal.

25 26. The method of any of claims 1to0 6, 8, 13, 15 to 17 and 20 to 21, wherein
said valid apparatus one-time passcodes Corp stored in said system database be-
ing the card one-time passcodes or card numbers of all the issued pre-paid stored value

cards.

30 27. The method of any of claims 1 to 21, wherein
said apparatus being a one-time passcode (OTP) generator with the generated

OTP values Co1p' known to said service provider system.



match said user security code Cuser’, a plurality of valid appliance one-time passcodes (CoTp) one of
which may match said apparatus one-time passcode CoTip', and a plurality of valid transformation
functions (ft) each of which is associated with at least one of said valid 10appliance one-time
passcodes CoTp or at least one of said user identifiers, wherein said user deriving a transformed
security code CT' using said user security code Cuseri, apparatus one-time passcode Co-Fp' and said
transformation function ft' associated with said apparatus or said user, said user further submitting said
transf@8ned IdeunitythodeoCan yoos @idises\Bet drovidetosy3ietn, 28icdndrRitentrenditer system retrieving

a valid 15user security. code Cuser associated with said.user, said seryice proyider syst xamining
ot valid UsSP BTt e Al ot T T A ot Uit SALCE satd vai
appargerseoatitime passcodes CoTp and valid transformation functions ft in a verification process
wherein said service provider system determines whether said submitted transformed security code
CT' can be mapped to any one of said valid apparatus one- 2 Otime passcodes CoTp, and said user

being 29egitiftaemetnodnaf saig afpglanats S heifgdatte d4imade2dp paratemif said verification process

vields a posiye plcome L ICh saic sypmited fapRiPEm e sef Bt SoplGTiGRn be mapped to
one valid apparatus one-time passcoéde Cbm

30. The method of any of claims 3 to 6, 8 to 14 and 27, wherein
said mapping function f,' being displayed on said OTP generator.
10
31.  The method of any of claims 27 to 30, wherein
said OTP generator can be of any type including hardware OTP token, software
OTP generation applications executed on mobile devices and computing devices, and
OTP sent to said user’s mobile device.
15
32. The method of any of claims 1 to 31, wherein
said user security code Cyser' being a secret shared between said user and said
service provider system and said user security code C,ser' being set or chosen by said user
or assigned by said service provider system.
20
33. The method of claim 1, wherein
said user identifier being a user identification number, a calling party identification

number, or the user telephone number.

25 34. The method of claim 1, wherein
said transformed security code Ct' being submitted to said service provider system
via a telecommunications link including cellular link, mobile link and the Internet via emails,
online web access over the Internet, wireless application protocol (WAP) and general
packet radio service (GPRS), as well as short message services (SMS) and equivalent

30 messaging applications.

35. A system for remote user authentication and apparatus verification comprising
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20
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an apparatus possessed by a user capable of displaying or generating an appara-
tus one-time passcode (Cotp'), a user security code (Cyser') being a shared secret between
said user and a service provider system, a transformation function (f;") associated with said
apparatus one-time passcode or said user,

said service provider system having system database for storing records of a plural-
ity of valid user identifiers, a plurality of valid user security codes (Cyser) One of which may
match said user security code Cyser', a plurality of valid appliance one-time passcodes
(Cotp) one of which may match said apparatus one-time passcode Corp', and a plurality of
valid transformation functions (f;) each of which is associated with at least one of said valid
appliance one-time passcodes Cotp or at least one of said user identifiers, wherein

said user deriving a transformed security code C+' using said user security code
Cuser, apparatus one-time passcode Corp' and said transformation function f;’ associated
with said apparatus or said user, said user further submitting said transformed security
code C+' to said service provider system, said service provider system retrieving a valid
user security code Cser associated with said user, said service provider system examining
said valid user security code Cs¢r identified, said submitted transformed security code C+',
said valid apparatus one-time passcodes Cotp and valid transformation functions f;in a
verification process wherein said service provider system determines whether said submit-
ted transformed security code C+' can be mapped to any one of said valid apparatus one-
time passcodes Cotp, and said user being a legitimate user and said apparatus being a
legitimate apparatus if said verification process yields a positive outcome in which said
submitted transformed security code C+' can be mapped to one valid apparatus one-time

passcode Corp.



