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FIG. 2

(57) Abstract: A system and a method for quantum-capable secure user and data authentication are provided. The system includes first
and second communication devices and first and second key distribution modules. The first key distribution module is communicatively
coupled to the first communication device for secure access thereto and the second key distribution module is communicatively coupled
to the second communication device for secure access thereto. The first communication device and the second communication device
enable quantum-safe messaging therebetween by lightweight post-quantum cryptographic communication between the first key distri-
bution module and the second key distribution module. Also, the first communication device and the second communication device
have established a pre- agreed secret password. In addition, the lightweight post-quantum cryptographic communication includes the
first key distribution module and the second key distribution module establishing a shared random therebetween.

[Continued on next page]



WO 2024/049352 A1 {01008 0000 0T PO

TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA,ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, CV,
GH, GM,KE, LR, LS, MW, MZ,NA,RW, SC, SD, SL, ST,
SZ, TZ, UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ,
RU, TJ, TM), European (AL, AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT,
LU, LV, MC, ME, MK, MT, NL, NO, PL, PT, RO, RS, SE,
SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN,
GQ, GW, KM, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:
—  ofinventorship (Rule 4.17(iv))

Published:
—  with international search report (Art. 21(3))




