- 5 AU 2005 1 MULTI-UNIT BU LDING W TH SECURE ENTRY SYSTEM Thi s pat ent
application clains priority froma Japanese patent applicatLpg, g 2005
2001- 109776 filed on April 9, 2001, the contents of 5 which a éA

i ncorporated herein by reference. BACKGROUND OF THE I NVENTION 1. Field of
the Invention 10 The present invention relates to security for a
collective building, i.e., anmulti-unit building. Mre particularly, the
present invention relates to a collectiye bui | di ng having a high-security
conput er network system configured theregin with an adm nistration server
for adm nistrating entry to nultiple units 15 in the building and to the
conput er network sySEST-UNITeBSILDING WIAHUSECYREhBNERY). SYSTHMESCr i ption of
the Related Art An apartnent house adm nistration system has been

devel oped 20 in which a LAN (local area network) is configured by

installing a lhAas paeReenRigpatieat i5HeN adfs priowt ey febma Jidhndde gdtent
apartnent house. According to_the conventional apartnent house

adni ni st r aPPBALEFEL ¥ 2&9&%18\%75 ifid eGnPR AP idadie 298dur e agarhstts ther

dwel | i ng uRhtiehi Bré hen@PaIdRRlg Reveenapd AgadRslcd.he outside 25 of the
LAN by adm nistrating the |line concentrator provided in the apartnent

house by means of an administration server connected thereto via the

I nternet. However, accordi@gdﬂ@RbbgchprﬁgifﬁygNT%gﬁrtnent house 30
adm nistration system it is hard to keep the LAN secure agai nst outsiders

because the LAN is adm nistrated by the adm ni stration server connected

to the LANlthggggg 5fm%ﬂénfﬂug%%ioybreover, it is difficult for the

adni ni strafion server connected to the LAN throughthe Internet to
mai nt ailf det ai | ethadmesest riatveant ioh netawaktd WIBrABP5for a collective

building, i.e., a multi-unit building. More particularly, the
present invention relates to a collective building having a
high-security computer network system configured therein with an
administration server for administrating entry to multiple units
15 in the building and to the computer network system for ensuring

security therein.

2. Description of the Related Art
An apartment house administration systemhas been developed
20 in which a LAN (local area network) is configured by installing
a line concentrator, such as a router or a hub, in the apartment
house. According to the conventional apartment house
administration system, each dwelling uniﬁ is made secure against
other dwellingunits in the apartment house and against the outside
25 of the LAN by administrating the line concentrator provided in
the apartment house by means of an administration server connected

thereto via the Internet.

However, according to the conventional apartment house

30 administration system, it is hard to keep the LAN secure against
outsiders because the LAN is administrated by the administration
server connected to the LAN through the Internet. Moreover, it

is difficult for the administration server connected to the LAN

throughthe Internet tomaintaindetailedadministrationofnetwork



2 devices used in the respective dwelling units. = SUMWARY Cﬁhgﬂg bN%ﬁyTION
5 Therefore, it is an object of the present invention to provi UBa
col l ective building, which is capable of overconm ng the above drawbacks
acconpanyi ng the conventional art. The above -and other objects can be

achi eved by conbi nations described in thg independent cl ai

ns. The

dependent cl ains define further 10 advant ageous and exenpl ary conbi nati ons
of the present invention. According to the first aspect of the present

i nvention, d&e%W&esr dsedt iy shstesadentiyebdivedingohewite- a plural ity of
units provided therein, each of the units permtting only entry of a 15
desi gnat ed person thereto, the systemconprising: an admnistration

server operable to adm ni str aSEMMARYNQEt BHE NENVENTKONSy St em

in the

bui l di ng; and at | east one interconnecting device operable to connect the
adm ni stration server and respective network devices in the plurality of
units, whaerein theh2beédne niistisain oy seryRLthe pireséhe ihhkat CONBORIroRGde

device to assi a plurality of VLANs to each of the units, respectively,
'n such a MRAHOEERS e&%ﬂéﬁﬂ&ssﬁv@h@'\% {0 BREOLT ThEVERFPELNG i PEPER
from VLANs atsiwgpaetstardappagt hye het fetwerafidrdza i t S The ¥ &3 csaeur e
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e_units and the conputer. network systemin the 25 bujlding.
SPEFESy st¥in Pr A HEVSE nigY mEPTPePeRéPRE 0fSECEaEeda Wik eFhe
Ulidepeperabl ec1pineht ai !"I’Hedeﬂé%éﬁ{dié}& i OBl i @r i FuRehREEN
nter one of the units in the building from30 the person to

PRYANGAIRBYS PRE HFEEIRTYCarigsitdrassf thepserepadayeshirhe

information and to permt only the designated person to enter

units in the building. The adm nistration server nmay
e an eﬁpgyr@in%t.o shad pgpssgect of the present invention, a

secure entry system for a building having a plurality of units
provided therein, each of the units permitting only entry of a
designated person thereto, the system comprising: an
administration server operable to administrate a computer network
system in the building; and at least one interconnecting device
operable to connect the administration server and respective
network devices in the plurality of units, wherein the
administration server sets the interconnecting device to assign
a plurality of VLANs to each of the units, respectively, in such
a manner that a VLAN assigned to one of the units is different
from VLANs assigned to respective others of the units to provide
secure entry to the units and the computer network system in the

building.

The secure entry system for a building may further comprises
a user certifying unit operable to obtain identifying information
of a person trying to enter one of the units in the building from
the person to certify whether or not the person is a designated
person based on the identifying information and to permit only

the designated person to enter one of the units in the building.

The administration server may administrate an entry of a



user of each of the units to each of the units and an entry of one of the
respective network devices by the user to the conputer net wo_r_lﬁ mtz@ﬁ 5
The adm nistration server may assign cl osed-space identifying r ion
to each of the plurality of units, the closed-space identifying
information being information for identifying a correspondi ng one of the
plurality of units, and each of the plurality of units permts the user
having the 10 cl osed- space ident if ying inf ormat ion assigned to each
of the units to enter the corresponding one of each of the plurality of
units. The adm nistration server may assign VLAN identifying information
to each of tuyseriVibANsarbspectheseingtasspgerch taf the 18ipswrrd iary egkrynpfs,

to each of time:VokNsa ok cas 5 grath (o rad ary o
cor  ospondi g bRE B FREPETARLS BeRibPl ad HeReribl PR, o LEFNS SUhpHeBe 0

of the networdcwdbeki egstemat sent the VLAN identifying information
assigned to one of the VLANs identified by the sent VLAN identifying
information, to enter the 20 conputer network system The adm nistration
server nmwy store ghbi skdmynobtidei@nt rgerafr t heawsearssdigneaet cafedt-bpadai t s
to each of the units and hi st or e of fhe netwo

of the entry of o Kk
devi ces by tifEREEYirg th O'EW%FO 98ch e} ?g’slféﬁjrt’f ér‘&‘rﬁtﬁi'sF‘Elﬁti on
server nmy asid<dd-tsbach! Waldtli¥yehg Ve rra@ ibhe Bilids, ihesheediotel Yort O
be different froma further VLAN assigned to the_adm nistration server.
30 The admi ridantafivdRIsar S SfRPradaggAne vk ére LKA WRY A Yrd tgsspBRed

to the adm nisdy alf OPhSepYEFalitQ, tde i €f COORRLEd Nehe dBY¥E£CHavi AYGROOS 4
The adm nistration server nay obtain at |east one of a
10 closed-space identifying information assignedtoeachof theunits

to enter the corresponding one of each of the plurality of units.

The administration server may assign VLAN identifying
information to each of the VLANs respectively assigned to the

15 plurality of units, the VLAN identifying information being
information for identifying a corresponding one of the VLANs, and

the administration server permits one of the network devices that
sent the VLAN identifying information assigned to one of the VLANs
identified by the sent VLAN identifying information, to enter the

20 computer network system.

The administration server may store a history of the entry
of the user of each of the units to each of the units and a history
of the entry of one of the network devices by the user to the computer

25 network system.

The administration server may assign the plurality of VLANs
to the units, respectively, to be different from a further VLAN
assigned to the administration server.

30

The administration server may assign further VLAN, which

is assigned to the administration server, to the interconnecting

device.



comuni cati on anmount and a communi cation tine period for each connection
port of the interconnecting device, and controls comunicat’rdn MG @85h
connection port of the interconnecting device 5 based on at | east one of

t he conmuni cati on anount and the communi cation tine period. The secure
entry systemfor a building may further conprise an entrance server
operable to administrate an entry of each of 10 the network devices in the
plurality of units to the conputer network system The entrance server

may have an entrapge Oaliaaseaepehalbevel Omsl 06 4aYi fe 14 idpd N a
information for identifying each of 15 the network devices, and permts a

cor r espondi agmowel @t ide ameunsr Rnddeveersunirat inss tife geviee feeriFhing
i nfor mati Oncéﬁx;?é@@iéﬂ‘d%% St Eﬁé‘“ﬁn@@%@gﬁlﬁicéﬂnge”&@&iéé‘,e STPUL S rdhed wor k
ta C add

system The éentrance ase may store a ress of each of 20 the
net wor k deviomsumicd thieordevéaeh ¢oeme ¢ f idmpprnd bt hat hbarcamee s hinedevigre
server rmts one_of .t net wor vi.ces tha .t he d ored
inthe e tp%ﬁ%%gngaﬁﬁggﬁ?ﬁﬁéﬁ?gg ggetc%nﬁﬁgg%nqﬁéfﬁégka§§§P2n1r§§%¥%%
secur e entryomyshdation aimel pbdrngdoay further conprise a DHCP server
operable to assign, in a case where it is determined that the MAC address
of one of the network devices is stored in the entrance database, an IP

address to one ofTHd8eBaL¥RNk rgeyfLBsn £30 albei Biiidinae fMatier cayphiae an
entrance dat abase operable to store user_identifying informtion for

i denti fyi ng2B SRGTAESHERUVRY WBAGE EACH BN AT 36t ADr & T/ PEe s aritf
perm tsiga enEhesRePdhRgiessinthkha uratl weyk rdeMitees thatoneint et N wised
identifying information stored in the entrance database to enter '- 5 AUG
2005 5 t he epApERer network system The administration server may assign,
to the entrance server,

The entrance server may have an entrance database operable

to store device identifying information for identifying each of

15 the network devices, and permits a corresponding one of the network
devices that has the device identifying information stored in the

entrance database to enter the computer network system.

The entrance database may store a MAC address of each of

20 the network devices as the device identifying information, and
the entrance server permits one of the network devices that has

the MAC address stored in the entrance database toenter the computer

network system.

25 The secure entry system for a building may further comprise
a DHCP server operable to assign, in a case where it is determined
that the MAC address of one of the network devices is stored in

the entrance database, an IP address to one of the network devices.

30 The entrance server may have an entrance database operable
to store user identifying information for identifying a
corresponding user of each of the network devices, and permits
a corresponding one of the network devices that sent the user

identifying information stored in the entrance database to enter



a VLAN that allows the entrance server to communicate with the 5 plurality
of VLANs respectively assigned to the plurality of units. The §qﬁg¥q0&htry
system for a building may further conprise a shared server operable to
give a plurality of the network devices comon information that is comon
thereto, each of the plurality 10 of units having therein at |east one of
the plurality of network devices. The a®iministration server may assign,
to the shared server, a VLAN that allows the shared server to comunicate
with the 15.plurglityePfnd/Ng Lospemtively assigned to the plurality of
units. The secure entry systemfor a building may further conprise a DHCP
server operable to assign an I P address to each of the respective network

T T

assign, to the server, t he CP server to
communi cat eaw AN ttteatpladialit yhe ofnt\ftalide sespect to alopmgdicghedwibh ttiee
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one of each of the units and to notify the admi nistration server of a

det ecti ont hereof, the abnornal -state detectjn nit bei connected to a
connection port ofP§ ﬁ&c}‘ﬁ?@r’%@fn%ﬁ‘?%?aﬁ\ﬁ fB‘ég})‘#Héqr ™3y {‘%é:ﬁleg TOPRERT on

port to whi ghsHeRedoiet e Osdille €8Yices pBur&DiNie6t etle ROt dgviced he
second aspect of the present invention, a multi-unit bujldin hav'n%,a
secure ent r fORYSR ifgmag iR rhat £y COMORUENSBROER 6 S6F cPos S]p‘é%%]ls‘t

provi degp t hekeid+ £a6hiRG dheLoaed sRAcCeie df Fhki POLALICASE of hesBiark 0 an
i nsider of the closed space, the building conprising: an adm nistration

server thatdgWhfAfstrates a conputer network systemin the building; and
an i nterconnecting

The administration server may assign, to the shared server,
a VLAN that allows the shared server to communicate with the

15 pluralityof VLANs respectivelyassignedtothepluralityofunits.

The secure entry system for a building may further comprise
a DHCP server operable to assign an IP address to each of the

respective network devices in the plurality of units.

20
The administration server may assign, to the DHCP server,
a VLAN that allows the DHCP server to communicate with the plurality
of VLANs respectively assigned to the plurality of units.
25 Each of the units may include an abnormal-state detecting

unit operable to detect an abnormal state in a corresponding one
of each of the units and to notify the administration server of
a detectionthereof, the abnormal-state detecting unit being
connected to a connection port of the interconnecting device other
30 than a connection port to which one of the network devices is

connected.

According to the second aspect of the present invention,

amulti-unit building having a secure entry system for a plurality



5 device that connects the adm nistration server and a plurality of
network devices in the plurality of closed spaces, wherei n’-?ths cz[]qg he
plurality of closed spaces has a correspondi ng VLAN assi gne thereto
based upon the admi nistration server setting the interconnecting device
such that each VLAN assigned to the 10 pLurality of closed spaces is
different fromrespective other VLANs assigned to others of the closed
spaces; and the adm nistration server limts access to each of the
plurality obfckdseddsppaess mumwlhiderl conputier, eethWobk sist ehvseadt fpaces
building to,a designated insider. 15 The summar f the invention does
not necessa}ilr‘j']tﬂxégc?‘cfcbeess & Ierﬁgffe%%aaf‘ri/ lfngé%iﬁfeg}'[o&ef tﬁgo gjsgﬁ?c?nvté i on.
The present buli DY &M icofpiRY i Ad S anbedmi st reeibhnadih@t iatd hemirbstir£Ses
descri bed above. The above and ot her tures and advant ages of the

fe , .
present 20 PriRRHYEST BEHYC E)Sﬁ’ée‘ﬁﬁr‘“etl%l%g&ﬁéﬂ%n%&% He 1PEFF O/ AgEt 1Y

descri ptsongeoh cé henamhoplingBBE St ha kil s¢@BIYBAL s OFvey hd BepaeeoTPapyi ng
drawi ngs. BRI EF DESCRI PTI ON OF THE DRAW NGS 25 Fig. 1 shows a structure of
a col | ecti vefBawirkratich=di B gherl wirldfyodh ArRAECEPRkESprdsafin each

i nvention. Eif%he%ﬁﬂ%‘&%t%@éﬂ%’é@%%ag@é AabY @@érégpcﬁ{ai%g,r@ﬁm&é@i Molel]

information file 'stored i'n an adm ni stration database. Fig. 3 shows a
struct ure ofharebaplesednetnor k thest edminigifdafucad peryeile S6tlkasgi e

Shous. A, oxGael ar T HaT 8 For aar 61 Bt Pancaur T ony SHETEReR, (B ohe ce

dat abas&0 CplubBahUE 2003 o7efisgpactsiis &i fiegwoltdintorofe sre NMAC caridreasELANs

regiStratiOstigned to others of the closed spaces; and the administration
server limits access to each of the plurality of closed spaces
and the computer network system in the building to a designated
insider.

15

The summary of the invention does not necessarily describe

all necessary features of the present invention. The present
invention may also be a sub-combination of the feétures described
above. The above and other features and advantages of the present

20 inventionwill become more apparent fromthe following description
of the embodiments taken in conjunction with the accompanying

drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

25
Fig. 1 shows a structure of a collective building according
to an embodiment of the present invention.
Fig. 2 shows an exemplary data format of an administration
information file stored in an administration database.
30 Fig. 3 shows a structure of a computer network system

configured in the collective building according to the embodiment
of the present invention.
Fig. 4 shows an exemplary data format of an entrance file

stored in an entrance database.



operation. Fig. 6 is a flowhart of an MAC address verifying operation. 5
DETAI LED DESCRI PTI ON OF THE | NVENTI ON The invention will nowfb§ A¥S0bed
based on the preferred enbodinents, which do not intend to linit the
scope of the present invention, but exenplify the invention. Al of the
features and 10 the conbinations thereof described in the enbodi nent are
not necessarily essential to the inventbon. Fig. 1 shows a structure of a
col l ective building 200 according to an enbodi nent of the present

i nvention. The 15 collective building 200 of the present enbodinent is
provided with a Piarabityf of Elgseprpariesadr VBRI tagldzgseaceadBtrAr éanonl y
i's accessiblgy;ap insider, that is, a designated person who bel ongs
thereto. The coIIectlve bU|Id|ng 200 includes an adninistration server 10
t hat general ly adRiai $tiseesSlavademprerniMCeddreysvent 20id@0pefat hen.
col l ective building 200 and one or nore interconnecting devices 12 for
connecting the admnistration server 10 to at | east one network device 24
used in a correspondi NQDETAKED ESCRIPOIONheFr cTil erNvBNT Toni | di ng 200
further includes a router 16 25 that can connect the conputer network
system 120 of the collective building 200 to the Internet. The network
devi ce 24 can useThQafmzlelmﬁ:ebﬁebiMi aowhee dedkelibd8.baNedditHess pratebhed

appar at us prg%lg on tgtl g(%ernet nma adnlnlstrate the adm ni stration
server 10 affdPOgAmEBNT NSt FRTDRCHATLEREAA1M3E RfeS AR RESHHSPFBReREr ver

10 perforns jhRensebh| nGitoéxeashi £y @h@rﬁw&qtdmg Hevigretde stagek0a@$si gn
respective, different VLANs (virtual local area networks) to the closed

spaces 38. EQ@hCOEPbE%H“§Eb&§?E§°|néFﬁBééb% uSert e Pegi RN Fe 22°% hat

certifies - nacAYG200p S&felisien Waothei esvdc £t er the closed space 20.
The cl osed space

Fig. 1 shows a structure of a collective building 200

according to an embodiment of the present invention. The

15 collective building 200 of the present embodiment is provided with
a plurality of closed spaces or units 20 each of which only is
accessible by an insider, that is, a designated person who belongs
thereto. The collective building 200 includes an administration
server 10 that generally administrates a computer network system

20 120 of the collective building 200 and one or more interconnecting
devices 12 for connecting the administration server 10 to at least

one network device 24 used in a corresponding closed space 20.

The collective building 200 further includes a router 16
25 that can connect the computer network system 120 of the collective
building 200 to the Internet. The network device 24 can use the
Internet via the router 16. An administration apparatus provided
on the Internet may administrate the administration gserver 10 and
an administration database 14.
30
The administration server 10 performs the setting of each
interconnecting device 12 so as to assign respective, different
VLANs (virtual local area networks) to the closed spaces 20. Each

closed space 20 includes a user certifying unit 22 that certifies



20 may al so include a line concentrator 26, such as a router or "a hub,
and a plurality of network devices 24 connected to the |ine Cﬁgcentrator
26 in the closed space 20 may be connected to the 5 conputer:

system 120. The adm nistration server 10 assigns, to each of the closed
spaces 20, closed-space identifying information for identifying the
correspondi ng cl osed space 20. The adm nistration server 10 10 al so
assigns VLAN identifying information that identifies theVLAN to each of
the VLANs respectively assigned to the closed spaces 20. Moreover, the
adm ni stration server 10 has the adm nistration database 14 that stores,
for each of & heer|Wwredripaces e2qert hee qﬂlqmeﬁsspae@d .defhe foliawpd space

i nformation h tif infor s.to correspond o]
t he aSSOCIaéggq%%ogg%gémgg%%% : #ﬁggaénlﬁpgfr on 53P5§ a9 P &FMERTESTT at es
the entry ofa hhe, amslea pdhrbﬂletplocfseelt\sqaﬂcee%)céé Asheowhosa spatte 20nand
the entry 20 of tt g mg%k. yﬁpe 24 o the computer network s sten1120
by the user"°"ff&-G8ep 5% CEJHF? P3G 4% MBY PREWMSEES packhe
identinyngddﬁbﬂt@&th@ﬁw@fktﬁﬁﬂﬂ&enzbased on data stored in the

adm ni stration database 14, so as to only allow the user having the

cl osed-space identifying informati on of the correspondi ng 25 cl osed space

2 0, i. e, a deghgnatfichiesehtibA RARL id‘ﬁs@@% ESQ%@éé}goderiéS@ﬂoéé@CG
20. The administration server 10 certifies the VLAN | denti fying

i nf or mat i on SP&FESF FdIMLRECHPRBER deWtd Y pngiimfcsmrtirasier dggrEiEping
based on datt@les&@f@@sfcrh&ﬂ@ atpidd sphakion, d@hé%ﬁn%trges?on%rwe@ 1 pws

t he network device 24 that sends the VLAN identifying i1nformation

speci fyillg tHENATN anssifieddeny & fsimact nfsudnadj et Iy, idgntigies tthe VLAN
desi gnat ed Y$PEachQ LML viRgs GUTULELN VQQ%I é&%ﬁ gp %ﬁg clorsed5s£~y&s2005

9 The adm nistration server 10 nay store entry
20. Moreover, theadministrationserver 10 hasthe admlnlstratlon

database 14 that stores, for each of the closed spaces 20, the
closed-space identifying information and the VLAN identifying
15 information so as to correspond to the associated closed space

20.

The administration server 10 administrates the entry of the

user of the closed space 20 to the closed space 20 and the entry

20 of the network device 24 to the computer network system 120 by
the user. The user certifying unit 22 certifies the closed-space
identifying information of the user based on data stored in the
administration database 14, so as to only allow the user having

the closed-space identifying information of the corresponding

25 closedspace20, i.e., adesignateduser, toenter the corresponding

closed space 20.

The administration server 10 certifies the VLAN identifying
information sent from the network device 24 in each closed space

30 20 based on data stored in the administration database 14, and
only allows the network device 24 that sends the VLAN identifying
information specifying the VLAN assigned to that closed space 20,

i.e., adesignated user, to enter the computer network system 120.



of the user of the closed space 20 to that cl osed space 20 a a history
of . the entry of the network device 24 by the user to the coﬁgﬁtAUGnﬂmﬁork
system 120. In this case, the adm nistration 5 server 10 can detect

i nproper entry to each of the closed spaces 20 and inproper entry to the
conput er network system 120. Each cl osed, space 20 may i ncl ude an

abnormal -state detecting wunit 28 that can detect an abnormal state, such
as a fire, gas 10 | eakage occurring in the closed space 20, or the |ike.
The abnor nal - st dttee dénint st tuinint s@8rdrs1 ¢ onpettoedt 0h i Seornd wif nitst eatiyon

server 10 via the intercoppectin evi ce 0 as .to.notify the

adni ni strat? nt%%rV§F £ ggeac%%%e‘gtséagcgbégrEr%lﬁéattatcé.os‘?ﬁegpgﬁﬁi #7 satrfdati on

server 10 nathistesry ke atlel ehsty adDrehef nebeobxi deritg: B3 PQO0tha user to

security-service congagy or }(he i ke, of the qccurren f . the abnor mal
F&eEHaF

e
state. 1t iEhnromERy WS RBIA el TREHLE CAREr cdts AQTHRTTC S

connect egl t gegv&PNNEEhh LRt i fApréher dnftber EORRRE bAG Hie vl 68ed Zsgidiay
than the connection port thereof to which the network device 24 in the
corr espondi A RPOsEPERSCe SRHTYOLP LRI MRIRWET PREWRFE E¥8eSMit2(s
possible to prevent a wong operation of the abnornmal -state detecting
unit 28 from being caused by a wong operation of the network device 24.
The user certifyiFRFupl esdsprEe 8B MmayH ndlisie an pereorrk r8haty deBqtd nent er

the correspopgi ng Ct{ﬁ%%eGaﬁp@&@e@tQa | d8RbLhy L NG: ddU OTIRE 39 Qfghklﬁ, RifsS0N
S0 as to determine whether or not the person is an 1insider of the

cor r espthdi hgakias eeceypaciaR0irbaded oipsede salsca r2dd drdertd flikey  The

i nformation Wi rmttl nJ . e f | hsi t,
correspondi %Iéltl%ﬁgaglte)dg t%%fcrg eetf (fQ t ggtuhr% t:tczl%glssegI 1gs%dacg:ee d%%)e%é Q%fell%ss%atl%%
certifying serve?22 omyabeha ideercensachins devioekl2psovsded oot afy ehter ance

of (1he cl 0588 PAGS L0 NI G LNe 1§ OFed SPECE. dJISNAd A0 J U gy ey
be a corresponding, unique shape of “a key for opening Sos ngethe I"ock.
The | ock magdwoemistineatdonemrviey 1 dhe ifhiape hef adrien ilsey apoeérthecowiyi dilmey user
of the fg Osggo?paacs%cgrpi‘ y—g(e)lg'?ice company or the like, of the occurrence
of the abnormal state. It is preferable that thg abnormal-state
detecting unit 28 be connected to a comnnection port of the
interconnecting device 12 other than the connection port thereof
to which the network device 24 in the corresponding closed space
20 20 is connected. 1In this case, it is possible to prevent a wrong
operationof the abnormal-state detectingunit 28 frombeing caused

by a wrong operation of the network device 24.

The user certifying unit 22 may obtain, froma pérson trying

25 toenterthecorrespondingclosedspace20, identifyinginformation
of the person so as to determine whether or not the person is an
insider of the corresponding closed space 20 based on the obtained
identifying information, thereby permitting only the entry of the
insider of the corresponding closed space 20 to the closed space

30 20. The user certifying unit 22 may be a device such as a lock
providedonanentranceof theclosed space20while theclosed-space
identifying information may be a corresponding, unique shape of

a key for opening/closing the lock. The lock may certify or verify

the shape of the key presented by the user of the closed space



10 20 so as to allow, in a case where the shape of the key is successfully
certified, the user having the certified key to enter the clﬁs§dAUfs%@-e
20. 5 The adm nistration server 10 may be provided in an J J
adm ni stration-cl osed space (not shown), for exanple, a roomfor a
janitor collective building 200. The adg_i ni stration-cl osed space may
include a user certifying unit 22 that Srtifies a user who tries to
enter the adm nistration-closed space, and the 10 adm nistration server 10

my linmt epbipdocd BelowdihbiEldeaatiare ehosREpS patdehaseds 80cdatafully
previously stored in he adm ni stration database 14. According to the

col l ective BEFFHFIRA 2600t SEhdayiagenite cestdibedi kRanto shigh s8uFtesetan
be realizedsggainsg. i nproper entry by unauthorized persons to the conputer
network system 120 by limting the entry of a user to the closed space 20
and imting the entry of a network device 24 to the conputer network

system g200. 20 R 2a5809V8 datya o8 ﬁégn aj.stration
information file stored in t%ﬁé’tﬁé&?ﬁ?%ﬁé& (;qtr? dé%%g%tgeoéﬁ&T e ThoHdet
admi ni st r at féninhstoratetaror loiskd sprdaidest fstulwis , of ox leggaglepax goom for

cl osed-spaceg.ident |.fyi I.Rfar Lon . | td fyi . nf tion.
The cl osed %B%gg%l&é)rl5ﬂgtégrﬂé§chﬁ$’%?’gﬁ??gﬁ¥%§y &ﬂggﬁfnf%ilggﬁggl%%réf)%é;%eodndi ng
cl osed spacep€e ndlyelintbstd aspace certdeyifyiung ti 28 ahant et ffiddaisser

assigned to each closed space 20 and.stores the closed-space identifying
ofornat i on'For Crasst oy EHEE 588, A FhaleRr 1 elaniRy Ry Tharo.
The VLAN 30addemt sfxetnign nf eermeiron 1o el dndys adsmgred eateach 84 AN tHe t he

cl osed space 20, and stores the VLAN i.dentifyi information for ,
Certifying AT {RETE Tt AR CAOPPaSPORET e VEARE PRSP GHELYSEEVERR I3 t he
admi ni strat tlea slahabasaat4ont Batadasaisfiration server 10

According to the collective building 200 of the present
15 embodiment, high security can be realized against improper entry
by unauthorized persons to the computer network system 120 by
limiting the entry of a user to the closed space 20 and limiting
the entry of a network device 24 to the computer network system
200.
20
Fig. 2 shows an exemplary data format of an administration
information file stored in the administration database 14. The
administration information file includes fields of closed space,
closed-space identifying information and VLAN identifying
25 information. The closed space field stores information for
identifying a corresponding closed space 20. The closed-space
identifying information field is assigned to each closed space
20 and stores the closed-space identifying information for
certifying a user of the corresponding closed space 20. The VLAN
30 identifyinginformationfieldisassignedtoeachVLANintheclosed
space 20 and stores the VLAN identifying information for certifying
a ugser of the corresponding VLAN. Based on data stored in the
administration database 14, the administration server 10

administrates the entry of the user of the closed space 20 to the



adm ni strates the entry of the user of the closed space 20 t&'y hﬁU?
2005 11 cl osed space 20 and the entry_ of the network device 24 by the

user to the conputer network system 150. Fig. 3 illustrates a structure of
a conputer network 5 system 120 of the collective building 200 accordi ng
to the pr uger,net wo ystem 1 f the
col | ect PVCSL%%%PI ggygggﬁggl ncgudeegﬁa éﬁttr%ence gg?\ﬁle?evgﬁ tég 8 ni strates
access oqutefxetnetkA@rQQHMVEcerse@mrﬁfseﬂstemtlhaéJ. cl osed spaces 20 to the
conput er network system 120; a DHCP 10 (Dynami c Host Configuration
Protocol) server 40 that assigns an |IP (Internet Protocol) address to
each of the netigorR dblitieetensausathdtnrehet o coeguspacesw2@k and a shared
servels SQdigh 156 Icke LO2 DALAN KuffyiP 908 4aloathig £ACH,O the closed
spaces 20 information common thereto e adm ni'stration server 10

assi gns &ATSREAE neBhedmeds - ThANOIpoten ndtaroglinews s dRi0onf serever 10. The
admi ni st rc@tlllgetﬁ@ruﬁrmmgai@@ 3231,808 atrb%n%éaﬁcédg@h et Bt Lpt VLAN 100 as
that assigned to the admnistration server e I nterconnecting 20
devi ces iphgEratefe 256RFRI oF rtaie BAtYRrly dlevicemmtagesdt e the

i nter conrt%tsbagsg@e/éscg@ 13 ik thapadai mewo%id 0Pt \N2300, afyebp can perform
the VLAN settings in the connection ports of the 1nterconnecting devices
12. 28 THEYRERtfi E5taCrahigeratdon] Brasiis servewidudhay apsionsiea, 110b,

110c and fhlQ8ntbate @@ odbESEY larbOMd N cnadfl AhStiAlLPR MANLO0 to the
network devices 24 in a_ plurality of closed spaces 20 in such a manner

that a VL,&Nusﬁgs’rrngé{? £6o8e FRACEE e 80 5 e 226D pr%eq i FEEPENEO f¥hak t he 30

respecti wanVhAds @ssinghedrk astikes g4 osad Spacesh 2% thBUS1Lhes

adm ni stration Server 10 cannot comuni cate with the network
spaces 20 information common thereto.

15
The administration server 10 assigns an administration
VLAN 100 to the administration server 10. The administration
server 10 also assigns the same administration VLAN 100 as that
assigned to the administration server 10 to the interconnecting
20 devices 12. Thus, the administration server 10 manages the
interconnecting devices 12 in the administration VLAN 100 and
can perform the VLAN settings in the connection ports of the

interconnecting devices 12.

25 The administration server 10 assigns individual VLANs
110a, 110b, 110c and 110d that are different from the
administration VLAN 100 to the network devices 24 in a
plurality of closed spaces 20 in such a manner that a VLAN
assigned to each closed space 20 is different from the

30 respective VLANs assigned to other closed spaces 20. Thus the
administration server 10 cannot communicate with the network
devices 24 used in the closed spaces 20. Also, the network
device 24 used in a certain closed space 20 cannot communicate
with another network device 24 used in another closed space 20.

35 Moreover, the administration server 10 assigns to the entrance

server 30, the DHCP server 40 and the shared server 50



devices 24 used in the closed spaces 20. Al so, the network device 24 used
in a certain closed space 20 cannot comrunicate wth another net

device 24 used in another closed space 20. 35 Moreover, the-éhﬂﬂﬁ?@@}ation
server 10 assigns to the entrance server- 30, the DHCP server 40 and the
shared server 50 - 5 AUG 2005 12 a general VLAN 120 that allows the
servers 30, 40 and 50 to communicate with the individual VLANs 110a,

110b, 110c and 110d respectively assigned to the closed spaces 20. 5 The

adri ni strat .00, SeLusr JHRnoRLAI A8t heasl ene b the, somigi galiog agount
and the comurmi cation tine perloa f6F ~each of “the connecton ports of the
i nt er connectdomgugdévatesvith tBeseudiwivudie VaARNS eblsta one@obf 1ie: and 110d

conmuni cati Q nt_and.the co ni_cation ime period thus obtai ned, the
adni ni strat ir%ﬁ%sggg\l/\e’? )_’Loa%%lrﬂnreo S 016%Fh8988ﬁ§u%ﬁ%§%‘% &Y at the
correspondi ng connection port of the interconnecting devices 12. The

adm ni stration server 10 nm create charging.i nformation based on the at
| east oné of the &B%rﬁfﬁ?ﬁrfé%ir@ﬁlgﬁbﬁﬁfv%got %’?tébﬁﬁuﬁ cH3%n Oﬁenﬁgp'%l?? od
obt ai ned teocahahgeathén WSRAunthend WHBIBbGRLH OPa €S +iBY SOMIDIFLirNgathe 15

communi cati on at each connection port of the interconnecting devices 12,
the adni ni sPfatHOACEBETRICABOEEA 95 Fhe ia5aReernent e deNecenti@rneBa®sd t he

net wor k devicga e tCEHIACE €&l Ont BRmEANALEL biPBmoBX An@Ent B8mmunication
i nterconnecting devices 12, or the like. 20 The entrance server 30

i ncl udes an téRErRficEOHAPap st a3pedndthe sdnipistyedt i paswer fif agntrols

i nf or matjon wai eBminsni & Of SRt OoR Ok o] ' ey ces, 24.
The entrance data%as% 32 stofés an ﬁﬁ%?ﬁ%%é%%%fggﬁgﬁCgﬁ%ﬁgﬁérgf3%réﬁé
devi ce i dentipfgiragnneaf orareddvdiresTA - enThrancinigasrert3Onpeenves thenant ry

e T R R L
devi ce 24 | egaminicheli@hamenot et vée SOnhynicsitignt henegtemdokl obtained
to charge the user the communication cost. By controlling the
15 communication at each connection port of the interconnecting
devices 12, the administration server 10 can limit connection to

the Internet by the network device 24 connected to that connection

port of the interconnecting devices 12, or the like.

20 The entrance server 30 includes an entrance database 32 that
stores device identifying information which is information for
identifying the network devices 24. The entrance database 32
stores an MAC address as an example of the device‘ identifying
information. The entrance server ‘30 permits the entry of the

25 network device 24 having the MAC address stored in the entrance
database 32 to the computer network system 120. The user of the
network device 24 logs inthe entrance server 30 by using the network
device 24, and registers the MAC address of the network device
24 intothe entrance database32. Alternatively, anadministrator

30 of theentranceserver 30 may register the MAC address of the network

device 24 by using the entrance server 30.

The entrance database 32 may store the user identifying

information which is information for identifying the user of the



device 24, and registers the MAC address of the network device 24 into

t he entrance database 32. Alternatively, an adm nistrator 30 'of5m 05
entrance server 30 may regi ster the MAC address of the network |Z@ 24
by using the entrance server 30. The entrance database 32 nmay store the
user identifying information which is wyaformation for identifying the
user of the - 5 AUG 2005 13 network device 24. Based on the user
identifying information stored in the entrance database 32, the entrance
server 30 nB§twedt tddXiqs Ader i Byseheorusdre ivkem iideinhg Ly angr kaf¢ora am

fromthe n h.ce hom cla c h i
~successfull g%%%%f?}eég@ ?ﬁér%%% gt%\c?:abggrev%r%’ 3@%&%&%&% ?ﬁg§%ﬁééar§adyr ess
of the netwoektdbwiocevedi fihahesesrr titHentefyidg dcifosent ipdereritl frog the

i nformati on %n t.he entran?g dag\,%base 32. .The entrance server 30 mu

permit the BRETS of SThehefnor k 957 CET 24 1 ffat S2Eht "I FES cér i t°6d uder

i denti f y3 ngsuadesanmililognecetoi fied, tOecarmmtirete Betwer I3 osysy ertok20thd headDHCP -
server 40 nay.assi an I P address to the network device 24 having the
VAC addr ess=STEreR G Fie PERIPER At Btk FHo%p SRy BOS| TR T 197 oS T
address onl ydég: ihei met wofdenideMiosg 24 1éhd eghstehed bathb&s€ntpancerhe
dat abase 32 b%/ nmeans of the DHCP server 40, only the registered network

devi ce 24 cERCIRFR RETVRF eth8RY PHFBighlenel omsitt Bhe Materk 4§%t etn2r20.
Fig. 4 showshan sxeipld Yeddatia ifar Mk 0fidant eBY{ AR Cenfddar i2h,StQy athd N
the entrance database 32. The entrance file includes fields of closed
space, lser CPTRUGRIS RGP TENEY RREM atifft ess. The cl osed space field stores
information for identifying corresponding closed spaces 20. The user ID
field stores the user identifying information for identifying the
correspondi ng uséihe2BHEP sevayet Qoray devige 21 IPTaddpraswor dhe instdvostor es

a corresponglag.. RasSIPIL YsedA@LaBeELEfHNG L IR URPLAtdEALL fdRd K 1 he

user
32. By assigning the IP address only to the network device 24

15 registered in the entrance database 32 by means of the DHCP server
40, only the registered network device 24 can use the Internet

through the computer network system 120.

Fig. 4 shows an exemplary data format of an entrance file
20 stored in the entrance database 32. The entrance file includes
fields of closed space, user 1D, password and MAC address. The
closed space field stores information for identifying
corresponding closed spaces 20. The user ID field stores the user
identifying information for identifying the corresponding user
25 of thenetworkdevice24. Thepasswordfieldstoresacorresponding
password used for certifying the user identified by the user
identifying information stored in the associated user ID field.
The MAC address field stores the MAC address of the network device
24 used in the corresponding closed space 20.
30
The user identifying information to be stored in the user
ID field and the password to be stored in the password field are
registered in advance by the user of the network device 24 or by

the network administrator. As the MAC address to be stored in



identifying information stored in the associated user ID field. The MAC
address field stores the MAC address of the network device 245upldRl 2005 t he
correspondi ng cl osed space 20. 30 The user identifying infornmation to be
stored in the user IDfield and the password to be stored in the password
field are registered in advance by the user of the network device 24 or
by the network administrator. As the MMAE address to be stored in - 5 AUG
2005 14 the MAC address field, the MAC address received fromthe network

devi ce 24 iéhémggg%dmes %i@ﬁg?ftwﬁz\e%@féﬂssd%'bs?vgé_éx%sth@ ndth@rk

entrance server y using the network device 24 and inputs the user ID
and the pasdswiak @ thestsred. Thbeeamgrande ther vetwarlgdeyaeei #4 ekPdhd tuser

| D and the SSWor us.j i i i.fwi,ng. knf tion

hnd e pas DB RARERLSe G oy MRIDG L€ nctifc GEPEd Yardnh AR

respecti vel yhe arxkxt HEr eaflt eie HaEwesdt bé theeusead MBGe adulf excofseatver

networ k devjce 24 .that sent t user._.l D and th asswor d. .10 trance

dat abasé 32h§F8FE§%Eﬁ8‘%EtPESHﬁ@%gng&ﬁ§§P?SSW88$Fé§ﬁoh%p®%h&h%ggg %@Fated

cl ?sedksgacxgas@@%dféﬂeiepm@ﬁeﬁomavebn 3 enk\pawdiridsst dee @ity yhefuselre

net wor evice 24 having the MAC address that corresponds.tq a certain

?: oseﬂ sPach 2fJcFJt%ggje%éSnBﬁf%Y’Oﬁéd“rf’gt‘fmﬂ?s?%{:éﬁigo. aﬁfiqqf%a?t *
owchart of: S&MCr8d %S vieB it Lalii-o8s oferiad hebworkidest cetlet Rat rsmee

server 30 receives the MAC address of the network device 24 connected to

t he i nt er corrrAtsary Medincethe PREMWIFL- 20 i nt er connecting device 12 (Step
S100) .joThe entrance server 30 then receives the user ID and the password
i nput by the user into the network device 24 that |ogs .in the entrance
server 30 (Step Trogntragperdatahesentrafiberseriis B¢ pEAEREStIP tafe tO

entrance daéé*%ﬁé%ondtx}theassociatedclosedspace20. The entrance server
30 only permits the entry of the network device 24 having the MAC
address that correspondstoacertainclosedspace 20 tothe computer

15 network system 120.

Fig. 5isa flowchart of aMAC address registrationoperation.

First, theentrance server 30 receives the MAC address of the network
device 24 connected to the interconnecting device 12 from the

20 interconnecting device 12 (Step S100). The entrance server 30
then receives the user ID and the password input by the user into

the network device 24 that logs in the entrance server 30 (Step
S$102) . Then, theentranceserver30referstotheentrancedatabase

32 (StepS104), soastocertifytheuser IDand the password received

25 (Step S106). In a case where the user ID and the password are
not certified in Step 8106, the entrance server 30 finishes the

MAC address registration operation. In a case where the user ID

and the password are successfully certified in Step S106, the
entrance server 30 registers the received MAC address into the

30 entrance database 32 (Step S5108).

Fig. 6 is a flowchart of a MAC address verifying operation.
First, the interconnecting device 12 detects that the network

device 24 connected to the interconnecting device 12 is turned



32 (Step S104) , so as to certify the user ID and the password received 25
(Step S106) . In a case where the user ID and the password are d;:mt
certified in Step S106, the entrance server 30 finishes the é&ﬁ
registration operation. In a case where the user ID and the password are
successfully certified in Step 5106, the entrance server 30 registers the
recei ved MAC address into the 30 entrance database 32 (Step S108). Fig. 6
is a flowhart of a MAC address veri fyi operation. First, the

i nterconnecting device 12 detects that the network device 24 connected to
the interconnecting device 12 is turned - 5 AUG 2005 15 on, and then
notifies th@meﬁuuhnhensetvéie$@hehnthendesecvbuﬂOnaéuh¢detsceposzeemlt

Then, the eridance.sesvery a0, r el ugs, LEQMLRG.. i) GLconneet | gg dev) e

12, the MAC a& esS of "t he nétmork conriect
i nt er connectimgrdewnneet 129 (@tvapeSZD,Z):he MA® abidenb s asfic eheatatevorH)denete

refers to the entrance, dat abase 32 (Ste S204 sQ _as _to determn
hhether or o ERREPeE L B R e o ER e B it R Rt e e e
dat abase532 endtrapce28é)verd BoxHaseetbesed RBer @ptard HREaBaEk 89S (56ep

stored in the 10 entrance dat abase 32, the entrance server 30 permts the
DHCP server #0% o %%?Fdﬁ’gﬁtﬁpméﬂﬂﬁﬁ§§hﬁ5‘Fﬁ@oﬁeVW%FFCBéV?ééﬂﬁhaﬂgﬁ?ﬁﬁ t he

recei ved MAG@dbess 9! e HiB)ancEhaabEicRssesyersd @) assigns the IP
address to the network device 24 based on the instruction fromthe

entrance server 30. The entrance server 30 also permts 15 the

interconnecting deyig&ake WRePEI{Y rPe‘é%'NHH'I@i?é QR Rlst DS s CAREGH! PR POT T
of the interconnection device 12, to which the network device 24 having

t he recépve@nWN@néé@@é§§aﬁ§3@@ﬁ#@ﬁﬂéﬁanGSﬁéﬁVszﬁﬂpeEN}q&ﬁ%ﬁE%%%Sﬂh%¢% t he
recei ved MAGaaddr ess: s J}PtIPSBBEl?Qsé ”to the %@E&régﬁedéj@lt@é)az%eﬁ%m%hﬁ

entrance server 30 prohibits t server 40 from assigning a
addr ess t o tUsseivedddC Addyexs Step 8208) The DHCP server 40 then assigns

the IP address to the network device 24 based on the instruction
from the entrance server 30. The entrance server 30 also permits
15 the interconnecting device 12 to perform communication at the
connection port of the interconnection device 12, to which the
network device 24 having the received MAC address is connected

(Step S210).

20 In a case where the received MAC address is not stored in
the entrance database 32, the entrance server 30 prohibits the
DHCP server 40 from assigning an IP address to the network device
24 havingthereceivedMACaddress (StepS$S212). Theentranceserver
30 also prohibits the interconnecting device 12 from performing

25 the communication at the connection port of the interconnecting
device 12, to which the network device 24 having the received MAC
address is connected (Step S214). Moreover, the entrance server
30 determines that the network device 24 having the received MAC
address has attempted improper entry to the computer network system

30 120, and stores the received MAC address therein (Step S216). The
entrance server 30 may notify the administrator of the attempted
improper entry of the network device 24 to the computer network

system 120.



24 having the received MAC address (Step 5212) . The entrance_server 30
al so prohibits the interconnecting device 12 from perform ng &55 ;4“5 %pr

. . . . . )
conmuni cation at the connection port of the interconnecting device ; to
whi ch the network device 24 having the received MAC address is connected
(Step S214). Moreover, the entrance server 30 determ nes that the network
devi ce 24 having the received MAC address has attenpted i nproper entry to
t he conputer network system 30 120, and stores the received MAC address
therein (Step 5216) . The entrance servef 30 may notify the adm nistrator
of the attenpted inproper entry of the network device 24 to the conputer

network system 12QicdrdAbe 2612h8 d&1 ACaOrd Raitaihhe266! bectiey §Juddngdi ng
200 of the present enbodinment, by providing the collective building 200

with the adfPRStTRG 0RYsEBFO¥EAIDY Hhie wdegiéyesbridding, 2¢heviphcphe
server 40, aaidha SRACEGSRFMLE 0DQhel dnt S RRSSLPL & 8 pﬁ{égﬁ@b%&%&ed,

5 secure adm nistration of the interconnecting devices 12 and the network

devi ces 24. 4br édfetle ghasedreeiambl erl thes wosis iby st tarpesfarbalagenifliegur ed
ina mlty- Ué‘éiuxbé“a!dql'iﬂgapi‘a@{jcﬁﬂ @fsf:ﬁé‘ti'rﬂ:%xlc%?lpﬁ'cgﬁﬁéfé)%%%t ng deviges 12

and the network devices 24 wthout using the tern urthernore, since
a networ k den¢twordd dematresadd .10Moseovée, @osputee qredputiel Bysverk aysoedi ng

to the present knvention. is.lim .based.on.t.he registered MAC address
of the net V\D?in é%v?%%ﬁé}f,eqs%r%r%é?gén?ﬁ/t tbgltlﬁéngobr?gﬁég%nﬁ%?ﬁ% K'Sydfem
can be prevemtekchArecs iagpEverte sfi2eand tiee abowverk decde«ls ng wiiehbhe ugiagent

15 i nvention,, a | | ective_building having a conputer .network systemw th
hi gh securi t%/h%ol(r:ﬂE iglred ﬁ%&&eﬁ"&?%ﬁ’bglﬂg%\ﬁ d’eegpwwipfiSW‘a? %4 can

col lectiwe buéé dhagonipubeamertiirhiSidtain av@eliveltd Ohe pad@et Sihv@hitAgn .
E]?C;JL: gﬁf?gfsﬁlggmggéé Ea.leagd %pl%h%ullﬂelg?il srilz raegicli\u‘fcoaécs"fesscgggﬁ(ta %;tuggﬁ\%relx(riggﬂ em

24, improper entry to the computer network system can be prevented.

As is apparent from the above, according to the present
15 invention, a collective building having a computer network system
with high security configured therein can be provided by providing
the collective building with an administration server for
administrating secure access to units in the building and to the
computer network system of the building.
20
Although the present invention has been described by way
of exemplary embodiments, it should be understood that those
skilled inthe art might make many changes and substitutions without
departing from the spirit and the scope of the present invention

25 which is defined only by the appended claims.



Al t hough the present invention has been descri bed by way oﬁ.qyggﬁlﬂﬂg
. enbodi nents, it should be understood that those skilled in the t ght
make many changes and substitutions without departing fromthe spirit and
the scope of the present invention 25 ghich is defined only by the
appended clains. - 5 AUG 2005 17 WHAT IS CLAIMED IS: 1. A secure entry
systemfor a building having a plurality of wunits provided therein, each

of said wahtrs gecratiMeng 16l y entry of a designated person thereto, said
system conprising: an adm nistration server, which is provided in said

buil ding, operable to adm nistrate a conputer network systemin said
bui I di ng; an | eas ' opnect ing. i bl e 1. -SPPpEcEesai d
adninist%ati%ng%%?ggrégggﬁrggégéﬁi€§§n%t%%&£5¥é§$%§£§§§.%gngrpFugglégy of
units, whateisnpseirddedningsé i} icactsefvesidetrsi tsaperiniteringnost i emt devi ce
to assign a plurality of VLANs to each of éﬁgd units, respectively, in
such a nBfindr SeRdora teLARSISH Y FER TS DSV SHHFThITLRS H T erent  from

VLANs assi gned iy cfuﬁ%gxesfézia“ceid}{ DEFve Pl whdl i%févi@emﬁ\gaq@bwp%m%ent ry

to said units and said conputer network systemin the building. /
secure enpeyadist ero f edmanbetrdtrg aascohpuped ineteocaikn dystemr tifersaid
conpri si .q user certifying unit operable to obtain identifying
infornathﬁ?gﬂng’pépgon trying to enter one of said wunits in the building

from sai d persgn Infebhefinveieiditle A iMmPlevsse dpealadle t6 canteritgsat ¢d
person based on said identifying information and to permt only said

desi gnat edmpaissratd oantsEr Ve andneespeshi e uRREYOrk A8V isEs dithgSasd A
secure eg&%¥a§¥%§egkf%5‘%sbPUH¥f@Qﬂas clained in claiml1l, wherein said
a

adm ni st ion-server adm fistrates an entry of a
said administration server sets said interconnectingdevice

to assign a plurality of VLANs to each of said units, respectively,
in suchamanner that aVLANassignedtooneof saidunitsisdifferent
from VLANs assigned to respective others of said units to provide
secure entry to said units and said computer network system in

the building.

2. A secure entry system for a building as claimed in claim 1,
further comprising a user certifying unit operable to obtain
identifying information of a person trying to enter one of said
units in the building from said person to certify whether or not
said person is a designated person based on said identifying
information and to permit only said designated person to enter

said one of said units in the building.

3. A secure entry system for a building as claimed in claim 1,
wherein said administration server administrates an entry of a
user of each of said units to said each of said units and an entry
of one of said respective network devices by said user to said

computer network system.

4. A secure entry system for a building as claimed in claim 3,

wherein said administration server assigns closed-space



user of each of said units to said each of said units and an_e bry of one
of said respective network devices by said user to said cdﬁéug b 28b wor k
system 4. A secure entry systemfor a building as clainmed in claim 3,
wherein said adm ni stration server as§ggns cl osed-space - 5 AUG 2005 18
identifying information to each of said plurality of units, said

cl osed-space identifying informati on being information for identifying a

correspeadhhg F9R@goinsetrdaplohald eychfotiBialisl pandatach of saiidspl saadity
of units permts said user having  said closed-space |denti f\F/i_n(lgl

i nf or naciionedsspgred t@eBhiByengh infoxratyiemi being ehnbprEgF4on for
correspondi (o] i rad ity it re try
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server assi gnsa¥YhANfi dendi pyiunglitpfof nahios pereinch sdidaiseWIixNging
respectively assigned to sai lurality of units, said VlﬁAN identifying
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identifpédrbyisai dfsentit¥l.AN identifying information, to enter said
conputer network system 6. A secure entry systemfor a building as
claimed in claim3, wherein said adm nistration server stores a history

of the entry sfusdidhusersyaft amirdreachufdsagdabntl sihedsan dokach f said
units and a history of the entry of said one of said network devices by
sai d usehereisaistichnpdmerinbrabiRnsyperenr @sH e uVEANNYAPYSTERT or a

assi gns REPHOREAPE Foyetr il VERRy rRRpL B B mCh PR eSS i
di ffereptufadmtg fofr tiettd) ANaid VLAN identifying information being
information for identifying a corresponding one of said VLANs,

and
said administration server permité one of said network
devices that sent said VLAN identifying information assigned to

one of said VLANs identified by said sent VLAN identifying

information, to enter said computer network system.

6. A secure entry system for a building as claimed in claim 3,
wherein said administration server stores a history of the entry
of said user of said each of said units to said each of said units
and a history of the entry of said one of said network devices

by said user to said computer network system.

7. A secure entry system for a building as claimed in claim 1,
wherein said administration server assigns saidplurality of VLANs
to said units, respectively, to be different from a further VLAN

assigned to said administration server.

8. A secure entry system for a building as claimed in claim 7,
whereinsaidadministrationserverassignssaidfurther VLAN, which
isassignaﬂtosaidadministrationserver,tosaidinterconnecting

device.



assigned to said adm nistration server. 8. A secure entry systemfor a
building as clainmed in claim?7, wherein said admnistrati onisegrkt\g[; 2005 .
assigns said further VLAN, which is assigned to said adm nistration
server, to said interconnecting devi (i‘;' 5 AUG 2005 19 9. A secure entry
systemfor a building as claimed in cl/@m1l, wherein said adm nistration
server obtains at |east one of a conmmunication anmobunt and a conmuni cati on

time perd odaf geceaehene@Pn8GLELER POFta Hu SRl thd HLraNR iiRdcdavhce, and
controls communication at said each connection port of said
i nt er correneiy sakdi edmbasetirahioni geavereabtadms @it seastommenoani on

anount sai d .co pcation ti eriod. 10, secure_entry systemfor
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plurality of units to said conputer network system 11. A secure entry
syst em fMBILL G Ry 2 B Sadibe el crrneckiipnmprt ghaadidhinkercennrahiag
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information for 1dentifying each o salrd network devices, and permts a
correspav rgpichecoafimeal bt @t woitke gk 0ed. t hat has sai d devi ce

identifying information stored in-said entrance database to enter said

conput er network system 12. A secure entry systemfor a building as

cl ai med i CchabBrdte eNESY &yl Q&nﬁrﬁﬂ§§dgﬁ%a§§%q§ﬂn@&§rﬁg%§maggr ess
of said each of said network devices as said device identifying
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11. A secure entry system for a building as claimed in claim 10,
wherein said entrance server has an entrance database operable
to store device identifying information for identifying each of
said network devices, and permits a corresponding one of said
networkdevicesthat hassaiddeviceidentifyinginformationstored

in said entrance database to enter said computer network system.

12. A secure entry system for a building as claimed in claim 11,
wherein said entrance détabase stores a MAC address of said each
of said network devices as said device identifying information,
and

said entrance server permits said one of saidnetwork devices
that has said MAC address stored in said entrance database to enter

said computer network system.

13. A secure entry system for a building as claimed in claim 12,
further comprising a DHCP server operable to assign, in a case
where it is determined that said MAC address of said one of said
network devices is stored in said entrance database, an IP address

to said one of said network devices.



further conprising a DHCP server operable to assign, in a case where it
is deternmined that said MAC address of said one of said netwo)kAUBBES
is stored in said entrance database, an IP address to said one of said
network devices. - 5 AUG 2005 20 14. A segyure entry systemfor a building
as claimed in claim 10, wherein said entrance server has an entrance

dat abase operable to store user identifying information for identifying a

correspondiTg. ugeseatireaét eacy aifers fod H&dwDY ki tie\WsCedainadpE Bl ao,
correspondi ng one of said network devices that sent said user identif
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claim 10, m ni st rat| server assigns, to said en
server, a abredpendahd oesrsd shbheanahod seidaetvorkdavitiesgt andpelrms aisd

lurality of VLANs respectively ass n dt I t
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devi ces comon information that is common thereto, each of said plurality

of units haaid coepeser aeteask syetem. said plurality of network
devices. 17. A secure entry systemfor a building as clainmed in claiml16,
wherein said admi nistration server assigns, to said shared server, a VLAN

that all owsisai h sbaned St ¥ersytst OEBYNG GAliEl Add asatUaipbara idyief 10,
VLANs respectively assigned to said plurality of wunits. 18. A secure
entry syst RIRLISBLT PG 18S rAtdORRET YR TR BF HORS - tPﬁ%“W?%ﬁb’eﬁr
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net wor k deV| ces in said plurality of unit
plurality of VLANs respectively a331gned to said plurality of

units.

16. A secure entry system for a building as claimed in claim 1,
further comprising a shared server operable to give a plurality
of said network devices common information that is common thereto,
each of said plurality of units having therein at least one of

said plurality of network devices.

17. A secure entry system for a building as claimed in claim 16,
wherein said administration server assigns, to said shared server,
a VLAN that allows said shared server to communicate with said
plurality of VLANs respectively assigned to said plurality of

units.

18. A secure entry system for a building as claimed in claim 1,
further comprising a DHCP server operable to assign an IP address
to each of said respective network devices in said plurality of

units.

19. A secure entry system for a building as claimed in claim 18,
wherein said administration server assigns, to said DHCP server,

a VLAN that allows said DHCP server to communicate with said



19. A secure entry systemfor a building as clainmed in claim 18, wherein
said adm nistration server assigns, to said DHCP server, a VLA% t

all ows said DHCP server to communicate with said - 5 AUG 2005 2 ﬁwﬁ g?lty
of VLANs respectively assigned to said plurality of wunits. 20. A secure
entry systemfor a building as clainmed in claim1, wherein each of said
units includes an abnormal -state detecting unit operable to detect an
abnornmal state in a corresponding one of said each of said units and to
notify said adm nistration server of a detectionthereof, said

abnormal -state detecting unit being d%hnected to a connectlon port of
said interconnecting device other than a connection port to which one of
sai d net c (o] U Rt
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each of wmiidscl osed spaces limting access thereto to an insider of sald
cl osed space, said building conprising: an adm nistration server that
adm ni strates a conputer network systemin said building; and an
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of said closed spaces; and said adm nistration server limts access to
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system LonhBetBHicll BEnhecf i 48N £k ASIfl&Irconnect ing device other

than a connection port to which one of said network devices is

connected.

21. A multi-unit building having a secure entry system for a
plurality of closed spaces provided therein, each of said closed
spaces limiting access thereto to an insider of said closed space,
said building comprising:

an administration server that administrates a computer
network system in said building; and

an interconnectingdevice that connects said administration
server and a plurality of network devices in said plurality of
closed spaces, wherein

each of said plurality of closed épaces has a corresponding
VLAN assignedtheretobaseduponsaidadministrationservexr setting
said interconnecting device such that each VLAN assigned to said
pluralityof closed spaces isdifferent fromrespective other VLANs
assigned to others of said closed spaces; and

said administration server limits access to said each of
said plurality of closed spaces and said computer network system

in the building to a designated insider.



22 ABSTRACT OF THE DI SCLOSURE A secure entry system for a buil di ng having
a plurality of units provided therein, each of the units perm-t§i A5 Q005
entry of a designated person thereto, the system conprising: an

admi ni stration server operable to adm nistrate a conputer network system
in the building;, and at |east one interconnecting device operable to
connect the adm nistration server and respective netwrk devices in the
plurality of units. The adm nistration server sets the interconnecting
device to assign a plurality of VLANs2to each of the units, respectively,
in such a manner that a VLAN assigned to one of the units is different
from VLANs assigned to respective others of the units to provide secure

entry to the wunits and tARSERPULEr FREWSFRKCEYSYREN in the building. Fig.
1

A secure entry system for a building having a plurality of

units provided therein, each of the units permitting only entry

5 of a designated person thereto, the system comprising: an
administration server operable to administrate a computer network
system in the building; and at least one interconnecting device
operable to connect the administration server and respective
network devices in the plurality of units. The administration

10 server sets the interconnecting device to assign a plurality of
VLANs to each of the units, respectively, in such a manner that

a VLAN assigned toone of theunits is different from VLANs assigned

to respective others of the units to provide secure entry to the

units and the computer network system in the building.

Fig. 1





