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CLAIMS 

1. A system for optimising data communication between end to end devices connected to a 

network, the system comprising: 

a server configured to: 5 

measure application performance metrics of the data communication between the end 

to end devices;  

compare the application performance metrics against performance requirements; 

detect, in response to the application performance metrics being below the 

performance requirements, nodes having untapped computing resources within the network; 10 

determine operation parameters achieving service at the performance requirements;  

command one or more of the nodes to function at the operation parameters; and 

migrate at least a portion of workload associated with the data communication 

amongst the one or more nodes commanded to function at the operation parameters, wherein 

the determination of the operation parameters results from predicting information that 15 

comprises a reaction time before there is performance degradation beyond a threshold value. 

2. The system of claim 1, wherein the data communication is effected by a deployed application 

and the application performance metrics comprise usage of computer infrastructure that process the 

data communicated by the deployed application. 20 

3. The system of claim 2, wherein the workload comprises computation required to process the 

data communicated by the deployed application.   

4. The system of claim 3, wherein one or more of the nodes that share the computation belong to 25 

a cluster within a same network. 

5. The system of any one of claims 2 to 4, wherein the usage of the computer infrastructure 

include any one or more of throughput, latency, processor load average, processor utilisation and 

memory utilisation. 30 

6. The system of claim 1, wherein the network is regulated by a communication protocol, the 

communication protocol implementing an intelligence layer to which the server belongs, the 

intelligence layer determining a path for a communication channel for the data communication. 

35 
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7. The system of claim 6, wherein one of the servers can be designated a master server and each 

of the remaining servers designated as a slave server. 

8. The system of claim 6 or 7, wherein the communication protocol further implements an 

orchestration layer, wherein the system further comprises terminals that belong to the orchestration 5 

layer, the terminals being configured to execute decisions made by the servers belonging to the 

intelligence layer.  

9. The system of claim 8, wherein the decisions that the terminals execute comprise choosing 

one or more of the nodes to migrate the portion of the workload. 10 

10. The system of claim 8 or 9, wherein the communication protocol further implements a 

transformation layer, wherein the system further comprises data processing libraries that belong to the 

transformation layer, the data processing libraries being configured to facilitate transformation of the 

received data into a format compatible with protocol used in other layers implemented by the 15 

communication protocol. 

11. The system of any one of the preceding claims, wherein the predictive information used to 

determine the operation parameters further comprises any one or more current infrastructure 

performance, load factor and predicted deviation in expected application performance. 20 

12. The system of any one of the preceding claims, wherein one or more of the nodes is located in 

any one of the following locations within the network: a network edge; a telecommunication network; 

or a cloud computer network. 

25 

13. The system of any one of claims 6 to 12, wherein the migration comprises diverting the 

communication channel through the one or more nodes commanded to function at the operation 

parameters.  

14.  The system of claim 13, wherein the diverted communication channel has a different path 30 

compared to the communication channel before the migration of the workload. 

15. The system of claim 14, wherein the server is further configured to: 

assign an interval for the migration; 

release the nodes on which the portion of the workload is migrated, after the interval 35 

has passed; and 
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return the communication channel to the path before the migration of the workload. 

16. The system of any one of claims 6 to 12, wherein at least one node along the communication 

channel remains the same after the migration of the portion of the workload. 

5 

17.  The system of any one of the preceding claims, wherein the server is further configured to 

compare the application performance metrics against performance requirements in response to the 

server detecting a deterioration in the measured application performance metrics.   

18. The system of any one of the preceding claims, wherein the determination of the operation 10 

parameters to achieve service at the performance requirements is computed by a classification 

algorithm that models a relationship between the network cost and performance optimisation.  

19. The system of any one of claims 1 to 17, wherein the determination of the operation 

parameters to achieve service at the performance requirements results from a selection from a list of 15 

available operation parameters. 

20. A computer implemented method for optimising data communication between end to end 

devices connected to a network, the method comprising: 

measuring application performance metrics of the data communication between the 20 

end to end devices;  

comparing the application performance metrics against performance requirements; 

detecting, in response to the application performance metrics being below the 

performance requirements, nodes having untapped computing resources within the network; 

determining operation parameters achieving service at the performance requirements;  25 

commanding one or more of the nodes to function at the operation parameters; and 

migrating at least a portion of workload associated with the data communication 

amongst the one or more nodes commanded to function at the operation parameters, wherein 

the determination of the operation parameters results from predicting information that 

comprises a reaction time before there is performance degradation beyond a threshold value.  30 

21. A non-transitory processor-readable medium storing code for optimising data communication 

between end to end devices connected to a network, the code representing instructions that when 

executed cause a processor to: 

measure application performance metrics of the data communication between the end 35 

to end devices;  
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compare the application performance metrics against performance requirements; 

detect, in response to the application performance metrics being below the 

performance requirements, nodes having untapped computing resources within the network; 

determine operation parameters achieving service at the performance requirements;  

command one or more of the nodes to function at the operation parameters; and 5 

migrate at least a portion of workload associated with the data communication 

amongst the one or more nodes commanded to function at the operation parameters, wherein 

the determination of the operation parameters results from predicting information that 

comprises a reaction time before there is performance degradation beyond a threshold value.  

10 
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